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SUBJECT: (U) Report on the Assessment of Management Controls to 
Implement the Protect America Act of 2007 (ST-08-0001)-ACTION 
MEMORANDUM 

1. [U) This report summar17.es our Assessment of Management 
Controls to Implement the Protect Amel1ca Act of 2007 (Sf-08-0001) and 
Incorporates management's response to the draft report. 

2. CU/ /P61=J9}As required by NSA/CSS Policy 1-60, NSA/CSS 
Office of the Inspector General. actions on OIG recommendations are subject 
to monitoring and follow-up unW completion. Therefore. we ask that you 
provide a written status report concemlng each planned corrective action 
categortr.ed as �oPEN.w lf you propose that a recommendation be 
considered closed, please provide sumctent lnfonna1ilon to show that actions 
have been taken to conect the deD.clency. lf a planned actton will not be 

completed by the original target completion date, please state the reason for 
the delay and completton date. Status reports 
should be sent Assistant Inspector General for 
Follow-up, at OPS 2B, Suite 6247, within 15 calendar days after each target 
completion date. 

3. (U/ /f'6e0) We appreciate the courtesy and coopcratlon 
extended to the auditors the review. For additional 
please 963-2988 or via e-matl 

()>) (3)-P.L. 86-36 

rovell for Release 

George 
Inspector General 

NSA 011 11-10-2015. FOIA Case #80120 



DOCI1''F..ll!WIGJ! B 3 2 

01sm1BtrnON: 
DIR 
D/DIR 
GC 
D/GC(O) 

fflf' SEERf'fl'fCt'tlvtl1iJ 1 fJJVOFOIUV 

Slgnalll lntellJgence Director 
Chief, SID/PPAS 
Chief, SV 
SID/POC JG Uatson SV 
Chief. 52 
Chief, 53 
Chief. 533 
Chief, 5332 

cc: 
IG 
D12 
D13 
D14 

TOf$ 8f:Cltl?:'f//CfJtyfifff1Y1't'0f9ft'•' 



DOCID: 4248832 1 OP SllRE:niEthWJ.Nifl/f;,'f)Pf>R:l\T ST-08-0001 

(U) EXECUTIVE SUMMARY 

(U) OWRVll!W 

(S/ /Sij NSA has lmplrmented procedures to comply with the 
provlalons of the Protect Amertca Act of 2007 CPAAf. which modlBed 
the Foreign Intelligence Surwlllance Act (F'ISAI and waa sJgned Into 
law on 5 August 2007. To protect the privacy rights of U.S. persons, 
the new legislation required NSA to Implement and follow procedures 
eatabllshed by the Director. NSA (DIRNSAI to ensuR! Its adherence to 
thR!e requbements: that targets are loalted ""erseas. that the fomgn 
b>telltgen.,., pu1pose Is slgnlllmnt, and that personnel follow 
applicable minimization procedures. In general. management conlrolS 
to comply with PAA requbements are adequate. Spedllc controls to 
determine that targets a"' loalted �• a"' eapedally atrong. 

(S//Sij Made "" ""IY by the teclmoJogy changes that have oc:cuned 
lllnce the P1SA was drafted In 1978. "F'ISA modembatlon" was 
Intended to resto... the elrectlveneaa of the Act by dlmtnatlng the 
requbement for NSA to obtain court orders for monitoring the 
mmmuntcatlona of pet'SODB physically located outside of the United 
States. Although the PAA expired In l'ebruaiy 2008. NSA collection 
pennltted under Ila provisions will continue for up to another year. 

(U) HIGHLlllHTS 
CUI 1be OllltlC of the lnapector General £" e"ed procedures 
eatabllshed by DIRNSA to ensure compliance with the thR!e PAA 
requirements. Management conaan-ed with the recommendatlona. 

• (UJ NBA .......... ,, Lnp ... nllld DIRNIAdlNc•d ,. CldlllW on 
compl- wllll b PAA. Management control& to determine that 
ta111ets are located ava s are parttcularly strong. 

• (S/ /31/ /Reb T6 tf5*/FYE'1'i PAA a..ldng n.da llddltlonal 
OOlllllM. Though CllrR!llt controls provide reaaonable B88urance of 
mmpllance with the PAA. additional controls are needed to verify 
that only authort2ed seleclol& are on collection and that 
Information acquired tluough the use of selectors IS related to the 
expected foreign tntelllgence targets. 

• CUl MON rtgo1111111-la wlll I-Ille rellablllty ot�I ��-� for PAA aampllence. Whlle Cldsllng are excellent 
preventive and detective controls. CllrR!llt methodologies are not 
rigorous enough to draw valid conclustona about the entire 
population. 

TOP SECRFF#Ca.•,ff..W;'#11BFfJRJr.T 
(bl(3)-P.L. 86-36 
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(b) (1) 

I, (U) BACKGROUND 

(U) Tll9 Pra .. at Am.ta• Act fit 211117 
(3//31/;'RBb'fO USt'u �Y-J On 5 August 2007, the President 
aqp>ed Into law the Protect Ameltal Act IPAAI of 2007. The PAA, 
which explft!d on 16 February 2008, amended the F� 
Intelligence Swvelllance Act IFISAI of 1978. Sped8ca1Jy, the PAA 
authorized the Attorney General IAGI and Director of NaUonal 
Intelligence (ONO to approve, without a court order, the mllectlon 
of foreign ln�ence Information from faclllttes located Inside the 
United States Cllll1cemlQg persons reasonably believed to be located 
ou181de the United States. sul!fect to c criteria. As of 31 
..Mlll:l:l:\ 2008, N5A had apprOXimately Internet selectors and 
L__Jelephony selectors on PAA-au ortzed coUecllon. From the 
P""""ie of the PAA through 31 March 2008, NSA had laauedo 
1 epotts that Included PAA-derived Intelligence. 

(U) 118qu ........... fif Ille PAA 
(U) The objective of our revtew was to """"" the adequacy of 
management amtrola to lmpk:ment and ensure compliance with 
three requirements of the PAA related to N5A operations: 

(b) (3) -P.L. 86-36 

• (S//SB folwlU:iiWEL 1 Selectors on PAA mlleetion must 
amcem ·persons reasonably believed to be located ou181de 
of the United States." 

• (SJ J SI) Foreign ladsll•nce P..,011. A �cant purpose 
of the collection la to obtain � Intelligence 
Information. 

• CUI lllnh-n Pl 01d.... NSA personnel must follow 
appropriate mlnlmlmtton pioocdures. 

(S//Sl//'b f9 �&":, FVE� At the time of our review, the AG and 
DNI lssu eparate certtftcattons that authorize NSA to 
acquire foreign Intelligence lnformatton of certain targets: 

1 (U) NSA '1 n:uoaablc belief that I target is lot:ak:d owide of dM: United Stain based OD ou or more 
pn.cktaminc:d facton. 

roP St::Cttf'fl; EB lfif1:1 ff'lfNOFtJR!rl 



DOCID!IT-4Bllldt8 3 2 

(bl 111 
(h) C3)-P.L. 86-36 

(U) These cerallcatlons were based on 1ep1esentat1ons made by the 
Dtnoctor of NSA (DIRNSAI In aDldavlla that detail the management 
controls and procedures that NSA will follow. 

(U) 8 .. ndmnla '111 lnt1nwl Cantnll 

(U) We assessed management controls against the General 
AccounUng O!llce's Stmvlmdsfer Internal Conlrol In the FederoJ. 
Gouemment No"""1ber 1999, which pmienla the II"" standanls 
that dellne the TIJlnlmum 1.,,.,1 or quality acceptable for 
managementcon.-01 In government� Environment, Risk 
Assessment, Control Actlvlttes, lnJOnnatton and 
CommunlcaUons, and Monitoring. 

(UI Internal control. or management control. comprises the 
plans, methods, and procedures used to meet missions, goals. 
and objec-. It provides reasonable assU111Dce that an enttty 
la elfectl"" and efllctent tn Ila operations, reliable In Its reporting, 
and compliant with applicable laws and regula.Uons. NSA/CSS 
Polley 7-3, Intemal Conlrol Pragrum. advises that evaluattons or 
Internal control should consider the requheme.1ta outlined by 
the Standanls. 1be Olllce of the Inspector General (OIG) uses 
the Standanls as the basts against which management control ts 
evaluated. 

1 OP SECIU 111 CtJJ.vt11ffh'h·BF8fh'' 
2 
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Ch> (1) 

II. (U) FINDING 

(EWS!) Since tile PAA was passed in August 2007, Agency managemsnt 
has made ptDgress In in¥Jlementing tile PAA and eslBbllshlng managemsnt 
contlD/s that are CIUClal lo 9llSUling compllallCfl w/111 Iha PAA. NBA 
1""'9manllld aH tile p1ocedJres dBJin9allld by DIRNSA in th9 affidavits lo 
Iha cellificatlons. TIHJ controls in¥Jlemenllld lo 119rlty that ssl9clotS tasksd 
undBr tile PAA ror targets IOcallld oUISldB ol lhll Unlllld Slatas a1& 
pa1ticularly sttong. Nf11191tfHl/9ss wol1r remains lo '"'119tnflnt addi11011al 
contlD/s lo: 

• (&l'SI} Verityr yhat autl!on'ad seteclonl. and 
onl}' lllose selectors, are on co1 eclfon. 

(Q) (3)-P.L. 86-36 
• (iWSIJ Verity that analysis 1oulin91'; rellirN inlll11:epted data 

and conliml lhat inlonnalion acquired Is 18/allld lo Ura 
e•pscllld l'Olslgn lnllll#gllnca targets. 

(h) (3) -50 USC 3024 (.i.) 

• (U) /trfJIOl/9 llHJ va/lr#ly and 1sllabllity of various! lot 
PAA compllanctl by Agency managetnflnt. (b)(3)-P.L. 11-31 

• (U) /trfllOl/9 target analySlll' undBl&tandlng of Iha PAA. 

(U) Assessment dBtallll are fnc/UdBd In Appendix 8. 

(U) NM l1111119tllat91J' l111 .... nusilad DIRNllA-dlrwse.d p .. a••- an 

-pllanaa with tlw PAA 
(U) Within weeks of the PAA enactment. NSA. Implemented the 
procedures that DIRNSA. delineated In the afB.davlts and built on 
those pitKdlures to establish rtgorous pmcesaes to ensure 
onmpllance with the lhn:e requltements of the PAA. Manqement 
controls to delermlne and document liJrelglJneas were part!cularl,y 
strong. Controls covering � lnlelllgence purpose and 
compliance with mlnlmlzaUon jJiocedUl'ell were also adequate. 

Im Some examples of NSA's accomplishments to date att: 

• nJ/ /!'61:19) The PAA lmpJernentaUon Team was established 
to coonllnste all aspects of PAA •mplementsuon. 
Components of the team Include Internal and external 
communlcaUons, collecllon and data tlows, mission 
operauons, and policy and oversight. 

3 
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• !�//'#.l//R&b1=G U&-'4 F1tE¥1 Telephony and lntcmet 
aelector taaklng systems were updated to allow analysts to 
document the forel.,neaa determlnallon. Also, controls 
were programmed Into taaklng systems to ensure that 
required Information la documented and tasking la 
appropriate to AG/DNI cerllllmtton targets. 

• (U/ I P6tl01 Within weeks of PM P"""Bi"· Signals 
lntelllgence Directorate (SIDI Ovendght & Compliance 
IO&CI omce. with the omce of General Counsel (OGCJ and 
the Asaoclate Directorate for Education and Training, had 
developed Interim Ualnlng that Included a brtellng by an 
OGC attorney and a competency teat. On January 9. 2008, 
O&C deployed new and Improved training. 

• (U/fPEMffll At.ency management developed and publlahed 
standard operating procedures. Including procedures for 
training and raw tramc ace •. taaklng. and Incident 
reporting that will ensure consistent application of the PAA. 

o [U I /l'OtlOJ A PM web site was eatabUahed to provide the 
NSA wodd"orce with conalatent, reliable, and timely 
lnfonnallon. From a 8lng)e location. target analysts can 
read communlcattona from NSA leadership. 2cceR" 
certtllcation-related documents, and vtew PAA-related 
standard operating procedures (SOPsJ. 

• (U/ /P6ti911be PM Procedures and Analytic Support 
(PPAS) team runs vartoua proceues to ensure compliance 
with the PM. Speclllcally, PPAS perllODnel conductll 
foreignness checks of current targeting and notify tar'ger' 
analysts of potential ch:� target's status. 1hey 
also pe1fo1m vartousl --�_of taaklngs for 
compliance with other ments and guide target 
analysta through the targeting and tasking "'"' es. 

(U) PAA e..ldna ....... •ddltlonal -INI• 
(b) (3)-P.L. 86-36 

15//Sfl Although NSA Implemented a series of controls to provide 
reasonable B88Urance that target analysta task only autholtz...t 
selectonr-t!electonl that meet the ro..,,.uiess and foreign 
1nte1Hgence purpose requlrementa---addlttonal controls sre needed 
to w:rtfy that only autholtz...t adectora are on collecilon and that 
tasked selectora are producing f� Intelligence of the expected 
targets. 
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{SI/St) Can'"*- •••!Md to �rltyj �at aulfloll 1d 
aelec:tcn, Md only,,_ rr'actan, alil on coiiiCllon. 

'Cb> t1) 
CbJ (3)-P.L. 16-36 
CbJ C3J-!i<I use 3024 CiJ 

(b) (1) 
(b) (3)-P.L. Bllii-36 

_I _ ttmately. dl11C1epanclea might 
resw o o over e on--aelectora that are on 
collecllcm that should not be ·nd Incidents of under-mllectton
selectora that are not on collecllon but should be. Periodic 
""""1Clllatton of NSA and provider rewnls la crtllcal to klenUfy and 
resolve dl!crepandes and mlnlmbe violations and lncldenla. 

fS//Sa At the Ume of our:E· NSA had not fully rewnclled 
Agenql �� ed aelectma. Although 
Collection Managers prep rewnclltatton procedures! the 

I 
procedures w= manuaL I 

t°1!1ttSltlmplrman� jprc c eaa thllt roullnely 
rec-II• PAA·taakid iilectora wllh the pravldlra. 

(ACTION: S31Chllll, 5332) 

(UJ .,.,,...,._, fll9PGnll 
CONCUR. ffS;';'SI//PHhll 

Status: OPEN 
Target Completton Date: 11 llmy 211111 

(UJ OIG Com,,_t 
CUI Planned and ongoing actlmts meet the Intent of the 
recommendation. 

fflF SECRf'f'h'Ct>1f1fNTfffltJ{jffiftN 
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(SS'51) Conlrola 818 nHdsd to Wllldld8 tMt la jjilt wlysts l'Olltln8/y :a iltm 
lh8t ,,,,_,,flan 8Cqu/Nd lhrouflh,,,. _of ' cmn Is ,.,.l•d to 1118 
UJMClld fora/flll /n11/11f/181108 ,.,.,.tll. 

(6//Sij PAA Standard Opelatlng Plvcedures #2-07, Analyst 
Checldls� obllgates target analysts to pertodlmlly '"n!vlew 
Intercepted data and confirm that the tasked selector ts producing 
Ii>,.,.., Intelligence from the expected target (which Is authorized 
under the CerWlcaUonl." A supplementary SOP on the analysts' 
obllgatton to review was In draft. Additional controls are needed to 
monitor compliance With this requheam:nt to ensure that 
unintended persona are not mistakenly targeted. 

+l11116'J lmpl1ment oonlnlla lo •rlfY th91 tai gal s1111lyata 
rollllnely review l11t11n:1;utad 118111 •nd oonnnn thlll lnformllllon 
•cqulnad through lhe me ol •laelot8 18 l'1llmd to th• 
expaclad foreign lralllgenoe IIrg9l8. 

(ACTION: Chief, 82 with OAC) 

IU/ /l'EMIQI In December 2007, Analysts and Production peraonnel 
said they are considering an automated report that will determine 
whether target analysts query, and therefore rev-. 
communlcaUona In the mllecUon databases. Although such a 
report Is technically feasible, Its uaefulness as a management 
control remains uncertain. 

(U) ,,.,,.,,.,_., RNpons9 
CONCUR. IS//68 The Depufy Director for Analysis and Pmductton 
IDDAPI Is working with O&C to establish formal controls to venfy 
that target analysts rouUnely - both telephony and 

I 
lntemet-based collection. 'The system currently being devised will 

I 
Status: OPEN lb> I U 
Target Completion Date: 30 Ju1allOllll-P.L. ••-•• 

Cb> CJ>-50 use J024Ci> 

(UJ O/G con_,t 

IUJ Planned action meets the Intent of the recommendaUon. 

TBP SECR£'FJl€Q.\lINF//Nf>T(JR l\r 
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(U) .... rig-•• naalllallalog._ wlll lmp;uw Ilia Nllalllllty or NllA 
•pot cl&ai:lls 

(U / IP61:l91 ltlJ shown In ApPendlx B, NSA 18 conducttng, or plans 
to conduct. that are Important tn ensure cnmpllance 
with the requirements of the PAA. Speclllcally. 

• (9//Sft The PPllS team 18 conducttngl lor 
f'orelgnneaa determinations (With lim!Cd CheckS ol foreign 
tntdllgence purpcMe) of selectors tasked under u,., PAA. 

• 19//Sff 1be SID O&C reviews selectors pulled for AG/DNI 
revl s and la working on plans tn conduct\ I 

Cbl C31-P.L. 86-36 I lortargettng decisions that will comp ement AG/DNI 
review& Without being redundant. 

• (U/ /P91:lel O&C conductsll superaudlt review& or 
queries In raw tralllc datat&rn ensure cnmpllance with 
the app1oprlate cerUllcatton and minimization procedurai. 

• IU //Petiet O&C conductsllrevtew-s of all reports 
generated by PAA collectio�ure adherence to NSA 
poltcy and standard llllnlJnlzatlon procedures. 

CUI While such checks are excellent P""""'tlve and:.tet:t:ve 
controls. neither organization had dcx!umented ital_ _ � 1 JDncedures or considered using qual11¥ aaaurmce stattaUCaJ 
sampling techniques that would strengthen the reliability of the 
results. In particular, neither mgantzatlon had documented formal 
methodologies that C>P"d""" the unlv<ne, population, sample size, 
and meana of ae1ecllllg Items for revlelv. 1be bases for sample stzes 
were unstructured and sample Item selections were Ju<¥nental 
rather than truly random.• Sampling results were therefore nnt 
rlgoroUs enough tn draw valid conc:lualons about the entire 
population. (b)(3).P.L. 8&-36 
CUI lntejp.tton of statistical sampling or quality aaaurance 
techniques Into existing and planned methodologies wW nnt only 
lncrraae the validity and usefulness of th� I but Wiii 
likely dea'eaae the ftciuency, time, and e ort needed to conduct 
them. In short, well-planned methodologies will Improve the 
reltabl11ty and elllclency or these Important controls. 

1(ll) For a sample to reprment a population, all item lhould haw an equal probability« sda:tion. Only 
samples lbll ac •uly random (c,a., by usin& a rlDdom. nmber tlblc IO aellcr ileml) RC 1ep1cacolllivc of dul 
population. Samplm basal an b•ph· d or judsmdal metbmk may be tiasal and are ualikely to be 
1cps • tivc of tbc poplllation. 

'FOP SECRE':f!.'C 9AflH.I'1'-i11'..19l'9R::. 'J 
7 



DOCIDST 11113 NllB 3 2 

, (UUF9118) Develop end docu-nt rlllClfV• IMthadologlee for 
· conduc:tlngl lo1 PAA compile-. 

(ACTION: Chief, oac end Chief, PPAS) 

(U/ fllgl:J91 In January 2008. the Chief, O&C staled that both O&C 
and PPAS are working on more rigorous methcdologtes. 

(b) (3) -P.L. 86-36 

CONCUR. (8//Sf//fffibJ Management stated that O&C ts 
documenting methoclologleS and procedures for conductingr-I 

I I The managauent response did - Include planned-----' 
ccrrecttve actions for PPASj I 
Status: OPEN 
Target Completion Date: 2 11Q 20lll 

(UJ OIGC-

(U) Planned actton meets the Intent of the recommendation for 
O&C , Planned actton for PPAS mnaln8 unresolved. 

(U) ,...._......,els.,....• .,., undww' ndl"9 or ... PAA 
[U I /1'91:19) As shown In Appendix B. NSA has made slgnlllcanl 
prqp ess In lmplemenUng a cr1Ucal management control-training 
and awareness, Agency-wide e-mails. workforce presentauons, a 
PAA-dedicated web Bite, and lnlertm training are used to 
communicate with the NSA wmld'orce. Jmproml training will 
further highlight aspects of the PAA authority most relevant to 
target analysts. However. two addlUonaJ Improvements are needed 
to provide la!gel analysts the tools and guidance they need to 
Implement the PAA. 

(U) WolldiijjAldarQulc/r Rod'••- on NSA Authcw/IU 

(U/ f P91:191 Glwon the lncreaslng1y complex and dynamic web of 
authorlUes under which NSA operates, la!get analysts are al rtsk of 
misunderstanding the PAA author!Ues. Although existing training 
and awareness provides detaUs on the PAA. analysts might still be 
confused about how II dlll'ers from other NSA authorlUes. A 
working aid or quick reference that compares the basic elements 
and requirements of NSA's various authorlUes, with Unka to the 
authorities themselves. will help analysts navigate through the 
many documents and lrgal-.e and reduce the risk of violations. 

WP SEf.REl+/ff>l;fl1\'TA'AifJffiRftl 
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Such guidelines and worl<lng aids should be avallable to employees 
al all Umeo. 

IU/*81181 Publleh and maintain • working aid that _...,.. 
!my raqulntmani. for SIGINT oollac:Uon, pi c 111lng, ntlllnllon, 
and dl-lnallon •lllharlzllcl !Ir E.O. 12333 with raqulntmantll 
alt ati- algnlflcant addltlonal 8lllharlllaa, for •x•mplll lhe PAA 
and FISA. In the W01 ld11g Bid, provlda Holm ID Iha •lllhorlzlng 
docum•nta. 

(ACTION: oac with OGC) 

(U/ /F8H0l ·111e Chier. O&C. •lated that planning baa begun lo 
d"""1op a counie that wtlJ Include an overview and explanaUon or 
NSA'o aulhorlttes. when to uoe them, what needs to be done to 
acquire them. and what the handling and mt0•m!za*'m p:ocedurr.s 
are £or each. 1£ a working aid bewwea an element or ouch tralolng, 
we recommend that It be made available to the workfo= aa ooon 
as pooalble rather than be Ued exclualvely to the training counie. 

(UJ ,,,,,,..,,_, lfBllPOflN 
CONCUR. {U/ Jl'ebJ) Management stated that O&C levied a 
�t !or the AMQdate Dlra:torate !or Education and 
Tralntng to develop an �ew counie or NSA.'s swvelllance 
aulhorlUea. Counie development la well underway and Include& a 
requirement !or a job aid. 

Statua: OPEN 
Target CompleUon Date: 21 .tlprll 2llDI 

(UJ OfG Comment 

(U) Planned acUC?D meets the Intent or the recommendation. 

(UJ Communladlnfl PAA.,.,_red Gul"':rn (bJl1 l (b)(3)-P.L 86-36 
15/ ; Sfl Not aurprlalngly. certain overarching queaUons on how ta 
apply and comply with the PAA surfaced during our review. For 
example, target analysts expressed their µpcertalntv :n gue:ng 
and purging communlmltons or targets! I 
the United States. Howeva-, no mechanlsm Wllll In p ce to eep 
the analysts Informed or what to do while O&C consulted With OGC 
and developed the needed gutdance. For ...mnple, by the end or 
our review, OGC had lasued guidance tn an e-mail to O&C. who 
subsequently decided that PPAS, rather than the target analyats, 
would purge collection !or PAA Incidents: but, exlaUng procedures 

1 OP SECRl J llCtJifffN'f'1'1NGFOll"\1 
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wee not updated to rellect this change. Aa NSA personnel 
continue to apply the PAA, more quesllons and uncertalnUea will 
Inevitably emerge. To mlnlml7.e confusion. a pro • la needed to 
vet, mmmunlcate, and post PAA guidance as a reteience unW It 
can be Incorporated Into more formal policy or SOPs. If needed. 

(UfffllBJ Implement a praa1a 1D wt, communlclbt, and paat 
PAA guldllnca until h can 1111 Inc arporll8d Into pollcy ar SOP•. 

(ACTION: O•C) 

(U} Ab1111g1�1Ht llllPDW 

CONCUR. (U//F9Y9J Management stated that 06C would work 
with the OIG, OGC, SID Polley and the PAA Legal/Polley /Oversight 
Teem to document the P1™ for vetung, mmmunlcatlng, and 
posting PAA guidance. 

Status: OPEN 
Target COmpletton Date: 2 lllV 2GOI 

(UJ OIG Can•111nt 

lUJ Planned acuon meets the Intent of the recommendauon. 

(U)Canclu,.._ 

CUI Within a short -e. NSA has made considerable JINlll- In 
setting up the needed tralnlng. polldes, process"S. procedures, 
systems, and ovendght to ensun: mmpllanc:e with the PAA. Our 
recommendallons strengthen the planned or Implemented 
management controls, and NSA has aln:ady taken steps to addn:as 
many of our concerns. Aa co.....,98 contlnu"S to debate a 
long-term soluUon to the collectton gaps that exist In FISA, the 
controls that NSA has In place set a solid foundauon that will 
accommodate any law that supersedes the PAA. 

!Ul For this mnew. we did not conduct a full range or compliance 
and substanttve testtng needed to draw conclu91on8 on the elllcacy 
of management controls. We plan to mmplete such tesllng In a 
follow-on mnew. 

ffiP 8ECREf/ICB,\IFNTHl•}BfBRJ.. 
JO 
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Ill, (U) SUMMARY OF RECOMMENDATIONS 

(b) (3) -P.L. 86-36 
(U) Recommendation 1 

(St.'SI) lmplementrl ---c....;.,l proc888 that routinely we Ilea PAA-tail• d 
selectoroj I 

Cbl 111 
(U) Action: SIOIS332 Cbll>J·P.L. ••·H 
(U)Status: OPEN cb>c•l-so use ••2•Cil 
(U) Target Completion Data: 15 May 2008 

(U) ""-tlmendlltlon 2 
(S//61) Implement -•bola to wrHy that targat analylltll routlnaly l9Vlew 
lntarcaptacl data llllCI canllnn that lnlwmllllon acqulracl through the - ol 
•lectara la n1i.cl ID the exp1ct1d fcnlgn lnbtlllgllnce t.rgata. 

(U) Acaon: SIDIS2 
(U) Status: OPEN 
(U) Target Complellon Data: 30 June 2008 

(U) Rae ammendllllcwl 3 
(U/11'9110) DIMllop and document rlgoroua mathlldaloglea far conducUngD 

I pt PAA compliance. 

(U) Action: SID/O&C and PPAS 
(U) Status: OPEN 
(U) Target Complellon Data: 2 May 2008 

(b) (3) -P.L. 86-36 

(U) Recommendation 4 

(UfA'BtlB) Publlah and maintain • warlclng aid thet compania key requl111111ent. 
far SIGINT collactlon, proc 1 sing, nlt.!lllon, and di-Ind on autlwii lad by 
E.O. 12333 with n;qulrementa o1 athar algnlllcant addltlonal authorltlu, far 
eumpl• the PAA and FISA. In the warlclng aid, poulda llnka to the authorizing 
docunwn111i. 

(U) Action: SIDIO&C with DIOGC 
(U) Status: OPEN 
(U) Target CompleUon Data: 25 Ap�I 2008 

TBP SE€Rf':'f'//CfJldtNTliNdfdfit!\J 
11 
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(U) Amcommendmtlon 5 
(U/IFBYBJ Implement• iir-•• to wt, communlcalll, and poet PAA guldulm 
untll It c•n llll lncGJIOlabid Into pollcy ar SOPll. 
(U) Action: SIDIO&C 
(U) Status: OPEN 
(U) Target Completion Dale: 2 May 2008 

12 
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(U) ACRONYMS AND ABBRllVIATIONS 

AG (U) Attorney General 

DIRNSA (U) Dim:tor, National Security Agency 

DNI (U) Director of National Intelligence 

FISA (U) For� Intelligence Swveillance Act 

O&C (U) CWersight & Compliance 

OIG (U) Office of the Inspector General 

PAA (U) Protect America Act 

PPAS (U) PAA Procedures and Analytic Support 

OGC (U) Office of General Counsel 

SID (U) Si1J1als Intelligence Directorate 

13 
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(Ul This page lntenttonally left blank. 
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(U) APPl!NDIX A 

(U) About the Review 
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(U) ABOUT THI! REVIEW 

(U) The objcctlve of thla review was to aaaeaa whether management 
controls are adequate to provide reaaonable aaaurance that NSA 
compllea With the terms of the PAA. In particular, our review 
aee•ee·d the adequacy of controls on the tluee PAA requirements: 

• (!; ; !!j Forelgnn111 Selectors on PAA coUectton must 
concem "peraona reasmably believed to be located outalde 
of the Untied States.• 

• (Si 1 :51) Foreign llMIU!IM .. PurpoH. A �t purpoae 
of the collecUon Is to obtain foreign Intelligence 
Information. 

• (U) Minim- Poe Jdu,.._ NSA peraonnel muat follow 
approprtate mlnlml7.a•on procedures. 

(U) 8cape ..... M•tllallal•:r 
(U) The review was conducted from September 14. 2007 to 
November 30, 2007. 
!Ul We lnt-d Agency personnel and reviewed documentation 
to sattsfY the review objectives. 

(U) We did not conduct a full range of compliance or subatant!Ve 
testing that would allow ua to draw conclusions on the elllcacy of 
management controls. Our aaae'"me'1t was Umlted to the overall 
adequacy of management controls. 

(U] This review was conducted In acoordance With generally 
accepted govemmmt auditing standards, as act forth by the 
Comptroller General of the United States and Implemented by the 
audit manuals of the DoD and NSA/CSS Inspectors General. 

(U) Piiar Con ..... 
(Ul The 010 has ccnducted no prlOr awaage of NSA's 
Implementation of the PAA. 

TOPSE�'GB.,111r:R/1''E.JFOH:.\,l 

-ndlxA 
-loll 
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(U) APPENDIX B 

(U) Assessment of M•n1111ement Controls 
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(U) •SIE9911ENT DP MAllAllEllENT CDNTllDLS 

(U) Muy al the lnlemal mntrd requtremeabl -� atabl9bed by the Allklavtl ol OIRNSA •ubmttted i:lr each CertdlcaUon, 
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(U) USEllllMENT OF MANAGEMENT CONTROLS 
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(U)-UMBNT OF MANAllBMBNT CONTROLS 
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(U) A88E9811EllT OF MANAGEMENT CONTROLII 
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RCUllTV CL llllFICA"llON 

NSA ST At'F PROCESSING FORM 

I 
Ulla;COlfTitOI. NUIUU. 
12110-08 

11lllU llCTION' UlllCICSIVCll'. 
==�------------------1 0 .......... sumocr 

(U/,,.6tJ6) SID Reapooae to OIG Draft Report on the 
Aar·=oot of M11DBgement Controls t.o Implement the 
Protect America Act <PMl of 2007 <ST-08-0001) 
DISl1tlBUTION 
SID, SV, 82, 88, PPAS; OGC 

PlJBP08I!:: (U/� To provicle the SID reaponae on tbeOIGDraft Report on the 
AB• ent of Manag-t Controls to Implement the Prot.e..1; America Act <PAA) or2007 
(ST-08-000lJ. 
BACEGKOUND: (Sf/S�'IREbl TheOIG performed an a•r•ement of the �urea 
eatabliahed by the Diredor NSA <DIRNSAl to"""""' NSA'o ad.._ to tbrea PAA 
requirements: that tugeld are located o- "Q" that the f'oraign intelligenee purpoee is 
aignliic:ant, and that pen .. mel lbllow applicable mjnjmjzstion .. ooedurea. The 010 draft 
I apart WU publiahed OD 31 January 2008 and proridee a complete summ •ry of the 010'1 
11 mnent. The SIGINT Directorate (SID) wu ta1W llD reriew and IXlmment on the OIG 
Draft Report. 

DlllCIJBlllON: (Uli96'tHI� The OIBce ofOvendcht I: Compliance (SV), the SID Di ectozate f'ar 
Anal78iB I: Prochictian (82), and the SID Directorate fill' Dita Acquiaition <83) have reviewed 
and tXIDc:uned with the ...unmendationa in the 010 Draft �  Theae mpnizaticma have 
.._., ded with detailed plans of action, llD include their ezpeded target completion data. 

iCb) (3)-P.L. 16�36 

OFFICE ... "' SECURI: oma MmANDDAn -PHONE ...... 

SID ""�lb �1'olov q�Thl] 
' sv ' 1118-24711 

ADDA!' �/w/ 11Illar08 963-3336 
DlJllA I �o//21Mar08 ll«l-1821 
PAA,._ I f"fl5Mar08 I-

" I 
I 

OlllGD<ATOR I SIDIGLi� 
PBONE(Sm:aN) IDATEPllUAUD 

I I� lltl6-2464 17 March 2008 
- - DlrflMd Ffmn :  NI& "t.a UCUll1YQ I iCA'llON 
ReVllOY• .... ......... - f9f' SECR£'FAf£9Mlia..q.;sfH9 pg Jl.J' Decbntfy cw1. ST??tc" 

.. 
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(U/lf6ti611 SID RESPONSE to the OIG Draft Report on the 
Assessment of Management Controls to Implement the Protect 

America Ad (PAA) (ST-08--0001) 

pecemmmd+n l�Si/SI) Implement! !process ta muUaely nai ri'e 
PAA- selecto _ j (ACTION: Cldol', 5332) 

ll>I 11) 
(1J} SID ACTION: ll3l<lllcf,S3J2 !bl 131-P.L. 86-36 

(l'S//Sb'Rff) 

(b) Cl) ;:f!l!���r===================:J. (b) (3) -P.L. 86-36 • fFS:'/Sb'i14¥J 
(b) (3) -50 USC 3024(i) 

Datwd Jr•ir. NSAIC5SM 1·5J 
Dated: JOllDIOI 

w,. 0.: 1:831&108 
T0P SECRE'fh€6f\11rc1111<ororu� 
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• ffS//Slhl4f) 

• ffS111Slf'Air)I 
(h) (1) 
(b) (3)-P,L. 06 
(h) (3) -50 USC 

-36 
3024(i) 

I. 

2. 
3. 

' 

(U/11'0091 1be Torpt (' ........... Dote filr 83 ID implementj jprocess is 
t!i May 2008. �---,b�,-,�11 

lbl 131-r,L· 86-36 

(U//FBl:IBj SID POC(s):l-1---------------'· 
(833243), NSTS: 96J-48s/;. 

(b) (3) -p,L, 96-36 

•- .....,.z: (Slltii, lmplemeat:oana11111.wtry-tuwtt .... flla 
.__,_...._ pl•�••--- ... tmbcl'' I 1aarepndlldllg 
laodp ll>'"''Vre frma tile e i •tW IM'I- (ACTION: Cli1I(, Sl) 
(U) SID ACTION: DDAP {CllW, Sl) 
SID Respome (Muda lll08): (9/i SI) The DqRlly Direclor for Anll)lis & Produdion 
(DDAP) will l:Olllinue ID wodt with <>venight & Complillloc (SV) ID fimnally estahlish 
the ""I""""" COlllrOls. Tho system """""dv being devioal will cawr bodl DJ\11 oad 

r te1epbooy. I 
� �1-------------------.l�Th�e�s-yi;�tern--s�h�ow�dr 

!bl Cll 
(h) (3) -P.L. 86-36 
(b) (l) -50 USC 3024(i) 

"f0P SRCRE:i:HC0�tlfffffN0F9R:.,,l 
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lb) 11) 
(b) (3)-P.L. 16-36 101 ,�f,{ftEll/((J!Tlf;(f/i:�OIX1KI'" 
(b) (3)-50 USC 3024(i) 

(lJ) TbeTqet Complelloa Date for official implemmtationof-procodures is 
30 Juno 2008. 

(U/IF91l9! SID POC(1}:'=-=�---------------' 
I INSTS: 963-1161. 

(b) (3)-P .L. 86-36 

(b) (3)-P.L. 86 

a-=m•gdellaa 3: (U/lf9ll9j Develop ud dacnmenl rlc-• -dolaciet fer 
coodoctio� ]or PAA •ompU.ac.e. (ACTION: Clolel, O&C •nd � 
PPAS) 
SID a.._.. (Moreb ZOOI): (U/IPOt!e) Ovmight lllld Complilnce(SV) conain 
with 1bis nx:ommmderic> . '(b) (1) 

(b) (3)-P.L. {Sf/S>l'!Hlbj �t lllld Complimc (o.tC) i1-ytk>o==6n1tho 
m thodolosios a d procod""" for oonductin� pftarplingd ciaions, 
intelJigmoe disseminations. and queries in dm repos1tones to CllSUftl complimce with 
established pr-... and i ocaxdmc with Bxbtl>its A und<t t AA 
catific"i- o.tC la OlllTmlly condu . lllai-'---= d' CTiMt.ionsb • 100%of.U 

In addition, O&C is coo.d 
Us 

All query tams on reviewed 'i:o'°'ens=ur-;;e=="-ere=ar=e"'n"'o"tenns===will=· "inh=erent1="-y:-:n:tum=:'. U.S. entity commuakcio s. 
'Jbeao flRl""lura will bo dooUDCDted. Fiaolly, Ovonqbt lllld Complio 00 is won;ng 
with OOJ Ind ODNI lllomoyw in OW11f teviow of all lmpling dooiiiOlll. ,,_..,.. far 
those reviews will also bo donimmted. It should be 001a1 that th- DRJ<:edun:o may 
cha ge pmdiag the p15&1ge of pmrumcat legisl•ricm 

(U) TheTuget Completion Date fur thedoc111mnOlioo of tho ..............,gies ond 
prooed""'" Is 2 May 2008. 
!Ul!F9!:16\ SID POC(1): I ICh;erJ I 
I 1<sv21. NSTS: 963:{)248;1 PPAS (SOJ; NSTS: 963· 0363. �---- -� 

(h) (3)-P.L. 86-36 

Rwmmeado- �: (Ulil8V9) laH ud main-••.,.......... working oldor 
qtdck nforeace dull.......,..... key el•- ud reqalremeall of •ndllab toNSA's 
nriom .. lborlt!OL (ACfiON: o&C- OGC) 

'f6P SEeRE'f11E6f\llf:Jl11f46fflft':( 

86-36 
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TOP st:CH:t:-rnc t>.tllJ411iiCOf(JK,� 

(U) sm ACTION: O&C (SV) 
SID R11p •(Mardi 2001): SV ooncun with this recommeodalicm. 

(FSHSt'l!\libJ Prior to receiving this recommendation, Oversight and Compliance 
(O&C) bad already levied • -- with ADllT in Odo er 2007 to develop ID 
overview course ofNSA's &UrVCillanoe authorities. The Training Control [)onnneol for 
this oowse was IXllllpleted "" I Fe nmy 2008 and includes a roquirement for a job aid to 
fillfill this rtt0111mendation. The developmeot of the coune is well uoclerway. Delllils of 
the DDUJSC are availa le upoo request. It ahould be noled that some ooune conteot moy 
change pending the -e of pamanent legislation. 

(UJ The Tqd Omplelloa Date f ortbe coune and the job aid is 2S April 2008. 
(Uffl'8tf6) SID POC(1): [...,._ ______ _,,Pue 
(SVJ), NSTS: 966- 887; aii<l }ISA Technical Lead, SV09, 
NSTS: 963-8168. 

(h) (3) -P.L. 86-36 

R hlloa9: (U/IAMlll! lmpl-to p,_,, ID vet,-te,ud ""'t 
PM guldaa .. uatU tt - be lao Iii porated Into policy or SOPt. (ACl10N: O&C) 
{U) SID ACTION: O&C (SV) Cb) Cl) 

(b) (3) -P.L. 86-36 

SID Res- (Mudl 2008): SV DDDl:uts with this recommendation. 

(Sli8biREL) 1111111Cdia1ely atl<r the ""-1aY PAA legiolation wasp I, SID 
cDtbliabed a PAA implancatlti00 team whic:b mnpstm oOsub-tama thll hx:luded 
tbefcikrwin2:1 I 
L....-=�=���,_.,,-,,,-.,.-,--=-�.J"'"': a Legal/Policy/Ovmigbt (LPO) 
team. The LPO team, led by the Chief of Ovcnright end Compliance (SV), bas been 
mrctinsperiodically since Ausust 2007 tonand develop guidance related to PAA 
imp1-entation. Thetamhalpmmulp Psmdisintheproomsof lbll3).P.L.H-36 
developingr-I These SOPs""" pmted on th the PAA and o&:C we sites. In 
addition, m�f the LPO team (which Uicludes SID Policy, OOC, S2, md SJ 
manbas) paoticiplle in the almost doily PAA lam 1-1 r=·i- where sddilional 
iofimnation is discussiod to include the need for fiarthcr 111ridmce Althoup this 
"""""' ""''lion is 111we11bot vogue in tams of.._..... delivcnblos, Oveniglll rad 
Compliance will work with the 010 Ollice, OCJC, SID Policy, and the LPO ,_ti 
document the process rm vetting, mm1111mic.rina and posting PAA 11ridance lt should 
be noted that some g•j,.dencc may Menge pending passage of pennenmt legislation. 

(UJ The Tuget Omzp!etloa Date for docu111C11tingtheproco" is 2 May 2008. 
(UloFBllB) SID POC(o): Chic( Oversight and 
Compliance (SV), NSTS: 9b66�-�24�7�9.------' 

(�) (3)-P.L. 86-36 

'JQP SECRE'f/l€6f\illf .. 'f'J,,�(}F0kf"1 
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