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November 2, 200 l 

MEMORANDUM FOR THE ATTORNEY GENERAL 

:From: John C. Yoo 
Dep~ty Assistant Attorney General 

Re: 'Consff tutio!J(llity of Expanded E/ecu-onic Surveillance TecJmiqu'es Against Terrorists . . . . . 

Y e:>u have asked for our. ·o.m~• s· opinion· concerning the P~_esident' s decision to deploy 
e;q>anded electronic surveillance techniques in response to the terrorist attacks against the United 
_States on September 111 2001. It is our understanding that the President bas already appro~ed on 
• October 4, 2001 an authorizati_on to conduct the surveillance, and that you·have concurred in its fo.rin 
arid -legality. This memorandum outlines-the legal justifications for the surveillance, which ·will be 

- conducted without a warrant for: national security purposes. We conclude that the surveillance can . 
be defended as reasonable under .the· Fo~ Amendment because it advances the compelling 
-gove~ent ~terest of protecting the Nation fro[!l dir~ attack.. • 

Part I of this memorandum discusses the factual background and the na~e of the suryeillance 
t~ques. Part II e~es the legal :ftamework that governs the . collection of electrc;,nic 
communications in the United States, and whether the new surveillance programs are consistent with · 
it Part m reviews different doctrines that render severai elements of the Authorizations free from 
Fourth Amendment scrutiny. Pait IV discusses the application of the· Fourth Amendment to the 
surveillance methods to be used in response_ to the September 11 attacks . .Portions of the analysis.'in 
this memorandum-is similar. to earlier classified advicewe_have provtded to the·WhiteHouse Counsel 
See Memorandum for Alberto R Gonzales, Counsel to the President. Fi-om: Jolin Yoo, Deputy 
Assistant Attorney General. Re:_ Constitutional St.cfndar~ on Random Electronic Suryeillance for . 
Counter-Terror,sm Purposes (Oct. 4,.2001) ("OLC Electronic Surveillance Memo"), in which we 
reviewed the constitutionality of a hypothetical surveillance p_rogram within the United States that • 
would randomly monjtor communications for terrorist activity. That memorandu?n is attached. Other 
pans of this memorandum, however~ adopt a diffeFC?nt analysis due to the more focused·a:i,ature of the 
surveillance program here. B~se. of the highJy sensitive nature of this subject. and the time 

• pressures involved, this memorandum has not undergone the usual editing and ~eview process for 
oplI'li(?ns that issue from our Office . 
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1. 

Four coordinated terrorist attacks took place in rapid succession on the morning of September 
11, 2001, aimed at criticaJ Government buildings in the Nation's capitaJ and landmark buildings in 
its financial center. Terrorists hiiacked four airplanes: one then crashed into the Pentagon and two 
in the World Trade Center towers in New York City; the fourth, which was headed towards 
Washington, D.C., crashed in Pennsylvania after passengers attempted to regain control of the 
aircraft. The attacks caused about five thousand deaths and thousands more injuries. Air traffic and 
communications within the United States have been disrupted; national stock exchanges were shut 
for several days; damage from the attack bas been estimated to run into the billions of d_oUars. The 
President 'bas found that these attacks are part of a violent terrorist campaign against the United 
States by groups affiliated with Al-Qaeda, an organization headed by Usama bin Laden, that incl~des 
the suicide bombing attack on the U.S.S. Cole in 2000, the bombing of our emb~sies in Kenya and 
Tanzania in 1998, the attack on a U.S. military housing complex in Saudi Aral?ia in 1996, arul the 
bombing of the World Trade Center in 1993. The nation CUJ!Cntly appears to be undergoing an 
attack using biologie:al weapons, in which unknown terrorists have sent letters containing anthrax to 
government and media facilities, and which have resulted in the closure of executive, legislative, and 
judicial branch buildings. 

In response, the Government bas engaged in a broad effort at home and abroad to counter 
terrorism. Pursuant to his authorities as Commander-in-Chief and ChiefEx:ecutive, the President has 
ordered the Armed For~ io attack al-Qaeda personnel and assets in Afghanistan. and the Taliban 
militia that harbors them. Congress has provided its ~pport for the use of force against those linked 
to the September _11, 2001 attacks, and bas recognized the President's constitutional powei: to u~ 
force toprev~nt and deter future attacks both within and outside the United States. S.J. Res. 23, Pub. 
L. No. 107-40, 115 Stat. 224 (2001). The military has also been dep1oyed domestically to protect 
sensitive government bwl~ings and public places from further terrorist attack. The .Justice 
Department and the FBI ·have launched a sweeping investigation in response to the September 11 
attacks. Congress Jast week enacted legislation to expand the Justice Department's powers of 
suIVeillance against terrorists. By executive order, the Pr~dent has created a new office for 
homeland security within the White House to coordinate the domestic program against terrorism. . 

The surveillance techniques here are part of this effort. In order to prevent and deter future 
attacks, the President on October 4, 2001 authorized the Secretary of Defense ("'DOD") to engage 
in oew types of surveillance. Fust, acting presumably through the NationaJ Security Agency 

• to a uire communication "for which there is robable cause to believe that. 
party to such communication 

is a group engag m mtematJo terronsrn, or actJvtttesm preparation therefor,.or an agent of such 
a group." President George W. Bush to the Secretary of Defense, President Authorization for 
Specified Electronic Surveillance Activities During a Limited Peri<Xl to Detect and Prevent Acts of 
Terrorism Within the United States § 4(a) (Oct. 4. 2001) ("October 4 Authorizatioo"). Second, 
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DOD is to intercept, in regard to communications, "header/router/addressing-type information, 
including telecommunications dialing-type data. but not the contents of cornmu~cation, when (i) at 
lea.st one party to such communication is outside the United States or (ii) no party to such 

.. communication is k;nown to be a citizen of the United States.,, • Id. at § 4(b). 'Third .. the President has 
directed DOD to nµnimize the infonnation collected concerning American citizens, consistent with· 
the object of detecting and preventing terrorism. Fowth,.the President has waived the application 
·ofExecutive Order 12;333.to the surveillance program. 

In the Oc_tober 4 Authorization, .the President justifies the surveillance program· on specific 
finding~. First, the President has found that global terrorists continue to possess the ability and 
intention to ·launch further attacks on the United States which could cause "mass deaths, . mass 
injuries, and massive destruction of property, and may place at risk the continuity of the United States 
government." 1d. at§ 1, Second, the President d~lares that he has considered the magnitude and 
probability of destruction and death from terrorist attacks; the need.to detect: and prevent such attacks 
with secrecy, th.e. possible intrusion into the privacy of American citiuns, the· abse9ce . of more 
~.9~)¥-:~Sf~ Qi$, ~0:0:~~-!~~?M~~~ and the "r~onableness of sucii·ln~~C>ri w Ii~f 
or the. tnagrutuae of the potentiiilthr~t of sµc~ (terronst] acts and the probability of therr 
occurrence.» Id. at§ 2(a}-(f). Upon cpnsideration of these factors, the President has dete~ed that 
"an extraordinary emergency ~~s for national defense purposes," and that this· emergency 
"constitutes an urgent and ~mpelling.governmental interest'' that supports surveillance without court 

•. order. 

• The October 4 Authorization <Jii:ects such surveillance to ~r for a one-month period. It 
states that the President intends tQ notify the app_ropriate members of Congress whe~ possible. You 
approved the order as to fonn and legality ori October 4, 2001. 

Yo_u also have before you a draft me010randum that would ·renew the October 4 Authorization 
until November 30, 2001. This directive·riarro~s the surveillance categories ·in some respects: The 
_Draft Authorization reduces-the scope of the surveillance program by narrowing the interception of 
terrorist commuriications to those that "originated ot terminated outside the United • States." 
President ~rge W. J3ush to the Secretary of Defense, Presidential Authorization for Specified 

. • Elec"tronic Surveillance Activities During a Limited Period-to Detect and Prevent Actso/Te"orism 
Within the United States§ 4(a) (Dr~ of October 31, 2001) ("October 31 Draft Authoriza~on''). 
Section 4(a)'s authorization has changed the "probable cause" standard to one "based on the factual 
and practical considerations of everyday life on which reasonable and prudent persons act, there are 
reasonable grounds to _believe." Id S~on 4(b )' ~ authorization for the acquisition o.f addressing 
• infonnation has also been changed to include a similar standard; ·that "based on the factual iUld 
practical considerations-of everyday life on which reasonable and prudent persons act, ther~ are 

.-specific and articulable facts giving reason to believe ~t such communication relates to international 
terrorism, or activities in preparation therefor." Id. § 4(b): This change to Section 4(b) is an addition 
to the pre-existing categories in which one party to a e:omrnunic.ation is outside the United States or 
no party to the communication is a UniteQ States citizen- thus. it represents an expansion in DOD's 
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authority to capture addressing information. The substanccofthe rest of the October 4 Authorization 
appears to remain unchanged . 

. The October 4 Authorization is novel in several respects . . First, in regard to the interception 
of communications, the program includes communications that originate or terminate within the 
United States and that might involve United States persons. The NSA, for example 

Further, under Section 4(b ), the NSAmay intercept 
calls between United ·states citizens wholly within the United States, solely if there is pr.obable cause 
to believe that one.of the participants is a terrorist. Without access to any non-public sources, it is 
our understanding that generally the NSA o~y conducts electronic surveillance of com.municatiqns 
outside the United States that do not invqlve United States· persons. Usually, surveillance of 
·communications by United States persons within the United States is conducted by the FBI pursuant 
to a warrant obtained under the Foreign Intelligence Surveillance Act ("FISA "). Second, in regard 

· to the interception of addressing information for electronic messc,lges, surveillance again could include 
communications within the United States involving United States persons. Currently, it. is our 
understanding that neither the NSA nor Jaw ei_lforcement conducts broad monitoring of electronic 
communications in ·this manner within ttie United States, without specific court authorization under' 
FISA. • 

The October 31, 2001 Draft Authorization somewhat .reduces the revolutionary nature of the 
.original Authorization. It limit direct interception to intemati(?nal communications only­

terrorist communications, one pai:t)' is outside the United 
States. ·As will be discussed below, this may have the effect of reducing somewhat any intrusion into 
privacy int~rests. On the other hand, the Draft Authorization's authority for acquiring addressing 
information has been expanded to indude·any messages where there are-grounds to believe the 
comnwnication relates to terrorism. This would aUow DOD to intercept such inf onnation ev~ as 
to oomm~nications that take place wholly within the United States between United States persons. 
As we will explain below, however, this may not represent a substantial alteration of the Fourth 
Amendment analysis of this element of the surveillance program. 

II. 

This Part discusses the legal authorities that govern the intelligence ll8enci~. and whether the 
surveillance program is consistent with them. Section A·concludes that while certain aspects of the 
electronic surveillance are inconsistent with earlier executive order, the President) s October 4, 2001 
Authorization to conduct the surveillance constitutes a legitim_ate waiver to the ord.er and is .not 
unlawful. S~on B concludes that the Foreign Intelligence Surveillance Act ("FISA") does not 
restrict the constitutional authority of the executive branch to conduct surveillance of the type at issue 
here. • ----

A. 
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The NSA was formed in 1952 ·by President Truman as part of the Defense Department. 
UnderExecuti,.;eOrder 12,333, 4~Fed. Reg. 59941 (1981), theNSAissolelyresponsiblefor"signals 
intelligence activities ["SIG.INT'}." Id: § I: l 2(b )(I). It provides intelligence infonnation acquired 
through the interception of communications to the White· House, ~ecutive branch agencies; the 
intelligence community, and the anned forces for intelligence, counter-intelligence, and milit~ 
purposes. Clearly, the basic authority for the establishment of the NSA is Constitutional: the 
collections ofSIGlNT is an important part of the Commander-in-Chief and Chief Executive powers, 
which enable the President t9 defend tlie national security both at home and abroad. While Congress 
has.enacted statutes authorizing the funding· and organization of the NSA, it has never established any 
detiµIed statutory charter governing the NSA's activities. See Intelligence ~thori.zation Act for FY 
.1993, Pub. L. No. 102-496, sec. 705 (giving Secretary of Defense responsibility to ensure, through 
the NSA,. the "continued operation of an effective uriiJied organization for the conduct of signals 
intelligence activities"). 

. . 

r . The NSA generally has limited its operations to the interception of international 
. communications in which no United States person (a United States citizen, perinanent resident alien, 
·a U.S. torporation, or an unincorporated as~ociation with a substantial nu.mber of members who are 
U.S: citiz.ens or permanent resident -aliens) · is a participant. • According to . publicly-available 

··information; the NSA pulls in a great mass of international telephone, radio, ~mput_er, ·and other 
electronic communications, and then filters them using powerful computer systems for certain words 
or phrases. See, e.g., Halldn v. Helms, 690 F.2d 9~7. 983-:-84 (D.C. Cir. 1982). Congress, however, 
has not impo~ any express statutory restrictions on the NSA' s ability to intercept communications 
.that involve United States citizens or that o.ccur domesti~ly. This lack of limiiations can be further 
inferred from the National Security_Act of 1947. The Act places a clear prohi:bjtion, fo(example, 

• .upon the Ceotral Intelligence Agency's · domestic activities. While Section 103 of the National 
Security Act commands the Director of the CIA to "collect intelligence through.human sources and 
by other appropriate means," it aJso adds "except that the Agency shall have no police, subpoena, _or . 
law enforcement powers or internal security functions." 50 U.S.C. § 403-3(d)(l) (1994 & Supp. V 
1999). There is no similar provision that applies to the NSA, which implies that the NSA can conduct 
SIGINT operations domestically. • 

• Rather than from statute, the ~mitation or, the NSA' s domestic· SIGINT capabilities derives • 
from executive order. Executive Order 12,333 requires that a1iy-"[c]ollection within the United 
States of foreign intelligence not otherwise obtainable shall be undertaken by the FBI.•~ Executive 

. Order 12,333, at§ 2.3(b ). If "significant foreign intelligence is sought," the Executive Order permits 
othe( agencies within the intelligence community ·10 collect information "provided that no foreign 
intelligence collection by such agencies may be undertaken for the purpose of acquiring information 
concerning the domestjc activities ofUnited States persons." Id. Section 2.4 further makes dear that 
the int~lligence community cannot use electronic surveillance. among other techniques, "within the 
United States or directed against Unit~ Stat~ persons abroad" ·unless they are_ according to 
procedures.established by the agency head and approved by.the Attorney Genera1. In its own internal 
regulations, the NSA-apparently has intezpreted these provision as limiting its SIGINT operatio~ 
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only to international communicatjons that do not involve United States persons. 

Thus, the question arises whether the October 4, 2001 Authorization violates Executive Order 
12,333. As we. understand it, surveµlance is not limited only to foreign communications that do not 
involve U.S. citizens. Thus, for e,cample 

The President's 
directive also allows the NSA to intercept communications between suspected terrorists, even if aJI 
of the parties to the communication are United States persons and the communication ta.Ices place 
wholly within the United States. The non-content portion of electronic mail communications also is 
to be intercepted, even if one of parties is within the United States, or one or both of the parties are 
non-citizen U.S. persons (i.e., a permanent resident alien). Even thought the October 31, 200 l Draft 
Authorization narrows the interception of communica~ons to those that originate or terminate 
abroad, it still permits the s~ch of commurucations by United States persons either in the United 
States or abroad when they are origin~ing or r~iving an international call related to terrorism. 
These new operations clearly breach ~e NSA's current restr:icti<,>n on mpnitoring only the 
international communicat{ons or'non-U.S. persons. 

While such surveillance may go well beyond the NS A's current operat~ons, it does not violate · 
the text of the Executive Ordec. Executive Order 12,333 states that ''when significant foreign 
IDtelligence is sought," the NSA ~d other agencies of the intelligence community may collect foreign 
·intelligence within the United States. The only qualification on domestic collection is that it cannot 
-be undertaken to acquire information about the domestic activities of United States persons. If 
United States persons were engaged in terroris~ activities, either by communicating with members of 
Al Qaed or by communicating with foreign terrorists even within the 
United States, they are not engaging in purely "domestic" activities. Instead, they are participating 
in foreign terrorist activities that.have a component within the United°Suites. We do not believe.that 
Executive Order J 2,333 was intended to prohibit intelligence agenci~ from tracking international 
terrorist activities, ·solely because terrorists conduct those activities within the United States. This 
would create the odd incentive of providing ~ternational terrorists with more freedom to conduct 

• their illegal activities inside the United States than outside of it Ratbec, the Executive Order was 
meant to protect the ·privacy of United States persons. where foreign threats were not involved. 

• Further, Section 2.4 o f Executive Order 12,333 contemplates that the NSA and other intelligence 
agencies can collect inteJligence within the United States, so long as the Attorney General approves 

• the procedures. By signing the October 4, 2001 Authorization as to form and legality, you may have . 
already given that approval. 

Even if the President's surveillance directive conflicts with E,cecutive Order 12,333, it cannot 
be said to be illegal. An executive order is. only the expression ofthe_President's exercise ofhis 
·inherent constitutional powers. Thus, an executive order C31ll!Ot limit a President, just as one 
President cannot legally bind future Presidents in areas of the exerutive's Article II authority. 
·Further, there is no co~tutional requirement that a President issue a new executive order whenever 
he wishes to depart from the terms of a previous executive order. In exercising his constitutional or 
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delegated statutory powers, the Presid~t often must issue ·instructions to his subor.dinates in the 
executive branch, which ta.Ices thefonn-of an executive order. -An exe;cutive order, in no sense then, 
represents a command from the President to himse~ and therefore an executive order does not 
commit the President himself to a certairt course of action. Rather than "viola_te" an executive order, 
t11c President in authorizing a departure from an exe<;Utive order bas instead modified or wruved it. 
Memorandum for the Attorney General, From:-Charies J. C~per, Assistant Attorney General, Re: 
legal A1ithori1yfor Recent Covert Arms Trm:,sfers to Iran (Dec. 17, 1986). In.doing so, hene(Xi not 
issue.a new executive order, rescind the previous order, or even make his waiver or suspension of the 
order pllblidy known. Thus, here, the October < 2001 Authorization, even if in tension with 
Executive Order 12,333, only represents a on_e-time modification or waiver of the executive order, 
rather than a "violation" that is in some way illegal. 

B. 

Although it does not violate either the statutory authority for the NSA's operations or 
-~xecutive Ord.er 12,333, the October 4, 200 l Au~orization-is in t~t~~~~1 ~~ FISA ge!lerally 
requires that.the Justice Department: obtain a warrant beforeengaging in electronic surveillance within 
'the United States, albeit according to lower- standards than apply to normal _law enforcement 
warrants. Indeed, here some elements o{thc October 4 Authorization - such as intercepting the 
communications of individua1s for which probable cause exists to b.elieve are terrorists - could 
probably be conducted pursuant to a FISA warrant. ·Here, however, the President has determined 
that seeking a court order would be inconsistent with the need for secrecy, nor wQuld it be likely that 
a court would grant a warrant for ofner ~lem~nts of the.surveillance progra.m, such as 

or. the general collection of communication addressiAg 
. .information. Nonetheless, as -our ·office ·has advised before, and as ·-the Justice Department 
represented to Congress during passage of th~ Patriot Act of200 l, FISA en,ly provides a we harbor 
for electronic surveillance, and cannot restrict the President's ability to engage i o warrantJess searches • 
that protect the nationaJ securi~. Memorandum for David S. Kris; Associate · Dep~ Attorney 
General, from John C. Yoo, Deputy ~isiant Attorney-General, Re: Conslitu,ionality of ~mending 
For~ign /nlt/Jige,!1Ct Surveiikince Act lo Change 'the "Purpose., Standard for. Searches (Scpf. 25, 
2001). The ultimate test of the October 4 Authoiization, therefore, is not FISA'but the Fourth 
Amendment itself. 

FISA requires that -in order to conduct electronic surveillance for forcign intelligence : -
purposes, the Attorney Gel\er~ must .approve an application for a warrant, which is then presented , 
to a special Article III court. Jfthe target oft.he surveillance is a foreign power, the applicatioo need 

• oot detail the communications sought or the met.hods to be used. l(the.target is an agent of a foi:eign , 
power, which the statute defines to include someone who engages in international ten-ori~m, 50 
U.S.C. § 180l{b)(2)(C) (1994 & ·supp. V .1999), the application must contain detailed information 
concemirig the target's identity, the plac;es to be monitored, the corrµnunications sought, and the 
methods to be used. Id at§ 1804(a)(3)-(l l). After p~ge of the FISA amendments as part of last 
week's anti-terrorism legislation, the National Security Adviser must certify that a "significant" 
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purpose of the surveillance is to obtain foreign intelligence information. that cannot be obtained 
through normal investigative techniques. FISA, defines foreign iat.elligence.foformation to include 
information that relates to "actual or potential attack or other grave hostile.acts of a foreign power" 
or its agent, or information concemi11g "sabotage orinternational teJTorism'' by a foreign power .or 
its agent, or information that, if.a United States ii-son' ii involved, is necessary for the nationaJ 
security'Or conduct of foreign affafrs. Id at§ 180l(e). 

FISA provides more secrecy and a lower level of proof for warrants. FJSA creates a lesser 
standar~ than required by the Fourth Amendment for domestic law enforcement warrants, b_ecause 
the Attorney General need not demonstrate probable .. cause of a crime. He must only show that there 
is ·reason to befiev_e that the target is a foreign .power or an agent of a foreign power, and that the 

• -places to b~.tnonitored will~ used by them. Id. at§ l801i(aX4)(A)-(B). lfthe target is a United 
.States person. however; the Court must find that th~ N(tional Security Adviser's certifiC3tion is not 
clearly erroneous. • - • • • • • 

.• We do not believe that'the proposed sarveilJance procedures ~uld sati~fy FISA standards . 
. In the President's ~r.ecti~, DOD is to.int~rce \ communications where there is probc)ble cause to 
believe that'the ·communications involve terrorists as 
participants·. The October 4, 2QO l Authori,zation does not require that there be any dist_~ction 
between United States persons or ,aliens, or that ther~ be any actl!al knowledge of the identity. of the 
.targets of the search. The surveillance program is to 

FIS~ however, requires that the warrant ap'plication iqentify 
·the target with some partia.darlity. probably either-.hyname or by pSCt;Jdonym. Id. at§ 1804(aX3); 
cj:lJnitedStates·v: Prinelpie,-531 F.2d 1132 (2d Cir. 1976). To the extent that the presidential ·order 
requires prob~le cause to believe that a participant i,n a C?mrnunication is a t~rro~. this·would more 
thaD meet FIS~ standards that ·the.Justice Department show.that the subject of a .search is an agent 
of a foreign power. The October 3 I. 2001 Draft Authoriz.ation'.s new reasonable ounds standar.d 

• would also robably meet FISAstandards. 

Fu.rther probl~ms are presented by FISA's. r~ui~ent that the application describe the 
4 'places'' or "facilities" that are to be used by the foreign agent. ·While this 'requirement dearly extends 
beyond ~pecific communi~tion nod.es. such as phones. to i'nclud~ facilities, we believe it unlikely-that 
FiSA would allow surveillance of entire communicaiions networks. Title ID of the. 1968 Act, for 
-~ple, also re.quires the specification-of "facilities" iri addition to "places," and defines them .as 
devices that transmit communicati<>l?S between two points . . The cou~s have read "facilities" to allow 
5:UrveiUance of multiple telephone lines, rat~er than just an iodiv.idual phone. See OLC Electronic 
Surveillance Memo at 9.- We have not found an ex le, however, in which a court has granted a 
Title Ill warrant that would. cove which is the object of1he 
surv~Uance prQgram coptemplat_ed here. Thus, it is unlikely that the ·FJSA court would grant a 
warrant that would authorize the broad foreign surveillance program established by the October ( 
2001 Authori~tjon. 
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:FISA putports to be the:exclusive.statutory means for conducting electronic surveillance for 
foreignintelligence,justas Titie m ofthe Omnibus Crime Control and Safe Streets Act of 1968,.Pub. 
L. No. 90,.351, 82 Stat. 197, ciainis to be the exclusive method for authorizing domestic electronic 
surveillance for law enforcement purposes. • FISA establishes criminal and civil sanctions for anyone 

' ,...;ho engages in electronic survdllance. tinder color oflaw. ex~pt as authorized by statut~. warrant, 
or court order. 50 U.S:C. § l 809~ 10. :· U:riright be thought', -therefore;1hat ·the 'President~-s:October 
4, 2001-Authoriz.ation is in violation ofFJSA's criminal arid civil liability provisions. • 

. . Such ·a reading·of FISAwould be arJ:unconstitutional _infiingem~t 9n the·fresident's ~cle 
-~.aQU$,ities·. FISA can i:egulate foreign intelligence surveillance only to ·1he extent permitted by the 
Constitution '·s.enumer~tion of co_ngt~sional .~uthority .arid the $epa;at-ion of ~wers. FISA itself is 

. -·not required by·the· Constitutiol\··tior -does it necesi arily establish standards ~d procedures- that 
: ex:a,ctly match thQse required bythe:Fo~h-Amendment. :Memorandumfor David S. Kris, Associate 

Deputy Attorney ,General, 'frorri John C. Yoo, D.eputy .Assistant 'Attorney General, RI!!: 
Constitutionality · of Amending_ Foreign· lnJe/ligence Surveillance Act .10 Change the . ~fPurpose,, 

. • Stanqard for Searches (Sept.,- 25; :200 I); cf Memorandum for Michael> V atis, _ Deputy Director, · 
- ·Ex~tive Office for·Nationa1 S~rity; from· Walter I>ellinger, -Assistant Attorney G:enerai, ·Re: 

Standards/or Searches UnderFore1gnlrtelligettce.S11rveil/ance {I.ct (.Feb:_ U ~ 1995). -Instead, like 
the:warrant process in the·normal criminal conte>Ct, FIS1\represents.a statutoryprocedure1hat creates -
a safe ~arbor for-surveillance:for forcign intelligence purposes. If the government obtains a FISA 
warrant, its surveillance willbe pr~ptively reasonahte·und¢r the Fourth Amendinei'lt."Nonetheless, 
the. ultimate .test of whether the. government may engage i~ 'foreign surveillance is whether the 
government's conduct is corisistentv,i'th tne Fouf!h Am~mbn~t,· not ~ether it meets FIS.A. 

lrus is especially ·the case -.where, as here, the executive branch pos~ess the inherent 
-.- • constitutional power .to conduct vzarrantless search~ for national security purposes. Well before 

FISA-'s enactment, Prest9ents-have .-consi'stently_ asserted - 8:fid exercised - their ·constitutional 
authority to conductwarrantless sear~·necess.ary to protect th~ na~ional security. This Office has 
~aintained, ,across •different' ad(ajnistrations controiled by ·different .political partie$, that the 
Presi_dent's constitutional responsibility to defend the ~ion from foreigna_ttack inipl~ an·i~t • 
power to conduct wartantless ·searches. · 1n· 1995, we justified-WcITTantless national security.seaIChes 

• by recognizing that the executive branch needed flexibility in condµcting -foreign intellige11ce 
operations. Memorandum for Michael Vatis, Deputy.Director, Ex~utiv~ O.ffice for National 
·Secm:ity, ·from WaJter ·DC:liinger, Assistant .Atto~ey-Ge1,1eral, Re: Standards for Searches Under 
Foreign Intelligence Surveillance .Act.{Feb. "14, I 9.95). In 1980;- we also said. that ''the 1ower wurts 
- ·as well as this Depart~nt - bave frequentiy conclud_ed t~t authority does exist .in the President 
to authorize such searches regardless.of whether the courts also have:the power to issue warrants for 
th<?sesearches. MemorandUQl-for the Attoi:ney.General, fromJohn M.--Hannon, AssrSl,arit Attorney 

' . . . 

I' 
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'Genera], R~:.JnherentAuthority at 1 (Oct . .10~ :1980).1 F!SA cannot infringe on the President 's 
inherent power under the Constitution to conduct.national security-searches, just as Congress cannot 
enact legislation that would interfere with the Presid~;!; Commander.:in:-Chief power to coridu.ct 
military hostilities. In either case, congressional_:efforts to regulate the. exercise of an .inherent 
executive power would violate the separation ofpoweis•by aJlowiog thefogis~ative-branch to u_surp 
the powers ·of the executive. See Memonuidum for Tiinotby E. Flarugan,. Deputy C:ounsel to the 
President, frorri John C. Yoo, Deputy Assistant Attorney Gener.~. Re: The President's Constitutional 
·Authority to Conduct Military Operations Against Terrorists andNations Supporting Them (Sept. 
_.25, 2001) (Vtar Powers Resolution cannot .constitutiona,Uy defin~ of' regulate the PresideriCs 
·commander-in-Chief authority). Indeed., as we will see·inPart IV, the Fourth Amendment's structure • 

. and Supreme Court case _l~w demonstrate that the·e).(erutive-may engage in warrantless searches so 
Jong as the search is reasonaQle. • • • • • 

The federal courts have recognized the President's C9nstitutiona1 ·authority .to .conduct 
•. warrantl~s s~ches for.nation~rsecurity purpos~. To.be sure, ·th~ Supreme Court has helQ that the • 
. warr:~t-requiteinent should apply in cases of terrorism by purely domestic groups, see United States 
-:v; U!fited States J)istricf Court for the··:Eastem Districi· <>/Michigan;407 U:S: 297. 299 (1972) 
t' Keith~'), ·an4. has. explicltly has not .reached the scope of the _PresidenCs surveillan~ ·powers with 
respect to the activities offoreigri powers, id. at ) 08; see. also Katz. v . .United States, 3:89 U. s : 3 47, 

• --35s n.23 (19'61);Mitchellv . .Forsyth, 472' u .S,.5 ll_.) 53:_I:(1985). N~ve"1leiess. even after K;eith the 
lower courts have continued to find ~at when the goverriment co.Qdocts a search for naiionafsecurity 
reasons, of a-fo~ejgn ·power. or its agen~ it need not meet th_e s,ame requirements l;hat would nonnally 

. apply .fo the context of criminalla,w enforcement,· ~ch as.obtaining a judicial warrant·pursuant to a 
,.showing of probable cau~e. See, _e.g., United States ,v. Tnzdng Dinh Hung, 629 F.2d 908 ( 4th ,Cir . .. 
· i 980)~ United States v. Brown, 484 F.2d.-4J:8 {Sth-_Cir. 1973), cert . . denied.- 41-5 U.S. 960 ( 1974); 
United States v. Buck, 548 F.2d:87l (9th Cir.), c,ert.·denied 434 U_S. &90 (1977); United States v. 
Buienlio, 494 F.2d 593.(en.banc),cert. denied, 4·19U.S . . 88J·( l974);· UnitedStates v:.c1ay, 430F.2d· 
165 (5th Cir. 1970), rev 'don oJh~r.grounds, 403 U.S. 6~8 (l97l). _Indeed; even FJSA-: which does 

. ,oot require a. showing ofprobable cause.- .r~presents·congressional.agreemcnt with. the-notion that 
• ·surveillantecondu.cted·for national security purposes is nbt subfect .to thesarne Fourth Amendment 

st:an4ards that apply in 4omestic criminal cases. • 

1B~ o.n similar l'eacSOning, this Office has concl~ded t~ the President· could· receive 
·materials. for national defense purposes, acqui'red throug!i'Titl~ ffi surveillance methods or grand . 

. . juries, ;Memorand~ for F~ Fragos Townsend, Counsel, Office of Intelligence Policy. .and 
·Review. from Randolph_D. Moss. Assistant' Attomey.Gene;ral. Re: Title /fl.Electronic . • • 
Surveillance.Material and the Jntelligenct Community-(Oct. 1"7, 2000)~ Memorandum for Geral~ -• 
A. .Schroeder. Acting Counsel,-Office ·oflntelligen~ Policy and Review, from Richard L. Shiffrin, 
Deputy Assistant Attorney General, Re: Grand Jury Material and Jhe Intelligence Community •· . · 

• (Aug. 14, 1997)~ DiscloStJre of Grand Jury Matters to the President a11,(lDther Officials, 11 Op . 
O.L.C. 59 (1993). 
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Truong Dinh Hung exemplifies the considerations that have led the federal courts to recognize 
the President's constitutional authority to conduct warrantless national security searches. Unlike the 
domestic law enforcem~nt context, the President's enhanced constitutional authority in national 
security and foreign affairs justifies a freer hand in conducting searches without ex ante judicial 
oversight. As the Fourth Circuit found, "the needs of the executive are so compelling in the area of 
foreign intelligence, unlike the area of domestic security, that a uniform warrant requirement would 
. . . 'unduly frustrate' the President in-carrying out his foreign affairs responsibilities." Truong Dinh 

. Hung, 629 F.2d at 913. A warrant requirement would be inappropriate, the court observed, because 
it would limit the executive branch's flexibility in foreign inteJligence, delay responses to foreign 
intelligence threats, and create the chance for leaks. Id. Further, in the area of foreign intelligence, 
the executive branch _is paramount in its expertise and knowledge, while the courts would have little 
-competence in reviewing the government's need for.the intelligence information. Id. at 913-14. 1n· 
ord.erto protect iI;idividual privacy interests, how.ever, the court limited the national security exception 
to the warrant requirement to cases in which the object of the search is a foreign power, its agents, 
or collaborators, and when the surveillance is conducted primarily for foreign intelligence reasons. 
Id. at 915. The other.lower courts to have considered this question similarly have limited the scope 
of warrantless r;iational security searches to those _circumstances. 

Here,_ it seems clear that the current environment falls- within the exception to the warrant 
requirement for national security searches. ~oreign terrorists have succeeded in launching a direct 
attack on ·important military and ciyilian targets within the United States. In the October 4, 200 I 
Autho~tion;the President has found that terrorists constitute an ongoing threat against the people 
of the United States and their national governmen4 -and he has found that protecting against this 
threat .is a compelling government interest. The government is engaging in warrantless searches in 
order to discover infonnation that will prevent future attacks on the United States and its citizens. . . 

1bis surveillance may provide information on the strength of terrorist groups, the timing and methods 
of their attack, and the target. The fact that the foreign terrorists have operated, and may continue 
to operate, within the domestic United States, does not clothe their operations in the constitutional 

··protections .that apply to domestic crimi.nal investigations. See Memorandum for Alberto R. 
Gonzalez, Counsel to the Pr~dent :and William J. Haynes, II, General Cou~el, ~partment of 

• Defense, from John C. Yoo, ·Deputy Assistant Attorney General and Robert J: Delahunty, Special 
Counse~ Re: Authority.for Use· of Military Force to Combat Te"orist Activities Within the United 
States (O~t. 23, 200 I). While some information might p~ove use~l to law enforceme~t, the purpose 
of the surveillance program remains that of protecting the national security. As we have advised in 
a separate memorandum, a seco~dary law enforcement use of infonnation, which was originally 
ga~hered for national security purposes, does not _suddenly render the search subject to the ordinary 

. ' • 
Fourth Amendment standards that govern domestic criminal investigations. See Memorandum for 
Pavi~. S. · Kris, Associate Deputy Attorney General, from_ John c: Yoo, Deputy Assistant Attorney 
General, Re: Constitutionality of Amending Foreign Intelligence Surveillance Act to Change the' 
·"Purpose" Standard/or Searches_ (Sept. 25, 2001). 

· Due to the President's paramount constitutional authority in the field of national security, a 
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subject on which we will discuss in more detail below. reading FISA to prohibit the· President from 
r!taining the power to engage in warrantless national security ·searches would raise the most severe 
of constitutional conflicts. Generally, courts will construe statutes to avoid such constitutional 
problems, on the assumption that Congress does not wish to violate the Constitution, unless a statute 
clearly demands a different coristru~tion. See, e.g., .EdwardJ. DeBartolo Corp. v. Florida Gulf Coast 
Building & Construction Trades Council, 485 U.S._ 568, 515 (1988). • Unless Congress signals a 
clear intention otherwise, a statute must be read to preserve the President's inherent constitutional 
power, so as to _avoid any potential constitutional problems. Cf Public Citizen v. Deix»-tment of 
Justice, 491. U.S.·.440, 466 (1989) (CQnstruing Federal Advisory Committee Act to avoid 
unconstitutional infiingement ()n executive powers); Association of American Physicians & Surgeons 

, • v. Clinton~ 997 F.2d 898, 906-11 (P.c.-cir. 1993) (same). Thtis, unless Congress made a clear 
I, ~tement inFISA that it soughtto restrict presidential authority to conduct warrantless search~ in 
;::~· the national security area ,.._ which it has not-:- then the statute must be construed·to avoid such a 
r ~ding. Even ifFISA' s liability provisions were thought to apply, we also believe that for a yariety 
1 of reasons they could not be enforced against ·surveill_ance conducted on direct presidential order to 
, defend the natio~ from attack. This issue is covered in more detail in the.OLC Surveillance Memo, 

. ·which is attached. 

m. 

Having established that the President has the authority to order the· conduct of el~onic . i 
j surveillance without a warrant for national secutjty purposes, we now examine the justification ·under . 

the F9~ Amendment for the specific searches permitted by the October 4, 2001 Authorization. 
The Fourth Amendment declares that "the right of the people to be secure in their persons, houses, 
papers, and effects, against unreasonable searches and seizures, shall not be violated." U.S. Const. 
amend IV. The Amendment also declares that "no Warrants shall issue, but upon probable cause, 
supported by Oath or~tion, arid particularly describing the place to~ searched and the persons 
or things to be seized." Id. 'This Pait will discuss the reasons why several elements of the October 
4, 2001 Authoriution and the October 31, 2001 Draft Authorization would not even trigger fourth 
Amendment scrutiny because they would not constitute a "search" for ~nstitutional purposes.-

A. 

• Aspects of the surveillance that do not involve United States • persons and that occur 
extraterritoriaUy do not raise Fourth Amendmen.t con~. As th~ Supreme Court bas found, the 
Fourth Amendment does not apply to military or uitelligence operations conducted against aliens 
overseas. United States v. Verdugo-Urquidez, 494 U.S. 259 (1990). In Verdugo-Urquidez;the 
Court found that the purpose·ofthe Fourth Amendment "was to re~trict searches and seizures which 

• might be conducted by the United States in domestic matters. Id. at 266. As the Court concluded., 
the F_ourth Amendment's design was "to protect the peqple of the United Siates against arbitrary 
action by their own government; it was never suggested that the provision was intended to restrain 
the actions ·of the Federal Government against aliens outside of the United States territory." Id 
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Indeed, the Court reversed a court of appeaJs' holding that the Fourth Amendment applied 
extraterri'torially because of its concern ~at such a rule would interfere with the nation's military 
operations abroad: 

The mle adopted by the Court of Appeals would apply not only to law enforcement 
operations abroad, but also to other foreign policy operations which might result in 
"searches or seizures." The United States frequently employs Armed Forces outside • 
this country - qvec 200 times in our history ...,. for the protection of American citizens 
or national securin, . . . . Application of the Fourth Amendment to those 
circumstances could. ~ignificantly disrupt the ability of the political branches to 
respond to foreign situations involving our national interest. Were respondent to 
prevail, aliens with no attachment to this country might w~ll bring actions for damages 
to remedy claimed -violations of the l;ourth Amendment in foreign countries or in 
international waters. . . . (T]he Court of Appeals' global view of (the Fourth 
Amendment's] applicability would phmge [the political bra.riches] into a sea of 
uncertainty as to what might be reasonable in the way of searches and seizures 

· conducted abroad. • 

Id. at 273-74 (citations omitted). Here, the Court made clear that aliens had no Fourth Amendment 
rights to challenge activity by the United States conducted abroad. 

Thus, as applied, portions of the President' s October 4, 2001 Authorization woul~ not even 
raise Fourth Amendment concerns, because much of the communications that the NSA will interce t 
will be those of ~on-U.S. pecsons abroad. 

urther, any 
communications between terrorists that occur wholly abroad, and in which none of the terrorist 
participants are U.S. persons, .also do not trigger Fourth Ameodment scrutiny . . The proposed 
renewal of the surveillance order, which narrows the interception of communications involving 
terrorists to those that originate or terminateoµtsid~ the United States, further narrows the likelihood 
that communications between U.S. persons within the United States will be intercepted. 

B. 

Second, interce ti certain communications that move intemation 
Amendment issue because of what is known as the "border 

he October 31, 2001 Draft Authorization 
further limits the surveillanc:e program by requiring that Section 4(a)'s interception of terrorist 
communications only be of communications that are to or from the United States. Also, Section 4(b) 
under both authoozations directs the interception of addressing information where one of the parties 
to the communication is outside the United States. Therefore, much if not most of the 
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communications to be intercepted will cro~ the borders of the United States. 

·under.the border search exception to the Fourth Amendment, the federal govemme.rit has the . 
constitutional authority to search-anything or anyone crossing 'the bor.ders of the Uriited States 

. without violating any individual rights. In United Sta~es v. Ramsey, 431 U.S. 606 (19.77), the 
Supreme Court upheld the constitutionality. of searches .. of incorniog· international mail conducted 
based .on reasonable cause to suspect that -such· mail coqtained ' illegally imported merchandise. 
Recognizing what it characterized as a "b.ord~r search exception•~ to the.Fourth Amendment's warrant 
.ind probable cause requirements. the Court observed that "searches made at the border, pursuant to 
the long-standing right of the· sovereign to protect· its.el( by stopping and eJWJUning persons and 
_property crossing into this country,_are_- reasqnabJe simply by virtue of the &ct that they occur.at the 
border." Id. at 616. The Court made·clear that the. mannet'in which something or someone crossed 
.the border made no dif(erence. "It is clear that ·there is nothing. in the.· rationale 6ehind the border 
search exception which suggests that the mode·ofentry will be critical." Id at 620. -'.fhe·Court .also 
made cleat that-there was no distinction to be drawn·in-:what crossed the-border, .. [i]t is their entry 
into. this, ~untry ·_from without it th~t ·makes a resulting .seaicJt 'reasonable.... Id: Although the 
Supreme'Court has not examined the issue, the]ower.courts hav.~una.n:imouslyfoundthat the border 
search exception also applies to the .. exit·searc~ of.outgoing traffic as well.2 

Based·on this dootrine, we.couldjustify the October.1, 2Q01 Au.thorization and _the .October 
31, ·2001 braft Authorization by :analogizing .the interceptio·n of certain types ofintemational -
communicafiQris to, the border search 9f international mail. Although electronic mail is, in some 
sense, intangiole, it js also a message that begins at a ·p)ly~cal ~erver C()mputer and th~n, .though the 
• movement of digital. si~s. across wires~ i$ transmitte4 ::to· another. ~rver computer in a different 

•. location. Electronic mail is just.a different method of transporting a·communication across the border 
of the United States . • As the·Court emphasized in Ramsey~ ."[t]he cnticat fact'is thaq.he envelopes · 
ctoss the border and enter this country, not that they .are brought in .by one. mode of t nwsportation . 

• : r:~ther than anothei." [d. _at 620. The fac.t that the met.hod oftrar:isportation is electronic; rather than 
physi~ should not make a difference. nor shoµld it matter thatthe·search does not ·occur-precisely 
when· the message crosses the nation' s borders.. Indeed, ·searches of outbound or -inbound 

· internationa;t mail ·or lugg~e take place at .facilities within th~ ~ation 's bo~ders, after they have amved 
• by air·, just as $eArches of electronic messages.could occur 01,1ce.an international message appears on 
a server within the United States after -transmission across out borders. It should beadmitted that 

·, we have not found any cases applying Ramsey in this ~nner, although we also have not found· any 

2See, e.g., United States v. Oriakhi, 51 F.3d 1290 (4th Cir. 1995); United States.v. 
Berisha, 925 F.2d 791 (5th Gir. 1991); 'UnitedStatu ~- Ezeiruaku, 9]6 F.2d B6 (3d Cir: I9.9It 
United States v. Nates, 831 F.2d 860 (9th·Cir. "1987), cert. ~ie.d,"487 U.S. 1205 (1988); United 
States V. ·Hernandez-Salazar, ,8l3 F.2d fl 26 ( I Ith Cir.· 1987); United States V. B,mevento, 836 
F.2d 60 (2d Cir. 1987), cert. denied, 486 U.S. 1043 (1988); United States·v. Udojot-, 711 F.2d. · 
831 (8th-Cir.)~ cert. denied, 464 U.S. 896 (l 983). • 
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. reported cases in which a court was confronted with . a search effort of all international 
. communications either. 

There are three further caveats to raise in regard to the border seatch exception theory. First, 
. it is altogether unclear whether Ramsey would ·:apply at .alJ to·,telephone conversations: While 
telephone conversations are like letters in that ~hey <:0nv~y messages, .they are.also.ongoing,. real.:,time 
transactions which do not contain discrete, .self-contained _chunks of communication. Second, and 
.related to the first point. the Court has cautioned that examination of international mail for its content 
woul9 raise serious constitutional question~. In Ramsey, the gove.rnment :opened outgoing maii that 
jt s.tisp~ted contained illegal. drugs; regulations.specifically forbade customs officials f_'rom reading 
. any correspondence. Thu_s, the c~e th~rewas: not the:oo.ntent ofthe:communication itself: although 

• the content could have beeri. related to the transportation of thdllegal substance. First Amendment 
.: -issues would-be raised.if the-very purpose·qfopening coire_spondenc.e was .to examine ~ts content. 

Id. at 623-24. Third, the CoW1, observed· that, ·serious ,oonstitufi&nal -problems 'in Ramsey were 
.• .av-0.ided d_ue to · a .probable cause requiremenL While Seetiori _4(-a:) of the October 4, 2001 

Autborization contains·a· probable cause element, the ()tt~ber 3i, 2001 J)r~ Authorizati_on o_~y 
. :includes a !'reasonable groupds to believe".requircment;-.and.neither requirement is (o show .that a -

crime is bei~g ·coinlnitted, but only that the. ~mmuni~tion tits the su.rveill~nce paramet~rs.· While 
this ·Office has-a:dvis~hhat such a standiu'd'might $till be constitutional if applied to international mail 
:sM.hes, we also.acknowledged that our-<:ondusion was not frt:e from doubt. ~ee Memorandum for 
Geoffrey R. Greiveldingei:, Counsel for National Security Matters,·cnminalDivisf~n, {r6in Teresa· 
Wynn:Roseboroug_h and Richard L. Shiffi:in, I)eputy Assistant Attorneys General, Customs Service . 

• froposalforOutboundMail•SeatehA_uihorfty,Amendment.cf:Titles.31 U.S.C. § 5317(b) tind 39 
'U.S.C. .§ 3623(d) (Oct. 31;.1995). In ·light ofthese.cav~ts. we can conclude that.the border·search 
exception would. apply most squarely to· the acq~isitioh: of communication addressing information, 
:which for reas(?ns ·we discuss below is not ·contellt, ,.but might ... not reach the interception of the 
contents oftel~phone or other ~ectrdnic.commurucation. - • 

·C. 

• third; that.paitd( theftesident•~•<liteotive that ~vers.the interception of electron:ic m'ail for 
lts no~contet\tJnfu~tfon should not ~se Fbutth .Ainendm~t--concems. Cap~urin~. only the_ non,. 
content addressing information-of electronic communicatia.ns inay'be analogized to a "pen register ... 
A pen register is a device that -r~ds the num~ dialed :from a tel.ephon_e. -In Smith v. Maryland, 
442 U.S. 7'35 {'I 979), the Supreme-Coun-found that the:warrailt1ess·wta11ation·of a. pen register f9r 
. a .deferidartt' s home phone fme did· nQt :violate the ~ourth Amendment because u~ of a pen register 
·-wasnota."search .. withlntbemeani_ngoftheAmendment. Applyingtbe·iestsetout:inKarzv. Unf(ed 
State~. 389 U.S. 147 (1967)~ the ·.Court -evaluated whether a .pets.on could-claim a "legitimate 

• ·.expectation 9(privacy" 'in· the phone ·numbers-dialed . . It founl that a person. could ·not have a 
• l~gitimat~ expec~tion of pri~cy. becauscnhey . .shoul~ know that they num~ di~led are ~tded 
·by the phone company for ·legitimate business ·purposes. and that a -reasonable ·person could noJ 
ex~ that the numerical information.he voluntarily conveyed.to the pho~e company would not be 
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"exposed.'' Id. at 7 41-4 6. Because pen registers do not acquire the contents of communication, and 
because a person has no legitimate expectation of privacy in the numbers dialed, the Court concluded, 
use of a pen register does not constitute a searc~ for Fourth Amendment purposes. 

The Court's blessing of pen registers suggests that a smveilhµ1ce program that sought only 
non-content infonnation from electronic messages would be similarly constitutional. Here, the 
interception. program for electronic mail captures only non-content information in regard to which 
a reasonable person rp.ight not have a legitimate expectation of privacy. E-mail addresses, like phone 
numbers, are voluntarily provided by the sender to the internet service provider (ISP) in order to 
allow the company to properly route the communication. A reasonable person could be expected to 
know.that an ISP would record such message infonnation for their own business purposes, just~ 
telephone companies record phone numbers dialed. Furthennore, other information covered by the 

. surveillance directive, such as routing and server infonnation, is not even part of the content of a 
message written by the sender.-Rather, such information is generated by the iSP itself, as part ofits 
routine business-operations; to help it send the electronic m~ge through its network to the correct 
recipient. A sender could have no legitimat~ expectation of privacy over information he did not even 
include in his message, but instead is created by the ISP as _part of its own business processes. A 
person wouid have no more privacy interest-in. that infonnation than he would have in a postmark 
stamped onto the outside of an envelope containing his Jetter. • • 

Whether the surveillance program here would sweep in content poses a more difficult 
question. From Smith; it appears that a·pen register does not effectuate a Fourth Amendment search, 
in part, because it does not· capture content from a communication. "Indeed, a law enforcement 
official could not even determine from the use of a pen register whether a communication existed." 
Smith, 442 U.S. at _7 41. Here, it-is no doubt tru.e _that electronic r:nail addressing infonnation, c.reated 
by the author of a communication, could contain some content. Variations of an addressee's name 
are commonly used to ·create e-mail addresses, and elements of the address can reveal other 
infonnation, such as the institution or place someone works -: hence, my e-mail address, assigned to 
me by the Justice Department, is john.c.yoo@usdoj.gov. This, however, does not render. such 
information wholly subject to the Fourth Amendment. Even_phone numbers can provide infonnation 
that contains content. Phone numbers, fot example, are sometimes used to spell words (such as 1-
800-CALL-ATT), phone numbers-can provide some location information, such as if someone calls 
a well-known hotel's num~r. and keypunches_ can even send ·messages, such as through pager 
systems. We believe that an individual's willingness to convey tp an ISP addressing information, 
which the ISP then uses for its own business purposes, suggests that an individual has-no legitimate 
expectation of privacy in the limited content that could be inferred from e-mail addresses. We also 
note, however, that the courts have yet to encounter this issue in any meaningful manner, and so we 
cannot predict with certainty whether the judiciary would agree with our approach. 

It should be noted that Congr~s has recognized the analogy between electronic mail routing 
information and pen registers. It recently enacted legis1ation authorizing pen register orders for non­
content infonnation fromelectronic ·mail. See USA Patriot Act of 2001, Pub. L. No. 107-S6, § 216. 
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. While Congress extended p~n register authority lo-surveillance of electronic mai~ it also .subjected 
that authority to the general restrictions of Title ill.and FlSA/wh;.ch-require·the Jµsti~ Department 
to obtain an ex parte court order before using such devices. ,Whilelhe requirements for such rurorder 
are minimal, see 18 U.S.C. § 3122 (government attorney must certify only that information likely to 

. be gain~ from·pen register "is relevant to anorigoirig:criminal irivestigation.being conducted by t~at 
agency"), the Ptes1denfs authorization does . not .contempla~e .seeking a jl!dicial order for the 

. :surveillance. program here . . Tl'tle·tn atterripts-tci fotbicl the·use·•of pen registers or~ now, ·electronic 
qt~ ~p~d trace devices:_without arourt under .'J;'itle JllorFlSA. Id. at ·§ 3121(a). As with .our 
·.iflalys~·o·f .F~SA,:however, ·we do nQtbetieve:that-~~N~l.'"1~t"festrict the President_'s inher.ent 

, .eo.ristifutional . .powers;·.which allow.hlrn·.to.-gather .i~telligence necessary to-:defend--the nation' from 
_' if~ t':att\¢k:-·:St~··;rupra. In any ev~t; Congr:ess~s belief that -a court order is necessary-before using 
- :a .pen.register .does·not affect t~ constitutional analysis:underthe Fourth Amendment, which remains 

that .an individual ·has no Fourth -~endment right .in addressing information. -.Indeed,' .the fact that 
use of .pen regis~er· and electronic 'trap and trace d€!vices can·be authorized w.ithout a showing of 
,probable cause demonstrates that Congress agr.ees that such information is without ·constitutional 
'.pr.otections. 

D. 

Fourth, intelligence gathering in direct suppQrt of military operations does not trigger 
• constitutional rights against illegal searches and seizures, Oor O.ffi~ ·has: receiltly undertaken: a 
·detailed examination of whether the use of the military domestically in.order to combat terrorism 
would be restrict~d by the Fourth Amendment. 'S~e ,Memorandum for Alberto R. GollZ&iez, Counsel 

• Jo the President and Wdliarp .J. Haynes, II,, General Couns~ Department of Defense; from John C. 
Y QO, D~puty Assistant Attorney General and Robert J. DeJap,anty, Special Counsel, Re: Authority · 

}qr Use 'oj Milftary Force 10.CombatTerr.orist A.~livities Within_ lhe .United ~!ates (Oct. 23, 2001 ). 
• While we win ol)}y ~um~~ here -if:S:reasoning, it ·QlOuld be.;clear thaf'-to )he extent that -the 
President's ~nrveillance directive is aimed at -ga'tberingintelligemoefor the military pulJ}OSe ~fusing 

.; .the_ Anned. Forces to prevfflt further attac~ on the United :States, that activity: in our •view is not 
restricted by the Fourth Amendment. • . , . . - . : · 

As _ a matter .of the original undemandin& the Fourth A;m.endmerit was aimed primarily at 
curbing law enforcement abuses. 'Although thef_ourth Amendment·has.been interpreted to apply to 
goY.emmental act-ions other than cri~al-law.-enfo~nt.. the central concerns of the Ame_ndment 

• · ·: are focused on police activity. See, e.g .. South..Ikilwta v.-.Oppemian,-428 ~.LS. 364, 3 70 n.5 (1976). 
• - As ~e will explain-·in furt4er detail in P.art IV·beiow; tlu{Court-has recogni%ed-.this by identifying a 

-tespecial needs'~ .exceptio.n to the Fourth Amendment!s warrant-and·probable causeiequirements. See, 
. ·-: _ e.g.,. Vernonia School Dist. 47J v. -Acton, 5 l'S U.S: 646. (199~); J_;ufianapo/is. v .. Edljlond, 531 U.S. 

3~ (20Q0). However well suited the Wa11"artt and pr8bable cause requirements may be as applied to 
-crimirt~ irtvestigation and law enforcement, they are unsuited to the.· demands of wartime and the 
,military n~ity. to sua:essfully prosecute a war against an enemy. In the circumstances created by 
.the September 11 attacks, the Constifution provi~es the Government with expanded powers and 
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reduces the r~strictions created by individual civil libc,tics. As the Supreme Court has held, for 
example, in wmiime the government may summarily requisition p, opcrty, seize enemy propC1iy, and 
"even the personal liberty of the citizen maybe temporarily rcsttained as a measure of public safety." 
Yakus v. United States, 321 U.S. 414, 443 (19-14) (citations omitted). "In times of war or 
insurrection., when society's interest is.al its peak, the Govenunent may detain individuals whome the 
Government helieves to be dangerous." UnitedStatr~,;v, Salem o, 481 U.S. 739, 748 ( I 987);scc also 
Moyer v. Peabody, 212 U.S. 78 (I 909) (upholding detention without probauk cause during time of 
insurrection) (Holmes, J.). 

l3ccause of the exigencies of war and military necessity, the Fourt11 Amendment sl.lould not 
be read as applying to military operations. In Verdugo-Urquidez, discussed in Part ill, the Court 
made clear that the Fourth Amendment does not apply to military opcratjons overseas. 494 U.S. at 
273-274. As the Court commended, if things were otherwise, both political leaders and military 
commanders would be severely constrained by having lo.assess the "reasonableness" of any military 
action beforehand, thereby interfering with military eITectiventss and the President's constitutional 
responsibilities as Commander-in-Chief l t also seems clear that the Fourth Amendment would not 
restrict military operations within the United States against an invasion or rebellion. See, e.g., 24 Op. 
Att 'y Gen. S70 ( 1903) (American territory held by enemy forces is considered hostile territory where 
civil laws do not apply). Were the United States homeland invaded by foreign military forces, Ollr 
armed forces would have to take whatever steps necessary to repel them, which would include the 
"seizure" of enemy personnel and the "search" of enemy papers and messages, it is diflicult to bd icve 
that our government would need to show that tl-Jese actions were "reasonable" under the Fonnh 
Amendment. The actions of ou·r military, which might cause collateral _damage to United States 
persons, would no more be constrained by the Fourth Amendment than if their operations occurred 
overseas. Nor is it necessary that the military forces on our soil be foreign. Even if the enemies of 
the Nation came from within, such as occurred during the Civil War, the federal Armed Forces must 
be free to use force to respond to such an insurrection or rebellion without the constraints of the 
_Fourth Amendment. indeed, this was the understanding that prevailed during the Civil War. 

These considerations could justify much of the October 4, 2001 Autho1ization and the 
October 3 I, 200 I Draft Authorization. Although the terrorists who slaged the September 11 , 100 l 
events operated clandestinely and have not 9ccupic~ pa, t of our territory, they have launched a direct 
attack on both the American homeland and our assets overseas that have caused massive casualties. 
Pursuant to his authority as Commander-in-Chief and Chief Executive, the President has orde.red the 
use of military force against the terrorists both at home and abroad, and he has found that thoy 
present a continuing threat of further attacks on the United States. Application of the f.ou1 th • 
Amendment could, in many cases, prevent the President from fulfilling l1is highest constitutional duty 
of protecting nnd preserving the Nation from direct attack. Indeed, the opposite rule would create 
the bi7.arrc situation in which the President would encounter less constitutional freedom in using the 
military when the Nation is directly attacked al home, where the greatest threat to American civilian 
casualties lies, than we use force abroad. 
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Thus the Fourth Amendment should not limit militacy operations to prevent attacks that take 
Q_lace wtthin the American homeland, just as it would not limit the President 's power to. respond to 
!Hacks launched abroad. Herc the surveillance program is a necessary element in the effective 
exercise of the President's authority to prosecute the current war successfo II y. Int cl Ii gen cc gathered 
through s111.rcillance allows the Commander-in-Chief to dctennine how best to positiou and deploy 
the Armed Forces. l t seems clear that the primary purpose of the surveillance program is to defend 
the national security, rather than for law enforcement pu1poses, which might trigger Fourth 
Amendment concerns. Tn this respect, it is significant that the Prt:sident has ordered the Secretary 
of Defense, rather than the Justice Department, to cond11cl the surveillance, and that tht! presidential 
Authorizations do not establish procedures for preserving evidence for later use in criminal 
investigations. While such secondary use of such infonnation for law enforcement does not 
undermine the p1imary national security purpose motivating the surveillance program, it is also clear 
that SL\ch intelligence material, once developed, can be made available to the Justice Department for 
domestic use. 

IV. 

Even if the surveillance program., or elements of it, were stiU thought to be subject to Fourth 
Amendment scmtiny, we think that compelling arguments can justify the constitutionality of the 
President's October 4, 200 I Authorization. This Part will review whether the surveillance is 
constitutional under the Fourth Amendment. It should be clear at the outset that the Fourth 
Amendment docs not require a warrant for every search, but rather that a search be " reasonable" to 
be constitutional. I II light of the curret:it security environment, ·the government can claim a compelling 
interest in protecting the nation from attack sufficient to outweigh any intrusion into privacy interests 
caused by the President's October 4, 200 1 Authorization or the October 3 i, 200 I Draft 
Authorization. 

A. 

The touchstone for review of a government search is whether it is "reasonable." According 
to the Supreme Court, "[a]s the text of the Fourth Amendment indicates the ultimate measure of the 
constitutionality of a governmental search is 'reasonableness."' Vemonia School Dist. 47J v. Acton, 
5 I 5 U .S. 646, 652 (l 995). When law enforcement undertakes a search to discover evidence of 
criminal wrongdoing, the Supreme Court has said that reasonableness generally requires a judicial 
warrant on a showing of probable cause that a crime has been or is being committed. Id. at 653. But 
the Court has also recognized that a warrant is not required for all government searches, especially 
those that fall outside the ordinary criminal investigation contc>..1 A warrantless search can be 
constitutional "when special needs, beyond the normal need for law enforcement, make the warrant 
and probable-cause requirement impracticable." Id. 

' A va,iety of government searches, therefore, have met the Fourth Amendment's requirement 
of reasonableness without obtaining a judicial warrant. The Supreme Coun, for example, has upheld 
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warrantless searches that involved the dnig tcst.i.ng of high school athletes, ul., certain searches of 
automobiles, Pennsylvania v. J.ahron, 518 U.S. 938 (1996) (per curiam), drunk driver chct:kpoints, 
Michigan v. Dep 'I of Slate Police v. Sitz, 496 U.S. 444 (1!)90), drug testing of railroad personnel, 
Skinner v. Railway I .ahor Executives· Ass '11, 489 U.S. GQ2 ( 1989), drug testing of fcdcraJ customs 
officers, Trr.asury Employees v. ~on Uaab, 489 U.S. 656 ( 1989), admi.u.istrativc inspection of closely 
regulated businesses, New York v. Hurger, 482 U.S. 691 (198?); temporary baggage sei7.Ures, (/nitcd 
States v. Place, 462 U.S. 696 ( 1983 ), detention Lo prevent flight and to protect law enforcement 
oITtcers, Michigan v. Summers, 452 U.S. 692 (1981), checkpoints to search for illegal aJiens, United 
Stales v. Martinez-Fuerte, 428 lJS. 543 ( 1976), and temporary stops and limited searches for 
weapons, Terryv. Ohio, 392 U.S. l (1968). The Court has cautioned, however, that a ram.Jorn search 
program cannot be designed to promote a general interest in crime control. See Indianapolis v. 
Edmond, 53 \ U.S. 32, 41 (2000); Delaware v. Prouse, 440 U.S. 648, 659 11. 18 ( 1979). 

Reasonableness does not lend itself to precise tests or formulations. Nonethdess, in reviewing 
warraotlcss search programs, the Court generally has balanced the government's interest against 
intrusion into privacy interests . "When faced with special law enforcement needs, diminished 
expectations of privacy, minima] intrusions, or the like, the Court has found that certain general, o r 
ind.ividual, circumstances may render a warrantless search or seizure reasonable." Illinois v. 
McArthur, 121 S. Ct. 946, 949 (2001). Or, as the Court has described it, warrantlcss searches may 
be justified if the government has "special needs" that are unrelated to normal law enforcement. In 
these situations, the Court has found a sea'rch reasonable when, under the totality of the 
circumstances, the "importance of the govcnunental interests" has outweighed the " nature and quality 
of the intrusion on the individual's Fourth Amendment intefcsts." Tennessee v. Gamer, 471 U.S. I, 
8 ( 1985). 

B. 

Th.is analysis suggests that the Fourth Amendment would permit the electronic surveillance 
here if the government's interest outweighs intrusions into privacy interests. It should be clear that 
the President's directive faJ ls within the "special needs" exception to the warrant requirement that 
calls for such a balancing test. The surveillance program is not designed to advance a "general 
interest in crime control," Edmond, SJ 1 U.S. at 44, but instead seeks to protect the nat.ionaJ security 
by preventing terrorist attacks upon the United States. As the national security search cases discussed 
in Part II recognize, defending the nation from foreign threats is a wholly different enterprise than 
ordinary crime control, and this difference justifies examination of the government 's action solely for 
its reasonableness. 

Applying this standard, we find that the govenunent 's interest here is perhaps of the highest 
01 der - that of protecting the nation from attack. {ndeed, the factors justifying warrantless searches 
for national security reasons are more compelling now than at the time of the earlier lower court 
d_£Cisions discussed in Part II. While upholding warrantless searches for national security purposes, 
tJ1ose earlier decisions had not taken place during a time of actual hostilities prompted by a surprise, 
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direct attack upon civilian and military targets within the United States. A direct allack on the United 
S1ates has placcii the Nation in a state o f anned conflict; defending the nation is perhaps the most 
important function of government. /ui the Supreme Court has observed, "It is 'obvious and 
unarguable' that no governmental interest is more compelling than the security of the Nation." Haig 
v. Agee, 453 U.S. 280, 307 (198 1 ). As Alexander Hamilton observed in The Federulisl, " there can 
be no limitation of that authority, which is to provide for the defence and protection of the 
community, in any matter essential to its efficacy." The Federalist No. 23, at 147-'18 (Alexander 
Hamilton) (Jacob E. Cooke ed., 1961). If t he situation warrants, the Constitution recogni.7..cs that the 
f edcral government, and indeed the President, must have the maximum power permissible under the 
Constitution to prevent and defeat attacks upon the Nation. 

1n issuing his authori7.ation, the President laid out the proper factual predicates for finding that 
the terrorist attacks had created a compelling governmental interest. The September 11 , 2001 attacks 
caused thousands of deaths and even more casualties, and damaged both the central command and 
control facility for th~ Nation's military establishment and the center of the country' s private financial 
system. In light of information provided by the intelligence community and the military, the President 
has further concluded tJ1at terrorists continue tq have the ability and the intention to undertake further 
attacks on the United States. Given the damage caused by the attacks on September 11 , 200 I, the 
President has judged that future terrorist attacks could cause massive damage and casualties and 
threatens the continuity of the federal government. He has concluded that such circumstances justify 
a compelling interest on·the part of the government to protect the United States and its citizens from 

. further terrorist attack. Jt seems certain that the federal courts would defer to the P resident 's 
determination on whether t he United States is threatened by atcack and what measures are necessary 
to respond. Sae, e.g., 17,e Prize Cases, 67 U.S. 635, 670 ( I 862) ( decision whether to consider 
rebellion a war is a question to be decided by the President). These deterrninatio1)s rest at the core 
of the President's power as Commander-in-Chief and his role as representative of the Nation in its 
foreign affairs. See United States v. Curtiss-Wright Exporl Corp., 299 U.S. 30'1 ( 1936). 

Under the Constitution's design, it is the President who is primarily responsible for advancing 
~, that compelling interest. The text, structure, and history of the Constitution establish that the 
.. \ p resident bears lhe constitutional duty, and therefore the power, to ensure the security of the United 

States in situations of grave and unforeseen emergency. See generally Memorandum for Timothy 
E. Flanigan, Deputy Counsel to the P resident, from John C. Yoo, Deputy Assistant Attorney General, 
Re: The President 'sC011Slitutio11al Authority to Conduct Military Operations Against Terrorists_and 
Nations Supporting 171em (Sept. 25, 200 1) . noth the Vesting Clause, U.S. Const. art. IT,§ l , cl. 1, 

-< 

and the Commander in Chief Clause, id., § 2, cl. I ,.vest in the President the power to deploy military 
force in the defense of the United States. The Constitution makes explicit the President's obligation 

, l-0 safeguard the nation's security by whatever lawful means are available by imposing on him the duty 
j , to "take Care that the Laws be faithfu lly executed." Id.,§ 3. The constitutional text and structure 

arc confim1cd by the practical consideration that national security decisions require a unity in purpose 
and energy in action that characterize the Presidency rather than Congress. As Alexander Hamilton 
explained."[ o ]fall the cares or concerns of government, the direction of war most peculiarly demands 
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those qualities which distinguish the exercise of power by a single hand." 171e Federalist No. 74, at 
500 (/\Jcxander l lamilton) (Jacob E. Cooke ed. 196 1 ). 

Surveillance initiated pursuant to the October 4, 200 l Authorization clearly advances this 
interest. In light of the September 11 attacks, the President has exercised his powers as Commandcr­
in-Ch..icf and Chief Executive to direct rniliuuy action against A1 Qaeda and Taliban forces in 
Afghanistan, and to use the armed forces to protect United States citizens at home. Cong1 ess has 
approved the use of military force in response to the September 11 attacks. Pub T ,. No. 107-40, 115 
Stat. 224 (2001 ) . It is well established that the President has the independent cons titutional authority 
as Commander-in-Chief to gather intelligence in support of military and national security operations, 
a.ml to en~ploy covert means, if necessary, to do so. See Totten v. United States, 92 U.S. 105, 106 
(1876). The President's "constitutional power to gather foreign intelligence," Warrant less Foreign 
lntclligeuce Surveillance - Use of Televfa'ion Beepers, 2 Op. O.L .C. 14, 15 (1978), includes the 
discrelio n to use the most eff cctivc means of obtaining infonnalion, and to safeguard those means. 
I !ere, intelligence 3athering is a necessary function that enables the President lo carry out these 
authorities effectively. The Commander-in-Chief needs accurate and comprehensive inlclligencc on 
enemy movements, plans, and threats in order to best deploy the United States am1cd forces and to 
successfully execute military plans. Warrantless searches provide the most effective method, in the 
President 's judgment, to obtc1111 information necessary for him to carry out his constitutional 
responsibility to defend the Nation from attack. 

By contrast, the intrusion into an individual citizen's piivacy interests may not be seen as so 
serious.as outweighing the government's most compelling of interests. The searches that take place 
here as not as intrusive as those which occurs when the 3qvemment monitors the communicatio ns 
of a target in the nonnaJ Title ill or FIS/\ context, which often requires an agent to consciously and 
actively listen in to telephone conversations. Herc, as we understand it, the NSA will 

If privacy interests are viewed as intruded upon only by , it is likely that 
Fourth Amendment interests would not outweigh the cornpdling governmental intercsl present here. 
In the context of roadblocks to stop drunken drivers, another area of"special needs" under the Fourth 
Amendment, the Court has permitted warrantless searches. See Michigan Dep't u/State Police v. 
Sitz, :496 U.S. 444 (1990). There, the Court found that a roadblock constillltcd a "re,lsonable" search 
due to the magnitude of the drunken driver problem and the deaths it causes - in fact, the court 
compared the death toll from drunk drivers to the casualties on a battlefteld. Id. at 45 1. It found that 
this interest out weighed the intnision into privacy at a checkpoint stop, which it characterized as 
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"brier' in tenns of duration and intensity. under the October 4, 2001 Authori;,.ation, 

The restriction of the S(!<!rch only to those communications which 
·nvolvc terrorisis further reduces any possible intmsio11 into individual privacy 

interests. Because the October 4, 2001 Authorization requires probable cause, it seems that DOD 
would need specific evidence before deciding which messages to intercept. Thus, for example, DOD 
must have some information that a certain person might be a terrorist, or tJ1at a certain phone fuie 
might be used by a terrorist, before it can capture the communications. This means that the NSA 
cannot intercept communications for which it has no such evidence. While the October 31, 200 I 
Drafi Authorization changes that standard, it still requires that there be reasonable grounds to believe 
that the communications involve te1 rorists. This has the effect of excluding 
communications for which DOD has no reason to suspect conlain terrorist communications ■ 

meaning that most innocent communications will not be 
intercepted. 

Further, October 31, 200 I Drafl Authori7.ation's narrowing of the search parameters to 
international communications further alleviates any inlfllsion into individual privacy interests. As our 
discussion of the border search exception in Part J II made clear, the government has the constitutional 
authority to search anylhing that crosses the Nation's borders without violatinr, the Fourth 
Amendment. To be sure, there is substantial doubt about whether this power could apply lo searches 
involving the content of the communications. Nonetheless, United States v. Ramsey, 43 l U.S. 606 
( I 977) (warranllcss search of incoming international mail does not violate fourth Amendment), 
suggests strongly that individuals have reduced privacy interests when they or their possessions and 
letters cross the borders of the United States. If individuals have reduced privacy interests in 
intemational mail, as Ramsey held, then it seems logical to as~ume that they also have a reduced 
privacy imcrcst in international electronic communications as well. As Ramsey held, the method by 
which an item entered the country is irrelevant for Fourth Amendment purposes. 

1 Another factor examined by the Court was efiectiveness of the warrantless search. The 
Court has cautioned that searches not be random and discretionlcss because of a lack of empirical 
evidence that the means would promote the government's interest. IL should be made clear, 
however, that the standard employed by the Court has been low. ln the roadblock context, for 
example, the Court has found reasonable roadblocks for drunk drivers that detained only 1.6 
percent of all drivers stopped, and checkpoints for illegal aliens that detained only 0. 12 percent of 
all vehides detained. 
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Ju~t lo be clear u1 conclusion. We arc not claiming that the government has an unrestricted 
rigbt to examine the contents of all intemalional letters and other forms of conununication. Rather, 
we arc on.ly suggesting that an individual has a reduced privacy interest in international 
communications Therefore, in applying the balancing test called for by the fourth Amendment's 
reasonablen~ss analysis, we face a situation here where tue government's interest on one side ·- that 
of protecting the Nation from direct attack - is the highest known to the Constitution. On the other 
side of the scale, t he intrusion mto individual privacy interests is greatly reduced due to the 
mtemational nature of the communications. Thu.'>, we believe there to be substantial justification for 
you to conclude that the President's October 4, 2001 Autho1ization and his October 31 , 2001 Draft 
Authoruation direct a surveillance program that would be reasonable under the Fourth Amendment. 

Conclusion 

For the foregoing reasons, we believe that the President's October 4, 200 I Authorization and 
his October 31, 2001 Drafi Authorization to conduct electronic surveillance, undertaken in the 
current emergency situation to prevent future tetroiist attacks, can be justified as reasonable under 
the Fourth Amendment. Please let us know if we can provide further assistance. 
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