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© Office of Legal Counsel

. Office of the Deputy Assistarit Attomey General Fathington, D.C 20530

November 2, 2001

I\}IEMORANDUM FOR THE ATTORNEY GENERAL

.‘From: Ibb_n C. Yoo
Deputy Assistant Attorney General

Re:  Constitutionality of Expanded E_Iec'aprﬁc Surveillance Tec}miqué.s_; Against Terrorists

You have asked for our Office’s opinion concermning the President’s decision to deploy
expanded electronic surveillance techniques in response to the terrorist attacks against the United
States on September 11, 2001. It is our understanding that the President has already approved on

- October 4, 2001 an authonzahon to conduct the surveillance, and that you have concurred in its form
and legality. This memorandum outlines the legal justifications for the surveillance, which-will be
conducted without a warrant for, national security purposes. We conclude that the surveillance can.
be defended as reasonable under the Fourth Amendment because it advancw the oompelhng '
govemment interest of pmtectmg the Nation ﬁ'om direct attack..

Part ] of this memorandum discusses the factual background and the nature of the surveillance
techniques. Part II examines the legal ‘framework that governs the. collection of electronic
communications in the United States, and whether the new surveillance programs are consistent with -
it. Part IT reviews different doctrines that render several elements of the Authorizations free from
Fourth Amendment scrutiny, Part IV discusses the application of the Fourth Ameridment to the
surveillance methods to be used in response to the September 11 attacks. Portions of the analysisin
this memorandumis similar to earlier classified advice we have provided to the White House Counsel.

' See Memorandum for Alberto R. Gonzales, Counsel to the President, From: John Yoo, Deputy
Assistant Attorney General, Re: Constitutional Standards on Random Electronic Surveillance for
Counter-Terrorism Purposes (Oct. 4, 2001) (“OLC Electronic Surveillance Memo™), in which we

" reviewed the constitutionality of a hypothetical surveillance program within the United States that
would randomly ménijtor communications for terrorist activity. That mcmorandu)n isattached. Other
parts of this memorandum, however, adopt a different analysis due to the more focused nature of the

‘surveillance program here. Because of the highly sensitive nature of this subject and the time
pressures involved, this memorandum has not undergone the usual editing and review process for
opinions that issue from our Office.
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DOD is to intercept, in regard to communications, “header/router/addressing-type information,
including telecommunications dialing-type data, but not the contents of communication, when (i) at
least one party to such communication is outside the United States or (ii) no party to such
-communication is known to be a citizen of the United States.” Id, at § 4(b). Third, the President has
directed DOD to minimize the information collected concérning American citizens, consistent with-
the object of detecting and preventing terrorism. Fourth, .the President has waived the application
of Executive Order 12,333 to the surveillance program.

In the October 4 Authorization, .the President justifies the surveillance program on specific
findings. First, the President has found that global terronists continue to possess the ability and
intention to faunch further attacks on the United States which could cause “mass deaths, mass
injuries, and massive destruction of property, and may place at risk the continuity of the United States
government.” Id. at § 1. Second, the President declares that he has considered the magnitude and
probability of destruction and death from terrorist attacks, the need to detect and preveat such attacks
with secrecy, the. possible intrusion into the privacy of American citizens, the- absence of more
narowly-tailored means to obtain the information, and the “reasonableness of such intrusion m Lght
of the’ tnagnitude of the potcnual_ thréai of such [terrorist] acts and the probability of their
occurrence.” Id. at § 2(a)~(f). Upon consideration of these factors, the President has determined that

“an extraordinary emergency exists for national defense purposes,” and that this emergency
“constitutes an urgent and compelling govemmental interest” that supports surveillance without court
- order,

The October 4 Authorization directs such surveillance to occur for a one-month periad. It
states that the President intends to notify the appropriate members of Congress when possnblc You
approved the order as to form and legalrty on October 4, 2001.

You also have before you a draft mentorandum that would, renew the October 4 Authorization
until November 30, 2001. This directive narrows the mrvcdlance categories in some respects. The
Draft Authorization reduces the scope of the surveillance program by narrowing the interception of
terrorist communications to those that “originated or terminated outside the United States.”
President George W. Bush to the Secretary of Defense, Presidential Authorization for Specified
- Electronic Surveillance Activities During a Limited Periodto Detect and Prevent Acts of Terrorism

Within the United States § 4(a) (Draft of Oclober 31, 2001) (“October 31 Draft Authorization™).
Section 4(a)’s authorization has changed the “probable cause™ standard to one “based on the factual
and practical considerations of everyday life on which reasonable and prudent persons act, there are
reasonable grounds to believe.” Jd. Section 4(b)’s autharization for the acquisition of addressing
‘information has also been changed to include a similar standard, that “based on the factual and
practical considerations of everyday life on which reasonable and prudent persons act, there are
specific and articulable facts giving reason to believe that such communication relates to international
terrorism, or activities in preparation therefor.” Id. § 4(b). This change to Section 4(b) is an addition
to the pre-existing cetegories in which one party to a communication is outside the United States or
no party to the communication is a United States citizen — thus, it represents an expansion in DOD’s
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The NSA was formed in 1952 by President Truman as part of the Defense Department.
Under Executive Order 12,333, 46 Fed. Reg. 59941 (1981), theNSA is solely responsible for “signals
intelligence activities {“SIGINT”].” Id. § 1.12(b}(1). It provides intelligence information acquired
through the interception of communications to the White House, executive branch agencies, the
intelligence community, and the armed forces for intelligence, counter-intelligence, and military
purposes. Clearly, the basic authority for the establishment of the NSA is constitutional: the
collections of SIGINT is an important part of the Commander-in-Chief and Chief Executive powers,
which enable the President to defend the national security both at home and abroad. While Congress
has enacted statutes authorizing the funding and organization of the NSA, it has never established any
detailed statutory charter governing the NSA’s activities. Sez Intelligence Authorization Act for FY
1993, Pub. L. No, 102-496, sec. 705 (giving Secretary of Defense responsibility to ensuye, through
_the NSA, the “continued operation of an effective unified organization for the conduct of signals
mtelhgence actmtles”) B

The NSA generally has hm:ted its operations to the interception of mternat:onal
.communications in which no United States person (a United States citizen, permanent resident alien,
aU.S. corporation, or an unincorporated association witha substantlal number of members who are
U.S. citizens or permanent resident aliens) is ‘a participant.  According to. pubhcly—avaﬂable
information; the NSA pulls in a great mass of international telephone, radio, computer, and other
electronic communications, and then filters them using powerful computer systems for certain words
or phrases. See, e.g., Halkin v. Helms, 690 F.2d 977, 983-84 (D.C. Cir. 1982). Congress, however,
has not imposed any express statutory restrictions on the NSA’s ability to intercept communications
that involve Usited States citizens or that 6¢ccur domestically. This lack of limitations can be further
inferred from the National Security Act of 1947. The Act places a clear prohibition, for example,

.. upon the Central Intelligence Agency’s domestic activities. While Section 103 of the National

Security Act commands the Director of the CIA to “collect intelligence through human sources and
by other appropriate means,” it also adds “except that the Agency shall have no police, subpoena, or
law enforcement powers or internal security functions.” 50 U.S.C. § 403-3(d)(1) (1994 & Supp. V
1999). There s rio similar provision that applies to the NSA, which implies thattheNSA can conduct
SIGINT operations domestically. '

‘Rather than from statute, the limitation on the NSA’s domestic SIGINT capabilitiés derives -
from executive order. Executive Order 12,333 requires that any “[cJollection within the United
States of foreign intelligence not otherwise obtainable shall be undertaken by the FB1.” Executive

‘Order 12,333, at §2.3(b). If “significant foreign inteiligence is sought,” the Executive Order permits
other agencies within the intelli gence community to collect information ‘provided that no foreign
mtelhgmce collection by such agencies may be undertaken for the purposé of acquiring information
concerning the domestic activities of United States persons.” fd. Section 2.4 further makes clear that

~ the intelligence community cannot use electronic surveillance, among other techaiques, “within the

United States or directed against United States persons abroad” unless they are according to

procedures established by the agency head and approved bythe Attorney General. Inits owninternal
regulations, the NSA apparently has interpreted these provision as limiting its SIGINT operations
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FISA purports to be the exclusive statutory means for conducting electronic surveiliance for
foreign intelligence, just as Title [T of the Omnibus Crime Control and Safe Streets Act of 1968, Pub.
L. No. 90-351, 82 Stat. 197, claims to be the exclusive method for authorizing domestic electronic
surveillance for law enforcement purposes. FISA establishes criminal and civil sanctions for anyone
* who engages in electronic surveillance, under color of law, except as authorized by statute, warrant,

or vourt order, 50 U.S:C. § 1809-10. it anight be thought, therefore, that the’ President*s October
4, 2001 Authorization is in violation of FISA’s criminal and civil liability provisions.

Such a reading of FISA would be an.unconstitutional jnfringement on the President’s Article
vﬂ.aumontles FISA can regulate foreign intelligence surveillance only to the extent permitied by the
Constitution’s.enumeration of congresstonal authority and the separation of powers. FISA itselfis
-nat required by-the Constitution, nor-does it necessarily establish standards and procedures that
" exactly match those required by the Fourth-Amendment. Memorandum for David S. Kris, Associate
Deputy Attorney General, from John C. Yoo, Deputy Assistant Attorney General, Re:
Constitutionality of Amending Foreign Intelligence Surveillance Act to Change the “Purpose”
. Standard for Searches (Sept. 25, 2001); ¢f. Memorandum for Michael Vatis, Deputy Director,
Executive Office for National Security, from Walter Dellinger, -Assistant Attorney General, Re:
Standards for Searches Under Fareign Intelligence Surveillance Act (Feb. 14, 1995). Instead, like
the warrant process in the normal criminal context, FISA represents a statutory procedurethat creates
a safe harbor for surveillance for foreign intelligence purposes. If the government obtains a FISA
. warrant, its surveillance willbe presumptively reasonable urider thie Fourth Amendment. Nonetheless,
the ultimate test of whether the government may engage in foreign surveillance is whether the
government’s conduct is consistent with thé Fourth Amendment, not whether it meets FISA.

This is especially the case where, as here, the executive branch possess the inherent
" constitutional power to conduct warranless searches for national security purposes. Well before
FISA’s emactment, Presidents have consistently asserted — and exercised — their ‘constitutional
authority to conduct warrantless searches recessary to protect the mitiondl secunty. This Office hias
maintained, .across different adsmmstrauons controlled by different political parties, that the
President’s constitutional responsibility to defend the nation from foreign attack implies an inherent
power o conduct warrantless searches. In 1995, we justified warrantless national security searches
by recognizing that the executive branch needed flexibility in conducting foreign intelligence
operations. Memorandum for Michael Vatis, Deputy. Director, Executive Office for National
Security, from Walter Dellinger, Assistant Attomey General, Re: Standards for Searches Under
Foreign Intelligence Surveillance Act (Feb. 14,'1995). In 1980; we also said that “the lower courts
— as well as this Department — have freqpcntfy concluded that authority does exist in the President
to authorize such searches regardless of whether the courts also have'the power to issue warrants for
those searches. Memorandum for the Attorney General, from John M: Harmon, Assistant Atiormey
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‘General, Re: Inherent Authority at 1 (Oct. 10, 1980)." FISA cannot infringe on the President’s
inherent power under the Constitution to conduct national security searches, just as Congrcss cannot
enact legislation that would iriterfere with the President’s Commander-in-Chief power to conduct
military hostilities. In either case, congressional .efforts to regulate the exercise of an inherent
executive power would violate the separation of powers by allowing the legislative branch to usurp
the powers of the executive. Sée Memorandum for Timothy E. Flanigan, Deputy Counsel to the
President, from John C. Yoo, Deputy Assistant Attorney General, Re: The President 's Constitutional
Authority to Conduct Military Operations Against Terrorists ard Nations Supporting Them (Sept.
25, 2001) (War Powers Resolution cannot constitutionally define or regulate the President’s
‘Commeander-in-Chief authority). Indeed, as we wili see in Part IV, the Fourth Amendment’s structure

- and Supreme Court case law demonstrate that the executive may engage in warrantiess searches so
long as the search is reasanable.

The federal courts have recogmzed the President’s const;tutnona] authon my to conduct
- warantless searches for national security purposes. To.be sure, the Supreme Court has held that the
' wammt requirement should apply in cases of terrorism by purely domestic groups, see United States
-v. United States District Court jor the Eastern District of Michigan, 407 U'S: 297, 299 (1972)
(“Keth™), and has explicitly has not reached the scope of the President’s surveiflance powers with
respect to the activities of’ foreagn powers, id. at 308; see also Katz. v. United States, 389 U.S:347,
358 n.23 (1967); Mitchell v. Forsyth, 472 U.S, 511, 531 (1985). Nevertheless, even after Keith the
lower couifis have continued to find that when the goverfinént conducts 2 search for national security
reasons, of a foreign power orits agents, it need not meet the same requirements that would normally
. . apply in the context of criminal law enforcement, such as obtaining a judicial warrant-pursuant to a
-showing of probable cause. See, e.g., United States v. Truong Dinh Hung, 629 F.2d 908 (4th Cir.
'1980); United States v. Brown, 484 F.2d 418 (5th. Cir. 1973), cert. denied, 415 U.S. 960 (1974);
United States v. Buck, S48 F.2d-871 (Sth Cir.), cert. denied 434 U_S. 890 (1977); United States v.
Buferko, 494 F.2d 593 {en banc), cert. denied, 419°U.S. 881 (1974); United States v. Clay, 430 F.2d:
165 (Sth Cir. 1970), rev 'd on other grounds, 403 U.S. 698 (1971). Indeed, even FISA — which does
- not require a showing of probable cause — represents congressional agreement with, the notion that
‘surveillance conducted for national security purposes IS not subject to the same Fourth Amendment
standa.rds that apply in domestic criminal cases. : '

'Based on similar reasoning, this Office has concluded that the President could receive
nmtenals, for national defense purposes, acquired through Tille I surveillance methods or grand
jurtes, Memorandum for Frances Fragos Townsend, Counsel, Office of Intelligence Policyand
‘Review; from Randolph D. Moss, Assistant Attomney General, Re: Title Ifl Electronic '
Surveillance Material and the Intelligence Community (Oct. 17, 2000), Memoranduin for Gerald -
A_ Schroeder, Acting Counsel, Office of Intelligence Policy and Review, from Richard L. Shiffrin,
Deputy Assistant Attormey General, Re: Grand Jury Material and the Intelligence Community -
(Auvg. 14, 1997); Disclosure of Grand Jury Matters to the Presrdenr and Other Officials, 17 Op.
OL.C.59 (1993)
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Truong Dinh Hung exemplifies the considerations that have led the federal courtsto recognize
the President’s constitutional authority to conduct warrantless national security searches. Unlike the
domestic law enforcement context, the President’s enhanced constitutional authority in national
security and foreign affairs justifies a freer hand in conducting searches without ex ante judicial
oversight. As the Fourth Circuit found, “the needs of the executive are so compelling in the area of
foreign intelligence, unlike the area of domestic security, that a uniform warrant requirement woutd

. *unduly frustrate’ the President in-carrying out his foreign affairs responsibilities.” Truong Dinh
Hung, 629 F.2d at 913. A warrant requirement would be inappropnate, the court observed, because
it would limit the executive branch’s flexibility in foreign intelligence, delay responses to foreign
intelligence threats, and create the chance for leaks. Id. Further, in the area of foreign intelligence,
the executive branch js paramount in its expertise and knowledge, while the couris would have little
competence in reviewing the government’s need for the intelligence information. Id. at 913-14, In
order to protect individual privacy interests, however, the court limited tbe national security exception
to the warrant requirement to cases in which the object of the search is a foreign power, its agents,
or collaborators, and when the surveillance is conducted primarily for foreign intelligence reasons.
Id. at 915, The other lower courts to have considered this guestion similarly have limited the scope
of warrantless national security searches to those circumstances.

Here, it scems clear that the current environment falls withia the exception to the warrant
requirement for nationa! security searches. Foreign terronsts have succeeded in faunching a direct
attack on important military and civilian targets within thé United States. In the October 4, 2001
Authorization, the President has found that terrorists constitute an ongoing threat against the people
of the United States and their national government, -and be has found that protecting against this
threat is a compelling government interest. The government is engaging in warrantless searches in
order to discover information that will prevent fiture attacks on the United States and its citizens.
This surveillance may provide information on the strength of terrorist groups, the timing and methods
of their attack, and the target. The fact that the foreign terrorists have operated, and may continue
to operate, within the domestic United States, does not clothe their operations in the constitutional
protections that apply to domestic criminal investigations. See Memorandum for Alberto R.
Gonzalez, Counsel to the President and William J. Haynes, II, General Counsel, Department of
" Defense, from John C. Yoo, Deputy Assistant Attorney General and Robert J. Delahunty, Special
Counsel, Re: Authority for Use of Military Force to Combat Terrorist Activities Within the United
States (Oct. 23, 2001). While some information might prove useful to law enforcement, the purpose
of the surveillance program remains that of protecting the national security. As we have advised in
2 separate memorandum, a secondary law enforcement use of information, which wes originally
gathered for national security purposes, does not suddenly render the search subject to the ordinary
Fourth Amendment standards that govern domestic criminal mvestIgatlons See Memorandum for
David S.Kris, Associate Deputy Attomey General, from John C. Yoo, Deputy Assistant Attorney
General Re: Constitutionality of Amending Foreign Intelligence Surveiliance Act to Change the’
"Pwpa.m ” Standard for Searches (Sept. 25, 2001).

-Due to the President’s paramount constltuuonal authority in the field of national security, a
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subject on which we will discuss in more detail below, reading FISA to prohibit the President from
retaining the power to engage in warrantless national security searches would raise the most severe
of constitutional conflicts. Generally, courts will construe statutes to avoid such constitutional
problems, on the assumption that Congress does not wish to violate the Constitution, unless a statute
clearly demands a different construction. See, e.g., Edward J. DeBartolo Corp. v. Fiorida Gulf Coast
Building & Construction Trades Council, 485 U.S. 568, 575 (1988). . Unless Congress signals a
clear intention otherwise, a statute must be read to preserve the President’s inherent constiitional
power, 50 as to avoid any potential constitutional problems. Cf. Public Citizen v. Department of
Justice, 491 U.S, 440, 466 (1989) (construing Federal Advisory Committee Act to avoid
unconstitutional infringement on executive powers); Associationof American Physicians & Surgeons
.~ v, Clinton, 997 F.2d 898, 906-11 (D.C. Cir. 1993} (same). Thus, unless Congress made a clear
( statement in FISA that it sought to restrict presidential authority to copduct warrantless searches in
; the national security area — which it has not — then the statate must be construed to avoid such a
] reading. Even if FISA’s liability provisions were thought to apply, we also believe that for 2 variety
* of reasons they could not be enforced against surveillance conducted on direct presidential order to
defend the nation from attack. This issue is covered in more detail in the OLC Surveillance Memo,
- which is attached.

.

Having established that the President has the authority to order the conduct of electronic
surveillance without a warrant for national security purposes, we now examine the justification under
the Fourth Amendment for the specific searches permitted by the October 4, 2001 Authorization.
The Fourth Amendment declares that “the right of the people to be secure in their persons, houses,
papers, and effects, against unreasonable searches and seizures, shall not be violated.” U.S. Const.
amend IV. The Amendment also declares that “no Warrants shall issue, but upon probable cause,
supported by Oath or affirmation, and particularly describing the place to be searched and the persons
or things to be seized.” Jd. This Part will discuss the reasons why several elements of the October
4, 2001 Authorization and the October 31, 2001 Draft Authorization would not even trigger Fourth
Amendment scrutiny because they would not constitute a “search” for constitutional purposes.

A

Aspects of the surveillance that do not involve United States persons and that occur
extraterritorially do not raise Fourth Amendment concerns. As the Supreme Court has found, the
Fourth Amendment does not apply to military or intelligence operations conducted against aliens
overseas. United States v. Verdugo-Urquidez, 494 U.S. 259 (1990). In Verdugo-Urquidez, the
Court found tliat the purpose of the Fourth Amendment “was to restrict searches and seizures which
might be conducted by the United States in domestic matters. fd. at 266. As the Court concluded,
the Fourth Amendment’s design was “to protect the people of the United States against arbitrary
action by their own government; it was never suggested that the provision was intended to restrain
the actions of the Federal Government agginst aliens outside of the United States temitory.” Id
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communications to be intercepted will cross the borders of the United States.

Under the border search exception to the Fourth Amendment, the federal government has the .
constitutional authorty to search-anything or anyone crossing the borders of the United States
- without violating any individual rights. In Unifed States v. Ramsey, 431 U.S. 606 (1977), the
~ Supreme Court upheld the constitutionatity of searches of incoming international mail conducted
based .on reasonable cause to suspect that such mail contained illegally imported merchandise.
Recognizing what it characterized as a“border search exception™ to the Fourth Amendment’s warrant
and probable cause requirements, the Court observed that “searches made at the border, pursuant to
the long-standing right of the sovereign to protect itself by stopping and examining persons and
property crossing into this country, are reasqnable simply by virtue of the fact that they occur at the
border.” Jd. at 616. The Court made clear that the manner in which something or someone crossed
‘the border made no difference. “Tt is clear that there is nothing in the rationale behind the border
search exception which suggests that the mode of entry will be ¢ritical.” Jd. at 620. The Court also
made clear that there was no distinction to be drawn in what crossed the-border; *[i]t is their entry
into. this. country from without it that makes a resulting search ‘reasonable.”” /d. Although the
Supreme Court has not examined the issue, thelower courts have unanimously found that the border
search exception also applies to the exit search of outgoing trafﬁc as well ?

Based on this doctrine, we could justify the October 4, 2001 Authorization and tlie October
31, 2001 Draft Authorization by analogizing the interception of certain types of international
communications to the border search of internatiosial mail. Although electronic mail is, in some
sense, intangible, It is also a messageﬂut bcgms at a phymcal server computer and then, though the
‘movement of digital. signals across wires, is transmitted to another server computer in a different
-location. Electronic mailis just a different method of transporting a communication acrossthe border

~ of the United States. As the Court emphasized in Ramsey, “{t}he critical fact is that the envelopes

- cross the border and enter this country, not that they are brought in by one made of transportation

 rather than another.” Id. at 620. The fact that the method of transportation is electronic, rather then
physicat, should not make a difference, nor should it matter that the search does not occur precisely
~ when the message crosses the nation’s borders. Indesd, searches of outbound or inbound
- international mail or lupgage take place at facilities within the nation’s borders, after they have arfived
by air, just as searches of electronic messages could occur 6Ree an international message appears on
a server within the United States after transmission accoss our borders. It should be admitted that
we have not found any cases applying Ramsey in this manner, although we also have not found any

iSee, e.g., United States v. Oriakhi, 57 F.3d 1290 (4th Cir. 1995); United States v.

" Berisha, 925 F.2d 791 (5th Cir. 1991); United States v. Ezeiruaku, 936 F.2d 136 (34 Cir. 1991);
United Stafes v. Nates, 831 F.2d 860 (9th Cir. 1987), cert. denied, 487 U.S. 1205 (1988), United
States v. Hernandez-Salazar, 813 F.2d 1126 (11th Cir. 1987); United States v. Benevento, 836
F.2d 60 (2d Cir. 1987), cert. denied, 486 U.S. 1043 (1988), Umrea' Statesv. Udofol TI1F.2d
831 (8th.Crr. ), cerl. denied, 464 U.S. 896 (1983).
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Whllc Congress extended pen register authonty to surveillance of electronic mall, it also subjected
that authority to the general restrictions of Title III and FISA; which require the Justice Department
to obtain an ex parte court order before using such devices. ‘While the requirements for such an order
- are minimal, see 18 1U.5.C. § 3122 (government attorney must certify only that information likely to
be gained from pen register “is relevant to an-ongoing criminal investigation being conducted by that
agency”), the President’s authorization does pot contemplate seeking a judicial order for the
‘surveillance program here. Titlé IIT attempts to forbid the use-of pen registers or, now, electronic
il trap and trace devices; without a couit under Title I .or FISA. Id. at-§ 3121(a). Aswithour
anaiysm of FISA, however, we do not believe that Conpress may Testrict the President’s inherent
. mﬂstltuuonal powers, which allow him:to gather intelligence nccessary to defend the nation from
ﬂh’&t -‘aﬁaek :Séefiipra. Inany event, Congress’s belief that a court order is necessary before usmg
& pen register does not affect the constitutional analysis underthe Fourth Amendment, which remains
* that an individual has no Fourth Amendment right in addressing information. - Indeed, the fact that
~ use of pen register and electronic trap and trace devices can be authotized without a showing of
.probable cause demonstrates that Congress agrees that such information is without constitutional

. protections.

D.

Fourth, intelligence gathering in direct suppon of military operations does not trigger
- constitutional rights against illegal searcbes and seizures. Qur Office has recéntly undertaken a
-detailed examination of whether the use of the military domestically in order to combat terrorism
wouild be restricted by the Fourth Amendment. See Memorandum for Alberto R. Gonzalez, Counsel
" 10 the President and William J. Hayncs, I, General Counsel, Department of Defense, from John C.
Yoo, Deputy Assistant Attomey General and Robert 1. Delahunty, Special Counsel, Re: Authority”
- _for Use of Military Force 1o.Combat Terrorist Activities Within the United States (Oct. 23, 2001).
- While we will only summarize here its reasoning, it should be clear that to ‘the extent that the
President’s snrveillance directive i$ aimed at gathering intelligence-for the military purpose of using
* the Armed Forces to prevent further attacks on the United States, that activity in our view is not
restricted by the Fourth Amendment .

As a matter of the ongma.l understanding, the Fourth Amendmerit was aimed primarily at
curbing law enforcement abuses. ‘Although the Fourth Amendment has been interpreted to apply to
govcmmeﬂtal actions other than criminal law enforcement, the central concems of the Amendment
- .are focused on police activity. See, e.g., South Dakota v.Opperman, 428 U.S. 364, 370 n.5 (1976).

- As we will explain-in further detail in Part IV below, the Court has recognized this by identifying a
“‘specidl needs” exception to the Fourth Amendment’s warrant and probable cause requirements. See,
. e.g., Vernonia School Dist. 47J v. Acton, 515 U.S: 646 (1995); Indianapolis v. Edmond, 531 U S.
32 2000). However well suited the warrant and probable cause ¢equirements may be as applied to
-crimirtal investigation and law enforcement, they are unsuited to the demands of wartime and the
military necessity to successfully prosecute a war against an enemy. Inthe circumstances created by
the September 11 attacks, the Constitution provides the Government with expanded powers and
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warrantless scarches that involved the drug testing of high school athletes, 1 | certain searches of
automobiles, Peunsylvania v. Labron, S18 11.5. 938 (1996) {per cunam), drunk driver checkpoints,
Mictagan v. Dep’t of State Pohce v. Sitz, 496 11.5. 444 (1990), drug testing of railioad personnel,
Skimmer v. Railway Labor Executives’ Ass'n, 489 U §. 602 (1989), diug tesimg of federal customs
officers, Treasury Fmployeeys v. Von Raab, 489 U S 656 (1989), administrative inspection of closcly
regulated businesses, New York v, Burger 482 U.S 691 (1987), temporan  apeage scivures, {red
States v. Place, 462 U5 696 (1983), detention Lo prevent flight and to protect law enforcement
otficers, Afichigan v. Summers, 452 U.S. 692 (1981), che ~ roints to seasch for illegal alicas, {nited
States v. Martinez-Fuerte, 428 1.5 543 (1976), and temporary stops and lmted scarches for
weapons, Terry v, Ohio, 302 11.5.1 (1968). The Court has cautioned, however, that arandom search
program cannot be designed 1o promote a general interest in come control. See Indianapolis v,
Edmond, 531 U.S. 32, 41 (2000); Delaware v. Prouse, 440 115 648, 659 n. 18 (1979)

Reasonableness does not lend itself'to precise tests or formulations. Nonetheless, inreviewing
wartantless scarch programs, the Court generally has balanced the povernment’s interest apainst
intuston into privacy interests.  “When faced with special law enforcement needs, dininished
expectations of pnvacy, minimal intrusions, or the like, the Court has found that certain general, or
individual, circumstances may render a warrantless search or seizure reasonable ™ {linois v.
McArthur, 1218 Ct. 946, 949 (2001). Or, as the Court has deseribed it, warrantless searches may
be justified if the povernment has “special needs” that are uniclated to normal law enforcement. In
these situations, the Court has found a scarch reasonable when, under the tatality of the
circumstances, the “unportance of the gpover  1entalinterests” hasoutweighed the "nature and quality
of the intruston on the individual’s Fourth Aimmendmen ~ terests.” Tennessee v, Geener 471 U8 1,
8 (1985).

B.

Tius analysis suggests that the Fourth Amendient would permit the electronic surveillance
here L the government’s interest outweighs intrustons into privacy intere . {t should be clear that
the President’s directive falls within the “special needs™ exception 1o the warrant requirement that
calls for such a balancing, test. The surveillance program is not designed to advance a “general
interest in crinc control,” Edmond, 531 1.8, at 44, but instead sceks to protect the national security
by preventing terrorist attacks upon the United States. As the national security scarch cases discussed
in Part L reca  “ze, defending the nation from {oreign threats is a wholly dilferent enterprse than
otdinary crime control, and this difference justifies examination of the povernment's action solely for
its reasonableness.

Applying this standard, we find that the govermment’s interest here 1s pah of the highest
otder — that of protecting the nation from attack. lnd | the factors justifying wa  itless searches
for natiog * secufity reasons are nore compelling now than at the time of the  rlier lower coutt

Jup——

decisions "t il While upholding warrantiess searches for national sec ity purposes,
thiose cacli «d n~* *~ken place duting a time of actual hostilitic™  “ompted by a surprise,
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remarerr i ronceraeien

Just to be clear in conclision. We awe not claiming that the povernment has an umesticted
tight to examine the contents of all international letters and other forins of communication  Rather,
we are only suggesting that an individual has a . iced privacy interest in international
communications Therefore, i applying the balancing test ce 1 for by the  surth Amendment’s
reasonablencss analysis, we face a sitvation here wh sthe mo' mment’s interest on one side -- that
of protecting the Natior from direct anack — is the high 1owhn {o the Constitution. On the other
side of the scale, (he intrusion into individual privacy interests 15 preai Juced due o the
international nature of the communications. Thus, we belicve theie to be substantial justiication for
you to conclude that the President’s October 4, 2001 Authotization and his October 31, 2001 Draft

Authorization dircct a surveillance program that would be reasonable under the Fourth Amendment

Conclusion
For the forepoing reasons, we believe that the President’s October 4, 2001 Authonzation and
his October 31, 20071 Iiall Authuization to conduct electrenic surveillance, undertaken in the

current emergency situaiion to prevent future tetronist attacks, can be justificd as reasonable under
the Fourth Amendment  Pleasc let us know if we can provide further assistance
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