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UNITED STATES
FOREIGN INTELLIGENCE SURVEILLANCE COURT
WASHINGTON, D.C.

OPINION AND ORDER

l. Background
Inth... the Court authorized the United States to conduct
also contained
>f ‘any othejj~ brovidea ov me service provider!s) snecitiecT
herein” ['now subscribed to, or that hereafter are subscribed to, b;
Id. at 6. In addition, thj .....ccccceeennnes mthorized so-called “roving” electronic surveillance of

requnnig me assistance 01 neretoiore umuenuneu persons wiumi uremeaning0l ~ u.s.u 8
1805(c)(2)(B).” IT at 5.

According to the Return, the Federal Bureau of Investigation (“FBI”) learned ir
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which arroarentlv provides service, for th< hat th

is See id. The
Return reported inafon me rm, retying upon tne "roving" provision in the
initiatet on thf
Tnthf Ifhe rimj expressed concern that the commencement of surveillance
o) llimhp.r mi plif thf* smfKnrit”; in A

.................. [he Court explainec that “[bjecause th

..... ftor purposes oi tne roving aumoruy granted ny me uoun--------

pursuant to Section 1805(c)(2)! Accordingly, the Court directed the
government to file a memorandum explaining me oasis for its belief that the roving authority
granted bv the Court permitted the FBI to initiat or

d to “describe the government's proposed disposition or any
communications acquired from ‘roving’ coverage ofthat facility in the event the Court concludes
that such coverage was not authorized.” Id. at 2.2 As noted above, the government filed its
Memorandum or

Il. Analysis
The government contends that tl authorized “roving” electronic

surveillance ¢

................................................................................................ vVimout endorsing or adopting every
aspect or tne government s statutory analysis, me t.oinr agrees that it could have authorized such

coverage. The language of tfc........ however, precludes the conclusion that such
authority was in fact granted here.

1 The government acknowledged that the

Or the Court granted the government’s application fo: iuthority
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At the government’s request, the Court

N T assist in tx of

thes<
bl
b3
b6
b7cC
b7E

The third category of lumbers authorized for surveillance included the
S* so-called “roving” authority. Specifically, the|
heretornre iimnenmiert nersons within the meaning or hi ilist :

8§ 1805(c)(2)(B).” Id. at5 toving authority is not routinely bl

granted by the Court. Rather, it is granted only when the Court finds, upon request by the b3

government and based on “specific facts,” that “the actions of the target... may have the effect b7E

of thwarting the identification of a specified person” whose assistance is “necessary to
accomplish the electronic surveillance.” See 50 U.S.C. 1805(c)(2)(B). For example, the Court
might approve arequest for roving coverage when the specific facts presented fe.g.. a history of

service provider changes) suggest that the target is likely & lo, or.........
obtaint.......cccoeevennne. rom, a different service provider. Wnen tne court grants roving authority,3
3 50 U.S.C. § 1805(c) requires that an order authorizing electronic surveillance contain

certain “specifications” and “directions.” Subsection (c)(2)(B) requires that such an order direct

that, upon the request of the applicant, a specified communication or other common
carrier, landlord, custodian, or other specified person, or in circumstances where the
Court finds, based on specific facts provided in the application, that the actions of the
target of the application may have the effect of thwarting the identification of a specified
person, such other persons, furnish the applicant forthwith all information, facilities, or
technical assistance necessary to accomplish the electronic surveillance. ...

50 U.S.C. § 1805(c)(2)(B).
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it issues a rovinj directing the recipient thereof to assist the government in

effectingl Inthe event [T
that the assistance ot a previously unidentitied provider becomes necessary, tne government can
serve the roving on that provider to implement coverage. o1
. . . . b3
As the foregoing discussion establishes, the Si b6
b7C
TET _ b7E
Iprovided bv “the service providers) specified” in the order. Fo S
The roving authority, on the other hand, applied to other,
. . : : 'S
order, Tiliiiiienens land roving provisions oftl clearly differed in another
important respect. Tlii
ut the roving authority applied more broadly to
__ “unidentified” nrnviders_ M emorandum at _ Tfcontends NOWPYP.E tHerreemmmmmmmmmmmmmmiiiiiiniiiinens -
L bl
.......................................................................................... f 7or purposes of later-identified b3
the government contends tha is an “unidentified” provider b7E
plausible and natural reading ofthe order:.............. vas a “specified” provider and not an
“unidentified” provider for purposes of all authorities granted by the Court.
(Si
bl
b3
b7E
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The Court does not doubt that it could have authorized coverage oi
A In other cases in which the government has requested runmg aumuniy auu
made the required thwarting showing, the government has proposed, and the Court has approved.
various forms of language expressly authorizing >fanv later-identified

limiting language that appeared inth) ~ ......... bt issue lere. See. e.g.. Docket Ni

lIndeed. the Court aotirov iUbum fl__
request in the most recent renewal this matter. See Docket N

But the government made no similar request in the above-captioned docket. The Court

adopted without revision the proposed! that the government attached to its
application. The application tracked the!...........c..cceu..e. Iv requesting lor
additiona and serviced bv the specified
providers, see Docket No >y separately requesting authority

4 The corresponding provisions of the government’s application likewise provide no
basis for viewing i las an “unidentified” provider. See Docket Nc

5 The Court acknowledges thaLtl ould have been clearer and more
consistent in its terminology. See, e.t at5 &11 (using terms “heretofore

unidentified persons” and “persons ... who have not yet been identified” to describe same
category of providers); id. at 6 & 10 (using terms “service providers) specified herein” and
“specified persons” to refer to same class of providers); id. at 11 (arguably referring to both
categories of providers as “said specified persons”). Nevertheless, the language of the order does
not support the conclusion that a provider such as | [which was identified by name in the
order, could also qualify as an unidentified provider.
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for surveillance o and requiring assistance of

unidentified persons, id. at 47: and differentiating between iirected to specified
persons and a “rovir directed to unidentified persons, id. at 42. Although
other portions of the application spoke more generally of a request for additional
S) ..... the application, read as a whole, cannot fairly be
understood to have reouested authority foi
Si
1"l Conclusion
In light ofthe foregoing, the Court concludes that the i the above

captioned-docket did notauthorizr
fhe government shall hiandle the truits of the unauthorized surveillance in accordance
witn applicable law and report to the Court in accordance with FISC Rule 10(c)(iv).6

Itis SO ORDERED, this

THOMAS F. HOGAN
Judge, United States Forfeit
Intelligence Surveillance Court

6 Although the Court concludes that there has been an overcollection, the Court sees no
indication of bad faith on the part of the agents or attorneys involved. Arguably, at least,
“roving” practice has not been entirely consistent, see Memorandum at 4 n.2., and the language
in the application and orders in this matter could have been clearer, see note 5, supra. The
government has agreed to make clarifying changes to its proposed orders in future “roving” cases
that are likely to reduce the risk of misunderstandings like the one that occurred in this matter.
Id. at 16-17. " “
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