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SECRET

UNITED STATES

FOREIGN INTELLIGENCE SURVEILLANCE COURT

WASHINGTON, D. C.

PRIMARY ORDER FOR PEN REGISTER AND TRAP AND TRACE DEVICE(S)

A verified application having been made, pursuant to the Foreign -
Intelligence Surveillance Act of 1978, as amended (the Act), Title 50, United

States Code (U.S.C.), §§ 1801-1812, 1841-1846, for an order authorizing the

installation and use of pen register and trap and trace device(s) regarding-

_and full consideration having been given to the

matters set forth therein, the Court finds that the application of the United States

satisfies the requirements of the Act, in that:

SECRET
Derived from: Application to the USFISC

in Docket Number captioned above
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[s0USs.C (1)

G| the application has been made by an attorney assigned to the-

National Security Division, U.S. Department of Justice, designated to
make applications under the Act and the applicant has certified that the
information likely to be obtained from the requested pen register and trap

to protect against international terrorism and that such investigation is not

being conducted solely upon the basis of activities protected by the First

Amendment to the Constitution;
(2)  the Attorney General has approved the application;

(3)  the federal officer seeking to use the pen register and trap and trace

device(s) covered by the application _

Investigation (FBI); and therefore,

IT IS HEREBY ORDERED, pursuant to the authority conferred on this

Court by the Act, that the application is GRANTED, and it is

FURTHER ORDERED, as follows:
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[30US.C . : :
SO Installation and use of pen register and trap and trace device(s) are
GV
authorized regardin/ N - subject of an FBI
investigation;
[s0USC ) )
§ 1842(d)(2) 1) The pen register and trap and trace device(s) shall be attached or
(A)i)-(i)]

applied, with no geographic limits or restrictions within the United States, as

follows:

with the Court on ||l in Docket Number [T

Government shall not make any affirmative investigative use, through pen
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register authorization, o

authorized by this Court.

3) As directed in the accompanying orders, the following persons

shall:

50 USC.
o (a)

S R Furnish the FBI with any information, facilities, or technical

assistance necessary to accomplish the installation and operation of
the pen register and trap and trace device(s) in such a manner as
will protect their secrecy and produce a minimum amount of
interference with the services such person is providing. Each
specified person shall not disclose the existence of the investigation,
or of the pen register or trap and trace device(s) to any person
unless or until ordered by the Court, and shall maintain all records
concerning the pen registér and trap and trace device(s), or the aid
furnished to the FBI, under the security procedures approved by
the Attorney General and the Director of Central Intelligence (or

Director of National Intelligence) that have previously been or will
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§ 1842(d)(2)
(©)]

September 25, 2017, Public Release

SECRET

be furnished to the specified person and are on file with this Court.
The FBI shall compensate the specified person(s) referred to above
for reasonable expenses incurred in providing such assistance in
connection with the installation and use of the pen register and trap
and trace device(s) authorized herein;

(b)  Disclose to the Federal officer usiﬁg the pen register or trap
and trace device(s) covered by the order:

in the case of the customer or subscriber using the service for which
pen register and trap and trace authority is granted (for the period
specified by the order):

e the name of the customer or subscriber;

o the address of the customer or subscriber;

o the telephone or instrument number, or other subscriber
number or identifier, of the customer or subscriber,
including any temporarily assigned network address or
associated routing or transmission information;

¢ the length of the provision of service by such provider to the
customer or subscriber and the types of services utilized by

the customer or subscriber;
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¢ in the case of a provider of local or long distance telephone
service, any local or long distance telephone records of the
customer or subscriber;

o if applicable, any records reflecting period of usage (or
sessions) by the customer or subscriber; and

® any mechanisms and sources of payment for such service,
including the number of any credit card or bank account
utilized for payment for such service; and

if available, with respect to any customer or subscriber of incoming

or outgoing communications to or from the service covered by the

order:

e the name of such customer or subscriber;

o the address of such customer or subscriber;

e the telephone or instrument number, or other subscriber
number or identifier, of such customer or subsériber,
including any temporarily assigned network address or
associated routing or transmission information; and

e the length of the provision of service by such provider to

such customer or subscriber and the types of services
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utilized by such customer or subscriber; and

[S0US.C.
§1842(g)} , 4) The results of the pen register or trap and trace device(s) shall be

furnished at reasonable intervals during regular business hours for the duration
of the order to the Federal officer using the pen register or trap and trace

device(s) covered by this order.

———- The remainder of this page intentionally left blank. -—-
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This authorization regardin

Signed astern Time

e L Forn

THOMAS F. HOGAN
Judge, United States Fofei
Intelligence Surveillance Court

SECRET
eputy Clerk
FISC, certify that this document &
is a true and correct cQpy of

the original
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