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UNITED STATES
FOREIGN INTELLIGENCE SURVEILLANCE COURT

WASHINGTON, D.C.

MEMORANDUM Oll-’INIDN AND ORDER

This Memorandum Opinion and Order is issued pursuant to 50 U.S.C. § 1803c(b) & (c),
which provide for the Foreign Intelligence Surveillance Court (FISC) to review, inder a “clearly
erroneous” standard, procedures adopted by the Aﬁo;ﬁey Genera! and the Director of Netional
intelligence (DNI) under 530 U.S.C. § 1805b(a)(1). For the reasons staled hereiﬁ. the Court finds
that the procedures that have been submitted to the Court mest the applicable review for clear error
with regerd to the government's determunations that the coilcctions appropriately CONCEIM persons
reasonably believed to bz outside of the United States.

i Procedural History

On August 17, 2007, the government filed a set of procedures with this Court pursuant to 50
U.S.C. § 1805c(a). Thoses procedures pertain to a certification oy the Attorney General and the
Director of National Intelligence, styled DNIVAG 1058 Certification 07-01, filed under seal on
August 10, 2007, pu;rsuant 1o § 1803b(c). Under that certification, 2nd following these procedures

(*07-0! procedures™), the National Security Agency (NSA) acquires foreign intelligence
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In an order dated October 11, 2007, the Court stated that it would consider these

procedures jointly for p\.L'j)osci of the Court’s review pursuant 10 50 U.S.C. § 1805c¢, and directed
.tbe government 1o address specific quastions about these procedures identified in the Court’s initial
review. Thart order ("October 71 Order™) is incorporated herein by reference and made a part of this
Opinion and Order. See attached Tab A. The government timely submined its response on October
26, 2007, see Government's Response to the Court's Order of Coicber 11, 2007 (*Gov i

2sponse”), which is incorporated herein by reference and made a part of this Opinion and Order, as
the Couwrt has rcliegi‘on its contents, See attachéd Tab B.

On Decemmber 12, 2007, a hearing in this matter was conducted on the record. The transcript

of that hearing (*7rans.”) is incorporated herein by reference and made 2 part of this Opinion and

Order, as the Court has relied on its contents. See attached Tab C.
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1. Starutory Framework

In this matter, 2 judge of the FISC is for the first time exercising a responsibility assigned to
it by the Protect A.meripa Act of 2007, Pub. L. No, 110-35, 121 Stat. 532 {PAA)., The PAA created
a new framework, within the Foreign Intelligence Surveillence Act of 1978, codified as amended at
30 U.B.C. §& 1801-1871 (FISA), under which the Exscutive Branch, pursuant 1o a “certification™ by

the Attorney General and the DN, may conduct certain forms of foreign intelligence collection, and
L4
direct third parties to assist in such collection.
The PAA accomplished this in several steps. First, the PAA provided that FISA's definition
of elecironic surveillance, at 50 U.8.C. § 1801{f), shall not be “construed to encompass survsiliance

directed at a person reasonably believed 1o be located outsids of the United States.™ 30 U.S.C.

§ 1805z.!

' Prior 1o the PAA, the government had argued to the FISC that, in some contexts,
surveiliancas of targets outside of the United States did constitute electronic surveiilance as defined
by FISA, such that the FISC had jurisdiction. The FISC judges conciuded that they did have
jurisdiction over ceriain tvpes of such surveillances,

the request of the government, FISC judges have enterizined appiications for zuthority
1o conduct such surveillances. Since the snactment of the PAA, the govemment has opted, pursuant
i the “transition procedures” of the PAA, to continue to submit applications to the FISC for
authority to conduct such suiveillances, “under the provisions of [FISA] as in affect” prior to the
effective date of the PAA. PAA § 5(b).

— ’
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Second, the PAA created a new “certification” mechanism.® Under this PAA mechanism,
“the [DNI] and the Atiorney General, may for periods of up to one year authorize the acquisition of
foreign intelligence information concerning persons reasonably believed to be outside the United
States.” 30 U.S.C. § 1805b(a). In orderio grant such an authorization, the DNI and the Attorney
General must make several specified determinations. Most pertinently, they must determine that

(1) there are reasonable procedures in placs for determining that the acquisition of

foreign intelligence information . . . concerns persons reasonably believed to be

located outside the United States, and such procedurss will be subject to review of

the Court pursuant to [50 U.S.C. § 1805¢; and]

(2) the acquisition does not constitute electronie surveillance . . ..
id.’ Thése determinations “shall be in the form of a written certification, under oath.” § 1805b(a).
The Attormey General and the DNI may direct a person to assist in acquisitions pursuant 1o such a
certification. § 1805b(e).

Third, the PAA provides for judicial review of certain aspects of the certification process.

The government is required to “transmit” to the FISC copies of each certification, § 1805b(a), and to

! The pre-PAA version of FISA provided a means for the Atiomey General to authorize
some forms of electronic surveiilance, without benefit of a court order, by making a different typs of
“certification.” 50 U.S.C. § 1802(a). Section 1802(a), which the PAA did not alter, is available
only in narrowly drawn circumstances — when the surveillance is “solely directed” at ceytsin types of
foreign powers (not incliiding groups engaged in international terrorism) and “there is no substantial
likelihood™ that any U.S. person’s commmunications will be acquired. § 1802(a)(1X(A) & (B),
Although copies of such certifications are filed with the FISC under § 1802(2)(3), the FISC has no
role in reviewing them,

¥ The other required elements of the certification involve assistance from a third party who
has access to communications or communicaticns equipment; the “significant purpose™ of obtaining
foreign intelligence information; and the adequacy of the minimization procedures to be followed.
50 U.8.C. § 1805b{(a)(3), (a)(4) & (2)(5).

Page 4

CR 1243



561

CR 1244

“submit” 10 the FISC “the procedures by which the Government determines that acquisitions
conducted pursuant 1o [§ 1805b] do not constitute electronic surveillance.” § 1803c(a). *No later
than 180 days afier the effective date” of the PAA, the FISC “shall assess the Government’s
determination under section 1805b{a)(1) that those procedures are reasonably designed to ensure
that acquisitions conducted pursuant to section 1805b do not constitute electronic surveillance. The
court’s review shall be limited to whether the Government’s determination is clearly erroneous.”
§ 18035¢(b).
If the court concludes that the determination is not clearly erroneous, it shall enter an
order approving the continued use of such procedures. If the court concludes that the
determination is clearly erroneous, it shall issue an order directing the Government to
submit new procedures within 30 days or ceasz any acquisitions under section 1805b
of this title that are implicated by the court’s order.
§ 1805¢(c).!
Three points about the FISC's role under § 1805¢ bear emphasis.” First, the FISC is to apply

a “clearly erroneous” standard of review. To apply this standard properly. the FISC looks to how a

“clearly erroneous” standard of review is understood in other contexts.® When an appellate court is

* The PAA also provides a role for the FISC regarding directives issued pursuant to
§ 1805b(e): under § 1805b(h), the recipient of such a directive may file a petition with the FISC
challenging its legality; and under § 1803b(g), the government “may invoke the aid” of the FISC “to
compel compliance” with a directive.

* In a separate, adversarial procseding before another judge of this Court under § 1805b{g),
the respondent has argued that the PAA is unconstitutional because it viclates the Fourth
Amendment and separation-of-powers principles, See Docket No. 105B(G) 07-0!. In the instant,
ex parte proceeding under § 1803c, the Court addresses only those issues commended to it by
§ 18035c, and does not reach those constitutional issues.

5 See Bradlev v. United States, 410 U.S. 603, 609 (1973) (statute understeod to use
(continued...)
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—TOP-SECRET/COMINTHORCONNOTORN/XT—

reviewing a district court’s findings of fact, see Fed. R. Civ. Proc. 52(a), it finds clear error only
when “left with a definite and firm conviction that a mistake has been committed.” McAllister v.
United States, 348 U.S. 19, 20 (1934) (internal quotations omitted). The review is not de novo,

because the “clearly erroneous”™ standard “plainly does not entitle a reviewing court to reverse the

- finding . . . simply because it is convinced that it would have decided the case differently.”

Andersen v. City of Bessemer Citv, 470 U.S.'564, 573 (1983). And the “clearly erroneous™

standard of review applied by this Court under different provisions of FISA” “is not, of course,
comparable to a probable cause finding by the judge.’” Inre Sealed Case, 310 F.3d 717, 739 (FISC
Rev. 2002) (quoting H.R. Rep. No. 93-1283, pt. 1 at 80).

Second, the scope of the Court’s review under § 1803c is narrow. Executive branch
determinations under § 1805b(a)(4) & (a)(5) regarding the purpose of the acquisition and the
adequacy of minimization procedures are not subject to review under § 1805c. Nor, under § 1803c,
does the Court make any assessment of probable cause, as it does pursuant to §§ 1805(a)(3) and
1824(2)(3) before issuing orders aurhorizing electronic surveillance and physical search.

Third, the statute describes the subject matter of the Court’s review under § 1803¢ using

varying and ambiguous language. Section 1805b(a)(1) sets out the relevant executive branch

%(...continued)
“familiar legal expressions in their familiar Jegal sense”) (internal quotations omitted).

7 An application to the FISC for an order authorizing electronic surveillance or physical
search must contain a certification from a designated senior executive branch official. See 50
U.S.C. § 1804{a)(7) (electrenic surveillance) and § 1823(a)(7) (physical search). To grant such an
application for a U.S, person target, the FISC judge must find that the certification is not clearly
erroneous. See §§ 1803(a)(3) & § 1824(a)(5).

FOP-SECRET/COMINTAOR CONNOEORNAKL
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“determination™ as follows: that “there are reasonable procedures in place for determining that the
acquisition of foreign intellicence information under this section concemns persons reasonably

believed to be located outside the United States." § 1805b(a)(1) (emphasis added).! However,

§ 1805¢(b) states that the Court “shall assess the Government’s determination under [§ 18035b(a)(1))

that those procedures are reasonably designed to ensure that acquisitions conducted pursuant to

[§ 18035b) do not constitute electronic surveillance.” § 1805c(b) (emphasis added). One provision

focuses on the location of persons implicated by the acquisitions of foreign intelligence information,

while the other provision focuses on whether the acquisitions constitute electronic surveillance.
This seeming disconnect between the language of § 1805b(2)(1) and § 1805¢(b) is bridgad in

part by the PAA’s amendment 1o the definition of “electronic surveillance” to exclude “surveillance

directed at a person reasonably believed to be located outside of the United States.” § 1803a

(emphasis added). Section 1805a arguably harmonizes § 1805b(2)(1) and § 1805¢(b), 1o the sxtent
that the acquisition of foreign intelligence information concerning persons reasonably believed to be

outside of the United States (per § 1805b(a)(1)), will often, and perhaps usually, be accomplished

through surveillance directed at persons reasonably believed to be outside of the United States. In

that event, such survzillance will not constitute “electronic surveillance™ by virtue of § 1805a.” But

' Section 1805b(a)(1) further provides that “such procedures will be subject to review of the
Court pursuant to [§ 1805¢].™ Id.

? For ease of reference, this Memorandum Opinion uses the term “surveillance” 1o refer to
the means of acquisition under the procedures in question. However, to be fully precise, the Court
notes that some acquisitions of foreign intelligence information could involve means that do not fail
within the definition of “electronic surveillance™ at 50 U.S.C. § 1801(%) for reasons other than, or in
addition to, their being directed at persons reasonably believed to be outside of the United States;

(continued...)

Page 7

CR 1246



564

CR 1247

at first glance, at least, this harmonization is imperfect. For sxample, an acquisition of foreign
intelligence information that concermns a person outside of the United States mi.ght not necessaﬁiy be
understood te involve surveillance directed at a person outside of the Un:irted States. The concepts
are related and overlapping, but not necessarily co-extensive under the terms of the starute.

Despite these interpretative difficulties, it seems clear that procadures will satisfy the
relevant statutory requirements if they are reasonably designed to ensure both

(1) that such acquisitions do not constitute “electronic surveiliance,” because they are

surveillance directed at persons reasonably believed to be outside of the United States, and

(2) that the acguisitions of foreion intellicence information concem persons reasonably

believed 1o be outside of the United States.
Accordingly, the Court will review, under a “clearly erroneous” standard, whether the procedures
satisfy each prong of this formulation. Where separate application of the two prongs may produce
divergent results, the starutory language is further analyzed in the relevant factual context. See Parts
[1I.B. and III.D infra. In this review, the Court will both examine the written procedures themselves,
and consider and rely on information provided by the government in its October 26, 2007 response
and a1 the December 12, 2007 hearing regarding the implementation of the procedures and the

intended effect of certain of their provisions.

-

*(...continued)
for example, the means of acquisition could constitute a “physical search” as defined at 30 U.S.C.
§ 1821(5). But as long as the means of acquisition is directed at persons reasonably believed to be
outside of the United States, NSA is not conducting “electronic surveillance,” and the Court need
not inquire into any additional reasons that might support this conclusion,

—FOP-SECRETACOMINT/ORECOMNOFORN/AT—
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1. Consideration of the Procedures
A, Dvervisw of Procedures

In most respects, thc-procedurcs are quite similar. Because the procedures
apply to the acquisition of forsign imelligence information about different entities, they include
different descriptions of targets. There are other variations in wording, about which the Court
inguired in its October 11 Order.” T% ¢ government has clarified that these variations do not reflect
“substantive differences” among the precedures, but rather resuit from drafting rafinements that
100k place afier the adoption of tn. procedures. Gov't Response 2t 9. Thus, while the most
recenuly filed procedures provide more technical detail on some points, the descriptions in al! the
procedures remain “accurate and curreni.” Id. at 9-11. Accordingly, the procedures are discussed
jointly herein.'!

The procedures involve an assessment by NSA analysts, based on available information, that
the user of 2 particular telephone number or electronic communications account/address/identifier

™,

(“e-mail account’ )™ reasonably appears to be outside of the United States, before that telephone

® Cerober [ Order 2t 3 n.l. These variations inciude:

"' There is one significant difference among them: only tb:.proceclurcs includs a type
of “grandfathering” provision, which 1s discussed 21 Part I11.C nfra.

 The Court recognizes that many of thess accounts/addrasses/identifisrs can be used for
slectronic coramunicatiors other then 2-mail, but will uss the term “e-mail account” for ease of
(continued...)

) Ve ads T N
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number or e-mail account is “tasked” for acquisition.

In making this assessment, NSA analysts examine “three categories

of informaiion, as appropriate under the circumstances,”

First, they examine

Second,

For each tasking, analysts are required 1o provide a “citation” to information or reporting on

which they rely in making this assessment, and NSA personnel verify that an &ppropriate citation

?(...continued)
reference,

13
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Afier a telephone pumber or e-mail account has been tasked, NSA will routnely take

specified steps designed 1o assess whether the user ramains outside of the United States. -

In the evenr that information is “acquired by directing survsillance at a person not rezscnably

balievad to be outside the United States in a manner that constmutes electronic surveillance, as

defined under the FISA, [such information] shall be purged from NSA databases.” -

If the user of a tasked facility had

been reasonably believed io be outside of the United States at the time of tasking, but later was

determined to be within the Unized States, NSA will “/tjerminate the acquisition from that person
without delay and determine whether to seek authorization to conduct electronic surveillance under

1

applicable provisicns of FISA.

Page 11
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The procedurss also include oversight and compliance measursas, including revisws, at
g p 2 -

intervals no greater than 60 dzys, by personnel from the Department of Justics and the Office of the

reviews had been conducted as of the hearing on December 12:—
(AR SR i S RN

reviews involve examination of the “citations” recorded by the NSA analystis in suppori of their pre-

tasking assessmen! that the user of the facility is outside of the United States, and, whers the
significance of the citation is not apparent on its face, of the supporting materials referenced in the
citations. Id. at 3, 10-11. The decumentation for-.askings has been reviewed in this
manner, id. ar 5-6, and these reviews have found that “a swong majority” of taskings were properjy
documented by refersncing materials that supported the analysts’ determination that the user of the
tasked faciiity was vutside of the United States. Id. at 12. Most of the problems identified have
concerned adequacy of documentation, id. at 6-8, 12, end training and technical improvements hava
been made in response 10 them. [d. at 10, 34-35. As 10 the actual location of the users of the I:ask:ed
facilities, it appears that, in approxima:e'.y'?_ses, the user of a tasked facility may have been
within the United States. While examination of these cases by the governmeni is not compleis, the
government expects that at ieast some of them may have involved a user reasonably belizved to
have been outside the United Sates at the time of tasking who, based upon later-obtained

information, was subsequenily determined to be within the United States, 1d. at 13-14,

Page 12
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B. Anzlvsis of Procedurss as Applied to Communications o or from Tasked Fadilities

For the most part, NSA surveillance under the PAA acquires telephone communications that
are placed 1o or from tasked telephone numbers, and ¢lsctromc communications that are sent to or
from tasked e-mail accounts." In order to apply the two-pronged formulation stated cn page &
supra, it is necessary to determine at which persons this form cf NSA surveillance is “directed,” and
which persons the resulting acquisitions of forsign intelligence information “concern.”

Under the first prong, which corresponds 10 the language of § 18054, it is naturzl 1o think of
the users of the tasked facilities as the persons at whom surveillance is “directed.” A user ofa
tasked facility is a party to every communication acquired by this form of surveillance, It is true that
other persons are subjected to the surveillance when they communjcaie with the users of the tasked
fecilities. But NSA is not targeting the communications of those other persons for general
acquisition; rather, those persons come within the scope of the surveiilancs only when they are
communicating with the users of the tasked facilities."” In the plain meaning of the term, this form

of surveiliance is “directed” at the users of the tasked facilities, 2nd not at other persons.'®

" NSA also acquires another category of electronic communicarions, which is discussed in
Part I.D infra. ,

'* United States persons whose communications are acquired will be afforded the protection
of FISA minimization procedures. See 50 U.S.C. § 1801(h) {defining "minimization procedures™)
and § 1805b(a)3) {requiring Attorney Generzl and DNI to determnine that the minimization
procedures to be used with respect to PAA acquisitions meet the definition at § 1801(h)).

FISA, of the “facility” at which surveillance is “dirscted.” The FISC has issued rders

anthorizing the acquisition of communications 10 and from specified tzlephone numbers and s-mail

accounts, and those orders identify such telephone numbers and e-mail accoumts as the “facilitiss™” at
(continued...)

' This concjusion comports with the prevalent understanding, under a different iioviFion of
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Under the second prong, which corresponds to the language o § 1803b(a)(1), the
acquisitions of foreign intelligencs informé.tion resulting irom this form of surveillance clearly
“concern” the users of the tasked facilities, who are parties to zach acquired communication. It
could be argued that these acquisitions also “concem” persons who communicate with the users of
the tasked facilities, and even third parties who are menticned in such communications. However,

there are sound reasons for concluding that the second prong is still satisfied. Section 1803b(a)(1).

by its terms, does not require that the acquisition of foreign intelligence information gxclusively

concern parsons reasonably believed to be outside of the United States. Moreover, so stringent a
reading would put § 1805b(a)(1] at odds with § 1803z, which fecuses on the location of persens at
whom the surveillance is “directed,” nct ai the broader class of persons whose comrmmunications or

information are acquired by the surveillance. Therefore, § 1305b(a)(1) should be interpreted in 2

manner that harmonizes its requirements with those of §§ 1803a and 1305¢(b). See Food & Drug

Admin. v. Brown & Williamson Tobaccp Corp., 529 U.S. 120, 133 (2000) (court must interpret

statute “as a symmetrical and coherent regulatory scheme, and fit, if possible, ali parts into an
harmonious whole") (internal quotations and ¢itations omitted).'” This may be done by interpreting
§ 1805b{a}(1) to permit procedures reascnably designed to ensure that each acquisition “concerns”

a person reasonably believed to be cutside of the United States, even if the acquisition aigo may

-

(...continued)
which this form of “electronic surveillance is directed” for purposes of 53¢ U.S.C. § 1803(a)(3)(B).
' The government implicitly adopts a similar interpretative approach. See Gov't Response
at 1(*{T]he government has filed ﬁprocedﬁ:es used to determine that certain acquisitions
of foreign intelligence information concern persons reasonably behieved ic be located cutside of the
Unrited States and, thierefore, do not constitute electronic surveillance.™) (emphasis added).

7 J ’
T 7 + %y
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“concern” another person who is in the United States. The Court adopts this interpretation in its |
review of whether the procedures are clearly srroneous.

Thus, for the form of NSA surveillance that acquires communications that are 10 or from the
tasked facilities, both prongs of the two-part formulation stated on ]ﬁagc 8 supra will be satisfied if
the procedures are reasonably designed to ensure that the users of the tasked facilities are reasonably
believed to be outside of the United States.

The Court ﬁnds: under the applicable “clearly erronsous™ sténda:d._ that the procedures as
generally summarized in Part [Il.A. suora are reasonably designed to ensure that the users of tasked
facilities are reasonably beliaved to be located outside of the United States. While the procedures
leave it to the discretion of NSA analysts exactly which steps are appropriate to take prior 1o tasking
a particuiar phone number or e-mail accounr, analysts are required to make a rzcord of the basis for
their assessment that the user is outside of the United States. After tasking, there are additional
st2ps — some of which are taken as frequently as _— 1o verify thar this assessment
remains valid. The resulis of the reviews conducted by the Depariment of Justice and the Office of
the DNI, as described at the hearing in this matter, support this finding. The Court anticipates that
continuation of thorough reviews by the Department of Justice and the Offica of the DNI wili aid in
the timely identification and resolution of future problems that may arise,

k]l
However, certain provisions of the procedures require further analysis, as discussed below.

.

C, ed Facilitas

The 07-01 procedures for acquisitions rcgarding—

“Grandfathering” of Previouslv Task

Page 13
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requirements telephone numbers and e-mail accounts that had been “properly tasked for collection”

under FISC orders in docket number— 07-01 procedures a1 1 n.l —

The government explains that tasking under these dockets “means that NSA

reasonably believed that the facilities wers being used cutside the United States and that NSA had
discovered no information indicating thai the facilities were being used in the United States.” Gov't
Response z1 4. NSA’s prior determination that these users “were reasonably believed 10 be located
ourside the United States” was “based on the samme categories of informaiion (i.e.—
[ o L o s i ot e e s s e ||
described in the 07-01 procedures,” Id. at 3. However, in implementing those prior authoerities,
NSA did not have formalized processes for verification, documentation, and systemaric re-checking
of atarget’s location. [d. at 4. ' )
Such previously tasked phone numbers and 2-mail accounts are exempt ffom pre-tasking -
requirements under the 7-01 procedures, but “are subjected to the same post-tasking procedires
designed 10 verify that their location is ouiside of the United States and to notify NSA of any
changes to their location zs are other facilities.” 1d. As noted above, these post-tasking procedures

Court finds that the exemnption of these facilities from pre-tasking requirements does not alter its

Page 16
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general conclusion that the procedures satisfy the applicable review for clear error with regard to
acguisition of communicarions to or frem tasked telephone nurnbers and e-maij accounts.
2,

Acquisition of “About” Communications

In addition to asquiring communications that are o or from a tasked facility, NSA also
acquires electronic communications that are “about,” i.e., contain a reference to, a tasked e-mail

account.'® {There is nc compareble acquisition of phone communications.) Because thesz “abour™

I8 T

['hese “about” communications consist of the following-catcgor:?es (for ease of
reference, the e-mail account tasked for acquisition is given the name “tasked(@email.com™):

See Gov 't Response at 7 {refersncing description at pages 12-14 of the Primary Order issued on i
(continued...)
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communications wil! not necessarily be to or from the user of a tasked e-mail accourt, it is
necessary 1o analyze them separately under the two-pronged formulation previeusly discussed on

page & supra. Under that formulation, the relevant statutory requirements will be met if the

procedures are reasonably designed to ensure both (1) that the acquisitions do not constitute
“electronic surveillance,” because they are surveillance directed at persons reasonably believed to be
outside of the United Szates, and (2} that the acquisitions of foreign intelligence information concern
persons reasonably believed 10 be outside of the United States.

In each case, the user of the 1asked e-mail account will have already besn detzrmined by
NSA, in accordance with the proczdures (to include the “grandfathering” provision in the 07-01

procedures), 1o reasonably appear i¢ be outside of the United Stares. In addition, "NSA wili either

reasons, the Court accepts, for purposes of its “clearly srroneous™ review, that for each “abour”

comununication that is acquired, there is reason to believe: (a) that the user of the tasked e-mail

‘ " In the event that NSA determines that an “abour” communicarion was acquired where 2l
parties to 1he communication were within the United States, NSA would purge information about
the communicatien from it datzbases. Trans. at 4718,

-, sy [} v
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account, the namne of which is referenced in the acquired communication, is outside of the United
States; and (b) that at jeast one party 1o the acquired communication is outside of the United States.
From these two conclusions, it follows that “about™ communications satisfy the second prong of the
above-described formulation because there is reason to believe that the acquired communications
“concern” persons reasonably believed to be outside of the United States.

This is true for two reasons. First, there is reason to believe that such communicazions
concern the users of the tasked e-mail accounts that are referenced in the communications, and those
users are reasonably believed to be outside of the United States. Second, there is reason to believe
that at least one party to an acquired communication is outside of the United States, such that the
communication will “concern™ that party also. In addition to these persons reasonably believed 10
be outside of the Uniied States, the acquired communications might also “concern’™ other persons,
including some persons in the United States. This fact, however, is not fatal to the procedures,
because an acquisition may properly concern a person in the United States, provided that it also
concerns one or more persons reasonably believed 1o be outside of the United States, under the
interpretation adopted by the Court to harmonize § 1805b{a)(1) with §§ 1805a and 1805c(b). See
Part I11.B, supra. Accordingly, the Coust finds, under the applicable “clearly erroneous™ standard,
that the second prong of this formulation, relating to the requirements of § 1803b{2)(1), is satjsfied.

Under the fifst prong of the formulation, the analysis is not as simple, because it less clear at
whom this form of surveillance is I‘directed.” In one sense, NSA directs the surveillance by tasking
particular e-mail accounts for acquisition, and as a result of that tasking only communications that
are 1o, from or “about” a tasked e-mail account are acquired. From this perspecuve, the users of the
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7 B —, { 1717
tasked e-mail accounts, who by virtme of the procedures are reasonably believed 1o be outside of the
United States, could be regarded as the persons at whom the surveillance is directed. All the
acguired communications relate in sbme fashion ic the taskad e-rmail accounts, and ail persons other
than the users of the tasked accounts have their commumicaticns acquired oaly to the extent that
they communicaie with, or “zbout,” a tasked e-mail account. Ia less technical terms, NSA is oying
to obtain informaticn primarily abour the users of the 1asked e-mail accounts, and zbout other
persons only insofar as their communications relate 10 those accounts.

However, there is another sense in which NSA eould be said to “dirzct” this form of

_that each communication acquired has at lezst one party outside of the United

States. In this sense, NS4's surveillance can be said teo be directed at parties outside of the United

States who send or receive communications that contain a reference 1o the tasked e-mail account.

The government appears to adhere to this understanding. §c_e_
_(“NSA will direct [this form of] surveillance al a party tc the

comm‘.gnic;tion reaspnably believed ¢ bz cutside the United States.”™); Gov 't Response at 7 ("Tha
person from whom NSA seeks 1o acquire communications in such cases is the party to the
communication who 15 reasonably believed to be located outside of the United States.”)

There is a third possibility: that the surveillance is instead or also directed at those persons
inside the United States who send or ressive communications that contain a reference to the tasked
e-mail account. the user of which is reasonably believed 10 te outside of the United States. But
against this view, it could be argued that NSA s not affirmatively directing the surveiliance a1 these

g [ a [ 3 9. L)
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persons, either individually (e.g., by tasking 2-mail accounts used by thern) or collectively {e.g., by
conducting the surveillance in a manner 10 snsure that at least one party to the communication is
inside the United States).

Under the terms of §§ 18052 and 1805c(b), it is difficult to ascertain the class of persons at
whom this form of surveillance is “directed.” However, the Court recognizes that, undér the
“clearly erroneous” standard of review applicable under § 18035¢c(b), the government's deiermination
regarding the procedures should be overturned only where there is “a definite and firm conviction
that a misteke has been commined.” McAllister, 348 U.S. 21 20. The Court is also mindful, as
stated in Part [T1.B above, that where possible it should harmonize the requirements of §§ 180352 and
1805¢(b) with those of § 1805b(a){1). See Food & Drug Admin., 529 U.S. at 133. Having
determined that the procedures satisfy the second prong of the formulation stated on page 8 supra,
which follows the language of § 1805b(2)(1), the Court should adopt a reasonable interpretation of
§5 1805a and 1805¢(b) that permits a finding that the first prong is satisfied, even if the statuory
language is open 1o other reasonable interpretations.

Accerdiagiy

=t 1

in reviewing these procedures, the Court adopis the interpretation that, under
§& 1805a and 1805¢(b), this form of surveillance is “directed” (i) at the users of the tasked 2-mail
accounts {each of whom, by implementation of the procedures, is reasonably believed to be cutside
of the United States}; (ii) at those parties 10 the 2cquired comrmunications who, by virme of-
to be outside of the United Siates; or (iii) at both these classes of persons. Because there is reason

to believe that both classes of persons are outside of the United States, the Court finds, under the

o o > 2 B e
1 3 7
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“cleasly erroneous” standard zpplicable under § 1805¢, that the first prong of the formularion stated
on page 8 supra is satisfied. The Court expresses no opinion ‘on whether such 2 finding could be
made for procedures that did not provide reason to believe that both the user of the tasked e-mail
accounts and at jzast one party 1o the acguired communications are outside of the United States.

E. Emergencv Departure Provision

The procedures state:

If, in order 1o protect against an immediate threat to the national security, the NSA

determines that it must take action in apparent departure from these procedures and

that it is not feasible 10 obtain a timely modification of these procedures from the

Atworney General and Director of National Intelligence, NSA may take such action

and shall report that activity promptly to {the Department of Justice anc the Office of
the DNI].

As of the hearing on December 12, this departurs provision had not besn invoked. Trans. at
28. By the terms of this provision, any requirement of the procedures could be the subject of a
“departure.”™ However, the government has explained that it anticipates that an emergency

departure might be invoked in one of three contexts:

** Even in emergency circumstances, though, NSA “would continue to adhers to the
statutory limitation that it could only direct surveillance at 2 target reasonably believed to be located
outside of the Uniied States.” Gov'r Response at 2,

Page 22
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The government intends that NSA's prompt notification of the activity conductzd pursuant

10 an emergency depariure would be in writing (either initially or following an oral notification),
such that the propnety of such activity could be assessed in futurs reviews. 1d. at 40. The departure
from the procedures would be only as broad as necessary to respond to the immediate threat to
nation:al security, id. at 33-34, and would terminate once the immediate threat had receded. 1d. at
36-37. if the government concluded thar a broader or longer-lasting moedification cf the procedures
was appropriate, it would revise the procedurss accordingly and submit the revision to the FISC for
review under § 1805¢c. ]d. at 36-37.

The Court recognizes that it is difficult to anticipate in advance what steps would be most
afficacious in responding to an smergency. The government has determined that a delegation to
NSA of autherity to depart from the procedures temporarily, when necessary to respond 1o an
immediate threat io national security, and only when modification by the Arnomney General and the
DNI cannot be ameiy obained, is 2 reasonable means of responding to emergencies. NSA is
required to report such activity promptly to the Artorney General and the DNI. who may then take

appropriate action if they do not believe that the departure is justified. Based on the governmen:’s

o - L N1
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explanaticn of the intended functioning of the emergency departure provision, the Court finds, in
reliance on the government’s explanation, that this provision does not alter its general conclusion
that the procedures saiisfy the applicable review for clear error.

[V. Conclusion

For the reasons stated herein, the Court finds, in the language of 50 U.S.C. § 1805c(b) and
consistent with the Court’s interpratation of that provision in view of 50 U.S.C. §§ 1805b(a)(1} and
18032, that the Governmen:'s determination under 30 U.S.C. § 18035b{a)(1) that L‘u'-

—procedures “are reasonably designed to ensure thal
acquisitions conducted pursuant to [§ 1803b] do net constiture electronic surveillance™ is not
“clearly erroneous.” Accordingly, .pm"suant to § 1805¢(c), it is hereby ORDERED that the

continued use of such procedures is approved.

' &>

%J%Zéw Ko,

COLLEEN KOLLAR-KOTELLY
Judge, United States Foreign r/
Intelligence Surveillance Court
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UNITED STATES

FOREIGN INTELLIGENCE SURVEILLANCE COURT

ORDER

Oz August 17, 2007, the governmen: Hiad a set of procedurss with this Court pursuant w 30
17.S.C. § 1805C. Those procedures pertaip 10 a ceriicaton by the Ativrney General and the
Dirsctor of Nzdonal Inielligence, styled DNVAG 105B Certification 07-01, filed under seal on
Avgust 10, 2007, pursuant to § 18038(c). Under that certification, and foliowing those procedures
(*07-01 procedures™), fhe Natiopal Sacy= (NS 4 ' jon § i
information regardin

-

; A o= ; nixilig=

These submissions provide the firsi occasion for Court review of such procedures under 30

U.S.C. § 1805C(b). Under that provision, the Court “shall 2ssass the Government's determination
. . that [such] procedures are reasonably designed to ensure that acquisitions conducted pursuant to

section 1803B do ot constitute slecronic swveillance. The court’s review shall be limited to
whether the Goyernment's determination is clsarly erroneous.” Evidently, it is the govemmant's
view that acquisitions under the above-referencad procadures will not constitute ejectronic
surveillance beczuse they will be “directed at a person reasonably believed to be located outsids of
the United States.” and thersfors will be sxcluded from the definiton of slectromic surveillance by
§ 1803A.

=rocedures ara similar in many respaets, the Court intends

to consider all procedures jointly Tor purposes of review under § 1805C(b).
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In furtherance of that consideranon, it is hereby ORDERED as follows:

1. The government shall file supplemental briefing and informaticn on the following

quzsnors, which the Court has identified as the principal issnes for purposas of its raview of these
proczdurss under § 1805Ce):

(2} Under what circumstancss is it snvisionsd that, under Part IV. of all -
procadures, an “immediate threat to the national security” would require departure Tom the

procedures? What provisions of the procedurss would have to be disregarded in such
circumstanses in order io raspond 1o such a threat? 1s a delegation 10 NSA of 2uthority to
decide when it is justifisd 1o “depart” from these procedurss consisient with stantory
requirernents”?

(b} Footnoie 1, page 1, of the (7-01 procedurss appears to exempt from those procsdures
facilives “properly 1asked for collection” under certain prior zurhorities from the 07-01
procedurss. To what extent did that prior tasking invelve a deizzmination of the user’s
locanion under procedures comparable to those now before the Court? Are such facilities
permanently exemptad from all requirements of the 07-01 procedures? Or, for sxample, are
they exempted from reguirements for the inidacon of collection, but ars subject to post-
initiation procedures (sge subparagraph (c) below) designed to verify that the user of 2
facility is still outside of the United Statas?

(¢) Toe procedurss stats that NS4 will “routinely”™ undertake certain activitiss that togather
will constinne an “zpalysis designed to deiect those occasions when 2 person who when

tzrict=d was r=asonabiv behizvad to be locatad overseas has since 2ntersd the Unitzd Staie
(i) At what ttme intervals will zach of the various steps be taken”

ears that NSA ma

continue 1o regard a facility —

— 25 being used by 2 person outside of the United
Stares, zven aftzr it becomes aware.of indicadons tat it may be used by someone in the
United States. To whar exteat do these procedirss embody 2 presumption that 2 user who is
initially assessed 1o be outside of the United States ramains outside of the Unitad Statss,
zven if there are later indications o the contrary? If there is such a presumption, why is it
reasonable?

(d) The procedures describe circumstances “where NSA seeks o acguire cornmunications

1t the taroet ™ ‘oot to or from the target.”
Does this acquisition involve the intercepton of one or more rypes
0 out communicaiiops,” 2= described at pages 12-14 of the Primary Order issued on May
31, 2007, in Docket No, ? Who is thz “pzrson ffom whom [NSA] seeks 1o obtain
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forzign intailigencs information” in this contexi?

May NSA acquire such commumeations, 25 10ng &S 1t 15
reasonably believed that at least one party {sender or racipient) 10 the communication is
outside of the United Stat=s? Or should the location of the sender bz determinative?

72} The procedurss staze thar “informaton aequired by dirscing surveillance at 2 parson not
reasonably believed 1o be ourside of the United States in a rmanner that constinnss aleconic
urveillance . shall road 2 IS A darabasas.”

Doas this mean that all rzcords or copies of such
mioreaanon, o eny lorm, shall be desrroved?

Howszvar, there are other diffzrences in wording, the efect of which is uncertein.' To
the extent that these differences in wording ar2 intendad to reflect 2 substantive diference in how
The procadures are implemented, the government is directad 10 2xplaia in {is submussion the
diferences in implementarion and réesons thersior, To the extant that these differences in wording
are not intended 1o reflect a substantve difersnice, but rather, 2.g., reflect drafting refinements that
i0ok place after the submission of the 07-01 procedurss, the government's submissior shall 5o staze,
and shall include revised versions of tha procedurss 1o the axiant necessary 10 make sach set of
procedurss fully accurate and currsnt

3. Ths govemment shall maks 1ts submission, in conformance with paragraphs |, and 2,
above, on or before Ociober 26, 2007.

T
m—— = 000
(.- )4,@?&& XZH]
Lotida | ; sl

COLLESEN XCLLAR-KOTELLY '
Judege, Unitzd States Foreign

N Inteiligence Surveiliance Court

Page 3
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UNITED STATES -
FOREIGN INTELLIGENCE SURVEILLANCE COURT |

WASHINGTON, D.C.

e N et N S S

GOVYERNMENT'S RESPONSE TO
THE COURT’S ORDER OF OCTOBER 11. 2007

The United States of America, through the undersigned Department of Justice
attorney, respectiitlly submits this response to the questions the Court pesed in its Order
datad October 11, 2007, in the above-captioned matter. TSL

Pursuant to 50 U.S.C. § [805C, the Government has ﬁlcd-proccd‘.lrcs
used 10 determine that cartair acquisitions of foreign intelligence information concermn
persons reasonably believed to be located outside of the United States and, thersfore, do
not consttute electrenic sur-‘v'eilianca. See 50 US.C. § 18054 ("Nothing in the definiicn
of electromic surveillance under section 101(f) shall be construed w encompass

surveillance direcied at 2 person reasonably believed io be located outside of the United

Stazes.™) Thcse-procedures correspond to_
certicatons - captcne: [

respectively — authorizing the National Security Agency (NSA) o acquire forsign
T L T
Classified by: Margaret A. Skellv-Nolen. Actin

Intelligence Policy. NSD. DOJ

Reason: A(g) .
Declassiiy on: 26 QOctober 2032 .

——
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intelhgence information regarding varjous targats. In ascordance with 30 U.S.C. §
1803C(b), the Court “shali assess the Government's determination . . . that [such)
procedures ars reasonably designed to ensure that BCQUISITIONS conducted pursuant to
sction 1038 do not constituie slectronic surveillance.” This review is limited to whether
the Government's determination is “clearly erroneouvs.” Id The foliowing resposnses o

the Court's questions are based primarily on information provided by NSA. TS}

Under what circumstances is it epvisioned that, under Part IV of all
rocedures, an “immedtats threat to the national security” would require departurz
= procedures? What provisions of the procedures would have 1o be distegarded in
such circumstances in order to raspond to such a threai? Is 2 delegation to NSA of
thority to decide when it is } usnﬁud to “depart” from these procedurss consisien: with
:mtatorv requirements ’—EB—:‘SF’BC—}FT
Answer 1(a) Part TV of each set of procedures was inseried to allow for an
cmmergency situation in which the Goverameni must acquirs forsign intelligencs
information on an emergency basis in order 10 protect against an immediate threat o

tbe nabional secusity, but is unable to0 compiy with the procedures &t the titne of the

acquisition. For example, due to an emergency situation, the NSA analyst requesting

that a facility be tasked may not

due to the emergency situation and the need jor immediate collection of
informsticn. Under such circumstances, the Geovernment would continue to adbere to
ihe statutory limitation that it could cnly direct surveillance at a targat reasorably

=lieved 10 be located outside of the United States. TTSHFSHOENT—
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The Government believes this provision is consistent with statutory requirements
bccla.uss, as noied above, the Government will adhere to the statutory limitation in the
Protect Amenica Act of 2007 (PAA) in any case in which it departs from the
Drocedures to protect agﬁinst an immeadiate threat. Further, Part TV of the procedures

sguires that action under this provision only be taken in the evant that obtaining a
dmely modification of the procedures from the Dirsctor of Nationel lﬁr:lligence
(DNI) and the Atiorney General {AG) is not feasible. In addidon, Part IV of the |
procedurss requires prompt notification of NSA’s departure Tom the procedures to
the representatives of the DNI and AG. Accordingly, io the extent NSA has been
delegaied the authority to decide if a departure from the procedurss is necessary, there
will be an opportanity for the DNI and AG to review any such decision by NEA.

IR

Quesdon 1(b) Foomote [, page [, of the 07-01 procedures appears to exsmpt Tom those
procedures facilides “properly tasked for coliestion™ under cartain prior authorities from
the 07-01 procedurss. To what extent did that prior tasking involve a determinafion of
the user's location under procedures cormpazrable to those now bzfore the Court? Are
such facilities permanently exsmpted Som 2!l raguirements of the 07-01 procedures? Or,
for example, are they exempted fom raquirements for the initiation of collecticn, but are
subject 10 pcs‘-lnl*dd:ic\n procedures (see subparagraph (c) below) designed to verify that
the user of a facility is sill outsids of the United Statss? | L S7ST7OCNT—

Answer 1(b) NSA deisrmined that the users of facilities tasked for collection under

docket numbers- and -Wcrc reasonably believed to be located outside

the United States based on the same categories of information (i.e._

-dcscn"‘cad in the 7-01 procedures. However, at the time the foreignnass

" 1 dock=: qumber telephone aumbers zad 2-tnail accounts 1asked for collection wers referred to
2¢ “selectors” rather thao sacilites. For case of reserence, izlephone numsbers and s-mail accounts tesked
for collection undcr-e. referred to herein 2s “facilities.” TTS/STOCNF—
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determination was made for 2ach of those faciliiies tasked for collection under docket
numbcrs- and - every database that is mendoned in the 07-01
procedurss did not necessarily exist, or contain the same types of informenon. The
fact that sach of the facilities wes presented to the Court in dockst numbers -
a.nd-maans that NSA reasonably believed that the facilities were being used
outside the United States 2nd that NSA had discovered no informasion indicating that
the faciliti=s were being used in the Unii=d Staies. However, NSA did not have in
place, prior o the PAA the formalized anc repeatable pre-tasking procedurss it has in
place now with r=spect 1o such detenminations. Most sigaificandy, NSA had no
requirerent that such determinations be documentsd or that the information which
formed the besis for the determinatons be maintained 2t NSA in a way that could be
retrieved and providad to those conducting oversight. Nor did NSA have any
systemanc posi-tasking procecures to ensure that NSA became awares of any
discrepancies between NSA's pre-tasking forsignness determination for a target and
the targef’s actual locadon. TTSASHOCHNE-
Facilities that had bezn tasked Tor collsction under docket numbers -a.nc'.
-md zrz now tasked under the PAA are not permanently exemptad from all
requirernents of the 07-01 procedurss, Specifically, facilities inftally tasked pursuant
to footnote | of the 07-01 procedures are subjected to the same post-tasking
orocecures designed to verify that their location is outsidz of the United States and to

notify NSA of any changes 1o their location as are other facilines, (FSASIHOCHND
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Ouestien 1(c) The procedires state that NSA will “routinely” undertake certain
activities that together will constitute an "&u&lelS dssigned to detect those occasions
when 2 person. who when targeied w 2ablv beleved to be iocated overseas has
since entered the United States.”

Question 1(cWT) At what time intervals will zach of the various steps be taken?
—TSUBHQC NEY

Answer 1{c)(i) Electronic communications accounts/addresses/identifiers tasked

pursuant io the procedures are all checked against rhe-databe.se (as

in order o iy to detect whether a tasked

electronic communicatons account/address/idantifier has been used Fom a location

inside the United States. The rasults of these checks are ravicwed-

o } T~
7 =

T=izphone saiectors are likewise pro:csscd-a::.d the results are

ra\"'.cwed- for the plrpose of attempting to verify the user’s location.
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zars that NSA may continue 1o regard & facility - [ NN
s being used by a person outside
of tha United States, even aftar it becomes aware of indications that it may be used by
someone in: the United States, To what extent do these procedures embody a
presumption that a.user who 15 initially assessed tc be outside of the Uazited Statss
remains outside of the United States, even if thera are Jater indications to the contrary? If
there is such a presumption, why is it reasonzble? (FSAEIHOCHE—

Answer 1(c)(if) Once NSA detzrmines that the nser cf a facility is reasonably
believed to be cutside the United States, it will presume thet the user remains outside
the United States, unless it becomes aware of indicaticns 1o the contrery. Th2 post-
tasking procedures contzined in Pert [ of toe procedures, and also described in
response to the Court's qucs‘:;oﬁ 1{c)(1), are designed to alert NSA to eny indications
that the user is no longer outside the United States. However, there are ca.sés n
which«nformaton NSA receives may indicate a user is in the United States, but NSA
may still rsasonably believe, based on analysis of additional information in NSA's

possession, that the user is {ocated outsidz of the United States. For example,-

- wr

BA [
" 7
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gaemou 1d) The procedures describe czrcums‘a:»e: “where NS
= but - from the targat”
oes this acquisibo
interception of ane or more types of “about communicatiops.” as described at pzges 12~
14 of the Primary Order issued on \4&3} 31 00?, in Docket No Wbﬂ 1s the
“persen fom igr iorall i oD this

May NSA
acquire such communicetions, as long as it 1s lsasons,’oly believed that at least one party
(sender or recipient) fo the communication is outside of the United Siates? Or should the
location of the sender be determinative? {(FSASHHOCNE

t tha taroe

Answer 1(d) The acquisition “where NSA seeks to acquire communications about
the target,” but “not 1o or from the Tm:nrct" involves the interception of “abowt”
communications as described at pages 12-14 of the Primary Order issued on May 31,
2007, in Docket No.- (TSHSLUDCNE)

The person from whom NSA seeks to acquire communications in such cases is
the party to the communication who 1is reasonebly belizved to be located outside the
Ur_m:d; States. NSA may acquire such communications as long as it réa.sonably
believes at jeast one party (sender or recipient) is outside of the United Statss, and the

location of ihs sender of the communication should not be determinative, As noted in

the procedures, in these cases where NSA seeks fo acguire communications abeut the

target thar are pot to or from the target, NSA will _
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the person from whorm it seeks to obtain foreign inseliigence information is located

outsids of the Unitzed Staies

r- Fl

Question 1{e) The procedures stats that “informatios acquired by dirscting surveillance

at a person not rcasonably b*hevcd 1o be outside of the United States in 2 D:W
] __shail be purged from NSA datmabases.™

Does this mean that all

records or copies of such information, in any form, shall be destroyed?{TSH/SIHOCHE-

Answer (1)(2) In the svent NSA determined that 1t had “inforrnation acquired by
directing surveillance zt 2 person not reasonably believed to be outside of the United
States iz a manner that constitates electronic surveillance,” NSA would purge the
information from its databases and tzka steps designed to ensure that al! other records
or copies of such information, in zny form, were destroyed. Data collacted by NSA
under PAA authonty is precissly labeled and controlled, and it is stored in & Limited
number of known, established electronic repositories. If required to purge the data,
NSA analysts would provide the system adminiswators of these repositories with the

precise identifying information for the dara to be purged in order to pinpoint the

specific data that resulted from the inappropriate collectior, and would confinue to
follow up until the purge was completed. (FSHSHOCNT)~

In addition, NSA would determmine whether anything from this coilecion had been
disseminated and would take steps 1o delete inteiligence reports fom NSA databases,
subsequently issuing a report cancellation notice 1o all customers who would have
received the original report, requesting that they dzlete it from their own holdings.
NSA analysts ars trained and tested on the handling requirements for data collected
pursuant to the PAA, including the cornditoas under which the data must be purgad,

2nd the requirement 0 desToy acy hard copies that they heve retained. NSA relies cn
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local managers, intelligence oversight officers, and the analysts who discover the
problem ssiectors to ensure, 1o the extant possible, that thess hard copies ars
destroyed. {TSHSHOCNT

Qu on Some of the

However, there are ot
wording, the effect of which is uncertain.” To the extent that these differences in wording
are intended 1o rzflect 2 substantive differsnce 1n how the procedures are implementad,
the government is directad to explain in its submission the differznces in implemertation
and reasons thersfor. To the extent that these differences in wording are not intended to
reflect 2 substaniive diffsrence, but rather, =.g., r=flect drafting refinements that took
place after the submission of the 07-01 procedures, the govermment's submission shall so
state, and shall include ravised versions of the proceaﬂr-s © Th’ extant necessary to make
each set of procedurss fully accurate and current. (IS4

Answer 2 No substantive differences were intended among the procedures. The

differences 1dentified by the Court reflect subtle refinements that took place as the

procedures for 2ach certification were drafied and Snalized. -
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As explained abcve, done of the differences in wording identified by the Ceunt

resuited from changes that were mada to correct an inaccuracy or to make current
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information that had become outdated Thersfore, the Government has not provided
revised versions of the procedures because the procedures presentzd to the Court, as
approved by the DNI and the AG, are accurare and current, notwithstanding these

minor differences. “TSHSHOCNEL

Respectiully submitted,

MATTHEW G. OLSEN
Deputy Assistant Atiorney General

Associzte Counsel

Attorney-Advisor

Nztional Security Division
U.S. Department of Justice
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