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UNITED STATES 

FOREIGN INP-'iLJGENCE SURVEILLANCE COURT 

WASHINGTON, D.C. 

MEMORANDUM OPINION AND ORDER 

This Memorandum Opinion and Order is issued pursuant to 50 U.S.C. § 1805c(b) & (c), 

which provide for the Foreign Intelligence Su.-vei1lance Court (FISC) to review, under a "clearly 

erroneous" standard, procedures adopted by the Attorney General and the Director of National 

Intelligence (DN'f) under 50 U.S.C. § 1805b(a)(1 ). For the reasons stated herein, the Coun finds 

that the procedures that have been 5ubmittcd to the Court meet the appl)C'3,ble review for clear error 

with regard to the govemmenr' s determmations that t.i)e collections appropriately concern persons 

reasonably believed to be outside of the United States. 

l. Procedural History 

On August 17, 2007, the goverr!IDent filed a set of procedures with this Coun. pur.suant to 50 

U.S. C. § 1805c( a). Those procedures pertain to a certification by the Attorney G~neral and the 

Director ofNa1iona! Intelligence, styled DNI/AG 105B Certification 07-01, filed under seal on 

August l 0, 2007, pursuant to§ 1805b(c). Under that certification, and foilo~ing lhose procedures 

("07~0! procedures"}, the National Secur)ty Agency (NSA) acquires fore1gn intelligence 
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In an order dated Octob¢r 11, 2007, the Court stated that it would consider these 

procedures jointly for purposes of the Court's review pursuant !O SO U.S.C. § ! 805c, a.11d directed 

the government 10 address specific questions about these procedures identified in the CoUJ1' s initial 

review. That order ("October l 1 Order") is inccrporatecl herein by reference and macie a part of this 

Opinion and Order. See anached Tab A. The government timely submitted its response on October 

26, 2007, ~Government's Response to me Court's Order of October 11, 2007 ("Gov ·1 

Response"), which is incorporated herein by reference and made a pa.rt of this Opinion and Order, as 

the Court has relied.on its contents. See attached Tab B. 

On December 12, 2007, a hearing in this marter was conducted on the record. The transcrip1 

of that hearing ("Trans.") is incorporated herein by reference a.1'ld made a part of trus OpLrlion and 

Ord>!r, as The Court has relied on its contents. See attached Tab C. 
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ll. Statutory Framework 

In this matter, a judge of the FISC is for the first time exercising a respons3bility assigned to 

it by the Protect America Act of 2007, Pub. L. No. 110-55, 121 Stat. 552 (PAA.). The PA.A created 

a new framework, \vlthin the Foreign lnteHigence Surveillance Act of 1978, codified as amended at 

50 U.S.C. §§ 180] .1871 (FlSA), under which the Executive Branch, pursuant to a ""certification" by 

the Attorney General and the DNl, may conduct certain fonns of foreign intelligence collection, and 

" 
direct third pa..-des to assist in such collection. 

The PA-A accomplished t.'r}is in several steps. First, the PAA provided that FTSA1,s defini;;ion 

of electronic surveillai."lce, at 50 TJ.S.C. § l &Ol(f), shall nat be "consLrued to encompass surveillance 

direct~d at a person reasonably believed to be located outsjde of the United States.'~ 50 U.S.C. 

§ l805a. 1 

1 Prior to the PAA, the government had argued t{) the FISC that, in some contexts, 
surveillances of targets outside of the United States did constitute electronic surveillance as defined 
by FIS.>\, such that the FISC had ju..iisdiction. The FISC ·ud es concluded that tbev did have 
· urisdiction over certain tvt>es of such suzveilla.nces 

At 
the request of the government, FISC judges have entenain~d p!kations for authority 
to conduct such surveillances. Since the enactment of rhe PAA, the government has opted, pursuant 
to the ''tr~tsition procedures" of the PA.A, to continue to submit applications to the FISC for 
authority to conduct such su..~'eiHances, •;under the provisions of [F1SA] as in affect" prior to the 
effective date of the PA.A.. PAA§ 6(b). 
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Second, the PAA created a new "certification" mechanism. 2 Under this P .A.....A. mechanism, 

';the [DN1) and the Attorney General, may for periods of up to one year authorize the acqu1sition of 

foreign inteiligence information concerning persons reasonabJy believed to be outside the United 

States." 50 U.S.C. § l 805b(a). In order to grant such an authorization, the DN.I and the Attorney 

General must make several specified determinations. Most peninent1y, they mus1 determine that 

(1) there are reasonable procedures in place for determining that the acquisition of 
foreign intelligence information ... concerns persons reasonably belie-ved to be 
located outside the United States, and such procedures will be subject to review of 
the Court pursuant to [50 U.S .C. § 1805c; and] 

(2) the acquisition does not constitute elecrronic surveillance ... . 

ld.3 These determinations "shall be in the form of a IN!itten certification, under oath." § 1805b(a). 

The Attorney General and the DNI may direc1 a person to assi.st in acquisitions pursuant to such a 

certification. § 1805b(e). 

Third, the PA.A. prov1des for judicial review of certain aspects of tbe certification process. 

The government is iequired to "transmit" to rhe FISC copies of each certification, § 1805b(a), and to 

i The pre-PAA. version of PISA provided a means for tbe Attorney Genera] to authorize 
some forms of electronic su:rVeillance, without benefit of a court order, by making a different type of 
;'certification." 50 U.S.C. § 1802(a). Section 1802(a), which the PA.A. did not aJter, is available 
only in narrowly drav,rn circumstances - when the surveiHance is "solely directed" at cenain types of 
foreign powers (not including groups engaged in international terrorism) and "there is no substantial 
likelihood" that any U.S. person's communications will be acquired. § 1802(a)(l)(A) & (B). 
Although copies of such certifications are filed with the F1SC under§ 1802(a)(3), the FISC has no 
role in reviewing them. 

3 The other required elements of the cenificarion involve assistance from a third party who 
has access to communications or communications equipment; the "significant purpose" of obtaining 
foreign intelligence infonnation; and the adequacy of the minimizaiion procedures to be foilowed. 
50 U.S.C. § l 805b(a)(3), (a)(4) & (a)(5). 
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"submit" 10 the FISC "the procedures by which the Government determines that acquisitions 

conducted pursuant to [§ l 805b] do not constitute electronic surveillance." § l 805c(a). "No laler 

than 180 days aft.er the effective date" of the P.~. the FISC "shall assess the Governmem's 

determination under section 1805b{a)(1) that those procedures are reasonably designed to ensure 

that acquisitions conducted oursuant to section 1805b do not constitute electronic surveillance. The . . 

court's review shall be limited to whether the Government's deteqnination is clearly erroneous." 

§ l 805c(b). 

If the court concludes that the determination is not clearly erroneous, it shall enter an 
order approving me continued use of such procedures. If tlie colli-t concludes that the 
determination is clearly erroneous, it shall issue an order directing the Gove:rament to 
submit new procedures -within 3 0 days or cease any acquisitions under section l 805b 
of mis title that are implicated.by the court' s order. 

§ l 805c(c).4 

Three points about the FISC' s role under § 1805c bear emphasis.5 First, the FISC is to apply 

a "clearly erroneous'' standard of review. To apply this standard properly, the FISC looks to how a 

·'clearly erroneous" standard of review is understood in other contexts.6 Wben an appellate court is 

4 The PA.A. also provides a role for the FISC regarding directives issued pursuant to 
§ 1805b( e): under § I 805b(h), the recipient of such a directive may file a petition with the FISC 
challenging its legality; and under§ 1805b(g), the government "may invoke the aid" of the FISC "to 
compel compliance" wirh a directive. 

5 In a separaie, adversarial proceeding before another judge of this Court under § l 805b(g), 
the respondent has argued that the PAA. is unconstitutional because it vi9lates the Fourth 
AmencL-nent and separation-of-powers principles. See Docket No. 1 OSB(G) 07-0 l. In the instant, 
ex parte proceeding under § l 805c, the Court addresses only those issues commended to it by 
§ l 805c, and does not reach those constitutional issues. 

See Bradlev v. United States, 4 10 U.S. 605, 609 (1973) (statute understood to use 
(continued ... ) 
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reviewing a district court's findings of fact,~ Fed. R. Civ. Proc. 5.2(a), it finds clear error only 

when "left -.;vith a definite and firm conviction that a mistake has been commirted." McAllister v. 

UriJted States, 348 U.S . 19, 20 ( 1954) (internal quotations omitted). The review is not de novo, 

because the "clearly erroneous" standard "plainly does not entitle a reviewing court to reverse the 

• finding ... simply because it is convinced that it would have decided the case different ly." 

Anderson v. Citv of Bessemer Citv, 470 U.S . '564, 573 (1985) .. l\nd the "cleariy erroneous" 

standard of review applied by this Court under different provisions of FISA7 "'is not, of course, 

comparable to a probable cause finding by the judge."' In re Sealed Case, 310 F.3d 717, 739 (FISC 

Rev. 2002) (quoting H.R. Rep. No. 95-1283, pt. 1 al 80). 

Second, the scope of the C-Ourt' s review under § 1805c is narrow. Executive branch 

determinations under§ 1805b(a)(4) & (a)(S) regarding the purpose of the acquisition and the 

adequacy of minimiza1ion procedures are not subject to review under § l 805c. Nor , under § l 805c, 

does the Courr make any assessment of probable cause, as it does pursuant to§§ l 805(a)(3) and 

l 824(a)(3) before issuing orders authorizing electronic surveillance ai1d physical search. 

Third, the statute describes the subject matter of the Court's review under§ l 805c using 

varying and ambiguous language. Section l.805b(a)(l) sets out the relevant executive branch 

~ 

6
( ... continued) 

"familiar legal expressions in their familiar legal sense") (internal quotations omitted). 

7 An application to the FISC for an order authorizing electronic surveilla..11ce or physical 
search must contain a certification from a designated senior executive branch official. See 50 
U.S.C. § 1804(a)(7) (electronic surveillance) and§ l 823(a)(7) (physical search). To grant such an 
applkation for a U.S. person target, the FISC judge must find tha1 the certification is not clearly 
erroneous. See §§ 1805(a)(5) & § 1824(a)(5). 
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'·determination" as follows: that '<there are reasonable procedures in place for determining that the 

acouisilion of forei2Il intelli~ence information under this section concerns persons reasonablv 

believed to be located omside the United States." § 1805b(a)( J) (emphasis added). g However, 

§ l 805c(b) states that thi::! Court "shall assess the Govem.T!lent' s determination under [ § l 805b(a)(l )] 

that those procedures are reasonably designed to ensure that acquisitions conducted pursuant to 

[§ l 805b] do nm constitute electronic surveillance." § 1805c(b) (emphasis added). One provision 

focuses on the location of persons implicated by the acquishions of foreign imelligence information, 

while the other provision focuses on whether the acquisitions constimte electronic surveillance. 

This seeming disconnect between the language of~ l 805b(a)(1) mid § l 805c(b) is bridged in 

part by the P.A. .. A.'s amendment to t.~e definition of"electronic surveillance" to exclude "surveillance 

directed at a oerson reasonably believed to be located outside of the United States." § 1805a 

(emphasis added). Section l 805a arguably hannonizes § l 805b(a)( 1) and § 1805c(b), to the extent 

that the acquisition of foreign intelligence information concernin!,! oersons reasonably believed to be 

outside of the United States (per § l 805b(a)( l )), will often, and perhaps usually, be accomplished 

through survei llance directed at oersons reasonably believed to be outside of the United States. In 

that event, such surveillance will not constitute "electronic surveillance" by virtue of§ l 805a.9 But 

1 Section 18,05b(a)(1) farther provides that "such procedures will be subject to review of the 
Coun pursuant to [§ 1805c]." ld. 

9 For ease of reference, this Memorandum Opinion uses the tenn "'surveillance" to refer to 
the means of acquisition under the procedures in question. However, to be fully precise, the Court 
notes that some acquisi tions of foreign intelligence information could involve means that do not fall 
within the definition of"electronic surveillance" at 50 U.S.C. § l 80 l (f) for reasons other tban, or in 
addition to, their being directed at persons reasonably believed to be outsi<le of the United States; 

(continued ... ) 
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at first glance, at least, this harmonization is imperfect. For example, an acquisition of foreign 

intelligence information that concerns a person outside of the United States might not necessarily be 

understood to involve surveillance directed at a person outside of the United States . The concepts 

are related and overlapping, but not necessarily co-ex.tensive under the tenns of the statute. 

Despite these interpretative difficuJtjes, it seems clear that procedures wilJ satisfy the 

relevant statutory requirements if they are reasonably designed to ensure both 

(I) that such acquisitions do not constinne '·electronic surveillance," because they are 

surveillance directed at oersons reasonably believed to be outside of the United States, and 

(2) that the acquisitions of foreirn intelliQence information concern persons reasonably 

believed to be outside of the United States . 

Accordingly, the Colli"t will review, under a "clearly erroneous" standard, whether the procedures 

satisfy each prong of this formulation Where separate application of the two prongs may produce 

divergent results, the 5tatutory language is further analyzed in the relevant factual context. See Parts 

Ill.B. and ITI.D ~. In this review, the Court will both examL'1e the written procedures themselves, 

and consider and rely on information provided by the government in its October 26, 2007 response 

and at the December t 2, 2007 hearing regarding the implementation of the procedures and the 

intended effect of certain of their provisions . 

9( . d"" ... contrnue / 
for example, the means of acquisition could constitute a "physical searC?h" as defined at 50 U.S .C. 
§ J 821 ( 5). But as Jong as the means of acquisition is directed at persons reasonably believed to be 
outside of Ll-ie Uruted States, NSA is not conducting "electronic surveillance," and the Court need 
not inquire into any additionai reasons that might support this conclusion. 
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ill. Conskierarion of the Procedures 

A. Overview of Procedures 

In .most respects1 the rocedures ere quite similar. Because the procedures 

apply to the acquisition of foreign intelligence infom1.ation about different entities, they include 

different descriptions of targets. There are other variations in wording, about which the Court 

inquired in its October 11 Order. 10 Tne government bas clarified L~t these variations do not reflect 

'·substantive differences" among the procedures, but rathe:- resu.it from drafting refinements tf-iat 

took place after the adoption of th procedures. Gov 'i Response at 9. Thus, while the most 

recently flied procedures provide more technical detail on some points, the descriptions in all the 

procedures remain "accurate ·and current." I.Q. at 9-1 1. Accordingly, the procedures are discussed 

jointly herein.' 1 

The procedures invol':e an assessment by NSA analysts, based on available information, that 

t.he user of a particular telephone number or electronic comir.unications account/address/identifier 

("e-mail a:count"Y~ reasonably appeai-s to be outside of the United States, before that telephone 

10 Ocrober I 1 Ortkr at 3 n. l. These variations indude: 

11 There is one significant differ.ence among them: only the-rocedurc:s includ~ a type 
of "grandfathering" pro-vision, which is discussed at Part Ill.C infra:. 

!l rne Court recognizes that many of these accoums/addresses/identifiers can be used for 
~lectronic communications other then e-mail, but wiU use the term "e-mail account" for ease of 

(continued ... ) 
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number or e-mail account is "tasked" for acquisirion. 

ln mak.i.ng this assessment, NSA analysts examine "three categories 

of information., as appropriate under the circumstances." 

For each taslcing, analysts are reqill!'ed to provide a "cita1ion" to information or reporting on 

which tbey rely in making rhis assessment, end NSA person.T'lel verify that an appropriate citation 

. 
12

( .. . continued) 
reference. 
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emry is made before a tisking is approved . 

. After a telephone number or e-mail account has been tasked, NSA v.dll routinely take 

specified steps designed m assess whether i;hc user remains outside of the United States. 

1n the event that information is "acquired by directing surveillance at a person not reasonably 

believed to be outside the United States in a manner that consti.1utes electronic surveillance, as 

defined under the FISA, (such information] shaH be purged from NSA databases." 

If the user of a tasked facility had 

been reasonably believed to be outside of the United States at the time of taski."'lg, but later v.-as 

determined to be v•ithin the Uni~ed Stares, NSA will "[tJenninate t11e acqwsition from that person 

wilhout delay and determine 'Nhether to seek aµthoriz.ation to conduct electror.ic surveillance under 

appliC2b)e provisions of FISA." 

-
TOP SECRET/.'COHINT//ORCON;N OFOR~/IXl 

Page 11 

CR 1250 



568 

TOP SECRETh'COMINT/tORCON.i~OFORN//Xl 

The procedures also include oversight ai!d compliance measures, including reviews, at 

intervals no greaxer than 60 days, by personnel from the Department of Justice and !he Office of the 

reviews involve examination of the "citations" recorded by the NSA analys-1.S in support of their pre

tasking assessment that the user of the facility is outside of the United States, and, where the 

significance of the citation is not apparent on its face, of rbe supporting materials referenced in the 

citations. Id. a1 5, l 0-11. The documentation for ~kings has been reviewed in this 

n:ianner, id. ar 5·6, and Lliese reviews have found that "a strong majority'' of taskings were properly 

documented by referencing materials that supponed the analysts' determination that the user of the 

tasked facifay was outside of the United States. ld. at 12. Most of the probl-ems identified have · 

concerned adequacy of doc1unentation, id. at 6-8, 12, flld training and technical improvements have 

been made in response to them. Id. at 10, 34-35 . As t0 the actua! location of the users of lhe tasked 

facilities, it appears that, in approx.imately-ases, the user of a tasked facility may have been 

'Nithin the united States. Wllile examination of these cases by the govenunent is not comple>.e, the 

government e,xpects that at least some of them may have involved a user reasonably believed to 

have been outside the United States at the time of tasking who, based upon iater-vbtaL-1~d 

infonnation, was subsequently determined to be within the United States. l_g. at i 3-14. 
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B. Analvsis of Procedures as Apojjeci to Cornmunications to or from Tasked Facilities 

For the most part, NSA surveillance under the P.Cv\ acquires telephone communications that 

are placed to or from tasked telephone nUL-nbers, and electronic conununications that are sent. to or 

from rasked e-mail accounts. 14 In ord:::r to apply the two-pronged formulation stated on page 8 

suor~ it is necessary to determine at which persons this fonn ofNSA surveillance is '' directed," and 

which persons the resulting acquisitions of foreign mtelligence ir.formation "concern." 

Under the first pron g, which corresponds to the language of § l 805a., it is naturd to think of 

the users of the tasked facilities as the persons at whom surveilla.Tlce is ;'directed." A user of a 

tasked facility is a parry to every communication e.cquired by thi s form of surveillance. It is true that 

other persons are subjected to the StlrVeillance when they communicate wi.th the users of the tasked 

faciHties. But NSA is not targeting the communications of t.liose other persons for general 

acquisition~ rather, those persons come with.in the scope of the surveillance only when they are 

communicating with the users of the tasked facilities.1.S In the plain meaning of the term, this form 

of surYeillance is ' ;directed" ar the users of the tasked facilities, ar:.d nor ar other persons. 16 

14 NSA also acquires a.riother category of electronic communications, which is discussed in 
PartIII.D~ 

is United States persons whose communications _are acquired will be afforded the protection 
of FISA minimization procedures. See 50 U .S.C. § l 80l(h) (defining "minimization procedures") 
and§ 1805b(a){5) (requiring Attorne)'· General and DNl to determine that the minimization 
procedures to be used with respect to PAA. acquisitions meet the definition at § 1801 (h)). 

16 This conclusion comports with the prevalent imdcrsta..-iding, under a d-·fferent ovi ion of 
FISA, of the "facility" at which surveillance is "directed.." The F1SC has issued rders 
authorizing the acquisition of comrnunicat1ons to and from specified telephone n~ rs an e·mail 
accounts, and those orders identify such telephone numbers and e·mai1 accowm as the '·facilities" at 

(continued ... ) 
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Under the second prong, which corresponds to the language of§ 1805b(a)(1), the 

acquisitions of foreign intelligence information resulting from this form of surveillance clearly 

''concern" the users of the tasked facilities, who are parties to eac~ acquired communication. It 

could be argued that these acquisitions also ·'concern'' persons who corrummicate with the users of 

the tasked facilities, and even third parties who are mentioned in such commu."li.cations. However, 

there are sound reasons for concluding that t.'le second prong is still satisfied. Section 1805b(a)(l), 

by its terms, does not require that the acquisition of foreign intelligence infonnat)on exclusivelv 

concern persons reasonably believed to be outside of the .United States. Moreover, so stringent a 

reading would put § 1805b(a)(1 ) at odds with§ l 805a, which focuses on the location of persons at 

whom 1he surveillance is "directed," not at the broader class of persons whose cornrnunications or 

infonnation are acquired by the surveillance. Therefoie, § i805b{a)(1) should be interpreted in a 

manner that harmonizes its requirementS -with those of§§ l 805a and 1805c(b). ~Food & Drug 

Admin. v . Brown & Williamson Iobaccp Corp., 529 U.S. 120, 133 (2000) (coun must interpret 

statute "as a sym.inetrical and coherent regulatory scheme, and fit. if possible, all parts into an 

hannonious whole") (imernal quotations and citations emitted). 11 This may be done by interpreting 

§ 1805b(a)(J) to permit procedUt.-es reasonably designed to ensure that each acquisition "concerns'' 

a person reasonably believed to be outside of the United States, even i~the acquisit1on also rnay 

ie( .. . continued) 
which this form of"eiectronic surveillance is directed" for purposes of 50 U.S.C. § l 805(a)(3 )(B). 

17 The government implic~similar interpretative approach. See Gov'( Respor.se 
at 1 ("[T]be governrnent has filed-procediires used to determine that cenain acquisitions 
of foreign inteJligence information conc~rn persons reasonab1y believed to be located outside of the 
United States ?nd., !herefore, do not constitute electronic surve1llance. ") (emphasis added). 
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"concern'' another person who is in the United States. The Court adopts this interpretation in i1s 

review of ·whether the proc~dw-es are clearly erroneous. 

Thus, for the form of NSA surveillance that acquires communications that are "to or from the 

tasked facilities , both prongs of the rwo-pai-t fonnularion stated on page B suora will be satisfied if 

the procedures are reasonably designed to ensure that the users of the tasked facilit5es are reasonably 

believed to be outside of the United States. 

Tne Court finds, U.'lder the applicable "clearly erroneous" sta..Tldard, t.liat the procedures as 

generally summarized in Part Ill.A. s:unra are reasonably designed to ensure that the users of tasked 

facilities are reasonably believed to be located outside of the United States. Vl'hile the procedures 

leave it to the discretion of NSA anaiysi.S exactly which steps are appropriate to take prior to tasking 

a particular phone number or e-mai1 account, analysts are required to ma.'<e a record of the basis for 

their assessment that the user is outside of the United St.ates. After tasking, there are additional 

steps - some of which are taken as frequently as - to verify th.a~ this assessment 

remains vaijd. The results of the reviews conducted by the Department of Justice and the Office of 

the DNI, as described at the hearing in !his maner, support this finding. The Court anticipates that 

continuation of thorough reviews by the Department of Jus1jce and the Offic.e of the DNI \.\ill aid in 

i:be timely identification and resolution of future problems that may arise. 
k 

Howeyer, certain provisions of the procedures require further analysis, as discussed below. 

C. "GrandfatherimI" of PreviousJv Tasked Facilities 

The 07-0 l procedw-es for acquisitions regarding 

xempt from cenain 
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requirements telephone numbers and e-mail accounts that had been "properly tasked for collection" 

under FISC orders in docket number 

The government explains that tasking under these dockets "means that NSA 

reasonably believed that the facilit1es were being used outside Ll'le United States a:nd that NSA had 

discovered no infonnation indicating that the faci1ities were being used i11 the United States." Gov'! 

Response at 4. NSA's prior determination that these users ••were reasonably believed to be located 

ourside the United States" was "based on the ~-ne categories of information (i.e. 

) 

described in the 07-01 procedures." Id. at 3. However, in impkmenting those prior authorities, 

NSA did not h?-ve formalized processes for verification, documentation, and systematic re-checking 

of a target's location. Id. at 4. 

Such previously tasked phone numbers and e-mail accounts are exempt from pre-tasking · 

requirements under the 07-01 procedures, but ;.are subjected to the same post-ta.Sking procedures 

designed to verify that their locauon is outside of the United States ~'1d to notify NSA of any 

cha.."lges to their location as are other facilities." Id. As noted above, these post-tasking procedures 

L11ciude On this understanding, the 

Coun finds that the exemption of these facilities from pre~task5ng requirement5 does not alter its 
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genera l conclusion that the procedures satisfy the applicable review for d ear error with regard to 

acquisition of commurucations to or frcm iasked telephor:ie nwnbers a.'1d e-mail accounts. 

D . Acquisition of "About" Conununications 

In addition to acquiring commUi"lications th.at are to or from a tasked facility, NSA also 

acquires electronic communications that are '·about," i.e., contain a reference to, a ra.sked e-mail 

account. u (1bere is no comparable acquisition of phone communications.) Because these "abom" 

11 These "about" commu.."lications consist o: the followin.categories (for ease of 
rt!ference, the e-mail account tasked for acquisition is given the name "tasked@email.com") · 

See Gov ·; Response al 7 (referencing description at pages 12-14 of the Primary Order issued on .. 
(continued .. ) 
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corrmnmicat)ons will not necessarily be to or from the user of a tasked e-mail account, it is 

n~cessary to analyze them separately under the two-pronged formulation previously discussed on 

page 8 ~- Under that formulation, the relevant statutory requirements v,.iJ] be met if the 

procedures are reasonably designed to ensure both (1) that the acquisitions do not constitute 

"electronic su.'l"Veillance," because they are su.···veillance directed at persons reasonably believed to be 

outside of ~e United States, and (2) that rhe acquisitlons of foreign intelligence information concern 

persons reasonably believed w be outside of the United States. 

In each case, the user of the tasked e-mail account will have already been det>!rmined by 

NSA, in accordance wirh the procedures (to incJude the "grandfathering" provision in the Oi-Ol 

procedures), to reasonably appear to be outside of the United States. In addition, "NSA will either 

reasons, the Court accepts, for purposes of its «clearly erroneous" review, that for each "about" 

communication that is acquired, tbere is reason to beljeve: (a) tbat the user of L't-ie tasked e-mail 

19 In the event that NSA determines that an ·'about" corn..'Tllunication was acquired where all 
parties to Ihe communication were within the United States, NSA wouJd purge information about 
the commwJcation from its databases. Trans. at 47-48. 
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account, the ruu-ne of which is referenced in the acquired communication. is outside of the United 

States; and (b) that a1 least one party lO the acquired communication is outside of the United States. 

From these two conclusions, it follows that "about" communications satisfy the second prong of the 

above~described formulation because there is reason to believe that the acquired communications 

"concern" persons reasonably believed to be outside of the United States. 

This is true for two reasons. First, there is reason to be.lieve that such communications 

concern the users of the laSked e-mail accowlts that are referenced in the communications, and those 

users are reasonably believed to be outside of the United States. Second, there is reason to believe 

that at least one party to an acquired commW1icadon is outside of the Uni1ed States, such that the 

communication will "concern" that party also. In addition to these persons reasonably believed to 

be omside of the Uf\Jted States, the acquired communications might also "concern" other persons, 

including some persons in the United States. This fact, however, is nm fatal to the procedures, 

because an acquisition may properly concern a person in the United States, provi~ed that it also 

concerns one or more persons reasonably believed to be outside of tbe United States, under the 

interpretation adopted by the Court to harmonize § 1805b(a)(l ) with §~ J 805a and l 805c(b). See 

Part IIl.B : supra. Accordingly, the Court finds, under the applicable "clearly erroneous" standard, 

that the second prong of this formulation, relating to the requirements of § l 805b(a)(l ), is satisfied. 

Under rhe fii"st prong of the forrnulat}on, the anaJysis is not as simple, because it less clear at 

whom this fonn of surveillance is :'directed." In one sense, NSA directs the sur,1eillance by tasking 

particular e-mail accoW1ts for acquisition, and as a iesult of that tasking only commun]cations that 

are to, from or "about" a tasked e-mail account are acquired. From rhis per:>pective, the users of the 
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tasked e-mail accounts, who by virtue of the procedures are reasonably believed lo be outside of the 

United S~tes, cou.ld be regarded as the persons at whom the surveillance is directed . All thi! 

acquired communications relate in so~e fasPJon tc the tasked e-rnail accounts, and ail persons other 

than the users of the tasked accounts have their communications acquired only to l'1e exient that 

they communicate with, or "about," a tasked e~mail account. In less technical tenns, NSA is trying 

to obtain information prumuily about t.~e users of the tasked e-mail accowits, and about other 

persons only insofar as their communications relate 10 those accounts. 

However, there is another sense in which NSA could be sa.ld to "direct" this form of 

surveiUance. NSA tak~s steps to ensure, 

that each communication acquired bas at least one party outside of Llie United 

States. In mis sense, NSA's surveillance can be said to be directed at parties outside of the United 

States who send or receive commurucations that contain a ieference to the tasked e-maiJ account. 

The government appears to adhere to this understai"'lding. See 

("NSA wiU direct (this fonn of] surveillance at a party to the 

comrn~nication reasonably believed m be outside the United Siates. '"); Gov 'r Response at 7 ("Tne 

person from whom NSA seeks to acquire communications in such cases is the party to the 

communication who 1s reasonablv beiieved to be located outside of the United States.") . . 

There is a Ihlrd possibility: that the surveillance is instead or also directed at those persons 

inside the United States who send or receive corrmunicatioTis that contain a reference to the tasked 

e-mail accou.-rt, the user of which is reasonably believed 10 be outside of the United States. But 

against this view, it could be argued that NSA is not affirmatively directing the surveiliance at these 
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persons, either individually (e.g., by tasking e-mail accounts used by them) or coUectiveiy (e.g., by 

conducting the surveillance in a marmer to ensure that at least one party to the conunu...-Ucation is 

inside the Uriited States). 

Under the terms of§§ 1805a and l 80Sc(b ), it is difficult to ascertain the class of persons at 

whom this form of surveillance is "directed:· However, the Court recognizes that, under the 

"clearly erroneous" standard of revie.w applicable under§ l 805c(o), the govemmem's detennii.1ation 

regarding the procedures should be overtumed only where there is •;a definite and firm conviction 

that a mistake haS been comm1ri.ed." McAlli5ter, 348 U.S. at 20. The Court' is also mindful, as 

stated in Part ITI.B above, 1ha1 where poss3ble i1 shouid harmonize the requirements of§§ 1805a and 

1805c(b) with those of§ 1805b(a)(l ). See.Food & Dru~ .A.dmin., 529 U.S. at 133. Having 

detennined thar. the procedures satisfy the second prong of the formulation stated on page 8 suvra. 

whkh follov..'S the language of§ l 805b(a)( l ), the Court should adopt a reasonable interpretation of 

§§ l 805a arid 1805c(b) t.:1at permits 3 finding that the fust prong is satisfied, even if the statutory 

language is open to other reasonable interpretations. 

Accordingly, L-1 reviewing these procedures, the Court adopts tl1e interpretation that, under 

§§ J 805a and 1805c(b}, this form of surveillance is "directed" (i) at the users of the tasked e-mail 

accounts (each of whom, by implementation of the procedures, is reasonably beljevcd to be outside 

of the United States}; (ii) at those pmies to the acquired corrununications who, by virtue of

are reasonably believed 

to be outside of the United Stares; or (iii) at both these classes of persons. Because there is reason 

to believe that both classes of persons are outside of the United States, the Court finds, under the 
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••cJearly erroneous" standard appiicab!e under § 1805c, that the fast prong of the formulation stated 

on page 8 supra is satisfied. The Coun expresses no opinion ·on whether such a finding could be 

made for procedures that ilid not provide reason to believe that both the user of the tasked e-mail 

accounts and at least one parry to the acquired communications are outside of the United States. 

E. Emern:encv Deoa.rwre Provision 

The procedures state: 

If, in order to protect against an bnmediate threat to the national security, the NS.A 
determines that it must take action in apparent departure from these procedures and 
tbat it is not feasible 10. obtain a timely modificacion of these procedures from t~e 
Attorney General and Director of National Intelligence, NSA may take such action 
and shall report that activity promptly to [the Department of Justice and the Office of 
the DN1]. 

As of tbe hearing on December 12, this departure provision had not been invoked. Trans. at 

28. By the terms of this provision, any requirement of the procedures could be the subject of a 

"departure."2
:i However, the government has explained t.'iat it witicipates tliat an emergency 

departure might be invoked in one of three contexts: 

"
0 Even in emergency Circumstances, though, NSA "would continue to adhere to the 

statutory limitation that it could only direct sur..reillance at a target reasonably believed to be located 
outside of the United States." Gov't Response at 2. 
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The government intends that NSA' s prompt notification of the activity conducted pursuant 

to an emergency departure would be in "WTiting (either initially or following an oral notification), 

such that -he propriety of such activity could be assessed in fllt'..ue rev)ews. ld . at 40. The departure 

from the procedures would be only as broad as necessary to respond ro the immediaie threat to 

national security, id. at 33-34, and would terminate once the tmmediate thteat had receded. ld. at 

36-37. lf the government concluded tha! a broader or longer-lasting modification of the procedures 

w-as appropriate, it would revise the procedures accordingly and submit the revision lo the FlSC for 

review under § l 805c. Id. at 56-57. 

The Court recognizes that it is difficult to anticipate in adva.1ce what steps would be most 

l!fficecious in responding to an emergency. Tne govcmrnent has determined that a delegation to 

NSA of authority to depart from lhe procedures temporarily, when necessary to respond to an 

immediate threat to !lational security, and only when modification by the Anorney General and the 

DNl cannot be timely obtained, is a reasonable means of responding to emergencies. NSA is 

required to report such activity promptly to the Attomey General and the D'Nl. who may then take 

appropriate action if they do not ~Ji eve that the departure is justified. Based on the govemmenr' s 
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explanati~n of L'1e intended functioning of the emergency deparrure provision, the Court finds, in 

relian.ce on the government' s explanation, that this provisi~n does not alter its general conclusion 

tha1 the procedures satisfy the applicable review for dear error. 

IV. Conclusion 

For the reasons stated herein, the Coun finds, in the language of 50 U.S.C. § l 805c(b) a."ld 

consistent with the Court's interpretation of that provision in view of 50 U.S.C. §§ l 805b(a)( I) and 

1805a, that the Government's detennination under 50 U.S .C.§1805b(a)( i ) t~at the-

procedures "are reasor.ably designed to ensure that 

acquisitions con~ucted pursua.'lt to[§ l 805b] do not constitme electronic surveillance" is not 

·' clearly erroneous." Accordingly, pursuant to § 1805c(c), it is hereby ORDERED that the 

continued use of such procedures is approved. 

,.(b 
EN~ERED t.llls /.5_ day of January, 2008, regarding 

-KOTELLY 
Judge, United States Foreigtl 
Intelligence Surveillance Court 
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u'Nl! l:.D STA Y.::.S 

FOREIGN INTELLIGENCE ST.SRVEILLA....~CE COURT 

ORDER 

On A~crust i 7. 2007, the govemrnem !lied a ser of procedures with Lb.is Court pursuant 10 50 
U.S.C. § 1805C. Those proc.....""du.i-es peruin to a certification by the Attorney General aod the 
Dir:.c1or ofNational 1.itelligenct, styled D:Nl!AG 105B Ce.rti_fication 07-01, filed under seal on 
August 10, 2007, pursuant to § ! 805B(c). Under t.hai ~rti.ilcation., and foOo-..wi.ng these proc~d.ures 
("07-01 procedures"), - :-- A ~ 

Thes·e submissions provide the first occasion for Cou.rt review of mcb procedures UZlde.r 50 
U.S.C. § 1805C(b). Under.that provi.si.on, the Cou.-t ".sha!J assess t.i."ie Government' s determinaiion 
. _that [such] procedures are reasor..ably designed to ensure that acqui;;icions conducted pursu.snt to 

section 1805B do not constitute. ele:::.trooic surveillance. The co'Urt';; review :;hall b: limited to 
·,.,.ihetber the Go'\;em.-nent's cietenninarion is clearly erroneous." Evidently, i't is u.)e gove:mm:!nt's 
view that acquisitions under the above-referenced p.-ocedures will not constitute el¢etroruc 
5urveillance because they will be "directed at a person reasonably believed to be located outside of 
the United States," and tber~fore v.ill be :xcluded from me defu-Ution of elecli-orjc surveil.W:l~ by 
§ 1805A. 

rocedures 2re sirnilar in many ~spects, rhe Court mt.ends 
ures jomtly foi purposes cf r:vi¢VI' under § l 805C(b). 
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ln furthe.ance of that consideration, n is ~reby ORDE~D es foilo~rs: 

l . roe government shall file supplemental briefi.og and information on the following 
quesnoc.s, which the Court b.as identified as the principal issues for purposes of its review of these 
prncedures UJ.J.der § l 805C(o): · · 

(a) linder what circumstances is it envisioned that, under Pai-t N. of all_ 
procedures, an "immediate threat to the national secu.ii.ty" would require~rn the 
procedures? Vr'hat provisions of the proced"tm:s would have t·:> be disregarded in >uch 
circums~s in order to r!spond to such a threat? ls a delega.'ion 10 NSA of authority t..o 
decide when it is justified to "depar1" from these procedures CO!lSistent with st..atutory 
requ.u-emen.Is? 

(b) Footnote 1, page l , ofilie 07-01 procedures appears to exempt from those p~ures 
facilioes "'properly taskd for collection" under ceri.ain prior aurhorities from tbe 07-01 
proc......auz.es. To wr..a! e:::-~nt did that prior :asilig involve a deten:nination of the user's 
locanon under procedures comparable to those now befoie the Coort? A.re such facilities 
permaoently exempted from all requirements of the 07-01 procedu.l"CS? Or, for ~x.ample, are 
t:.11ey exempted from requi..-emeots for the initiation of collection, but are subject to post
initiation procedures (se.; subparagraph (c) below) d~gned to '1eri.fy that tbe user of a 
facility is still outside of the United States? 

(c) Tne proc.edures ru.te that NSA will ";-outinely"' unde-cake certain acthiti::s that togefrier 
Vvili constitui.e a.'l "analysis designed to dei.eet those occasions wben a person who w~n 
tar eted v.-as reasonabi · believed to be located overseas has since eoter::d the Uu.ited Sui.es." 

( i) At what time intervals v.iill each of the various Ste'DS be ~ken ':I 

ean that NSA ma continue tor: -d a fac:lity -
- as being ~d by a persou outside of the United 

States, :ven ar~er it becomes :!Ware.of indications tbat it may be used by someone in the 
United States. To what eictent do these procedur~s embody a pr~sumptioc that a user who is 
initially assessed lo be outside cf the United Stales r~main.s outside of the United States, 
eYen Lf tt;ere are later iodicatior.s to t.1.e contrary? lf t.~ere is such a presumption, why is ii 
reasonable? 

(d) The procedures de;c.ribe circumstances "where NSA .seeks to aco1..1.ire communications 
about tbe taroe " ut ·• to or from tbe tszget." 

Does thls azquisition izl-,·o}·ve me mterception of one or more rypes 
Ol ut cornmurucatio~escribed at pages 12-14 of ::he Pr.rnary Order issued on May 
3 l. 2007, in Docket No.-:' Vvbo is the '·person frow ·;,<horn [NSAJ s~lcs to obtaiL 
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fordm iD.teili0 en.ce inion.nation'" in tllis conteXi? 
May NSA acquir~ such coIIl.IDUD.lcations, as 1ong ts it is 

reason.ably believed tba.r at least one party (sender or recipient) 1.0 w1e communication is 
outside of the United States? Or should the locanon of the soncl.ei be de"tenninative? 

CR 1266 

(-e) The pmc...""<iures stare that "informatJ.on acquired. by directing surv'eillane¢ at a person not 
reasonably belleved to be ~utside of the United States in a mfu"1ner that constitutes electronic 

- - . .....,; ~ ... SA databases.." 
Does this mean that all iecords or copies of such 

miormanon, m any I011ll, shall be descroyed? 

How~ver, there ari! other differences in wt>rd.ing, the effect of which is uncertain. 1 To 
tbe extent mat these diffi!rences in wording ar:! mte..:iderl to reflect 3. subSt:mtive differenc~ in bow 
ilie procedures. are iinplemented.. the goveIT' ..... '"!.lem i.s d.ire-:t.ed to explai::i. i.'1 its submission t.l.e 
differences in implementation and reasons therefor. To the e>..~nt that these differences 1n :.:vording 
are not intended to reflect a subsuntive <l.ifferer1ce, but rather, e.g., reflect ch-aftL.J.g refinements that 
took place ta'fter the submission of the Oi-0 i procedures, the govem.".nenr' s subm.issbn shall so m.te, 
and shall include revised versions of tb~ procedures to the ~nt necessary ro make ea:;.h set of 
proce:du.i.-es fully accurate and cu..'!Tent. 

3. The government shall make iLS submission, in conformance ,,.7tb paragraphs l. and 2. 
above, on or before Octobei 26, 2007. 

71.-
~ iliis .LL day of October, 2007, r;;gai-ding 

CirsJ '1<A- t7ti1 
~OLLE~ KOLLA-~K~TELL y t >" I 
Judge, Vrut~ States .tore1gn 
Intelligence Surveillance Cow-t 

l OP SECRET!!CO!YtlNTfiOitCOt~.HOFOR.'i.s'Xl 

Page 3 



584 

TOP SECRET//CO'MJ:N'ft/OltCON,NOFORNHMR 

. ~ . : . · ·.: 

- ,, .. -
U1't11TED ST A l E.5 - . .. .· 

~~ -~~ '~ :~ ; ?C ::: ' L·· ~ ~ 
FOREIGN INTELLIGE.NCE SURVEILLA.NCE COURT - . . 

1 

•• - '.J 

W . .\SHJNGTON, D.C. 

) 
) 
) 
) 
) 
) 

GOVERNMENT'S RESPONSE TO 
THE COu"RT'S ORDER OF OCTOBER 11. 2007 

Tne United States of .. A.J:nerica., through the undersigned Depa..~ent of Justice 

attorney, respectfully submits this response to the guestions the Court poS¢d in its Order . . 

dated October 11, 2007, in tile above-captioned matter. m 
Purswmt to 50 U.S.C. § 1805C, the Government has filed rocedures 

used to determine that certain acquisitions of foreign intelligence information concern 

• 
~ons reasonably believed to be located outside of the United States anci, thereiore, do 

not constitute electronic surveilimce. See SO U.S. C. § l 805A ("Nothing in the definitico 

of electromc survei.llance under section 101 (f) shall be con.strued to encompass 

surveillance ch.rected at a person reason.eb)y bebevoo to be located outsi~e of tbe United 

States.") These rocedures correspond to 

cen:i.i.4.cations - captioned 

respectively - authorizing the NatiODal Secunty Agency (NSA) Lo acquire foreigu 

TOP SECRETHCOPillNT!/ORCON:-~OFOR."{/fMR 
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intelli~ce information rega.-cling va.i.-ious targetS. In accordance v.'ith 50 U.S.C. § 

l 805C{b), the Coun "shall assess the Govemmenr·s determination .. . that [such) 

procedures are reasonably designed to ensure that a~uisirions conducted pursuant to 

section 1 OSB do not constitute electronic su..-veillauce." This review is limited to whether 

the Government's determination is Mclearly er.oneous." Id. The following responses to 

the Court's questions sre based prima...ily on information provided by NSA. ~ 

Under what circUJ.-nst.a.uces. is it e~visioued that, under Part IV of ell. 
oceaures, an "i.mmediae throat to the nationai security" would require ~arture 

m p edures? w'b.at provisions of the proceciui-es would have to be disregarded in 
such circumstances in order to respond to such a tbreai? ls a cie1e?tion to NSA of 
authority to decide when it is justified to "depa.rr" from these procedures consistent wi th 
statirtory requirements? fB//91//0C,h"'F) 

A.11swer Ha) Pa.-t IV of eacb set of procedures was insened to alJow for an 

~mergeocy situation in which the Goverament must acer.lire foreign intelligence 

in.formation on an emergency basis in order ro protect again.st an immediate tl'Ieat to 

tbe national secu,.ity , but is unable to compiy \Vith tb.e proc--""<illres at the time of the 

acquisition. For example, due t9 an emergency situation, the NSA aotlyst requesting 

due to the emergency si.ruat:ion and the need for immediate collection of 

inl"ormaticn. Under :;ucb circumstances, t.he Goverm:ient would continue to adhere to 

~e statutor;' limitation that it could cnly direct 5u.,-veillance at a target reasonably 

. li d ' . ted 'd f h U . ed ~ r=rg " 'D' 'eE )-~ oe eve to oe toca.. outs1 e o tt e mt ;:,tales. l.. . I! _, 1 ,. ' . 
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The Government believes this provision is consistent 'With statutory requizementS 

because, as noted above, the Government will adhere to the stzt:utory limitation in the 

Protect America Act of 2.00 7 (PAA) m any case in which 1t departs from the 

procedures to protect against an immediate threat. Furtber, Part IV of the procedures 

requires that action under this provision only be taken in the event that' obtaining a 

timely modification of the procedures from the Di.rector of National Intelligence 

(D'N1) and the At"i.0mey General (AG) is not feasible . In addition, Pa..rr TV ?f tbe 

procedures requires prompl notification of NSA 's d.~arture from the pro:::edures to 

the representatives oftbe D~1 and AG. Accordingly, to ti.~ extemt NSA has ~n 

delegated the authority to decide if a d~arture from the procedures is necessary, there 

Vvi.ll be an opportunity for the ffNl and AG to review any such decision by NSA. 

(TS' 'SI/ 'OG~-i:\ 1J r . - I 

Questi-On l(b) Foot:uote 1, page 1, of the 07-0 l procedures appears to exempt from those 
proced.UTes facilities "properly ~ked for collection" 1.Ulder certain prior authorities from 
the 07-01 procedures. To what extent did that prior tasking involve a determina.f:i.oa. of 
the user's location under procedures comparable to those now before the Cou.rt? Are 
such facilities permanently ex.~pted from all requirements of the 07-01 procedures? Or, 
for ex.ample, a..re cb.ey exempted from requiremen~ for r.he initiation of collection, but are 
subject to pest-initiation procedures (see subparagraph ( c} below) designed· to verify that 
the user of a facility is still outside of th.e United Sues? i_ l :>/: Sl//OC,~W) 

A . .nswer Hb) NSA determined that the users of facilities tasked for collection under 

docket rmmbers- and-were reasonabiy believed to be located outside .. 
the United States based ou the same categories of information (i.e .. 

descnoe.d in the •)7-01 pro~d.ures. However, at the time the foreignness 

; bl docket oum~ tcl~hODe :uumb~ts md :-mall accOl!!lts asl:ed for collection we~ referred to 
as "selectot1" rather ll!l ~ecili":i~s. FO! ease of refercnc.~ . tclephcne mm::bers and e-mail accoUDts t!?..Slced 
for coDcctio~ undc:r~: refcr.ed to herein as "'fa..--ili.ri~. '· ( I smmiOC,Nr) 
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determ.inatlon was made for each of those facilities tasked for collection under docket 

numbers-and- every database that is mentioned in the 07-01 

procedures did not necesS2.tJy exist, or contain the same r-ypes of information. The 

fact fuat each of tbe facili ti es was p~ented to the Court iil docket numbers 

an~means that NSA reasonably believed that the facilities were being used 

outside the United States and that NSA had. discovered no infor:narion indicating that 

the facilities were being used in the Uni~d Staies. However, NSA did not hav~ in 

place, prior to the PAA. the formalized and repeatable pre-tasking procedures it bas in 

place now with r=sp~ct to such determinations. Most significantly, NSA had no 

requirement that such deteTI!li.Dations be ci.ocumen.~d or iliat the iniormati.on which 

formed the basis for the determinatJons be maintamed at NSA in a way to.at could be 

retrieved and provided to those conducting oversight. Nor ciid NSA have any 

systematic post-ta.sk:i:ng procedures to ensure that NSA became aware of any 

discrepancies between NSA 's pre-taslcin,g foreigrness determination for a t?rget ~d 

the target's actual location. ('fSh'Sl//OC ,NF).. 

Facilities th2.i had beeo tasked for collection u:::id.er docket numbers 

and are uow tasked under the PA.A are not pen::na~ntly exempted from all 

requi.reraems of the 07-01 procedures. SpecificaJJy, facilities initially tasked.pursU.2llt 

to footnote 1 of tbe 07-0 l procedures are subjected to the same post-tasking 

procedures d~igned to verifj that their location is outsi& of the United States and to 

notif.Y ~SA of any changes to their location as a.re other facilines. (TSN5ll/OG;NB 
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Ouestion l{c) Tne procedures state that NSA \\ill "routinely" undertake certain 
activities that together will constitute a.n "analysis d.esig:nea to detect those occasions 
when a pex-:.0n who when targe v bel · eved to be located overseas h2.s 
since entered. the United States." 

(TS/fS'fHOC,?W) 

Question )C c)ffi At what time intervals will each of tbe various steps be taken? 
(TS//S:WOC,Nf) 

;'\l)swer tr c)(i) Electronic communications accounts/addresses/ldentifiers tasked 

pursuant to the proceciures are all checked against the 

in order to try to detect whether a tasked 

electronic communications acco'Ulltladdress/ide:ntifier has been used from a location 

inside the United Sta.1es. The r.esults of these checks are reviewed 

Telephone selectors a.re likewise processed a;:id the results are 

for tlle pilrpose of attemptmg to verify the user's location. 
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(TSHSl//OC,l ff) 

(TS//SI!/OC.HF) 

ears that NSA ma · coutioue to regard a facility -
<:being used by a person outs)de 

of tba United States, even a.fte~ it becomes aware of indications that it oay be used by 
someone in the United States. To what e.xtent do these procedures embody a 
presumption that a.user who is initially assessed to be outside of the Ucited States 
remains ouI.Side of the United States, even if tbere are Jater ind.icacions to the contrary? If 
there is such a presumption. why is it reason.eble? (TSt.'gJ//OC,NF) 

.luiswer lfc)(ti) Once NSA determines that the user of a facility is reasonably 

believed to be outside the United States, it ~ill presi.l!iJe that r.be user remains outside 

!he United States, unless it becomes aware of indications to the contrc::.I)'. r .::i.e post-

~king procedu_i-es contained i.n Part I of tbe procedures, and also described in 

response to the Court' s qu·~sti.on l (c)(i), are designed to a1ert NSA to e..ny indications 

that the user is no longer outside the United States. However1 there are cases in 

wh:icb:.informariou NSA receives may indicate a user is in the United States, but NSA 

may still ~asonably believe, based on analysis of additiom.l information in ~SA's 

possession, tb::it the user is located outside of the United States. For example, 
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Question lf9.) The procedures describe circumS"'1.Mices "where NS 
a II I _ I .._ .. t •JI "' e & I • - ~ • l e1 • 

• 
from the target" 

oes this acquisitio 

~ ~- . . 

• II • e • la 

interception of one or more types of "about communications," as described at pages 12· 
14 of me Primary Order issued on Ms.y 31, 2007, in Docket No- 'Wbo is the 
"person this 
conrex:t? Ma)' NSA 
acquire such communications, as long as it is reasonably believed. that at ]east one party 
(sender or recipient) to the communication is outside of the United States? Or should the 
location of the send.er be doterminative? (TS/.'Sl:/.'OC,l>l'F) 

Answer ·Hd) Toe acquisition .. where NSA seeks to acquire communfoati.ons abom 

the target," but "not to or from the target" involves the inte::ception of "about" 

col!l.Dlunications as descnOed at pages 12-14 of the Prirna.ry Ord~ issued on May 31, 

2007, in Docket No. (TS /IS 11/0C ,P.."F) 

The person from wbom NSA seeks to acquire communications i:u such cases is 

fue pany to the communication who is reasonably beli~ved to be located outside the 

United States. NSA may acquire such communications as long as it reasonably .. 
'oelieves at least one party (sender or recipient) is outside of the United States, and the 

location of the sender oi the communication should not be determinative. As noted in 

the procedures, in these cases wbere NSA seeks to ac~uire coo::.murncations about the 

targ-er that are not to or from the target, NSA will 

in order to ensure that 
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~ person from whom it seeks to obtain foreign intelligence informatioo is located 

outside of the United Statea. (TSHS!HOC,?tt') 

Ouestion He) The procedures state that "information acquired ·oy directing surveillance 
at a person not reasonably believed. to be ou-..side of the United States in a ~ 

· ~ · :rve· . ce .. . sball be 'tl'll:r ed from NSA datab2.'>es." -
Does this mean that all 

records or copies of such information, in 2.DY form, shall be des_troyed.? (Tg,t/~11/0C,P.i'f) 

Answer (l)(e) In the event NSA determined that it bad "in.formation acquired by 

directing surveillance at a per~D i:::l.Ot reasonably believed to be outside of the United 

States in a manner that constiti.ites electronic surveillance," NSA wowd purge the 

information from its databases and take steus d~igned. to ensure that e.U other n~~ords 

or copies of such information, in any fore:!., wen~ destroyed. Data collected. by ~SA 

UDder PA.A. authority is precisely labeled and CO!ltrolled., and it is stored in a limited 

number of known, established electronic repositories. If required to purge the data. 

NSA. analysts would provide the system c.drninistrators of these repositories with the 

precise identii)i.ng information for the data to be purged i.!l order to pinpoint the 

specific data that resulted from the i..cappropriate coll~tion., and would continue to 

follow up u..11til tb.e purge was completed. (TS/iSi/tOC~V) 

In addition, NSA would determine whether anything from this collection had been 

disseminated and would take steps to delete intelligence reports from NSA databases, 

.sub~equently issuing a repon cancellation notice to all customers who would have 

received tbe original report, requesting that they d!lete it from their own holdings. 

~SA analysts ar~ trained and tested oo the handling requirements for data collected. 

pursuant to the P A..A., i?cluding the conctitio:::is under which the data must be purged, 

and the requirvment to destroy ;my hard copies that they have retained. NSA relie& on 
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\oca.l man.agers, intelligence oversight officers, and the analysts who discover toe 

problem seiectors to ensu.i.-e, to the extent possible: that these hal .l copies ar: 

destroyed. {TS//51/>'0C,JtJ) 

However, there are o eren.ces m 
wording, the effect of whlch is unc...-rtain. To the extent that these diifereoces in wording 
are intended to reflect a substantive differ~nce m how ~ procedures are implemented, 
the government is directed to explain in its submission the differ~ces in implememati.on 
and reasons therefor. To the e~t that these differe:i::es in wording are not iruen¢ed to 
reflect a substantive difference, but rather, ~.g., r:flect dra...~g refinements that took 
place after the submission of the 07-01 procedures, the government's submission shall so 
state, and shall include revised versions of t.b.e procedures to the extent necessary to make 
each set of procedures fully accurate aod current (T~/.t.SYiOC)tF) 

Answer 2 No substantive differences were intended among the procedures. The 

differences tdentilied by the Court reflect subtle refinements that took place as the 

proc.edures fore.a.ch ~r.J.fication were drafted uid finalized. 
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.As e;:plained abcve, i:lODe of the differences in wo;ding identi:fied by the Court 

resulted from changes mat were made to CO!T""...Ct a11 inaccuracy or to make current 
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in.formation that bad become outdated. Therefore, the Government has not provided 

revised versions of the procedures because the procedu....res presented to the Cou.Tt, as 

approved by the Dl-.i1 and the AG, are ac:::urate and CTu."!'eDt, notwithstanding these 

minor differences. '"(FS//SY.'OG,'NF} 

R.espectfully submitted, 

Deputy Assis+..a.nt Attorney General 

Associate Counsel 

Attorney-Advisor 

National Security Division 
U.S. Department of Justice 
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