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Charlie
Dear Mr.Savage:

This is an interim response to your Freedom of Information Act (FOIA) request dated

May 10, 2016, previously unreleased documents from the Foreign Intelligence Surveillance
Court docket for the case that resulted in Judge John Bates' October 3, 2011, and November 30,
2011, rulings, both of which were declassified and made public in August 2013 but with their

docket number and case name redacted . ” Your request was received on May 10, 2016 .

In response to your request, we conducted a search ofthe National Security Division
Office of Intelligence (NSD / ), and we have located responsive records. We have processed
twelve documents for today's response under the FOIA. We are withholding the records in part
pursuant to one or more ofthe following FOIA exemptions set forth in 5 U.S.C. 552 (b) :

( 1) which permits the withholding of information properly classified pursuant to
Executive Order No. 13526;

( 3 ) which permits the withholding of information specifically exempted from disclosure
by statute, including but not limited to Section 102(d )( 3) of the National Security Act of 1947;

(6) which permits the withholding of information when the disclosure of such
information " would constitute a clearly unwarranted invasion ofpersonal privacy and

( 7 ) C ) which permits the withholding of records or information compiled for law
enforcement purposes the release of which could " could reasonably be expected to constitute an
unwarranted invasion ofpersonal privacy .

For your information , Congress excluded three discrete categories of law enforcement

information and national security records from the requirements of the FOIA. See 5 U.S.C.
$552 (c). This response is limited to those records that are subject to the requirements of the



FOIA. This is standardnotificationthat is given to allour requestersandshouldnot be taken as
an indicationthat excludedrecordsdo, or do not exist

Although this request is now the subject of litigation , we are including the following

information on FOIA mediation and administrative appeals.

Youmay contact the Officeof GovernmentInformation Services (OGIS) at the National
Archivesand RecordsAdministrationto inquireabout the FOIAmediationservices they offer.
The contact informationfor OGIS is: Office of GovernmentInformationServices, National
Archivesand Records Administration, 8601 Adelphi Road-OGIS, College Park, Maryland 20740
6001, or at ogis@nara.gov, or 202-741-5770, or toll free at 1-877-684-6448, or facsimile at 202
741-5769 Or you may contact our Public Liaisonat 202-233-0756.

Ifyou are not satisfied with this response, you may administratively appeal by writing to
the Director, Office ofInformationPolicy, U.S. Department ofJustice, 1425 NewYork Avenue,
N.W., Suite 11050, Washington, D.C. 20530, or you may submit an appeal through OIP's FOIA
portal by creating an account at: https://foiaonline.regulations.gov/foia/action/public/home. Your

appeal must be postmarked or transmitted electronically within 90 days of the date ofmy
response to your request. Ifyou submit an appeal by mail, both the letter and envelope should be

clearly marked, “ FreedomofInformationAct Appeal. "

Sincerely,

Kevin G. Tiernan

Records and FOIA
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Washington, D.C. 20530
LEEANN HALL

CLERK OF COURT
May 2, 2011

The Honorable John D. Bates

United States Foreign Intelligence Surveillance Court
333 Constitution Avenue, N.W.

Washington, D.C. 20001

Re: Clarification of National Security Agency's
Upstream Collection Pursuant to Section 702 of
FISA

Dear Judge Bates:

On April 21, 2011 , the National Security Agency (NSA ) provided the National Security

Division (NSD ) and the Office of the Director of National Intelligence (ODNI) information
clarifying the manner inwhich NSA acquires certain communications through its upstream
collection platforms pursuant to Section 702 of the Foreign Intelligence Surveillance Act of
1978 , as amended (FISA) . Although NSA , NSD and ODNI are still reviewing this matter and

assessing its import we are providing preliminary notice at this time pursuant to Rule 13( a) of

the Rules of Procedure for the Foreign Intelligence Surveillance Court, effective November 1,
2010 , in order provide the Court with this additional clarifying information . We have worked
closely in these efforts with NSA officials, who have assisted in drafting and reviewing this
notice to the Court.

Aspreviouslydescribedto the Court, inconductingupstreamcollectionusingelectronic

communicationaccounts/ addresses/ identifiers(hereinafter" selectors ) pursuantto Section702,
NSAacquiresInternetcommunicationsthatare to or from a taskedselector, or whichcontaina
referenceto a taskedselector. Theterm" Internetcommunications, " as describedby the Director

ofNSAinaffidavits supportingDNIAG 702(g ) certifications, " is intendedto includeelectronic
communicationsthat

See, e.g., DNIAG
AffidavitofGeneralKeithB.Alexander,702 (g ) Certification

Director, NSA, filed 2010,

Classifiedby TashinaGauhar, DeputyAssistant
Attorney General, NSD , DOJ

Reason :

Deetassify on : May 2, 2036
OITrackingNo. 104876

NYT , 16 CIV 7020_000050
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Inpast representationsto the Court, the Governmentused as an example ofupstream
collection theacquisition of that

contained a selector that NSA had tasked under Section 702, such that NSA acquired the

while it was being transmitted to or from a user of the
non -tasked account .

Based on recent discussions among NSA,NSD, and ODNI regarding one
specified category of Internet communications acquired through upstream collection
" electronic communications

in view of the complexity of this issue and the prior representations to the Court, the
Government believes that further description of the scope of NSA's upstream collection is
warranted .

One type of " electronic communications

2

Dependingon
the datatransmitted may also include

2

TOP SECRETHEOMINTINOFORN

2
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including e-mailmessagesthat are notto , from , or about

a Section 702-targeted individual. For example,

The content of

wouldbe acquired through
Section 702 upstream collection if a tasked selectorappeared anywherea

As this example demonstrates , an individual Internet communication can contain a single

piece of information or it could contain

multiple pieces of information

TSHSINF

Additionally , as described in the NSA's targeting procedures , "in those cases where NSA
seeks to acquire communications about the target that are not to or from the target , NSA will

employ either an Internet Protocol filter to ensure that the person from whom it seeks to obtain

foreign intelligence information is located overseas , or
See, ,DNI 702( g) Certification

Exhibit A at 2. It is through these measures that NSA prevents the intentional acquisition of
Internet communications that contain a reference to a targeted selector where the sender and all

intended recipients are known at the time ofacquisition to be located in the United States . See,
e.g., Inre DNIAG Certification No. 702( i )-08-01, Mem . Op . at 19 (USFISC Sept. 4
2008) . NSA , NSD, and ODNI are continuing to examine what affect, ifany, the type of Internet
communications collection discussed in this letter has on the efficacy of these measures.

TOP

3
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NSA, NSD, and ODNI are continuing to review and assess this matter and will provide
additional information to the Court as appropriate . We appreciate the Court's consideration of
this matter and welcome additional opportunities to present further information to the Court.

Respectfully submitted .

OfficeofIntelligence, NSD

U.S.DepartmentofJustice

TOP

NYTv DOJ, 16 CIV 7020_000053
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UNITED STATES

FOREIGNINTELLIGENCESURVEILLANCECOURT

WASHINGTON, D.C.

BRIEFINGORDER

On April 20, 2011, the United States filed with this Court the " Government's Ex Parte

SubmissionofReauthorizationCertificationand RelatedProcedures, ExParteSubmissionof

Amended Certifications, andRequest for an Order Approving Such Certificationand Amended

Certifications / AG 702(g) Certifications

TOP SECRETHCOMINTINOFORN
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OnMay2, 2011, the governmentfiled withthis Courta letter pursuantto FISC

Rule 13 a) titled “ Clarification ofNationalSecurity Agency's Upstream CollectionPursuant to

Section 702 of FISA (May 2 Letter ).

The May 2 Letter describes an aspect of the National Security Agency's (NSA ) upstream

collection through which isacquired “ if

contains that NSA has tasked for acquisitionunderSection

702.” May 2 Letter at 2. Such acquisitions may contain data that is wholly

unrelatedto the taskedselector,

orabout the targetedfacility. See id. The letter furtheracknowledgesthat NSAis

informationin a single Internet communication and that NSA acquires such “single

Internet communications” in their entirety whenever a Section 702 tasked selector is contained in

them . Id. at 3. Finally, the May 2 Letternotes that NSA uses InternetProtocol (IP) filters and

to ensurethat the personfrom who itseeks to obtain

foreign intelligence information is located overseas, suggests that the government may lack

confidence that such measures are effective in the context of

See id.

This is a matter ofserious concern to this Court, as the acquisitions described inthe Maya

2 Lettermay exceed thescopeofcollection previously disclosed bythe governmentand

TOP SECRETHCOMINTINOFORN Page2
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approved by the Court, and may, in part, fall outside the scope ofSection 702. Basedupon its

review of the May 2 Letter and upon the substance of preliminary discussions between the Court

staff and the government, the Court has identified several questions that merit briefing.

Accordingly, the governmentisherebydirectedto file a writtenmemorandumwith any necessarya

supportingdocumentationaddressingthe followingquestions:

1 . The government's May 2 Letter can be read to take the position that
arecommunicationsauthorizedfor collectionunder the Section 702

Certificationsthathavepreviouslybeen approvedby the Court.

a ForhowlonghasNSAbeenacquiring through its

upstream collection ?
b According to theMay 2 Letter,

They also may include discrete communications as to which all
communicants are within the United States. Please explain how the acquisition of
such transmissions:
i . comports with the government's representations to the Court regardingthe

scope of upstream collection under Section 702 and the approvals granted
by the Court in reliance upon those representations in Dockets 702(i) 08
01, ( see, e.g., Docket
No.702(i)-08-01, Aug.27, 2008 Hearing Transcript at 19-26 40-41 and
Sept. 4, 2008 Memorandum Opinion at 15-20 , 38);

ii. meets the requirements of Section 702 , including, but not limited to, the
requirement that targeting procedures must be reasonably designed to

" prevent the intentional acquisition of any communication as to which the
sender and all intended recipients are known at the time of acquisition to
be located in the United States and,

iii. is consistent with the Fourth Amendment.

2 .

a

TheMay 2 Letter describes

as “ single Internet communication [ s ” or “ individual Internet
communication [ s ]. " May 2 Letter at 3 .

Please identify all single Internet communications,

that might be acquired by NSA through the targeting of a single
tasked selector

b Please identify and fully describe each category of information that might be
containedineach such“single Internetcommunication.

a

TOP SECRETHCOMINTINOPORN Page 3
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The May 2 Letter states that NSA is not presently capable of separating out

individual pieces ofinformation contained within an
May2 Letterat 3. Please explain why and statewhether it

wouldbe feasible forNSAto implementsuch capability eitherat the timeof

acquisition or thereafter.
Can be identifiedas distinct

fromother, discretecommunicationsbetweenusers, eitherat the time of

acquisitionor thereafter? Ifso, canNSAfilter its Section702 collectiononthis
basis?

d

3 . TheMay 2 LetternotesthatNSA uses InternetProtocol (IP ) filteringand
to prevent the intentional acquisition of communications as to

which the sender and all knownrecipients are inside the United States. May 2 Letter at 3 .

Pleasedescribehow NSA appliesIP filteringinthe contextofa

i

b In the collection of " to / from communications , are the communicants always the

individual users of particular facilities or doesNSA

sometimes consider ? Please

explain

4 . How , in termsofnumbers and volume , does NSA's collection

under Section 702 compare with the collection of discrete

Internet communications ( such as e -mail messages between or among individual users?

5 . Given that some ofthe information acquired through upstream collection is likely to
constitute electronic surveillance as defined in50 U.S.C. 1801( )(2 ) that has not been

approved by this Court, how does the continued acquisition of, or the further use or

dissemination of, such information comport with the restrictions of 50 U.S.C.

1809 (a (1) and ( a ) ( 2 ) ?

6 . Please provide an update regarding the overcollection incidents described in

the government's letter to the Court dated April 19, 2011.

7 . Arethere any other issuesoradditionalinformation that shouldbebroughtto the Court's

TOP SECRETHCOMINTIANOFORN Page 4
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attention while is considering the certifications and amendments filed in the above
captioned dockets ?

Inorder to ensure that the Court has sufficienttimeto considerthe informationprovided

by the government, to seek whatever additional informationfrom the government that might be

needed, andto conductthe reviewand analysis that is requiredby Section702, the government's

memorandumshallbesubmittedno later than 5 p.m.on June 1, 2011.

IT IS SO ORDERED.

ENTERED this day ofMay 2011.

JOHK D.BATES

Judge, UnitedStates Foreign
IntelligenceSurveillanceCourt

,

FISC, certify that this document

is a and correct copy of

theoriginal

TOP SECRETHCOMINTINOFORN Page 5
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UNITED STATES

FOREIGNINTELLIGENCESURVEILLANCECOURT

WASHINGTON, D.C.

INRE DNI/AG 702(g ) CERTIFICATION

ORDER

This matter is before this Court on the motion of the United States for an order

under 50 U.S.C. j) ) of the Foreign Intelligence Surveillance Act of 1978, as

amended ("the Act" ), further extending to September 20, 2011, the time limits

established by 50 U.S.C. 1881a (i ) ( 1) (B ) and (C) and extended by the Court's order of

2011, pursuant to 50 U.S.C. 1881a(j)(2), for thisCourtto complete its reviewof,

and issue orders under 50 U.S.C. 1881a (i) (3) concerning, DNI/ AG 702(g) Certification

and the amendments to DNI/AG 702(g) Certifications

Inentertainingthe government'smotion, this Court has consideredthe following:

1. DNI/AG 702 ( ) Certification reauthorizes DNI/AG 702( g) Certification

which expires on 2011.

2. Includedwithin DNI/AG 702( g) Certification are amendmentsto

DNI/ AG 702(g) Certifications These amendments

authorizethe useof the minimizationproceduresattachedas ExhibitsB and E to

SECRET

DerivedFrom Submission to the USFISE

in DeeketNumber above

NYT , 16 CIV 7020_000059
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DNI/AG 702 (g) Certificatior inconnectionwith foreign intelligenceinformation

acquired inaccordance withDNI/AG 702 (g) Certifications

3. The governmentsubmittedDNI/AG 702(g) Certification andthe

amendments to DNI/ AG 702(g) Certifications to the Court

on 2011.

4. By operationof50 U.S.C. 1881a( i)(1) ( B ) and (C), this Court was required to

complete its review of, and issue orders under 50 U.S.C. (i )( 3) concerning ,

DNI/ AG 702( g ) Certification andthe amendments to DNI/AG 702 ( )

Certifications by 2011

5. By operation of the Court's order of 2011, pursuant to 50 U.S.C.

() ) this Court is required to complete its review of, and issue orders

50 U.S.C. (i)(3) concerning, DNI/ AG702( g) Certification and the

amendmentstoDNI/ AG702(g ) Certifications by

2011.

6. The government is continuing to work to address the Court's concerns about

the scope of NSA's upstream collection pursuant to section The government has

assertedthat itwillbe able to supplementthe recordconcerningthesemattersina

manner that willaid the Courtin reviewingDNI/AG702( g ) Certification and

the amendments to DNI/AG 702(g ) Certifications andin

makingthe determinationsnecessary to issue orders under50 U.S.C. (i)( 3 ).

SECRET

2
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However, the government has represented that a sixty -day extension is necessary

becauseofthe additionaltime needed to supplement the record.

7. Becausethe recordpresently before this Court concerning these matters

remainsincomplete, this Courtwillnotbeable to completeitsreviewof, and issue

orders under 50 U.S.C. 1881a (i)( 3) concerning, DNI/AG 702( g) Certification

and the amendments to DNI/ AG 702( g) Certifications

before 2011.

8. 50 U.S.C. 1881a(j )( 2) permits this Court by order for reasons stated, to

extend, as necessary for good cause ina manner consistent with national security, the

time limit for this Court to issueorders under 50 U.S.C. 1881a(i)(3 ) concerning

DNI AG 702 (g) Certification and the amendments to DNIAG 702 (g)

Certifications

9. By operation of 50 U.S.C. 1881a (i)(5 )(B ), the authorization in the certification

to be reauthorized, DNI/ AG 702 (g ) Certification continues beyond its stated

expiration date until this Court issues an order under 50 U.S.C. 1881a( i)(3 concerning

DNI/ AG 702 (g) Certification

Having given full consideration to these matters and the representations in the

government's motion, this Court finds that there is good cause to extend the time limit

for its review of DNI/AG 702( g) Certification andtheamendmentsto DNI/AG

SECRET

3
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702( g) Certifications beyond 2011, and that such

extension is consistent with national security.

WHEREFORE, IT ISHEREBY ORDERED that the government's motion is

GRANTED; and

ITISFURTHER ORDERED , pursuant to 50 U.S.C. S 1881a ( ) ( ), that the time

limit for this Court to complete its review of, and issue orders under 50 U.S.C.

(i ) (3 ) concerning, DNI/AG 702(g ) Certification andthe amendments to

DNI/AG 702(g) Certifications isEXTENDEDto September

20, 2011

2011 : 02

Signed EasternTime

Date Time

JOHN D.BATES
Judge, United States Foreign
Intelligence Surveillance Court

6) and b (7)(C)

FISC,cery
is a trueandcorrect

iheoriginal
SECRET

4
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this document
is a true and correct.convof
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UNITEDSTATES

FOREIGNINTELLIGENCESURVEILLANCE COURT

WASHINGTON , D.C.

IN REDNI/AG 702 ( ) CERTIFICATION

NOTICEOF EXTENSION

This matter isbefore this Court on the motion of the United States for anorder

under 50 U.S.C. (j )(2) of the Foreign Intelligence Surveillance Act of 1978, as

amended ("the Act ), further extending to September 20, 2011, the time limit established

by 50 U.S.C. 1881a(i)(1) ( ) of the Act and extended by the Court's order of

2011, pursuant to 50 U.S.C. 1881a (j) ( ), for this Court to complete its review of, and

issue an order under 50 U.S.C. 1881a(i)(3) concerning, DNI/AG 702 (g) Certification

Inentertainingthe government'smotion, this Courthas consideredthe

following

1. DNI/AG 702 ( g) Certification reauthorizes DNI/AG 702 (g ) Certification

which expires on 2011.

2. The government submitted DNI/AG 702 (g) Certification to the Court

on 2011.

SECRET

DerivedFrom: Submission to the

in Number above
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3. By operationof 50 U.S.C. 1881a(i )(1)( B ), this Courtwas requiredto complete

its review of, and issue an order under 50 U.S.C. (i) (3) concerning, DNI/ AG

702 (g) Certification 2011

4. 50 U.S.C. 1881a (j)( ), however, permits this Court by order for reasons

stated, to extend, as necessary for good cause in a manner consistent with national

security , the time limit for this Court to issue an order under 50 U.S.C. (i )(3 )

5. One such extensionhas already beengrantedby the Court. By operationof

the Court's order of 2011, pursuantto 50 U.S.C. 1881a(j 2 ) thisCourt is

required to complete its review of, and issue orders under 50 U.S.C. 1881a ( i)(3)

concerningDNI/AG 702 ( g) Certification andthe amendments to DNI/AG 702(g)

Certifications 2011.

6. By operation of 50 U.S.C. 1881a (i ) (5) (B), the authorization in the certification

to be reauthorized, DNI/AG 702(g) Certification continues beyond its stated

expirationdateuntilthis Court issues anorderunder50 U.S.C. 1881a(i ) (3) concerning

DNI/AG 702( ) Certification

Havinggivenfullconsiderationto thesemattersandthe representationsin

government'smotion, thisCourthas found, for the reasonsset forthinitsseparate

order of this date inthe above-captioned matter, that there is good cause to again

extendthetimelimitfor its reviewofDNI/ AG 702( g) Certification ( previously

set at 2011 by operation of the Court's order of 2011 , and that such

SECRET

2
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extension is consistent with national security. Accordingly , the government's second

motion has been granted, and the time limit for this Court to complete its review of, and

issueanorder under 50 U.S.C. 1881a (i)(3) concerning, DNI/ AG 702 (g) Certification

has been extended to September 20, 2011.

2011 P05 : 02

Signed EasternTime

Date Time

D.BATES

Judge, UnitedStatesForeign
IntelligenceSurveillanceCourt

b (6 ) and b(7 )(C )

, that

is a truc and correct copy of
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SECRET
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FOREIGN INTELLIGENCE SURVEILLANCE COURT

WASHINGTON , D.C.
SEPTEMBER 7 , 2011

TRANSCRIPTOF PROCEEDINGS

BEFORE THE HONORABLEJOHN D. BATES

JUDGE , UNITED STATES FOREIGN

INTELLIGENCE SURVEILLANCE COURT

APPEARANCES:

DOJ

TASHINA GAUHAR

LISA MONACO

ODNI:

NSA:

CHRIS INGLIS

TOP SECRET , NOFORN
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1 PRO

2 THE DEPUTY CLERK : Will everyone please state your

3 names for the re

4 NSA .

5 NSA Office of General

6 Counsel.

NSA Office of General

8 Counsel .

NSA

10 NSA .

11 Good morning. Acting

12 General Counsel, NSA .

13 MR . INGLIS : Chris Inglis , Deputy Director , NSA .

14 , MONACO Lisa Monaco , Assistant Attorney General .

15 MS GAUHAR : Tashina Gauhar , Deputy Assistant Attorney

16 General.

17 NSD

18 NSD .

19 ODNI Office of General

20 Counsel

21 THE COURT Welcome to all of you . Please be seated,

22 and thank you all for coming today . We have a full house ,

23 fuller than we usually get in this courtroom

Now , my view of proceedingisgoing to be .

25 I'm a bunch of . hadn't intended that

SECRETHEOMINT NOFORN
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1 anyone give any argument to begin with or opening statement or

2 anything like that . We've been dealing with this issue, the

3 upstream collection and the certifications under 702 for several

4 months, so I don't think there's any need for that .

5 I'm sure that there will be both lawyers and nonlawyers

6 responding to some of the questions . Since this is a formal

7 hearing on the record, we need to swear, particularly those

8 nonlawyers who will be responding to questions.

It might be easiest if everybody who's going to be

10 responding simply stands up as swears those who absolutely

11 need to be sworn. I think that's probably the easiest

12 procedure. So everyone who's going to be speaking and

13 potentially responding to factual issues , please stand be sworn .

14 ( Attendees are sworn. )

15 THE COURT All right. first of all, I want to

16 thank everyone not only for being here but for all the very

17 helpful materials that have been supplied over the past few

18 months . We've looked at them closely , taken them all into

19 account, obviously had questions with respect to certain things,

20 and you've followed up with responses, and all of that is very

21 much appreciated and has advanced this matter considerably .

22 We wind up at this point with some continuing questions

23 that I thought it would be useful to have you come in and talk

24 with us about, and they are in many areas. By many areas, " I

25 mean they includeminimization concerns; they some
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1 questions about the submissions , looking not all the way back

2 but back one or two submissions ; they include definitional

3 questions relating to intent ; and they include Fourth Amendment

4 issues. There just are a number of areas .

5 As I said already, I understand that different people may

6 be responding to those different areas , but let me just jump

7 right in and start with a couple of questions mainly about the

8 August 16 submission , although the questions obviously relate to

some of the earlier and the most recent August 30 submission as

10 well.

11 In the August 16 submission I think it's in footnote 5

12 on page the government has discussed and indicated that

13 some of the Internet communications that have been acquired and

14 are continuing to be acquired under section 702 were purged

15 prior to the July 14 , 2011, time point in dealing with this

16 statisticalassessment and thereforewere not included in the

17 NSA sample. I have a few questions about that body of

18 communications that were purged.

19 Does the government know how many communications were

20 purged and why they were purged ?

21 We do not have an exact account at this

22 point of how many were purged .

23 THE COURT Do you have any sense of why they were

24 purged?

255 There could be a number of reasons:

SECRETHCOMINTHORCON , NOFORN
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1 roamers, overcollect of sorts, and things we would have filed of

2 incidents.

3 THE COURT Do we know if any were purged because they

4 were determined to be wholly domestic ?

5 : I don't believe any of those were purged

6 because they were wholly domestic .

7 THE COURT You don't believe, or you're sure that

8 they weren't ?

9 In our previous filings , we have indicated

10 that prior to our statistical analysis we had not identified any

11 communications of the MCT type that were wholly domestic , which

12 would require purge .

13 THE COURT Now, since we don't know much about this

14 purged group and this again is just focusing on the

15 statistical sample how do we know that the sample is

16 representative of the actual collection of Internet

17 communications ? If we don't know what's been purged and what

18 the nature of those purged communications is, doesn't that

19 affect the validity of the sample to the extent that it's a

20 sample of the collection of Internet communications ?

21 The sample that we evaluated were the

22 sample that were in there and available to us .

23 THE COURT I understand .

24 In our evaluation of this sample set, there

25 were some communications that were purged during our evaluation,

TOP HORCON , NOFORN
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1 but we believe that given the six- month period, the number of

2 items that were included in that six- month period and then the

3 number that we ally evaluated has a statistical

4 representation of that whole body with a 95 percent confidence.

THE COURT : But it seems to a fairly ignorant

6 mathematician , it seems that if you're trying to get a

7 representative sample and that representative sample is to be

8 representative of the collected Internet communications but you

first take a chunk out of the collected Internet communications,

10 that could affect the validity of that sample .

11 I don't know how it would affect it or whether it would

12 affect it significantly , but I'm just trying to probe whether it

13 does have some impact mathematically on the validity of that

14 sample as being representative of the collected Internet

15 communications .

16 Your Honor, if I might try to answer that

17 from the General Counsel'sOffice. We know that the sample that

18 we took was one specific date, and so it's representativea

19 snapshot of time what was in our system .

20 The reason , Your Honor , that we can't articulate the number

21 of items that had been purged is because we can't put our finger

22 on those in the same way that we can put our finger on what's in

23 our systems at any one point in time . As you may be aware from

24 prior filings, when we discover a compliance incident, it may be

25 several months in time beyond the time that the actual item was

SECRETHCOMINTHORCON , NOFORN
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1 collected

2 So that 13.25 million sample that you saw is reflective of

3 what was in our systems as of that particular date . you

4 march forward in time from the time we took that sample, you

5 would expect that other items that were collected during that

6 time could also be similarly identified through our compliance

7 process and purged.

88 THE COURT : Well , let me this is not intended to be

9 reflective of the truth and is simply for demonstrative

10 purposes , but if you purged 13 million from during that time

11 period, then all the numbers that you're presentingwould really

12 only be half of the picture in terms of what's collected .

13 See, I'm interested ultimately in what's being collected,

14 not what happens to be sitting in your data files at a

15 particular point in time . If the purging that takes place as a

16 normal course of business is half of the material , then it

17 changes everything just from that perspective even without

18 knowing what the purged material is , whether it's of a different

19 nature and richer in terms of wholly domestic communications or

20 not. Just in terms of raw numbers , it would really alter

21 things .

22 So to the extent that you can tell me something about how

23 much has been purged 10 percent , .0001 percent , 50 percent

24 it certainly is helpful for me in assessing the impact of the

25 statistical presentationyou make .
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1 . Your Honor, I think we understand

2 that and appreciate the point . My understanding, though, of the

3 �� underlying concern was how many of the communications

4 were wholly domestic.

5 THE COURT Ultimately, yes .

6 Right. It has been an unusual occurrence

7 for our folks to find wholly domestic communications in the 702

8 collections . , although I can't say it with a certainty, it

9 seems to me that of the communications that would have been

10 purged in the normal course of our compliance regime because

11 either it was a roamer communication or we misidentified a task

12 selector , that those were not likely to have been wholly

13 domestic communications that would have affected the validity of

14 the sample in the sense that we were going through the sample

15 size to actually try to find wholly domestic communications.

16 THE COURT : I understand that based on your

17 presumptions and the presentationyou've made, but even

18 accepting the presentation you've made and assuming that the

19 nature of the purged materials we're talking about right is

20 the same as the sample you looked at, if the volume of the

21 purged materials is equal to what's left, then the numbers that

22 you've given me have to be doubled.

23 Your Honor, I think it's fair to say that

24 we don't believe that it would be that high, but we haven't come

25 prepared with numbers in terms of
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1 THE COURT And you certainly could assess that for

2 the future at some point, because you can look at what's

3 collected and look at what's left during a six- month period, but

4 for now you can't tell me anything more with respect to the

5 six- month period that was analyzed.

6 Those are certainly numbers that we can

7 try to get to Your Honor , but we don't have those today .

8 THE COURT Okay. Let's move on .

MR . INGLIS: Your Honor , could we , though , take the

10 action and respond back to you within this week with what we can

11 reconstruct in terms of that purged list?

12 THE COURT Yes . I think what we should do is at the

13 end of this discussion decide what you would like to present

14 further and talk about a timeline for it. Let's not do it on

15 one item, because there may be four items by the time we're

16 through

17 Staying on the same vein with respect to the August 16

18 submission, the government states later on in that submission

19 I think it's on page 7 that NSA cannot determine whether 224

20 of the roughly 5,000 examined contained wholly domestic

21 communications. Then a little bit later, it's noted that 23 of

22 the 224 were not further analyzed because they were

23 subsequently purged or placed on the NSA's master purged list.

24 With respect to those 23 , do we know why those were purged ,

25 or are they just part of this broader category that were purged?

TOR SECRETHCOMINTHORCON , NOFORN
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1 Yes, Your Honor. In fact, I believe some

2 of the ones that were purged during the sample time were

3 responsive to the incident that was reviously

4 reported to the Court in the prior filing. If you recall, I

5 believe NSA purged somewhere upwards of total

6 transactions as a result of that incident. I can't

7 remember the exact number, but a specific number of that 23 were

8 related to that purge .

9 THE COURT Were any of the 23 purged because they

10 were wholly domestic communications ?

11 : No, Your Honor .

12 THE COURT : All right. Then also in the August 16

13 submission , we have this sort of unknown category which is the

14 45,359 think is the accurate no, I'm sorry Not the

15 unknown category, but there are 45,359 of the overall sample of

16 50,440 transactions reviewed that were determined to be single

17 discrete communications . So those were sort of set aside with

18 no further analysis .

19 In an earlier submission, I think the June submission on

20 page 6 you noted that communications are nearly always

21 transmitted from a sender to a recipient through multiple legs

22 before reaching their final destinations , and certainly that

23 obvious to all of us who have dealt with these things.

24 Because IP filters

2.5 the government has
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1 indicated that NSA could intercept the communication

2

3

4

5 And then based on a further explanation on pages 7 and 8 , I

6 think , of the June 1 submission , should the Court understand

7 that upstream collection filters wouldn't prevent

8

10

11

12 you understand the question ?

13 The filters would not prevent that, and

14 those are examples of the 10 wholly domestic communications that

15 we reference in the August 16 filing . That was exactly the

16 case,

17 THE COURT those communications would all those

18 about communications would all be subsumed in the category that

19 is identified in the August 16 submission on page 9 as between

20 996 and 4,965 , or would they be in one of these other

21 categories? I don't think they're in that group . Aren't these

22 part of the single discrete communications that you didn't even

23 analyze further?

24 That's correct,YourHonor.

25 THE COURT: Aren't there going to be some wholly

, NOFORN
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1 domestic communications in that group that you didn't analyze

2 further?

3 It's ossible, Your Honor , but we

4 THE COURT It's more than possible, isn't it? Isn't

5 it likely there will be some about communications

6 and it's actually a

7 communication that is between two U.S. - located persons

88 Your Honor, that is possible. However ,

9 typically,

10

11

12

13

14

15

16

17

18

19

20

21 THE COURT How about

22

23

24 Yes . It is possible, but the reason

25 why
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1 THE COURT : It's more than possible . Aren't there

2 going to be a fair number of things ?

3 Correct. There definitely will be .

4 However , the way they're designed is, as I said ,

5

6

7

8 THE COURT The problem that I'm left with is to the

9 extent that there's a statistical presentationto convince the

10 Court of a low of wholly domestic communications , this is

11 another category that exists that you're using the word

12 " possible , " but I have no way to quantify it or know how many in

13 this sample just talking about the sample knowing how many

14 might be of that category .

15 Your Honor , I think with respect to the

16 sample that NSA conducted, we certainly endeavored to try to be

17 as responsible as we could in the

18 THE COURT : Let me state , you've been very

19 responsible You've been very helpful . I know you're all doing

20 the best you can. I'm just probing the information.

21 Certainly . The focus of the sample I

22 think you're correct was geared towards identifying

23 within upstream collection holdings in order to be able to

24 characterize natureand scope of that collection

25 specifically with respect to multi - communications transactions .
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1 So there may be a number of other things that weren't more

N specifically looked at within that particular sample which we

3 could attempt to take back and answer for the Court at a later

4 time , but the sample that was run was for the purpose of

5 describing and the nature and scope of that feature of that

6 collection.

7 THE COURT All right. I think it's fair for me to

8 say to you that I am concerned about this category within

9 sample of 45,000, which is most of the sample . It's by far the

10 majority of the sample and the fact that it does seem to us that

11 there are going to be some about communications that are

12 probably wholly domestic communications in that grouping , and I

13 don't have any way to quantify or assess how much it is .

14 I know you have cautiously , and appropriately , used the

15 term " possible . " It seems to me it's more than possible ; it is

16 highly likely, but I can't say what it means because I don't

17 know what kind of volume we might be talking about . So let's

18 put that down on the list of something that we may benefit from

19 further information on .

20 I'm going to allow the legal advisors to follow up with

21 questions on these subjects before I move to another one .

22 FISC legal counsel . Just a

23 follow- up. If someone's

24

25
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1 Do you have a sense

2 one way or another ?

3 It's not necessarily the case that

4

5

6

7

8 But other than that sort of general

observation , you don't have a sense percentage - wise of how many

10

11 No, we .

12 THE COURT All right . Staying with the August 16

13 submission for just a moment longer , the government has

14 concluded I think it's on page 9 of that submission that

15 of the 13.25 million Internet transactions acquired via the

16 upstream collection during a six - month period, between 48,609 ,

17 and 70,168 are containing one or more communications

18 between nontargetedpersons but lacking sufficient information

19 for to identify the location of the sender and all intended

20 recipients of that communication .

21 It's a category that I call " the unknown category , " which

22 is fairly large , certainly larger than the category that you've

23 identified as actually containing a wholly domestic

24 communication . A little later in the submission, you indicate

25 that has no basisto believethat any of this category of

- SECRETHCOMINTHORCON,
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1 transactions contain wholly domestic communications .

2 Now , that's a fairly absolute statement that's made in the

3 submission. Doesn't the conclusion that between 996 and 4,965 ,

which are pretty low percentages but nonetheless an actual

5 determined amount on this sample , doesn't the conclusion that

6 there are those wholly domestic communications acquired every

7 six months, doesn't that undermine the presumption that none of

8 these unknown transactions contain wholly domestic

communications Wouldn't one expect that at least that

10 percentage of that unknown category would be wholly domestic ?

11 MR INGLIS: Your Honor , if I might , I'll defer to

12 to provide the detailed answer, but in that case, when presented

13 with the possibility that these are either unknown or

14 unknowable , we pushed our analysts further to do two checks

15 against each and every one of these items , first to check to

16 determine whether or not there was any information that might be

17 attributable to a domestic communication, and second, to

118 determine whether there was any information that might lead us

19 to conclude that in fact it was a foreign communication.

20 In each case , both of those checks for each of these items

21 came back showing that the preponderance of evidence not

22 absolutely, but the preponderance of evidence which we had

23 before us would say that there were no domestic communications

224 in that pile.

25 THE COURT So I guess what you're saying is that this
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1 grouping, you've determined, is not going to be -- it's going to

2 be less rich in wholly domestic communications than the overall

sample is.

4 That's correct.

5 THE COURT I mean less rich even to the point of

6 containing no wholly domestic communication . Why is it that

7 this grouping what is it about this grouping that should

convince me that it is different than the rest of the sample and

9 will contain no wholly domestic communications ?

10 MR . INGLIS: That's more than a fair question . It

11 wasn't that it was wholly devoid of contextual information, that

12 it lacked information , a conclusive statement , but the remaining

13 artifacts led us in every case into a if you had to decide

14 yes or no based upon the available information that it was

15 foreign as opposed to domestic . So in each ase it wasn't that

16 there was no information. There was insufficientinformationto

17 say with absolute certainty .

18 Correct . And the way we did that analysis

19 stemmed from the data set we evaluated. Of that 224, we did

20 this in- depth analysis that Chris described, and via a

21 statistical analysis we were able to extrapolate that sample set

22 with a 95 percent certainty across the entire 13 million. And

23 there's a certain error associatedwith that, and that error is

expressed in the confidence interval

-25 So. based on the data set that we ... - 7.
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1 before, our statistician was able to draw conclusions based on

that to the true proportion of those type of communication

across the entire 13 million set within that certain confidence

4 interval

5 MR. INGLIS: But , Your Honor, if I understand your

6 question, you would ask why do we believe that that population

7 of data that we would declare as unknowable is statistically

8 different than the larger set from which it was extracted,

9 perhaps on a statistically relevant basis.

10 THE COURT : My guess would be that it goes in the

11 opposite direction because it's a group that has already

eliminated all these large portions that clearly don't contain

13 any wholly domestic communications from your view . So why does

14 it then

15 MR . INGLIS : In the case of the 10 wholly domestic

16 communications that clearly stood out as having artifacts that

17 said they're wholly domestic In the case of this pile, there

18 were no artifacts associated with those that spoke to the

19 possibility of domestic that we couldn't rule it absolutely out .

20 We also looked to see whether in each case there were

21 artifacts that would lead us to conclude that if we had to make

22 a judgment that they were foreign, not domestic, and in which

23 case both of those tests led us to conclude that they were , not

24. _pre.s.umptively more than domestic

25. There was._no_information of in the file

, NOFORN
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1 pushed our analysts very hard on this particular pile because we

2 had the same question you did, which is could this be soft

3 underbelly in our analysis , and pushed them very hard, and they

came back with no informationthat would lead them to conclude a

5 strong possibility that they were domestic .

6 That's correct.

7

8

10

11

12 THE COURT Where and excuse me for asking the

13 question this way, but I just want all the help I can get .

14 Where should I look in this submission for the explanation that

15 you've given me about the analysis of this unknown group that

16 led you to conclude that it will not contain wholly domestic

17 communications ?

18 It's on page 7 at the bottom.

19 THE COURT Page 7 where, sir?

20 On the second bolder bullet.

21 THE COURT Of the 5,081 MCTS

22 Yes

23 THE COURT All right. We can read that further and

24 analyze it.

25 MR .. INGLIS : we're happy to be more

TOP ,
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1 responsive based upon what we have and do further analysis as

2 the Court may please.

3 RT : Well, you can look at it too, and you can

4 mark this down as No. 3 . If there's further analysis that

you've done that supports the conclusion that you reach that

6 you're now expressing that this unknown category is in fact

7 unlikely, and you think highly unlikely to contain wholly

8 domestic communications , then by all means be prepared to

provide it, because on first reading, that's not the conclusion

10 that we reached from assessing this submission.

11 All right.

12 Your Honor, just to add into this , I know

13 we haven't gotten into the 30 August

14 THE COURT : And I'm not going to be going through it

15 line by line . Don't worry .

16 But I do think there were at least some

17 portions of the 30 August filing that try to speak to that exact

18 question , and when we get to them , I'll try to

19 THE COURT Okay Thank you .

20 All right. Just give me one second to see all right.

21 The last question in this area of examining submissions goes

22 back early to the June 1 submission which is clear that the

23 scope of the data that NSA actually acquires through the

24 upstream collection is constantly evolving . And you explained

25 that on pages 24 and 25 , noting that

,
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1

2

3 and all of that can affect the amount and type

of data included in a particular transaction .

5 What I'd like to get a fix on is what this means in terms

6 any particular sampling at any particular time. In view of

7 that evolution , is it likely that if NSA did a similar analysis ,

8 a sampling type analysis of the upstream collection at some

9 later date, two years later than the one done in the recent time

10 period ending in July, is it likely that that analysis would

11 wind up with something significantlyor at least somewhat

12 different? This evolution, is it material evolution that really

13 would change things significantly ? Or don't you know ?

14 Your Honor , a lot of the analysis

15 focused on identifying and their percentages showing up in

16 our collection . It is possible that let's say two years down

17 the road that the Internet is more rich with number

18 of different reasons .

19 We could have

20

21 and that would

22 statistically increase the amount of MCTS .

23 Because of that unknowable factor of technology popularity

24 in the future , thatcould change things . Certainlyseveral

25 years ago, we've talked in the past about

TOP HEOMINI ,
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1

2 and as

3 technologies have evolved, that has become more and more

4 popular . we could see somewhat different results if we were

01 to conduct a similar study in the future . That is definitely

6 something that could happen .

7 THE COURT And there's no reason

8 The other thing I wanted to add,

9 Your Honor, is one of the other factors here that can somewhat

10 limit the evolution is that one of the factors in play here is

11

12

13

14

15

16

17

18

19 THE COURT I think that last explanation of a

20 limiting factor is important because it affects the question I

21 was about to ask , which is , we use the term evolution , and I

22 take it we would look at this with respect to and say there

23 has been an evolution to the extent that there are more now

24 thanwas the case years ago Correct?

2.5 I would say that in cases .

!!
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1 for instance,

2

3

4 it's not just so much the it's the nature

5 of the that has evolved as well.

6 THE COURT But, in light of the limiting factor that

7 you just mentioned , can we make an assumption that the upstream

8 collection -let's just focus on that will become richer and

9 richer in or an we not make that assumption ?

10 I don't think we could or couldn't with

11 any degree of competence .

12 THE COURT All right. Let's move on to presumptions

13 more generally here. There are several presumptions that the

14 government has urged the Court to continue to rely upon with

15 regard to the upstream collection. They include that

16

17

18 and that's includedin the June

19 1 submission on page 11.

20 There's also a presumption that the vast majority of

21 persons outside the U.S. are non- persons and most of their

22 communications are with other non- . persons located overseas .

23 That's referenced in the June 28 submission on page 5 . And

24 there's a presumption that .

25. We've talked
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1 about that a little bit, and that's certainly referenced as well

2 in the June submission .

3 In view of the analysis of the upstream collection that

4 you've done and I know we're talking about numbers and

5 percentages here, but in view of that analysis, and in

6 particular the conclusion that the upstream collection does

7 contain a certain number of or percentage of wholly domestic

88 communications over a six- month period as analyzed, can the

Cour rely on those presumptions as really being absolute , or

10 are they imperfect presumptions at best?

11 Your Honor , if I may , I think they are ,

12 like all presumptions, imperfect. I think the numbers we've

13 generated from the study approximate what we expected ; that is ,

14 a low number of domestic communications when something we think

15 is aberrational is taking place. So we do not intend to it

16 can never be the case that, but presumption is it's not the

17 normal behavior , and I think that's what the study bore out .

18 MR. INGLIS: And, Your Honor, I would add as the chief

19 operating officer of the National Security Agency and having to

20 then essentially sign up to our end of a representation, that I

21 feel the same , that the preponderance of those assumptions has

22 been borne out by the data to be correct but imperfect and that

23 what we then have to apply are a set of procedures to ensure

24 that we are looking for those exceptions and that we act

25 appropriately when we discover those exceptions and that we can

TOP SECRETHCOMINTHORCON, NOFORN
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1 therefore offer back that the totality of that has a high

2 probability, again not absolute, but a high probability of

3 making the right call in erms of what our presumption should be

4 and having a high probability of catching the exceptions that

5 then ensue and dealing with those appropriately.

6 THE COURT Let's just turn back the page a moment to

7 something we were talking about a minute ago with the evolution

8 of Internet . Any sense of what , for example ,

might do to these issues and the that

10 Internet communications are routed?

11

12

13

15

16

17 So at this point, we haven't seen any change, and I'm not

18 too sure what we would expect to see just given the nature of

19

20

21 THE COURT We're talking about imperfect

22 presumptions . To the extent that NSA is acquiring

23

24 should the presumptions bereversed ? Inother

25 words should we instead presume that communications are within

, NOFORN
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1 the United States and with U.S. persons

2 MR INGLIS : Your Honor, I think that question centers

3 on

4 I would ask to talk to that

Just to clarify, the question is, is

6 should we presume at some future date that a

7 provider is primarily servicing persons ? Or...

8 THE COURT It's a little less than that. It's just

if the acquisition is

10 of someone in the United States , do the presumptions that you

11 rely on and urge the Court to apply hold up, or should we

12 actually think that the opposite would be true , that for those

13 acquisitions, the presumptions, if you're going to apply a

14 presumption, the presumption should be that the communications

15 are within the United States and with

16 So if the person was in the

17 UnitedStates and and we interceptedthat,

18 would we presume at some future date that that was I'm not

19 sure I fully understand .

20 If I can address it, Your Honor. I

21 think that that would be an excellent presumption to reverse if

22 not for the presence of the targeted selectors . So remember

23 that the reason that we collect any particular transmission is

24 that it contained the target selector which would be an

25 independent determination that the target is reasonablyto be

SECRETHCOMINT
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outside the So that weakens otherwise what I think would

be the natural inclination to reverse that presumption.N

3 If you've got a transactio that is

4

5

6

7

With respect to those individual discrete

9 communications, what presumption, if any, should be applied?

10 In that scenario that you've described,

11 if

12 we still are applying the IP filtering7

13 process. So if that user was

14

15 So that

16 particular scenario wouldn't occur .

17

18 that is what happened in the 10

19 examples we have

20 We

21 think we're going to very, very rarely see that happen because

22 the overall presumption of the statute , remember , is that the

23 whole world out there is using the services here.

SECRETHEOMINT NOFORN
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1

2

3 That's the scenari and we've seen it play out in this study

4 on 10 occasions that's a scenario that you're raising . But

5 it won't be somebody in the United States communicating with

6 in the United States .

7 Just to make sure the point is crystal

8 clear for the Court, the concern that the Court has about what

9 presumption to apply to communications

10

11

12

13

14

15

16

17

18 which was the exception in the study, not the rule.

19 that a fair statement?

20 That's correct .

21 MR . And I think it's also important to

22 remember that the presumptions aren't the first resort . The

23 presumptions are in many senses a last resort . There can be

24 objective indicia of the location of the communicants that is

25 more reliable than the presumption. The presumptions apply

TOP SECRET HORCON , NOFORN
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1 ostensibly in the absence of information to the contrary , and

2 implicit in that requirement is a due diligence requirement to

3 actually try to assess whether there's any objective information

4 that to the extent you need to rely on the presumption that

5 would rebut the presumption.

I think NSA's manual review bears out that the digging can

7 result in the location of reliable, objective information that

8 is indicativeof a person's location.

9 MS . Just to press on that one bit, I think

10 that's why the Court is strugglingwith the 224 . NSA only

11 arrived at that 224 because the NSA works through all of the

12 objective indicia that mentions , and then , only then ,

13 after discardingall of that and identifyingall of that and

14 making conclusions from it results in the 224 where there were

15 no reliable indicia.

16 THE COURT To round this out and if you

17 have more questions , please feel free to ask them but let's

18 talk about the situationfor a moment that I

19 already referred to .

20

21

22

23

24

25 THE COURT

1

SECRETHCOMINTHORCON , NOFORN
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2

3

4

5

6

7

10

11

12 THE COURT

13

14

15

16

17

18

19

20

21

22

23

24

25
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1

2

3 THE COURT

4

5

6

7

8

10

11

12

13

14

15

16

17

118

19

20 THE COURT

21

22

23

24

25
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1

2

3

4

5

6

7

8

9 THE COURT

10

11

12

13

14

15

16

17

18

19

20 THE COURT

21

22

23

24

25
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1

2

3 THE COURT All right. Okay Let's move on to the

4 question of intent. This is sort of a difficult question to

5 answer. It's an easy question to ask, but I'll throw it out

6 there, and I can be more specific if you'd like me to be.

7 The government's submissions do use various terms

8 intentional, unintentional, inadvertent, incidental when

9 describing the upstream collection or aspects of the upstream

10 collection. I'm a little confused as to what is meant, and

11 rather than just throwing that out to you , let me ask one or two

12 specific questions .

13 unintentional the same as inadvertent ? you use those

14 terms , are they the same Do both mean " not intended? "

15 Your Honor, I think that's correct .

16 Inadvertent " is a term that's used in the NSA immunization

17 procedures, and " unintentional" has been used in various

18 documents as well. But I think " inadvertent" and

19 " unintentional " can mean the same thing .

20 THE COURT And " intentional" is the opposite of both

21 " unintentional" and "" inadvertent. "

22 Yes .

23 THE COURT And " incidental " means what ?

24 " Incidental, " I think as we've framed it,

25 means something that results as a consequence of an action that

SECRET HCOMINT , NOFORN
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1 we take intentionally.

2 THE COURT Is happening or a byproduct

3 It's our intent in taking that action

but as you said, it's a byproduct of that action . So in an MCT ,

5 for example, our intent is to acquire a communication to, from,

6 or about a targeted selector . At the time we acquire that

7 transaction , we may not even know that it's an MCT that contains

8 other communications.

9 So we acquire the MCT because we see , hey, that's a

10 communication that has a targeted selector . We reasonably

11 believe that that has foreign intelligence information in it.

12 We acquire it, it's turns out it's MCT , it's got other

13 communications in it. We still intended to acquire that

14 transaction and anything contained within it such that to the

15 extent there are these other communications in it, it's

16 incidental to our acquisition of the transaction.

17 THE COURT All right. Let's drill down a little

18 more. The June 28 submission states that "acquisition of

19 Internet transactions is intentional, " and on the same page ,

20 page 6 , further states that " given the government's knowledge

21 that such transactions may also include information that is not

22 to , from , or about a task selector , the acquisition of this

23 additional information is not inadvertent ."

24 I think that's correct.

25 THE COURT Later in the same filing, and also in the

TOP SECRET HORCON , NOFORN
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1 August 30 filing, the government seems to be saying that any

2 wholly domestic communication that is acquired as part of a

3 transaction obtaine unintentionally or inadvertently.

4 that also correct ?

5 Yes .

6 THE COURT Now, NSA knows with certainty that both

7 will be acquired . In other words , wholly domestic discrete

8 communications are simply a subset of the nontarget discrete

communications that you acquire as part of a transaction. So

10 how do you reconcile that with these statements with respect to

11 intentionalor unintentional?

12 So we intentionally acquire because

13 they contain the presence of a targeted selector that we believe

14 is used by a non- . person located outside the United States.

15 However, we don't intentionallyacquire all such . We know

16 that we cannot

17 THE COURT You knowingly acquire them, though.

18 But we don't intentionally acquire them .

19 THE COURT , we'll get to that in a moment .

20 Understood. And we may not know at the

21 time of acquisition that that MCT is something that contains

22 THE COURT With respect to a particular transaction.

23 Exactly we are intentionally

24 acquiring but we have also implemented means to

25 ensure that we are not intentionallyacquiring wholly domestic

SECRETH HORCON,
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1 communications , but we believe that those means are

2 reasonably designed to prevent that . Granted , they are not

3 perfect, but we believe that they are rea nably designed to

4 prevent the acquisition of those communications .

5 THE COURT Let's jump to the statute for a second .

6 Under section 1881(a ) (1 ) , the Court is required to determine

7 whether the targeting procedures are , in the language of the

8 statute , " reasonably designed to prevent the intentional

acquisition of any communication as to which the sender and all

10 intended recipients are known at the time of the acquisition to

11 be located in the United States . "

12 Let's look at those two parts of that statutory provision.

13 Intentional acquisition.

14 In the government's view, what's the meaning of

15 " intentional" as used in the statute And to set the framework

16 for you, I think in criminal law and in tort law it's generally

17 settled that a person intends to produce a consequence either

18 when he acts with a purpose of producing the consequence, which

19 is what you've been focusing on I think in your papers and here

20 for the moment , or , when he acts knowing that the consequence is

21 substantially certain to occur .

22 It does seem to me that you really focus on the first part

23 of that traditional definition , because you're really only

24 talking about the specific -purpose definition and not the

25 knowledge of substantial certainty aspect of intent. Am I

TOP SECRETHEOMINTHORCON , NOFORN
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1 right?

2 I think we need to focus on the fact that

3 I mean , granted , the statute says that we are precluded from

acquiring communications as to which the sender and all intended

recipients are known at the time of acquisition to be located in

the United States. I grant you that we may not have focused

7 specifically on that aspect, our knowledge at the time of

8 acquisition . I think NSA's manual review has shown that it can

take a lot of drilling down into these communications to

10 determine whether or not they are in fact wholly domestic .

11 THE COURT Well , it doesn't take that much drilling

12 anymore to determine that there are some that are wholly

13 domestic. It does take a lot of drilling, if you even can, to

14 determine that a particular transaction is wholly domestic or a

15 communication within a transaction is wholly domestic .

16 Indeed, it's especially true or especially difficult when

17 acquired , but it doesn't take much now to conclude , because

18 that's what your analysis has concluded , that there will be

19 wholly domestic communications acquired . Certainly will be .

20 No, no. I agree a hundred percent with

21 that, Your Honor . But again, at the time of acquisition, we may

22 not know it, and it's at the time of acquisition that the

statute precludes us from intentionally acquiring a domestic

24 communication.

25 THE COURT Then we're getting a little bit semantic .
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1 It depends on what you mean by " acquisition, " whether you mean

2 acquisition of a particular communication , acquisition of a

3 particular transaction , or the acquisition that takes place

4 during the space of a day , or an hour . If it's either of the

5 latter two, you know that there's some wholly domestic

6 communications that are being acquired, statistically .

7 Statistically , yes . Personally, the way

8 that I've always viewed the way that that provision in the

9 statute works is it's on an acquisition- by- acquisition basis,

10 and " acquisition" meaning communication-by - communicationbasis,

11 because we are targeting to acquire foreign intelligence

12 information. That foreign intelligence information is contained

13 in individualcommunications.

14 THE COURT Do you think that definitionally , the

15 Court , when it's interpreting and applying 1881 ( a ) in this

16 setting, should only be focused on the purpose portion of the

17 definition that I went through a moment ago , or should the Court

18 also be looking at the knowing aspect of it in other words ,

19 that part of the definition of " intention " at to be applied here

20 is " not only acting with a purpose producing the consequence

21 but also acting knowing that the consequence is substantially

22 certain to occur" ?

23 Should I be jettisoning that portion of the traditional

24 " intentional" definition and applying some narrower definition

25 here? Or are you only saying that even applying both prongs of

TOP SECRETHCOMINTHORCON , NOFORN
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1 that definition you need to look at what's happening and what's

2 known at the time of the acquisition of a specific transaction

3 I think it's the latter, and also think

4 that the fact that the statute says that the procedures have to

5 be reasonably designed to prevent the acquisition of

6 communications as to which the sender and all intended

7 recipients are known at the time of acquisition to be located in

8 the United States .

9 I th given that language, the statute contemplates that

10 there's not going to be a perfect system . It has to be a

11 reasonably designed system , and I think the results of

12 manual review bear out the fact that the system that NSA has

13 designed, albeit not perfect, is reasonably designed to prevent

14 the acquisition that the statute prohibits.

15 : Your Honor, if I could add one thing.

16 If we could take away some of the complication of this

17 discussion by focusing just on other than MCT, for what it's

18 worth, I think the Court has already considered and countenanced

19 the idea that some targets are going to roam into the

20 United States , or we could turn out to be wrong and they would

21 be in the United States. And some statistically, probably a

22 very small percentage of those may have communications with

23 other people in the United States .

24 So, to a certain extent, this may bea threshold the Court

25 has already crossed or at least walked up to and assessed . So I

TOP SECRET HOREON , NOFORN
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1 would just like the offer that in the context of this question

2N about what the statute means .

3 THE COURT I think that's a fair point in terms of we

4 all know that systems are not going to be perfect . We've

5 already faced some instances, and this may be another one that

6 is an acceptable imperfection. But that's what we have to

7 explore a little bit more before the Court is prepared to reach

8 that conclusion.

9 We've already talked a little bit about the second part of

10 the statutory term of the " known at the time of acquisition. "

11 it would be your view that the knowledge or the certainty

12 that the collection will result in the acquisition of thousands

13 over the course of a year of wholly domestic communications does

14 not mean that there's a violation of 1881. Set aside the

15 " reasonably designed" language, which I think is important, but

16 just set that aside for a second.

17 I'm not sure I understand the question.

18 THE COURT Well, you know at the time of acquisition

19 that there are thousands of transactions that are going to be

20 wholly domestic over the course of a year . At the time of

21 acquisition of a particular transaction, you don't know that

22 that transaction is wholly domestic .

23 Your assessment is that even on this knowledge prong of the

24 definition and looking at the " known at the time of acquisition "

25 language of the statute, that the Court should really not be
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troubled by the fact that it's known that there are going to be

2 thousands of wholly domestic communications acquired and

3 again , I'm only focusing within the statutory language now ; I'm

4 not talking about the Fourth Amendment shouldn'tbe troubled

5 by that because it's not known that any particular transaction

6 is wholly domestic and that the Court therefore need not be

7 troubled by the fact that everyone knows that there will be some

8 wholly domestic communications acquired .

9 It's certainly reasonable to presume that

10 we are going to be acquiring wholly domestic communications

11 despite our best efforts, and that's why, as we've shown in the

12 papers , we're relying heavily on the application of our

13 minimizationprocedures.

14 to the extent that the protections that we put into

15 place at the time of acquisition don't work, then we have these

16 substantial back- end protections to ensure that to the extent

17 that one of these domestic communications resides in an NSA

18 system because it couldn't be weeded out at the point of

19 acquisition, and an analyst comes across it during the course of

20 their regular analytical work, that that information is treated

21 appropriately; i.e., we've committed to destroying any wholly

22 domestic communications or MCTS containing even a single wholly

23 domestic communication, So I think the two in tandem work

24 together.

25 THE COURT I have one or two more_questions in this

TOP SECRET , NOFORN

NYT , 16 CIV 7020_000120



Names of certain hearing participants withheld under b( 6) and C) .

All withheld informationexempt under (1 ) and b ( 3 ) unless otherwise noted. Approvedfor publicrelease.

TOP SECRETHCOMINT , NOFORN 42

intent section , if you will , and then I think it'll be well,

2 let me not assume that we won't have a few more than one or two

questions . Some of this relates to Judge McLaughlin's 2008

opinion , because you do rely on it to a certain extent , back in

5 the June 28 submission, for example.

You rely on it for the proposition that NSA ' acquisition

7 of transactionscontinue discrete communicationsthat are not

8 to, from, or about a task selector is intentional because the

9 acquisition of the additional information is a necessary yet

10 unavoidable consequence of acquiring foreign communications to,

11 from, or about a task selector .

12 Judge McLaughlin , in that opinion , also found that a

13 communication would be unintentionallyacquired for purposes of

14 1806, if, for example, the acquisition resulted from a technical

15 malfunctionor an inadvertentmisidentificationof a selector.

16 Is the government's argument that its acquisition of wholly

17 domestic communications is unintentionalbased on NSA'S

18 determination that its filters are not functioning properly , or

19 is it instead that the filters have a limited capacity to

20 prevent the acquisition of wholly domestic communications ?

21 I think it's both. I think we've

22 previously asserted that to the extent that NSA's filters fail

23 for a technical reason and that has happened in the past , and

24 we have reported a compliance incident related to that, and we

25 acquired wholly domestic communications as a result of that
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1 that is a situation where we've unintentionally acquired a

2 wholly domestic communication . In this instance, it's not

3 THE COURT It's not a failure. Isn't it more a

4 limited capacity ?

5 It's a very small limited capacity. But,

6 yeah, I think it's pretty much

7 MR . INGLIS : But , Your Honor , I would offer and add

8 that I think it's more the limited capacity, the limited

9 technical possibilitygiven the way the communications work,

10 that if we had the means to devise it such that it would screen

11 out at that moment in time discern, screen out we should

12 be expected and would do so

13 THE COURT If it's that limited capacity or

14 feasibility , why isn't the acquisition of those communications ,

15 to return to Judge McLaughlin's language , a necessary yet

16 unavoidable consequence of acquiring communications to, from, or

17 about a task selector and therefore intentional, under her

18 opinion ?

19 Under her opinion , and as we argued to the

20 Court, basing our assertion that there were certain

21 types communications that were intentionallybut mistakenly

22 acquired based on our understandingof where the target was

23 also . That's where our primary focus was .

24 This situation isa littlebit different than that . In

25 that instance, we wererelying. wholly on our reasonable_but
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1 mistaken belief that our target was located outside the

2 United States in assessing whether or not , to the extent that

3 that person roams into the United States , 1806 ( i ) applies in

4 that case.

5 We determined that it didn't because we were at all times

6 intending to acquire all communications from our targeted

selector under the reasonable but mistaken belief that our

8 target was located outside the United States .

In this context , it's a little bit different . Rather than

10 relying on the application of the targeting procedures and

11 relying on our reasonable belief, we are taking active technical

12 measures to prevent the acquisition of wholly domestic

13 communication. That's the distinction that I draw, and when

14 those technical means don't necessarily work , that's when the

15 acquisitionbecomes unintentional.

16 THE COURT All right. So if we have an acquisition

17 of wholly domestic communications in a circumstance where

18

19

20

21

22 okay , so that's the situation would the acquisition of those

23 transactions by the upstream collection be intentional?

24 : I just want to make sure we understand the

25 question .
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1 THE COURT I'm talking about acquiring wholly

2 domestic communications in circumstances where

3

4

In that situation, wouldn't acquisition through

7 upstream collection be intentional , even though it's based on a

mistaken belief that the target was outside the United States?

9 I would argue that it's still intentional,

10 because recall that the IP filtering and

11 is intended to prevent the acquisition of

12 wholly domestic about communications. In targeting procedures ,

13 we rely on the presence of the target to ensure that we're not

14 acquiring any wholly domestic communications.

15 The fact that in practice we apply the IP filters and

161 to all

17 communications, including those of the target, I think doesn't

118 undermine the notion that we've relied on in the past that to

19 the extent that a person believed to be located outside the

20 United States roams into the United States and we continue

21 acquiring their communications, albeit some of which may be

22 domestic , that that is still intentional but unknowing .

23 THE COURT All right. in particular, did you

24 want to ask anything about the I guess it relates back to the

of the collection?
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1 Sure. , back in 2009, the government

2 reported an overcollection

3

4

6 overcollection incident .

7 Immediately following that overcollection , the government

8 took it upon itself to purge the overcollected communications

from NSA systems in order to ensure that no information had been

10 disseminatedby NSA in any form and to deploy improved filtering

11 systems to prevent the future acquisition of such nontarget

12 communications.

13 In Judge McLaughlin's opinion in improving that

14 surveillance following the overcollection

15 incident , she relied heavily on those remedial and preventative

16 measures in concluding that the overcollectiondidn't preclude

17 the approval of the certification and the procedures before her

18 for renewal .

19 The approach being followed here seems quite different in

20 that the NSA's proposing to continue collecting nontarget

21 information as part of Internet transactions and to keep and

22 potentiallyuse much of that information. So can you address

23 the difference in why you're treating them differently?

24 I think the key difference is in the

25 incident, overcollection resulted in the acquisition of
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1

2

3

4

5

6 Here , we are only acquiring transactions because they

7 contain a targeted selector . At the time of acquisition, we may

8 not even know that there are other discrete communications

9 within the transaction that aren't to, from, or about the

10 targeted selector . I think that's a very key difference.

11 Also , another important difference between and this

12 situation is, in there was a technological fix that could

13 be implemented. The was preventable, and NSA did a lot of

141 great work in developing technical means to ensure that those

15 types of overcollections don't happen again.

16 Again , those means aren't perfect and every once in a while

17 something slips though , but by and large , those are technical

18 means that NSA has implemented to prevent the sort of

19 overcollection that occurred in Those technical means

20 aren't availablehere. NSA lacks the technical means to prevent

21 or can only acquire whole transactions. They can't unpack,

22 generally speaking , transactions into their component discrete

23 communications

24 So I think that's another

25 key difference .
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1 So , just to sum up, it's the nature of the overcollection .

2 In there was no nexus to the targeted selector at all,

3 whereas here there is a nexus to the targeted selector that

4 results in the acquisition , presence of the targeted selector in

5 the transaction , and in there was a technical fix that

6 could prevent what was overcollection. Here , there's not a

7 technical fix that will enable NSA to conduct the acquisition in

8 a more discrete way .

9 THE COURT All right. Let's talk about that for a

10 second. Is it clear from your submissions and your assessment

11 of your technology that NSA doesn't currently have or employ

12 technology that would permit it to acquire everything it's

13 authorized to acquire without also acquiring

14 That's correct.

15 THE COURT Is it technically possible in other

16 words , within your knowledge of technology, is it technically

17 possible to come up with a means to acquire everything but not

18 MCTS? I know you don't have it right now, but I'm trying to

19 examine whether it's possible.

20 There's sort of two components to that .

21 One is that these technologies are not designed to do that by

22 nature, and as a result , it is very technologically difficult to

23 do that in many cases . Some cases it is impossible , but in

24 terms of us being able to let's use as an example.

25 Could we develop a technology which could
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1

2

3 However , the viability of that would be very

4 short- lived, largely because

5

6

7 Compound that by

8 it becomes a very hard and infeasible task to do , especially

considering that NSA is only looking at

10

11

12

13

14 THE COURT : Have you already looked at this issue and

15 made sort of the final determination by NSA that there isn't a

16 means to come up with a technological, as put it, fix ?

17 Yes . We have concludedthat it's

18 technologically infeasible to do this .

19 MR . INGLIS : I would go further to say that if

20

21

22

23

24

25 It will necessarily change , and we therefore will always design
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1 imperfect systems against tomorrow's probabilities .

2 THE COURT But not to be glib, that's your business,

3 isn't it? Isn't that what you do every day in all of these

4 multitude of settings?

5 MR . INGLIS: That's exactly right , sir , and fairly

6 put. I would say that we cannot perfectly anticipate those

7 changes . So the machinery will fail before we detect it, and

88 then upon detection , we will have to the correct it.

9 MS MONACO I might add if I could, Your Honor, in

10 our discussions on this issue preceding this hearing , we also

11 discussed the fact that some of this relies on

12

13

14 if that's a fair statement for

15 my colleagues .

16 THE COURT All right. Let's talk about minimization

17 for a second . More than a second . In the most recent

18 submission, NSA has indicatedthat it will require any analyst

19 who wants to use a discrete communication within an MCT to first

20 perform checks to determine the locations of the users of

21 electroniccommunicationsor accounts or addresses, identifiers

22 referencedin that discrete communication" to the extent

23 reasonably necessary" to determine whether that communication is

24 wholly domestic.

25 If the analyst determines that the active user is a task
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1 selector or is located outside the United States , then no

2 further checks would be done. If the active user is not a

3 tasked selector or is not determined to be located outside the

United States, what happens

LO If the active user is determined to be not

in the United States

7 THE COURT I think the way I'd actually say it is the

8 active user is not a tasked selector or is not determined to be

located outside the United States, what do you do then? Can the

10 analyst use the communication, or are there additional checks

11 that are necessary?

12 There were additional checks . In that case

13 I think there were of those that were identified in that

14 filing, and for each of those the analyst went into deeper

15 technical analysis of all those discrete communications and

16 determined that those discrete communications were not wholly

17 domestic

18 But how can you describe the further

19 checks?

20 They went into the content and verified

21 that all of the

22 contained at least one foreign recipient.

23 THE COURT That was done in the context of the

24 sampling , you mean ?

25 That was done in the evaluation of the case

SECRETHCOMINTHORCON , NOFORN
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where the active user was located within the United States.

2 THE COURT Is that what an analyst is going to do

3 tomorrow when they have this circumstance?

4 If they were going to use that data, that's

5 what they would do . That's correct.

6 THE COURT And if the analyst is unable to determine

7 that at least one of the communications is outside of the

8 United States , what happens then ?

If it was inconclusive, it would be likely

10 that they would not use that piece of data .

11 THE COURT that what the protocols and policies

12 require ? Can the analyst use the communication, or is the

13 default , if you will , that he or she has to treat it as a wholly

14 domestic communication?

15 ( Pause)

16 If you need a second to consult, by all means take it.

17 There's no harm to doing that . You're free to do so .

18 : Thank you , Your Honor .

19 (Attendees conferring . )

20 Unless we could confirm, we would not use

21 that piece of data .

22 THE COURT that would be the default position .

23 Just for a second, you referred to these checks , and

24 my question is really whether those are going to be used going

25 forward, and where do we find in the submissions that you've
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1 indicated that those are going to be used going forward ?

2 MR . INGLIS: Your Honor , I think the answer to your

3 first question is yes , the checks that we have imposed will go

4 forward , and as to where they are documented at that level of

5 detail, we'll determine .

6 Your Honor, I think you're referring to

7 things that are detailed on page 8 and 9 of the 30 August

8 submission which details the very steps that NSA would take .

9 THE COURT 8 and 9

10 Yes , Your Honor.

11 THE COURT Okay

12 Your Honor, we may be mixing things .

13 THE COURT : Talking past each other or apples and

144 oranges

15 If you look at the August 30 submission,

16 the first clarification that the government makes is one

17 regarding wholly domestic communications and if an analyst who

18 is confronted with an MCT wants to make use of some discrete

19 communication within it, they will first do the checks that

20 we've just been talking about to determine whether or not that

21 communication is wholly domestic .

22 And I don't know that we got into it at this level of

23 detail, but if you look at page 3 , we do there talk about what

24 the analyst will do in order to aid the analystin attempting to

25 recognize whether or not they are in fact dealing with a wholly
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1 domestic communication.

2 THE COURT All right. And we can refer back to

3 those Thanks.

4 All right. Now, in the August 30 submission, another point

5 made I think it's on page 9 is the government indicates

6 that if NSA acquires , through this upstream collection, a

7 discrete communication that is not to, from, or about a tasked

8 selector but is to or from an identifiableU.S. person, that

communication cannot be used for any purpose other than to

10 protect against an immediate threat to human life .

11 Who's going to make that determination? An analyst ? Or is

12 there a process for how that determination is made and who makes

13 that determination

14 Your Honor, is the determination you're

15 talking about whether or not the specific item could be used or

16 whether or not the person could be identified?

17 THE COURT : Whether it can be used .

18 MR INGLIS: It could only be used to protect the life

19 of a person . We have a defined process at National Security

20 Agency in which we involve our general counsel in in order to

21 make that determination.

22 And , Your Honor , if I may, that language

23 is similar to language that appears in NSA's minimization

24 procedures at the very beginning , basically a threat - to - life

25 carve- out . But like that threat - to- life carve- out and the
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NYT , 16 CIV 7020_000133



Namesofcertain hearingparticipantswithheldunderb(6) and 7) C).
All withheld information exempt under b( 1) and (3 ) unless otherwise noted . Approvedfor publicrelease.

TOP SECRETHEOMINT , NOFORN 55

1 minimizationprocedures, there's complete transparency on the

2 part of the government because if NSA needs to take that action,

3 they need to report that to DOJ and ODNI , and we in turn have to

4 report that to the Court .

5 THE COURT understandthat. I'm still interested

in how that determinationis made. The fact that it's reported

7 to the Court later on that a determination was made and it was

88 used is important, but it's also important to know that there's

an appropriate process for making that determination within NSA.

10 Now, if there's no immediate threat to human life in that

11 same circumstance, does NSA retain the communication?

12 We would , Your Honor .

13 THE COURT And is it marked in some way to indicate

14 that it cannot be used without that determination being made , or

15 is it just there ?

16 MR . INGLIS: Your Honor I do not believe we marked

17 that communication at that moment in time .

18 THE COURT Do you think there's a need to, or do you

19 think an analyst in the future, when confronted with this

20 communication and making a decision on whether to use it, will

21 be sufficiently apprised of the fact that it's a wholly domestic

22 communication and that he or she needs to follow this process in

23 terms of a threat to human life?

24 It wouldn't be a wholly domestic

25 communication.
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1 THE COURT : I'm sorry It's not a wholly domestic

2 communication. You're right .

3 I think that it's pretty clear that it

4 would be better if it were marked than not marked if the

5 government knows about it. The feasibility of doing that I

6 don't think we've assessed, I don't think we can commit

7 sitting at the table to do that . But we will seriously consider

8 whether it's possible to do that , or when we review it, if it's

9 tentatively possible.

10 MR INGLIS : And so in the absence of that marking the

11 confidence that is placed upon common -training standard that the

12 analyst had, the fact that if it were determined to be wholly

13 domestic a further check that it would be purged in all of its

14 derivatives as well.

15 THE COURT Let's move from the specific to the more

16 general . Is it possible for NSA to segregate the upstream

17 collection from the rest of its 702 collection ?

18 It's possible.

19 The upstream collection in comparison to

20 our PRISM collection, as we've referred to it, they are

21 commingled in the database, but they are marked in such a way

22 such that they can be identified from distinguishingsources.

23 THE COURT So in a sense, it is separated by being

24 marked It's all commingled in the same database . that

25 commingling in the same database just as good as a complete
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1 separation in terms of the use of tools to pull out the

2 communications that can easily be identified as to, from, or

3 about a task selector? In other words well , I think the

4 question is a little confusing.

5 MR . INGLIS : Is your question, Your Honor, whether it

can be better or worse depending upon how you choose to organize

7 the data

8 THE COURT If you separate it rather than commingled

and marked, would it be easier to deal with the concerns that

10 exist with respect to a portion of the upstream collection

11 technologically ?

12 I don't think that the commingling is a

13 factor in determining and marking the data for the analyst to

14 know that this is from upstream versus not upstream or that

15 there is an MCT involvedor not. I don't think that the

16 commingling is a factor of that.

17 MR . INGLIS : So Your Honor , not to extend the

18 conversation into an inappropriate corner of little interest to

19 the Court , but NSA's strategy writ large for its technical

20 architecture is in the face of increased commingling to

21 concentrate on the marketing of such data element such that we

22 can then determine its provenance .

23 Increasingly , what we'll have is many variables with

24 respect to the origins , the policies that pertain to data and

25 many variables with respect to the authorities and privileges of
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1 individuals , and as that M meets the prospect of coming up

2 with M times different instantiationsof data sets that are

3 physically separate , that's infeasible for us . So our strategy

4 is to go towards the marking and to allow commingling to happen,

not sloppily, but there's no real other tenable design.

6 THE COURT I have a couple more questions on

7 minimize , but go ahead .

8 If I could just follow up on that .

I guess what we're trying to get at here is whether it was

10 technologically feasible to separate this data out given that

11 there are concerns about what's in wholly domestic

12 communications, lots of - person information, nontarget

13 person information whether you physically separate it or

14 separate it via marking rules, access rules .

15 Is it possible to segregate that , such that you could then

16 limit access to it? I guess one of our concerns is, as I

17 understand it, it comes in to your database and pretty much

18 immediately is made available to analysts running queries . So

19 if something is responsive to a query, it will come up and they

20 will see it.

21 We were curious as to whether it would be technologically

22 possible to sort of either segregate it and sort of immediately

23 or soon thereafter pull out the stuff that you know is okay and

24 make that available, or , alternatively, or perhaps in addition,

25 limit the access of the stuff that's problematic to people who
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1 are specially trained or subject to certain additional access .

2 MR . INGLIS: If I may , I think I hear two questions ,

3 but correct me if I got that wrong. The first is can there be ,

4 upon the collection and the immediate presentationof that

5 collection to either machine or a person , some distinguishing

6 characteristic, either some physical segregation or some mark

7 that goes along with that , atomically bound to that , such that

8 there's no doubt where this came from. It's either upstream ,

9 it's all other . I think the answer to that question is yes .

10 THE COURT If you can mark it, presumably you can

11 segregate it .

12 MR . INGLIS : Yes . But I think the further implied

13 question is , there then some meaningful processing that might

14 occur so that you can then winnow and filter that material

15 before presentation, before some manual applicationprocedures,

16 and we don't yet know of those . We have thought hard about

17 that, and we don't yet know what further processingmight occur

18 absent introducing the human into the loop and having that human

19 follow a rule set that would help determine what the further

20 provenance or not of that data might be .

21 But you have the capability to put the

22 human in the loop. You have this specially trained cadre of

23 analysts who are working with your manual database.

24 Theoretically, you could have a specially trained cadre

25 MR . INGLIS: So given the answer to the first

TOP
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1 question , is it possible to alert the human beings that come

2 into contact with that data that there are certain rules that

3 pertain that you must handle this data, ask questions of this

4 data in a certain way .

5 MS . MONACO: the Court sees from the August 30

6 submission, that's exactly what the proposal is to do going

7 forward, to apply a banner to this collection so that would

8 effectuate the alert Deputy Director Inglis talked about, and

9 also that coupled with the training and guidance for the analyst

10 working in concert would apply the protections to that

11 potentially problematic material .

12 THE COURT : Let's go on to another minimization area .

13 Under section 3 ( b ) (1 ) of the NSA minimization procedures, " NSA

14 personnel will destroy inadvertently acquired communications of

15 or concerning a United States person at the earliest practical

16 point in the processing cycle at which the communication can be

17 identified either as clearly not relevant to the authorized

18 purpose of the acquisition or as not containing evidence of a

19 crime, " and that's all in quotation marks.

20 But in the June 1 submission, I think at page 22 , it's

21 indicated that NSA cannot destroy a discrete communication

22 within an MCT without destabilizingand potentially rendering

23 unusable some or all of the collected transaction including the

24 single discrete communication which is to, from, or about the

25 task .
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1 , assuming the communication of or concerning a

2 person not a wholly domestic communication , would NSA retain

3 the entire MCT for five years regardless of that destruction

4 requirement in section 3 ( b ) ( 1 )

5 That's correct , yes .

6 THE COURT And would the communicationof or

7 concerning a person be available to NSA analysts during the

8 entire five - year period?

So again, Your Honor, I think this goes

10 back to an earlier question you asked, which is would we mark it

11 once we discover that's true . I think that's a valuable thing

12 to do and to look into. For reasons already described by

13 we couldn't eliminate that piece of the

14 communication without eliminating the whole communication .

15 So the line we're proposing here is, if we find a domestic

16 communication within the series of communications, we'll destroy

17 the whole transaction . If we find untargetedperson

18 information, we won't destroy, but we won't use that either.

19 THE COURT Now , these communications will start

20 unminimized and eventually be minimized. Does NSA share

21 unminimized acquired through the upstream collection with

22 any other agencies ? CIA? FBI?

23 At this time the only collection

24 that's shared with the CIA FBI is from the PRISM side ,

25
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1 THE COURT So the upstream collection is not shared

2 at all

3 Correct .

4 THE COURT Except on an individual basis once an

5 analyst has focused in on a particular

6 Not shared wholesale. That's correct.

7 THE COURT How about with foreign governments for

8 translation purposes or analytical purposes under section 7 (b )

9 of your minimization procedures?

10

11

12 THE COURT So just to close out the minimization ,

13 unless any of the legal advisors have questions , the manual

14 review process is not going to be continued prospectively .

15 Correct? In other words, NSA proposes to rely on analysts who

16 recognize wholly domestic communications within transactions

17 when they're confronted with them .

18 MR . INGLIS : Sir, by the manual of due process, you

19 mean the process by which we examined the slice of 50,000 ?

20 THE COURT Yes .

21 MR . INGLIS: We don't intend to carry that forward .

22 We intend to carry the training standard forward for the

23 analysts who encounter the data .

24 THE COURT So wholly domestic communications that are

25 never viewed by analysts will remain in the repositories for
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1 five years.

2 That's correct.

3 THE COURT And with transactions that are reviewed,

4 should the Court be confident that NSA analysts would be able to

5 recognize wholly domestic communications when confronted with

6 them in their daily work ? There's been even in this sampling

7 process, there's been some difficulty in recognizingwholly

8 domestic communications .

9 Should we be confident that analysts will be able to do

10 that ? Presumably, they're going to have less in the nature of

11 tools, time, and resources than were employed during this

12 analytical exercise .

13 Your Honor, I think the Court should be

14 confident, and really for a couple of reasons . First off, the

15 10 domestic communications that were confirmed during the review

16 of the sample were all communications that when you actually

17 looked at them they were not responsive to any foreign

18 intelligencerequirement whatsoever, so it was unlikely that in

19 the normal course of business our analyst would have pulled them

20 up in the first instance . Therefore, by operation of

21 minimization procedures just sort of by standard, they would

22 have aged off in five years .

23 But secondly, the amount of training, the notices to the

24 workforce , the related efforts to be sure that the workforce is

25 aware of the problem I think will sensitize our analysts to be
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1 on the lookout for the possibility that an MCT that was

2 responsive to a query they made of a database might be a wholly

domestic communication and therefore they should go through the

4 steps that we've outlined in the filings to make sure that

5 they've properly accounted for it and made sure that it is not

6 in fact a wholly domestic communication .

7 MR. INGLIS: Your Honor , if I might add, they're not

8 advised to go through those checks; they're compelled to go

9 through those checks. What we found as a practical matter in

10 this particular activity where we manually examined the 50,000

11 plus transactions is part of the difficulty in having analysts

12 identify wholly domestic communications is that they were not in

13 practice in terms of finding any meaning or use in .

14 So we actually had to have them pursue matters that more

15 often than not they would say that is of no interest to me ; I

16 wouldn't pursue that naturally. And so then becoming

17 comfortable with the artifacts that are associatedwith wholly

18 domestic communications that are otherwise uninterestingand

19 otherwise not things that they would daily work with was in fact

20 in my view an opportunity to understandwhy they then would

21 necessarily go after those things that are directly responsive

22 to their queries , as opposed to those things that were

23 incidentally collected.

24 THE COURT: Now, I have one more of area of

25 questioning that's really under the umbrella of the Fourth

TOP SECRETHEOMINT , NOFORN

NYT , 16 CIV 7020_000143



Names of certain hearing participants withheld under b( 6) and 7) ( C) .

All withheld information exempt under ( 1) and b( ) unless otherwise noted. Approvedforpublicrelease.

TOP SECRETHEOMINTHORCON, NOFORN 65

1 Amendment and probably 15 minutes maybe at most, but there may

2 be other things that we'll need to discuss and other things that

3 you may want to say .

4 In asking this question I'm concerned about all of you , but

5 I'm most concernedabout the court reporter, and that

6 is whether we should take a short break now and resume in five

7 to 10 minutes , probably for another it depends how much you

8 would to say after I finish with the questions .

9 The questions themselves probably won't take more than 15,

10 at most 20 minutes , but I don't know what further we might need

11 to discuss from your perspective. Anyone think it would be

12 advantageous to take a short break?

13 MS . MONACO: Well , Your Honor , I don't want to impose

14 on

15 THE COURT I'llask him independently. He may answer

16 that question yes and that'll be the end of it?

17 do we need to take a short break?

18 COURT REPORTER: Five minutes would be fine .

19 (Recess from 1:07 p.m. to 1:21 p.m. )

20 THE COURT Let's continue . I want to move to the

21 Fourth Amendment , but by moving to the Fourth Amendment , I'm not

22 really totally moving away from a statutory assessment of

23 targeting Both of them have a reasonable component in the

24 statutory targeting assessment that may be a reasonably designed

25 component, but in the Fourth Amendment, there's also much more
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1 of a reasonable aspect .

2 We've assumed, in prior 702 dockets, that at least in some

3 circumstances, account holders have a reasonable expectation of

privacy in electronic communications and therefore that the

5 acquisition of electronic communications can result in a search

6 or seizure within the meaning of the Fourth Amendment .

7 Consistent with the position that it's taken in other matters

before the FISC, the government does not assert otherwise in the

9 multiple filings in this matter.

10 Can the Court infer, therefore, that the government does

11 not disagree with the proposition that the acquisition of

12 electronic communications can result in a search or seizure

13 within the meaning of the Fourth Amendment ?

14 I think so .

15 THE COURT All right I'lltake " I think so " as a

16 yes .

17 ( Laughter)

18 I'll clarify my remarks for the record.

19 Yes

20 THE COURT : Let's talk about incidentals. The

21 government's position is that the collection of wholly domestic

22 communications as part of the Internet transactions that NSA

23 acquires through this upstream collection is incidental for

24 purposes of the Fourth Amendment.

Now, as the government acknowledges, the mere fact that an
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1 intrusion is incidental does not necessarily render it

2 reasonable and thus permissibleunder the Fourth Amendment, and

3 I think you've acknowledged that in one of the June submissions ,

4 the June 28 submission probably.

5 And then in the August 16 submission, it's indicated that,

6 as we've talked about, that NSA acquires at least 2,000 to

7 10,000 transactions annually that contain one or more wholly

domestic communications that are not to, from, or about a task

9 selector, at least that's what this statistical analysis shows .

10 Now, do those numbers alone establish a fairly substantial

11 intrusion on the protectedFourth Amendment interest,

12 particularlywhen you consider that the actual number of wholly

13 domestic communications may be higher depending upon how

14 convincing you are in a further assessment of the unknown

15 category of communications, also considering that each

16 transaction may actually contain multiple communications, and

17 also taking into account that many of the persons whose

18 communications are being acquired have little or no connection

19 to the user of the task selector ?

20 Some persons outside the United States are protected under

21 the Fourth Amendment , and also we don't know what this category

22 of about communications in the four to 5,000 of the 50,000 that

23 were set aside as being discrete communications will turn up .

24 Just in terms of the numbers , it looks like there's a

25 fairly substantial intrusion on protectedFourth Amendment
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1 interest, doesn't it?

22 I think that's right , Your Honor . I think

3 there is clearly an intrusion upon Fourth Amendment protected

interest, but in conducting the Fourth Amendment balance, we

5 also have to consider the protections that are put into place to

protect those Fourth Amendment interests.

7 And as we've asserted , we're committed to destroying any

8 wholly domestic communications that , for whatever reason, have

9 run through NSA filters and happen to land in an NSA repository

10 and are recognized by NSA analysts as such .

11 So , yes , even though the Fourth Amendment intrusion may be

12 greater , we are taking basically the ultimate step that we can

13 in minimizing the effects of that intrusion by destroying any

14 that have wholly domestic communications within them.

15 THE COURT And part of the assessment , of course , is

16 a balancing assessment under the Fourth Amendment that looks , as

17 we're considering the certifications and the procedures and

18 whether they satisfy the Fourth Amendment , the government would

19 stress the importance of the upstream collection to national

20 security

21 I want to just assess that a little bit and get a little

22 bit more of a sense of that . Just numerically, the collection

23 of Internet transactions really is a pretty small part of the

24 collectionas a whole. We're not talking about telephonic

25 communications, and according to the numbers, the upstream
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1 collection in the aggregate only constitutes about 9 percent of

N all Internet communications acquired pursuant to 702 . We have

3 the PRISM collections, etc.

4 And then based on the sample and the analysis applied , only

5 10 percent of that 9 percent, which results in percent, or

6 .009 of the overall collection of Internet communications is

Internet transactions containingmultiple communications.

88 That would suggest that the collection of Internet

9 transactions through the upstream collection , and particularly

the we're concerned about , isn't a particularly10

11 critical national security tool. It's a really small part of

12 what NSA collects. Why should I conclude that it's so vital,

13 looking at that side of the balance?

14 MR INGLIS : Your Honor , I would offer and then pass

15 to from the operational side of the house , two

16 points . One is that it uniquely covers a scene

17

18

19

20

21

22

23

24 THE COURT :

25
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1 MR . INGLIS :

2

3

4

5

6 The second is that this collection

7

8

9

10

11

12

13

14 So a significant percentage of our counterterrorism

15 reporting is ultimately attributable to what we do in 702, and

16 albeit the percentages would show that the upstream is a

17 relatively small percentage of that , but it covers a unique

18 scene we can't get other ways .

19 With respect to technology parsing out

20 those , don't have the technology to eliminate the MCTS

21 without also eliminating the bulk of the discrete

22 communications. We'd lose all of that except for

23 fully understand.

24 THE COURT This is a unique Fourth Amendment context ,

25 as many legal settings will be unique , and therefore , the Court ,
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1 I am having some difficulty in assessing just how the balancing

2 under the Fourth Amendment is applied. But if the primary value

3 of the upstream collection is the acquisition of a fairly small

4 number of communications that have high value to national

5 security, how does the Court balance the possibility of such

6 acquisitions against the known acquisition of at least thousands

7 of nontarget communications each year ?

88 Another way of putting it would be, does the possibility

9 that NSA is going to acquire a single piece of valuable

10 intelligence outweigh the privacy interest of these thousands of

11 U.S. persons and persons in the United States whose

12 communications are being incidentally, if you will, acquired?

13 How I make that assessment and reach that balance

14 the intelligencevalue always going to rule the day? one

15 valuable piece of intelligence enough to justify the thousands

16 of Fourth Amendment intrusions that are involved here?

17 Your Honor , I think what was demonstrated

18 in our sample , and I want to perhaps correct a statement there

19 that we get relatively few communications through upstream

20 collection that are of intelligence value . I think what our

21 sample showed was that we get millions of Internet

22 communications that are of potential intelligence value and a

23 very small number of those which have the potential to be wholly

24 domestic

25 MS . MONACO : I think I would follow up on that, Your
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1 Honor, by saying that the Court has posed, I think put it in

2 somewhat more of a starker context than I think the government

3 has in its filings . In other words , the Court has already

4 acknowledged that the , or the foreign intelligence

5 information sought through the to , from , or about task selectors

6 is of paramount importance to the government and is of the

7 highest order of magnitude . I think that is the one side of the

8 balance that the Court is faced with , and we would not suggest

9 that it should be put in such stark terms .

10 In other words , on the other side of the balance , what

we've tried to do in the study that NSA has done is indicate the

12 relatively small portion, understanding the questions that the

13 Court has raised at the beginning of the hearing about those

14 numbers, but we've tried to put in place a series of measures

15 that would enhance the ability of the Court to make its

16 reasonableness finding in terms of the analysis that gets done

17 as the information is seen by the analyst .

18 I would suggest to the Court that, no, setting one

19 potential piece of foreign intelligence information against the

20 privacy interest of potentially thousands of domestic

21 communications is, I respectfully suggest, not the appropriate

22 analysis but rather the paramount interest of the foreign

23 intelligencecontained in those and our inability to get at

24 that paramount important information other than by collecting

25 the whole MCT .
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1 Balance that against the procedures and the number of steps

2 that the government is proposing to be put in place to ensure

3 that there is the maximum amount of privacy protection that can

4 be applied to those potentiallyproblematicpieces of

5 communications.

6 THE COURT Would we all agree that ultimately the

7 assessment or application of this balancingunder the Fourth

8 Amendment might be different depending upon whether they're in

9 this fairly substantial upstream collection that is still a

10 limited percentage of the total collection but the outcome of

11 the Fourth Amendment balancing might be different depending upon

12 whether the collection of wholly domestic communications was

13 1,000 a year , 10,000 a year , 100,000 a year , 10 million a year ?

14 It would depend upon what those numbers show , if you will ,

15 that at some point the collection, even though unintendedor

16 incidental , at some point the acquisition of a large volume of

17 Fourth Amendment protected communications would simply be too

18 much under the Fourth Amendment? Would we all agree that there

19 is some tipping point?

20 MR INGLIS: Your Honor , I would agree from an NSA

21 perspective that there is. In the extreme, there must be a

22 line. It's probably not objectively determinable, but there

23 would be a line . If the preponderance of material that we

24 picked up was in fact wholly domestic or declared incidentalbut

25 in fact it was the preponderance of what we picked up, clearly
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1 we'd be in the wrong place .

2 THE COURT I think that's a good way to put it,

3 Mr. Inglis , that if you have a preponderance that's in the wrong

4 category , then maybe that would be too much .

5 MR INGLIS : if I might, given the opportunity to

6 answer the question in a subjective manner , complement

7 Monaco's answer , I would offer three things as to whether

8 this achieves a reasonable balance between those competing

9 concerns.

10 The first is that it does offer unique material that we

11 believe could provide valuable foreign intelligence. If it were

12 not unique, if we could in fact make up for this some other way

13 and given the problematic nature of this, I think that we would

14 quickly go to that corner , but we haven't found another way to

15 go after what we see as unique material.

16 The second is that we've taken what we believe are all

17 reasonable measures in the technology and a set of then equally ,

18 if not more so , reasonable procedures of how we then use the

19 fruits of what that technology provides to address the real and

20 material concerns about Fourth Amendment, statutory, or the

21 Court's authority, have we made reasonable use of that such that

22 we are focusing the majority, the preponderance of our efforts

23 after the greater purpose and at the same time an equal amount

24 of time and effort to make sure that we don't then incidentally

25 or intentionally collect the wholly domestic .
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1 The last thing I would say is that in equating whether one

N report is the equal of or is offsetting against incurring

3 intruding upon the privacy of thousands of individuals , that's a

4 hard call, but the one report could in fact protect millions of

5 individuals , depending upon the density of the population it is

6 under , is it at risk , and what that report might pertain to .

7 that's the great unknowable here is how valuable is that single

8 piece of intelligence.

9 THE COURT : One could use that accurate observationto

10 support the conclusion that one piece of intelligence does

11 outweigh whatever the Fourth Amendment intrusion is , and I think

12 if most reasonable people actually weighed that one piece of

13 known intelligence that would save millions of lives against any

14 number of Fourth Amendment intrusions, they'd say , yes, get that

15 piece of intelligence .

16 MR . INGLIS : I would argue that , sir , but I would not

117 be completely impartial in making that argument .

18 THE COURT All right. Just one or two small

19 questions, and that will be the end of this inquisition. NSA

20 able to acquire that are to , from , or

21 about a task selector from a service provider ?

22 Yes , we are .

23 THE COURT So, what would NSA acquire in the upstream

24 collection in those categories that could not be acquired from

25 the provider, anything?
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1 What could we obtain from, for instance,

N from the upstream world that we couldn't obtain from the

3 provider?

4 THE COURT Right. Do you get anything more through

5 the upstream collection

6

7 Yes.

8

10

11

12

13

14

15

16

17

18

19

20

21 Your Honor , if I may, just to take this up

22 another level of generality . In general , NSA cannot do abouts

23 collection at the ISP, so that that

24 would be entirely off the table ,

25 I also need to add that we do not obtain
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1 abouts collection from

2

3 THE COURT Okay So back to the evolution and the

4 dynamic nature of the Internet, and I'm curious as to how this

5 phenomenon affects the Fourth Amendment balancing given that the

6 upstream collection is going to be constantly changing because

7 of the nature of the Internet .

8 If the government can't predict just what the impact of any

9 changes in the Internet will be on the collection, is it valid

10 for the Court to presume in a Fourth Amendment analysis that the

11 scope and intrusivenessof the upstream collection will expand

12 or contract or stay the same?

13 What should the Court presume in applying a Fourth

14 Amendment analysis? Just take it as it is frozen now, or is it

15 valid to make some presumption or assumption with respect to the

16 future given what the experts see with respect to the Internet

17 and its evolution?

18 MR . INGLIS: I'll leave it to my Department of Justice

19 colleagues to speak on the Fourth Amendment implications, but I

20 would say that the Court can and should assume that it will

21 change I don't know whether to the greater or the lesser

22 benefit of the interest between the government and the Court ,

23 but it will change . And I think the expectation of the Court

24 upon the government is that the government will discern that

25 change and faithfully either stay within the authorities
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1 by the Court or come back to the Court and argue that those

2 authorities must be modified in some way , shape , or form based

3 upon those changes .

4 THE COURT : So , in this setting, with the

5 certificationsand the FourthAmendment, if the Court is

6 comfortable, based on the record before it not withstanding the

7 fact that there will be changes , there will be evolutions , the

Court should simply rely on the renewal process and the

9 obligation of the government to come forward with any additional

10 information, changes in the technology or what have you, in

11 order to assess a future certification.

12 MS . MONACO: Your Honor, I would add to that that

13 certainly the Court should rely on that , but I would add to that

14 the Court should also hold the government , quite obviously , to

15 the procedures that we've discussed would apply in this case

16 precisely because we understand the evolving nature of the

17 Internet, precisely because we understand the real, and I would

18 say nontrivial, intrusion that we've all acknowledged and

19 discussed here , given the nature and collection of .

20 And it's precisely because of that that I think the

21 government would propose to put in place these series of steps

22 in what I guess we've termed a multilayeredapproach to try to

23 do the utmost in terms of being able to enhance the privacy

24 protections that exist in the existing minimization procedures

25 that can be applied to that potentially problematic collection.
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1 THE COURT : All right . Any other questions legal

2 advisors have

3 Yes Can I just ask one quick question ?

4 Do you have a rough estimate as to the percent of Internet

5 transactions that are actually handled by

6 just a rough? Lots? Few? Anything ?

7 THE COURT Certainly you've said that because of the

8 place of the United States in the Internet , there's a very heavy

use of

10 MR . INGLIS: So two things remain true , which is the

11 majority of the world's reliable communications continue to flow

12 through the United States , largely because of the investments

13 made over the last 40 , 50 years in the creation of the Internet

14 and also because of the inherent stability , resilience of the

15 infrastructures that then underpin that .

16 There's also a degree of innovation that continues to

17 center on the United States, and despite its best efforts,

18 China, Russia, others , have not yet created the engine of

19 innovations that have taken those products and materials

20 offshore, but that has begun to occur .

21 you do see a flattening of the innovation , you see a

22 slight flattening in terms of the infrastructure. So today, and

23 I think for the foreseeable future , the preponderance of

24 communications are still centered in through the United States .

25 But I can see a world 50 years from now where that might be
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1 completely flat. I can't predict that out. I just know

2 over the next year or two can depend upon the trends that

3 extend from 10 years past.

4 And another thing we can say which may

5 be obvious , with respect to our targets , particularly

6

7

8 MR . INGLIS: And I've been pleasantly surprised from

9 an intelligence perspective

10

11 I would never

12 have predicted that 10 years ago , and yet it's been

13 extraordinarily lucrative for us .

14 THE COURT All right . Any other questions ?

15 So , let me make one or two observations , and we'll talk

16 about what further you can provide . And I do note that I've

17 kept you here for a long time , and I do know that some among you

18 may have other places to get to .

19 It seems to me that to the extent that either the statutory

20 or the Fourth Amendment analysis turns on the record and

21 statistics, if you will, and numbers of potential or actual

22 wholly domestic communications that are acquired, things of that

23 sort , we have a situation where we have this I'llcall it

24 fairly low number, at least in terms of percentages, of between

25 and 5,000 every six months having identified through your
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1 statistical analysis as containing wholly domestic

2 communications that are to , from , or about a task selector .

3 We then have a larger category that I refer to as " unknown "

that is identified as between 48,609 and 70,168 every months

5 that you've indicated you've made some assessment of that takes

6 you out of the category of totally unknown and into a category

7 of highly unlikely, at least, or whatever term you want to

apply, or can under the facts apply, highly unlikely to contain

wholly domestic communications.

10 I'm not yet convinced that the record before me supports

11 the conclusions that have been articulated. So I will look for

12 further information on that to bolster that assessment .

13 We also have this other category , in your random sampling

14 again , that is 9 / 10ths of the random sampling that was set aside

15 as being discrete communications 45,000 out of the 50,000

16 as to which our questioning has indicated we have a concern that

17 some of the about communications may actually have wholly

18 domestic communications.

19 And I don't think that you've really assessed that , either

20 theoretically or by any actual examination of those particular

21 transactions or communications. And I'm not indicating to you

22 what I expect you to do , but I do have this concern that there

23 are a fair number of wholly domestic communications in that

24 category , and there's nothing you really haven't had an

25 opportunity to address that , but there's nothing that has been
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1 said to date that would dissuade me from that conclusion. So

2 I'm looking there for some convincing , if you will , assessment

3 of why there are not wholly domestic communications within that

4 body which is 9 / 10ths of the random sample .

5 Those things , and anything else that we identified , really

6 was right at the outset of our discussion today, it would be

7 very helpful to receive any further information on those . We

8 don't have much time, though.

9 I think in fairness to the Court, which is very

10 constrained in the time available now to resolve and write up

11 any resolution , particularly if I conclude that I cannot totally

12 approve the certifications , you need to get that to me as

13 quickly as you can. I have to say even this week . It would be

14 very difficult if we didn't have it this week to formulate and

15 frame the resolution of these matters and get it committed to

16 writing .

17 Anything else you want to say I would be happy to receive,

18 and I don't want to give the impression that this is the last

19 point of communication even in addition to the written response

20 that you may have in the next couple of days . If there's more

21 to be discussed, then the Court is, in the words of Ross Perot,

22 all ears.

23 MR INGLIS: Your Honor , if I might ask a question

24 regarding your summary, you had said at the outset of the

25 conversation expressed a possible concern that the purged data
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1 might constitute an unexplored piece of the territory , to the

2 extent that it would be useful for us to describe the attributes

3 of those things purged and for what reasons, we'd be happy to

4 provide that as well .

5 THE COURT Anything you can provide on that, which

6 really goes not to the well , it goes to sort of a generalized

7 assessment of the validity of the representative sample .

8 MS . MONACO: Your Honor , if I might suggest , we

understand the constraints on the Court's time on this , and we

10 very much appreciate all the opportunities the Court has

11 afforded the government to provide it additional information.

12 I think what we will do is go back and confer and ensure

13 that we can provide you whatever it is along these lines that we

14 can the end of the week and be in touch if the Court permits

15 with the legal advisors on the precise timing on that .

16 THE COURT They are always open to such

17 communications.

18 MS . MONACO : And then what I would also say is I know

19 we've had some of this contact I think at the staff level, but

20 looking ahead I think we'll also be in touch on potential

21 coordination of any transition should the Court be poised to

22 issue an order.

23 THE COURT We understand the significance of the

24 collections and the significance of technological and other

25 issues with respect to any modification in what is currently
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1 being done , and we'll try to be as open as reasonably possible .

2 MS . MONACO: We appreciate that .

3 Your Honor, earlier in the hearing as well

4 you had asked where a particular part related to the unknowns

5 THE COURT I'm sorry, what?

6 I'm sorry You had asked where some of

7 the representations we had made here today with respect to the

8 unknowns was in relation to the record indicated that some of

those points were captured in the 30 August submission. I would

10 point the Court to the final paragraph on page 6 of the 30

11 August submission there for a few of those representations just

12 for reference .

13 THE COURT And certainly, I hope you don't think that

14 we didn't look at and take fully into account the August 30

15 submission, but I think you can also conclude that it wasn't

16 fully convincing , so anything more you can do to convince would

17 be appreciated .

18 All right . Thank you again for coming and putting up with

19 these long proceedings . I'll let you get on your way . I'll

20 look forward to receiving further information and talking

21 with you along the way in resolving this very important, unique,

22 and in some ways difficult matter. I thank NSA and the

23 Department of Justice for all their efforts in this regard.

24 Thank you all . ( Proceedings adjourned at 1:52 p.m. )

25
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I. TotalItemsCollected Versus TotalItemsPurged Between January 1 andJune
30, 2011 (S)

Inits August 16, 2011 Submission, the Government advised the Court that it had
identified 140,974,921Internetcommunicationsashavingbeen acquired under section 702 --

both from NSA upstreamcollection andPRISMcollection between January 1 through
June 30, and presentwithin the relevant NSA SIGINT Collection Source System of
Record as of July 14, 2011. Of these, 127,718,854 (or approximately 91% ) were
acquired from PRISM collection, and 13,256,067 ( or approximately 9%) were acquired through
NSA's upstream collection. The Court was also advisedthat the 140,974,921 did not include
Internet communications that were acquired between January 1 and June 30, 2011, butpurged
prior to July 14, 2011, the date the sample was drawn. Indrawing the sample inthis fashion, it

1 "PRISM collection refers to the acquisition ofcommunications from Internet service providers
( )
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was NSA's intentto capture for furthermanualreviewa truly representativesampleofInternet
communicationsacquiredthroughNSA'supstreamcollection. Nevertheless, inorder to ensure
that the Governmentdrew an appropriatelyrepresentativesampleofInternetcommunications
withwhichto conduct itsmanual review, the Courtrequestedto knowthe totalnumberof
InternetcommunicationsacquiredbyNSAduringthis six monthperiodand the totalnumberof
Internetcommunicationspurgedduringthis six monthperiod. NSAreportsthat fromJanuary 1,
2011, to June 30, 2011 approximately18,446upstreamtransactionswere acquiredandthereafter
purged from during that same time period. The 18,446 transactions were purged for
various reasons, such target traveling to the United States and other matters more
specifically reported pursuant to Rule 13 ( ) ofthe Rules ofthe Foreign Intelligence Surveillance
Court, including the Quarterly Reports Concerning Compliance Matters under Section 702 of
FISA For example, many related to two over -collection incidents previously reported to the
Court on February 9, 2011 and June 24, 2011. Aside from the possibility of a target traveling to
the United States, as otherwise reported to the Court, none ofthe transactions which were purged
related to NSA's discovery of a wholly domestic communication acquired through its upstream
techniques.

NSAfurther reportsthat this informationdoes notalter the statisticallyhighdegreeof
confidence a simultaneousconfidencelevelof95%) and statisticalconclusionspreviously
reportedto the Court inthe Government'sAugust 16, 2011Submission .

II NSA Assesses that There isno Basis to Believe Any of The 224 "Unknowable
Multi-Communication Transactions (MCTs) Include Wholly Domestic
Communications

In its August 16th Submission , the Government advised the Court that NSA conducted a
manual review of a statistically representative sample of Internet communications acquired
through section 702 upstream collection . As explained in the August 16th Submission ,
NSA identified 5,081 transactions within the representative sample as being
determined that ofthose 5,081 4,847 contained discrete communications believed to be to
or from persons located outside the United States and thus not believed to contain any wholly
domestic communications. further determined that 10 ofthe 5,081 MCTs appeared to
contain at least one wholly domestic communication . However, NSA was unable to definitively
determine whether the remaining 224 MCTs contained wholly domestic communications ,
because those MCTs lacked information sufficient to positively identify the active user or

2

3

This number isover - inclusive because it includes alltransactions purged during the period of January 1to July
14 2011, ofwhich were acquired before January 1, 2011. (

As stated in Appendix B of the Government's August 16th Submission , a simple random sample ... serve[ d] as the
basis for conclusions ...about the true proportions of the 13.25 million - transaction universe . That simple random
sample of50,440 transactions did not include any transactions purged prior to the date of thesample ; thus , all of

representations regarding the 13.25 million upstream transaction -universe are unaffected by the fact that the
random sample similarly did not include transactions purged fron prior to July 14, 2011.

figure 4,847 is the sum of 713 MCTs reviewed by NSA analysts as containing a tasked selector as the active
user and 4,134 MCTs reviewed by NSA analysts as containing discrete communications believed to be to or from
non -targeted persons located outside the United States. See August 16th Submission at 5 nn.15 & 16. (

TOP SECRETHCOMINTINOFORN
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determinethe activeuser'slocation. Nevertheless, NSAassertedthatithadnobasisto believe
any ofthese224MCTscontainedwhollydomestic communications. ( TSHSINF

presentwithin

Exceptas notedbelow, inanalyzingeachsingle, discretecommunicationwithinthese

224 MCTstodeterminewhetheranywerewholly domestic team of experiencedanalysts
consideredall technical data (such as

the MCTs, performedthe same sort of technical analysisNSAwouldperformbeforetaskingan
electronic communicationsaccount/address/ identifierinaccordance withits section702

targetingprocedures, and scrutinizedthe contentofeachdiscretecommunicationforany
informationwhich would be indicativeof the location of the communicants (such as

. Despite this exhaustive review , NSA was

unable to positively determine whether any of the remaining 224 MCTs contained wholly
domestic communications. However, based upon the totality of the information reviewed , NSA
analysts hadno analytical basis to believe that any of the 224 MCTs contained wholly domestic
communications . )

More specifically, in additionto the content analysis described above for all 224
NSAanalysts performed the same sort of technical analysis NSA would performbefore tasking
an electronic communications account/ address/identifier inaccordance with its section702
targetingprocedures for all available accounts/addresses/ identifiersincludedinthe MCT

for each discretecommunication

within theMCTfor 183of the 224MCTsreferencedon pages7-8 of the August16th
Submission(

Inall instances where locationinformation

was available for such accounts/ addresses/ identifiers, NSA analysts assessedthat at least one
communicant ofeach discrete communicationwithin these MCTs was locatedoutside of the

UnitedStates.

Despitethis intensivereview , NSA wasunable to conclusively determine whether any of
the 224 MCTscontainedwholly domestic communications. However, baseduponthe totality of

the analysis describedaboveand inthe Government'sAugust 16thand August 30th
Submissions, NSA assesses that itis highlylikely that each discrete communication includedin

theseMCTs includes foreign communicants, althoughgiven the absence ofcertain technical
identifyingdata NSA cannot statethis conclusively. Nevertheless, NSA believes that its manual

review of the content ofeach discrete communicationcontainedwithintheseMCTs, at a

5
As previously explained to the Court, the same sort of technical analysis was performed for 23 ofthe 224

MCTs because, although part of the sample drawn on July 14 , 2011, these 23 MCTs had been purged and / or placed
on NSA's Master Purge List subsequent to the date ofthe sample. As notedduring the September 7 hearing, the

majority of these 23 hadbeen purged subsequent to July 14 as part ofthe overcollection
incident previously addressed in the Government's June 1 Submission. See also Government's August 16th

Submission at 8. The technical analysis was, however, performed on each selector available within the 18 of the

224 MCTs that could not be further characterized by NSA analysts See id. However, for theseMCTs not all

communicant account/ address /identifiers were available because each of these MCTs contained corrupted data to
varying degrees. (

TOP
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minimum, support its assessment that there is no basis to believe any of these 224 MCTs include
wholly domestic communications.

III Regardingthe Possibility ofWholly Domestic Abouts” CommunicationsAmong

the Single, Discrete Communicationsnot Further AnalyzedDuring the NSA
Manual Review

Inits August 16, 2011 Submission, the Government advisedthe Court that of the 50,440

transactionsreviewed, 45,359 (approximately90 % ) were determinedto be single, discrete

communications. BecauseNSA'sfocus during the manualreviewwasthe assessment ofMCTs

Court was further advisedthat after determiningthat a transactionwas a single, discrete
communicationto, from , or about a tasked selector, no further analysisofthose transactionswas
done by NSA.

a

As in the case ofMCTs the possibilitydoes existthat incertain limitedcircumstances

single, discrete ” communications acquiredviaNSA'ssection702 upstreamcollection

could be wholly domestic innature. For this possibilityto be realized, a communication's sender
and all intendedrecipientsmust be located in the United States, the communicationmustcontain
a section 702 tasked selector, and it must

Furthermore, as described in theGovernment'sJune 1, 2011Submission in

greaterdetail, given the way which thecommunication
(

Onthe basis ofthe foregoingandNSA's experiencecollectingInternetcommunications,
NSAhadassessedthat itwouldbeextremelyunlikely itsupstreamcollectionofsingle,

discretecommunicationsto result inthe acquisitionofwholly domesticcommunications, andnot

at a ratehigherthanwhollydomesticcommunicationsmaybe containedwithinMCTs acquired

throughupstreamcollection. Toinvestigatethis furtherinresponseto the Court's questions,
betweenthe closeofthe September 7 2011hearingand the submissionofthis correspondence
an experiencedteamofNSAanalystsrapidlyworkedthrougha 48-hourperiod to evaluatethe
45,359single, discretecommunicationsdescribedabove. As a result, NSAwas able to conclude

basedon technical analysisthat 41,272 ofthese communicationswere not wholly domesticin
nature. The findings ofNSA'stechnicalanalysisrevealedthat 4,087ofthese singlediscrete

communicationslacked informationsufficientfor NSAto immediatelyidentifythe activeuser
throughtechnical means asreasonablybelievedto be locatedoutsidethe UnitedStates.

6

NSAanalystsmanuallyreviewedeachofthese4,087transactionsto attemptto determine
the natureofthe communicationas either to, from , or aboutNSA'staskedselector. Only25 of
the 4,087transactions.reviewedappearedto be a communicationnotspecificallyto or froma

6

More specifically, 10,628 featured a tasked selector as the active user who by operation of the NSA targeting
procedures is a person reasonably believed to be located the United States, 2,239 featured an active user that was not
a tasked selector but nonetheless an electronic account/ address /identifier reasonably believed to be located outside
the United States, featured

and 24,479 featured

(
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taskedselector thensubjectedallavailableselectorswithinthose 25 "abouts
communicationsto the samesort oftechnicalanalysisthey wouldperformbeforetaskingan
electronic account/address/ identifierinaccordancewith itsFAAsection702 targeting
proceduresto attemptto determinethe locationof thecommunicantswithinthose 25
communications( i.e. additionaltechnicalanalysis was performed on allofthe single, discrete
communicationsthat appearedto analystsbe a communication" about target between
two or morenon -taskedaccounts/addresses/identifiers) . Notably, none ofthe reviewed
transactionsfeaturedanaccount/address/identifierthat resolvedto the UnitedStates. Further,
each ofthe25 communicationscontainedlocationinformationfor at leastone
account/address/ identifiersuchthat NSA'sanalystswere ableassess that at leastone
communicantfor eachofthese 25 communicationswas locatedoutsideofthe UnitedStates.

)

Given the UnitedStates' status as the "world'spremierelectroniccommunicationshub,"
and furtherbasedonNSA'sknowledgeofInternetroutingpatterns, the Governmenthas already
assertedthat " the vast majorityofcommunicationsbetweenpersonslocatedinthe UnitedStates
are notroutedthroughseryers outsidethe UnitedStates. Seethe Government'sJune 1, 2011
Submissionat 11. As a practicalmatter, it is a commonbusinesspracticefor Internetandweb
serviceprovidersaliketo attemptto delivertheir customersthe bestuserexperiencepossibleby
reducinglatencyandincreasingcapacity. Latencyis determinedinpartby the geographical
distancebetweenthe userandthe server, thus, providersfrequentlyhosttheir serviceson servers
closeto their users, andusersare frequentlydirectedto the servers closestto them . Whilesuch
practicesarenotabsoluteinany respectandare wholly contingentonpotentiallydynamic
businesspracticesofparticularserviceprovidersandusers, ifallpartiesto a communicationare
locatedinthe UnitedStates andthe requiredservicesareavailableinthe UnitedStates, most
instancesthosecommunicationswillberoutedby serviceprovidersthrough infrastructure
whollywithinthe United .

9

specifically, 20 of these transactions featured a to or from a tasked selector and 5 of these
transactionsincludeda

( i.e., potentially alternate accounts /addresses/ identifiers for currentNSA targets . (TS// SI//NF)
determine the location ofthese communicants , NSA performed the same sort oftechnical analysis it would

perform before tasking an electronic communications account /address /identifier in accordance with its FAA section
702 targeting procedures.

According NSA

TOP
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will be filtered out by NSA's IP filters even ifthey contain a 702 tasked selector, and
the wholly domestic communications therein will notbe collected .

F

These additional clarifications support the Government's conclusion detailed in the 30
August Notice of Clarifications to the Court that NSA's acquisition of foreign intelligence
information through upstream collection , including the acquisition of MCTs, is reasonable and
consistent with the Act and the Fourth Amendment .

NSA has reviewed this letterand confirmed its accuracy . ( U )

The Governmentwould liketo thankbothyou andyourstafffor your considerationof
the Government'sCertifications and the complex factual and legalquestions relatedthereto.
Should Court have any additionalquestions, comments orconcerns, please do not hesitateto
contactme. (U )

Sincerely ,

Office ofIntelligence
National Security

b 6) and b(7) (C )

TOP SECRETHCOMINTINOFORN
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U.S.DepartmentofJustice

National Security Division

2011 SEP 13. PM 3:08

Washington, D.Ç. 20530: FLYNN HALL
CLERK OF COURT

September 13, 2011

The Honorable John D. Bates

PresidingJudge

United States ForeignIntelligenceSurveillanceCourt
333 ConstitutionAvenue, N.W.

Washington, DC 20001

Dear Judge Bates:

The Governmentis pleasedtoprovidethis supplementto its correspondenceto the Court
datedSeptember9, 2011regardingthe above-captionedmatterswhichare currentlypending
withthe Court.

On page 6 ofthe Government'sSeptember9 correspondencewithrespectto the

possibilityofwhollydomestic " abouts" communicationsbeing acquiredamongsingle, discrete
communications, the Governmentstated " [t]hus, while there are limitedsituations inwhich

whollydomestic " abouts" communicationswillbeacquiredbyNSA's upstreamtechniques, NSA
assesses it is highlyunlikelythat the maximumnumberofwhollydomestic communicationsthat
mightbe acquiredwithintransactionscontainingonly a single, discretecommunicationwouldbe

higherthan those containedwithin Multi- CommunicationTransactions]." As described

inthe Government'sprior the interceptionof an MCT can result inthe acquisitionof
several communications, some ofwhich are not to, from , or about NSA'staskedselector. Such

communicationswouldnothave been acquiredhadthey beentransmittedas single, discrete

communicationsbecausetheydo notcontaina taskedselector Incontrast a single, discrete

communicationthat iswhollydomesticwouldbe acquiredonly ifit is " about" a tasked selector,

is sent andreceivedbynon- targetedpersons inthe UnitedStates, and
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Itis reasonable, therefore,
to concludethat the probabilityofencounteringwhollydomestic communicationsintransactions
that feature only a single, discretecommunicationshouldbe smaller--and certainlyno greater-

thanpotentiallyencounteringwhollydomesticcommunicationswithin MCTs. Indeed, allofthe
wholly domesticcommunicationsdiscoveredduringNSA'smanualreview weresingle, discrete
com tionswithinMCTsthat wereneitherto, from , noraboutthe taskedselector. The
basisforNSA'sanalyticalassessmentisgroundedinitsexperience, itscollectionandanalysisof

Internetcommunications, andthe informationgleanedfromthe manualreviewmoreparticularly
described inthe Government'sSeptember9, 2011 correspondenceandthe Government'sprior
submissionsofAugust 16, 2011andAugust30, 2011.

NSA has reviewed this letter and confirmed its accuracy. (U)

The Government wouldlike to thank bothyou and your staff for your continued

considerationofthe Government's Certificationsand the complex factual and legalquestions
related thereto. Should the Court have any additional questions, comments or concerns, please
do not hesitate to contactme. ( U )

Sincerely, b 6 ) and b (7)(C)

Office of Intelligence
NationalSecurity Division

To be sure, itis possible that NSAcould also acquire single, discrete communicationsto or froma taskedselector
that are wholly domestic if, unbeknownst to NSA, the user ofthe tasked selectorhasenteredthe United States and
sends a communicationto anotherperson locatedinthe UnitedStates andthat communicationis

This Court has previously found that the acquisition of such communications under a
reasonable butmistaken belief that the target is located outside the United States does not run afoul of the limitations

insection 702. See In reDNI/AG Certification Docket No. 702 ( )-08-01 Mem. Op. at 26. (USFISC Sept.
4 , 2008) . )

TOP SECRETHEOMINTINOFORN
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UNITED STATES

FOREIGNINTELLIGENCESURVEILLANCECOURT

WASHINGTON , D.C.

ORDER

This matter isbefore this Court for review of DNI/ AG 702( ) Certification

and the amendmentstoDNI/AG 702(g) Certifications On

2011, and again on 2011, the Court, on the motion of the United States,

extended the time limits establishedby 50 U.S.C. 1881a(1)(B) and (C) for this Court to

complete its review of, and issue orders under 50 U.S.C. (i) (3) concerning, the

above-referenced Certifications. The current deadline is September 20, 2011.

Given the complexity of the issues presented inthese matterscoupled with the

Court's need to fully analyze the supplemental information providedby the

government in recent filings, the last of which was submitted to the Court on September

13, 2011, the Courtwillnotbe able to completeits reviewof, and issue

TOP SECRETHEOMINTHNOFORN
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orders under 50 U.S.C. S 1881a (i )(3) concerning, DNI/ AG 702 (g ) Certification

and the amendments to DNI/ AG 702(g) Certifications by

September 20, 2011. On September 13, 2011 the Court orally informed the government

that it intended to issue a one-week extension. The government informed the Court

that, for technical reasons, such a brief extension would compromise the government'sa

ability to ensure a seamless transition from one Certification to the next. Instead, the

governmentrequestedthat the Court issue anextensionfor a longerperiod of time.

Title 50 U.S.C. 1881a (j) (2) permits this Court, by order for reasons stated, to

extend, as necessary for good cause ina manner consistentwith nationalsecurity, the

time limit for this Court to issue orders under 50 U.S.C. 1881a(i )(3) corconcerning

DNI/ AG 702(g) Certification and the amendments to DNI/AG 702(g)

Certifications

By operation of 50 U.S.C. 1881a(i)(5 ) (B ), the authorization in the certification to

be reauthorized, DNI/ AG 702(g ) Certification continues beyond its stated

expirationdateuntilthisCourtissuesan orderunder50U.S.C. 1881a(i )(3 ) concerning

DNI/AG 702(g) Certification

This Court finds that there is good cause to extend the time limit for its review of

DNI/AG 702( g) Certificatior and the amendments to DNI/AG 702(g)

Nothinginthis Ordershouldbe construedto expand the scope ofcollectionauthorizedunderthe Act

and previouslyapprovedby the Court.

TOP
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Certifications beyond September 20, 2011, and that such

extensionis consistentwithnationalsecurity.

WHEREFORE, IT IS HEREBY ORDERED , pursuant to 50 U.S.C.

1881a(j )( 2 ), that the timelimitfor thisCourt to complete its reviewof, and issue orders

under 50 U.S.C. 1881a( )(3) concerning, DNI/ AG 702(g) Certification and the

amendments to DNI/ AG 702( ) is

EXTENDED to October 10, 2011 .

ENTERED this ofSeptember, 2011..

JOHN D.BATES

Judge, United States Foreign
Intelligence Surveillance Court

b 6 ) and 7 ) C )

FISC, certify that this document
is a true and correctcopy of

the original.
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UNITEDSTATES

FOREIGNINTELLIGENCESURVEILLANCE COURT

WASHINGTON , D.C.

NOTICE OF EXTENSION

This matter isbefore this Court under 50 U.S.C. 1881a (j) (2) of the Foreign

IntelligenceSurveillanceActof 1978, as amended(" the Act"). ThisCourthereby

extends the time limit established by 50 U.S.C. 1881a(i )(1)( ) for this Court to complete

its review of, and issue anorder under 50 U.S.C. 1881a(i ) (3 ) concerning, DNI/ AG

702 (g) Certification Inissuing this extension, this Court has considered the

following:

1. DNI/AG 702(g) Certification DNI/AG 702( g) Certification

which had anexpirationdate of 2011.

2. The government submitted DNI/AG 702 (g ) Certification to the Court

on 2011.

3. The current deadline for the Court to complete its reviewof, and issue an

order under 50 U.S.C. 1881a(i ) (3) concerning, DNI/AG 702(g ) Certification is

September20, 2011.
SECRET
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4. 50 U.S.C. 1881a(j)(2) permitsthis Court, by order for reasonsstated, to

extend, as necessary for good cause in a manner consistent with national security, the

time limit for this Court to issue an order under 50 U.S.C. 1881a(i)(3) .

5. By operation of 50 U.S.C. 1881a(i ) (5)(B), the authorization in the certification

to be reauthorized, DNI/AG 702(g) Certification continuesuntilthis Court

issues an order under 50 U.S.C. (i) (3 ) concerning DNI/ AG 702(g ) Certification

This Court has found , for the reasons set forth in its separate order of this date in

the above-captionedmatter, that there isgood cause to extend the time limit for its

review of DNI/AG 702(g ) Certification beyond September 20, 2011, and that

such extension is consistent with national security. Accordingly, the time limit for this

Court to complete its review of, and issue an order under 50 U.S.C. 1881a(i )(3)

has been extended to October 10, 2011.concerning, DNI/AG 702(g) Certification

Signedthis 14 day ofSeptember, 2011.

JOHND.BATES

Judge, UnitedStatesForeign
IntelligenceSurveillanceCourt

b 6 ) and 7 )(C)

FISC , certify that this docunent
is a true and correct copy of

the original
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UNITED STATES

FOREIGN INTELLIGENCE SURVEILLANCE COURT

WASHINGTON , D.C.

BRIEFINGORDER

On October 3, 2011, this Court granted inpart and denied in partthe government's

requests for approval ofthe certifications in the above-captioned dockets. See Oct. 3, 2011

Order at 2. This Court's Order and MemorandumOpinion found that the NationalSecurity

Agency's (NSA ) minimization procedures do not meet the requirements of 50 U.S.C. 1881a(e)

with respect to retention, and that NSA's targeting and minimizationprocedures are inconsistent

TOPSECRETHCOMINTINOFORN
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withthe requirementsofthe FourthAmendment, asthe governmentproposedto applythemto

Multiple Communications Transactions ( ) for which the user is not knownto be

the tasked selector. Furthermore, in the Memorandum Opinion issued simultaneously with its

Order, this Court noted that " t] he government's revelations regardingthe scope ofNSA's

upstream collection implicate 50 U.S.C. 1809(a ) and advised that the Court would address this

and related issues in a separate order , 2011, Mem . Op. at 17 n.15 .

Itis nowclear thatNSAhasbeenacquiringMCTssince at the same time

assuringthe CourtuntilMay2, 2011, that its upstreamcollectionacquiredonlycommunications

to or froma targetedselectorand specifiedcategoriesof about communications( i.e.,

individualcommunicationsthat referenced thatNSAtaskedfor

collection)

seealsoOct.3 , 2011, Mem . Op. at 17 Submission

at2

1
Inthe Government's Response to the Court's Briefing Order of 2011

Submission ), the government acknowledged that it has been acquiring MCTs “ throughout the
entire timeframe ofall certifications authorized under Section 702, the Protect America Act

(PAA ), and earlier Foreign Intelligence Surveillance Act(FISA ) Title I cases. Id at 2 ( citing In
re

Furthermore, itis worth noting that in

Docket the government represented that
would ensure that all communications forwarded toNSA... are indeed communications that

have been sent or received using, and that refer to ' or are ,' e -mail
for which there is probable cause to believe are being used, or are

about to be used, by targets . Docket Declarationof Lieutenant
GeneralKeithB. Alexander at 21. The Court relied on this representation when itissued its

Order approving the collection. DocketNo. Order at 22. ,

however, have been showntocontain communications that do notmeet .

Page2
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Prior to this Court issuing its Order in the above-captioned dockets , the government

argued that previous and ongoing collections ofMCTswere incompliance with this Court's

orders, didnotviolate 50 U.S.C. 1881a, and were consistentwith the FourthAmendment, and

that the use of such information did not violate Section 1809(a )(2 ), see June 1 Submission at 2

24 & 31-38, despite the fact that the government acknowledged that it did not fully inform the

Court of this aspect of the collection prior to May 2 , 2011, see id. at 2 & 31;

Submission ) at 25. In

fact, the government'sMay 2 Letter disclosedto the Court forthe first timethat NSA's

upstream collection of Internetcommunications includes the acquisitionofentire

[ s ]

Oct. 3 , 2011 Mem. Op. at 5 (emphasisadded) ( footnotes omitted). As a result, none

of thisCourt's prior authorizations considered the collection and use ofMCTs

In light of this Court's Order and Memorandum Opinion issued on October 3, 2011, and

inviewofwhat appearsto be a significantovercollectiondatingback to including the

content of communications of non-target U.S. persons and persons in the U.S., the government is

hereby ORDERED to file a memorandum with any necessary supporting documentation no latera

than 5 p.m. on November 10, 2011, which shall address but not necessarily be limited to the

following issues related to

1 . An analysisofthe applicationofSection1809(a) to each ofthethree differentstatutory
schemesunderwhichInternettransactionswere acquiredwithoutthe Court'sknowledge.
Seesupranote 1.

2 . The extentto which informationacquired underSection1881a, the PAA, andDocket

TOP SECRETHCOMINTINOFORN Page 3
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withinthe criminalprohibitionsset forth in Section 1809 ).

3 . Whetherthe collectionsunderSection1881a, the PAA, and Docket
include information thatwas not authorized for acquisition but is not subject to the

criminal prohibitions of Section 1809 (a).

4 . Whether any of the over -collected material has off systems such that it is no
longer retained by NSA or accessible to its analysts.

5 . Ifthe governmenthas determinedthat ithas acquiredinformationthat issubjectto
Section 1809(a ) or was otherwiseunauthorized:

a . Describehowthe governmentproposes to treat any portionsofthe prior
unauthorizedcollection that are subjectto the criminalprohibitionsof Section
1809(a )

b What steps is NSA taking to ensure that such information subject to 1809( a) is not
used inproceedings before the Court ?

What steps is the government taking to remediate any prior use of such

information inproceedings before this Court ?

d . How does the government propose to treat any portions of the collection that are

unauthorized but not subject to Section 1809 (a), and explain why such treatment
is appropriate .

6 Whether there are any other matters that should be brought to the Court's attention with
regard to these collections that implicate Section 1809(a) or that were unauthorized .

ITISSOORDERED.

th
ENTEREDthis ofOctober2011.

JOHN D.BATES
Judge, United States Foreign
Intelligence Surveillance Court
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NationalSecurity Division

2011 APR 19 PM 1:37
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Washington, D.C. 20530 LEEANN
CLERK OF COURT

April 19, 2011

The Honorable John D. Bates

United States Foreign Intelligence Surveillance Court
333 Constitution Avenue , N.W.
Washington , D.C. 20001

Re: PreliminaryNoticeofComplianceIncidents
RegardingCollectionPursuantto Section702 (S)

Dear Judge Bates :

Pursuant to Rule 13 ( ) of the Rules ofProcedure for the Foreign Intelligence

Surveillance Court, effective November 1 2010 this letter provides preliminary notice of two
compliance incidents. Specifically, on April 11, 2011, the National Security Agency (NSA)
initially reported to the National Security Division (NSD) and the Office of the Director of

National Intelligence (ODNI) two incidents involving communicationsthat were overcollected
as a result ofNSA'supstream collection pursuant to Section 702.

Althoughdifferentinmanyrespects, bothincidentsinvolvethe acquisitionof
communicationsthat in the courseof transmissionthrough the Internethave been

1

NSA'supstreamcollectionof electroniccommunicationsaccounts includescollectionperformedwith the

assistanceofelectroniccommunicationserviceproviders ofconimunicationsthat are either to or the tasked
account, or communicationsthat containa referenceto the tasked accountin the communication( e.g., the bodyof
an e -mailthatcontainsa referenceto thetasked account).
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Upstream Overcollection Incident (

involved upstreamThe first identified instance of overcollected

collection

each contained at leastone

communication to , from , or abouta Section 702-tasked selector, but also
unrelatedcommunications.

TSHSINF )

On the day NSA becameaware of the potential overcollection , NSA
ceased Section 702 collection at

NSA has

identified no reports based upon the overcollected data ,

TSHSHA

Overcollection Incident

2

SC- SSRs, as well as the terms CollectionStores, PurgeList, status" (all discussed
below ), refer to aspects of the process and taxonomyNSA developedin the course of improvingits purge ofSection
702-acquireddata. This process and taxonomyaremost fully describedin the Government'sSupplement and
Clarificationof theRecord, DocketNumber filed May 10, 2010.

TOP SECRETHCOMINTHNOFORN
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)

NSA has taken steps to ensure that overcollected information is

handled appropriately

4

As noted above, although all of these
Section 702- tasked selector, such
selector. )

Jinclude at least one communication that is to , from , or about a

may contain other communications unrelated to any Section 702 -tasked

TOP SECRETHCOMINTHNOFORN
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NSA advises that ithas identifiednoreportingbasedupon overcollected

communications.
5

The Department of Justice will provide further reports to the Court regarding these two
overcollection incidents. These reports will include updates regarding the implementation of

designed to prevent future overcollection of
as well as the status of any required purges.

Respectfullysubmitted,

6 ) and 7 )(C )

Kevin J. O'Connor

Chief , Oversight Section

Office of Intelligence

U.S. Department of Justice

5
NSAhas identified serializedreportsbaseduponobjectsthat were initiallyaddedto the MPLfor this incident.

Ineachcase, however, the objectwas foundto be a properlyacquiredcommunicationthat was to, from , or abouta

Section702-taskedselector. Theseobjectshadbeen addedto the MPL as a resultofthe overinclusiveapproachto

addingobjectsto the MPLdiscussedabove. These reportshavenotbeenrecalledandthe relatedobjectshave

beenremovedfromthe MPL. TSHSHNF

SECRETHCOMINTHNOFORN
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UNITEDSTATES

FOREIGNINTELLIGENCESURVEILLANCECOURT

WASHINGTON, D.C.

INREDNI/ AG 702(g ) CERTIFICATION DocketNo.

ORDER

This matteris beforethis Courtonthemotionof theUnitedStates for an order

under 50 U.S.C. 1881a ( ) (2) of the Foreign Intelligence SurveillanceAct of 1978, as

amended ( " the Act" ), further extending to September 20, 2011 the time limits

established by 50 U.S.C. 1881a (i ) 1) ( ) and (C) and extended by the Court's order of

2011, pursuant to 50 U.S.C. 1881a(j) (2 ), for this Court to complete its review of,

and issue orders under 50 U.S.C. 1881a(i)(3) concerning, DNI/AG 702(g) Certification

andthe amendmentsto DNI/ AG 702(g ) Certifications

Inentertainingthe government'smotion, thisCourthas consideredthe following:

1. DNI/AG 702 (g) Certification reauthorizes DNI/AG 702(g) Certification

whichexpireson 2011.

2. IncludedwithinDNI/ AG 702(g) Certificatior are amendments to

DNI/ AG 702 (g) Certifications These amendments

authorize the use of the minimization proceduresattachedas ExhibitsB and E to

SECRET
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DNI/ AG 702 (g ) Certification inconnection with foreign intelligenceinformation

acquired inaccordance with DNI/AG 702 ( ) Certifications

3. The government submitted DNI/AG 702 ( g) Certification and the

amendments to DNI/AG 702(g) Certifications to the Court

on 2011.

4. By operationof50 U.S.C. 1881a( i) (1) ( ) and (C ), this Court was requiredto

complete its review of, and issue orders under 50 U.S.C. 1881a(i) (3) concerning,

DNI/AG 702(g ) Certification and the amendments to DNI/AG 702 (g )

Certifications by 2011.

5. Byoperationof theCourt'sorderof 2011, pursuant to 50 U.S.C.

1881a (j) ), this Court is required to complete its review of, and issue orders under

50 U.S.C. 1881a(i) (3) concerning, DNI/AG 702 (g ) Certification and the

amendments to DNI/AG 702 (g) Certifications by

2011

6. The government is continuing to work to address the Court's concerns about

the scopeof NSA's upstream collection pursuant to section 702. The government has

asserted that itwill be able to supplement the record concerning these matters ina

manner that will aid the Court in reviewing DNI/ AG 702(g ) Certification and

the amendments to DNI/AG 702(g ) Certifications andin

making the determinations necessary to issueorders under 50 U.S.C. 1881a ( i)( 3 ).

2
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However, the government has represented that a sixty-day extension is necessary

because of the additional time needed to supplement the record .

7. Because the record presently before this Court concerning these matters

remains incomplete, this Court will not be able to complete its review of, and issue

orders under 50 U.S.C. 1881a (i) (3) concerning, DNI/AG 702(g) Certification

and the amendments to DNI/ AG 702(g) Certifications

before 2011

8. 50 U.S.C. 1881a (j) ( ) permits this Court by order for reasons stated , to

extend, as necessary for good cause in a manner consistent with nationalsecurity, the

time limit for this Court to issue orders under 50 U.S.C. 1881a(i) (3) concerning

DNI/ AG 702(g ) Certification and the amendments to DNI/AG 702 ( )

Certifications

9. By operation of 50 U.S.C. 1881a (i) (5)(B), the authorization in the certification

to be reauthorized, DNI/AG 702(g) Certification continues beyond its stated

expiration date until this Court issues an order under 50 U.S.C. 1881a (i) (3) concerning

DNI/ AG 702(g ) Certification

Having given full consideration to these matters and the representations inthe

government'smotion, this Courtfinds that there is good cause to extendthe time limit

for its review of DNI/AG 702(g ) Certification and the amendments to DNI/AG

3
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702(g ) Certifications beyond 2011, andthatsuch

extension is consistent withnational security .

WHEREFORE, ITISHEREBYORDEREDthat the government'smotionis

GRANTED and

ITIS FURTHER ORDERED, pursuant to 50 U.S.C. (j) ( ), that the time

limit for this Court to complete its reviewof, and issueorders under 50 U.S.C.

1881a (i) (3) concerning, DNI/ AG 702 (g) Certification and the amendments to

DNI/AG 702(g) Certifications isEXTENDEDto September

20, 2011.

2011 P05: 02
Signed EasternTime

Date Time

JOHND.BATES

Judge, UnitedStatesForeign
IntelligenceSurveillanceCourt

b ( ) and b(7)(C)

SECRETFISC ,
isa true and

the original
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UNITEDSTATES

FOREIGNINTELLIGENCESURVEILLANCECOURT

WASHINGTON, D.C.

IN RE DNI/AG 702 ( g) CERTIFICATION Docket No.

NOTICE OF EXTENSION

Thismatteris beforethis Courton the motionof theUnitedStates for anorder

under 50 U.S.C. 1881a ( )( ) of the Foreign Intelligence Surveillance Act of 1978 , as

amended ("the Act"), further extending to September 20, 2011, the time limit established

by 50 U.S.C. 1881a (i )( ) ( ) of the Act and extended by the Court's order of

2011, pursuantto 50 U.S.C. 1881a(j) (2), for this Court to complete its reviewof, and

issue an order under 50 U.S.C. 1881a(i )( 3) concerning, DNI/AG 702 ( g ) Certification

Inentertaining the government's motion, this Court has considered the

following:

1. DNI/AG 702(g ) Certificatior reauthorizesDNI/AG 702( g) Certification

whichexpires on 2011

2. The government submittedDNI/AG 702(g) Certification to the Court

on 2011.

SECRET
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3. By operation of 50 U.S.C. 1881a( i)( 1) (B ), this Court was required to complete

its review of, and issue an order under 50 U.S.C. 1881a(i)(3 ) concerning, DNI/AG

702 ( ) Certification by 2011.

4. 50 U.S.C. 1881a(j ( ) however, permitsthis Court, by orderfor reasons

stated, to extend, as necessary for good cause ina manner consistentwith national

security , the time limit for this Court to issue anorder under 50 U.S.C. 1881a(i)(3) .

5. One such extension has already been granted by the Court . By operation of

the Court's order of 2011, pursuant to 50 U.S.C. 1881a (j)(2 ), this Court is

required to complete its review of, and issue orders under 50 U.S.C. 1881a( i) (3 )

concerningDNI/AG 702(g) Certification andthe amendments to DNI/AG 702( g )

Certifications by 2011.

6. By operation of 50 U.S.C. 1881a (i)(5 )(B ), the authorization in the certification

to be reauthorized, DNI/AG 702 ( ) Certification continues beyond its stated

expirationdate until this Court issues anorder under 50 U.S.C. 1881a(i) ( 3) concerning

DNI/ AG 702 (g) Certification

Having given full consideration to these matters and the representations in

government's motion, this Court has found, for the reasonsset forth inits separate

order of this date in the above-captioned matter, that there is good cause to again

extend the time limit for its review of DNIAG 702 g) Certification (previously

set at 2011, byoperationof the Court'sorderof 2011) , and that such

SECRET

2
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extension is consistent with national security . Accordingly, the government's second

motion has beengranted, and the time limit for this Court to complete its review of, and

issue an order under 50 U.S.C. 1881a(i)(3 ) concerning , DNI/AG 702 ( ) Certification

hasbeen extendedto September 20, 2011.

2011 P05:

Signed Eastern Time

Date Time

D. BATES

Judge, United States Foreign

Intelligence Surveillance Court

(6 ) and b(7 )(C )

FISC,certify that this
is a truc and correctconvof

theoriginal.
SECRET
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UNITEDSTATES

FOREIGN INTELLIGENCE SURVEILLANCE PM 3:

WASHINGTON, D.C. LEEANN FLYNN HALL
CLERK OF COURT

MOTIONFOR SECONDARY ORDERS TO CERTAIN

ELECTRONIC COMMUNICATIONS SERVICE PROVIDERS (S )

THE UNITED STATES OF AMERICA , through the undersigned Department of

Justice attorney , respectfully moves this Court, pursuant to the Foreign Intelligence

Surveillance Act of 1978, as amended ( the Act), to issue secondary orders to certain

electronic communication service providers concerningDNI/AG 702 (g) Certifications

1 . On October 3, 2011 this Court issued a Memorandum Opinion and Order

concerningthe followingmatters: (1 the " Government'sExParteSubmissionof

ReauthorizationCertificationandRelatedProcedures, ExParteSubmissionof

Amended Certifications, and Request for an Order Approving Such Certification and

Amended Certifications / AG 702(g ) Certifications

SECRETHOREON /NOFORN

Classified by: Lisa Monaco, Assistant Attorney
General, NSD , DOJ
1.4 (c )
4 October 2036

Reason:

Declassifyon:
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which was filed on April 20, 2011;

SHOC

2 The Court's Order granted inpart and denied inpart the

Certification

See Order at 2. Inparticular, the Court found that the certifications required allof

the required elements. See id. at 2-3. The Court further found that with respect to the

acquisition of discrete Internet communications from Internetservice providers

hereinafter " PRISM

collection " ), the targeting and minimization procedures were consistent with the

requirements of the and the FourthAmendment to the Constitutionof the United

States. Seeid at 3.

3 . The Government respectfully requests that the Court issue secondary

orders reflectingthe Court'sapprovalinpart, as describedinthe Court'sMemorandum

SECRETHOREON NOFORN

2
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OpinionandOrderof October3, 2011 to theelectroniccommunicationsservice

providers who providethe Governmentwith information, facilities, or assistance

necessaryto accomplishPRISMcollection.

Respectfully submitted, b 6) and (7 ) (C )

National Security Division
United States Department of Justice

SECRETHORCON NOFORN
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UNITEDSTATES

FOREIGNINTELLIGENCESURVEILLANCECOURT 2011 NOV 15 PM 3:

WASHINGTON, D.C. HALL
F COURT

NOTICE OF FILING OF GOVERNMENT'S RESPONSES TO

FISC QUESTIONS RE: AMENDED 2011 SECTION 702 CERTIFICATIONS

THE UNITED STATES OF AMERICA, through the undersigned Department of

Justice attorney, respectfully submits the attached responses to the questions provided

by this Court to the GovernmentonNovember 7 , 2011, concerning the above - referenced

matters. The Government is prepared to provide any additional information the Court

believeswould aid it inreviewingthese matters. The Government may also seek to

SECRET//ORCON/NOFORN

Classifiedby: TashinaGauhar, Deputy Assistant

Attorney General,NSD DOJ

1.4( )
15 November2036
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supplementand/or modify the attachedresponsesas appropriateduringany hearing

that the Court may hold in the above -captioned matters. (

Respectfully submitted,

NationalSecurityDivision

UnitedStatesDepartmentofJustice

SECRETHOREON NOFORN
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SECRETHORCON

VERIFICATION

I declare under penalty ofperjury that the facts set forth the attached

Government'sResponsesto FISC Questionsre: 2011Section702 Certifications

are trueandcorrectbased mybest information, knowledge andbelief. Executed

pursuant to Title28 States Code, , onthis 15th day of November, (

Signals IntelligenceDirectorateComplianceArchitect
NationalSecurity Agency

SECRETHORCONNOTORN
3
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GOVERNMENT'S RESPONSES TO FISC QUESTIONS RE : AMENDED 2011

SECTION702 CERTIFICATIONS

1. S The governmentpreviouslyindicated the Courtthat it lackedthe capacity to
conduct some of the activities that are now required by the amended NSA minimization
procedures . Please confirm that the NSA is fully complying with those procedures .

( U ) Confirmed. NSA is fully complying with the amended minimizationprocedures, but is
working to implement all the capabilities more specifically described insection 3 (b ) ( 5 ).

2. ) The Court's Memorandum Opinion defined " active user " tobe " the
individual using the electronic communications account /address / identifier to interact

with his/ her Internet service provider. " See Oct. 3, 2011 Memorandum Opinion at 35 n.

34 (emphasis added . However , the amended minimization procedures state that NSA

will identify and segregate through technical means MCTs where "the active user of the

transaction ( i.e., the electronic communications account/ address /identifier used to send
or receive the Internet transaction to or from a service provider ) is reasonably believed
to be located in the United States ; or the location of the active user is unknown." See

Section 3 b)(5)(a) . Please confirm that NSA's " technical means " for identification and

segregation will focus on the location of the individual using the account.

Confirmed . NSA's technical means for identification and segregation will
focus on indicativeofthe locationofthe

individualusingtheelectronic communicationaccount/ address/ identifier. This is true
whetherthe individualis

3. TSHSH Section 3 (b ) (5 ) ( a )( 1)(a ) prol NSA from using a segregated Internet

transaction "for foreign intelligencepurposes " unless it has been determined that the

transaction does not contain any wholly domestic communications. Itis the Court's

understandingthat segregated Internet transactions may be usedonly for the purpose
of determining whether any communication within the transaction is wholly domestic.
Is this understanding correct? Ifnot, please fully describe any other uses.

The Court's understanding is partly correct. The Court is correct that pursuant
to section 3 b ) ( 5 ) a ) ) ( a) any information contained ina segregated Internet transaction

( including metadata ) may not bemoved or copied from the segregated repository or
otherwise used for foreign intelligence purposes unless it has first been reviewed and

determined by a specially trained analyst that the transaction does not contain any discrete
communication as to which the sender and all intended recipients were reasonably believed
to be located in the United States at the time NSA acquired the communication (a wholly

domestic communication ). Ifupon review any segregated transaction isdetermined by a

specially trained analyst to contain a discrete wholly domestic communication , such

transaction shall be destroyed upon recognition . For those segregated transactions reviewed

by a specially trained analyst and determined not to contain any discrete wholly domestic

Derived From : NSA CSSM 1-52

Dated: 20070108
On:

SECRETHCOMINTINOFORN
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communications, such transactions may be moved or copied from the segregated repository

( after having first been appropriately marked, tagged, or otherwise identified as having been

previously segregated ) into repositories more generally accessible to NSA analysts and will

be processedin accordance with section 3 b ) (5)b . Consistent with section 3 (b) (5 )

may also be required to process the segregated Internet transactions

inorder to render them intelligible to the specially trained analysts. Additionally , the

specially trained analysts may also access and use the segregated Internet transactions for

purposes of ensuring data integrity, compliance, ensuring appropriate segregation, and

improving the technical means employed by NSA to reasonably identify Internet transactions

containing single, discrete communications .

4. ) What circumstanceswill trigger review by a specially- trained NSA analystto
determine whether a particular Internet transaction contains a discrete wholly domestic

communication ? Itis the Court's understanding that such review occurs only when a

segregated Internet transaction is responsive to a query designed to elicit foreign

intelligence information. Is this understanding correct?

The Court's understanding is partly correct. In addition to those circumstances

inwhich a segregated transaction is reviewed because it is responsive to a query designed to

elicit foreign intelligence information, NSA analysts also might review transactions inan

effort to move additional communications into repositories more generally accessible to other

NSA analysts. Inother words, in a variety of circumstances, the specially trained analysts

may make efforts to move segregated transactions into other repositories regardless of

whether those particular transactions have been singled out through a foreign intelligence

query

5. ) Please confirm that any transactions reviewed under Section 3(b)(5)(b)(1) will

be destroyedifthe analystdeterminesthat the transactioncontains a whollydomestic

communication.

Confirmed.

6. ) Section 3 (b ) (5 )(b )( ) ( ) indicates that NSA analysts will document certain
determinations" if technically possible or reasonably feasible." Please explain under

what circumstancesdocumentationwouldbe consideredtechnically possiblebut not

reasonablyfeasible.

Within the context ofdocumenting a determination under section

3 (b ) (5) ) ( ) ) the relevant analytic repository or tool, the provision " technically

possible or reasonably feasible " is intended to require documentation only under

circumstances where the analytic repository or tool enables analysts to record such

information inthis instance, that the transaction contains one or more communications to or

from an identifiable U.S. person or a person inside the United States) in circumstances where

such documentation would be accessible and usable by other analysts. In addition, the

Government does not intend to apply this provision to require NSA to reconstruct or

reconfigure all tools currently used by NSA analysts to perform foreign intelligence analysis

2

TOP SECRETHCOMINTHNOFORN
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ofsection702 collection, nor to limitanalytic effortsto onlysuchtools that couldbe

designedor retrofittedwith such capabilities inthe future.

) Section 3 (c) ( ) states, in the context of destruction of raw data : " [t]he internet

transactions that may be retained include those that were acquired because of
limitations on NSA's ability to filter communications ." Please explain the meaning of
this statement ]

) This statement applies to Internet transactions containing wholly domestic

communications that NSA acquires despite the operation of the technical means that NSA

uses to prevent the acquisition of such communications . The amended minimization

procedures require Internet transactions containing wholly domestic communications to be

destroyed "upon recognition ." See NSA amended 702 minimization procedures

) ( 5 ) (a ) ( 1) (a ), 5. However, Internet transactions containing wholly domestic

communications may go " unrecognized " because, for example, the Internet transaction , in

whole or in part, has not been relevant /responsive to a query and, therefore, not reviewed by

any NSA analysts . This statement in section 3 ( )(2) permits NSA to retain for two years
Internet transactions containing wholly domestic communications that are never recognized
as such.

8. ) Please explain whether , and if so under what circumstances, NSA will share

unminimizedcommunicationsacquiredthroughitsupstreamcollectionunder Section

6( ) (sharingwith CIAand FBI) or under Section8 of the procedures.

willnotshare, undersection ( ) 8 ofthe procedures, unminimized

communicationsacquiredthroughNSA upstreamcollection.

9. ) Section3(b ) (5 ) (b ) (4 ) of the amendedNSA minimizationproceduresallows
NSA use metadata extracted from Internet transactions without first determining
whether the metadata was extracted from a wholly domestic communication or a non
target communication . Please fully describe what constitutes " metadata " within the
meaning of this provision.

a

Set forthbelow are descriptions of the categories and types of metadata the

Government extracts from Internet transactions, including single, discrete communications

contained within a multi-communication Internet transaction (hereinafter, collectively ,
" Internet transactions ), acquired through NSA's Internet upstream collection techniques. As

theprecise metadata transmitted with eachparticular Internet transaction varies, each type or

category of metadata listed below may not be available for extraction by NSA inevery

particular instance.

) Forthe purposes of this response, the term "metadata,” when used in referenceto an Internet

transaction, is informationabout

3
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MetadataCategory Metadata Category Description
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10. (TSHSI) the Court's understanding that metadata extracted in accordance with
Section 3 (b ) (5 )( b )(4 ) may otherwise be retained, used, and disseminated in accordance
with the other provisions of the amended NSA minimization procedures. Is this
understanding correct?

( U) This understandingiscorrect.

a. ( TSHSI) For example, is metadata that has been extracted from Internet
transactionspursuant to Section 3 (b ) (5 ) ( b ) 4 ) subject to the two- year retentionlimit
set forth in Section 3 ( ) the amendedNSAminimizationprocedures? Ifnot, how
longis such metadataretained? Ifsuchmetadata( includingmetadataextracted
fromdiscrete, non-target communications) is retainedfor longerthan two years,
howis Section 3 b ) (5 ) (b )(4 ) consistent with the requirementsof50 U.S.C.

1801h) (1) ?

-Metadata that has been extracted from Internet transactions consistent with
Section 3( ) (5) (b)(4) is subject to the two- year retention limit set forth inSection 3(c) of
the amendedNSAminimization procedures.

b. ( TSHSI) Is metadata consisting of U.S. person information disseminated only ifsuch
information constitutes foreign intelligenceinformation or is necessary to
understand foreign intelligence information or assess its importance? Ifnot, how is
Section 3(b ) (5 ) (b )(4) consistent with the requirements of50 U.S.C. 1801 h)( 1 - ( ) ?

) Metadata consisting ofU.S.person information is disseminated only ifsuch
information constitutes foreign intelligence information, or is necessary to understand
foreign intelligence information or assess its importance.

11.(TSHSI Under Section 3 b )(5 )(b )( ), NSA will not extract or use metadata from
segregatedInternettransactions. Will this limitationimpair NSA'sability to determine
when the users oftargeted facilities have entered the UnitedStates

It is not expected that this limitationwill impair NSA's ability to determine when
users of targeted facilities have entered the UnitedStates because Internet transactions

where the active user is the target ( i.e., theuserof the tasked selector ) will not .
Therefore,

9

TOP SECRETHCOMINTINOFORN

NYT , 16 CIV 7020_000237


