U.S. Department of Justice

National Security Division

Washington, D.C. 20530

EMAIL: -@nvtimes.mm

NSD FOIA/PA #16-148
September 1, 2017

Mr. Charlie Savage

The New York Times
1627 [ Street, N.W.
Washington, D.C. 20006

Ll (e
Dear Me—Savage:

This is an interim response to your Freedom of Information Act (FOIA) request dated
May 10, 2016, for “previously unreleased documents from the Foreign Intelligence Surveillance
Court docket for the case that resulted in Judge John Bates' October 3, 2011, and November 30,
2011, rulings, both of which were declassified and made public in August 2013 but with their
docket number and case name redacted.” Your request was received on May 10, 2016.

In response to your request, we conducted a search of the National Security Division

- Office of Intelligence (NSD/OI), and we have located responsive records. We have processed
twelve documents for today’s response under the FOIA. We are withholding the records in part
pursuant to one or more of the following FOIA exemptions set forth in 5 U.S.C. 552(b):

(1) which permits the withhelding of information properly classified pursuant to
Executive Order No. 13526;

(3) which permits the withholding of information specifically exempted from disclosure
by statute, including but not limited to Section 102(d)(3) of the National Security Act of 1947;

(6) which permits the withholding of information when the disclosure of such
information "would constitute a clearly unwarranted invasion of personal privacy.”; and

(7)(C) which permits the withholding of records or information compiled for law
enforcement purposes the release of which could "could reasonably be expected to constitute an
unwarranted invasion of personal privacy.”

For your information, Congress excluded three discrete categories of law enforcement
information and national security records from the requirements of the FOIA. See 5 U.S.C.
§552(c). This response is limited to those records that are subject to the requirements of the



FOIA. This is standard notification that is given to all our requesters and should not be taken as
an indication that excluded records do, or do not, exist.

Although this request is now the subject of litigation, we are including the following
information on FOIA mediation and administrative appeals.

You may contact the Office of Government Information Services (OGIS) at the National
Arxchives and Records Administration to inquire about the FO[A mediation services they offer.
The contact information for OGIS 1s: Office of Government Information Services, National
Archives and Records Administration, 8601 Adelphi Road-OGIS, College Park, Maryland 20740-
6001, or at ogis@nara.gov, or 202-741-5770), ar toll free at 1-877-684-6448, or facsimile at 202-
741-5769. Or you may coatact our Public Liaison at 202-233-0756,

¥ you are not satisficd with this response, vou ma}; administratively appeal by writing to
the Director, Office of Information Policy, U.S. Department of Justice, 1425 New York Avenue, -
N.W., Suile 11050, Washington, D.C. 20530, or vou may submit an appeal through OIP’s FOIA
portal by creating an account at: https:/foiapnline. regulations.gov/foia/action/public/home. Your
appeal must be postmarked or transmitted electronically within 90 days of the date of my
response to your request. If you submit an appeal by mail, both the letter and envelope should be
clearly marked, “Freedom of Information Act Appeal.”

Sincerely,

Kevin G, Tieman
Records and FOIA
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The Honorable John D. Bates

United States Foreign Intelligence Surveillance Court
333 Constitution Avenue, N.W.

Washington, D.C. 20001

Re:  Clarification of National Security Agency's
Upstream Collection Pursuant to Section 702 of

FISA {SHSHANFY
Dear Judpe Bates:

On April 21, 2011, the National Securily Agency (NSA) provided the National Security
Division (NSD) and the Office of the Director of Natienal Intelligence (ODNI) information
clarifying the manner in which NSA acquires certain communications through its upstream
collection platforms pursvant to Section 702 of the Foreign Intelligence Surveillance Act of
1978, as amended (FISA). Although NSA, NSD, and ODNI are still reviewing this matter and
asscssing its import, we are providing preliminary notice at this time pursuant to Rule 13(a) of
the Rules of Procedure for the Foreign Intelligence Surveillance Court, cffective November 1,
2010, in order provide the Court with this additional clarifying information. We have worked
clasely in these efforts with NSA officials, who haﬂ 7e assisted in drafting and reviewing this

notice to the Court. (TSHSHANTY-

* As previously described to the Court, in conducting upstream collection using electronic
conununication accounts/addresses/identifiers (hereinafter "selectors") pursuant to Section 702,
NSA acquires Internet communications that are to or from a tasked sclector, or which contain a
reforence to a tasked selector. The term "Internet communications,"” as described by the Director
of NSA in affidavils supporting DNT/AG 702(g) certifications, "is intended fo include electronic
communications tha

ee, e.g., DNI/AG
Affidavit of General Keith B. Alexander,

702(g) Certification
Director, NSA, filed

2010, 9 6.
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In past representations to the Court, the Government used as an example of upstream
collection the-acquisition of]
contained a selector that NSA had tasked under Section 702, such that NSA acquired the
transmitted to or from a user of the

non-tasled acceount.

Based on recent discussions among NSA, NSD, and ODNI regarding one

specified category of Internel communications acquired through upstream collection— '
-”—aud in view of the complexity of this issue and the prior represeniations to the Court, the
Government believes that further description of the scope of NSA's upstream collection is

warranted. (FSHSHAE

One type of "electronic communications

Depending on
- the data fransmitted may also include

=
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including e-mail messaees that are not to, from. or about
a Section 702-targeted individual. For example

ould be acquired throug!

Section 702 upstream collection if a tasked selector appeared anywher

As this example demonstrates, an individual Internet communication can contain a single
piece of information or it could contain
multiple pieces of information

Additionally, as described in the NSA's targeting procedures, "in those cases where NSA
seeks to acquire communications about the target that are not to or from the target, NSA will
employ either an Internet Protocol filter to ensure that the person from whom it seeks to obtain
foreign intelligence information is located overseas, or
' See. e.g., DNI/AG 702(g) Certification
Exhibit A at 2. It is through these measures that NSA prevents the intentional acquisition of
Internet communications that confain a reference to a targeted selector where the sender and all
intended rocipients are known at the time of acquisition to be located in the United States. See,
e.2., In e DNIVAG Certification [ No. 702(1)-08-01, Mem. Op. at 19 (USFISC Sept. 4,
2008). NSA, NSD, and ODNI are continuing to examine what affect, if any, the type of Infernet
communications collection discussed in this letter has on the efficacy of these measures.

LESHEHANTS
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NSA, NSD, and ODNI are continuing to review and assess this matter and will provide
additional information to the Court as appropnate. We appreciate the Court's consideration of
this matter and welcome additional opportunities to present further information to the Court.

~CESASEANES

Office of Intelligence, NSD
U.S. Department of Justice

NYT v DOJ, 16 CIV 7020_000053
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- UNITED STATES
FOREIGN INTELLIGENCE SURVEILLANCE COURT

WASHINGTON, D.C.

BRIEFING ORDER

On April 20, 2011, the United States filed with this Court the “Government’s Ex Parte
Submission of Reauthotization Certification and Related Procedures, Ex Parte Submission of

Amended Certifications, and Request for an Order Approving Such Ceztification and Amended

Certifications™ for DNIVAG 702(g) Certifications || N

NYT v DOJ, 16 CIV 7020_000054



All withheld informalion exempt under b(1) and b{3) unless otherwise noted. Approved for public release.
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_ On May 2, 2011, the government filed with this Court a letter pursuant to FISC
Rule 13(a) titled “Clarification of National Security Agency's Upstream Collection Pursuant to
Section 702 of FISA” (May 2 Letter).

The May 2 Leiter describes an aspect of the National Security Agency’s (NSA) upstream

collection through whic Y : - = ir<d i [
_con‘fains _ that NSA has tasked for acquisition under Section

702" May 2 Letter at 2. Such]j N =cquisitions may contain data that is wholly

unrelated to the tasked selector, [N

-or about the targeted facility. See id. The letter further acknowledges that NSA is ‘-

B i formation in a single Internet communication” and that NSA acquires such “single
Internet communications™ in their entirety whenever a Section 702 tasked selector is contained in

them. Id. at 3. Finally, the May 2 Letter notes that NSA uses Internet Protocol (IP) filters and

R o cosurc that “the person from who it seeks to obtain

foreign intelligence information is located overseas,” but suggests that the government may lack

confidence that such measures are effective in the context u‘l‘_
N sccid.

This is a matter of serious concern to this Court, as the acquisitions described in the May

2 Letter may exceed the scope of collection previously disclosed by the government and

SECRET MIENT/NOE Page 2
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approved by the Court, and may, in part, fall outside the scope of Section 702. Based upon its

review of the May 2 Letter and upon the substance of preliminary discussions between the Court

staff and the government, the Court has identified several questions that merit briefing.

Accordingly, the government is hereby directed to file a written memorandum with any necessary

supporting documentation addressing the following questions:

1. The iovcr

nment’s May 2 Letter can be read to take the position that
are communications authorized for collection under the Section 702

Certifications that have previously been approved by the Court,
For how long has NSA been acquiring [ N (hrough its
upstream collection?

a.

b.

a.

b.

1.

il

iii.

The May 2 Leiter describe

According to the May 2 Letter,

They also may include discrete communications as to which all
communicants are within the United States. Please explain how the acquisition of
such transmissions:

comports with the government’s representations to the Court regarding the
scope of upstream collection under Section 702 and the approvals granted
by the Court in reliance upon those representations in Dockets 702(1) 08-

ot .. D\
No. 702(1)-08-01, Aug. 27, 2008 Hearing Transcript at 19-26, 40-41 and

Sept. 4, 2008 Memorandum Opinion at 15-20, 38);

mects the requirements of Section 702, including, but not limited to, the
requirement that targeting procedures must be reasonably designed to
“prevent the intentional acquisition of any communication as to which the
sender and all intended recipients are known at the time of acquisition to
be located in the United States™:; and,

is consistent with the Fourth Amendment.

as “single Internet communication[s]” or “individual Internet

communication[s].” May 2 Letter at 3.

all “single Internet communications,’

Pleasedeni R
that might be acquired by NSA through the targeting of a single

tasked selector,
Please identify and fully describe each category of information that might be
contained in each such “single [nfernet communication.”

A \ Tl Pach

NYT v DOJ, 16 CIV 7020_000056
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c. The May 2 Letter states that NSA is not presently capable of “separating out

individual pieces of information” contained within an [
*. May 2 Letter at 3, Please explain why and state whether it
would be feasible for NSA to implement such capability, either at the time of
acquisition or thereafter.

Can be identified as distinct
from other, discrete communications between users, either at the time of
acquisition or thereafter? If so, can NSA filter its Section 702 collection on this
basis?

The May 2 Letter notes that NSA uses Internet Protacol (IP) filtering and [ D
to prevent the intentional acquisition of communications as to

which the sender and all known recipients are inside the United States. May 2 Letter at 3.
a. Please describe how NSA applies IP filtering in the context 01‘_

b. In the collection of “to/from™ communications, are the communicants always the
individual users of particular facilities . or does NSA
sometimes consider ? Please
explain,

4. How, in terms of numbers and volume, does NSA’s collection

I dc: Scction 702 compare with the collection of discrete

Internet communications (such as e-mail messages) between or among individual users?
5. Given that some of the information acquired through upstream collection is likely to

constitute “clectronic surveillance™ as defined in 50 U.S.C. § 1801(0)(2) that has not been

approved by this Court, how does the continued acquisition of, or the further use or

dissemination of, such information comport with the restrictions of 50 U.S.C. §
1809(a)(1) and (a)(2)?

6. Please provide an update regarding the o vercollection incidents described in
the government’s letter to the Court dated April 19, 2011.

gy Are there any other issues or additional information that should be brought to the Court’s

JOP SECRET/COMINT/NOFORIN Page 4
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attention while it is considering the certifications and amendments filed in the above-
captioned dockets?

In order to ensure that the Court has sufficient time to consider the information provided
by the government, to seek whatever additional information from the government that might be
needed, and to conduct the review and analysis that is required by Section 702, the government’s
memorandum shall be submitted no later than 5 p.m. on June 1, 2011.

IT IS SO ORDERED.

ENTERED 1him of May 2011.

lfbﬂ@éﬁﬂ]zs

Judge, United States Foreign
Intelligence Surveillance Court

1,
FISC, certify that this document
is a true and correct copy of
the origin

TOP SECRETHEOMINT/NOGTORN- Page 5
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UNITED STATES
FOREIGN INTELLIGENCE SURVEILLANCE COURT
WASHINGTON, D.C.

Np— N

ORDER

This matter is before this Court on the motion of the United States for an order
under 50 U.S.C. § 1881a(j)(2) of the Foreign Intelligence Surveillance Act of 1978, as
amended ("the Act"), further extending to September 20, 2011, the time limits
established by 50 U.S.C. § 1881a(i)(1)(B) and (C) and extended by the Court's order of
I 2011, pursuant to 50 U.S.C. § 1881a(j)(2), for this Court to complete its review of,
and issue orders under 50 U.S.C. § 1881a(i)(3) concerning, DNI/AG 702(g) Certification

-and the amendments to DNI/AG 702(g) Cerh'fication_
B mn entertaining the government's motion, this Court has considered the following:
1. DNI/AG 702(g) Certification [JJlll] reauthorizes DNI/AG 702(g) Certification

B v hich expires on [ 2011.

2. Included within DNI/AG 702(g) Certification- are amendments to

DNI/AG 702(g) Certification_ These amendments

authorize the use of the minimization procedures attached as Exhibits B and E to

—SECRET-

Derived From: Submisstento-the USFISC
5 Desele T i tel
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DNI/AG 702(g) Certificatio in connection with foreign intelligence information

acquired in accordance with DNI/AG 702(g) Certifications_

3. The government submitted DNI/AG 702(g) Certiﬁcation-and the

amendments to DNI/AG 702(g) Cerﬁﬁcaﬁnns_to the Court

on [ 2011.

4. By operation of 50 U.S.C. § 1881a(i)(1)(B) and (C), this Court was required to
complete its review of, and issue orders under 50 U.5.C. § 1881a(i)(3) concerning,
DNI/AG 702(g) Certification{Jlj and the amendments to DNI/AG 702(g)
 Certifications | GG - - 2011

5. By operation of the Court's order of B 2011, pursuant to 50 U.S.C.

§ 1881&{]'5(2), this Court is required to complete its review of, and issue orders under
50 US.C. § 1881a(i)(3) concerning, DNI/AG 702(g) Certification [l and the

amendments to DNI/AG 702(g) Cerﬁﬁcaﬁons—by-

2011.

6. The government is continuing to work to address the Court's concerns about
the scope of NSA's upstream collection pursuant to section 702. The government has
asserted that it will be able to supplement the recofd concerning these matters in a
manner that will aid the Court in reviewing DNI/AG 702(g) Certification [Jnd

the amendments to DNI/AG 702(g) Certifications|| N 2 i~

making the determinations necessary to issue orders under 50 U.5.C. § 1881a(i)(3).

-SEERET-
2
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However, the government has represented that a sixty-day extension is necessary

because of the additional time needed to supplement the record.

7. Because the record presently before this Court concerning these matters
remains incomplete, this Court will not be able to complete its review of, and issue

orders under 50 U.S.C. § 1881a(i)(3) concerning, DNI/AG 702(g) Certification -

and the amendments to DNI/AG 702(g) Certi.ficatio_
before [ 2011.

8. 50 U.S.C. § 1881a(j)(2) permits Ithis Court, by order for reasons stated, to
extend, as necessary for good cause in a manner consistent with national security, the
time limit for this Court to issue orders under 50 U.S.C. § 1881a(i)(3) concerning
DNI/ﬁ(j 702(g) Certification -and the amendments to DNI/AG 702(g)

9. By operation of 50 U.S.C. § 1881a(i)(5)(B), the authorization in the certification
to be reauthorized, DNI/AG 702(g) Certification- continues beyond its stated
expiration date until this Court issues an order under 50 U.S.C. § 1881 a(i}(B) concerning
DNI/AG 702(g) Certiﬁcation-. _

Having given full consideration to these matters and the representations in the
government's motion, this Court finds that there is good cause to extend the time limit

for its review of DNI/AG 702(g) Certification || llland the amendments to DNI/AG

NYT v DOJ, 16 CIV 7020_000061
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702(g) Certiﬁcations—beyﬁnd B 2011, and that such

extension is consistent with national security.

WHEREFORE, IT IS HEREBY ORDERED that the government's motion is
GRANTED; and

IT IS FURTHER ORDERED, pﬁrsuant to 50 U.S.C. § 1881a(j)(2), that the time

limit for this Court to complete its review of, and issue orders under 50 U.S.C.

§ 1881a(i)(3) concerning, DNI/AG 702(g) Certification-and the amendments to

DNV/AG 702(g) Certification_is EXTENDED to September

20, 2011.
Signed Eastern Time
; Date Time
JOHN D. BATES
Judge, United States Foreign
Intelligence Surveillance Court -
b(6) and b(7)(C) |
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UNITED STATES
FOREIGN INTELLIGENCE SURVEILLANCE COURT
WASHINGTON, D.C.

IN RE DNI/AG 702(g) CERTIF]CATIO]- _

NOTICE OF EXTENSION

This matter is before this Court on the motion of the United States for an order
under 50 U.S.C. § 1881a(j)(2) of the Foreign Intelligence Surveillance Act of 1978, as
amended ("the Act"), further extending to September 20, 2011, the time limit established
by 50 U.S.C. § 1881a(i)(1)(B) of the Act and extended by the Court's order of [l
2011, pursuant to 50 U.5.C. § 1881a(j)(2), for this Court to comélete its review of, and
issue an ordér under 50 U.S.C. § 1881a(i)(3) concerning, DNI/AG 702(g) Certification

- In entertaining the government's motion, this Court has considered the
following:

1. DNI/AG 702(g) Cerﬁficatior- reauthorizes DNI/AG 702(g) Certification

-, which expires on [ 2011.

2. The government submitted DNI/AG 702(g) Certificatio- to the Court

on [ 2011.

-SECRET
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3. By operation of 50 U.S.C. § 1881a(i)(1)(B), this Court was required to complete
its review of, and issue an order under 50 U.S.C. § 1881a(i)(3) concerning, DNI/AG
702(g) Certification [N by NI 2011.

4, 50 U.S.C. § 1881a(j)(2), however, permits this Court, by order for reasons
stated, to extend, as necessary for good cause in a manner consistent with national
security, the time limit for this Court to issue an order under 50 U.S.C. § 1881a(i)(3).

5. One such extension has already been granted by the Court, By operation of
the Court's order of [Jil] 2011, pursuant to 50 U.S.C. § 1881a(j)(2), this Court is
required to complete its review of, and issue orders under 50 U.5.C. § 1881a(i)(3)
concerning DNI/AG 702(g) CertificatiorjJJjand the amendments to DNI/AG 702(g)
Cerﬁficaticms_y- 2011.

6. By operation of 50 U.S.C. § 1881a(i)(5)(B), the authorization in the certification
to be reauthorized, DNI/AG 702(g) Cerﬁﬁcatior_ continues beyond its stated
expiration date until this Court issues an order uﬁder 50U.S.C.§ 18813.(1’)-(3) concerning
DNI/AG 702(g) Certificatior| N

Having given full consideration to these matters and the representations in
government's motion, this Court has found, for the reasons set forth in its separate
order of this date in the above-captioned matter, that there is good cause to again
extend the time limit for its review of DNI/AG 702(g) Certification-(previously

set at [l 2011, by operation of the Court's order of [Jilj 2011), and that such

SEERET-
2
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extension is consistent with national security. Accordingly, the government's second
motion has been granted, and the time limit for this Court to complete its review of, and

issue an order under 50 U.S.C. § 1881a(i)(3) concerning, DNI/AG 702(g) Certification

- has been extended to September 20, 2011.

-2011 PO5:02
Eastern Time

Date Time

Signed

D e

JOXN D. BATES
Judge, United States Foreign
Intelligence Surveillance Court

[b(6) and b(7)(C)__|
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POP—SECRET/COMTNT/ 7/ ORCON,NOFORN—

FOREIGN INTELLIGENCE SURVEILLANCE COURT
WASHINGTON, D.C.
SEPTEMBER 7, 2011

TRANSCRIPT OF PROCEEDINGS
BEFORE THE HONORABLE JOHN D. BATES
JUDGE, UNITED STATES FOREIGN
INTELLIGENCE SURVEILLANCE COURT

APPEARANCES :

DOJ:

TASHINA GAUHAR

LISA MOMNACO

ODNI:

NSA:

CHRIS INGLIS

U
f
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PROCEEDINGS
THE DEPUTY CLERK: Will everyone please state your
names for the record.
DR .
B B - Oifice of General

Counsel.

B B c: 0ffice of General
Counsel.

EE

N I

B B cooc woing. [ i

General Counsel, NSA.
MR. INGLIS: Chris Inglis, Deputy Director, NSA.
MS. MONACO: ILisa Monace, Assistant Attorney General.

MS. GAUHRR: Tashina Gauvhar, Deputy Assistant Atteorney

General.

N . s

=

B B 0 office of General
Counsel.

THE CCOURT: Welcome to all of you. Flease be seated,
and thank you all for coming today. We have a full house,
fullexr than we usuzlly get in this courtroom.

of this proceeding is going to be mainly that |

Mow, my vie

A'm going te ask a buach of guestions. I hadn't intended that

POR SRERERL COMIE A ORCOMN—NEFORN
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with us about, and they are in many areas. By "many areas,” I

anyone give any argument to begin with or opening statement or
anything like that. We'we been dealing with this issue, the
gpstream collection and the certifications under 702 for several
months, so T don't think thera's any need for that.

I'm sure that there will be both lawyers and nonlawyers
responding to some of the questions. Since this is a formal
hearing on the record, we need to swear, particularly those
nonlawyers who will be responding to guestions.

It might be easiest if sverybody who's geoing to be
responding simply stands up afl]l swears these who absolutely
need to be sworn. I think that's probably the sasiest
procedure. So everyone who's going to be speaking and
potentially responding to factual issues, please stand be sworn.

{Attendees are sworn.)

THE COURT: All right. So first of all, I want to
thank everyene not cnly for being here but for all the wvery
helpful materials that have been supplied ovér the past few
months. We'we looked at them closely, taken them all into
account, obvicusly had questions with respect to certain things,
and you've followed up with responses, and all of that is very
much appreciated and has advanced this matter considerably.

We wind up at this peoint with some continuing questiocns

that I thought it would be useful to have you come in and talk

_ mean they include minimizatign concernsi théy include some _

m—
mow A o . v [ Py e oy — - L ™ r——
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1 questions about the submissions, looking not all the way back
2 but back one or two submissions; they include definiticnal
3 questions relating to intent; and they include Fourth Amendment
4 issues. There just are a nuwvber of areas.
5 As I said already, I understand that different pecple may
6 be responding to those different areas, but let me just Jjump
ki right in and start with a couple of guestions mainly about the
B August 16 submission, although the guesticns obvicusly relate to
S some of the earlier and the most recent August 30 submission as
10 well.
11 In the August 16 submission -- I think it's in footnote 5
12 on page 2 -- the government has discussed and indicated that
13 some of the Internet communications that have bheen acquired and
14 are continuing to be acquired under section 702 were purged
1.5 prior to the July 14, 2011, time point in dealing with this
le statistical assessment and therefore were not included in the
17 NSA semple. I have a few questions about that body of
18 " communications that were purged.
15 Does the governmenlt know how many communications were
20 purged and why they were purged?
21 B : e do not have an exact account at this
22 point of how many were purged.
23 THE COURT: Do you have any sense 0of why they were
24 purged?
25 B : There could be a number of reasons:

NYT v DOJ, 16 CIV 7020_000083
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1 roamers, overcollect of sorts, and things we would have filed of

2 incidents.

3 THE COURT: Do we know if any were purged because they

4 were determined te be wholly domestic?

5 B : 1 cdon't believe any of these were purged

3] bacause they were wholly domestic.

7 THE COURT: You don't believe, or you're sure that

B they weren't?

9 B 1o our previous filings, we have indicated
10 that prior to our statistical analysis we had ncot identified any
11 communications of the MCT type that were wholly domestic, which
12 would require purge.

13 THE COURT: Now, since we don't know much about this
14 purged group -- and this again is just focusing on the

15 statistical sample -- how do we know that the sample is

16 representative of the actual collection of Internet

17 communicaticns? If we don't know what's been purged and what
18 the nature of those purged communicaticons is, doesn't that

19 affect the walidity of the sample to the extent that it's a

20 sample of the collection of Internet communications?

21 B : e sample that we evaluated were the

22 sample that were in there and available to us.

23 THE COURT: I understand.

24 B : '~ our evaluation of this sample set, there
25 were some communications that were purged during our evaluation,

P SECRE A EOMINT/ A ORCON—NOESRN-
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1 but we believe that given Lhe six-month period, the number of
2 items that were includsd in that six-month period and then the
3 number that we manually evaluated has a statistical
4 representation of that whole body with a 95 percent confidence.
5| THE COURT: But it seems —-- to a fairly ignorant
6 mathematician, it seems that if you're trying to get a
f representative sample and that representative sample is to be
8 representative of the collected Internet communications but you
9 first take a chunk out of the cellected Internet communications,
10 Lhat could affect the validity of that sample.
11 T don't know how it would affect it or whether it would
12 affect it significantly, but I'm just trying to probe whether it
13 deoes have scme impact mathematically en the validity of that
14 sample as being representative of the collected Internet
15 communications.
16 B our Honor, if I might try to answer that
17 from the General Counsel's Office. We know that the sample that
18 we took was one specific date, and so it's representative a
19 snapshot of time what was in our system.
20 The reason, Your Honor, that we can't articulate the number
21 of items that had been purged is because we can't put our finger
22 on those in the same way that we can put ocur finger on what's in
23 our systems at any one peoint in time. As you may be aware from
24 prior filings, when we discover a compliance incident, it may be
25 several months in time beyveond the time that the actual item was

NYT v DOJ, 16 CIV 7020_000085
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1 collected.
2 Se that 13.25 million sample that vou saw is reflective of
3 what was in our systems as of that particular date. As you
4 march forward in time frcm the time we took that sample, you
5 would expect that other items that were collected during that
G time could also be similarly identified through our cUmpliénce
7 process and purged.
8 THE COURT: VWell, let me -- this is not intended to he
9 reflective of the truth and is simply for demonstrative
10 purposes, but if you purged 13 million from during that time
11 peried, then all the numbers that you're presenting would really
12 only be half of the picture in terms of whal's collected.
13 See, 1I'm interested ultimately in what's being cocllected,
14 not what happens to ke sitting in your data files at a
15 particular point in time. If the purging that takes place as a
16 normal course of business is half of the material, then it
17 changes everything just from that perspective even without
18 knowing what the purged material is, whether it's of a different
18 nature and richer in terms of wholly domestic communications or
20 not. Just in terms of raw numbers, it would really alter
21 things.
22 5o tec the extent that you can tell me something about how
23 much has been purged -- 10 percent, .0001 percent, 50 percent --
24 it certainly is helpful for me in assessing the impact of the
25 statistical presentation you make.

PO SECRET/ACOMINT/ L ORCON—NOFaRIT
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1 _: Right. Your Honer, I think we understand
2 that and appreciate the point. My understanding, though, of the
3 Court's underlying concern was how many of the communications
4 were wholly domestic.
5 THE COURT: Ultimately, ves.
3 _ Right. It has been an unusual occcurrence
7 for our folks te find wholly domestic communications in the 702
8 collections. Sec, although I can't say it with a certainty, it
2 [ seems to me that of the communicatiens that would have been
I
10 purged in the normal course of our compliance regime because
11 either it was a foamer communication or we misidentified a task
12 selector, that those were not likely to have been wholly
13 domestic communications that would have affected the walidity of
14 the sample in the sense that we were going through the sample
15 size tc actually try to find wholly domestic communications.
16 THE COURT: I understand that based on your
17 presumptions and the presentation you've made, but even
18 accepting the presentation you've made and assuming that the
18 nature of the purged materials we're talking zbout right now is
20 the same as the sample you looked at, if the volume of the
21 purged materials is equal to what's left, then the numbers that
22 you've given me have to be doubled.
23 B icur Honor, I think it's fair to say that
24 we den't believe that it would be that high, but we haven't come
25 prepared with numbers in terms of --

NYT v DOJ, 16 CIV 7020_000087
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1 THE COURT: And you certainly could assess that for
2 the future at some point, because you can leok at what's
3 collected and look at what's left during a six-month period, but
4 for now you can't tell me anything more with respect to the
5 six-month pericd that was analyzed.
6 B losc are certainly numbers that we can
! try Lo get to Your Heonor, but we don't have those today.
8 THE CQURT: 0Okay. Let's move an.
g MR. INGLIS: Your Honor, could we, though, take the
10 action and respond back to you within this week with whalt we can
11 reconstruct in terms of that purged list?
12 THE COURT: Yes. I think what we sheould do is at the
13 end of this discussion decide what you would like to present
14 further and talk about a timeline for it. Let's neot do it on
15 one item, because there may be four items by the time we're
16 through.
17 Staying on the same veln with respect to the August 16
18 submission, the government states later on in that submission -—-
192 I think it's on page 7 -- that NSA cannot determine whether 224
20 of the roughly 5,000 MCTs examined contained wholly domestic
21 communicaticns. Then a little bit later, it's noted that 23 of
22 the 224 MCTs were not further analyzed because they were
23 subsequently purged or placed on the NSA's master purged list.
24 With respect to those 23, do we know why those were purged,
25

or are thev just part of this broader category that were purged?

NYT v DOJ, 16 CIV 7020_000088
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1 B : -/ Your Honor. In fact, I believe some
2 of the ones that were purged during the sample time were
3 responsive to the| GGGz incidert that was previously
4 reported te the Court in the prior filing. If you recall, I
5 believe NSA purged scmewhere uvpwards cf_ total
€ transactions as a result of that|jjjjjjjjjjj ircident. I can't
7 remember the exact number, but a specific number of that 23 were
B related to thst purge.
9 THE COURT: Were any of the 23 purged because they
10 were wholly doemestic communications?
11 B : o Your Honor.
12 THE COQURT: all right. Then also in the August 16
13 submissicn, we have this sort of unknown category which is the
14 ~— 45,359 I think is the accurate -- no, I'm sorry. Not the
15 unknown category, but there are 45,359 of the overall sample of
16 50,440 transactions reviewed that were determined to be single
17 discrete communications. So those were sort of set aside with
18 no further analysis.
19 In an earlier submission, I think the June 1 submission con
20 page 6, you noted that communicaticns are nearly always
21 transmitted from a sender to a recipient through multiple legs
22 before reaching their final destinations, and certainly that
23 seems obwviocus to all of us who have dealt with these things.
24 ___ __Because NSA's TP filters _ '
25 N 1 covernment has

NYT v DOJ, 16 CIV 7020_000089



Mames of certain hearing participants withheld under b(6) and b(7)(C).
All withheld informatian exernpt under b(1) and b{3) unless otherwize notad. Approved for pubdic release.

10
11
12
13
14
15
16
17
18
19
20
21
22
23
24

23

DOR-SECRET//COMINP/A-ORESHN—NEFORN- 11

indicated that WSA could intercept the cornmunication_

And then kased on a further explznation on pages 7 and 8, I

think, of the June 1 submissicn, should the Court understand

that NEA's upstryeam collection filters wouldn't prevent-

Do you understand the question?

those are examples of the 10 wholly domestic communicaticns that

: The filters would nct prevent that, and

we reference in the August 16 filing. That was exactly the
case,

THE COURT: &0 these communications would all -- those
about communicaticns would all be subsumed In the category that
is identified in the August 16 submission on page 9 as bhetween
896 and 4,945, or would they be in one of these other
categories? I don't think they're in that group. Aren't these
part of the single discrete communications that you didn't ewven

analyze further?

-_:___That 's correct, Your Honor. N

._ THE CQURT: Aren't there going to be some wholly

NYT v DOJ, 16 CIV 7020_000080
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1 domestic communications in that group that vyou didn't analyze

2 further?

3 - It's possible, Your Honor, but we --

4 THE CQURT: It's more than possible, isn't 1t? Isn't
5 it likely there will be zome about communic:ations_
of N - c it's actually a

7 communication that is between two U.3.-located persons?
8 —: Your Henor, that is possible. However,
2 typically,

10

11

1z

13

14

15

16

17

18

18

20

21 THE COURT: How about—
22

23

24 e - It is possible, but the reason
25 why --

o P SEERET/S eI N/ A ORESH—NEFeRN-
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THE COURT: 1Ift's more than possibkble, Aren’'t there

going to be a fair number of things?

—: Correct. There definitely will be.
However, the way they're designed is, a= T said, _

THE COURT: The problem that I'm left with is te the

extent that there's a statistical presentaticn to convince the
Court of a low volume of wholly domestic communicaticons, this is
another category that exists that -- you're using the word
"possgible,” but I have no way Lo quantify it or know how many in
this sample -- just talking about the sample -- knowing how many
might be of that category.

B cur Honor, I think with respect to the
sample that NSA conducted, we certainly endeavored to try to be
as responsible as we could in the --

THE CQURT: Let me state, you've been very
responsible. You'wve been wery helpful. I know you're all doing
the hest you can. I1I'm just probing the information.

_: Certainly. The focus of the sample —-- I
think vou're correct -- was geafed towards identifying MCTs

within N3A's upstream collection heldings in order to be able to

~characterize the nature and scope of that collection

specifically with respect to multi-communications transactions,

NYT v DOJ, 16 CIV 7020_000092
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1 S0 there may be a number of cther things that weren't more
2 specifically leooked at within that particular sample which we
3 could attempt to take back and answer for the Court at a later
4 time, but the sample that was run was for the purpose of
5 describing MCTs and the nature and scope of that feature of that
6 collection.
7 THE CCURT: All right. I think it's fair for me to
8 say to you that I am concerned about this category within the
9 sample of 45,000, which is most of the sample. Tt's by far the
10 majority of the sample and the fact that it does seem to us that
11 there are going to be some about communications that are
12 probably wholly domestic communicatiens in that grouping, and T
13 don't have any way to guantify or assess how much it is.
14 I know you hﬁve cautiously, and appropriately, used the
15 term "possible.™ It seems to me it's more than possible; it is
16 highly likely, but I can't say what it means because I don't
17 know what kind of wolume we might be talking about. Seo iet's
18 put that down on the list of something that we may bhenefit from
19 further information on.
20 I'm going to allow the legal advisors to fellow up with
21 questions on these subjects before I move to another one.
22 -- -, FISC legal counsel. Just a
23 follow-up. If someone’s
24
25

NYT v DOJ, 16 CIV 7020_000093
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L N O Vou have a ssnse

2 one way or ancther? '

3 _: It's not necessarily the case that

4

3

6

7

8 B -cut other than that sort of general

S ocbservation, you don't have a sense percentage-wise of how many
«|

11 _: No, we don't.

12 THE COURT: All right. Staying with the August 16

13 submission for just a moment longer, the government has

14 concluded —— I think it's on page 9 of that submission —-— that
15 of the 13.25 million Internet transactions acquired wia the

16 upstream collection during a six-month period, between 48,609,
17 and 70,168 are MCTs contalning one or more communications

18 between nontargeted persons but lacking sufficient information
Le for W3A to identify the locatien of the sender and all intended
20 recipients of that communieaticn.

21 It's a category that T call "the unkncwn category,™ which
22 is fairly large, certainly larger than the category that vou've
23 identified as actually containing a wholly domestic

24 communication. A little later in the submissien, you indiecate
25 8 that NSa has no basis to believe that any of this category of ._

NYT v DOJ, 16 CIV 7020_000094



Mames of certain hearing participants withheld under b(6) and b{(7)(C).
All withheld infarmation exempt under b{1) and b{3) unlass otherwise noted. Approved for public release.

1
12
13
14

15

17

13

20
21
22
23
24

25

POP-SECRET//COMINT//CRCEN;NOFPSRN— 16

transactions contain wholly domestic communications.

Wow, that's a fairly absolute statement that's made in the
submission. Doesn't the cconclusion that between 996 and 4, 965,
which are pretty low percentages but nonetheless an actual
determined amount on this sample, doesn't the conclusion that
there are those wholly domestic communications acquired every
six months, doesn’'t that undermine the presumption that none of
these unknown transactions contain whelly domestic
communications? Wouldn't one expect that at least that
percentage of that unknown category would be whelly domestic?

MR. INGLIS: Your Honor, if I might, I'll defer to-
to provide the detailed answer, but in that case, when presented
with the possibkbility that these are either unknown or
unknowable, we pushed cur analysts further to do two checks
against each and every one of these items, first to check to
determine whether or not there was any information that might be
atbtributable to a deomestic communicaticn, and second, to
determine whether there was any infcermaticn that might lead us
to conclude that in fact.it wag a foreign communication,

In each case, both of those checks for each of these items
came back showing that the preponderance of evidence -- not
absolutely, but the preponderance of evidence which we had
before us would say that there were no domestic communications
in that pile.

THE COURT: So I guess what you're saying is that this

TOPR SECRET S/ COMINT/ALORCON—NOFESRH
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1 grouping, you'wve determined, is not going tec be -- it's golng to
2 be less rich in wholly domestic communications than the owverall
3 sample 1s. |
4 I h:t's correct.
5 THE CQURT: I mean less rich even to the point of
6 containing no wholly domestic communication. Why is it that
7 this grouping -~- what is it about this grouping that should
31 convince me that it is different than the rest of the sample and
a will contain no wholly domestic communicaticns?
10 ME. INGLIS: That's mere than a falr gquestion., Tt
11 wasn't that it was wholly devold of contextual information, thét
12 it lacked information, a conclusive statement, but the remaining
13 artifacts led us in every case intae a -- if you had tc decide
14 yes or no based upen the available infermation that it was
i5 Eoreign as opposed to domestic. 5o in each case it wasn't that
is there was no information. There was insufficient informaticn to
17 gay with absclute certainty.
18 B co:rect. 2And the way we did that analysis
19 stemmed From the data set we evalunated. Of that 224, we did
20 this in-depth analysis that Chris described, and wia a
21 gtatistical anazlysis we were zble to extrapolalte that sample.set
22 with a 95 percent éertainty across Lhe entire 13 million. And
23 there's a certain error associated with that, and that error is
.24}  _expressed. in the confidence interval. e e
25 F - - Bo.based on the data set that we evaluated on page 7. and -

FoPSRERFE P A S OMINE S OREON—NOFORN—
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1 before, our statistician was able to draw conclusions based con
2 that to the true proportion of those type of communication
3 acrosa the entire 13 million set within that certain confidence
4 interval. |
5 MR. INGLIS: But, Your Heonor, 1f I understand your
6 gquestion, you would ask why do we believe that that population
7 of data that we would declare as unknowable is statistically
8 different than the larger set from which 1t was extracted,
o perhaps on a statistically relevant basis.

1Q
11
12
13
14
15
16
17
18
19
20
21
22

23

THE CCURT: My guess would be that it goes in the
opposite direction because 1t's a group that has already
eliminated all these large portions that clearly den't contain
any wholly domestic comminications from your view. So why does
it then --

MR. INGLIZ: In the case of the 10 wholly domestic
communications that clearly stood out as having artifacts that
said they're whally domestic. 1In the case of this pile, there
were no artifacts associated with those that spoke to the
possibility of domestic that we couldn't rule it absolutely out.

We also locked to see whether in each case there were
artifacts that would lead us to conclede that if we had to make
a judgment that they were foreign, not daomestic, and in which

case both of those tests led us to conclude that they were, not

.22 |l presumptiwvely, but more likely, to be foreign than demestic. .

NYT v DOJ, 16 CIV 7020_000097
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1 pushed ocur analysts very hard on this particular pile because we
2 had the same qguestion you did, which i1s could this be a soft
3 underbelly in our analysis, and pushed them very hard, and they
| cama back with neo information that would lead them to conclude a
5 strong possibility that they were domestic.
6 B: tat's correct. _
7
B
a
10
11
12 THE COURT: Where -- and excuse me for asking the
13 guestion this way, but I just want ali the help I can get.
14 Where should I loak in this submission for the explanation that
15 you've given me about the analysis of this unknot&n group that
1o led you te conclude thé.t it will not contain wholly domestic
17 conmunications?
18 - It's on page 7 at the bottom.
13 THE CCURT: Page 7 where, sir?
20 - Cn the second bolder bullet.
21 THE COURT: <OQf the 5,081 MCTs?
22 -: Yes.
23 THE COURT: All right. We ca;n read that further and
24 analyze it.
25 ME. INGLIS: %Your Honecr, we're happy to be more

NYT v DOJ, 16 CIV 7020_000098
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1 responsive based upcn what we have and do further analysis as
2 the Court may please.
3 THE COURT: Well, you can look at it too, and you can
4 mark this down as No. 3. If there's further analysis that
5 you've done that supports the conclusion that you reach that
é you're now expressing that this unknown category is in fact
7 unlikely, and you think highly unlikely to contain wholly
B domestic communications, then by all means be prepared to
9 provide it, because on first reading, that's not the conclusion
10 that we reached from assessing this submission,
11 A1l right.
12 - Your Honor, just to add into this, I know
13 we haven't gotten into the 30 Adugust --
14 THE COURT: And I'm not going te be going through it
ib line by line. Don't worry.
16 B G:ut I do think there were at least some
17 portions of the 30 August filing that try to speak to that exact
18 questicn, and when we get to them, I'll try to --
19 THE CQURT: Okay. Thank you.
20 All right. Just give me one second to see -- all right.
21 The last question in this area of examining submissions goes
22 back early to the June 1 submission which i1s clear that the
23 scope of the data that NSA actually accuires through the
24 upstream collection is constantly evolwing. And you explained
25 that on pages 24 and 25, noting that—

Lo SR CREE e I T O RS OO O T
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_ and all of that can affect the amount and type

of data included in a particular transaction.

What I'd like to get a fix on is what this means in terms
of any particular sampling at any particular time. In view of
that evelution, is it likely that if MSA did a similar analysis,

a sampling type analysis of the upstream collection at some

later date, two years later than the cne done in the recent time

periocd ending in July, is it likely that that analysis would
wind up with zomething significantly or at least somewhat
d;fferent? This evelution, is it material evolution that really
would change things significantly? Or don't vou know?
_: Your Henor, a lot of the analysis
focused on identifying MCTs and their percentages showing up in
our callection. It is possible that let's say twe years down
the road that the Internet is more rich with MCTs for a number

of different reasons.

and that woulgd

statistically increase the amount of MCTs.

Becauss of that unknowable factor of technology popularity

in the future, that could change things., Certainly, several . . ..

. .25 ... .years aggo, we'we talked in the past. about._

NYT v DOJ, 16 CIV 7020_000100
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technologies have evolved, that has become mere and mcre
popular. So we could see somewhat different results if we wers
to conduct a similar study in the future. That is definitely
something that could happen.

THE COURT: And there's no reason --

I - cother thing I wanted to add,
Your Honor, is one of the other factors here that can somewhat

limit the evolution is that cne of the factors in play here is

THE COURT: I think that last explanation of a

limiting factor is important because it affects the question I
was about to ask, which is, we use the term ewvolution, and I
take it we would look at this with respect te MCTs and say thel;e
has been an evolutlion to the extent that there are more MCTs now

. than was the case 10 years ago. Corract? o

- - - . ould say that in some.cases.-= so,

TOR-SECRET LACOMENTLORCON,—FOFORN—
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for instance,

it's the nature

B ;o it's not just so much the MCTs;

of the MCTs that has evolved as well.

THEE CQURT: But, in light of the limiting factor that
you just mentioned, can we make an assumption that the upzstream
collection —— let's just focus on that —-- will become richer and
richer in MCTs, or can we not make that assumption?

— I don't think we could or couldn't with
any degree of competence.

THE COURT: All right. Let's move on to presumptions
more generally here. There are several presumptions that the

government has urged the Court to centinue to rely upon with

regard te the upstream cecllection. They include that-_

I :nc thet's included in the June

1l submiszion on page 11.

There's alsc a presumpticn that the vast wajority of
persons outside the U.5. are non-U.5. persons and most of their
communications are with other non-U.S. persons located overseas.

That's referenced in the June 28 submission on page 5. And

I . <! vo_ talked

NYT v DOJ, 16 CIV 7020_000102
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abeout that & little bit, and that's certainly referenced as well
in the June 1 submission.

In view of the analysis of the upstream collection that
you've done —— and I know we're talking about numbers and
percentages here, but in view of that analysis, and in
particular the conclusion that the upstream collection does
contain a certain number cof or percentage of wholly domestic
ommunications over a six-month period as analyzed, can the
Court rely on those presumptions as really being absclute, or
are they imperfect presumptions at bhest?

B  vour Honor, if I may, I think they are,
like all presumptions, imperfect. I think the numbers we'wve
generated from the study approximate what we expected; that is,
a low number of domestic communications when something we think
is aberrational is taking place. So we do not intend to sav it
can never be Lhe case that, but the presumption is it's not the
normal behavicor, and I think that's what the study bore out.

MR, INGLIS: And, Your Honor, I would add as the chief
operating officer of the National Security Agency and having to
then essentially sign up to cur end of a representation, that T
feel the same, that the prepconderance of those assumptions has
been borne cut by the data to be correct but imperfect and that
what we then have tc apply are a set cof procedures to ensure
that we are looking for those excepticns and that we act

appropriately when we discover those exceptions and that we can

- - -

NYT v DOJ, 16 CIV 7020_000103
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therefore offer back that the totality of that has a hiéh
probability, again not absoclute, but a high probability of
making the right call in terms of what our presumption should be
and having a high prokability of catching the sxceptions that
then ensue and dealing with those appropriately.

THE COURT: Let's Just turn back the page a moment to
something we were talking about 2 minute age with the ewoluticn

of the Internet. Any sense of what, for example,_

might do te these issues and the way that

Internet communications are routed?

S0 at this point, we haven't seen any change, and I'm not

too sure what we would expect to see just given the nature of

THE CQURT: We're talking about imperfect

presumpticonsg. To the extent that NSA is acquiring-

B o1 the presumptions be reversed? In other

25

words,. should we instead presume. that communicaticns are within

—TOP SECRETAHAGOMINT A ORCON—HOFORY—
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L the United States and with U.S5. persons?
2 MR. INGLIS: Your Honcr, 1 think that questicn centers
cf g
9 B - @ vould ask to talk to that.
5 B uct to clarify, the question is, is
6 should we presume at some future date that a U.S. service
7 provider is primarily servicing U.S. persons? Or...
8 TEBE COURT: It's a little less than that. It's just
9 if the acquisition is_
10 of someone in the United S5tates, do the presumpticns that you
11 rely on and urge the Court to apply held up, or should we
12 actually think that the opposite would be true, that for those
13 acquisitions, the presumptions, if yau'ré going to apply a
14 presumption, the presumption sheuld be that the communications
15 ara within the United States and with U.S5. persons?
16 _: So if the person was in the
17 United States andiii I o< vc intercepted that,
148 would we presume at some future date that that was -- I'm not
19 sure I fully understand.
20 B (£ ! can address it, Your Honor. I
21 think that that would be an excellent presumpticn to reverse if
22 not for the presence of the targeted selecitors. So remember
23 that the reason that we collect any particular transmission is
24 that it contained the target selector which wcould be an .
25 |

independent determinatiocn. that. the target is reasonakly to be

OB SRCRE AL COMINT A ORCON —NOFORN
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1 gutside the U.5. Sc that weakens otherwise what I think would
z be the natural inclination to reverse that presumption.

3 -- If you've got & transactiom that is -

LIS

o

]

_ With respect to those individual discrete

9 communications, what presumption, 1f any, should be applisd?

10 B [ that scenario that you've described,

12 N - still are applying the IP filtering
13 process. So if that user was _
a
15[ N <o cnot
16 particular scenario wouldn't occur. —
|

i8 _ So that is what happened in the 10

20 [ N -

21 think we're going to very, very rarely see that happen becauvse
22 the overzll presumption of the statute, remember, is that the
23 .whe::le world cut there 1s using the se_rﬁices here,

—— 24 ).
25

H
I
b
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That's the scenario -- and we've seen 1t play out in this study
on 10 occasions -- that's a scenario that you're raising. But
it won't bhe somebody in the United States communicating with
—in the United States.

-- Just to make sure the point is crystal

clear for the Court, the concern that the Court has about what

presumption to apply to conununications_

_ which was the exception in the study, not the rule.

Is that a fair statement?

_ That's correct.

vR. [l 2nd T think it's also important to

remember that the presumptions aren't the first resort. The
presumptions are in many senses a last resort. There can be
objective indicia of the location c¢f the communicants that is

more reliable than the presumption. The presumptions apply

NYT v DOJ, 16 CIV 7020_000107
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ostensibly in the absence of information to the contrary, and
implicit in that requirement is a due diligence requirement to
actually try to asseas whether there’'s any objective information
that to the ezxtent you need to rely on the presumption that
would rebut the presumption.

T think ¥WSA's manual review bears cut that the digging can
result in the location of reliable, objective information that
is indicative of a person's location.

MS. MONACO: Just to press on that one bit, I think
that's why the Court is struggling with the 224, NSA only
arrived at that 224 because the NSA werks through all of the
cbjective indicia that il venticns, and then, only then,
after discarding all of that and identifving all of that and
making conclusions frem it results in the 224 where there were
no reliable indicia;

THE COURT: To round this cut — and- 1f you

have more gquestions, please feel free to ask them -- but let's

talk about the— situation for a meoment that I
slreaqy referred to. [T

~ RS P—SRECREF/ASOMINT A ORCON,—NOFORN
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1
2
3 THE COURT: All right. Okay. Let's move on to the
4 gquestion of intent. This is sort of a difficult question to
5 answer. It's an easy guestion Lo ask, but I'll throw it out
6 there, and I can be more specific if you'd like me to he.
7 The government's submissions do use various terms =--
8 intentional, unintentional, inadvertent, incidental -- when-
g describing the upstream collection or aspects of the upstream
10 collecticn. I'm a little confused as to what is meant, and
11 rather than just throwing that ocut to you, let me ask one or two
1z specific questioné.
13 Is unintenticnal the same as inadvertent? As you use those
14 terms, are they the same? Do both mean "not intended?™
15 BB vour Honor, I think that's correct.
16 "Inadvertent™ is a term that's used in the NSA inﬁnunization
17 procedures, and "unintentional" has been used in various
18 documents as well. DBut I think "inadvertent" and
19 "unintentional™ can mean the same thing.
20 THE COURT: 2And "intentional" is the opposite of both
21 "unintentional" and "inadvertent."
i -- Yes.
23 THE COURT: And "incidental" means what?
24 - - "Incidental,” I think as we'wve framed it,
25 means something that results as & consequence of an action that

NYT v DOJ, 16 CIV 7020_000112
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we take intentionally.

THE COURT: Is happening or a byproduct --

-- It's not our intent in taking that action,
but as you said, it's a byproduct of that action. So in an MCT,
for example, our intent is to acquire a communication to, from,
or about a targeted selsctor. At the time we acquire that
transaction, we may not even know that it's an MCT that contains
other communications.

So we acguire the MCT because we see, hey, that's a
communication that has a targeted selector. We reasonably
believe that that has foreign intelligence information in it.

We acguire it, it's turns out it's MCT, it's gob other
communications in it. We still intended to acquire that
transaction and anything contained within it such that to the
extent there are these other communications in it, it's
incidental to our acquisition of the transaction.

THE COURT: All right. Let's drill down a little
more. The June 28 submission states that "acquisition of
Internet transactions is intentional," and on the same page,
page 6, further states that "given the government's knowledge
that such transacticns may alseo include information that is not
to, frem, or about a task selector, the acguisition of this
additional informaticon is not inadwvertent.”

BB : think that's correct.

THE COURT: Later in the same filing, and also in the

:

NYT v DOJ, 16 CIV 7020_000113
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Bugust 30 filing, the government seems to be saying that any
wholly domestic communication that is acquired as part of a
transaction is obtained unintentionally or inadvertently. 1Is
that also correct?

III|IIIII: Yes.

THE COURT: Now, NSA knows with certainty that both
will be acquired. In other words, wholly domestic discrete
communicationa are simply a subset of the nontarget discrete
communications that'you acquire as part of a transaction. 8o
how do you reconcile that with these statements with respect to
intentional or unintenticnal?

[y -: So we intentionally acquire MCTs because
they contain the presence of a targeted selector that we believe
is used by a non-U.S. person located outside the United States.
However, we don't intentionally acquire all such MCTs. We know
that we cannot acguire --

THE COURT: You knowingly acguire them, though.

-- But we don't intentionally acquire them.

THE COURT: Well, we'll get to that in a mcmeént.

--: Understood. And we may not kncow at the
time of acquisiticn that that MCT is something that contains —-

THE COURT: With respect to a particular transaction.

Bl B :xactly. co we are intentionally
acquiring MCTs, but we have also implemented - means to

ensure that we are not intentionally acquiring wholly domestic

NYT v DOJ, 16 CIV 7020_000114
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communications, but we believe that these _ means are
reasonably designed to prevent that. Granted, they are not
perfect, but we do believe that they are reasonably designed to
prevent the acquisition of those communications.

THE COURT: Let's jump to the statute for a second.
Under section 1881 (az) (1), the Ceourt is required tc determine
whether the targeting procedures are, in the language of the
statutes, "reasonably designed to prevent the intenticnal
acquisition of any communicaticn as te which the sender and all
intended recipients are known at the time of the acguisition to
be located in the United States."

Let's look at those two parts of that statutory provision.
Intenticnal acguisition.

In the government's view, what's the meaning of
"intentional" as used in the statute? And tc set the framework
for you, I think in criminal law and in tort law it's generally
settled that a person intends to produce a consequence either
when he acts with a purpose of producing the conseguence, which
is what vyou've been focusing on I think in your papers and here
for the moment, or, when he acts knowing that the consequence is
substantially certain to cccur.

Tt deoes seem to me that you really feocus on the first part
of that traditicnal definition, because you're really only
talking about the specific-purpose definition and not the

knowledge of substantial certainty aspect of intent. Am I

NYT v DOJ, 16 CIV 7020_000115
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il right?

2 - -: I think we need to focus on the fact that
3 -~ T mean, granted, the statute says that we are precluded from
4 acquiring communications as to which the sender and all intended
5 recipients are known at the time of acguisition to be lecated in
6 the United States. I grant you that we may nct have focused

7 specifically on that aspect, our knowledge at the time of

8 acquisition. I think NSA's manual review has shown that it can
g take a lot of drilling down into these communications to

10 determine whether or not they are in fact whelly domestic.

11 THE COURT: Well, it deoesn't take that much drilling
12 anymore to determine that there are some that are wholly

13 domestic. It does take a lot of drilling, if you even can, to
14 determine that a particular transaction is whelly domestic or a
15 communication within a transaction is wholly domestic.

16 Indeed, it's especially true or especially difficult when
17 acguired, but it deoesn't take much now to conclude, because

18 that's what your analysis has cancluded, that there will be

i wholly domestic communications acquired. Certainly will be.

20 - -: Mo, no. I agree a hundred percent with
21 that, Your Honor. But again, at the time of azcguisition, we may
22 not know it, and it's at the time of acquisition that the

Z3 statute precludes us from intenticnally acquiring a demestic

24 communication.

25 THE COURT: Then we're getting a little bit semantic.

TP SECRET/7/ COMINT//ORCCN;NOTORN-
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1 It depends on what you mean by "acguisition," whether wyou mean
2 acqguisition of a particular communication, acquisition of a
3 particular transaction, or the acguisiticon that takes place
4 during the space of a day, or an hour. TIf it's either of the
] latter two, you know that there's some wholly domestic
5 I communications that are being acguired, statistically.
7 -- Statistically, yes. Personally, the way
8 that I've always viewed the way that that provision in the
9 statute works 1s it's on an acquisition-by-acquisition basis,
i0 and "zcquisition" meaning communication-by-communication basis,
11 because we are targeting to acqguire foreign intelligence
1z information. That foreign intelligence informstion is contained
13 in individual communications.
14 THE COURT: Do you Lhink that definitionally, the
15 Court, when it's interpreting and applying 1881 (a) in this
16 setting, should only be feocused on the purpose portion of the
17 definition that I went through a moment ago, or should the Court
18 glso be looking at the knowing aspect of it -- in other words,
1.3 that part of the definition of "intenticn" at to be applied here
20 is "not only acting with a purpose of producing the conseguence
21 but also acting knowing that the consequence is substantially
22 certain to occour"?
23 Should I be jettiscning that porticn of the traditional
24 "intentional" definition and applying some narrower definition
23 here? Or are you only saying that even applying both prongs of

NYT v DOJ, 16 CIV 7020_000117
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that definition you need to loock at what's happening and what's
known al the time of the acquisition of a specific transaction?

- B : chink it's the latter, and I also think
that the fact that the statute says that the procedures have to
be reasonably designed to prevent the acquisition of
communications as to which the sender and all intended
recipients are known at the time of acquisition to be located in
the United States.

I think given that language, the statute contemplates that
there's not going to be a perfect system. It has to be a
reasonably de§igned system, and I think the results of NSA's
manual review bear out the fact that the system that NSA has
designed, albeit not perfect, is reasonably designed to prevent
the acquisition that the statute prohibits.

B : our Honor, if I could add one thing.
If we could take away some of the complication of this
discussion by focusing just on other than MCT, for what it's
worth, I think the Court has already considered and countenanced
the idea that some targets are going to roam into the
United States, or we could turn out to be wrong and they would
he in the United States. And some statistically, prokaikzly a
very small percentage of those may have communications with
other people in the United States.

So, to a certain extent, this may be a threshold the Court

has already crossed or at least walked up to and assessed. 3o I

—TOP SECRET ALCOMINTLOREON—HNOFORN-
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1 would just like the offer that in the context of this question
2 about what the statute means.
3 THE CQURT: I think that's a fair polnt in terms o©f we
4 all know that systems are not going to be perfect. We've
5 already faced some instances, and this may be another one that
6 is an acceptable imperfection. But that's what we have to
7 expleore 2 little bit more before the Court is prepared to reach
8 that conclusion.
9 We've already talked a little bit abcocut the second part of
10 the statutory term of the "known at the time of acguisiticn.”
11 S0 it.would be your wiew that the knowledge or the certainty
12 that the collection will result in the acquisition of thousands
L3 over the course of a year of wholly domestic communications does
L4 not mean that there's a wiolation of 188l. BSet aside the
15 "reasonably designed" language, which I think is important, but
16 Jjust set that aside for a second.
17 - -: I'm not sure I understand the question.
18 THE COURT: Well, you know abt the time of acguisition
19 that there are thousands of transactions that are going to be
20 wholly domestic over the course of a2 year. At the time of
21 acquisition of a particular transaction, you don't know that
22 that transaction is wheolly domestic,
23 Your assessment is that even on this knowledge prong of the
24 definition and locking at the "known at the time of acguisition”
25 language of the statute, that the Court should really not be

—ROP—SRERERA A EOMIN T OREeH—HOFORN-
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i troubled by the fact that it's known that there are going to -be
2 thousands of wholly domestic communications acguired -~ and
3 again, I'm only foonsing within the statutory language now; I'm
4 not talking about the Fourth Amendment -- shouldn't be trouvbled
5 by that because it's not known that any particular transaction
& is wholly domestic and that the Court therefore need not be
7 troubled by the fact that everycne knows that there will be some
8 wholly domestic communications acguired.
9 - B 1t': certainly reasonable to presvne that
10 we are going to be asquiring whelly domestic communications
11 despite our best efferts, and that's why, as we've shown in the
12 papers, we're relying heavily on the application of our
13 . minimization procedures.
14 So to the extent that the protections that we put into
15 place at the time of acoquisitien don't work, then we have these
16 ' substantial back-end protecticons to ensure that to the extent
17 ~ that one of these domestic communications resides in an NSA
_18 system becausge it couldn't be weeded out at the point of
1@ acquisition, and an analyst comes across it during the course of
20 their regular analytical work, that that information is treated
21 appropriately; i.e., we've committed to destroying any wholly
22 domestic communicationa or MCTs containing even a single wholly
23 | © domestic communication. 8¢ T think the two in tandem work

24 togethern. _ - ; . S

2B . . THE COURT: I have cne or iwo more guestions in this

NYT v DOJ, 16 CIV 7020_000120
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1 intent section, 1f you will, and then I think it'll be -- well,
2 let me net assume that we won't have a few more than one or two
3 questions. Some of this relates to Judge McLaughlin's 2008
4 opinicn, because you do rely on it to a certain extent, back in
5 the June 28 submission, for example.
6 You rely on it for the proposition that NSA's acquisitien
7 of transactions continue discrete communications that are not
8 to, from, or about a task selector is intentional because Lhe
9 acquisition of the additicnal information is a nescessary vet
10 unavoidable consequence of acquiring foreign communications to,
11 from, or about a task selector.
12 Judge McLaughlin, in that opinion, also found that a
13 communication would be unintenticnally acquired for purposes of
14 1806, if, for example, Lthe acgquisition resulte& from a technical
15 malfunction or an inadvertent misidentification of a selector.
16 I= the government's argument that its acquisition of wholly
17 domestic communications is unintentional based on NSA's
18 determination that its filters are not functioning properly, or
18 is it instead that the filters have az limited capacity to
20 prevent the acquisition of wholly domestic cocmmunications?
21 BB B : chink it's both., I think we've
22 previously asserted that to the extent that NSA's filters fail
23 for a technical reason —- and that has happened in the past, and
24 we have reported a compliance incident related to that, and we
25 acguired whelly domestic communications as a result of that —-

'}:'E-l_- EhIEE:EEJ: EEE—EEE; EEEEEE! E EEEE:i
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1 that is a situation where we've unintenticnally acguired a
2 wholly domestic communication. In thia instance, it's not --
2 THE COURT: It's neot a faillure. Isn't it more a
4 limited capacity?
5 B - very' small limited capacity. But,
£ veah, I think it's pretty much -—-
7 ME. ING.LIS: But, Your Honox, I would offer and add
g that I think it's more the limited capacity, the limited
9 technical possibility given the way the communicatiocns work,
10 that if we had the means to devise it such that it would screen
11 éut at that moment in time -- discern, screen out -- we should
12 bhe expected and would do so.
13 | THE COURT: If it's that limited capacity or
14 feasibility, why isn't the acquisition of those communications,
15 to return to Judge McLaughlin's language, a necessary yet
1a unavoidable consequence of acquiring communicaticens to, from, or
17 about a task selector and therefore intentional, under her
18 opinion?
19 -- Under her opinion, and as we argued to the
20 Court, we were basing our assertion that there were certain
21 types of communications that were intentionally but mistakenly
22 acquired based on our understanding of where the farget was
23 alsc. That's where our primary focus was.
o _24fl ____ This situation is a little bit différent than that. In |
S 25 |b. .. that instance, _we were relying wholly on _our reascanable_but

i
I




Mames of certain hearing paricipanis withheld under b(6) and b{(7)(C).

All withheld infarmation exempt under b(1) and b(3) unless otherwise noted. Approved for public release.
~“POP—SECRET L COMENT//ORCON—NOFORN- 44
1 mistaken kelief that our target was lccated cutside the
2 United States in assessing whether or not, te the extent that
3 that person roams into the United States, 1806(i) applies in
4 that case.
5 We determined that it didn't because we were at all times
6 intending to acquire all communications from our targeted
) selector under the reasonable but mistaken belief that our
8 target was located cutside the United States.
9 In this context, it's a little bit different. Rather than
10 relying ﬁn the application of the largeling procedures and
11 relying on our reasoconable belief, we are taking actiwve technical
12 measures to pfeveht the acquisition of whelly domestic
13 communication. That's the distinction that I draw, and when
14 those technical means don't necessarily work, that's when the
15 acguisition becomes unintentional.
1o THE COURT: &ll right. So if we have an acguisition
17 of wholly domestic communications in a circumstance where-
18
19
20
21
22 okav, so that's the situstion -- would the acquisition of those
23 transactions by the upstream cecllection be intentional?
29 1 ~ Bl 1 jvust vant to make sure we understand the |
25 question.

NYT v DOJ, 16 CIV 7020_000123
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THE COURT: I'm talking about acquiring wholly

domestic communications in circumstances where_

B o chat situation, wouldn't acquisition through

upstream collection be intentional, even Lhough it's based on a
mistaken belief that the target was outside the United States?

—: T would argue that it's still intentional,

because recall that the IP filtering and_

B s intended to prevent the acquisition of

wholly domestic about communicatiens. In targeting procedures,
we rely on the presence of the target to ensure that we're not
acqguiring any wholly domestic communications.

The fact that in practice we apply the IP filters a.nd-
R R e
communications, including those of the target, I think doesn't
undermine the notion that we've relied on in the past that to
the extent that a person believed to be located outside the
United 8tates roams into the United States and we continue
acquiring their communications, albeit some of which may be
domestic, that that is still intentional but unknowing.

THE coURT: a1l right. [l i» particular, did you

want to ask anything about the -- I guess it relates back to the

B o he collection?

TOP SECRET/A/COMINT L LORCON, NOFORN-

NYT v DOJ, 16 CIV 7020_000124




Mames of certain hearing participants withheld under b(6) and b{(7)(C).
All withheld information exempt under b(1) and b{3) unless otherwize noted. Approved for public ralease.

1||

10

11

12

13

14

15

16

14

18

19

20

22

23

24

25

-- Sure. So, back in 2009, the government

- overcollection incident.

Immadiately following that overcollection, the government
took it upon itself to purge the overcollected communications
from NSA systems in order to ensure that no information had been
disseminated by NSA in any form and to deploy improved filtering
systems to prevent the future acquisition of such nontarget
communications.

In Judge McLaughlin's opinion in improving that
surveillance following the -_overcollection
incident, she relied heavily on those remedial and preventative
measures in concluding that the overcollecticn didn't preclude
the approval of the certification and the procedures before her
for renewal.

The appreoach being followed here seems quite different in
that the NSA's proposing to continue collecting nontarget
information as part of Internet transactions and to keep and
potentially use much of that information. So can you address
the difference in why you're treating them differently?

- I think the key difference is in the -

incident, the overceollection resulted in the acquisition of

IR SECRET/ESOMENP/-oRCON;—NEFCRN-
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Here, we are only acquiring transactions because they
contain a targeted selector. At the time of acquisition, we may
not even know that there are cother discrete communications
within the transaction that aren't te, from, or about the
targeted selector. I think that's a very key difference.

Also, another important difference betwaen -and this
situation is, in- there was a technological fix that could
be implemented. The- was preventable, and NSA did a lot of
great work in developing technical means to ensure that those
types of overcollections don't happen again.

Again, those means aren't perfect and every once in a while
something slips though, but by and large, those are technical
means that NSA has implemented to prevent the sort of
overcollection that cccurred in - These technical means
aren't available here. NSA lacks the technical means to prevent

-- or can only acquire whole transactions. They can't unpack,

generally speaking, transactions into their component discrete

communi cat on -
] o chiok that's another

key difference.

IOP SECRET L/ COMINT HORCONNOFORN
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So, just to sum up, it's the nature of the overcollection.

In - there was no nexus to the targeted selector at all,
whereas here there is a nexus tco the targeted selector that
results in the acquisition, presence of the targeted selector in
the transaction, and in - there was a technical f£ix that
could prevent what was overcollection. Here, there's not a
tachniecal fix that will enable WSA to conduck the acquisition in
a more discrete way.

THE COURT: All right. TLet's talk abeout that for a
second. Is it clear from vour submissions and your assessment
of your technoleogy that NSA deesn't currently have or employ
technology that would permit it to acquire everything it's
authorized to acquire without also acquiring MCTs?

B : 1:t's correct.

THE COURT: Is it technically possible -- in other
words, within your knowledge of technology, is it technically
possible to come up with a means te acquire everything but not
MCTs? I know you don't have it right now, but I'm trying to
examine whether it's possible.

B : There's sort of two components to that.
One is that these technclogies are not designed to do that by
nature, and as a result, it is very technologically difficult to
do that in many cases. Some cases it is impossible, but in

terms of us being able to —- let's usc |2 an example.

Could we develop a technology which could _

- o~ = () T T
TCT DEG-'\_.-IJ ?EGE‘.W_ - };"I‘,—HE'FG‘R‘}‘:_
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Howevér, the wviability of that_ would be wvery

Compound that by

it becomes a very hard and infeasible task to do, especially

considering that NSA is only looking at

THE COURT: Have vou already looked at this issue znd
made sort of the final determination by NSA that there isn't a

means to come up with a technological, as _put it, fix?

_: Yesg. We hawve concluded that it's

technologically infeasible to do this.

MR. INGLIS: I would go further to say that if -

It will necessarily change, and we therefore will always design

NYT v DOJ, 16 CIV 7020_000128
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imperfect systems against tomorrow's probabilities.

THE COURT: But not to ke glib, that's your business,
isn't it? Isn't that what you do evervy day in all of these
multitude of settings?

MR, INGLIS: That's exactly right, sir, and fairly
put. I would say that we cannct perfectly anticipate those
changes. 5S¢ the machinery will fail befeore we detect it, and
then upon detection, we will have to then correct it.

MS. MOWNACO: I might add if T could, Your Honor, in

our discussions on this issue preceding this hearing, we alsc

discussed the fact that some of this relies Dn—

I i ¢ chat's a fair statement. for

my colleagues.

THE COURT: All right. Let's talk about minimization
for a second. More than a second. 1In the most recent
submission, NSA has indicated that it will regquire any analyst
who wants to use a discrete communication within an MCT to first
perform checks to determine the locations of the users of
electronic communications or accounts or addresses, identifiers
referenced in that discrete communication "to the extent
reasonably necessary" to determine whether that communication is
wholly domestic.

If the analyst determines that the acltive user is a task

NYT v DOJ, 16 CIV 7020_000129
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selector or is located outside the United States, then no
further checks would be done. If the active user is not a
tasked selector or is not determined to be located cutside the
United States, what happens?

B 1 the active user is determined to be not
in the United States?

THE COURT: I think the way I'd actually say it is the
active user is not a tasked selector or is not determined to bhe
located outside the United States, what do you deo then? Can the
analyst use the communication, or are there additional checks
that are necessary?

BB: There were additional checks. In that case
I think there Were- of those that were identified in that
filing, and for each of those the analyst went into deeper
technical analysis of all those discrete communications and
determined that those discrete communications were not wholly
domestic.

_ But how can you describe the further
checks?

_: They went into the content and verified
contained at least cne foreign recipient.

THE COURT: That was done in the context of the

sampling, you mean?

- That was done in the evaluation of the case

NYT v DOJ, 16 CIV 7020_000130
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where the active user was located within the United States.

THE COURT: Is that what an analyst is going to do
tomorrow when they have this circumstance?

B : chey were going to use that data, that's
what they would do. That's correct.

THE COURT: And if the analyst is unable to determine
that at least one of the communications is outside of the
United States, what happens then?

B - it was inconclusive, it would be likely
that they would not use that piece of data.

TEE CQURT: Is that what the protocols and policies
require? Can the analyst use the communication, or is the
default, if you will, that he or she has to treat it as a wholly
domestic communication?

{Pause)
If you need a second to consult, by all means take it.
There's no harm to deing that. You're free to do so.
B : a0k vou, Your Honor.
{Attendees conferring.)

B Uorlcss we could confirm, we would not use
that piece of data.

THE CQURT: So that would be the default position.

Just for a second, vou referred to these - checks, and
my question is really whether those are going Lo be used going

forward,  and where do we find in the submissions that you've

NYT v DOJ, 16 CIV 7020_000131
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indicated that those are going to be used going forward?

MR, INGLIS: Your Honer, I think the answer to your
first question is yes, the checks that we have imposed will go
forward, and as to where they are documented at that level of
detail, wa'll determine.

_: Your Honor, I think you're referring to
things that are detailed on page 8 and 9 of the 30 August
submission which details the very steps that NSA would take.

THE COURT: B and 97

B . vour Honor.

THE CQURT: Okay.

—: Your Honor, we may be mixing things.

THE CCQURT: Talking past each other or apples and
oranges? !

-- If you look at the August 30 submission,
the first clarification that the government makes is one
regarding wholly domestic communications and if an analyst who
is confronted with an MCT wants to make use of some discrete
communication within it, they will first do the checks that
we've just been talking about to determine whether or not that
communication is wholly domestic.

And T den't know that we got into it at this level of
detail, but if you look at page 3, we do there talk about what
the analyst will do in order to aid the analyst in attempting to

recognize whether cor not they are in fact dealing with a wholly

NYT v DOJ, 16 CIV 7020_000132
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domestic communication.

THE COURT: All right. &rd we can refer back to
those. Thanks. I

All right. ©Now, in the BAugust 30 submission, another point
made —— I think it's on page 2 -- is the government indicates
that if NSA acquires, through this upstream collection, a
discrete communication that is not to, from, or about a tasked
selector but is to or from an identifiable U.S. perscn, that
communication cannot bhe used fer any purpose other than to
protect against an immediate threat to human life.

Who's going to make that determination? An analyst? Or is
there a process for how that determination is made and who makes
that determination?

_: Your Honor, is the determination ycu're
talking about whether or not the specific item could be used or
whether or not the U.5. person could be identified?

THE COURT: Whether it can be used.

MR. INGLIS: It could only be used to protect the life
of a person. We have a defined process at National Security
Agency in which we invelve our general counsel in in order to
make that determination.

B ~rd vYour Honor, if I may, that language
is similar to language that appears in NSA's minimization
precedures at the very beginning, basically a threat-to-life

carve—out. But like that threat-to-life carve-out and the

NYT v DOJ, 16 CIV 7020_000133
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1 minimizatien precedures, there's complete transparency on the
2 part of the government because 1f NSA needs Lo take that action,
3 they nead to report that to DCJ and ODNI, and we in turn have to
4 report that to the Court.
5 THE COURT: I understand that. I'm still interested
6 in how that determination is made. The fact that it's reported
7 to the Court later on that a determination was made and it was
B used is important, but it's also important to know that there's
9 an appropriate process for making that determination within NSA.
10 Now, if there's no immediate threat to human life in that
11 same circumstance, does NSA retain the communication?
12 _: We would, Your Honor.
13 THE COURT: And is it marked in some way to indicate
14 that it cannot be used without that determination being made, or
15 is it Jjust there?
16 |I MR. INGLIS: Your Honor, I do not believe we marked
17 that communication at that moment in time.
18 THE COURT: Do you think there's a need to, or do you
19 think an analyst in the future, when confronted with this
20 communication and making a decisicn on whether teo use it, will
21 be sufficiently apprised of the fact that it's a wholly domestic
22 communication and that he cor she needs to follow this process in
be i terms of a threat to human life?
24 _ It wouldn't be a wholly domestic
25 communication.

NYT v DOJ, 16 CIV 7020_000134
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1 THE COURT: I'm sorry. It's not a wholly domestic
2 communication. You're right.
3 _: I think that it's pretty clear that it
4 would be better if it were marked than not marked if the
5 government knows about it. The feasibility of doing that I
& don't think we've assessed, so I don't think we can commit
7 sitting at the table to do that. But we will seriously consider
8 whether it's possible to do that, or when we review it, if it's
9 tentatively possible.
10 MR. INGLIS: And so in the absence of that marking the
11 confidence that is placed upon common-training standard that the
12 analyst had, the fact that if it were determined to be wholly
13 domestic a further check that it would be purged in all of its
14 derivatives as well.
15 THE COURT: Let's move from the specific te the more
14 general. Is it possible for NSA to segregate the upstream
17 collection from the rest of its 702 collecticn?
18 B ' rossible.
19 B ' upstream collection in comparison to
20 our PRISM collection, as we've referred to it, they are
21 commingled in the database, but they are marked in such a way
22 such that they can be identified from distinguishing scurces.
23 THE COURT: So in a sense, it is separated by being
24 marked. It's all commingled in the same database. Is that
25 commingling in the same database just as good as a complete

TOE SECRET//COMINT A/ OREEN-—MNETFORN
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1 separation in terms of the use of tools to pull out the
s commanications that can easily be identified as to, from, or
3 about a task selector? In other words -- well, I think the
4 question is a little confusing.
5 MR. INGLIS: Is jour gquestion, Your Honor, whether it
6 can be better or worse depending upon how you choose te organize
7 the data?
8 THE COURT: If you separate it rather than commingled
9 and marked, would it be easier to deal with the-concerns that
10 exist with respect to a portion of the upstream collection
11 technologically?
12 I B : don't think that the commingling is a
13 factor in determining and marking the data for the analyst to
14 know that this is from upstream versus not upstream or that
15 " there is an MCT invelved or not. I don't think that the
1a commingling is a factor of that.
17 MR. INGLIS: 8o, Your Honor, not to extend the
18 " conversation into an inappropriate corner of little interest to
19 the Court, but NSA's strategy writ large for its technical
20 architecture is in the face of increased commingling to
21 " concentrate on the marketing of such data element such that we
22 can then determine its provenance.
23 Increasingly, what we'll have is many variables with
24 respect to the origins, the policies that pertain to data and
25 many variables with respect to the authorities and privileges of

NYT v DOJ, 16 CIV 7020_000136
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L individuals, and as that M meets N, the prospect of coming up
2 with M times N, different instantiations of data sets that are
3 physically separate, that's infeasible for us. 8o ocur strategy
4 is to go towards the marking and to allcw commingling to happen,
o) not sloppily, but there's no real other tenable design.
6 THE COURT: I have a couple more gquestions on
T minimize, but go ahead.
8 —: If I could just follow up on that.
9 I guess what we're trying to get at here is whether it was
10 technolegically feasible to separate this data out given that
11 there are concerns about what's in it -- wholly domestic
12 communications, lots of U.S.-person information, nontarget U.S.
1.3 person information -- whether you physically separate it or
14 separate it via marking rules, access rules,
15 Is it possible to segregate that, such that you could then
16 limit access to it? I guess one of our concerns is, as T
17 understand it, it comes in to your database and pretty much
18 immediately is made available to analysts running queries. So
19 if something is responsive to a query, it will come up and they
20 will see it.
21 We were curious as to whether it would be technologically
22 possible to sort of either segregate it and sort of immediately
23 or scon thereafter pull ocut the stuff that you know is okay and
24 make that available, or, alternatively, or perhaps in addition,
25 limit the access of the stuff that's prcblematic to people wheo

POP-SECRET/COMINT/ORCON—NOFORN
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1 are specially trained or subject to certain additional access.
2 MR. INGLIS: If I may, I think I hear two questions,
3 but correct me if T got that wrong. The first is can there bhe,
4 upon the collection and the immediate presentation of that
5 collection te either machine or a person, some distinguishing
6 characteristic, either some physical segregation or some mark
7 that goes aleng with that, atomically bound to that, such that
8 there's no doubt where this came from. It's either upstream, or
9 it's all other. I think the answer to that question is yes.
10 THE COURT: TIf you can mark it, presumably you can
QL segregate it.
12 MR. INGLIS: Yes. But I think the further implied
13 question is, is there then some meaningful processing that might
14 occur so that you can then winnow and filter that material
15 before presentation, before some manual application procedures,
16 and we don't yet know of these. We have thought hard about
17 that, and we don't yet know what further processing might cccur
18 absent introducing the human into the loop and having that human
18 follow a rule set that would help determine what the further
20 provenance or not ¢f that data might be.
21 _ But you have the capability tc put the
22 human in the loop. You have this specizlly trained cadre of
23 analysts who are working with your manual database.
24 Theoretically, you could have a specially trained cadre --
25 MR, INGLIS: So giwven the answer to the first

o : : ’
P SECRET - COMENT/ Y OREON—HOFORN-
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1 question, is it possible to alert the human beings that come

Z into contact with that data that there are certain rules that

3 pertain that you must handle this data, ask questicns of this

| data in a certain way.

5 MS. MONACO: As the Court sees from the August 30

6 submission, that's exactly what the proposal is to do going

7 forward, to apply a banner to this collection so that would

8 effectuate the alert Deputy Director Inglis talked about, and

9 also that coupled with the training and guidance for the analyst
10 working in concert would apply the protections to that

11 potentially prchblematic material.

12 THE COURT: let's go on to another minimization area.
13 Under section 3(b) (1} of the NSA minimizaticn procedures, "NSA
14 personnel will destroy inadvertently acquired communications of
15 or concerning a United States person at the earliest practical
16 point in the processing cycle at which the communication can be
17 identified either as clearly not relevant to the authorized

18 purpose of the acquisition or as not containing evidence of a
18 crime,™ and that's all in quotation marks.
20 But in the June 1 submission, I think at page 22, it's

21 indicated that NSA cénnot destroy a discrete communication
22 within an MCT without destabilizing and potentially rendering
23 unusable some cor all of the cellected transaction including the
24 single discrete communication which is to, from, or zhout the
25 task selector.
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person is not a wholly domestic communication, would NSA retain
the entire MCT for five years regardless of that destruction
requirement in sectien 3(b) (1)7?

B hot's correct, yes.

THE COURT: And would the communication of or
concerning & U.S. person he available to NSA analysts during the
entire five-year period?

—: So again, Your Honor, I think this goes
back te an earlier question you asked, which is would we mark it
once we discover that's true. I think that's a valuable thing
to do and to look into. For reasons already described by
B - couldn't eliminate that piece of the
communication without eliminating the whole communication.

So the line we're proposing here is, if we find a domestic
communication within the series of communications, we'll destroy
the whole transaction. If we find untargeted persocon
information, we won't destroy, but we won'l use that either.

THE COURT: Now, these communications will start
unminimized and eventually be minimized. Does NSA share
unminimized MCTs acguired through the upstream collection with
any other agencies? CIA? FBI?

_: Mo. AL this time the only collection

that's shared with the CIA or FBI is from the PRISM side,
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1 THE COURT: So the upstream collection is not shared
Z at all
3 B : correct.
4 THE COURT: Except on an individual basis once an
5 analyst has focused in on a particular --
6 B: Vot shared wholesale. That's correct.
7 THE CQURT: How about with foreign gowvernments foxr
8 translation purposes or analytical purposes under section 7(b)
9 cf your minimization procedures?
10 e R A e R i e
1z THE COURT: So just te close out the minimization,
1.3 unless any of the legal advisors have questions, the manual
14 review process is not going to be continued prospectively.
15 Correct? In other words, NSA proposes to rely on analysts who
16 recognize wholly domestic communications within transactiens
17 when they're confronted with them.
18 MR, INGLIS: Sir, by the manual of due proccess, you
19 mean the process by which we examined the slice of 50,0007
20 THE COURT: Yes.
21 MR. INGLIS: We den't intend to carry that forward.
22 We intend to carry the training standard forward for the
23 analysts who encounter the data.
24 THE COURT: So wholly domestic communications that are
25 never viewed by analysts will remain in the repositories for

fa ] )
[ My popan =F
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five years.

B :at's correct.

THE CQURT: 2nd with transactions that are reviewed,
should the Court be confident that NSA analysts would be able to
recognize wholly domestic communications when confronted with
them in their daily work? There's been -- even in this sampling
process, there's been some difficulty in recognizing wholly
domestic communications.

Should we be confident that analysts will be able to do
that? Presumably, they're going to have less in the nature of
tcols, time, and resources than were employed during this
analytical exercise.

_: Your Honor, I think the Court should be
confident, and really for a couple of reasons. First off, the
10 domestic communications that were confirmed during the review
of the sample were all communications that when you actually
looked at them they were not responsive to any foreign
intelligence requirement whatscever, so it ﬁas unlikely that in
the normal course of business our analyst would have pulled them
up in the first instance. Therefore, by operation of NBSA's
minimization procedures just scort of by standard, they would
have aged off in five years.

But secondly, the amount of training, the notices to the
workforce, the related efforts to be sure that the workforce is

aware of the problem I think will sensitize our analysts to he

TOP—SRERET/ACOMINT L OREON—NGFSRN-
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on the lookout for the pessibility that an MCT that was
responsive to a query they made of a database might be a wholly
domestic communicatien and therefore they should go through the
steps that we've outlined in the filings to make sure that
they've properly accounted for it and made sure that it is not
in fact a wholly domestic communication.

MR. INGLIS: Your Heonor, if I mighlt add, they're nct
advised to go through those checks; they're compelled to go
through those checks. What we found as a practical matter in
this particular activity where we manually examined the 50,000-
plus transactions is part of the difficulty in having analysts
identify wholly domestic communications is that they were not in
practice in terms of finding any meaning or use in them.

So we actually had to have them pursue matters that mcre
often than not they would say that is of no interest toc me; I
wouldn't pursue that naturally. And so then becoming
comfortable with the artifacts that are associated with wholly
domestic communications that are otherwise uninteresting and
otherwise not things that they would dasily work with was in fact
in my view an opportunity to understand why they then would
necessarily go after those things that are directly responsive
to their queries, as opposed to those things that were
incidentally collected.

THE COURT: Now, I have one more cof area of

questioning that's really under the umbrella of the Fourth

F
SO P SECRERHCOMBNT/ A ORCON—NOFORN—
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1 Amendment and probably 15 minutes maybe at moest, but there may

2 be other things that we'll need to discuss and other things that

! you may want to say.

9 Tn asking this guestion I'm concerned about all of you, but

5 I'm most concerned about_ the court reporter, and that

) is whether we should take a short break now and resume in five

7 te 10 minutes, probably for ancther -- it depends how much you

8 would to sayv after I finish with the questions.

9 The questions themselves probably won't take mere than 15,
10 at most 20 minutes, but I don't know what further we might need
11 to discuss from your perspective. Anyvone think it would be
12 advantageous tc take a short break?

13 MS. MOMNACO: Well, Your Honor, I don'l want to impose
15 THE COURT: 1I'11 ask him independently. He may answer
16 that question yes, and that'll be the end of it?

17 _ do we need to take a short break?

18 COURT REPORTER: Five minutes would he fine.

19 (Recass from 1:07 p.m. to 1:21 p.m.)

20 THE COURT: Let's continue. I want kLo move Lo the

21 Fourth Amendment, but by moving to the Fourth Amendment, I'm not
22 really totally moving away from a statutory assessment of

23 targeting. Both of them hawve a reasonable component in the

24 statutory targeting assessment that may be a reasonablf designed
75 component, but in the Fourth Amendment, there's also much more
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1 of a reasonable aspect.
2 We've assumed, in prior 702 dockets, that at least in some
3 circumstances, account holders have a reascnable expectation of
4 privacy in electronic communications and therefore that the
5 acquisition of electronic communications can result in a search
6 or seizure within the meaning of the Fourth Amendment.
i Consistent with the position that it's taken in other matters
8 before the FISC, the government does not assert otherwise in the
9 multiple filings in this matter.

10 Can the Court infer, therefore, that the government does

11 not disagree with the proposition that the acquisition of

1.2 electronic communications can result in a search or seizure

13 within the meaning of the Fourth Amendment?

14 B : chiok so.

15 THE COURT: All right. I'll take "I think so" as a

16 Ves

17 (Laughter)

18 B - I'11 clarify my remarks for the record.

19 Yes. '

20 THE COURT: Let's talk about incidentals. The

21 government's position is that the collection of wholly domestic

22 communications as part of the Internet transactions that NSA

23 acquires through this upstream collection is incidental for

24 purposes of the Fourth Amendment.

20 Now, as the government acknowledges, the mere fact that an

- T pe
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1 intrusion is incidental does not necessarily render it
2 reasonable and thus permisszible under the Fourth Amendment, and
3 I think you've acknowledged that in one of the June submissions,
4 the June 28 submission probakly. |
5 And then in the August 16 submission, it's indicated that,
6 as we've talked about, that NSA acquires at least 2,000 teo
7 10,000 transactions annually that contain cne or more wholly
8 domestic communications that are not to, from, or about a task
9 selector, at least that's what this statistical analysis shows.
10 Now, do those numbers alone establish a fairly substantial
L1 intrusion on the protected Fourth Amendment interest,
12 particularly when you consider that the actual number of wholly
13 domestic communicaticns may be higher depending upon how
14 convinecing yvou are in a further assessment of the unknown
15 category of communicaticons, also considering that each
16 transaction may actually contain multiple communications, and
17 also taking into account that many of the persons whose
13 communications are being acguired have little or no connection
19 to the user of the task selector?
20 Some persons outside the United States are protected under
21 the Fourth Amendment, and also we don't know what this category
22 of akbout communications in the fecur to 5,000 of the 50,000 that
23 were set aside as being discrete communications will turn up.
24 Just in terms of the numbers, it locks like there's a
25 fairly substantial intrusion on protected Fourth Amendment

“POP—SREREI/EOMTPNT~-ORECH—NOFERT
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1 interest, doesn't it?
2 BB : think that's right, Your Honor. I think
3 there is clearly an intrusion upon Fourth Amendment protected
4 interest, but in conduecting the Fourth Amendment balance, we
5 also have to consider the protections that are put into place to
3] protect those Fourth Amendment interests.
T and as we've asserted, we're committed to destroying any
8 wholly domestic communications that, for whatever reason, have
9 run through NSA filters and happen to land in an NSA repository
10 and are recognized by NSA analysts as such.
11 8o, yes, even though the Fourth Amendment intrusion may be
12 greater, we are taking basically the ultimate step that we can
13 in minimizing the effects of that intrusion by destroying any
14 MCTs that have wholly domestic communications within them.
15 THE COURT: And part of the assessment, of course, is
16 a balancing assessment under the Fourth Amendment that looks, as
17 we're considering the certifications and the procedures and
18 whether they satisfy the Fourth Amendment, the government would
19 stress the importance of the upstream collection to naticnal
20 security.
21 I want to just assess that a little bit and get a little
22 bit more of a sense of that. Just numerically, the collecticn
23 of Internet transactions really is a pretty small part of the
24 collection as a whole. We're not talking about telephonic
25 communications, and according to the numbers, the upstream
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1 collection in the aggregate only constitutes about 9 percent of
2z all Internet communications acquired pursuant to 70Z. We have
3 the PRISM collections, etc.
4 And then based on the sample and the analysis applied, only
5 10 percent of that 9 percent, which results in .9 percent, or
6 .009 of the overall collection of Internet communications is
7 Internet transactions containing multiple communications.
B8 That would suggest that the collection of Internet
2] transactions through the upstream collection, and particularly
10 the MCTs that we're concerned about, isn't a particularly
i critical national security tool. It's a really small part of
17 wnat NSA collects. Why should I conclude that it's so vital,
13 leooking at that side of the balance?
14 MR. INGLIS: Your Honor, I would offer and then pass
15 to .Jr perhaps- from the operational side of the house, two
16 points. One is that it uniquely covers a scene_
17
18
15
20
21
22
23
>s ||
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The second is that this collection_

So a significanlt percentage of our counterterrorism

reporting is ultimately attributable to what we do in 702, and
albeit the percentages would show that the upstream is a
relatively small percentage of that, but it covers a unique

scene N = <='c get other ways.

-: Wiith respect to technology parsing out
those MCTs, we don't have the technology to eliminate the MCTs

witheut also eliminating the bulk of the discrete

communications. We'd lose all of that except for-

B h:t ve fully understand.

THE COURT: This is & unique Fourth Amendment context,

as many legal settings will be unique, and therefore, the Court,

IO SRCRETLICOMINTSIOREON—HNOESRE
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1 T am having some difficulty in assessing just how the balancing

3]

o8]

1=

Ln

14

15

16

17

18

1%

20

21

22

23

24

25

under the Fourth Amendment is applied. But if the primary value
of the upstream collection is the acguisition of a fairly small
number of commuinications that have high value to naticnal
security, how does Lhe Court balance the possibility of such
acquisitions against the known acguisition of at least thousands
of nontarget communications each year?

Ancther way of putting it would be, does the possibility
that MSA is going to acquire a single piece of valuable
intelligence outweigh the privacy interest of these thousands of
U.S. perscns and persons in the United States whose
communicaticns are being ineidentally, if you will, acguired?

How do I make that assessment and reach that balance? Is
the intelligence value always going to rule the day? Is one
valuable piece of intelligence enough to justify the thousands
of Fourth Amendment intrusions that are inveolved here?

- Your Honor, I think what was demcnstrated
in our sample, and I want to perhaps correct a statement there
that we get relatively few communicaticns through upstream
collection that are of intelligence wvalue. I think what our
sample showed was that we get millions of Internet
communications that are of potential intelligence wvalue and a
very small number of those which have the potential to be wholly
domestic.

MS. MONACO: I think I would follow up on that, Your

O ] S = I

NYT v DOJ, 16 CIV 7020_000150




MNames of certain hearing participanis withheld under b(6) and b(7)(C).

All withheld information exempt under b{1} and b(3} unless othenwise naoted. Approved for public release.
— PSP SEERER/ACOMINT /A OREON—NGTFERI— 12
1 Honor, by saying that the Court has posed, I think -- put it in
2 somewhat more of a starker context than I think the government
3 has in its filings. In other words, the Court has already
4 acknowledged that the FI, or the foreign intelligence
5 information scught through the to, frem, or about task selectors
& is of paramount importance to the government and is of the
7 highest order of magnitude. I think that is the one side of the
8 balance that the Court is faced with, and we would not suggest
9 that it should be put in such stark terms.
10 In other words, on the other side of the balance, what
11 we've tried to deo in the study that NSA has deone is indicate the
12 relatively small portion, understanding the guestions that the
13 Court has raised at the beginning of the hearing about those
14 numbers, bul we've tried to put in place a series of measures
15 that would enhance the ability of the Court tc make its
14 reasonableness finding in terms of the analysis that gets done
17 as the information is seen by the analyst.
18 So I would suggest to the Court that, no, setting one
19 potential piece of foreign intelligence information against the
20 privacy interest of potentially thousands of domestic
21 communications is, I respectfully suggest, not the appropriate
22 analysis but rather the paramount interest of the foreign
23 intelligence contained in those MCTs and our inability to get at
24 that paramount important information other than by collecting
25 the whole MCT.

oD SECRET A COMINT /A OREON—HOTFORN-
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i Balance that against the procedures and the number of steps
p that the government is proposing to be put in place to ensure
3 that there is the maximum amount of priwvacy protectiocn that can
4 be applied to those potentially problematic pieces of
5 communications.
& THE COURT: Would we all agree that ultimately the
7 assessment or application of this balancing under the Feurth
B Amendment might be different depending upon whether they're in
g this fairly substantial upstream collecticn that is still a
10 limited percentage ¢f the total collection but the ocutcome of
11 the Fourth Amendment balancing might he different depending upon
12 whether the collection of wholly domestic communications was
13 1,000 a year, 10,000 a year, 100,000 a year, 10 million a year?
14 It would depend upon what those numbers show, if you will,
15 that at some point the collection, even though unintended or
16 incidental, at some point the acquisition of a large voclume of
17 Fourth Amendment protected communications would simply be toc
L8 much under the Fourth Amendment? Would we all agree that there
15 is some tipping point?
20 MR. INGLIS: Your Honor, I would agree from an N3A
21 perspective that there is. In the extreme, there must be a
22 line. It's probably nct cbijectively determinable, but there
23 would be a line. If the preponderance of material that we
24 picked up was in fact wholly domestic or declared incidental but
25 in fact it was the preponderance of what we picked up, clearly
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J: we'd be in the wrong place.

2 THE COQURT: I think that's a good way to put it,

3 Mr. Inglis, that if you have a preponderance that's in the wrong

| category, then maybke that would be too much.

5 MR. INGLIS: So if I might, given the opportunity to

] answer the question in a subjective manner, complement

7 Ms. Monaco's answer, I would offer three things as toc whether

8 this achiewves a reasonable balance betwsen those competing

2 Cconcerns.
10 The first is that it does offer unicue material that we

11 believe could provide valuable foreign intelligence. If it were
12 not unique, if we could in fact make up for this some other way
13 and given the problematic nature of this, I think that we would
14 guickly go to that corner, but we haven't found ancther way to
15 go after what we see as unique material.
16 The second is that we've taken what we believe are all
17 reasonable measures in the technology and a set of then equally,
18 if not more so, reascnable procedures of how we then use the
19 fruits of what that technalogy provides to address the real and
20 material concerns about Fourth Amendment, statutory, or the
21 Court's authority, have we made reascnable use of that such that
22 we are focusing the majority, the preponderance of our efforts
23 after the greater purpose and at the same time an egual amount
24 of time and effort to make sure that we den't then incidentally
25 or intentionally collect the wholly domestic.

PO P—SRCRER,SLCOMINT AL ORCON—NEFORN-
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The last thing I would say is that in equating whether one
report is the squal of or is offsetting against incurring
intruding upon the privacy of thousands of individuals, that's a
hard call, but the one report could in fact protect millions of
individuals, depending upcn the density of the populaticen it is
under, is it at risk, and what that report might pertain to. 5o
that's the great unknowable here is how valuable is that single
piece of intelligence.

THE CCURT: One could use that zcecurate cbservation to
suppert the conclusicn that one piece of intelligence does
outweigh whatever the Fourth Amendment intrusion is, and I think
if most reasonable people actually weighed that one piece of
known intelligence that would save millions of lives against any
number of Fourth Amendment intrusions, they'd say, yes, get that
piece of intelligence.

ME. INGLIS: I would argue that, sir, but I would not
be completely impartial in making that argument,

THE CCURT: All right. Just cne or two small
guestions, and that will ke the end of this inquisition. Is NSA

sble to acquire [N t::t cc to, fron, or

about a task selector from a service provider?

THE COURT: So, what would NSA acquire in the upstream
collection in those categories that could not be acguired from

the provider, anything?
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B hot could we obtain from, for instance,
B crom the upstream world that we couldn't obtain from the

provider?

THE CQOURT: Right. Do you get anything more through

--: Your Honor, if T may, just to take this up

another level of generality. In general, NSA cannot do abouts

would be entirely off the table,-

_ I also need to add that we do neot obtain

’

NYT v DOJ, 16 CIV 7020_000155




Mames of certain hearing participants withheld under b(6) and b{(7)(C).
All withheld information exempt under b(1) and b{3) unless otherwise noted. Approved for public release.

=

10
11
12
13

14

18
12
20
21
22
23
24

25

PSP —SBEERER//COMINT//ORCON—NOFORN- 77

.

THE COURT: QOkay. So back to the evelution and the
dynamic nature of the Internet, and I'm curious as to how this
phenomenon affects the Fourth Amendment balancing given that the
upstream collection is going to be constantly changing because
of the nature of the Internet.

If the government can't predict just what the impact of any
changes in the Internet will be on the cellection, is it valid
for the Court to presume in a Fourth Amendment analysis that the
scope and intrusiveness of the upstream collection will expand
or contract or stay the same?

What sheould the Court presume in applying a Fourth
Amendment analysis? Just take it as it is frozen now, or is it
valid to make some presumption or assumpticn with respect teo the
future given what the experts see with respect to the Internet
and its evolution?

MR, INGLIS: I'll leave it Lo my Department of Justice
colleagues to speak on the Fourth Amendment implications, but I
wouid say that the Court can and should assume that it will
change. I don't know whether to the greater or the lesser
benefit of the interest betwsen the government and the Court,
but it will change. And T think the expectation of the Court
upon the government is that the government will discern that

change and faithfully either stay within the authorities granted
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1 by the Ccurlt or come back to the Court and argue that those
2 authorities must be modified in some way, shape, or form based
3 upon those changes.
4 THE COURT: 3o, in this setting, with the
5 certifications and the Fourth Amendment, if the Court is
o comfortable, based on the record before it not withstanding the
7 fact that there will be changes, there will be evolutions, ths
8 Court shcould simply rely on the renewal process and the
9 cbhligation of the government to come forward with any additicnal
10 infeormation, changes in the technology or what have you, in
11 order to assess a future certification.
12 MS. MONACO: Your Honor, I would add to that that
13 certainly the Court should rely on that, but I would add to that
14 the Court should also hold the government, guite obviously, to
15 the procedures that we've discussed would apply in this case
16 precisely because we understand the evolving nature of the
17 Internet, precisely because we understand the real, and I would
18 say nontrivial, intrusion that we'wve all acknowledged and
19 discussed here, given the nature and collection of MCTs.
20 BAnd it's precisely because of that that I think the
21 government would propese to put in place these series of steps
22 in what I guess we've termed a multilayered approach to try to
23 do the utmost in terms of keing akle Lo enhance the priwvacy
24 protections that exist in the existing minimization procedures
28 that can be applied to that potentially problematic collection.
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1 THE COURT: All right. Any other guestions legal
2 adviscrs have?
3 -- Yes. Can I just ask one quick question?
4 Do you have a rough estimate as to the percent of Internet
o) transactions that are actually handled by_
6 I st @ rough? No? Lots? Few? Anything?
7 THE COURT: Certainly you've said that because of the
B place cof the United States in the Internet, there's a very heawvy
9 use of --
10 MR. INGLIS: 5o two things remain true, which i1s the
1.1 majority of the world's reliakle communications continue to flow
12 through the United States, largely because of the investments
13 made over the last 40, 50 years in the creation of the Internet
14 and alsc because of the inherent stability, resilience of the
15 infrastructures that then underpin that.
16 There's alsec a degree of innovation that continues to
17 center on Lthe United States, and despite its best efforts,
18 China, Russia, others, have not yet created the engine of
19 innovations that have taken those products and materials
20 offshore, but that has begun to occur.
a1 So you do see a flattening of the innovation, you see a
22 glight [lattening in terms of the infrastructure. So today, and
23 I think for the foreseeable future, the preponderance of
qmnmug;cat%pn;_arc still centered in through the United States.

24

But I can see a world 50 years from now where that might be
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1 completely flat. I can't predict that far out. I just know

2 over the next year or two we can depend upon the trends that

3 extend from 10 years past.

4 B ~rd another thing we can say which may
L be obvious, with respect to our targets, particularly-

D R N R O e Ea e
T —

8 MR. INGLIS: And I've been pleasantly surprised from

9 an intelligence perspective_
| T R b P
] . T vould never

12 have predicted that 10 years ago, and yet it's been

13 extracrdinarily lucrative for us.

14 THE CQOURT: All right. Any other questions?

1.5 S0, let me make one or two obhservations, and we'll talk

15 about what further veu can provide. And I do note that I've

17 kept you here for a long time, and I do know that some among you
18 may have other places to get to.

19 It seems to me that to the extent that either the statutory
20 or the Fourth Amendment analysis turns on the record and

21 statistics, 1f you will, and numbers of potential or actual
22 wholly demestic communications that are acguired, things of that
23 sort, we have a situaticen where we have this -- T'11 ¢call it

24 fairly low number, at least in terms of percentages, of between
25 1 and 5,000 every six months having identified through veur
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1 statistical analysis as containing wholly domestic
2 communications that are to, from, or about a task selector.
3 We then have a larger category that I refer to as "unknown"
4 that is identified as between 48,609 and 70,168 every six months
5 that you've indicated you've made some assessment of that takes
) you out of the category of totally unknown and into a category
7 of highly unlikely, at least, or whatever term you want to
8 apply, or can under the facts apply, highly unlikely te contain
9 wholly domestic communications.
10 I'm not yet convinced that the record before me supports
11 the conclusicns that have been articulated. So I will look for
12 further informaticn on that to bolster that assessment.
i) We alseo hawve this other category, in your random sampling
14 again, that is 9/10ths of the random sampling that was set aside
15 as being discrete communications -- 45,000 out of the 50,000 --
le as to which our gquestioning has indicated we have a concern that
17 some of the about communications may actually have wholly
18 domestic communications.
19 And I den't think that you've really assessed that, either
20 theoretically or by any actuel examination of those particular
21 transactions or communicaticns. And I'm not indicating to you
22 what T expect you to do, but I do have this concern that there
23 are a fair number of wholly domestic communications in that
24 category, and Lhere's nothing -- you really haven't had an
25 opportunity to address that, but there's nothing that has been
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said to date that would dissuade me from that conclusiocn. So
I'm locking there for some convineing, if you will, assessment
of why there are not wholly domestic communications within that
body which is 2/1Cths of the random sample.

Those things, and anythinglelse that we identified, rezlly
was right at the cutset of ocur discussion today, it would be
very helpful to receive any further information on theose. We
don't have much time, though.

S0 I think in fairness to the Court, which is wery
constrained in the time available now to resolve and write up
any resolution, particularly if I conclude that I cannot totally
approve the certifications, you need to get that to me as
quickly as you can. I have Lo say sven this week. It would be
very difficult if we didn't have it this week to formulate and
frame the resolution of these matters and get it committed to
writing.

Anything else vou want te say I weuld be happy to receive,
and I don't want to give the impression that this is the last
point of communication even in addition to the written response
that you may have in the next couple of days. If there's more
to be discussed, then the Court is, in the words of Ross Perot,
all ears.

MR. INGLIS: Your Heonor, if I might ask a gquestion
regarding your summary, you had said at the ountselt of the

conversation expressed a possible concern that the purged data

TAT ]
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might constitute an unexplored piece of the territory, to the
extent that it would be useful for us to describe the attributes
of those Lthings purged and for what reasons, we'd be happy to
provide that as well.

THE CQURT: Anything vou can provide on that, which

really goes not to the -- well, it goes to sort of & generalized

~assessment of the validity of the representative sample.

MS. MCNACQ: Your Honcr, if I might suggest, we
understand the constraints on the Court's time on this, and we
very much appreciate all the opportunities the Court has
afforded the government to provide it additional information.

I think what we will do is go back and confer and ensure
that we can provide you whatever it is along these lines that we
can by the end cf the week and be in touch if the Court permits
with the legal advisors on the precise timing on that.

THE COURT: They are always open to such
communications.

M3. MONACO: And then what I would alsoc say is I know
we've had some of this contact I think at the staff level, but
looking ahead T think we'll also te in touch on potential
coordination of any transition should the Court be poised to
issue an order.

THE COURT: We understand the significance of the
collections and the significance of technological and other

issues with respect to any modification in what is currently

TSP SECRET oM OROON O RO R
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being done, and we'll try to be as open as reasonably possible.
MS. MCONACO: We appreciate that.
B our Honor, earlier in the hearing as well
you had asked where a particular part related to the unknowns --

THE COURT: I'm sorry, what?

B ' sorry. You had asked where some of

the representations we had made here today with respect to the
unknowns was in relation to the record indicated that some of
those points were captured in the 30 August submission. I would
point the Court to the final paragraph on page 6 of the 30
August submission there for a few of those representallons just
for reference.

THE COURT: &nd certainly, I hope you don't think that
we didn't look at and take fully inte account the August 30
submission, but I think you can also conclude that it wasn't
fully convincing, so anything more you can do to convince would
be apprecizted.

All right. Thank you again for coming and putting up with
these long proceedings. I'll let you get on your way. I'll
look forward to receiving further information and to talking
with you aleng the way in resolving this very important, unique,
and in some ways difficult matter. I thank NSA and the
Department of Justice for all their efforts in this regard.

Thank you all. (Proceedings adjourned at 1:52 p.m.)
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Washington, D.C. 20530

September 9, 2011

The Honorable Jolin D. Bates

Presiding Judge

United States Foreign Intelligence Surveillance Court
333 Constitution Avenue, N, W,

Washington, DC 20001

Dear Judge Bates:

The Government is pleased to provide certain additional information related to questions
raised by the Coust and discussed during the September 7, 2011, heating on the above captioned
matters which are currently pending with the Court. 5%

L Total Ttems Collscted Versus Total fems Purged Between January 1 and June
' 30,2011 (S) B ' ' )

In its August 16, 2011 Submission, the Government advised the Court that it had
identified 140,974,921 Internet communications as having been acquired under section 702 --
i.e., both from NSA upstream collection and PRISM collection’ -- between January 1 through
June 30, 1d present within the relevant NSA SIGINT Collection Source System of
Record as of July 14, 2011. Ofthese, 127,718,854 (or approximately 91%) were
. acquired from PRISM collection, and 13,256,067 (or approximately 9%) were acquired through
NSA’s upstream collection. The Court was also advised that the 140,974,921 did not include
Internet communications that were acquired between January 1 and June 30, 2011, but purged
prior to July 14, 2011, the date the sample was drawn. In drawing the sample in this fashion, it

ommunications from Interuet service providers _

C)

' "pRISM L:Ullccﬁon" tefers io the acquisili

Classified by: - Tashina Gt eimtyAssistant

Reason:
Declassify
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was NSA's intent to capture for further manual review a truly representative sample of Infernet
communications acquired through NSA’s upstream colleetion, Nevertheless, in order to ensure
that the Government drew an appmpuately representative sample of Internet communications
with which to conduct its manual review, the Court rcqucsted fo know the total number of
Internet communications acquired by NSA during this six month pericd and the total number of
Internet communications purged during this six month period. NSA reports that from January 1,
2011, to June 30. 2011, epproximately 18,446 upst1eam transactions were acquired and thereafter
pulged ﬁom_ during that same time period.” The 18,446 transactions were purged for
various rzasons, such as a target traveling to the United States and other matiters more
specifically reportcd pursuant fo Rule 13(b) of the Rules of the Foreipn Intelligence Surveillance
Court, including the Querterly Reports Concerning Compliance Matters under Section 702 of
FISA. For example, many related to two over-collection incidents previously reported to thie
Court on February 9, 2011 and June 24, 2011. Aside from the possibility of a target traveling to
the United States, as otherwise reported to the Court, none of the transactions which were purged
related to NSA’s discovery of a wholly domestic communication acquired through its upstream

techniques. -(FSH#SHANT)-

NSA further reports that this information does not alter the statistically high degrec of
confidence (i.e., a simultancous confidence level of 95%) and statistical conclusions previously
reported to the Court in the Government’s August 16, 2011 Submission.” {FSH#SHANE)-

1L NSA Assesses that There is no Basis to Believe Any of The 224 “Unlknowable’
Nulti-Communication Transactions H1{,Ts Include Wholly Domestic

Cnmmumcatlons 5

Inits Augus,t 16th Submission, the Government advised the Court that NSA ccmductmd a
-mannal review of a statistically representative sample of Internet communications acquired
through NSA's section 702 upstream collection. As éxplained in the August 16th Submission,
NSA identified 5,081 transactions within the representative sample as being MCTs. NSA
determined that of those 5,081 MCTs, 4,847 contained discrete communications believed to be to
or from persons located nut&tda the United States and thus not believed to contain any wholly -
domestic commumications,* NSA further determined that 10 of the 5,081 MCTs appeared to i
contain at least cne wholly domestic communication, However, NSA was unable to definitively
determine whether the remaining 224 MCTs contained wholly domestic communications,
becanse those MCTs lacked information suflicient to positively identify the active user or

 This number is over-inclusive because it includes alltransactions purged during the period uf Tanuary 1 to July
14, 2011, some of which were aﬂq_umcd bifore January 1, Eﬂl 1, (TSHSHNE- .

* As slated in Appendix B of the Government’s August 16th Submission, “a simple random sample... serve[d] as the
basis for conclusions...about the true proportions of the 13.25 million-transaction universe.” That simple random
sample of 50,440 transactions did not include any transactions purged prior to the date of the sample; thus, all of
NSA’s representations regarding the 13,25 million upstream transaction-universe are unaffected by the fact that the
randem sample similarly did not include transactions purged fmi-pr[nr to July 14, 2011, EFSHSHANT-

* 4 This flgure 4,847 is the sum of 713 MCTs reviewed by NSA analysts 23 containing a tasked selector as the active

user-and 4,134 MCTs reviewed by NSA analysts as-containing diserete communications believed to-be to-or from
non-targeted persons located outside the United States. See August 16th Submission at 5 nn.15 & 16. (FSHSHE)

' 2
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determine the active user’s location. Nevertheless, NSA as.sertt‘rd that it had no basis to believe
any of these 224 MCTs contained wholly domestic communications. (PS#SHANF-

Except as noted below, in analyzing each single, discrete communication within these

224 MCTs to determine whether any were wholly domestic. NSA’s te experienced analysts
considered all technical data (such as Mj present within
the MCTs, performed the same sort of technical analysis NSA would perform before tasking an
electronic communications account/address/identifier in accordance with its section 702
targeting procedures, and scrutinized the content of each discrete communication for an

information which would be indicative of the location of the comnunicants (such as

). Despite this exhaustive review, NSA was
unable to positively determine whether any of the remaining 224 MCTs contained wholly
domestic communications. However, based upon the totalily of the information reviewed, NSA
analysts had no analytical basis to believe that any of the 224 MCTs contained whelly domestic

 communications. {FSHSHANEY

Mote specifically, in addition to the content analysis described above for all 224 MCTs,
NSA analysts performed the same sort of technical analysis NSA would perform before tasking
an electronic communications account/address/identifier in accordance with its section 702

targeting procedures for all available accounts/addresses/identifiers included in the MCT -
A !t comnuiceion

within the MCT for 183 of the 224 MCTs referenced on pages 7-8 of the August 16th
Submission (i

* In all instances where location information
was available for such accounts/addresses/identifiers, NSA analysts assessed that at least onc
communicant of each discrete communication within these MCTs was located outside of the

United States, {FSAHSHANEYF

Despite this intensive review, NSA was unable to conclusively determine whether any of
the 224 MCTs contained wholly domestic communications. However, based upon the totality of
the analysis deseribed above and in the Government’s August 16th and August 30th
Submissions, NSA assesses that it is highly likely that each discrete communication included in
these MCTs includes foreign communicants, although given the absence of certain technicel
identifying data INSA cannot staté this conclusively. Nevertheless, NSA belioves that its manual
review of the content of each discrete communication contained within these MCTs, at a

3 As previously explained to the Court, the same sort of technical analysis was not performed for 23 of the 224
MCTs because, although part of the sample drawn ez July 14, 2011, thess 23 MCTs had been purged and/or placed
on NSA’s Master Purge List subsequent to the date of the sample, As noted during the September 7 henring, the
majority of these 23 MCTs (19) had becn purged subsequent to July 14 as part of the overcollection
incident previously addressed in the Government’s June 1 Submission. See afso Government’s August 16h
Submission at 8, The technical-analysis was, however, performed on each selector available within the 18 of the
224 MCTs thal could not be further characterized by NSA analysts. See id, However, for these MCTs notall
communicant-account/address/identifiers were available because each of these MCTS contained corrupted data to

varying degrees, {FSASTAE-

FOP-SECRET/COMINT/INOFORN
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mininmum, support its assessment that there is no basis to believe any of these 224 MCTs include
wholly domestic communications, (FSHSHANTF)

I, Reparding the Possibility of Wholly Domestic “Abouts” Communications Among
the Single. Discerete Communications not Furthor Analyzed During the NSA
Manual Review (&}

In its August 16, 2011 Submission, the Government advised the Cnurt that of the 50 440
transactions reviewed, 45,359 (approximately 20%) were determined to be single, discrete
communications. Because NSA’s focus during the manual review was the assessment of MCTs,
the Court was further advised that after determining that a transaction was a single, discrete
communication to, from, or about a taslked selector no further analysis of those transactions was

done by NSA. (TSH#SHNE)

As in the case of MCTs, the possibility does exist that in certain limited circumstances
single, discrete “abouts” communications acquired via NSA®s section 702 upstream collection
could be wholly domestic in nature. For this possibility to be realized, a communication’s sender
and all intended recipients must be located in the United States, the communication must confain
a section 702 tasked selector, and it mus
Furtharmm*a, as described in the Government’s June 1, 2011 Submi simii in

eater detail, given the way in whic the communication

)

On the basis of the foregoing and NSA’s experience collecting Internet communications,
NSA had assessed that it would be extremely unlikely for its upstream collection of single,
discrete communications to result in the acquisition of wholly domestic communications, and not
at a rate higher than wholly domestic communications may be contained within MCTs acquired
through upstream collection. To investigate this further in response ta the Court’s questions,
between the close of the September 7, 2011 hearing and the submission of this correspondence
an experienced team of NSA analysts rapidly worked through a 48-hour period to evaluate the
45,359 single, discrete communications described above. As aresult, NSA was able to conclude

" bused on technical analysis that 41,272 of these communications were not wholly domestic in

nature. The findings of NSA’s technical analysis revealed that 4,087 of these single discrete
communications lacked information sufficient for NSA to immediately identify the active user
through technical means as reasonably believed to be located outside the United States,®

IS HSHAT—

'NSA analysts manually revicwed each of these 4,087 transactions to attempt to determine
the nature of the communication as either to, from, or about NSA’s tasked selector, Only 25 of -
the 4,087 transactions reviewed appeared to be a communication niot specifically to or from a

& More specifically, 10,628 featured a tasked selector as the active user who by operation of the NSA targeting
procedures i5 a person reasonably believed to he lacated the United States, 2,239 featurad an active user that was not
a tasled seleotor but nonetheless an electronic account/address/identifier reasonably believed to be located outside
the United States, 3,926 featured

nd 24,479 featured
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tasked selector,” NSA analysts then subjected all available selectors within those 25 “abouis™
communications to the same sort of technical analysis they would perform before tasking an

 electronic account/addressfidentifier in accordance with its FAA section 702 targeting

- procedures fo atfempt to determine the location of the communicants within those 25
communications (i.e. additional technical analysis was performed on all of the single, discrete
communications that appeared to analysts be a communication “about” NSA’s target between
two or more non-tasked accounts/addresses/identifiers).® Notably, none of the reviewed
transactions featured an account/addressfidentifier that resolved to the.United States. Further,
each of the 25 communications contained location information for at least one ~
account/address/identifier such that NSA’s analysts were able assess that at least one
communicant for each of thess 25 communications wes located outside of the United States,

. % . -

Given the United States” status as the “world’s premier electronic communications hub,”
and further based on NSA’s knowledge of Internet routing patterns, the Government has already
asserted that “the vast majority of communications between persons located in the United Stafes
are not routed through servers outside the United States.” See the Government’s Juns 1, 2011
Submission at 11. As a practical matter, it'is a common business practice for Internet and web
service providers alike to attempt to deliver their customers the best user experience possible by
reducing latency and increasing capacity, Latency is determined in part by the geographical
distance between the user and the server, thus, providers frequently host their services on servers
close to their users, and users are frequently directed to the servers closest fo them. While such
practices arc not absolute in any respect and are wholly contingent on potentially dynamic
business practices of particular service providers and users,” if all parties to 2 communication are
located in the United States and the required services are available in the United States, in most
instances those communications will be 1 i ' e
wholly within the United States.

" More specifically, 20 of these transactions featured a i ' .
transactions included a
_T'.Eh, potenunlly aliernato accounts/addresses/identificts for current NSA targets). (TS/SL/NF)

S.T“ determine the location of these commun[carﬁa, NSA performed the same sort of technical analysis it would
perform before fasking an electronic communications accountfaddress/identifier in accordance with its FAA section

702 targeting procedures. {FSASTHNEY
¥ According fo NS
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- will be ﬁltemd out b}r NSA sIP ﬁlters, even if they cnntam a 702 tasked selector, and

(TSHSHANEY

, These additional clarifications support the Government’s conclusion detailed in the 30
‘August Notice of Clarifications to the Court that NSA’s acquisition of fmuign intelligence
information through upstream collection, including the acquisition of MCTs, is reasonable and
consistent with the Act and the Fourth Amendment. (FSH#STHNE)-

NSA has reviewed this Istter and confirmed ifs accuracy. -(U)

The Government would like to thank both you and your'staff for your consideration of -
the Government’s Certifications and the complex factual and Iegal questions related thereto,
Should the Court have any additional questions, comments or concerns, please do not hesitate to
contact me. (U)

Sincerely,

[b(6) and b(T)(C) |

National Security Division

NYT v DOJ, 16 CIV 7020_000169 . !
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September 13, 2011

The Honorable John D, Bates

Presiding Judge

United States Foreign Intelligence Surveillance Court
333 Constitution Avenue, N.W.

Washington, DC 20001

Dear Judge Bates:

The Government is pleased to provide this supplement to its correspondence to the Court
dated September 2, 2011 regarding the above-captioned matters which are currently pending
" with the Court. (5)- ,

On page 6 of the Government's September 9 correspondence, with respect to the
possibility of whelly domestic "abouts" communications being acquired among single, discrete
communications, the Government stated "[t]hus, while there are limited situations in which
wholly domestic "abouts" communications will be acquired by NSA's upstream techniques, NSA
assesses it is highly unlikely that the maximum number of wholly domestic communications that
might be acquired within transactions containing only a single, discrete communication would be
higher than those contained within MCTs [Multi-Communication Transactions]," As described
in the Government’s prior filings, the interception of an MCT can result in the acquisition of
several communications, some of which are not to, from, or about NSA’s tasked selector. Such
communications would not have been acquired had they been transmitted as single, diserete
communications because they do not contain a tasked selector. In contrast, a single, discrete
communication that is wholly domestic would be acquired only if it is "about" a tasked selector.
is sent and received by non-targeted persons in the United States, an_

Classifietby_ i eputy Assistant

Reason:
Declassify
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N ' 1 s ccasonsble, therefore,

to conclude that the probability of enconntering wholly domestic communications in transactions

. that feature only a single, discrete communication should be smaller -- and certainly no greater --
than potentially encountering wholly domestic communications within MCTs, Indeed, all of the
wholly domestic communications discovered during NSA's manual review were single, discrete
communications within MCTs that were neither to, from, nor about the tasked selector, The
basis for NSA"s analytical assessment is grounded in its experience, its collection and analysis of
Intetnet communications, and the information gleaned from the manual review more particularly
described inthe Government's September 9, 2011 correspondence and the Government's prior
submissions of August 16,2011 and August 30, 2011. (FSHEHMNE-

NSA has reviewed this letter and confirmed its accuracy. (U)

The Government would like to thank both you and your staff for your continued
consideration of the Government's Certifications and the complex factual and legal questions
related thereto. Should the Court have any additional questions, nomme:nts or concerns, please

do not hesitate to contact me. (U)

Sincerely, b(6) and b(7)(C)

Office of Intelligence
National Security Division

!'To be sure, it is possible that NSA could also acquire single, discrete communications to or from a tasked selector
that are whally domestic if, unbeknownst to NSA, the user of the tasked selector has entered the United States 4rul

sends a communication to another person located in the United States and that communication is _
This Court has previously found that the acquisition of such communications under a

reasanable but mistaken belicf that the target is located outside the United States does not run afoul of the limitations

in section 702, See Inre DNI/AG Certifi caimz-DocketNu 702(1)-08-01, IMem. Op. at 26. (UUSFISC Sept,
4, 200B), {FEHSIHOEINT)

TOP-SECRETHEONMINT/INOTFORIT
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UNITED STATES
FOREIGN INTELLIGENCE SURVEILLANCE COURT
WASHINGTON, D.C.

ORDER

This matter is before this Court for review of DNI/AG 702(g) Certification -
and the amendments to DNI/AG 702(g) Certifications || G O
B 2011, and again on|Jil 2011, the Court, on the motion of the United States,
extended the time limits established by 50 U.S.C. § 1881a(1)(B) and (C) for this Court to
complete its review of, and issue orders under 50 U.5.C. § 1881a(i)(3) concerning, the
above-referenced Certifications, The current deadline is September 20, 2011.

Given the complexity of l;he issues presented in these matters coupled with the
Court’s need to fully analyze the supplemental information provided by the
government in recent filings, the last of which was submitted to the Court on September

13, 2011, the Court will not be able to complete its review of, and issue

FOP-SECRET/COMINT/INOFORN—
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orders under 50 U.S.C. § 1881a(i)(3) concerning, DNI/AG 702(g) Certification [l
and the amendments to DNI/AG 702(g) Certifications [ DY
September 20, 2011. On September 13, 2011, the Court orally informed the government
that it intended to issue a one-week extension. The government informed the Court
that, for technical reasons, such a brief extension would compromise the government’s
ability to ensure a seamless transition from one Certification to the next. Instead, the
government requested that the Court issue an extension for a longer period of time.

Title 50 U.S.C. § 1881a(j)(2) permits this Court, by order for reasons stated, to
extend, as necessary for good cause in a manner consistent with national security, the
time limit for this Court to issue orders under 50 U.S.C. § 1881a(i)(3) concerning
DNI/AG 702(g) Certification INBMMand the amendments to DNI/AG 702(g)
Certifications_

By operation of 50 U.5.C. § 1881a(i)(5)(B), the authorization in the certification to
be reauthorized, DNI/AG 702(g) Certification -cont'j.nues beyond its stated
expiration date until this Court issues an order under 50 U.5.C. § 1881a(i)(3) concerning
DNI/AG 702(g) Certification [ I

This Court finds that there is good cause to extend the time limit for its review of

DNI/AG 702(g) Certificatior|jjjlijand the amendments to DNI/AG 702(g)

I Nothing in this Order should be construed to expand the scope of collection authorized under the Act
and previously approved by the Court.

TOP-SECRET/COMINT/INOTFORN—
2
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Certifications _beyond September 20, 2011, and that such

extension is consistent with national security.
WHEREFORE, IT IS HEREBY ORDERED, pursuant to 50 U.5.C.
§ 1881a(j)(2), that the time limit for this Court to complete its review of, and issue orders
under 50 U.S.C. § 1881a(i)(3) concerning, DNI/AG 702(g) Certification- and the
amendinents to DN/AG 7021c) N
EXTENDED to October 10, 2011.
igth '
ENTERED this |1" day of September, 2011.
LA o
JOHN D. BATES

Judge, United States Foreign
Intelligence Surveillance Court

|b(6) and b(7)(C) |

FISC, certify that thig doenment

is & liue and correct copy o 3
the original
NYT v DOJ, 16 CIV 7020_000174
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UNITED STATES
FOREIGN INTELLIGENCE SURVEILLANCE COURT
WASHINGTON, D.C.

NOTICE OF EXTENSION
This matter is before this Court under 50 US.C. § 1581:1(]'){2} of the Foreign
Intelligence Surveillance Act of 1978, as amended ("the Act"). This Court hereby
extends the time limit established by 50 U.S.C. § 1881a(i)(1)(B) for this Court to complete
its review of, and issue an order under 50 U.5.C. § 1881a(i)(3) concerning, DNI/AG
702(g) Certification [l In issuing this extension, this Court has considered the

following:

1. DNI/AG 702(g) Certificai‘ion-'Eauthorizes DNI/AG 702(g) Certification

- which had an expiration date of _2(]11.

2. The government submitted DNI/AG 702(g) Certification JjjjjjiJjj to the Court
on[ N 2011.

3. The current deadline for the Court to complete its review of, and issue an
order under 50 U.S.C. § 1881a(i)(3) concerning, DNI/AG 702(g) Cerﬁfication-is

September 20, 2011.
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4. 50U.S.C. § 1881a(j)(2) permits this Court, by order for reasons stated, to
extend, as necessary for good cause in a manner consistent with national security, the
time limit for this Court to issue an order under 50 U.5.C. § 1881a(i)(3).

5. By operation of 50 U.S.C. § 1881a(i)(5)(B), the authorization in the certification
to be reauthorized, DNI/AG 702(g) Certification -:ontinues until this Court
issues an order under 50 U.5.C. § 1881a(i)(3) concerning DNI/AG 702(g) Certification
.

This Court has found, for the reasons set forth in its separate order of this date in
the above-captioned matter, that there is good cause to extend the time limit for its
review of DNI/AG 702(g) Certification -beytmd September 20, 2011, and that
such extension is consistent with national security. Accordingly, the time limit for this
Court to complete its review of, and issue an order under 50 U.5.C. § 1881a(i)(3)
concerning, DNI/AG 702(g) Certification [Jjjjjjhas been extended to October 10, 2011.

Signed this l_Lﬂ hda}’ of September, 2011.

JAA g

JOHN D. BATES
Judge, United States Foreign
Intelligence Surveillance Court

b(6) and b(7)(C) |
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UNITED STATES

FOREIGN INTELLIGENCE SURVEILLANCE COURT

WASHINGTON, D.C.

BRIEFING ORDER
On October 3, 2011, this Court granted in part and denied in part the government’s
requests for approval of the certifications in the above-captioned dockets. See Oct. 3, 2011
Order at 2. This Court’s Order and Memorandum Opinion found that the National Security
Agency’s (NSA) minimization procedures do not meet the requirements of 50 U.S.C. § 1881a(e)

with respect to retention, and that NSA’s fargeting.and minimization procedures are inconsistent

—FOPSECRETHCOMINT/ANOFORN
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with the requirements of the Fourth Amendment, as the govermment proposed to apply them to
Multiple Communications Transactions (MCTs} for which the “active user” is not known to be
the fasked selector. Furthermore, in the Memorandum Opinion issued simultaneously with its
Otder, this Court noted that “[t]he government’s revelations reparding the scope of NSA’s
upstream collection implicate 50 T.8.C. § 1809{a)"” and advised that the Court would address this
and related issues in a separate order. Oct. 3, 2011, Mem. Op. at 17 n.15.

It is now clear that NSA has been acquiring MCTs since_.'hﬂe af the same time
assuring the Court until May 2, '201 1, that its upstream collection acquired only communications

to or from a targeted selector and specified categories of “about” communications (i.e.,

 individual commumications that referenced _That NSA tasked for
collection). Sec NN
T - ciso Oct. 3, 2011, Mem. Op. at 17l Submission

at2,

" In the Government’s Response to the Court’s Briefing Order of [0 (I
Submission), the government acknowledged that it has been acquiring MCTs “throughout the
enfire timeframe of all certifications authonzed under Section 702,” the Protect America Act
(PAA), and earlier Foreign Intelligence Surveillance Act (FISA) Title I cases. Id. at 2 (citing In

Furthermore, it is worth noting that in

the government represented that
would *ensure that all communications forwarded to NSA ... are indeed communications that

have been sent or received using, and that ‘refer to’ or are “about,’ e-mail
for which there is probable cause to belicve are being used, or are

about to be used, by [the targets].” Docket meclaration of Liextenant
General Keith B. Alexander at 21. The Court relied on this representation when it issued its

Order approving the collection, Docket N{)* Order at 22. MCTs,
however; Have been shown to contain communications that-do not-meet-this-standard;

NYT v DOJ, 16 CIV 7020_000188
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Prior to this Court issuing its Order in the above-captioned dockets, the government
argued that previous and ongoing collections of MCT's were in compliance with this Court’s
orders, did not violate 50 U.S.C. § 1881a, and were consistent with the Fourth Amendment, and
that the use of such information did not viclate Section 1809(a)(2), see June 1 Submission at 2-
24 & 31-38, despite the fact that the government acknowledged that it did not fully inform the
Court of this aspect of the collection prior to May 2, 2011, see id. at 2 & 31 ;_
R e T R - ssion) i 25 I
fact, the government’s May 2 Letter “disclosed to the Court for the first time that NSA’s |
‘upstream collection” of [nternet communications includes the acquisition of entire
oo | R0 T T
- Oct. 3, 2011 Mem. Op. at 5 (emphasis added) (footnotes omitted). As a resuli, none
of this Court’s prior authorizations considered the collection and use of MCTs.

In light of this Court’s Order and Memorandum Opinion issued on October 3, 2011, and
in view of what appears to be a significant overcollection dating back to- including the
content of communications of non-target 1J.S. persons and persons in the U.S., the government is
hereby ORDERED to file a memorandum with any necessary supporting documentation no later
than 5 p.m. on November 10, 2011, which shall address but not necessarily be limited to the
following issues related to MCTs:

1. An analysis of the application of Section 1809(a) to each of the three different statutory

schemes under which Internet transactions were acquired without the Court’s knowledge.
See supra note 1.

& The extent to which information acquired under Section 1881a, the PAA, and Docket

FOPSECRET/COMINT/NOFORN- Page 3
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_ falls within the criminal prohibitions set forth in Section 1809(a).

3. Whether the collections under Section 1881a, the PAA, and Docket [
B include information that was not authorized for acquisition but is not subject to the
criminal prohibitions of Section 1809(a).

4, Whether any of the over-collected material has “aged off” NSA systems such that it is no
longer retained by NSA or accessible to its analysts.

5. If the government has determined that it has acquired information that is subject to
Section 1809(a) or was otherwise unauthorized:

a. Describe how the government proposes to treat any portions of the prior
unauthorized collection that are subject to the criminal prohibitions of Section
1809(a).

b. What steps is NSA taking to ensure that such information subject to 1809(a) is not
used in proceedings before the Court?

C. What steps is the government taking to remediate any prior use of such
information in proceedings before this Court?

d. How does the government propose to treat any portions of the collection that are
unauthorized but not subject to Section 1809(a), and explain why such treatment
is appropriate.

6. Whether there are any other matters that should be brought to the Court’s attention with
regard to these collections that implicate Section 1809(a) or that were unauthorized.

IT IS SO ORDERED.

T
ENTERED this Q day of October 2011.

14 P

JOHN D. BATES
Judge, United States Foreign
Intelligence Surveillance Court

_[b(8) and b(7)(C) j e
s ; eputy Clerk,
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April 19, 2011

The Honorable John D, Bates

United States Foreign Intelligence Surveillance Court
333 Constitution Avenue, N.W.

Washington, D.C, 20001

Re:  Preliminary Notice of Compliance Incidents
Regarding Collection Pursuant to Section 702 (S)

Dear Judge Bates:

Pursuant to Rule 13(b) of the Rules of Procedure for the Foreign Intelligence
Surveillance Court, effective November 1, 2010, this letter provides preliminary notice of twa
compliance incidents. Specifically, on April 11, 2011, the National Security Agency (NSA)
initially reported to the National Sccurity Division (INSD) and the Office of the Director of

National Intelligence (ODNI) two incidents involving communications that were overcollected
as a result of NSA’s upstream collection * pursuant to Section 702,

Although different in many respects, both incidents involve the acquisition of
communications that in the course of transmission through the Internet have bee

! NSA’s upstream collection of electronic communications accounts includes collection performed with the
assistance of clectronic conununication service praviders of communications that are either to or from the tasked
account, or communications that contain a reference Lo the tasked account in the communication (e.g., the body of
an c-mail that containg a reference to the tasked account),

Classified by—1: Tty Assistant

Reason:
Declassy

19 April 2036

OI Tracking Nos. 104675-76
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Al Yl Ary

Upstream Overcollection Incident GG s

The first identified instance of overcollecte nvolved upstream
collection

communication to, from, or about a Section 702-tasked selector, but als
unrelated comimunications.

CFSHSRANTY

On
ceased Section 702 collection at

the day NSA became aware of the potential overcollection, NSA

identified no reports based upon the overcollecte

- Overcollection Incident (FSHSHNE)-

2 §C-8SRs, as well as the terms “Callection Stores,” “Master Purge List,” and “discovery status” (all discussed
helow), refer to aspects of the process and taxonomy NSA developed in the course of impraving its purge of Scelion
702-acquired data. This process and taxonomy are most fully described in the Government’s Supplement to and
Clarification of the Record, Docket Number_ﬁ_lﬂd May 10, 2010, F3H5HAS

2
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NSA has taken steps to ensure that overco mformation 18

handled appro

* As noted above, although afl of ﬂlcsc-inc]udc at least one conununication that is to, from, or abont a
Section 702-tasked selector, such may contain other communications unrelated to any Section 702-tasked

selector. CHEHSHATEY-

-FoPSEEREFTHEOMINT/MNOFORMN-
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NSA advises that it has 1dentified no reporting based upon overcollecte
communications.”

The Department of Justice will provide further reports to the Court regarding these two
overcollection incidents. These reports will include updates regarding the implementation of

designed to prevent future overcollection of
, as well as the status of any required purges. 1

Respectfully submnitted,

b(6) and b(7)(C)

Kevin J. O’Connor

Chief, Oversight Section
Office of Intelligence

1J.8. Department of Justice

* NSA has identified .serializsd reports based upen objects that were initially added to the ML for this incident.
In each case, however, the object was found to be a praperly acquired communication that was lo, from, or abouta
Section 702-tasked selector. These abjects had heen added to the MPL as a result of the overinclusive approach to
adding objects to the MPL dizcussed above, Thesu.l'epcnfs liave not beet recalled and the related ohjects have
heen remaved from the MPL. FSY¥SERES-

g
- ]

4
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-SECRET—
UNITED STATES
FOREIGN INTELLIGENCE SURVEILLANCE COURT
WASHINGTON, D.C.

IN RE DNI/AG 702(g) CERTIFICATON I | pocke: No [N

ORDER
This matter is before this Court on the motion of the United States for an order

under 50 U.S.C., § 1881a(j)(2) of the Foreign Intelligence Surveillance Act of 1978, as
amended ("the Act"), further extending to September 20, 2011, the time limits

established by 50 U.S.C. § 1881a(i)(1)(B) and (C) and extended by the Court's order of
-2011, pursuant to 50 U.S.C. § 1881a(j)(2), for this Court to complete its review of,
and issue orders under 50 U.S.C. § 1881a(i)(3) concerning, DNI/AG 702(g) Certification
-and the amendments to DNI/AG 702(g) Certificaﬁons_
-In entertaining the government's motion, this Court has considered the following:

1. DNI/AG 702(g) Certification [ lireauthorizes DNI/AG 702(g) Certification

-which expires on -201 1,

2. Included within DNI/AG 702(g) Certiﬁcatior-are amendments to

DNI/AG 702(g) Certifications_ These amendments

authorize the use of the minimization procedures attached as Exhibits B and E to

-SECRET-

Derived From: -Submission-to-the HSHISE
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DNI/AG 702(g) Certification-in connection with foreign intelligence information

acquired in accordance with DNI/AG 702(g) Certi_fications_

3. The government submitted DNI/AG 702(g) Certification -and the

amendments to DNI/AG 702(g) Cerfiﬁcaﬁons_o the Court

on [N 2011.

4. By operation of 50 U.S.C. § 1881a(i)(1)(B) and (C), this Court was required to
complete its review of, and issue orders under 50 U.5.C. § 1881a(i)(3) concerning,
DNI/AG 702(g) Certiﬁcatior- and the amendments to DNI/AG 702(g)
| Certifications_by-ml].

5. By operation of the Court's order of - 2011, pursuant to 50 U.S.C.

§ 1881a(j)(2), this Court is required to complete its review of, and issue.orders under
50 U.S.C. § 1881a(i)(3) concerning, DNI/AG 702(g) Certificationjlland the

amendments to DNI/AG 702(g) Certifications _by-

2011.
6. The government is continuing to work to address the Court's concerns about
the scope of NSA's upstream collection pursuant to section 702. The government has

asserted that it will be able to supplement the record concerning these matters in a

manner that will aid the Court in reviewing DNI/AG 702(g) Cerﬁficaﬁon_&md

the amendments to DNI/AG 702(g) Certi.fic‘ations— and in

making the determinations necessary to issue orders under 50 U.5.C. § 1881a(i)(3).

SECRET
2
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However, the government has represented that a sixty-day extension is necessary
because of the additional time needed to supplement the record.

7. Because the record presently before this Court concerning these matters
remains incomplete, this Court will not be able to complete its review of, and issue

orders under 50 U.S.C. § 1881a(i)(3) concerning, DNI/AG 702(g) Cerﬁficaﬁoﬁ-

and the amendments to DNI/AG 702(g) Certiﬁcation_
before-'ZDII.

8. 50 U.5.C. § 1881a(j)(2) permits Ithis Court, by order for reasons stated, to
extend, as necessary for good cause in a manner consistent with national security, the
time limit for this Court to issue orders under 50 U.5.C. § 1881a(i)(3) concerning
DNI/AG 702(g) Ce:rl’ification- and the amendments to DNI/AG 702(g)
Cerﬁfications_

9. By operation of 50 U.5.C. § 1881a(i)(5)(B), the authorization in the certification
to be reauthorized, DNI/AG 702(g) Certification -conti.nues beyond its stated
expiration date until this Court issues an order under 50 U.S.C. § 1881a(i5 (3) concerning
DNI/AG 702(g) Certification [ NN

Having given full consideration to these matters and the representations in the
government's motion, this Court finds that there is good cause to extend the time limit

for its review of DNI/AG 702(g) Certification -and the amendments to DNI/AG

NYT v DOJ, 16 CIV 7020_000187
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702(g) Cerﬁfications_beyond-zml, and that such

extension is consistent with national security.

WHEREFORE, IT IS HEREBY ORDERED that the government's motion is
GRANTED; and

1T IS FURTHER ORDERED, pl;rsuant to 50 U.5.C. § 1881a(j)(2), that the time

limit for this Court to complete its review of, and issue orders under 50 U.S.C.
§ 1881a(i)(3) concerning, DNI/AG 702(g) Certificat‘ior-and the amendments to

DNI/AG 702(g) Certifications || i EX TENDED to September

20, 2011.

Signed Eastern Time

ﬂdm

JOHN D. BATES
Judge, United States Foreign
Intelligence Surveillance Court

b(6) and b(7)(C)

ST Gy LI e
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SEERET-
UNITED STATES

FOREIGN INTELLIGENCE SURVEILLANCE COURT
WASHINGTON, D.C.

N RE DNI/AG 702(g) CERTIFICATION [l | pocet No [

NOTICE OF EXTENSION

This matter is before this Court on the motion of the United States for an order
under 50 U.S.C. § 1881a(j)(2) of the Foreign Intelligence Surveillance Act of 1978, as
amended ("the Act"), further extending to September 20, 2011, the time limit established
by 50 U.S.C. § 1881a(i)(1)(B) of the Act and extended by the Court's order of | NN
2011, pursuant to 50 U.5.C. § 1881a(j)(2), for this Court to comﬁlete its review of, and
issue an order under 50 U.S.C. § 1881a(i)(3) concerning, DNI/AG 702(g) Certification

- In entertaining the government's motion, this Court has considered the
following;:

1. DNI/AG 702(g) Certificatior i eauthorizes DNI/AG 702(g) Certification

-which expires on _2011.

2. The government submitted DNI/AG 702(g) Certification-to the Court

on | 2011.

-SECRET
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3. By operation of 50 U.S.C. § 1881a(i)(1)(B), this Court was required to complete
its review of, and issue an order under 50 U.S.C. § 1881a(i)(3) concerning, DNI/AG
702(g) Certification-bjr-flﬂll.

4. 50 U.S.C. § 1881a(j)(2), however, permits this Court, by order for reasons
stated, to extend, aé necessary for good cause in a manner consistent with national
security, the time limit for this Court to issue an order under 50 U.S.C. § 1881a(i)(3).

5. One such extension has already been granted by the Court. By operation of
the Court's order of -2{}11, pursuant to 50 U.S.C. § 1881a(j)(2), this Court is
required to complete its review of, and issue orders under 50 U.5.C. § 1881a(i)(3)
concerning DNI/AG 702(g) Certi.ficatiﬂr-and the amendments to DNI/AG 702(3).
Ceztificatiom_ hy-ZDll.

6. By operation of 50 U.S.C. § 1881a(i)(5)(B), the authorization in the certification
to be reauthorized, DNI/AG 702(g) Certiﬁcation- continues beyond its stated
expiration date until this Court issues an order uﬁder 50US.C.§ lﬂﬁla{i)-(?:} concerning
DNI/AG 702(g) Certi_fication-

Having gi;.reu full consideration to these matters and the representations in
government's motion, this Court has found, for the reasons set forth in its separate
order of this date in the above-captioned matter, that there is good cause to again
extend the time limit for its review of DNI/AG 702(g) Certification- (previously

set at -2011, by operation of the Court's order Of-2011), and that such

SECRET-
2
NYT v DOJ, 16 CIV 7020_000208
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extension is consistent with national security. Accordingly, the government's second
motion has been granted, and the time limit for this Court to complete its review of, and

issue an order under 50 U.S.C. § 1881a(i)(3) concerning, DNI/AG 702(g) Certification

-has bee.n extended to September 20, 2011.

B 2o rosio2
Fastern Time

Date Time

Signed

Iy I

JOMN D. BATES
Judge, United States Foreign
Intelligence Surveillance Court

b(6) and b(7)(C)

FISC, certily it This document

is atrue gnd correet g : - _SECREF—
the original,
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UNITED STATES L SURY
FOREIGN INTELLIGENCE SURVEILLANCE COURF OCT -k PH 3: 146

WASHINGTON, D.C. LEEARN ¢

"MOTION FOR SECONDARY ORDERS TO CERTAIN
ELECTRONIC COMMUNICATIONS SERVICE PROVIDERS (5)

TEE UNITED STATES OF AMERI(;A, Ehrough the undersigned Department of

' ]u.étice attorney, respectfully moves this Court, pursuant to the Foreign Intelligence
Surveillance Act of 1_9?; 8, as amended {ﬂm Act), to issue secondary orders to certain
electronic communication service p:oviders concerning DNI/AG 702(g) éerti fications
I </

. 1. On October 3, 2011, this Coﬁrt issued a Memorandum Ofi;ﬂon and Order

concerning the following matters: (1) the “Government's Ex Parte Submissi(;h of
Reauthorization Certification and Related I’rc?cedures, Ex Parte Subﬁission of

- Amended Certifications, and Request for an Order Approving Such Certification and

Ameﬁdgd Certifications” for DNI/AG 702(g) Cerﬁ.ﬁcations_ -

Classified By i : co, Assistant Attorney

Reason:

Declassi 4 October 2036

NYT v DOJ, 16 CIV 7020_000216



All withheld informalion exemptunder b{1) a@-ﬁ&iﬁf—i@m Approved for public release.
which was filed on April 20, 2011; [ EEEG——

R R I« ¢ e

2. The Court’s Order granted in part and denied in part {:he—

RS T R o <o [ R T
. See Order at 2. In particular, the Court found that the certifications required all of
-the required elements. See id. at 2-3. The Court further found that with respect to the .

acquisition of discrete Internet communications from Internet service provider: N

ereinafter '-'PRISM
collection”), the targeting and minimization procedures were C(msiste.nt with the
1'eqlqil;ements of the Act and the Fourth Amendment to the (ioﬁr;ﬁmﬁnn ;:uf the United
' Staf.;es. Fﬁg at 3. {S#QG}NH—
3. The -Gover:nm-ent respectfully requests that the Courig issue secondary
orders reflecting the Court's approval in part, as described in the Court's Memorandum
SECRET/ORCON/NOFORN-
2
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Opinion and Order of October 3, 2011, to the electronic communications service

providers who provide the Government with information, facilities, or assistance

necessary to accomplish PRISM collection. _
L e e

Respectfully submitted,  |b(6) and b(7)(C) |

National Se'curity Division
United States Department of Justice

NYT v DOJ, 16 CIV 7020_000218
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UNITED STATES B T

FOREIGN INTELLIGENCE SURVEILLANCE COURT 201 HOY 15 oy 3 1)
WASHINGTON, D.C, :

NOTICE OF FILING OF GOVERNMENT'S RESPONSES TO
FISC QUESTIONS RE: AMENDED 2011 SECTION 702 CERTIFICATIONS

THE UNITED STATES OF AMERICA, through the undersigned Department of
.]'ustice attorney;- respectfully submits the attached responses to the questions provided |
by this Court to the Government on November 7, 2011, concerning the abo_ve—refereﬁced
matters. The Government is prepared to ﬁrovide any additional information the Court

believes would aid it in reviewing these matters. The Government may also seek to

SECRET//ORCON/NOFORN

Classifie

Reason:
Declassify
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—SECRETHORCON/NOTORN-
supplement and/or modify the attached responses as appropriate during any hearing

that the Court may hold in the above-captioned matters. SHecAF-

Respecf[ulljr submitted,

National Security Division
United States Department of Justice

NYT v DOJ, 16 CIV 7020_000227
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VERIFICATION

I declare under penalty of perfury that the facts set forth in the attached
Government's Responses to FISC Questions re: Amended 2011 Section 702 Certifications
are true and correct based upon my best Information, knowledge, and belief. Executed

pursuant to Title 28, Uitited States Code, § 1746, on this 15th day of November, 2011, (5)

' Signals Intelligence Directorate Compliance Architect
National Security Agency

NYT v DOJ, 16 CIV 7020_000228
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GOVERNMENT'S RESPONSES TO FISC QUESTIONS RE: AMENDED 2011
SECTION 702 CERTIFICATIONS -

1. €8} The government previously indicated to the Court that it lacled the capacity to
conduct some of the activities that are now required by the amended NSA minimization
procedures. Please confirm that the NSA is fully complying with those procedures.

(U) Confirmed. NSA is fully complying with the amended minimization procedures, but is
working to implement all the capabilities more speecifically described in section 3(b)(5).

2. {FS8#35 The Court's Memorandum Opinion defined "active user' to he "the
individual using the electronic communications account/address/identifier to interact
with his/her Internet service provider." See Oct. 3, 2011 Memorandum Opinion at 35 1.
34 (emphasis added). However, the amended minimization procedures state that NSA
will identify and segregate through technical means MCTs where "the active user of the
transaction (i.e., the electronic communications account/address/identifier used fo send
or receive the Internet transaction to or from a service provider) is reasonably believed
to be located in the United States; or the location of the active user is unknown." See
Section 3(b)(5)(a). Please confirm that NSA's "technical means" for identification and
segregation will focus on the location of the individual using the account.

Confirmed. NSA's technical means for identification and segregation will
focus on indicative of the location of the

individual using the electronic communication account/address/identifier. This is true
whether the individual is

3. €FS#SH Section 3(b)(5)(a)(1)(a) prohibits NSA from using a segregated Internet
transaction "for foreign intelligence purposes™ unless it has been determined that the
transaction does not contain any wholly domestie communications. It is the Court's
understanding that segregated Internet transactions may be used only for the puirpose
of determining whether any communication within the transaction is wholly domestlc
Is this understanding correct? If not, please fully deseribe any other uses.

~{FSHSHATY The Court's understanding is partly correct. The Court is correct that pursuant
to section 3(b)(5)(a)(1)(a) any information contained in a segregated Internet transaction
(including metadata) may not be moved or copied from the segregated repository or
otherwise used for foreign intelligence purposes unless it has first been reviewed and
determined by a specially trained analyst that the transaction does not contain any discrete
communication as to which the sender and all infended recipients were reasonably believed
to be located in the United States at the time NSA acquired the communication (a wholly
domestic communication). If upon review any segregated transaction is determined by a
specially trained analyst to contain a discrete wholly domestic communication, such
transaction shall be destroyed upon recognition. For those segregated transactions reviewed
by a specially trained analyst and determined not to contain any discrete wholly domestic
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communications, such transactions may be moved or copied from the segregated repository
(after having first been appropriately marked, tagged, or otherwise identified as having been
previously segregated) into repositories more generally accessible to NSA analysts and will
be processed in accordance with section 3(b)(5)b. Consistent with section 3(b)(5)a, NSA
may also be required to prucass'q the segregated Triternet transactions
in order to render them intelligible to the specially trained analysts. Additionally, the
specially trained analysts may also access and use the segregated Internet transactions for
‘purposes of ensuring data integrity, compliance, ensuring appropriate seprepgation, and
improving the technical means employed by NSA to reasonably identify Internet fransactions
containing single, discrefe communications.

4. {FSHSEr What circumstances will trigger review by a specially-trained NSA analyst to
determine whether a particular Internet transaction contains a discrete wholly domestic
communication? It is the Court's understanding that such review occurs only when a
segregated Internet transaction is responsive to a query designed to elicit foreign
intelligence information. Is this understanding correct?

{LESHSHANEY The Court's understanding is partly correct. In addition to those circumstances
in which a segregated transaction is reviewed because it is responsive to a query designed to
elicit foreign intelligence information, NSA analysts also might review transactions in an
effort to move additional communications into repositories more generally accessible to other
NSA analysts. In other words, in a variety of circumstances, the specially trained analysts
may make efforts to move sagregated transactions into other repositories regardless of
whether those particular transactions have been singled out through a foreign intelligence

query.

5. (FSHsE Please confirm that any transactions reviewed under Section 3(b)(5)(b)(1) will
be destroyed if the analyst determines that the transaction contains a whully domestic

communication.
Confirmed.

6. (ESH#8E) Section 3(b)(5)(b)(2)(c) indicates that NSA analysts will document certain
" determinations "if techmically possible or reasonably feasible." Please cxplain under
what circumstances documentation would be considered technically possible but not

reasonably feasible.

(FSHSHNE) Within the context of documenting a determination under section
3(b)(5)(b)(2)(c) in the relevant analytic repository or tool, the provision "if tc:uhmcafly
possﬁ:lc or reasonably feasible" is intended to require documentation only under
circumstances wherc the analytic repository or tool enables analysts to record such
information (in this instance, that the transaction contains one or moere communications to or
from an identifiable U.S. person or a persen inside the United States) in circumstances where
such documentation would be accessible and usable by other analysts. In addition, the
Government dogs not intend to apply this provision to require NSA to reconstruct or
reconfigure all tools currently used by NSA analysts to perform foreign intelligence analysis
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of section 702 collectlon nor to limit analytic efforts to only such tools that could be
designed or retrofitted with such capabilities in the future.

7. ESHEL) Section 3((:)(2) states, in the context of destruction of raw data: "[t]he internet
transactions that may be retained include those that were acquired because of
limitations on NSA's ability to filter communications.”" Please explain the meaning of
this statement].]

LTSHET This statement applies to Internet fransactions containing wholly domestic
communications that NSA acquires despite the operation of the technical means that NSA.
uses to provent the acquisition of such communications. The amended minimization
procedures require Internet transactions containing wholly domestic communications to be
destroyed "upon recagnition.” See NSA amended 702 minimization procedures
§8 3(b)(5)(=)(1)(a), 5. However, Internet transactions containing wholly domestic
communications may go "unrecognized” because, for example, the Internet transaction, in
whole or in part, has not been relevant/responsive to a query and, therefore, not reviewed by
any NSA analysts. This statement in scction 3(c)(2) permits NSA to retain for two years
Internet transactions cnmammg wholly domestic communications that are never re(,ogm.aed

as such.

8. {SHSHNIY Please explain whether, and if so under what circumstances, NSA will share
unminimized communications acquired through its upstream collection under Section
6(c) (sharing with CTA and FBI) or under Section 8 of the procedures.

{SHSTHNEY- NSA will not share, under section 6(c) or 8 of the procedures, unminimized
communications acquired through NSA upstream collection.

9. {TSHSDH- Section 3(b)(5)(b)(4) of the amended NSA minimization procedures allows
NSA to use metadata extracted from Internet transactions without first determining
whether the metadata was extracted from a wholly domestic communication or a non-
target communieation. Please fully describe nhal constitutes "metadata” within the

meaning of this provision.

~(FSHSHAFY Set forth below are descriptions of the categories and types of metadata' the
Government extracts from Internet transactions, including single, discrete communications
contained within a multi-communication Internet transaction (hereinafter, collectively,
“Internet transactions™), acquired through NSA’s Internet upstream collection technigues. As
the precise metadata transmitted with each particular Internet transaction varies, each type or
category of metadata listed below may not be available for extraction by NSA in every

particular instance.

U (FSHSHANE) For the purposes of this response, the ferm “metadata,” when used in reference to an Internet
transaction, is information abouw
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10. (TS/#85)-Tt is the Court's understanding that metadata extracted in accordance with
Section 3(h)(5)(L)(4) may otherwise be retained, used, and disseminated in accordance
- with the other provisions of the amended NSA minimization procedures. Is this
nnderstanding correct?

(U) This understanding is correct.

a. (E5/50)- For example, is metadata that has been extracted from Internet
fransactions pursuant to Section 3(b)(5)(b)(4) subject to the two-year retention limit
set forth in Section 3(¢) of the amended NSA minimization procedures? If not, how
long is such metadata retained? If such metadata (including metadata extracted
from discrete, non-target communications) is retained for longer than two years,
how is Section 3(b)(5)(b)(4) consistent with the requirements of 50 U.S.C,

§ 1801(h)(1)?

~{FS/5E-Metadata that has been extracted from Internet transactions consistent with
Section 3(b)(5)(b)(4) is subject to the two-year retention limit set forth in Section 3(c) of
_the amended NSA minimization procedures.

b. (FS#SL) Is metadata consisting of U.S. person information disseminated only if such
information constitutes foreign intelligence information or is necessary to
understand foreign intelligence information or assess its importance? If not, how is
Section 3(b)(5)(b)(4) consistent with the requiréments of 50 U.S.C. § 1801 (h)(1)-(2)?

+FS/#81 Metadata consisting of U.S. person information is disseminated only if such
information constitutes foreign intelligence information, or i8 necessary to understand
foreign intelligence information or assess its importance.

11.X¥5/58)- Under Section 3(b)(5)(b)(4), NSA will not extract or use metadata from
segregated Internet transactions, Will this limitation impair NSA's ability to determine
when the users of targeted facilities have entered the United Statces?

ESHSH-1t is not expected that this limitation will impair NSA's ability to determine when
the users of targeted facilities have entered the United States because Internet transactions
where the active user is the tarset (i.e. : 1 :
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