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(U) 

EXECUTIVE SUMMARY (U) 

'In the SA. PATRI..~ T Improvement end Ream liheI'iee;tiun Act of 2005 
(the Reautherieetion Act! , Congress directed the Office of the kg specter 
Genera (OIL) to conduct "e cent pretensive audit et" the effectiveness and 
use , including improper or illegal see" of the Federal Bureau of 
Investigation *s (Fell use of Section :IS of the Patriot Act! See Pub. Ne. 
10947 § lf)t3A. Section I of the Petdet Act allows the FBI to seek 
orders from the Foreign Intelligence Surveillance Court fer "any tangible 
thiNgs," luring banks, recorcie, ether items from business , 
organization, or .en provided the item or items are fer an authorized 
investigation to protect ageinef; international terrorism or elendeetirie 
intelligence et tivitieeé* Congress directed the OIL to review the use at 
Sec°tim:1 15 for to*e time periods - calender yfeers (CY) 2002 threntgh 2004 
ency CY 2005 through 2006. The first xeport is due to Clengrese am March 9, 
$,*.00?; the second in due en. December 31, 2007.3 (U) 

in our i'?flé dcs¢ribe the resuifs ca? first OIL rexfiemv Of' 
the use of Section $21-S. .éxlthough we were only required. to review Qalenfiar 
years 8002 t`%1rough QQG4 in this first review, is. elected to include Plata frsmx 
calendar year 2005, [UI 

This Executive Summary1~ summarizes rcpor including its main 
Ifixidings.. (U) 

x u Methodology of to# (SHG Review (U) 

In this review, the 016 canaiutzwd over 99 int¢§1'~viie~ws of FBI and 
Departxfrasnt of Justice ofiiaiais. During the link! work phase it the review, 
.QIG teams traveled to FEI field jottices .in New York, Chicago, Philadelphia, 

San Francisco, where we .Interviewed avert 50 FB! employees, also; 

pubs L NCL 101<°»s5, 115 >. 

i. term "USA P'A"£R£¥fJ" Act" is an acronym for the Uniting and Strengthening 
Auierirra by Providing Appropriate Tennis Required in Ixxteemept anti Gb8 try it i"errn1*i.sm Aga off 
aim, .. .. .. .1 Stat.. t'Q.0?l? II.. .It is <;Qmnt=s;»rai5' reread to as. "the Patrisnt 
Aw" (UI 

2 Sekétitm 2 15 vas ariginaiiy sczhimizxled to? §$,znse§;. an Démznbazr 1 i :  ED05=,, 
I%ea1rt;¥1¢§=ri:a%ttii:r; exzeruifsd Section 2.15 .Heuemher 31 s [Up 

The 

,s The R.e°m;x°€§1a¢x;:izaii1ui:a AQUA Alan Mg of to .gnnaUua :Mum am? §§';e same =rwQ 
time periods Qn..W¢ me axed eiffmztiweness at Me IFBIE Use Qt? national security letters (NIL), 
another i1=W'¢atI.gati§f¢ a;x$:l1o1?ity .iiliaii xvha .wzpemdiéd by the Patriot. Ant.. The .~ itG's ¥`irst r¢:pz=»rt= 
an :the use and ~t'<£`fecti\*¢ne~s.s ;Qf'HaLtis3:'x§1 letter .autiwr'it§<~ is czurxtaira ed in a separate 
rx¢pa=rt. (U) 



(U) 

conducted telephone interxfimxfs of 25 FBI agents other Bald offices . 
Washingt,:.:»n , , the C316 in reviewed. senior FBI and Department of 
JUsdcs officials, who participated in implementing pruned was and 
pxf~o<:essirx.g requests far éiéection. 2 orders. (U) 

In 

The DI also examined documents obtained. from the Do portn:l.erlt's 
Dfiico of Intelligence P'oii¢:y and Review (OIPR} and. the FBI mlaizing to pooh 
instance of the FBI *'s use or attempted use of Section 21.5 an thority during 
calendar years 3002 through 2 G05.4 

lx Background on Section :all (U) 

<4» Legal Background (UI 

Pursuant. to Section 2 Iii of the Patriot. Ali ., the FBI obtain "any 
toogibie things," including books, °re<:oo:ls and other items, any 
businooo, organization, or eI1iil7}*°, proviiiéd the item of* iiims am for an 
au.thot*i2.=od invootigation to proioct against intozuotioraol terrors too. or 
cionciostino ioteliigenoo activities. .Sooiion 1 ii éid not oareato any 13&W 
investigative authority but instead expanded existing authority 'found the 
Foreign Intelligence Sowoillanoe Act. (FISA) of 1. 978. 50 LHS , o. § 1801 or 
seq., (U) 

. 

FISA FBI to obtain. an order from Foreign telligence 
Sxxrveillanxze €8¢::su1rt [F"¥5~A. Court) in order to eenduet electronic suweiileazee 
to eolleet foreign inteiiigenee irzf0nneti€»n.5 In 1938, Congress amended 

SA to authorize the FBI to apply* to the FISA Court faux* and ere compelling 
four kinds of businesses tie "release rectarcls in its possession* to the FBI: 
common carriers, public accommodation facilities, physical storage 
feeiiitiee, or vehicle :rental facilities. The amendment did not furduer define 
"re(::orde:" This pmvisinn, which was edified at so § 1862, became 
knmvn be the "business rersorde" provision and was the -provision expanded 
by Section 21.5 it the Patriot Aet *  {U} 

\ 

until the fan. 2iOU55,. the QiNfice of Inreliigwenm I-*oiicI¢* and Reviews# was Ra separate 
eoznponent of the. Department.. In March 2 a I~6, the Heautlxorizatiezrr R¢t.~auWor&ed to of 
creation of a Njatianai Security Jiiivisim; M355 wiitlzsiri they °B<=part1me.nt. Pa. September' 2005 
Ziienzmiih Weinstein was infirmed as the. first Assistant .Attamey Genaro for Wee. 
Shortly a;i*tar that, Q¥.l?'!R's functions were moved to tin# .NS.¥3.. (1.5) 

Applications for FISA. orders ami prepared and prasetubed to. the HSA Ewart by (HER . 
IU; 

is so u.s,<:.. § xsealbllzna; (3L9$?8L as ammndad, 50 § 186t1 (email, 

in) 



(UB 

zssm {2{}O{} ed.l This Iarxgxxage 

The 998 l:ru.sllness records aixueriiziment required the: application 
to specify that the rewards iarmzm caught for as investigation to gather foreign 
intelligence information .or an vestigation concerning international 
terrorism, and that there iwf€iiré "specific and articulable facts giving reason 
to believe.: that the: person La wiwnm the records Ra a foreign power as' 
an agent. of a foreign parr." 50 5 .2 . To 
.meant that the FB? was limited to obtaining information ziegarciing a speciiirs 
person as entity the FBI was izxvestigating and about whom the FBI had 
i.ndividuali2\%:-d suspicion. :Fri addition, the amendment prohibited the 
complying ii the order from <iisci¢:>sing eitlafzr the esristenca of the order :or 

infonnatimn prociucecl in me aden se to the order. {U) 

Subsequent to the 1998 Fi'8A arnenaiment isis investigative 
authority and prior tim the .passage of the Patriot Mt 'in Gctober 28061, the 
FBI ubiained only one FISA order it business records. This order was 
-~<;>b¥alned iN QQOO. (UI 

Section 215 of" the Patriot Act sigxmiiiemztiy expanded scope of the 
FBI's investigative authority pursuant: to iii business meeds provision of 
FISA and kmrered the type of 
'business reward, (U) 

standard of pxWf requialued to obtain this 
The pertinent part of Section SZ 15 pravidesz 

The Dimmtoir Ni" the Federal Bureau of Investigation or a 
designee of the Director (whose rank shall he no lower than 
Assistant Special Agent in Charge) may make an application for 
an orcter requiring the production. of any tangible things 
{ixlcluding books, records, papexfs, documents, and other items) 
forum investigéttinn *to obtain foreign intelligence information 
not ounceming a Unitecl States person nr to proteml against 
irrternaticmai tnfrroriwn nr aianiiestine intelligence activities, 
provided that such mvestigatirxn of a 'Uruted States imrson is not 
conducted sourly upon the basis of activities protected by the 
first arrrendnxetmt to the £3Qnstiiuti'otm. so § 1861(a}(Il, 
III 

While the iQ98 language .kimitoO the roach of this of investigative 
authority to four types of oxmti t o  s, Me new language does not explicitly limit 
the type of on tiny or business that be compelled by an order. Section 
215 of the Patriot Act also expanded the categories of documents Thai the 
FB! ofan. obtain untier the business roconzls pro*oioion of FISA, because it Io 
not iimitoci to "records" .and provides that the FBI may obtain on order for 
"the production it any tangible things (including books, rooorcis, papers, 
documents, and oth or items) .'° (U) 

iii 

?UI 

Q 
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(U) 

cur erxity under investigation, {U} 

Section $315 aiari lowered the evidentiary freehold to obtain euell be 
Mercier. As a result, the number of people where irdezmriatiee eeuld be 
ob gained beeaaae the FBI is be Ranger required to show Thai; 
the items sought pertain to a person whom the FBI .in nee etigating. 
In stead ., the items caught .need only be requested "fer be autheriréed 

inducted accordance with lapplieabie law guideiineei 
to eiztaia foreign intelligence Mfezraatien net. veneering e United. Sretee . 
person or to against intematioea! te°rrori.stn or eiandestine. 
inteliigenee aetieieere SG U. 1361 (bl(Q). This standard, refereed to as 
the relevance at'.aedar'd .,.. to the EBI to seek inferma tier; eorieerning 
pereene eat necessarily under investigation but who in nexeteci in seine 
way re a. .pereoe 'F' 

B. Public Concerns about Serbian 215 {U} 

After onootroeni. of the Patriot controversy focused of. the scope of" 
Section 2181. Public o€3.iii1corn=s about the scope of the now Section £215 
oothority oontzorod of the ability of the are 
inoiudingiaooko iooneO to my to 
began to refer to Section 1.5 as the "library provision." Libroriarlo, their. 
professional oosooiationo, others voiooci concerns about the potential 
First and Fourth Amoodm out °implicotions of oompellod production of 1i.¥:arOr1»* 
records Thom toocoma rioted to broad roach of Notion 2 $5  and olio 
tO sofoaliod "gag provisions' which existed under the previous voroiOn of 
FISA and which forbids recipients of Section $15 orders from disclosing the 
eociotonoe of the order or any information obtained gmrsom to an order. (U) 

FEI to Man lifbranry Ifefrojrds, 
library patrons. Many public conam1eFata:o1*§ 

C. The Plrocess for Seeking $e1:4;ion ZIS Ordiers lt?) 

We . danerxnined that prior to passage of' the Patriot Act in . late 200 

l.
,
 

written policies;, procedures, or templates for requests or applications for 
business records existed in the FBI or OIPR., passage of the Patriot 
u.»~\~ °u».n~uu.=.»auuuuuv*sssssss-nuvsss»su\.u*-*-*~s»ss-\~ 

'F 'Phe Heauihvrization Ai;=t rawised. the llaznguaga it Sactiun 1851 [b){2} by .providing that 
tangible things are pmsumptivelst reiaxrant Wham .them ;aerta'm to entities or incii>s=idua1a that 
are &.»reign pmwrs, agents of ibraign .pawn's, in bee=z:ts at authoriisasd <:.Gt1!1§rurt£rrr<§£'i$t!1 or 
caunterin tc!IigL»nce inquest trinxas, or izn=c1'i&a2I§iiza=ais mown to associate. with subjefzts of snlxzzh 
investigations, (U) 

6 Fur example, the Amesricarm Assnciaiion adopted pa §°esolxztii§.n szieaiaring 
that aha *cansiders be:¢ti»:>ns of the £3 PATRIGT .Aet . Ii. 1 R ,pressnt :Langer to the 
mit: stifutiahal vigil is Ami prima; rights af library user" mud urged the Congress to. .provide 
additiczial oversight and., axnefsaé or change portziofns of the Act.'Hkewtiution on the USA 
PATRIGT Acct and Riéiiatéid Measures. That infringe cm the; Highirs of Library U sans (Jain 29, 
$`E%003l,. (Up 

iv 
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Act, between 2002 and :mos a general. process for requesting Section 215 
orders was developed and refined, as were templates for Tim field OfficeS' 
requests for Section 2 £5 orders and tor applications to the FISA Court. 
process to obtain a Section 215 orcier generally involves live: phases: FB! 
field. office initiation and review, FBI Headquarters review, OIPR review, the 
FISA Court review, and FBI service of the order. (U) 

The process begins when an FBI case agent in at field office prepares a 
business t'i:cot'ds request ibrnz, which must he approves* by the Squad'~8 
Supe<wis.Qxty Special Agent and other .managers in the F`B¥ field office. The 
mquttst is sent to FBI Heatiqtzatrters, imciuciing the Office of General 
Counsel's National Security Law Ex"an.<:h {?NSLB§, for further reving and 
appwmi, if the request is approved, an NSLB attorney ciraffts the 
application package, &xrwarcis the draft  application package: ta OIPR, and. 
the request is assigned to an OIPR att.om'ey, The OIPR attorney works with 
the NSLB attorney, case agents, and occasionally FBI intelligence analysts 
to iinaiizte the craft application package The draw application package is 
than °:'evlet\veti by an (HER supervisor. The final applirsatimn package is 
returned to the FEW tar an accuracy review and any ad<i.i'tione11 edits are 
made baaeai on the FBVS review o f  the final package. Upon cornpieticn of 
g §ix;a} wzrsizm, signatures #bf designated senior FBI personnel are obtained 

- and the package is pre pafefl for pwssentatinn to the 'FIFA Co>Lu*t by an OIPR 
attorney. (U} 

(HER scheduiss the case: on the FISA {3ourt"s docket for a hearing and 
provides the F1$A Court with a copy of the appiicatfion and order in advance. 
The application package is than formally presented to the FISA Court far its 
review and approval at izhe schetiuied hearing. If the. FISA Court; judge 
apprsvss the appiisation, the judge signs the order approving the 
appSisatisn. At the hearing, the 0iuésge may make hanziwritten changes to 
the order, such as Tim length of time Ist the recipient to produce the items., 
and, if so, will sign the order with the hsn€iw'r.ii»:ten Inodit.satisns-. The order 
is returned to the requesting FBI field office for service on the entity' in 
possession of the items. The order sets forth the time period allowed for 
producing the items. (U) 

Different Types of Section 215 Requests in; 

Iliurirag the period crwerzrd by our review, cakzndar years 2092 through 
2005, the FBI and OIPR submitted to the FISA Court applications for two 
different kinds of' Section 215. authority: "pure" Section 215 applications and 
combination or "combo" Section 2.15 appiieations. (U) 

A "pure" Section 52 I S application is a Mm used by OIPR to refer to a. 
Section 215 application for any tangible item that is not associated with 

v 

nu 



J 
: UI I 

:S 

appliaanions 'tor any other max aiuahsisizy. Far €=§:an§~p!e V* a :or F a Secriirsm 15 
request am* d1*i*»'m* license 1'ccor4:is from SiaM ciepartznen to of motor vehicles. 
would constitute 8. pure Section 215 request.. {U} 

A rzantbrrf" application a term used (HPR to refer a Swann 215 
request that was added mm as earnbincd with a FLSA application for pen 
register? :rap and wane orders; 'Pan register and trap and tram devtkzes 
identify incoming and outgoing teiaphone xmunabem on a particular 
telephone line but do not allow the FBI no listen to the content, of time 
telephone call. The use Olf the mmhinaiiun request evolved ifrqm (:1£FR's 
éetcrrninatiran that FISA pen register trap trace orders did .apt require 
providers cu turn over subseribcz* infiornaaliinn assoeiantcd with tvslrephenéx 
numbers obtained through the orders, Unlike. investigation pen 
register trap and mace orders, which routinely included a clause requiring 
the provision Qi' subsréxibér inforznatifan, FISA pen registers' trap and track 
-orders cirri not -eoutéiN such pxmfisions. F~ ~I agents had to employ what 
Investigative tools, such as national security letters, to obtain wbscrlber 
infernzzation. in order to snreamlitxe the process 'for obtaining subscriber . 
ixxformatinn, beginning in early 2805 GIPR to append. a. request for 
Section orders to. applications for FISA. pen register/ trap and track: 
authority* (U) . . . 

* .* Other Investigative Authority Available to the FBI for Third 
Party information (U) 

In addition to Seezztioin orders, do FBI has several other 
investigative tools that »a1}.ow it u p 
x\ati+::*~nal seem. Ty no . 11o.n..s* ii? Q .  ex m e as Rx ve F SA pen 
register/ and trace orders permit the FIB! to i nfy ac: :ring and 
outgoing talejphanfx mzmfberes on a particular telephone Rina (U) 

no obnaizx information from third parties in 
.rite i`n°stlgation For example, above, HSA pm: 

to identify inuvaming and 

Serve investigative authority rests directly with the field iificee and 
does .net require FBI Headquarters or FISA Court approved. Fee exarnpie.. 
national security letters (NSL) are written from minds from the FBI to 
communications providers, such as telephone; eempa=r£iee, financial 
institutions, and credit age neiee to produce. limited eategnriee of euetenzer 

*' As mf Ma Mb 33096, Seetican 32.1 5 a<§rn.!:§ination. requests were so lunge: 
been use the .¥2ea.n t¥1¢:sriF.=atian Act auMnriwsefi the disckzaure of suhsrzfiber ififoranafian 
.cunzlwtiqn with RBA pen re.giste:r,ftrax;> and Mace oreien$, (UI 

W FM# this repcxrt, taaiziarriai aec*1u*it3.»* Ixwestigatious ret'&r to 

"m
§°e.stigationa 

irwolmg 
z:o°us1£e::terrQrism or counterinbeiligence. aempqnents. IU) 

Vi 
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and con sumer transaetién iarifwzumatian. In the faeid, the FBI Agents 
Charge fare &1.I1:1'1ori2'ed to approve N (U) 

fI3ceto obtain grand jury so bpofmas 
In .national :security invest tigaticms with a criminal mimis, the FBI €»&1l1 

also a>8k the United States Attorney's (J 
for third. party infnrnzation. A j url subpoena is time criminal 
izzvestigativc ton! mostly closely r¢s~¢en*:i>I¢s a Se¢.rtic>n 215 order. 
Generally speaking, ii grand jury may Dbtain nun-p1*ivi1ege#.'1 elide nee, 

assay records and tangible items, relevant to the grams juryAEs 
investigation FBI agents conducting a naticmai investigation 
a. cxtiminai do at have to .seek FBI Headquarters or NSLB approval no 
obtain. a. grand. jury subpoena. Grand jury subpoenas aw issued under the 
signature of the prosecutor supervising the grand jury irwestigairion. {i.I} 

m. Examination at' Skectiou 215 Qrders 8ouglat and. Obtainezi in 
Calendar Years 2902 through IU) 

As of the ORIG8' review of the use and effectiveness of Section 215 
authority, Congress dir€2ct»s:€i the OIL to examizwz (ul 

an 

Every business reeorci eppliceticm submitted to the FISA. Ceinrt 
ineludizzg whether: Fe) the FBI requested that the Depaartzmrzent 
of Justice submit e business.. record application to. the FISA 
Court and application was met eubrnitted, and (to) whether I' 
the FISA Court; grantee., rnediiieci, or denied eng business 
record eppiieatien; (Lf) 

The justification for the at Department Ni Justice 
Attorney tlienerai to i$sue~ implementing procedures gz;wex~11§.r1g 
requests .fer business records applications and whether such 
delay .harmed national security; {U} 

Whether bureaucratic or prvrzedural ixnpeciirnfsnts prawn red the 
FBI from "talking full advantage" of the FISA business record 
pmvfisinns ; 

| 

Any nQ°t¢worth..y facts mr circwjn stcazlnrees con<:ern.ing the business 
°r€§co1*s:i requests, including any illegal mr improper use of 
a u ° t h < > r i ! §  If ~ ' h .  j i g  Vi 

l 

The eilfFlctivene$s of the business cord requests as an 
"investigative tool," including' (al what types of rctcoreis 
obtained and the ixnpurtance of those records in the intelligence 

vii 
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activities of the FBI and. the ; lb) the: maixnizr in which the 
intorrnation obtained through busy°n¢ss re{8(zn.d requests is 
caiiected, retained, analyzed, and disseminated by the FB! ; 
(Q) whether and how often the FBI used inforrnatioia obtained 
from business record requests to produce "anally iziczai 
inieiligr-:nw product" for distribution to, among others, 
intelligence cunmznun icy mr iiacierai, sol:a£e,. and Inca! governmerlts;. 
and (cl) whexhar how Qften FBI provided infinrmatiion 
Qibtained from business record requests to law' enforcement 
authodties for use in cr.iminaI proceedings. IU) 

~l Pause Section 215 Requests and Orders for Calendar Years 
2002 through was (U) I 

III
 

Gui review examined all Siecxfioxx ms appiieations and oréiears. We 
~§'ouz1¢i that in craiendar years 2£}1}§2 through IZGGS., QIPR submitted a total of 
81 plate Section applications for FISA Court approval. All ox" these 
applicarirms were approved by the FISA Gram (U) 

The 'pure Section 215 order was approved by the FISA Court. in 
May 2004, more. than two years after the Patriot Act was passed. The FI 
Court approved six more Section 15 applications in CY aorta, for a total of' 
seven. The FISA Court approved 14 Section 215 apphoatxons CY 2005. 
Although a total of 21 Section 2 I S orders were approved, they can trained 
only 18 unique requests ,II (U) 

I 
Examples of the types of' btiaitmss wrzorda that were obtained tlmrcrugh 

tI'xese Sfection ifirriliiiie €¥t*§v1*:r"s licenser regards, public 
accommodations record s, apartment records café record s, and 
teleco.mmu.n.i¢a.tiuns subscriber information for telephone numbers. We also 
looked at the types of investigations the 18 pure approved 

s `o 

11 he requests approved during the of our re\fiew were for the same gruwitlerf 
and the targets - TargeW A ami B -- warg ttaéuxaar-:ated in the same. investigation. After the 
appiicatiuns were approved by the FISA. Quart; and be;i"or¢ the orders wezrns aden"iid, the FBI 
learned that tharef was a mistake in the. aggglmatian concerning Target A Thai needed to 
crzntrcctnd in a =rwsv application.. The EBI dmiid¢d to wait to serve to order for 'Pargat= B= 
when the new turd:er for Taurget. A was nhminm.. In early 2605, Tim FBI cxbtainerd a ne°w~~ord1§:: 
Io: Target 8¢il€8'.I'e Me fzfncksrvs cmrld he the F531 sea=med that a sutmontnactbr of°tl!ise~ 
~l:n'£iv§<3er was iN possession of the riaczarésis far* mm The PBI than subniititsad .new 
appiiaations for the amemmrds .Igor beth t a u s ,  'Ha's that l?IB¥ so hnxifited :vi cefrmaiecl. 
applications far Target A anti see fem Target .B=,. and we do: nut ..¢x:rn.sicler these 
appiifcations as ;1.ni.qtu=;, IU) 

viii. 
(U) 
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applications subrnittwniz Q frm; caunterinteiiigencé (CI) cases, 
were fro counterterrorism (CPI c:ases, 1 was from a. Cyber Mae. (U) 

in reviewing GIPR FBI documents, we dexezvznined that there °were 
31 in stances in which FBI agents# *Sought S¢C'l;i¢I1I1 15 orders during 
timeframe but did not obtain them so The se requests 'lsfera prepared by the 
FB! but were iwver Exxaiizefi, fritter by the FBI"s LB for submission to 
OIPR nz' by *DIPR for prwsentaticn to: the FISA Smart, 1:2 IU) 

We reviexved.. the documents eoncerrzing the 31 wiiihéirawn requests 
and applirzations arid intersziewfeti FBI., PISLB, and GIPR peraonnal to 
determine why these 215 °reqx;1as1:s were nm submitted to OSPR or £0 
the Pisa Ccrurt. \h?i:.icien°tiiEed five categories of asezsna. that apply in the 
:majority of the withdrawn requests and applications* (1) time investigation 
was closed or changed course; (2) an aJteI*1*1ati'£1'»=§~ investigatixre tool was used ;, 
{3} statutory lirnitaléiOnsz (4) in sufficient informai'i§2:»n to? support; the request; 
and {5) urxkxzown (UI 

We identified several requeete or eophoeuone that were withdrewtn, 
heeeuse the field o°fiiee closed the investigation or the investigation changed 
course and the information wee Ne longer needed.. we determined that meet 
of these requests hack been .penciing for severe! :seen the, and in one eeee ever 
e gsfeer, et. FB! Headquarters or GIPR be the the field efiice eioeed the 
irwee=tige;tion or determined the items were no longer needed.. In once ease, 
at ice time of the withdrawal en FEW Headquarters supervisor notified NSLE 
that time FBI wee going to interview the target and vvrtote in e-eneil, *An 
interview is iertheomMg end the records, although materiel six nzontlxs ego , 
are meet be this point." (U) 

ed ed the i We alee identify several eeeee in which the FBI ebtegimed 
eeught the Sec°t.ien 12 request threiigh other investigative 
Qf these requests was for information from e libresrgr. We found that an 
NSLB et pexrirxeea* we mid net permeate the zequeet to be forward because of the 
controversy eurmunriirxg Sesztion "3 $15 reiiiueete fer iNfeifMeiieN item 
lihradee.. (Since the field of°iee wee edviseci that. eLe woe id 'net 'send 'flee 
application to (HER, the field effiee obtained the information tiareugh other 
inv'esti§B{5f é'é?éiiTe. (U) 

i2€.%z"ns 
One 

re Far ease of inference, we describe all of these irzstarxcres as *wi£¥1dzraslif.:u"' requests or 
applieaxiuns, although several vsaaes. we ware unable to determine the maafan the .request 
as appiimation did not~:na@a¥ce. it to the !aamig wei and théwé iiiii not appear try an .affirmative 
~d§§¢i$IQ=N by anyatae within the FB! mit Tb to a anbsiiaxxtivs .reason {U) 



(U) 

Privacy Act.of i974 (FERPA), commonly referred to as 

We determined that several of the FBYS See*§on 215 requests that 
were iatcr withdrawn, including the fist request submitted In April 2002 
were at¥e<.:teci *By OIPR'S interpretation of the Education Rights and 

c35 . I o S "the Euckiey 
Amcndznent." The Buckley Amendment applies to all eduaatianak agencies 
and institutions and governs the .rights and privacy of students and parents 
in relation to: access to and release of eriucaizional renords.*3 20 U'$.C § 
1 '232g. {U} 

QIPR. was concerned that the Buckley Anrzendment might limit the 
reach of Section £21 S with respect to edxicatianal renorcis because Section 
215 did nut cumin the pravisc fennel in other of FXSA stating that 
"notwithswnding any other provision of i n "  the government may obtain 
certain of intozxnation. According to QIPR oik"i.ciaLls, 'because Section 
281.5 did not contain this language, it could be construed to be superseded 
by Buekiey Amendment and disclosure of the records request to the 
siwient and parents wcfuki be required. OIPR ofiiciaéis told the €8IG~ that 
other statutes that also state or imply that they providfa the: exclusive means 
of' obtaining certain types of records, such. as tax or medical recons, maid 
be sizMlafriy construed. .Although same NSLB attorneys disagreed with 
Q1PR's interpretation. of the law, NSLB did not ask OIPR to Hnmime any of 
due applications canceafning educational records. (U) 

We also identified some cases in which a cieterminaticm was made 
that a Section 2 $5 request Iackcci sufficient or adequate infoxftnatioxa tO go 
forward. Finally, we identified several instances in which we were enable to 
determine from documents or interviewswvith NSLB or OEPR personnel ~» 

the reason that the request or application did not proceed to time next level 
or when the requests were withdrawn." (U) 

I 

except in -such as iN connection with a student's application for 
tmanmai aid. 

13 .FERPA is eased. "the B1L1.<:1c1!§~5a .£kmendment*' after Sis principal sponsor, Senator Jaxuea 
Buckley of New York. Kvitlxzmspeet so rr¢i¢as¢.o£ edzucatinnai records, the Buczkley 
Anzendnmnt provides. that eehrcatianai entities will not rweiwfe fedeerai bruis if they release 
educational records to to&rd parties withoxWwritten. consent from the students parents 

tin fria d 26 U.§5 C, § 123 ;  {a}{1.l The Buckley Amendment also provides that an 
educational arxtity does not have' tin obtain written. aousent tan release edueatimrzai records 
"in conxpiiaxwe wire:kl Yudiciai. order, or pursuant to any lawfully issued s*;xbpoena" ~wewr, 
the entiqs must notify the .student and parents of the fender nr subpoena .in advance of 
complying with it unless the mart orders the institution Nat to éiscluse the existence or 
csantent at the sxmbpoerza or tile i~rxstltutionls respunsa. 20 u.s.c. § 12325 {be~(i){J){i) and iii) 
and (b){2llEli.2$2lél.-§£ 37 12325 (M(23. is 

r 

eve discuss the lengthy <i»z¥}a5='s in pro<:essing 8»':cti£»rI 
the report, up 523.5 i*eq#;xes&s in Chaptfef Four of 

x 
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We ffaund than the FBI has Nat zzrbtained. a; F¥S& Qrder far the 
precut: Lion of library wcclrda.. Hovefcwzr, FBI field oiiices submitted requests 
iN FBI Headquarters to; seek oil# 'fxbtajrx irxfcrxnation from .a library an 8 few 
Mica-sirzm S., Mme of which me discs.; seed abxzwe. These requests her later 
withdrawn baiore application was filmii with the NSA Court. (LU 

'as Goxubinatiun Section 215 Applications and Qrders Tb: 
Calendar Years :coz through zoos (U) 

In addition to: the pxaresz Section 215 requests, we found that a total of 
1.4 .1 combination business remrci. appiicatiions wafers submitted. and approved 
by the FI Court in calendar year 2005. The first. tzonxhination wider was 
.issued by the FISA Court in February* However, with that: enawtrnxaxxt 
of Section 128 at the Réautiaoriesation Act, which provides that F'I$A peN 
register orders :we include the subscriber information, the number of 
conibinatioxa applications should signifxcantigr dewirease in CY 2006. (U) 

C. Modified Section 215 Orders (U) 

ed 

We b e  reviewed, as required by the congressional dimctiw., how 
many times the FISA Us Se n . 
awe Section 215 orders were modified in 2004 and two were rncadifieci in 
3005, far a total of four Seeztion 2 iS orders modified by the FISA Ciourt; The 
oxtders in .2604 m*ere Seclsicm 215 orders, and the orders 
modified in QQQS were emnhinatien 215 orders.. According try CHPR, 
madifimations generally rsunsislt of hmldwziiken changes £6 orders izhiit me 
rrzaiiie by FISA Ccmrt judges at hearing In which the order signed. 
However, OIPR of¥iciais statsad that (HER does at usually eognaitier resrisi1;>fns° 
to applications and urci¢@z*s that QIPR makes based on feedback from the 
FISA Cfmrtss review of advance copies of FISA applications to be 
or>cii§i;<:ations.. {U) 

art modiH®d any Section 215 order. We foaimri that 

IG days to 60 dews, 

With re specs: t;e the erciere modified in 2004, the first modified Section 
Q I order related to the time frame to protiuee the requested recency be the 
FBI. The FISA Ceiiart rxludiiied the order by extending the time frame from 
ID d S Q v 15 With tespevzrt to the other pure 4 ection 21 modified 
o1:'<le.r, the modification related to the reeorde being requested, The FI SA 
Court elariiied the records to be by deecri bing the records mere. 
parer~xeeI},=' then age in order be presented to Girt, (U) 

15 'I'he= tiznéfraarrie t¥1&t rezripiécMcs iii fkixtiaiirz rarrlars. are given Io produce in: items is 
Mt determined. by sfatxfura mr t*eglAlatlo!1_. Izhatéafi. the FBI tietesrrrzixies t'he rwmber of days 
§§e:1i¢e;¢w¢S is WE§;1so11§s1lIi1e batseléi et. Was aniha-'&i£¥n1e elf izifarmatian that nm at 'be prulrluced.. 
(U) 

al 

(it» 
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0-IPR seughf xééers to* be. spessiaiizaeci Qtpe of telephone znformatioii. GIPR 

With. respect to rrreeitied in 13005, beth modified 
<:~orrz?;zine.tien erciere centeiuesi the rneciifieeiien. in the be applications, 

PR eeught erne i' r e petite Ree t i e  f to et .Ne "me 
notified the FISA Ce'Lirt that federal judges in rzeeeef. had denied 
requests. fer this kind emf irrfermatien in eertein instances, eltheugh the 
FISA agreed to approve the epplieetiene, the Geurt. directed the 
government be tile 3. erzpplexfeentei brief en issue. Prior to the 
on the epplieetione, OIPR. revised the applications and included e feetrxete 
setting forth a summary* of the criminal ease law with respect to this kind of 
information and revised the order to include Ra direction fer the geeernreent 
to provide the FISA Girt with 8. eeippiemental briefing en this subject. (U) 

Improper Use of Seatiun 215 Authority (UI 

As part of this review, Congress c£irsc§eii the OXO to identify "any 
noteworthy facts or eircurrls;tan.ces concerning the business records 
requests, i~ncludi:;g any Mega! as improper use it the authority." Gun* review 
noted two instataees of improper use of Secfiioti 215 authority, both. of wihicfi 
invalxfeci the pen ~regislte:r/ trap and tram: portion of 'coHlbi.xxation Section 21.5 
orders, We did. not .identify any .instances involving improper or illegal 

connection with pure Section 21.5 orders Ur authority. (U) 

In the ifiret instance of it ~r use, the field. eiiiee had obtained. an 
order for e, register/ trap and trace device .en e telephone that wee me 
longer used the act.. This resulted In the FBI receiving tan euthorieeati 
informetien, which eaileci "ever enliection," betweeN March 2935. and . 
October 2065. According to FBI, the cease event for this inv stigetien 
ineciv°ertently uvericmkeci deeuxnente in tile indicating that the telephone 
number no longer belonged to the target of the inv litigation... A ease 
agent ciiecevezeci the problem, °rep<:rrt.ec1 life ever collection., and eeques mered 
and deeteojfed life ixnproperiy cczileeteci cite.. (U) 

IN the seezcind inetanee of Itnpreper see., the FBi inadvertently 
collected certain telephone numbers pursuant re a. pen regieterf trap and 
trace order because the telephone be;npeny did net ectviee the FEI th at the 

had diseur tinged ueingtlme telephone line until several *weeks after ` 

the test, For e, short period et' time, the telephone number had been 'issued 
to eerneene else. The FBI I.deut;iiEed the improperly ccxlieetesel .infenznatiem 
removed. it its desebases, and be (U) 

xii 
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* We determined that the FBI had discovered lath . 

reported them, as reqnlimd, to the In telligence Oversight Iékaa rd or I()£3..1t> 
adfiitiqn., bath. in~;'ri*'iQents wears reported to the FI Court by QIPR., 1? (U) 

In 

'We also idea tifitsd 3 situation. that we believe constitutes a. .. . 

"nutewwfortlrzy tact" curzcarning »s Sectiztm 2 $5 mnsnbiixaizion nrdaer and several 
interrelated FISSA electmnie _surveillance et-denrs. In J january zoos, GIPR 
filed a imntine to the FISA Cmzrgt stating that. in in section with several 
eases, OIPR had je armed in December" 2005, that a source who had 
previously provided significant information ahmzt the large is reported that 
he :did not believe that are of the targets, who was associ.at@d with all. of . 

Qthei* targets, was a supporter of a part;I<::1.1lar terrorist organizaiinn. as (U) 

(HER reported cm the FISA Gourttlfzat the F83 had learned of this 
information. in April $2005 from another intelligence agency but had 
"inadvertently failed £0 provide it' at the time they received it." The FISA fbaurt 
issued an order directing the government to explain Me delay in rapcrting 
this irafv::r1nati;an to the Court. In March 2306, (HPR filed an expianatian 
stating that the case who warm rersponsibie for verifgring the accuracy tip 
tim FISA renewal application submitted April 2005 believed 
that the problematic source information had already been provided to (HER. 
Although the Erase agents had provided OIFR with several intelligence .reports 
about the same saumfe, these intelligence reports did not- inciude 
intelligence report cantfénixxg pmhieraatic inf<>rmat;'€orz. According to the 
court filing, the FB! tiié not heiievs the mnissidn was iixtantionai because 
other inforrnaiibn obtaixieéi from the Santee, some of which Was not favorable 
to the FZBPS investigation, had been reported to (RFC. (U) 

The Intelligence Gversigbt created by Exenmiw ,ffirciev IN fI§'76, is ahargwzd 
with reviewing activities of the L1.3. no telhgence comma and informing the President: of" 
any aciivitias that the IDS beli¢vQ£'es "may Ere unMwful :Ur contrsujy to execrative order or 
P1m¢:sider1tial Directives." See 'Executive Order 12863. 'The Executive Greer also. mquires- the 
general £§£?11,nmls of that intczlligcnce conununity, innhlding F;B1'3 €?ée:nerai. Qouusei, to . 
report to the ma £311 as. least a quarterly . txasis intnilige me activitics . t1m5=t "have reasnu to 
believe may he uniawtui :at nrontraaiy to Exemaative .uxxhsr jar Frosirientiasi eli:=c<:ti.v.~e." tvhitzh 
refesrreail to as "IDS vioiatifins." iii) ' 

ii' {)¥.PR in 
Rule iiQ{c} of the 
{U! 

en's to the FISA Cenxrt pur~suart1.t to required Ian rcparf 'FISA. com pittance incident t F S .G  to go . as 
x FISA £.?;o'z.irt's RUles of ProcMiuxes that bémainé e1¥e¢tixfc.. Fcbruaarjr FZx~ M106 . 

in The GIPR zmtice Alan st9iexi the rtcascwns the .gnstemmcnt Irantiimued to belimte that 
there was auiiicsiant i=nfnn¥¥&ti€:»x'a to .smppart FI $A 8~pp¥i»l'r&tion$ far at! Di' the tiargetiédeagxiiaif 
this or:ur¢er's it1§<:+rlna£;i¢an, (U) 
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IV . * Delays in Implementing Section 215 Authority and Other 
Impedizwlnnaants to Use (UI 

A 4 Delay in Implementing Prneedures and Pclinies (UI 

The Reauthenleatien Act. directed be to examine "the uetiiieatien Yer 
the failure of the Attorney General to issue implementing procedures 
governing zequeets fer the production et tangible things . . . in a timely 
fashion, .including whether such delay herrtxed national security." To 
respond to this directive, we first attempted to detexwmiee whether the 
Attorney General was required by statute, regulation or other direeiive to 
issue itnpiernenrting proeeciures. in our rewiexxf off documents and interviews 
with wiitnesse.e, we found no such requirement.. However, we also fess me 
evidence that the Attorney General Gt' any Department official directed QIPR 
or the 'FBI to implement Section 215 procedures. (U) ' 

Our review detexminad that after passage. of the Patriot Act in 2£3{} L, 
neither the Department nor the FBI issued implementing procefiures or 
guidance with respect to Section 215 authority. <;>xpR and the FBI 
exrentualiy deveiomd standard Farms and application.s far obtaining Section . 
8315 orders. NSLB éistributeci a standard request farm to field offices in 
October 2003, and NSLB and OIPR corrapleted a standard application and 
order in the spring ZGQ4., We determined that the delay ofzsurred because 
the Department, including OZPR and the FBI, were focused. an processing 
full content FISA requests, training, and hiring personnel. to address the 
ifwreased FI3;A worldoaé and did not .focus on the need. for templates and 
pracedureas. fax* Section 2215 orders. (U) 

B * Section :all Prueessisag Delays {U} 

When Fax field. aiiices began requesting Section 215 orders in April. 
2G02 . .  _genfzfmntemci pfracessing problems. Fcfr eacaznple, many 
ixzstanmes no one from NSLB responders to Section 21.5 requests for several 
ii7§r1tI1s,lit7-at ail. In admiitinn., in some cases NSLB sent.dra;ft applications to 
QIPR, tout the applicatioxxs wars not iinaiixaed by OIPR' for several months, In 
othercases in which a alraxtt application was prepared, the field office did Nat 
receive any response from NSLE- or OIPR.. As a. result Cr? these cielays* in 
some cases the information was ac: longer needed. by the time the 'field o n e  
received a response from NSLB of OIPR, and *due request was MMdrawm, 
{UI 

We sought. to calculate how~long requests remained pending in NSLB 
and in OIPR. However, the F'Bias and O!PR's weurdkeselpMg systems in place 
at 'do time had limited cap b lits , an to c 
Section 215 requests either within the I~?B¥ as am.. The.reY<.rz*e, we have 

pabilities, and thru was no system fair tracking 

nususss A. .u.¢.. .. h h l  & -  ~.~. 
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.inecm1°ple°te inferxazatien ii reepeet tes II'§&'iI'1§>¥'1 of the reqee From the 
available date, we cietermirmeé that the average processing time for apprevecl 
requite wee 2?5 d y e  in 2003, ciel in emf 14'Q in 2005. .i.s'ii 
Fer 2004 and we were able to calemllete the average protesting time for 
approved red este in NSILB and GIFR. In 3004, the requests were 
penciling in for 162 days end in OIPR for d y e .  In 2005, the 
average processing time ex RSLB . was 66 days and SS co:-eye et OI We 
zietezzfzzined that average precessing time fer withdrawn requests wee 330 
days in Segre in 2003, in emf .199 dele in 
(UP 

The chart below reilec as the average or::>c:essing of withdraw 
requests and approved requests (U) 

Avemazge Processing Time M 

-1 . 
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B. impediments to Prooesssing Section 215 Requests IU) 

1`f8¥,1nd sevmval ~in1P'&<£in1e°:11s that 12 FBI"s abil°ii:3,,~. 
ob Sesdinn if 1 orders. Sectioau 2 $5 reezluesggs vere delayed because 
NS LB and UIPR ciisagreeci over irmterpretaticms of the law; and SUB and 
(HPR lacskéd sufficiern t wsourmeg for handling Section 15 inquests, The 

sssnsss 

All of the, reqxxests sulmzzitied in 2662 want witizclrawn . 
813 Four émih veéit iisarffci am the chart. we calc ulatsed proecessix tizlmes basazed in how In 

it, tank .to piT€>§is€2$=*s. the rezquesst.s1 subrninred In that year, whether they warm approved. in that 
$8nm rralenziar yams' as i*~?¢~,re extantuaiiy' alzrproveei in the €t8§§¢1?z<ias" year, Firm the M 
rvsqtiests siaitisznittefi in 2602, :Ste were ¢:mL§' able to Qaiauiam prorczassing time at QIPR :écnmi at 
alse0 at to FEW so this numhea* n2=£!e41ts. only Gi9E grace using times. Sinliiarig. iN §»U£}3 ism' 
approved requests, we had. data only £22117 GIPH pa'¢.:>c8s»si11g;. times, (U) 

».»» ..»\»v 
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multilayered proeesa far c:ibta§r:.i.ng Section. se15 erciers also rzuzztributed to 
the pmcessirxg cieiays... In addition, we fr:>u.nd. Qi lack of knr>*A'I¢<3ge in the field. 
abfsut Section 2 Si QU? 

1. Statutaxy Interpretation (U) 

w 
Q 

\ 

\ 

r 

We found that the processing of-Seetien 215 requests was slowed by 
the uncertainty in tcrpreting the Pateiet Use of the legal issues that 
affected several of the first requests geeer~a~.ted in 2602 and ZDQ3 was the 
intersection of Section 215 with another statute that provides for the 
production of educational records, (3I}?*R"e in teepee cation of the stal;ute was 
that Seetiee 2 I did net existing awe because," unlike ether 
ljeeeieiees of FZ Seedier 2 be did see: infsiude in the business zeeeras 
provision the phrase "'nsir\)\»'i.tl1stan<'ilng5 any ether .previeirm of law," AS 
discussed above, While same NSLB attorneys disagreed with tieie 
interpretation, .NSLB was net wiiiirig 'be push the issue 'with the FISA Girt , 
and as a result be request fer educational reeerds was presented to the 
FI SA ilfeurt be tween calendar years £2002 and 'QGOS (U) 

¢ ` ¢  

\ 

3. 

s 

Ascorciixxg to NSLB and (HER atiicfrneys, this impeéiiimermt to: obtaixzirzg 
-eadmcatiorxal records has sir me been addressed, Tha- R¢a.L1thoriaatiorx Ant 

FISA by adding SG § 1861.{a}(3)s which specifically 
acid..wsaes edxlcatio.:1a1 and other .sensitive categories of business records, 
According to) several NSLB and QKPR attnmeys we interviewed, baczanse Huts 
provision séiarifiees that educational cards abtainabie through the use 
of a Section 125 order, the Btu:>n»<Iis#:k>sum~ prasions of Sew2£§on 215 apply 
rather .than life z1£§tific=aiiion provisions of the Buckley Anmerifirnent. (U) 

~Anot.§§.€¢r :caUus to»° the cieiay processing. Sezzticm requests Was 
that NSLB and (HER attnrneya disagreed over the interpretation :of the 
rezlcvance -standard and how much inftarxnation had to be incifxxdsd in 
Section 215 applications about the Items requested and connwticaarz no 
the FBFs- Invest;iga,tian NSLB attameys 'believed that the level of detail 
required by .~ ~IPR about the ilwest:'atiQ»ns the applications was far 
beyond needed to: the relevance threshold. OIPR' atwmays 
believed the in'formatii<':m was ueéessaryf t'8 persuade -the FIS¢A; Court ta- 

the '° so How,evc=r, even aéiwer a standard application foirxn was 
NSI.. attemgys can have disagweesnants with OIPR. 

arney in :individual cases about the-ieve! of d§Eai1 

apprnsre the applications.. NSLB and OIPR evenixaalw agua-ed upon the 
ear tent and féxtm at". a application several moxielis off back and 
forth about thee issue. H 
a§=€:©¢:=i.upon, NSLB attorneys eont8n¥1<=d to' had disagree 
attonmaeys " IN c 

JSKV1 
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Insxx&'iuient Itesouwes (U) 

another impediment to obtaining Section ii* IN ala the in aufficsian iz 
wsnuraas devoted to this precess. Neither NSLB 'nor (MAR had adequate 
xteaaurcas to dedicate to the implameatatian at' Section 21 S requests after 
passage of Patriot Act. The workload of both entities incnaa sad 
rlraxna tifsally after the September $1 terrorist attacks and passage of the 
Patriot Act, and substantial waauraea were needed to process full can tani; 
Fl SA appiicaticms. Bath entities waara authorized to hire large nurnbara of 
am plcyaas, and by 2004 both NSLB and OIPR grew substantially. However, 
by spring $3004 a aignifican i backlog of full content FISA applications had 
ciavaluped, and the Attorney' General ciimctad OIPR and NSLB to #create a 
took farce to address time FISA backlog.. NS LB was required in detail 
appraxiraateiy 10 attorneys to QIPR to wtirk an the backlog:-sd full caftan t 
FISA agppiicationa. Lu; . 

obtaining a Seaiion 
submitiiezi four Sectio 
sane time ey 
NSLB for Saotiun 215 requests. (U) 

As a result, N.-SLB ibid mist on Swoon 15 requests as make- 
2'1'5 order aprifsrity until late 2003, when N'.:"4LB 
on QIS applications to OIPR in addition, around this 

an NSLB- attorney was designated the point of czcaxtaci within 

Alan in July 2064 OIPR attempted to address N*.$L»B wncezmzs abner 
the processing of Section 3215 requests by assigning a derailed NSLB 
attorney to: handle Section. $5 r*eq;uests,. This dexaileri attorney, Iwwever, 
was rise assigned to handle ful! content PRSA applications. in early 2005, 
we QIPR attorneys aware assigned to hanéinz Section 215 requests a. Ma 
attorney and a supervisor. Aecorciirxg to CHPR and NSL8 attorney&, the: 
assignment of i ; h e  the attorneys to Samiicxn 2.15 requests izzapraveri row 
pwizress significantiyx (U) 

3 Q Multi»Layex'ad Review Process (U) 

review for Section 215 applitratians alas deiayéd The multiple layers of 
their issilancé. The proc:-we for a Section $215 order Involves 
review in time FB! fieki office, in FBI Headquarters and NSLB, and in OIPR. 
To obtaiN a 215 order, is field agent must first obtain his supervisor - '  
approval, than the field o'£§<:¢'s $pecla1 Agent In Charge and the Chief 
Division Qéarsunsei approval, before the -request is ifarwaraied to FBI 
Headquarters Ami NSLB. in NSLB, a line attorney drafts Qxppiication. 
package, whxciiz IS than reviewed bya. snpexfmsor bfsfare it is provided try 
GAR. In (HER, a Hue- attorney prepares the package, and. the work is 
reviewed by a supervisor before it is ready to ikxaiizeé for signature. After 
GIRR turns the "§3na¥" vexfsinn to. NSL8 far signature, the application and 

xvii. 
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order are reviewed. by NSLB persnnnei and changes may be resquestud as a 
result; of' this re:view~. (U) 

application can be delayed for weeks or man stage. Even 
This review pwcesa be iengtlxy. Without close management, an 

as ee i's at any take Even with 
close management of the process, the .process from beginning to end would 
likely take several weeks with respect to a. simple en' prob§.e1n~free Section 
21.5 request. (U) 

4 f Lack of Knowledge about Section 215 Authority (UI 

Based upon our interviews in the field, we also determined that FBI. 
field offices .still in nm. fully uncierstanci Section 215 orders. Several agents 
told the QIG~ that they were tzniy vaguely aware: of Section 215 authority, 
and many agents stated. that they did not know what the process was fur 
obtalintaiug a. Section 235 orckxr. {U) 
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D o Effect of Impediments (UI 

The imperii.ments:» discussed above contributed to the FBI not 
obtaining its first Scietiun 215 order until spring 2004 Anuthar affeelz of the 
impediments was that, in some instances, field offices were :it contacted 
about Section 215 .requests until several. months after the requests had 
been :submitted to NSLB. in various eases, once; the agents were contacted 
the information was no longer needed because Qi developments in the ease. 
In several instanxzes agents were aware Thai: NSLB had received their 
requests, but their requests remained pending for months dun to 
disagreements batwrxen NSLB and OIPR about whether a particular request 
should go forvilfarsii. In other instances, the requesting agents told th: OIL 
that they never received a response back from NSLB or QIPR, (U) 

revue 

We bund that the processing delays and the lack of re§p=;>n.s¢ to field 
office applications contributed to at perception among ETSI txeki agents that 
the process was too skwv and not worth the effort. We ixgtervicwed several 
agents who had never sought to obtain a Section 215 order, but they 
reponeei to the (SIG that they had "`heard'~' about the process taking far too 
long. Several agents also told. us that if they could obtain the Section 5218 
order in a shorter time, they would he more encouraged to u.s=e Section 215 

its. Agents stated that if they were t identify an item that they 
needed quickly, they would seek to? deteimine- whether the item ccuid be 
obtained through a national security letter, a grand .jury subpoena, or ether 
process that is faster Man the Section 1215 precess. 

s 

• 

I 
.u's 

We asked FBI and OIPR employees whether they 'believed the 
problems in implementing Sestina 215 and the delays in obtaining Section 

:wife 
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orders harmed thaN aasea as national security. Nana of the FBI and 
:oaaa atiliciala we interviewed said that they were aware of harm to 
national security ala sad by the delay in obtaining Section 215 orders.. N Ana 
of the agents who initiatafi the requaata far Sfwiian £21 orciera told the CH 
that their aaaaa were nagatixteiy affaataa bjlf the inability to obtain the 
information aaonar.. The P`BI"s Deputy General Counsel of NSLB told as that 
the failure .to obtain a business record arclar as# to obtain expeditiously 
may have nagati vary impacted the pace of national Ty' ive stigaticms , 
but that she did believe that this maaat that there was harm to national 
aeuurity. (U) 

q 
SSeciiinn 215- req.u¢st. However, we were concjefrrxed by to# number of' 

We were provided no cwridenée of harm to xiatinnai in a 
specific case that was use ii by the delay in obtaining Sfsctiun 15 orders 
or by the- F8I3s inability w .attain iirforznatian that was requested in a 

Instarmes where the FBI identified a need 'for information in a national 
security irwestigatioxz but was 'amiable to obtain mahala .inifizrrmtnatlifau because mf 
g processing delay in obtaining an order, (up 

<~ 

Q Use and Ei'£'ectiveness of information Detained iiroxn Section 215 
Qrders (U) 

Congress also directed the OIL to include in its. review examination. 
of the types of records abtaineé by Secizien 215 oilers and the importance Qi 
'thesis records; the manner in whieii *Ehe irater nation is collected, retained, . 

analyzed, arid disseminated 'by the FBI; whether and how often the FBI used 
izafurnzarion obtained Section 315 orciers produce an "analytical 
intelligence prociuct" for distribution Ulf* among others, the intelligence 

and whether and how aftéfrx the FBI provided inihrznation 
'nbtainad from Sexsfticm ms orders to law Qnxcmment. autlieriiies fax' use in 
criminal proceedings. (U) 

A. Collegian, Analysis, and Reiientian (U) 

F31 

emriw that . 
Before. items subject to a Serztizm 15 order can be obtained, the order 

must be served t1p<;>1e1 #she s custody of the records, Personal 
delivery or service up" the ,tirder is tj.»'pi¢:a}ly acoomrplisheci be the requesting or 
"originating" iieuii affine, unless the recipient of the order is ma wide the 
district, In that inatammer. the F81 iieloffice where; the 1'e<:i~pient is located is 

,fem .airiginating field Qfiiae =tic: serve Tim herder, (U) 
Le 

b y 

The m a w r  in which izzfbrfrnation fraxzn Section 5 orders is collected 
depends on the category of information sought, .Far pure Section 215 
CJ riders, the recipient produces documcn to in hard copy Gut electronic 

:mix 
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format.. If ser reviewing the inferawatien the ease agent aeterminea be 
furrier investigation is warranted., the agent stares the inforraatie n. with the 
rest of the investigative case file., The agent may prepare a cfoeument 

the infaarraaaen ebtainea fer purposes of docF.1raerxt;iag 
existence of the records. If the irxfermatien aeaaan as d.i.eeerrlInatiox1 within 
the FBI, the agent prepares 8 written. eaaarnuaication to the relevant field 
office as eftieea. H the inferxaatiota ciieaemin amen outside et 
FBI ,.. such as to an intelligence agency, the prepares appropriate 
form of' cemxaunieati¢:>a.. (YJ) 

p For "carnbinsziun" srtisrs, `ez%
sln'1nne1 

old us that if the recipient 
Ami this FBI °hs;se8 technnlOgSsl., recipient will transfer the 
requested subscriber inforuzstisn siectronicaligv' direct: tljg into the FBI' 
wmpnxter system called "Telephone Applisations,."@1 If the FBI and recipient 
systems sat compatible, the iI'11szf¥¥t&£iisn is provides to the FBI in 
another fermat, such as a computer diskette or hard copy. This information 
is then ¢1€»*ctr£>ni°saily uploaded or nxanualiy inpu.tte<:'¢ into Tele phone 
Appliss.tisns~sx1€l~ tides searched by the esgse (U) 

information stsrsd in Tsisphsns Applications and other FBI databas 
may assessibls by personnel other snforssmsnt so in tellies :ass 
agencies who ass assigned an detail as the FBI in souls capanixy, such as a 
task forts addressing terrorism matters.. Asia ss depends in the Sisarsnse 
lass] sit the now FBI personnel and whether the inforxnatisn is "restricted" in 
the computer systems. (U) 

How the Information Obtained Has Been Used in 
Investigations (UI 

We found that pure Section 215 erdere were Need primarily tO 
exhaust, investigative Leeds, eitheugh in same instances the FBI obtained 
infennatiera useful to the development of the ease.. We found that the FBI 
Di eeexeirzeeed information el:tained from pure Seedier 215 orders t~ another 
int.e1ligenee agency three in etexzeeie. However, the FBI did not ereete 
analytical intelligence products based FM the infermatien obtained in 
re epcinse to Section £3 IN orders. We also ehteineti limited infegrmetien ebon 
the dissemination of infermeiien produced in response to eanihinetien 
Secztion 1823. 5 orders. Because there were 141 combination orders, we were 
unable be .interview ell et the ease agents esseeiefed with the se. errieiee., 

evener, in emu' field office visits, we interviewed four agents who had 
i s  v*\v 

QUO °Te1epi1=:»ne Appliuatiorza is an investigative' ml that ago serves as the érientrai 
repository fur all teélephona data collected during ¢€3u3li§¢ nt',.P'B.l it1§<T@$£i§§i.ti§:=n.s, (Up 

un 
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obtai§e§¥°Eé§i°i¥5ination orders. None of the se aden reported disseminating 
information o`btai;zled in response to the combination orciems. ) 

in 
We also sought to; daxerrxaine aarzther ii theinfarmation n3ata;ined. 

furn any Section 215 order was used in axlymiminal proceeding. We did 
not identify any instance in which inibmzation ébtaixwd fxfanz a pure Saésitimf; 
215 order was used in a critninai pressed 'fig We iderzti1'ir:'<i¥ only one . 

instate in which use authorky approval was sought for infurmatidn frbrix a 
combination See=tir§n 15 Qrd&r. The fieki Qfiice sought Ami obtained 
Attorney Genera! approval Tex Use the ?IS;A electronic surveillance and. 

c UP 
Jury subpaaenas for enc ease, The case agents old the of that' 
etennhinatiotl order information iN a. gaff jury investigation and ' grand . 
' my s Q e c FBI ca to 
although use aufhorky was obtainmi for the FleA»d;eriye££. infarrnatiorz, no 
granci subpoenas ware everissued in this arase and no FilA»der§:ved 
informaiiiizn was used in the grand jury investigation or subsequent 
procezcdings. (up 

We aiisn interviewed the agents who obtained riérsords from the Siecticzn 
orders. The agents suggested that the recoreds obtained *uszfere i~Fnpox*tant 

and useful in two- ways: (1) the records provided substaslztive infurrxxaiiion. 
Thai was reliant to 'the investigation either fsarxfirrzzeuri prior 
'investigative ieaéls Ur c=on#:z'ibuted to the development of additional 
inv-extigatiw information; or (2) ever; it the regards :did not contribute is :the 
development: of a€¥sili~tio=na1 investigativeid information, they were still. waluabiey 
as "necessary steps try mover a read." Mast of the age's we interviewed said 
the =r\8.e;rds -abfzaixmd under Smtion 2.123 orders tell in the second category 
because the records typically died not provider additional investigative 
information, although they 'heipecl the agents exhaust awry kzaci. They a3~st> 
stated that the impaurtanfce off the information is sametitxxes :wt ktrwwn until 
much later in an investigation when time twnnatian is linked to same other 
piece of intelligence that is obtained. (U) 

VI if ora Cionczhnsions ID 
Et; evaluating they effectiveness :of Seciicxn 5 authority, we first 

~=1-;wnsidere¢:8. Me number of pure Section I orders °t:§b§ainc.ci during CY 29139, 
through. CY 2005 The .FBI obtained only 18 uniqim Sexziiun 15 orders ill 
Tim years following fair the Paining Aet, (Li) 

Hawevezn.. vare= ibxand iihaa .=~$ig1?1iH¢HHt,i:1umber of 'Section 2 $5 orders 
www 'not sought or obtained becau se of legal, be~m»ax:x¢ratic or othszrr 
impedixnenis The question concerning Me applicability of the Buckley 
Amendment no# Section M23 reqw=.:sts for e<€i12Q&tiQxia1 .reenras played a. role In . 

the FBI -not obtaining S¢§;$ti@n 21.5 o§w2¥:¢1¢€»~ in $¢1a*.eJt€£R1 °i_ns£ain1;:e§=,.. Other 

iu8 
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impedhnente, be the disagreements between NSLB and GAR. about 
amount of information sufficient to satisfy the relevance standard s 

ineuiTi°ie.ient reeewtees to preeeee Section 1; requests, end the rnu1ti- 
Ieyereci Rex*ie#.\* process, re suited in ornery Seedier 215 xequeete net being 
proeeseed for lengthy periods of tire. We determined that with respect be 
several Section Q I requests that were withezirewzz, the revues is 'had been 
pending NSLB ea' see fer severe! months, in line instance ever e 
year, at the time the Reid efiiee notified NSLB that it wee withdrawing th e 
revue ex. beeeuee the investigation had eiaanged puree or wee being eleeed. 
in addition, we identified several requite fer Section $15 oreiets Met were 
never re spender to by NSLB or OIPR, neither NSLB her OIPR employee e 
were Abie to explain effect happened to these revues re., (U) 

`\ 

These pimcnssing problems not only reesultad in war fewer Section 215" 
orders being Qbtained than were requested, but also mntrihuted to a 
Qerceptiun the FBI that $§a:1tioin~ Q #  tirfders teak too long to obtain to 
be wcrrthwh=Iie in tha- inwstigatian Agents told the Of ~ that. the Issngth of 
the process~ito obtain a Secztikan ;>;5' order .is a significant impediment to its 
use and that agents will *typically attempt all other investigative tools before- 
resarting to a Seedier 5215 

'request This negative perception aibuut the . 
Section praoess may also have affected the number of Sec-tion 215 
carders sought the field eMacs. {U} 

Weexan'1i.n.ed the type of inftrrxrratioza obtained through 
the use of-c pure Section 5215 murders and haw that information has been used 
'no disxiemirxated in national security investigations. We found no irlsicance 

main# a. where. the inforzxzaxziun otzzaaxwed furn Section 15 oder :resulted in a major 
case development, such as the disruption of a terrorist plot, We also tczund 
that very Iittie at the infOrmation obtained in response: to Section -$15 orders 
has cuisse-rriinateii to other intelligence agencies, However, we found 
that Section 215 orders have been ixsed to obtain useful investigative 
Infornaaticm.. (U) III

II -
m

l
n

-
 

Agents toici us they believe that the kind of intelligence gathering from 
Section 215 orders was essential to national security investigations. They 
also stand that the importance -of the information is soirrxétinzes not §%:nown 
until nmuzzh later in an investigation, when the information is linked to same 
¢athe.r~ piece Qi? intelligence that is (U) 

. tfonnation. 
many no"~ sezsmarity investigations there' is no vestigatIiox; and 

The fielagents we in teniewed described Section 1 S Gui;hortiI:y as a 
"Mol of last re.s=ort" that may be "'critical*' when other inv stigative authority 
or investigative xxzetiwds KG .Ra-ol: FBI to . iaiataixa 

yna~ na! nu by. ve to re xs nocriminal r 
therefore the FBI is unable to seek grand jury subpoenas. In addition, 
national security letters are lizzzxixefi in slope and do not never large 

Ii 
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in fast used 
categories of third party information, Agents also told us that, iN some 
instances, they had other investigative techniques, but these: 
effvris were unsuccessful, 

they béiiwe Section 215 aumhcmty iS the only 

security icrtears-,. The head of (MAR. described 2.1.-5 authority as a 

We also intent»*iem=:si eths: FBI ofiicés and atwmeys at FBI and 
GIFR concerning the eiffnciiveness of Sefzticm $315 cxrtiers... They stated that 

~au&hQxity is- uscfxxi because it .th 
mmpulsmy process 'for certain kinélis off r'ecarct§ that cannot 'be cibkained 
through. alternative means, such as grand jury subpoanase or national 

TY 5 
"speciaiised .Toni that has its puzfpwe, 

At the time, however, Tim évidénce showed that the FBI has not 
11s£.\d thifz specialized Toni as effectively-=.a.s it could have because Go the 
-inipkzdiétnents to its- use that we described abbe. Same of these 
impgxéiiments have: sirice been acieixieaaed. For example, NSLB and OIPR 
cited the Rcauthorizaticm Act provfiaizm s;lleci§calIy allowing the FEW to 
obtain eéiixéaltionai and either senSiI;ii.~e uecsarcis through Section $15 orders.-. 
The FB! has also distribliteti a Section 2£5 request form to al! field onces; 
anti NSLB and (HER have devalcrpeii a. template appiifratinn for7I=1 that is 

all 

We also evaluated the use of Section is authority to obtain . 

subscriber information for telephone nurube is that were the subject of' pen 
zegistsrgftrap and t ree orders, GIF? obt.sinet% the first "combination" order 
in sees, A total of 14 .1 oomtaination applications were submitted . 
and approved by the FISA Court in edsnctar year 2005. $svera1 FBI and 
OF PR attorneys we interviewed, including QIPR Co muse] , told as that this 
information was very important in FBI investigations. The Deputy General 
Counsel of NSDB agreed., stating that the addition of Section $15s to FISA 
pen register/ Map and trace. applications was a "huge boon bscause without t 
the 2 I Es, the ask would have had to issue xaxzneroas [national seeudty 
letters] to get that sixbseriber . infortmstionf (U) 

l 

crMciiucted t.1~1is revive# mMdifxil of the control¢isy' cohcérrding the 
possible chilling e:Ef¢ct on 'the wzéreise of' First Amendment rights posezi by 
the FEIYS ability pa use $eetion 215 authorities, particuiarigr the pcxtenzial 
use of Sectiaxa 215 orders to obtain weemtds held by Iilaraxries, Our renew 
found. that the EBI did. Nat. Dbiain Se~<:tion= 215 waders for any library records 

82 Congress has aitsu recognized the importaiwé .<§i"°.sti1I3fscri.l*aéer i:8 forr2naia.tio=rr.~~ii§. .FISA pan 
registers... As part of the Reauthorization Act, c o n ' s  amended the FISA pen register 
provision in %n¢lu§l@ subscriber ini<z$z'n\a§I£¥x3., i*Jl 

(ut- 
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3002 through 2005, in became the few* applications for such 
orders were xvithdmwn while xxndergoing the review process within. NS LB. 

P`ina.ily, we are aware at. the FBI began using Sec; dion 21 authuri 
moor: widely in :200.f5... We will be assessing the effectivzmess of this brezadar' 
use in our next re view. As directed by lake Rea.utlwrizaticm Act, the GIG will 
son tinge to assess . the FE1's use atfcctivenes @f°Section 215 authority. 
Fu; 

ere 
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CHAPTER out 
INTRODUCTION IU! 

in the USA PATRIOT Improvement. emf Reauthorization Aet of' 2005 
{Reautho.r~izaiion Act), Congress directed the Offce of' the Inspector General 
(OIL) to conduet."a comprehensive audit of' the effectiveness and use, 
include improper or illegal use" of the Federal Bureau of Investigation s 

Actual See Pub. L. No. 109-~ 1.77, §1*lJt"1A. $ee-tion 215 of the Patriot Aet allows 
the FBI to .seek orders from the Ffcsreign 'Intelligence Sux'vei§1eu*x~ce Court for 
"any tannIe things," inelucking books., records, and. other items from any 
`bu.sineee., organization, or entity provided the ixern or items are for am 
auehorizeé investigation to protect against in ternatietzai terrorism or 
ciandeetine intelligence activities. Congress directed the GIG to review the 
use of' Section 215 for periods - calendar years (CY) 2002 through 
2004 Ana! CY :2005 through zone. The first report is ONe to Congress on 
March 9, eoov, the seeenci is due on December 31, 2€§0?8 (U) 

(FBI) investigative authority that was expanded by Section 22.5 of the Patriot. 

This report describes the .results of the first QIG review of the use of 
Section 21.5. Although we were only required to review calendar years 2602 
through QD04 in this first renew, we eieated to inciudé data from calendar 
year 2005. {U) 

I . x The USA P.8&'1IRI£JT Improvement and Reautherizfation Ant of 2005 
(UI 

Einacted in the wait of the September 11, 2003 , terredst attacks, the 
Patriot: Act states that it seeksw preside federal authorities "with the 
appropriate tools required to .intercept and Qbstruct ten~ror~ism.K Several 

\»l»»»u\»¥lb\»u¥»»%»%»¢iiub§*»1uV'l.'¢\ 

in. L, NG. 197-56, 115 so, 2?2 {3001l. It is commonly rsfemsd to as %¢ Patriot 
ACL" xv) 

2 The ReauthwizatinnA¢t alscf dimrrteri the GIG to aontiuet rev¢°i¢ws am# the same: two 
lime periods on t&1te~ use and etiesztivszenfess of the FEW. use of riatizmai securing: Ietttzers, 
another iaweatigative .authority Mat was expanded by We Patriot Aer. The €3.¥Gas ifirsf repent 
on the use and e;l¥e>ctiver=ess afnationai security' letter authority is cnuxaiimed in a .Separate 
repcsrt. IU) 

* This :Erin "USA PATRIOT Acti is an acztunynti far the Uniting and Stnrzmngthenimg 
America by Providing Appropriate Tools Required Bo Intercept and Obstruct Tcncorxsm Aezt Ni" 
2001 , 

S 5 UP 
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Patriot Act provision ii including Sefction 1 ii, were originally sc§wdulcd to 
ssulzsest Riga; De feenxber 1 s- (ij) 

'Un 9, 2055 , the President $igzed into law the USA PAT RIOT 
I.mpr»;>vem6$§u.thod2a§on Act of 2{)€}5,. which aniiéng other things, 
made pentnaxxent; or extencleé. sevexai Patriot Act prcrs='isiar¥s.3 Section 215 
was nm; fnaeie permanent but was extendeeliar arther four' years, un°ti¥ 
December 1 : 2009. The Re&uthQrizati.cui.= asia .restlite<i.. iN some 
subst'ant_ive rages £0 Section 15, which we di$.=<tu.ss iN Chapter Two, we 

Hz. Methodology of the are Review (U) 

In this review, t i e  mc; documents o~btained from; the 
Department of Justice<e**s (Department or D€>J} Gti'ic:.e of Intelligence Policy 
and Rmviaw (GAR) and the FBI aviating to each instance of the F`BIlts use or 
atwmpted use of Secéicin 2 IsS authority during calendar years 2002. » ;'?,005§* 
In addition, We reviewed Department rezpfarts concerning the FBI's Use of 
.3ectlnn 215 authorities. We also reviewed a classified report prepared. by 
the of to Senate Select Committee cm inteiligenrze QSBSCH in 2005 an 
the electronic surveillance Qrrxfsess in coxurterterrorism and 
cnunterinteliigence can;ses~ that included a discussion of the F'BI's. use off? 
Section 215.5 We aim exam rad FBI, OIPR, and. other U03 doma'menis 
regarding izhe implementation of procmdurcs for obtaining Secznifarx 15 
orders, including deskurxzents reflecting the obstacles encountered by FBI 
and GIPR personnel during the ixnplementatioxm parocesa, inaprovements 
made to the process, and other issue.  (U) 

The fi}I{3~ cenducteci approximately QUO in terviewg of FBI and 
De partrnezn oiifieials as part of the review. During the field wait phase of 
the review, O=I(3~ traveled to FBI field efifiees in New York, Chicago, 
Philadelphia, arafil San F`1'ancis¢;o to review irxveetigaiive else Ries from which 

3* The pwvisiomsz that had beset; sehedrulmii to ::x.piras= can Harem Ayer 31 ,, 20%, wane 
i¢§@W¥I5¥ ¢xWn'»'iQ*&. w11i8==¢ Cinsngress was attempting to fnaiiwsr the real; zhorimation. lai ii.. 

8 

,¢. 'U'n°#;iI do fall the Qiffiéxé of Intelligence Policy; and Resziaw 'same a ssparatee 
mmanpinnezlt of the Bepaimzént. in March 3006, the Ream theorization Aunt au.thQrisa¢d the 
ereatiarz ofa. Nairinnal Iiiiarizsinn (NSU) Within the Department.. In Setter;-n be* 2006, 
Keixuzareth L. Waiiistéein s#9;$~ eionfirmeéi as the inst Assistant Attorney Genera! ion the: NSD. 
i8h=£>rt3§' after tip&£=, in)II»?R?& flMcitinnxs we :Unveil to the EWSD. (Ll) 

Senate Select Canmmittee an Inteliigenca, Cummitiee semi' Audit. and F8vah1ati<1n= of the 
Foreign. Intelligence: ~$¥;1=me~iII8rm1e: Act Hncacess {»S~'.S'CI Stajféudit), SEC! report mmrxmber 20053 ~» 

47%, Jttly2Q, %0B5. Lu; 

IU! 
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including FBI Assfistaarat Directors. in. Ch61r£&, Special Agents in Charge a 

requests fear Sectiitzn 3 I orders. \Vere initiated. While visiting these: field 
.g_ffi¢:es., GIG personnel in tervimvecl apprordmateiy 52 FBI e1np1n;t§e¢s, 
in Lu in F I distaff 1 et: 0 . z ,Co e Special gents 

'n iilhar e 
Assistant. Special Agents in Charge, Chief Divisaorr Counsel, Supervisory 
Special _Ages to, Qggse agcnii'-i, intelligence analysts, and support p¢t`son.ne1."5 
w. -»> . also <`:<.xrI.duf:ted teiephoxm interviews of FBI agents father Geici. 
offices who Were resporz bible for seeking Section 13, 15 .c§rder=s,. gun 

Washington, D . , G personnel interviewed. 14 senior FBI and' 
GIPR cxfii coals who pa,r¥;ic:i.pat;ed inzpiemerx ting prfaifeiillres and pI'o<2¢-ssing 
requests for Section 2 $5 orders, inciuciing the Qcaun se! to: €3I=PR,, a fbrmar 

the current Deputy General Counsel of the FBI Office of General 
Counls¢l°'s National Security' Law Branch (NSLB) s and other attcarnagys and 
personnel from and (HER. (Ls) 

III. Drganization of the Report (U) 

THis report is dividiaéi into chapters. Frxiiowing Introduction, . 
we dmciibn In Gtxapter the legal Iaackgvound. related to. Section 215 
a~u=1;h6rit§r,- the interrxai pnaemss the FBI and in the Dapaariment for seeking 
S€CtiO¥1 _ 11 it. See-tio '2 5. .. 
invesiigai t o  , c g o  iuo§,w . Q uses in 
' .£eHe&M8m and 6nm1té.®§Nw.Mw8££n-s;  

pi is cnfders, a avmparison of Simian 215. orders to ether 
taois, inciudiggg griming-ai tools, which the FBI uses in 

riiritieiix (U) 

. IN Chapter Three, we provide a derailed examination of the instances' 
in which the FBI" obtained Sectistz .2 $5 Drders from 2662 through 2605, 
including the number of oriiers obtained, the of infonna thorn dbtairnsd. 
puns uafrl; to the urckzrs, and the rubber of applications subruitteé. but fur 
which orders were at obtained. As; the end. of Chapter Three, we discuss 
wheth€r we identified improper use Ni Section 215 authority. (U) 

Section 215 requests, and other parntzélsuns that affected. thc=.F'B . 

in 'Uh apter Flour, we describe our analysis of the implexxwntaiion of 
prracedures fur obtaining Section 1 orders, the delays in processing 

s . E*Bi2s ability to- 
obtain Seatiozu 21 .5 Qrders. (U) 

In Chapter F`iw8*, we present findings on the use anti effect tivenws 
of Section 1 s orders, including our evaluation of methmiis and pwcesse s 
used .to collect, retain, axna.I§"=,e, anal disseminate infortnatiorz derived from 

x . "  n u  , .  mm 

is :mi §iek!. , , 

is tlixge legal. c3ili§ser 
offices are Alan mferréii. £11 . 

I . ,fear the field fiiiicsa (UI 
as "divisions.. "' Cfhiei? Bivisibn see. or 

3 
S UI) 
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tiT1t:l~:S€ on:le;rs,, and haw' Qrders were used .n under e S 8. as 
couzxterin teiligersce nags... Chap #stir Six iron. 

`
I
.
 our it<1 it: so 

in. mumt¢rt¢fxr=erism= and . 

wntaliatans auf aanzzlusiems (U } 

The Appendix con tans the ctinzmeasats. of the Attorney General and the 
Director of National! Intelligence in response to the report.. (U) 

. . . . . . . U) 
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CHAPTER TWO 
BACKGROUND in 

I v Introduction (U) 

This clxaptex* prcsvides 8 dzzfscription of the legal background related to 
Section 1. 5 au t;h=or*ity, the internal proc¢sa the FBI and in the 
Departiirzent for obtaining Section $5 orders, and Si description of and 
comparison in other 'investigative tools, inciuciing criminal tools, available to: 
'do FBI atS certain stages .of .its counterterrori so and counterintelligence 
Investigations. (U) 

11. Legal Background In; 

to Section $5 of the Patriot. Act, the FB! may obtain "any 
tangible the age," inciuciing » a as ks, records, and other items, from any 
'b'Lleioees, crganiaation, or entity, proeiéeed the item or items are for ac; 
authorized investigation to protect against international terreriera or 
clandestine in telligerz be activities. Section 15 did. not create new 
itwc etigetiwre authority but instead expanded existing authority found iii the 
Foreign Intelligence Surveillance Act {'FIlSA} of !.9'?8. to U ac. '§ 1801 et 
seq. First ~we describe the authority as it existed in FI SA prior te the Patriot 
Act. Next We describe the changes to the au tboriiy brought about by 
Section 21 Thereafter we briefly describe the contremferey concerning 
Seeeon $21 e that .arose after passage of the Patriot 0 ) ml 

v Foreign Intelligence S 
Business Raearxis Provision IU) 

L 
b 

. £ 6 1  

Act up' 19?8 and the 

Fl* require e the FBI me obtain order from Foreign Inteiligenee 
Surveillance Court (FISA Court) to eerzcluet electronic euzlveille.rlee to eellect 
foreign intelligence information? Generally, to obtain a FISA order, the 
must shew that there is probable cause be believe that the target of the 

* FISA apjpli-:nations and orders are friassified, Ami fnmiligence cievekuped unfiar F£SA is 
Alan classiiieal, generakiy at the Sames level. Foreign inteiiiglenoe is deffer as information 
that re.Iajte.s to. the ability of the United Sites to protect against: iii actual or potantiai 
attacks of a ftxreiggn power or an agent of a fbreign poser; (521 sabotage en' International 
iterrorisnr; as £3} itlatzxiestine intelligence aetivitiesg :at inforniatinn that reiaszes Ms 
naiinual defen.s, Wendi? oft c;:n<iz.xr;t -of times £mq?eigzzi .of.tihe =&pitaS:+es, in 
§. Wries. nu; 

5 
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is a. toreigx power far an of a foreign power", ea. term detmeci 
FISA Thai: includes terrorist urgani2:ativns.3 Applications for FISA ordxws 

am and presented to the FISA Court by the Departm€°~nt:'s Office at 
Intelligence Policy Review (MAR) IU) 

Qongress provided ilex FBI wiki. adsiitic)nal . x . . t e ut3aar°t . 

drift to: FISA in the 1nid»1990.~s. in 1994, FISA was amendsii to peril 
the i=i1€sA. (court to approve applications am' warrarxtiess physical s¢2§ax=che's 
so § 1822 et. seq. In 1998, Confess arrzendeé FISA again to 
auihnrxe the FBI to apply to the FISA Court far archers compelling 
kimcis of businerssels to "teiease reiroreis its possession" to the FBI.1** 
Hcwexfer, this amendment the scape at the authority in: fobzain 
bu$ixless remrcls from Your types .of .entities cgommfon cararisars, public 
acmrnznodatigan. facilities, physical swrage facilities, Ur vehicle. rental. 
fsmiliiéies. The amendment did. not further define "re=cz§rtls.£" This provision, 
which was originally modified at 50 U.S,C1. § 1862, bmaama known as the 
"business rccion:is"' provision Ami was the provision expansed by Qectiora 
2.15 of the Patiriot. SQ § 18€~20b)£~2z(8) {1Q§8}, as amended, an 

§ 186.1 (2003). {U) 

investigative m1t3*1=::»rities 

The 998 business records orioendtnent also required the FI SA 
application to specify that the records =.»§'ox*o sought for an into stigatioo to 
goth or foreign intelligence kxformation or ora ixwosdgation ounce ming 
intomational terrorism drat there wow "specific Ami articuiablo fonts 
giving reason to believe that the person to whom the records pertain is a 
foreign ~ ~.~ ~wer or on agent of o foreign power," SG U,S.=C. § 1862 (2000 of.) 
Elia language meant that the FB! was limited. to obtainisfbig in°formatix'm 
rogarriing o specific person or ontiiy the FBI was ` .u'westiga.tirxg about whom 
the For had indiviciuaiixod suspicion. In . addition, .the .axnondznon t 
-prohibited the with the order from disclosing either the 

H 

-s 
Degaesuttanniunrxi and ohm: we-ras prior? to tim Patriot Act, see the Oil's report, "Remszewv ii the 
. For g dusqaiiiptinn of :the requirumente of FISPv and How they were interpreted. by the 

and £55 WH the Pafriu A t, -see 'the .IG r¢puut~t, "Rew'e=vv .. the 
'F8FQ Handling ot.Ii1ts':l1ig¢n<:§: 1nfo:=n1aticJ:1 Related oil? the September 11 Attacks", pages ==l»4== 
25 .3 {Jib;:n=us QQQG unxfedactefi and ux1@¥a$sii'im:¥ veraiorl].. For a description Gif ams* the Fairiot 

;;:e:rtainQ a.uth»a1iiii¢s under FISA, she the iQIG's report t.itI§2¢I "A  Review of 
F"BL£s Hamming of Ma Hmxixdnn Mayfield Case", pagfxs I {Mar¢b 2G{}£i} BJ) 

Q We éiisrrwas the profiess far obtaining a urcicr and oivt . role in the pzwcass. in 
M o e  detaiiin Saciion. HI C b¢¥dw. IU; - - - 

in The !§€§8 °a1';fa¢ndan¢ut aisu tM: FBI in obtain FISA amass is um pen register 
at .trapiaind. tow d&m8:I whiszih. aiinw ion .F"B1 to ohtairx the telephone nu xirbiéxs dialed its 
and a. qriaztitzniar te1e.ph.o1'1e number. 50 CZ... § 1t8==l£?;. at seq. WE: discuss pen register 
and. trap and mace devices in Seetirm IV brow and iN Chapter Thing. (up 

IU 

* in  
. "  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 
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.. . any 'izatarmatimn produced existence of the order as in respfsrnse to 
IU I 

. . " . the »f:»I'¢:i»:81'. 

Subsequent to the 'TQ FISFI. amendment area ting invxzstigative 
authority and prior tea Tim passage at the Pzettriot ,Aixt on Qctnhcr 26> E2861 , 
the FBI only Ann FISA orfier for business rec»arcls. This carder was 
obtained in 'BQQU and related to the production of be sines records from an - b7E 

B as Eaqavaemsian at' Business Reenrds Authority by Seetian 215 
(up 

Seetiaza 215 Si the Patriot Act signiticantb* expanded the snipe Fri" 
FBFs investigative authority pursuant to the business records provision of 
FISA and lowered 
Section 21 provides: IU) 

the -snarzdard of? proof reqxiired; The p¢rtinenx- pan of 

The Director of the Federal Bureau -of Investigation nr a 
de signal of the Director {whose rank. shall in lawn? 
Assistant; Special Agent Charge) may make an appiieation am" 
mi.. order the production of any tangible things 
(including. books, r£8£:'iQIlds, papers, do:¢11*:nents,. and other Items) 
for an. i r e  stigaticm to csbtaiti foreign intelligence information 
.not craneerning a United Siiaies person mar to protect against 
intematiOna! tarroriaam or aéianriestine intelligence activities, 
prcwiiiad 'that Mach investigation ~af°°a. IJniti'ezi, States person is rzoit 
Gonsiuctiad solely upon. basis .of activities urotec Ted by the 
first to the C@anstiit11tion. 1861 {a)(1}. 1 I 

(U} 

While they old language limited the of this of investigative 
authority to mum 
sturagie: faaciiiiies, or vehicle re 
expliCitly 

Raman carriers, public aeeamxnociatibn facilities, physical 
. . rental tasiiities, the new language does not; 

y the type of entityor busines that can be c:oxn=t>eEied- bv a 
Section 215 Qrder. So, for cexarnlplez, b7E 

.could cmmpeikd to 
prcwiuw ir;§lorznatior1 uncicsr Section 15. 

s 

1. 

*1 "UWied States person" .is .¢:letlirled .asa szitimn. Inga! permanent resident, as 
unincorporated association in which in "aiabatan tial number" at? menrbars are §:'i1I>i2en$= at 
lags! permanent zreaidenta, and rzarpnmtiasns in.<:nrpo1'ated in the .Uiaitwsd Statesas Fong as 
such assa¢:=.ia§I<vns or mcxrporatrinns are zit= t!1ie:1'£s£§§ws "foreign pawns." SQ UF..S..€Z.. § we :Lil 
{20{l*§`=) go; 

'F 

(U) 

. w e  .».~.».»»»»»»v. .. ... \ \ * \ \ * \ \ \ * \ \ \ \ \ \ \ \ \  .-bow ~.s\\\'\\\ ' \v\v\ . 



Sea raid, Section 215 of the Patrim; Amt expanded the Qategerias of' . 

dfacumeuts that the FBI obtain under business recnrcis prevision of 
The FISA Ezsusineezss records provision we i i i  ad "reizrarti of* while 

Section 215 provides that the FBI Qbtain order for "the production of 
'tangible (including booker, records, papers, documents, and other 

terms) ." This xzneans .Tim FBI may obtain pursuant to Section 'IE I;5, for 
exanlple..l | ~¢ b7E 

Sg;m::tiQ1'x 2.15 also lowered the evidentiary threshold to Obtain an rzxrdsszx# 
expanded the number of people: whose izuforunatian couiél be Qbtained 

through order. The pre-Patriot Act language required that the 
records sought pertain to a person abmxt whom the EBI cofuki show "specific 
and articzxlabsle facts" demonstrating Max the pertsxi was 'a foreign or 

agent Of a foreign power and that Me itiferniatioxi ws;S bi* an 
investigation to gather foreign intelligence inf rzumtatiaxxz or I.nv»es*.igation 
conoarning tit;e;rna~t;iozwi terrorism. Sacnfioxm $i5 no longer ~requi:*e.s that the 
items being sought pertain to in person \t»*h.Gm the F81 is investigating 
Instead, the items sought need only he requested "for auxlaprizezi 
inves*cigatiox1 conducted in acrzorcianrze with [applicable law anti guidelines] 
to asthrain foreign intelligence information not concerning a 'United .States 
person as to protect against international terrorism or eiandesizine 
intelligence activities," 50 U.S.C. §1S61(b}l2}. This standard, reibrrcrd to as 
a. mlevaxice' standard, permits to# FB! to seek infonrnaticm cfxncenaing 
persons act necessarily under 

`uw
estigati~on 

but who eonxaeclted. in sums 
way to a person or entity under inve~s¥:Igation..~w (U) 

Public Goncerna about Section 1315 (UI 

£:<mt1'0vers§.* tcfcusetil on the scope of Sex: 
Almost; immediately a£'t¢r the Patriot Ami: was enacted, public 

iii r e. scope Q gentian 215. We briefly describe this 
c:on°tro\tersy° order to provide ecmnexr for the FBI's and OILER's actions 
~respe¢°i to Section 215 au°rhority° "between 2002 and 2005, which we describe 

in Chapter Three. (U) 

Public concerns about due scope of Section 2 I S authority quickly 
centered on the ability of the FBI w obtain library rerznrds, including hunks 
read by or loaned to library pawns, ;¥~flan2,=+* public eotument.at£5ra began tu 

. .\ a T.lltt§ Ré£it,1~tht§rI¥,&tiQt1 r o a d  the langwliragéé of 8eu§zian 1%2{B}{§l further by 
' pwviniing Heat tangible things. are presftinxptixeeiyr reiwant when they FermiIa in entities .or 
ilmdiw<i§ué¥s that are fnreiggn gower agents of .fxartrigil pouf erg sutéeets of autheriwd 
zzaantexicumisrrx as cxzrurateninteiiigeutze ~£tw*estIgat.iox1=s, as iIld'i'sridua;Is known .to assaeiate 
wiki sxihfmia of such in\fesiigzefians* We discuss miditiorzai changes to $fe£:£Ian HE is' the 
Reaxxthcsrisatiazz Act Seetiur; 11 £03 

Us Q ' 

.. -..¢ l ' l> ..».;.."¢a~<;¢;;-;-.. 



U Q 

refer to: Section 1.5 as the "library provision." Librarians, their pwfessicfnal 
associations, and others voiced conesrris about the potendai and 
Fourth . Amendment implications of compelled production of library 
records, is The First Amendment. concerns related to the broad reeeh of 
Section 2.15. and also 'to the provision ," which existed under 
the previous version of FISA and which fcrrbicis recipients of Section 2515 
orclers frenzy diselnsing the existence of the nifder 'so any infmrmstien 
obtained pursuant to so order, thus prohibiting recipients from chSilenging. 
the order. 

According te Department eftieiais and our examination of 15 
applications submitted to the Department through 20.05, the FBI has never 

a FISA (Benn order for t "e production of library records.. However, 
we discuss. iN Chapter Tore equeets from FBI field eftices asking FBI' 
Headquarters to seek tee obtain information from a Eibrary. .~ Ne of the 
'requests was ed to OIPR., but .this request was never preteen red to 
the FISA Cmm. Another .request wee net presented to OIPR after review by 
FBI attorneys. ~'is . (U) 

b7E 

D i Reauthorization Legislation Results in Additional Changes 
to Section. 216 (U) 

The Reauthofiztation Act included same. subs ta1?1tix?=e azrneméiments. to 
Section 15 addition to extending it for four years until December 1 , 
2009 . For example, the Reauthorization Anti provided that Section $2 I5  
orders mu st, among other things, contain a particularized description of the 
items sought -and provide for a reasonable time w assemble them. In 
addition, the. Act established a detailed judicial review pay: less for . recipients 
of Section 21.5 orders to challenge their legality' before a FI SA Court judge .. 
(U) 

. 

Additional changes to Section $215 were adopted the passage Of 
the PATRIOT Atzt Additional Reauthorizing Amendments A<:t of 2006. 14 

ES For vsnrarrgple, the american Literary Assnriiaiéion (ALA) adopted a resofuiion declaring 
that the }'¢LA= "considers sectiotw of the USA PJXTRIQT Act . , ; a prevent danger to the 
waotnstitutéizimal rights and privacy tights of library users" and urged the 'Son grass to provide 
additionai oversight and Astrand 'or change portions of the ACT Resoliitixan on we USA 
PMERIGT 1'-Mt. and Related Measures That Qu Tim Rights olI Library Lléera (Jan, 29 ,. 
2003i~ (U) 

14 Ebth the? 2505 Reaiuthmtizmiun Act and the 2006 Resiuthnriaing Eunendments Act 
were signed frm law on .March 9, 2066. Although the ¢::oF1fer€I1c=e szoaznnxittee had approved 
thi-2 2£1{l5 Risauthnriiatinrn Act on Ilimzem her 1.5, 2005, the full Congress was unaizékii to vote 
on the bill .because it? an 11 -meek filibuster in .the Senate During. this l' 1 #week period, 

i N )  

9 
U I 
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z 

Far exazicz;;:¥e, the 2996 amerxdmerzza prczvidad that. ii recipient oz' 8 Secriifnmm 
Qi 58 order may# petition §`I SA Court be :modify nr see aside the 
xznndisrzinsure requirement after one from Thai issuance: if the =;a1¢€i¢¥ 
certain findings are made. i s  { 

The Process for Becking Section 215 Orders (U) 

The FBI had obtained only sis FISA order for business 'records prior 
to passage of the Patriot in la is 3001, and no written policies, 
prscsdsrss, or templates for requests or applications for Section. srdsrs 
existed the FBI so OIPR.. The general process <:isscdb€d bsisw Xmas 
dsveispsd and refined 2002 2065, is wests templates for the 
field stfisss' requests .far Seetisn 315 authority and for spplicstisns is 
FISA. for Séétiun $15 srniers. is 101 

AS 
generally invulws 13% plawasceslf FBI 
Haadquartzrs view, OIPR vemriéew, 
the order. i 

As described below, the pwrress to obtain a Secztivan 211 s order 
iiald 

, the FISA FBI service of 
me order Each. phase as discussed the following sections. [U] 

Ms Use huasmesl* FB ii id affine 'initiation 1=¢vi¢w,. FBI 
s renew OIPR 1ewrww\a»= PA Gantt review, and 

A xv FBI Field Office Xnitiation and Review IU) 

The: °pracess begins when an FBI tease agent. in a iieid office determines 
Max: a cmmlterterrorism Ur counterinWlligeuzce itwestigatifm there a 
.need .for business records or othiaer items for which the annrorariz-ate 
investigative authority is Sectimz 5 ?  .For example., b7E 

. . . . . . . . . . . . . . . . . . . . wnswnns\ 

il3n~rx.g1°es:§ twine tanipuradiy exiemisied Me pmvisicns at the ?a;ti'iut Act that Ted 
try ez:~.'pire an D¢¢§¢ernt;@e:r BE, zoos -~= the first time until February 3, 2006 and time $§&'¢:<>nd. 
time until Marian 10, §2B0&. Congress reached &. compromise in early March QQ36.. Aa part 
of the com Promise, Congress agreed to make bonze substantive changes to 3¢aI:is:\r1 215 trxai, 
were inszludéd in 8. separate ml - A  ihiés USA PATHIQT Act Ad£iil§iDna1 'Reaui theorizing 
Anxiznrilxnents Act of zoner. (U) 

_ 

}5 USA ?ATR¥C¥I' Act: s"xddition&l Reauthoriizing Arnewdznents .Act of raoo6, Pub. L.. No, 
i09- WB. Bmsruse these: amendxrmnts wézrez not in ezfkzct until 2096, we will discuss thistri in 
grams detail in afar rfrport czmnexming Section 21 .5 csrtiers obtained by .Tim FBI iN 21306. 
'which is line in Congress bis* iilieeczentzber 31 r Q3£:lQ?. (U) 

We <ieis¢:=aribe in detail in Chaptesr F£:1L1r£he tanxits aorxcerning Tim development at tiiis 
pzrfscaas and Me FB! and i32}7i'R. tfelrzltslafex {U) 

£6 

if? The FBI and (HER "$qt§l=1 refer to requests féiir investigative aui3r1#:»s:it5* ;:&1vsn.anlt lx; 
%c5mn $3.15 as *'t:¥u.si.1§e§;§ tfééntrrds requests" :so "busiNess r¢c¢:»rds appiieatinns \*»'e 
§:ri:nax'°i3.8,' Use the her * "SeMen 2 $5 au°thorltg*" my aSection 2 $5. aardera," but we .may use 

interchangeably in this mmrt IU) 

c 
A terms 
the term "business records" 

to 
un 



,U) 

. 
in 

b7E 

Fairs t, the agent must prepare e business records request form that 
requires the agent to provide, among other things, the following information: 
a brief summary of due. investigation., e specific description of the items 
requested, in Sxplaanatiofn of the manner in which revue sized 'items are 
expected es: provide foreign intelligence ixxfortnation, and the id entity of the 
custodian or owner of the requested item The request; is reviewed and 
approved by the squads. Supervisory Special Agent, the Chief'Division 
Gennsei, and the Special Agent in Charge at the FBI field office. The 
request is then sent to 'FBI Headquarters for further review and 
processing. 1 (U} 

Us FBI Headquarters Review M 

The field ofafiee request is forwarded to FBI Headquarters to the 
"et bstantive desk" (in the Cou ntederrorism .~ vision or Counterintelligence 
Division) and. the Office of General Counsel's National Sec:urity'° Law Branch 
(NSLB) ._ Both review the request determine witleiher. it merits further 
processing, The field ease agent may be contacted for additional 
information or clarification.. It Ag request is re noted, no additional work is 
done by the substantive desk or NSL~ ~. (U) 

If the request is approved, aN NSLB attorney the application 
package that will be forwanzied to CJIPR. The application includes o specific 
description of the .items requested, a description of the underlying 
irwestigo son, a description of how' the FBI the requested items to 
further the investigation, and t.h.o custodian of' records. The NSLB attorney 
also drafts due order for the FISA court j1.1dgo'o sign arturo, which speoitios 
the items to be produced and the time period within which the ilionms must 

w . 

18 The Attorney *£3ezIera1's G11i€ie1'i;t1§°§s' for FBI Natiohat Security Investigations and 
Foreign Intelligence Golleétiun prescribe the investigative techniques available at #Sarah Stagg: 
of an imrcatigation. (U) 

The hu sileas records request .form was not finalized and disiirihuted. with guidance 
to: the Enid the FiBI's Office of General Gourmet until Setsber 29, 22003. Prior to that 
time, EBI field offices submitted an Electronic Communication. car EC, the standard .Eons of 
izommunicatiun within the FBI, to FEI Headquarters setting forth the Held oiliice's request 

.> 
Gaze Support Qi? ACS, which has been the FTBVS nantralized Qase management system since 
1995. (U) 

Tor Section 215 authority. 'ECU anne: Rlplaadeii' into 9; eamputer system callcé Automated 
win 

11 
\8=5 QRE"' UI 



an 
produced. They 

personnel to obtain 
ex: i.rlc1°ude 
NSLB ssugzzcnrisaurs an 
made as a resulx 0 

case agent and other FBI 
was. is rreeesssaxy 

unviewed by 
of: aft::r any additional revisions are 

NSLB attorney works with the c s e ;  Lent an F 
am the information d'1eNSLB attorney believe "aces a . 

in application. The appiieration package is I' vie ii be 
S and forwarded to e 

of the NSLB superviscarsit review. (U) 

OIPR Review In; 

The NSLB attorney tn1°wards the draft applicaxian package to OIPR., 
and the request is assigned to an (HPR attnmey." The (HER attorney works. 
with Nam attorney, casa agents, and occasionally FTB! intelligence 
analysts to iinaiixe, the trait application package. The GIPR attorney may 
ask for aciciitiional information about the: items .n=:quested. or about the 
underlying investigation anti .may -Inaiudp -a.dd~iri<ma1 ~informstix:si1 in the 
application. The draft appliczaticm package is thank reviewed by OIPR 
supervisor, callee Assoeiate Counsvl, who may also have szonéems or _»:~ 

questions that :nuat he tfésoived Upon completion of the final version, the 
signatures of designatexcisenior FTB? personnel are xMtaineé and M e e  
is prepared .for prersentxation to the FISA £2~o$x1r€ by QIPR attQrn¢}t. 

D. FISA Court Review (UI 

to et to 

and the f 

front 

s 

OIFR aaheduflaa the casa an the FESEL Caarifa docket tar .a hearing and 
pmdea FISA Court with aaapy at ,application and adar, ala 
aallea a "read" copy. The FISA CE1ai;a*i;, a -Gantt Iago a d a r ,  
may taaataat. OIPR prior to the [hearing with additional quaatiaxxa at far 

after raviaamg the wad copy of the application and °ardar.. 'I ~ad€ira1sa~ any at? 'the C2aurt'a questions or aanaaraa and 
aa£::aaaar5r= raaiaiaaa to. #Lima appiicaaon as i3I'd&l" prior *pa the 

hearing. 'The» appiicaaan package in than 'formally preaantaci to the FISA 
'Quad far £42a review and at. the snheaiiied hearing g, If the FIS& 
Gear: judge appravea the application, the .judge signs the adar approving 
the applicatiaaa.. the heating, the judge may request aciiiitiaaai 

the. gavammant, In addition., Me judge make 
.haadwti ttaa changsha -as iihc aitdar, auth as the a£ *l;i.a*1a= for the 
.recipient ma praeiuca the itaama, and, "as, wife sign .araar the 

rrraaii§aa.£iaaa.25°»° (Lf) 

III 

ams 

5;-21 

NSLB and QIHR 
mid- ta late ~=-2004. • H 

' agree am a ibrnm or tfxnxpiate Séiétinn appiicratinn urriiil 

the time I our review, in. -adxtiitifin no Associate Counsels, QIPI-I alscé had! three . 
Deputy Go UrlsfeaiS anl?i'w*&é'5ea°cl.<:d. by the .€»aun~sei tar intelligent .Puiicyx (U) 

We Di i>¢!6di§it°5zttioi=x off' FISQQR uzrtielw i18 mpg.  éietaii 511 Chaptmf 'ifharae 

ill; 
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FQ FBI Field Office Service of the Order (UI 

The odor is to tamed no duo requesting FBI field office or the field 
office closest to recipient of the order for service on the ropy 
of the order is also maintained at: {}`[P€R for its records. The odor  is oorved 
of the provider designated in the order. The order sets forth Limo period 
for producing do items, The provider must produod the items roquo stud 

order to the EBI field oifico which served the order. (U) 

iv o Qthar Investigative Authority Available to the FBI for 
information 10) . 

.nu- In aciditizm et 'Section IS oniars, FB! has Wvaral Wafer 
investigative tools that alias it to obtain intorznation from Word parties in 
national security investigations .23 §*lr>r example, FISA perntsits the F~ ~'I to use 
pen. register and trap and trace dexi§ces to identi@* incoming and outgoing 
telephone numbers an a parxieuiaz* telephone fine. Pen register and 
and trace cieviaes do not allow the FBI to listen to the content of the 
Wlephrzne caB..2 (UI 

Same 

`m
vestigative 

authority rests directly" with tide: field offices- 
does not require FBI Headquarters or FISA Gourd. approval. For fexampie, 
naiimzal security hitters {NSL.} are; written remands tram the FBI to entities 
such as 'telephone cuxnparxies. finanrsiai ixlsiitutifans, and credit agencies to 
produce limited categories of vzmstemer and rmnsiunaar tvansafcminn 
in£orma.tian, En the Bald, are authewized £9 approve NiLs. Fiezki 

icca may also send voluntary letters asking a third peLrt;r to provicle 
iutolfznatzia°n that i'9;Hs Qutisitie Tim scspa ¢::»f~tI?se NSL statutes. These letters 
are typically sigrxeé by new Qftice sac, (U) 

in-formation.. The grand jury' aubpnosena is the runs al 
.iravcsriganive to a in sly c Asa y resembles S . s 

In .txatizm al security invs=:stiglatio°rls with a criminal nexus, the FBI can 
ask the United States Attorney Q fiicfs to obtain grand jury subpoenas for 

my a criminal 
ga tool that mostly closely resembles a Section 1 s order. 

€`i~enera11y speaking, the law permits grand jurors to obtain 1111311- privileged 
, \  . . q\g \ \qQ5q, \ \ *" \ - \ \ \ """ \ \§5~g\q§"q" \ \ \ \ \ \ \ \ \ \ \q l \  

i§8 <4 For this repast, natinnai sefazuxity investigations refer to investigations instalxvirzg 
etiunterternurisnz or counterirxteéiigenca aaznjponerits. {U} . 

3}==eau° ixuzasas of an. u s  per n 'an " "G 3 .1 use QS :can £3 r 
L S pa m } be  ii neyear,an.d. Der .f .U . . be an may be w e  
an ad<¥:iiiona1. $89 days. 50 G.. § 1842{§é}. (U) 

HSA psemrxits the FT¥SAa Gantt to authorize enlieciion if this intarxuaiiun- fur up to; one 
rwan-U.S. persons uné 99. days in wases of U.S. pfensans. ikréers for r>x¢m- 

orders for u.s. pergnnis may bit measured am* Up pferszxns may be renewed br one 

€Ul 
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A it s conducting a nation al invite litigation 
.¢§;ild¢,;1ce, in eluding any and tangible items, 'relevant to the grand 

investigation. .. .c n -a nation senunny my S gamma . 
with a criminal nexus, however, do not have to seek FBI Headquarters mr 
NS LB approval to obtain ii j usury subpoena. Grand subpoenas are 
issuant under the ~signat1;1r& of the prosecutor supewis'mg. Qc 
investigation. (U) 

1.4 

(u:= 
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ul 

Examrnxrrnn GIFs $E¢CT'ION 215 QBTAINED :n 
Ci&LEKl3AR 2002 THROUGH zoos (U) 

I * Introduction (U) 

As part of the ft)I¥8's review of Hats: use and effaeiivefness at Seatioxa 215 
authority, Corxgress'<ii1'ected QIG to .include an examination. of this 
following; (U) 

Every buainesa:.rewrd application submitted to the FISA Guurt .. 
including whether: la} the FBI requested -that e II§epar¥1nenw£ 
J1.1s§;ic=e~ submit a. business 'record application to FISA Cami 
and the application was not submitted, and lb; whether t- 
FISA Court granted, mediiieci, or denied any business refearid 
application; {U} 

The justiiicaticn for the failure of the Department of Jus1;i;ce: 
Attorney General to issue implementing procedures governing 
requests for téusiness records applications and whether such 
delay hannaci. xzatkmal .securit (Up 

Ethetimr bureaucratic or pnuoedural impedimenta prevented the 
FBI from full advantage" fix? Tim FISA Ixusines .reccfrd. 
provisions; Lu; 

it noter°*orthy farts or circumstances coneerrxing the business 
xiecord requests, including any illegal or i.rn.pt°opar w$§:. Ut the 
authuri to; and, (U) 

. The effectiveness of the business reeerd reqtle is be en 
"invest tigstive tool," including: (e) what pee of records are 
obtained and the importance of those records in the intelligence 
eetivitiee of FEW end the ; (b) the merztfrer which the 
information obtained through business record requests is 
collected, retained, analyses, and disseminated by the Fiji; . 

(e) whether and how eftee the used infonmeeon obtained 
from business restore requests me prociuee en "enelytice.l. 
intelligence .p1"e€i1:t€:t?' for distribution to, among others, the 
intelligence community ear federal, state, and Ioeai governments; 

(d) whether how often the FBI provides i~nfoz'me.ti be 
ebteinefi from business reeerd 'requests to Lew enforcement 
authorities for use in criminal pveeeedings, IU) 

Le 

:U8 

»:~ 
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In the three .chapters - Chapters Three, Four, and Five ~=-~ we set 
forth the information we obtx:-Lined .in connection with these directives, and 
our analysiS= mi' this ., Wie be in Chapter 'Three with a de tailed 
examination of the $ectio1'1 2 ardors .nhtaineci in CY 20021 through 

2005. disexass the number -of orders obtained, tim types .of 
information obtained pursuant to the c>rders~, the number of applications 
submitted .Mei FBI headquarters or to OIPR that were later withdrawrma, 
the nxlxnber #of Section 1 5 orders that were modified, the end of the 
chapter., we discuss whether we id.entiiied. any improper msgs of Scctzion 215 
ordizrs, (U) 

II. Two Uses of Section 215 Authority Between CYBQOZ and 
CY zoos (U) 

During the period covered bY our Review, CY 2002 through DOS 
EBI and OIPR submitted to the SA Court applications for two di'fller?eni: 

kinds of Section Q. authority: "pure" Section 215. applications 
cam bination or "com ~. ~ss Section 215 applications. (U) 

"pure" Section application is a term used by OIPR to refer to a 
Section 2 1 application for tangible item that is not associated with 
applications tor any other FISA authority.. For example, a Section 2 $5 
request for drive-:r's license records from state departments of motor vehicles 
would constitute e pure Section. 21 S request. (U) 

"combo" -application is e term. used. by GIPR to refer to a Section 5 
request that. was added to .or combined with a FI application for pen 
register trap and treoe orders. The use of the combination request evolved 
from OILER's detemzirlation that pen register end trees orders 
not require providers to turn over subscriber information. associated with 
'telephone numbers obtained through the orders.25 Unlike criminal 
irwestigadon pen register/ and trace orders, which routinely included e 
clause provision of information, F1533 pen. 
register/ trap frees orriors did not contain such provisions. Thus, while 
the FBI could obtain the hers dialed to end from the target number 
through EI orders, FBI aden to had to employ other investigative tools, 
such as national security letters, to obtain the subscriber information. In 
.order to streamline the process for obtaining subscriber information , 
besiwins early zoos UIPR began to append e request for Section 2 
vqqqgqqqqqqqqqqqqq 

25 5" A]S -above, aha FBI did. mist Qbtain authority to use per: register and trap 
and! tireare demfices in natinaszal security investigzxtions until BTISA was .amended Io 1998. (U) 
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. ere 
orders to applications for Fl pen register/ trap and trace authority. The 
result was that information obtained in SI HSA regiatart trap and trace 
orciai* was equivaiant to the inibrrnatiott obtained in a. criminal 
regiatart trap and track arder.i'5' .AA of Marfzzh 2006, Section 215 combination 
requests . waretra Gauger raacfaaaaagt* banana the Reauthorization Act 
authoriaeci the diaciaaare at' subscriber inforrrzaaon in connection with FISA 
pen register! trap and trace orders.. Fu} 

III. Ptxre Section 215 Applications and Orders for Galeniar years 
2092 Thrmxgh 2005 In; 

describe in this see dion Me number of pure Notion Q I 
appiioationa submitted to the Pisa Court during calendar years 2.002 
through 2005; how many of these applications were approved; the number 
of U person and non~U person referenced in the as applications; the 

of raoorcia obtained; and the FBI field offices that obtained Section 2. 15 
orders from the FISA Co-tart. We than toport the Section Q 1.5 requests for 
*adxioh orders were not obtained, which to call "withdrawn" appiioationa, 
and the reasons 'for the withdrawal of the applications." (U) 

A 0 Number of Pure Section 215 Orders (U) 

.y yum-s an co 
be: was ¢n°a<:te:d828' The FISA Godart approved six more Section 215 

2 s EQ- . 

Fear calendar years awe; through 2005, QIPR sUbmitted a total. Qi 2 i 
prim Section 235 app§icat:iuns isld FYSA Guurt approval. .All at these 
applications were approved., first pure Sesztion 23.5 order approved 

the 'FISA Court in. May 21., 2.~ ~4, mare yewaars aftéx this Patricaiz 

applicsations- in 2004, fax? a- tntai of sesxen, Tin: FLSA Court approvcé 14 
Section 215 applications in CY' 2005. 81) . 

as We iritewiewed. FBI agents Who: did 'usthggy were nor aware. out the adii£itiorx.~~:§f 
the Sewticm QI s requests in register trap: and tzvaeezweques-ts. Some; agents we 
inrerviewieél were :wt aware that the pen .register orders. had been m=az:iiilied to ioxzludc.. 
su'bscrI*:ave¥' irzfizrmatia-n=,. and the agents said the GIG t¥:w5= were .still using néeiionzal security 
lextggrs in jdkxtaiit tide subscriber iiifexfnxStiorn gull 

' -In 8£21°:t§'on V, we dis»::1:ss aha issue -Ni maaéfiiied orders in élatéii, 

'after wee@§an§i:ié the 
pure Ami cornizination orders, because bath .Pam and cnrzxhiiiatitm Qrderawerre in¢i=i§etéL 
(UI 

28- The FraI submitting 8écrti¢x:1 1 s requests to DIPE" in spring 1002, b11t11xi8tn.e of? 
the requests irzaiiiated in Co? £602 weired presented tel! the .FIEM "C§{31!.rt.. The tits :request for 
which 8 Sect%.~:m 215 aréfler was <3b£8inmi w.'a'& subxnittesd by aha EBI w (HPR in C1i:tt:»§:»e!¢ 

We-1 di§»»r;a»1i$2s the.. delays- in obtaining Section . 215 orders in. chapter F'<s>ur. (U) 

1 I' re 

U8 
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Akthcrmh a, total of 1 Section 21 and ere were ap.p1'r>~md, tlzey 
concerned only 18 unique requests, Two of the requests mere am# the same 
provider, and time target et A. Target H -~. were connected .in the 
same ive litigation.. After the applications were approved the FISA 
and before the ordéaié wren Serifed, NSLB Iearxaad that "the:re: was pa mistsakfs . 
in the application zzoncerning Target A that rweciecl to be f;:¢>rrected.2Np* In 
earl? EGGS. OIPR submitted a cr>n*e¢.*:teri appii.<:at*k>°n and c:x°btained. an order 
in the spring 300.5 for the same records for 'l`a1'get Before the orders were 
served., the FBI learned that as subcontractor, and not the provider listed 
the carders, was in possession of the records for both Target A Target B, 
The FBI then. subrraitted new appiicatiens for both Target and Target B fox* 
the same' records but a. eiiftemnt presvider, and these a.p;>Ii::ati1t:n$ *'*eseré 
appravcci in sxzmxner Thus, the FBI submitted two corrver;t::.d. 
applications for Target A and 'Ana corrected application for Target B, and *am 
do :wt consider these c:on'e<:t.ed applications as unique. (U) 

. Mc .of the 18 'unique 

requests Wag br telephone sabS<:.ribez* 
infbrmatian. 'With respect to this request., the field f i e  had prepared 
applicxartialtz .fur a FLY pen regls.ter;'tmp and trace artist and wanted to 

.subscriber Inkxnuxaieiorx witéhoui using national security letters; 
The iieici office supervisor Ct:e¢a1=t ~c¥ixre.etlv with GoPR's Counsel for Intelligence 
Policy, and they Di;sema=ssed the ease with a. FISA Court judge in As. EL 
result of these ~dis<:ussir>ns, OIPR subaruittezi appiirzaticm .far a ?»ectii:>n 215 
order fur the suhscdher i1*ltox<rzratiot8» The EISA Cmwt approsrcé two oriéers ~» 

cane for the pen regisierand trap .trace devices- and 8 $'eeti<:»n 2:15 elder 
for the mitted subscriber in"f¢§x~rnatiun. T§a~i.s order was signed an ~axobar 
27, 3004-.~ Thémaiteif' appending requests far Session 215 orders 
for subsc Mr'ih£Qma&0n tea FISA pen register/ trap and trace applications. 

I a 

" i n  ms\.ss-\~m.\=m».\~\.--~»nna»»»\a»»hm»\\~»-\»swww-u~nw~» an 

The FBI miezaitied to wait in sense the order far Target B tmtiltI%t£e new vzuréier .for Target 
A Rafi obtained. (to) 

I 
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1 
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TABLE 3.1 {U} 
Pure Section 215 Qnders Issued by the 

Foreign Inteiligianee Swveiilgnce Candi M 
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We Lisa identified the number of . persons and u m #  . 

in the pure Section 15 applieatians that submitted and 
approved by the Gantt. The fnliowing Ethic shows the results for 
calendar years °20€}2 xhrcMgh 3695, (U) 

. TABLE 3.3 (III 
Humber it 11.8. Persons and Non»£!.S. Persons Referenced In 

Sanction 315 Qrciexs (U) 
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As the above table Shows, in the first calendar year in Which pure 

¢ szWniitted !im-U persons were the 
subject of' the applications. In the seonnd year, amxvliszatioxx-s presented in 
the FISA Court..reflectec ;f persons 
and n<.1N~U..S. perswnsé 

.so 
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.30 The OIL Tsai the inlfornxatixasn that appeared the Seeiioziz 215 applications xo 
detarmihl2:= if t1"1e'subj¢ct ams a ,S. pétson as nan.~i;I 8 pmt=i<>ua!;»* mated, for 
purposes of this wzgalfxr¥ a .is Mfinnd am a S. ;<:i§z¢n or I&i§:fu1 permanent 
resiclmt., {U) 
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B. Types of RacoarudS Requested in Section 215 Applications 
Presented to the HSA Gourd IU) 

We -else identified the type st' business reeesfis were sought iS she 
=See&sn 21 .5 applications submitted pSi the FtI§8I*'X Gantt during sue review 
period, Table 3 ,. 3 shows the nine types of rsecmzls that were requested and 
the number of times those types of ressrds asses sought during calender 
years 2009.-i20(3:'i_33 Examples of the types of records e stained inckzcie 
driver's license records, public secommxadstiexts, spartrnsnt records, credit 
hard records, sud teleesmmxmicaticms subscriber ixzfermsticm for teiephene 
numbers. Lu; 

\ 

1 
'he the case, Me gilanneiltn . 

a FKSA péri regimcerf trap .and tram réquest but far Irxvésnigagtiire rgasatm 65d note 
want to. use an MOL fur the so bsctriber 

'.in%
lo:tnlaiiian, The C8o1iinst=;1 i`é111" Intelligence 

suggested that the FBI append 8 ihectinn 21 S raqguest to t:t1e. -w£¢v/°°r=&§ anti 'traits 
appiieation. The. Court approved the applicatimsa in twéi S¢P&1,,i6Ete arqieré. Thereafter, 
GI.l£?H. began to.. ;=e§g€1laz~iy alwstrzuil Seszftinn 215 atzplitzatinns to EISA can rtmister ftraala .éiriti 
trace ar>n»1icati~:°ms.l 

The. trials it: Table 8.8 r a h  the Mumbai* of 

'unique appiiéatitzsns approved °b8' The; 
FISA Quart, nm the rural. number of orciers approved. III 
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TABLE M 
Types of Rewards Raqueated in Pure 8ec4:ion. 215 Orders IU) 

4 . . .  _ ., » . .  .. .. .,..... \"*\~r$:.:.:.n.::\ .\ \..\.".\...I*...\.. Rv . 
Q- "+:-:~. :~.--.- 

g 
€§Q11.rce> QHPR. IU) 

\\\\.\m\ \ \ \ \  I .; 

i . r 

b7E 

C s FBI Fieki Giiices That Submitted Section $15 Requests 
Approved by the FISA Court IU) 

The (DIG also arzaljmfrcl how many FI}?»I Held offices submitted pure? 
applications tor Section 215 orders that were presented to and approved by 
the FISA Spurt. A total is: )f the FBI's 86 field offices per*:nt} applied 
for the 3.8 unique pure S'»@:€3tx0;>n £8 I S orders approved in ca* f8rnaiar yfsars 2{3il)»$ 
and EGGS., Table 3.4 ilitiistfates the mlrxxber up oreiers a:ss::1cia§ed with each 
FleW. o$'f§<8fe her time two calendar years which pure appiicafions were 
approved. 

b7E 
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TABLE a.4 we 
EBI Mme QiMzes That Submitted Pure Section 215 Requests 

Apprawed by the Gorwrt IU) 

*Z~. Q. .g Mr mm hmmm ""§:l~'¥;. 
:c 

*.\v.~.~.' . _ -x-:~ 
_II2~I~!¢ 

~\°.°k* 
:8s1r&r¥n&tlk > .-=:=.-=;=a<.-=§;=-=-.z-.<@~.~»...-.-.=~=.== 

| • • • l~. : 0000 . O O  • 

0.0. : :-° .0 

:i<:e=~'- i =<- - -. ==as.;? 
°?§\s°h°>° we §§ 

IQ 
' 
~ 

bl 
b3 
b7E 

o S : 
§ ____,_.__.__.. __.____ , ..\........~... _____________ 

» 1.1 IU) s = 
2 
• 
A* . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 15 we 

. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . * . . . . . . . . . . . . . .r 

Siiuzrcttr Mme and t i e  FM 

We aim a S h pure 
applications were submitted and -nztders ssrera issued. The 18 unique pure 
agpplicaxiorxs were grouped into three categories* counterintelligence (Sli), 
moun3;ertem=orI.sm~ (CT), and Cyber investigations, The ibliowing table éhnws 
the of `mVestiga£iQ1*x$ used l:>u.re~ Séetim 5285 oréiers. {U} 

lookmewe! at' the of westigatiizsns- from which pi 

TABLE a.s we 
Types of Investigations. that Generated Pure Section 215 

Requests Apgruved by the Frm Court (UI 
\ £ \ \ \  
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3.8 (U) 

8~°? The FBi?s ilyher 'Division iS wspunsihle fm' mferszeirzg traditional. 
investigations 

`uw
o.lving 

:lac of cmnputers or the Internet, such as scxwai predators who use 
the In terrwjt to exploit stzhildren, The Cyber Division is also respnnsihle for moofriinatirmg and. 
so pervising investigations at iniruaxnns unto govarzzment aamp.t;=tez* sg..='sit¢£1mI§.s :no zszetwvnrks 

or authority is not available in 
rzyhea* #criminal .investigations but can used in national semuritgf cg; be ixwestigatirans. (U) 

go . . 
may be apunln surfed by l'<rr¢&gn gowemménts. Sewmtien. 215 
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D. Withdrawn Section 215 Applications (U) 

oi- refererzee, we describe all of these instances as "wztllldraxirii" vmlquests or 

In OIPR and FBI documents fer calendar years 
through 2005, we also determined that there were 31 instances which the 
FBI sought Section I orders but .did not obtain them. The be requests 
were pre pared by the. FBI but were never finalized either by NSLB for 
submission to OIPR nr by OIPR for presentation to the FISA Court, For ease 

applications, although in cases we were unable to determine the reason 
the request or application Nat it to the nee: level and there did not: 
appear to be an effirxna time decision by anyone within the FBI not to prone ed 
for so S1.1 bstantive reason We describe this category of withdrawn eases in 
more detail below in Section D e. et gm o • 

First, we provide descriptive information about the withdrawn 
requests and applications, such as the types of records or other items 
sought in these withdrawn requests and applications and the field offices 
that sought these Section 21.5 orders." We than describe in retail the 
'reasons that Section 215 orders were obtained for these requests and 
applications. IU) 

1. Description Data 'Concerning Withdrawn Section 215 
Requests and Applications (U) 

which no Section 215 order was obtained. 

.According to OIPR and 'FBI records, 13 FBI applications for Section 
5215 orders were submitted to; OIPR but were never sobrrxitted to the FISA 
Grunt. Fifteen Section 215 requests from FBI Held offices were submitted to 
FBI Headquarters but were never presented to OIPR for further processing. 
For dime. requests, we lacked sulfiicicnt information to determine whether 
the request was withdrawn while the request was pending at NSLB or 
whether the request. was submitted to OIPR and was withdrawn while the 
request was pending at OIPR. Therefore, a total it requests 
applications were submittrzéi during eaiendar years 2G02 through 2005 for 

~;u1 
."Fp~'1'l*. 

T36 

35 The FBi"s and OILER's recnrdkeepihg systems at the thine had limited ca.pé3tiiliti'es, and 
tiiezte was no system for tracking Section ms requests either within the EBI' or DIPE. We 
dctuzrxnined the number of requests and how they were proQasse& based on documents and 
interviews. (UI . 

Section 2-15 .requests that were submiiteci to 'N$LB but were never presented to Qua. 
are referred to as aawithdrawn requests." Section 21.5 xrequasts that v represented to (MAR 
as drain applications but that nevenpresanted to the FISA Court are referred to as 
"withdramqj ap1>}iQg;ti'ons." (U}. 

2.28 
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a r Types of Items Sought III 

I 

We: also fmamined. the 'types of "tangible "things" that were so ughs; in 
time 'a»'i*Zi*:dt*a\a?z'2 requests and applications., The GIG idea fifed categories 
of items revques Ted in 'these requests and applications, which included: 

I 

I I 

[able jib snows .how often .eaten or .recurs 
was requested in the withdrawn appliuatiuns. $3 

l (s 

. 3.6 [UI 
Types of Records Requested in Withdrawn 

Apptieationa for Pans Section 21. Qrders (Up 

! 9 1  

g; 

pa 

S<>u;'¢;re~ £i>¥'£*Rmx€I the Fax IU; 

. FBI field eiiicee sought but did men ebtein Section 215 orders fer 
library records one two ecee.eie°ne, In one of' those in stances, an FBI field 
f>.¢- . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . - Q !  

. . . . . . . . . . . 

as The FBI Ckistikl. Not 

'nnzaixaae 

cilcairlxmseznia:tion on one rat' the wifhdrawri mnn"¥ies;.tinn is. IU 
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I Iqfficc snueht a libmze 

discuss the=se~ requests in. aetazl Zn €:§e<:t1Qn £ Do£OW.. £Ul 
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b. Field Uiiices Odginating the Withdrawn 
Requests and Applications (U) 

We identified the FBI field offices that initially submitted. the 
withdrawn Section 215 requests. Table. lists. the field. offices that 
submitted these requests* (u) 

TABLE as we 
Breakdown by FBI Field Office of Withdrawn Section 215 Rtaquests 

and Applications (U) 

(HER and 

if the ¥'*l8I*s field offices (0 aerceiit] and (58 
[originated the Section 21 5 requests and application S, 

far which Section 215 orclers 1;-#ere -nevsa obtained. IU; 
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2 4 Reasons for Withdrawn Requests and Applications IU) 

We reviewed the ciocumemmts concerning the 31 'Withdrawn .requests 
and applicaticxns and intewieweci FBI, NSSLB, and OIPR personnel to.. 
determine 'why the Section 215 orderswere withdrawn 'Fable 3.8 below 
shows the number of withdrawn applications associated with each reason. 
{UI 

TABLE 3..8 (U) 
Masons for Withdrawn Applications 

for Pure Section 215 Orders (U) 
y 
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Statutoorv 
Insufficient infonnatiun to support request (UI 
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1 
_-_....._-...__.._?_£ Request beffcaxne a full FIEBA {Q...__._..._.....__._ ____..__ 

Fro§{ig§°..to1§.§§jagent it did not have the record IU) 
FBI could not resolve Q'IP¥§'s concarn about.apprc»priate 

__stora,ge.o§.ir1§om1ation*LQ)____ 
Objection be .another agency 

1 ( r . 
N 1 s. 

Unknown . 

. 

6 
Lfotal (UI 

Source: the FBI IU) 
s Q *  

ml sun; 
. . . . . . . . . . . . . . . 

~v\¢»-s 

We .identified jive categories of reasons that apply to the majority of 
the .requests and appiicaticms* (1) investigation was closed Qr changed 
course.; (2) alternative investigative Mol was used; (3) statutory limitations; 
(4) insufficient information to suPPOrt the request; and (5) unknown.. Below 
we discuss each of these categories and. provide descriptive examples. (U) 

8. a Closed case or investigation changed course (U) 

The first category were cases in which the request was withdrawn 
because the field oMsze closed the investigation ¢;1r"the investigation changed 
eciurse and the information was in longer needed. We identified nine 
requests or applications #that were withdrawn for this reason. Based on the 
information we were provided, we determined that most of these requests 
had been pending for several months., and .in one case over a year, at FBI 
Headquarters or QIPR at the time the field office elesed the investigation or 
determined 'the iteme were no longer needed We discuss a .few examples 
below. co 
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(so 
Hz one case. field n*fl¥lin# sma=m# ****=* Section $2 IS ='°~~' *~**°v* ~t°n =~*ISL§3 

-a1°out1d~~Ju1y 29{)4~se¢1»:iug .records fzfor m,'iNSLB 
provided a draft application to (HER on August 4, QD04. in 
an NSBB attorney sent an e--mail to GKPR asking that like request be given 

refers to disagzwleemam- hetwefan NS»L8 and GAR about the icxzei of cietaii 
'abmxt the investigation that OIPR had requested for the application. 
March. 3, 52605, the (HER attorney sent an e-m=aiI to: an FB! Headquarters 
supervisor which she irzfbrm-ed .him that she was meeting with one of her 
managers about the request the next day and in prepamticm for this 
nxeetixzg asked the FB! Heafziquarters su'perv*I~aor about the stains of the 
investigation. The next city the .supervisor replieds= "I b§1Ieve.¥` have venmd to 
you enough about. this process an ci wham a 'hindrarzcefit has been to our 
,investigative efforts. 'That being said, I request that we wi>:hdra.w our red 
[sift] Igor business records. as [the case is] to the point now where the wcuxtds 

moot," The NSLB attfzwrxey who was copied. on this e-Quail eixchangc 
farwiarcied it xo the FBI Deputy General Gounsei on May 26, mos, and the 
Deputy Genera! Counsel responded, "I can understand gaze, fmstrazion. I 
will lei IOIPR Deputy Counsel] know [it ill withdrawn." U, 

"same ~i:>rion'§y*'° bvaczazase it had "been 
' 
m the pipeline forever." The also 

a. et 
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In another tease, the field ofIF1::<¢ sent the request to NSLB on July 14, 
2004, arid. NSLB torwanded a draft application to CHPR 11 September 2'7 
?t'tfl4 '¥"!*!=* r¢~r#:¥f~=a¥ zvgq *Br nu row°r¥¢"r in pellirql nproducc 

in 5.2, 2005, FBI 
2-§eadquar~cers supervisor xmotiikci n.S§§3 that the .infmxnation was nczlonger 
.needed because the FBI was going to intervie=wthe target. The :supervisor 
wrote in e~maiI, "Au interview is forthcoming and the records, although 
r1"&at:°:1 al six months ago, are m~ ~.~ ~t an this point." (U) 

15; 

£11 another case, the field otfiw submitted to' IFXSLB around fssaxusm 
*?{?¥i"}4»'°it~§'1*f=m'r===#ai* "to l'ec<>!"dS concerning to# 

SUB submitted pa draft ~appiir:at§<m. to {}}?¥2 on 
September 2'?, 2064. Records slfxow Thai an QIPR attorney had drafter an 
application. and provided. It to her management on November 5, 2004. Hz 
Januaxgsr anti March 22005, email mama indicates that NSI.,~ was addressitig 
same issues in the applkzatiou raised by QI?R. In June- 520615, NSLB 
attorney inquired about the status et' the request with £}iPR and was 
Mfarxrxed that so. Deputy Coxtnsei in (HER was reviewing the 
application. In emrxail dates Qcrtober 31, 21395, the NSLB attorney 
m£ifiesi 5eId agent that OIPR had asked for mare inform,ati.on about the 
request and inquired whexhez' Elm: field Qfiicc still neecicci Section 2.15 
order. "~ Rx Noven:1ber 3, 2005, the field af f ine  responded that the Swabian 2.1 
order should .be withdrawn. in an EG explaining 'tie status o f  this 
inveastigatiox the fzeki affine reported Thai 

. . . . . . . 

bl 
b3 
b7E 

bl 
b3 
b7E 

IU) 



:1:~ 

s 
I 

In a
. fourth case, the Section "215 r¢quest'f,01 .rpm r 

vis slant. to FB] Headquarters it June 6, QQU5.. SUB did it °recei.veI in é 
request until July 14, 2005. In August 2005, an NSLB atinrney began 
inquesting injbrm8 tick iron: the case agent about the underlying case. 
questions required the case agent Io communicate with ancsther inteliigenrzii 
agency, and the case agent experienced sons delays "in obtaining 
irxtoxvszzaiiinn from that agency. In late Angus t, September, Of Io Ber, 
November, NSLB attorney' sent e-mails in the cam agent asking for a 
status an the rgquemeri iwrfiwmMifxn CM i">»'~»rwr>¥°»»» 15, 2005, the fieiei office 
notified due - la the field office nm 
longer considered 'The fieié 0%:e 'asked no withdraw the 
Section 215 request, At the time of the withdrawal, NSLB had nest yet 
fOIT'w£11'd€'¢d & Cig-aft application. to!! gm 

re";=F31'eii§ 

. . . . . . . . . s i J 
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b ax Use of alternative investigative too! (UI 

We "iderxrifie .vases in which 
the Section r 
.some examples- of Lhasa requcsas below, 

*We xdmtiiie the FBI obtained the 'items sought in 
'S 215 wequewt through other investigative means. We describe 

ii? Library Is,,.. 
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On Nsvernber . 28€}G3.'a iireki oilfincf subrniéted to N*'é§L;8 a Section 
request fan. .library because they field office 
believed the] 

the field 

- 

:co FB! ¢mp1<°3w==e8 in 
ofticn, an NSLB supervisor nM permit the reaqnesz its go farwazadi 
because of the paiitical contimnmrfaarqt =sx11f1*o11:ra;dinLg- Section 1 

€Sl 

0 the ca cotitixnuirsaacqt urnoundmg- Segation Q15 :qui-§&ts fer 
in~ft>m:c§tinn from' iibrassies, The NSLB attorney what reviewed the request 
told the 0116 katz she. attempted to go; appzfnxral for the request but-' Hemi in* 
supervisor denied it because it involved alibraxy. "Fha DepUty General 
Counsel for NSLB told the (HO. that he believed DIPR and raw 'De a ~., we. 
wauici disapprove of the_FBI seeking inforrzxation frenzy a libtasry, especially 
since the FBI had not yet abnaisrzusri its first Smcéion 215' order. He he 

whether the fzieki- di8§=@s& could the information -Sam; 
ether means. Onces. the field- Q*H`ic¢'w&s advised that NSLH would 
'§?¥E§plica£ion to GAR., the Reid ofiiee sough*l 1 

and. eventually Qbtaineq | 
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t refunds QU) 
S i 

I 

December '38, '20 Z8 : . to c 
on a target business the°t;°w°c: '**~zli¥ "1'*~-*nnf° P" 
we * I I  Company x tzfa pro»*ideI 
Target The Sedition= 2 .1 S request was for Company X to provide records 
afnnrzexrn Imai "Tm rszret. E's: 

8 a iiseld Qffifze ssahnmitced a Sefstion 215 request 
ha F" 'l"»*°1~rwt F 'hmm hiv~w'¥ r'»nfnfvn~"l 

(J n 
°9.I"}l"l~4 

fprovideci to Target 
Far r  an iv S NR! ,R so ri1wEs¢e;¢1 ilhv==: five Iri n°lTi(;€ Wat 'because 

| moat appropriate t.o<:'l for 
rabtaining the records was a national se~ouritg,i*' letter. The fieiti Gif ice later 
issued an .NIL for the .i;€s.for*:na.tion.°39 }@}i') * 

I 

I 1. 

. . n  ib? 
_S) 
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€}IPR's statuixrry interpratatian (UI 

S ,l 

action Rights and .Piivauegt Act of 19174 

20 u,s.e:. § 1232g (aM-I. The Buaikiey Amendment asses provides 

of the ;P`BI's Section 225 requests £hat'were 
Iatqsr withdxianvn., including zilmte first request, were affasteci by €>IPR's 
in rpretatiao of 'the Fhwaaniiy Ewziucatao Rough n vauaqy Act of 1 '74 
(FEQRPA), cnxnxmnniy referred to as "the Buckley 1°i:nnmidanmlerzt.* The Buckley 

applies in all educational agencies and institutions, ixmicluding 
Qolieges and universities, and governs the rights and privacy of students 
and parents. in reliaiiien to access 'to release nfeducatinnai records." 
20 U..S.C.. § 1232; With veiépnct to release oteduéational rewards, life 
Bucking Amendment pwvides that -vséiuefatinnai e*rt£ilti¢s will not 
feéieasal faurds they ztsieam educational. zwegotds- to third partias- without 
"written cQns§nr from the siuzinntk parcnics' except in aircuztames, 
such akin aonrwcition with a stuéierWs- &pp§i*eatian for .tzmancial aid. 
2 S C 1232 The' ack by en es provides that an 
xxciuxzmiiranai entity does '&a*»'e no isbtaism written eunsent to release 
edmxcatianal reccarcis '"in. compliance with order, or pursuant to any 
lawfu}15r~issued su'bpoena"; however, the entity must rioriily° the student ant! 
parents of the order or subpoena in advancer of complyiNg with it unless the 
count orders the incstitUtian not to discicsu the éxisfence »::igor content of the 
subpoena nr the it1s!;iMt;I§x11's response 20 RMS# Q, § 123~2g £b)~(1~}lJI}(il Ami (ii) 
Land {b3(;zl(8), (U) 
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Me :Isis affine did it nQti§»=» n¥é§i;§;= Thai; 
(UB 

It Mféié tvithdrawirlg this .request until Jung Et. , 

G 'F§8R.PA ii& ear! "the Buckley Axnretxdnxent* .azthzr imp 

°l1rirxc:I;1axl 

a.p°=m
;su§r. 

than 
Junes Buc3cEe§*` of New York. (U) 
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The Buckley Einvsendrixent an. issue the FBPS Sec: lion 
I request. In a Letterhead (LH M) rated April 83, 2 e02, to 

DIPE ., the FBI's Assistant Director fur Countertierrarism requested 
e:¢.i°uc:a£°§nnal recarcis, including 4 
w nu andlad this request ~t¢ald the GIG arc D panned a ii aft appia cm 
and thaii-t W88 apprmfed by .her supervisor in June ZBB2 and than mm et 
to the flour set for Intelligence Policy for his review. 

university br Target. E pursuant to becmtmnn. ;&.¢a~. Iris. Um!! attorney 
G the prepazieed a parfait applieatinn 

and pnmriided 
. 
. 
| . 

\ 
! 
| 

The Gourxsei far Intelligence Palirsy told the GIS ihafrhfe was concémed 
that the Buckley Amendment might limit Me rezaxzilz of Serztifan 2158 with 
:expect to eriucatifmai reeorc§.s..~ He saici that he was mnaerned because . 
$¢a£Ian '15 did :it caniain the proviso contained in Gofer parts of FIST% 
starting that "notwithsiandissxg other Provision ~if laW," 'the guvéafzzment 
may obtain certain types of information. ~Acc»arding to the Qounsei tar 

In . tits' .arc Q .SS so -h in d ca! rrcnords, couitl be 
similarly construed-. Awarding to the stuaniff audit. report of ='F`P5-A .pregpamii by 

intelligence Poiiey, beeauée Section 215 did not eontaila this language, it 
Wid be superseded by the Buckley Amendment and' disclnsunn of the 

records request to the sbldent and would be 1s!eqslIiretii& The 
Cinilnsel far Inteliigcuce Policy told the OIL that he- beiieved iih§i -otimer 
statutes that also state or imply Mart they » ~viiie the exclusive :means oji 
Qbwining :certain of rewards, such as tax or mcdicai 

y F 
ssci, this caneesrn was shared by sarxw of the iavstyers at NSLB and 
elsewhere in the -Department. (U) 
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Howfever, accorfiizrxg to the Corina semi far Irrte11.igene¢s: ̀ %Hc35 GIPR did 
Mf t refuse ix# seek 'Section 1 orders for educational racvrds. He: said that 
~GIPR= wotxid have been willing to present an applkaticxn to the F§SA €lr>urt 
Ter eduaatinnal records it FBI cnnsidercd the irxforniatinn important 
exxuugh wanted to pxwz"-ss the issue iifiilfl 'the Court.. (U) 

According to. DIPR records, the FoPs Section `2 request with reispeitzt 
to Target D was withdrawn an November 24.5, We were unable no 
wsssxs wssswvw 

=iI 

*Q 'l},b.{2 § §'232gl.§}, AcwrdMa to NS.L¥3 

"aha: Patriot ~Ac:t a~tli§1erll a. now subs§ec:ti¢:1n to iihfz Buckley.Ame,ndnw.11t. This subsection. 
Prmwidw that Azwmay G1=:.ner*a1 may applasv ~x~ Ja court of aoxrqbeétmt. jurisdiaiiun ¥¢r an ex 
parte order requ;I:ti:u,g edUéatidnsil I's&tu&Q§;g' tbpnwide ed°u#:',8:ti0n1ai ree-arrcis ""r¢1¢~mx:ct.1:a an 

Tia£¥rriZesd ixweaitigaticfn. at Prossscutian of Icmffaial d'e¥ixled. federal t¢rr¢:§ri£a1n nffanswi as an 
:act .of ¢ifanaes!Iir: jam ititernaigicsxial tenuriWi." 12 S C § 2 2 (5 Afzcscs :fig £5 
dru merits, :Gi§?*R took the position that this .provision dad not apply to. FISA ifliafurt orders.. 
*Elm Gmansei tar InteMgesxmme Policy to§d the GIG that, withnxzrtz the epportrunixy to review 
:Wen merits an this issues., he £iit¥ =z:=¢a=1= meal! what, if any, position he dual: an this provision at 
Me IWtriut Act. (U} 

.as Staff»a»' Qéiudii, supra. rate 4, an I 9 IU) 
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determine who within the FBI made this decision. None it the NSLB 
aitfxmeys we intewieweé recalled this request or who handlezi it. The 
Cuunsai for inteiiigenae Hey told the of that the FB! may have depiiiefi- 
not to pursue the Secztitsxt 225 tzrxtcier beaausa this request: could be 
problematic with the FISSR Court and because it was the F'Bi's first request 
for a Section .ordc':r.3 (UP EIB 

€JIPR's concerns abéut the Buckley Amendment affeéWd 
.co . n 215 'requests.4" (83 AU] Section 

£53 bl 
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In University 1ib1rau:y's records IM (u: 

I I 
'In February 2003 the FBI .sent a Section 215 request to OIPR .far a 

wgiiwrsitv 1i'brarsr's :ecards concerning! 551 

in an e~mai} dated April 28, 2003, so the Ccunsei fur 
luv;.tU£gu:331L~!:: I dxluy and others, an QIPR attorney wrote that she had spoken 
to an FBI Headquarters supe:rvi.sor about the request and advised him that 
she was concerned that "the request would not be allowed. under the 

bl 
b3 
b7E 
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5 r 1 z 3 

$3 The OIPR attorney who worked an this case told the OIL that the Qfficc of the 
Deputy Attorney General m~¢ievved the application and determined that the applicratinn 
should not go ihmvard and suggested that the Oilt3¢:e of Legal Counsel (GLC) review the 
applfratian. OIPR submitted the application to GLC with a request for act opinion. in early 
July 2032. However, GLC :never issued. a written opinion in response to the request. The 
Counsel for intelligence Peiicy did the GIG that he clk! not rerrail discussing this particular 
application with axzyens from the of the Deputy Attorney Genera! or whether anyone 
advised owe not to submit the amziixfsatinn, in addition, he Suki the GIG that he did not 
recall submitting the application to 0318 :fer review. (UI 

......44 In. lt1¢ FBI requested ed uaaiianal records, but it was not éireetiy affected 
by OIPWS interpretation of the Buckley Azneudtnent. In this ease, nets adsrisead the field 
office i" it lacked su1*Fi¢:i4em' ssxnnnrt fstsr the Ne=¢x¢xe=st;. We disam'»se=1 this names in Saactinw D 
d below. 

I I 

I I 
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We counted this request as a request for library records rather than a request for *$ pa Rex 
cducati<:¢na¥ records, The: field office sent its request to F81 Headquarters in an ECU dated 
'Fefaruaxjse 13, 2003. We were unabh: to detemfme when this request was provided to OIP¥-Fc. 
(up 
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Buckley Amendment." She Wrote that she to. 
fur Intelligence Policy try discuss the application. iu3 

the Counself 

Neither the Counsel 'tor IN telligence Policy not the (HPR attorney could 
recall what happened with the request and whether any additional 
information about the state B oi .the request communicated to the FBI a 

No one from NS LB we .interviewed recalled this' request.. FBI dncuznen to 
show the and GIPR 
documents .show that the Elrssxstailt Director Mr the .Flz$i 's 
Conn terintelliganoe. Division sent a memoranda Lura to OIPR dated. 
November 14, rescinding its request for a Section 215 order. IQ! 
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(2) University records 4 
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On Atari] 252. 2003. a Held office sent an to FBI Head martens 
I I I .  I 'I I | I . . . . . . . s Q . I . . . . I I . . 1 . . I I ¢ 

_ I 

application for this 

Headquarter re dated 16, 2004, the field office reported that there 
had been femonths of discussion .and debate" about the request between the 
field oftiee, SLB, and OIPR because of Buckley Amendment. The NS LB 
.attomev who was involved in dis ease told OIG that .in late 2003 and 
early 2004 Me FBI had not yet obtained its first Section "2 order 
net want to use educational records request as its test ease hecate se of 

legal issues involved. Consequently, NSLB did met provide OIPR an 
request. tux 

1 1 

* I S I 

(3) 
r ' l  h 

varsity 
°~ther educational records [81 

' .'Un 
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In Enid -2005, a iieid office eubmitzted a request fer educational 
.records (IJQIPR .records shew that this request. received by DIPE on 
June 14, 2005.46 FBI documents shew that the field efiiee and NSLB again 
discussed the issue of the ~ ~uekley Amendment and the problems the FBI 
might eneeun Tex# with attempting to use Section 215 re obtain educational 
records. records show that the FBI 'withcirew the request en 
Oeteber 7, (U) 

45 45 lit is p¢8\ssib1e Thai the .mga ¢51Tic£. submitted the .requéai directly Ra CUPE and pa NSLB 
at the same time. We were r;i~n.abl§"= Xo éisxwmine 'from FBI rccoxids when the Held office 
so-brniiteri. the request. (U) 

32 

(un 



(U) 

g- za NSLB and QIEPR attorneys, this statutory ir:et¢rpretati;§z1 §A£8§:£:8idi¥1 feta ii$LB d QI it et: , is aiutoq if temp etatz. 
issue been jaeidressed Section 1€}6(a){2) of the Iiieautiuonxation Act, 
which amended Secticiu Q. 1 Séesticzn i06{a)(I2} pro virias that applications. 
for produatican of educational., medical, tax, library, and other sensitive 
categqxiés of regards must be per=..*m.nal1y approved the FBI Dil'ectol*, Tim 
Deputy iliirexztor, nr the Executive Assistant Director fur Naiis:>B.al SccutiiY a 

$¢e: 30 U § .I see 1 in) (3) . Counsel. for intelligence Policy told the (DIG 
he had prnpzused more explicit language to clarify that Section I. 5; xriixnped 
existiirig laws conmernirzg the prociuc dion of the se: sensitive categories of' 
records, but the Departnwnt did ma t. approve this language. Acaiarding to 
the Coutzsei for Intelligence Pkoii<:y, this pwavisifm has not yet been 
challenged. NS LB and QIPR aiitcarn as tcaid the GIG, however, that 
'believe 'Section .15 as amended acmtrols the production" of educational 
records and., thereibrc., the Section 21 non~disc:it:sure provisiaxxzs apply, rant 
the Buckley' Amendment notitieatiun provisions. IU) . 

4 

InsufHr.zient information to support request (U) 

deacribez thrzsa cases , 

We dent;I¥ied eases in which a. de;termirr:aili§n was made that 
request §ae.ker;I saiiicient. or adequate information to in forward. We 

s beiofwr. ~fig ,am 
i » 

£11 Eduaatiosaai recons 
' u 

, JJ; 
| So 
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I 
A field office sent a request to NSLB for educational records, includiixg 

in Isis sunxlmaw of the :Iztfvesti&a.tion.. the 17*Iek*I ave' 

»tip#*#= w1°t>t¢>2 Mat 
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[In addition, the document'=stateé1 

I 

I 

'Mas me 
| 

I 

explanaitirm of the may to 
office wrfot=e Thai it had reason to 

asiin for requesting the educa.tirm.:=xI rectcm'j.:sa. the Held 
believe ha 

'I'k...~¢. *rant "o.es~ae~s§- 1»w.A*nil 4~!=~» »~d~ e4~¢-an -M-n i-iluan 
I 

1 
,S8 

I 
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I 
N 

The request did. not narthex' explain how the 
efciucatwnai record would be used to further investigation. | I I 

i 
U . 

'I 
| 
I 
1 

i 

4? 'W'e egurutd HQS; Qetnrm.ine *ha dame .this .riequestt was subluit=tad ;to Hama, (Lf) 
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(5) I 
-considered the request to *V 
neatrinu nducs tonal r1=~nnr*Iz8. 

..h 

The NSLB attorxzcy who handled this request told the OIG that she IT n-rnhlssrnnrin I*werv:4.zas=z»=° aha i"u=~.3r*! nffiae am 
r=d- 

he stated that she recalled discussing the 
problems with this request with the field office. CM April 13, 2005, the 
NSLB a.t3;orney sent an e~~mai} to several field office employees about the 
request and wrote, "Can I consider this requssi withdrawn, in might of the 
issues we've discussed?" The field office confirmed that it was withdrawing 
the request. l (  :UI f, 

a ._ 

I (21 iuformatian .U8 
in July ;2ao4, a Eeks office submitted pa request to FIX Headquarters 

records that wma inaiewl al .~I'or -a !J , 
| .l" Qne o',S! 
may U<.!.».l=l.~v,5 £ua ¢,.lxb x!Aa*.x1.uk=u.~&vn wuyybrl <.!~8», uh, .la&!f L»»»l..\5cl.L+».»4.I. Q* »1.u~» get 735 

izfzforrnation obtained from a. hunzan source. In respnnsaa to a request for 
information .from the OIG, the iieki ofticze reported that some time after the 
Section 2.15 request was subzrxiiteé to .!?iI Headquarters, Tim field office 
drsteruzixzcd that the source provickfi false infnnnation and was unreliable. 
The Heir! ounce reported Mis development to 'FBI Headquarters. and decided 
to withdraw the request for as, Section 2158 order.. (0) I i  

e * Unknown III 
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We identified six instances in which we were unable to cieterxnine ~» 

from deenunents or interviews with NSLB or OIPR personnel - the reason 
that the request: or eppiication did not proceed to the next level or when the 
requests were withdrawn. We were able to deiemxine that five of these six 

en to (HER. £94 ~;0) requests were never sent 

to 

We sent requests to 
these requests.. iN rcspon 

. as flair requests were 
`H¢adquarters.'8* Une of" 
point after he submitted- .. 

ciesk 'at .. I 
to 

or information to the field offices that had prepared 
use, .mass of the §.eid likes reported to the OIL 
ne¥§r responded to: by NSLB, (HER, or FBI 
tlxzase agents reported to the: OIL that at some 
the request, he inquired about its status with the 
'headquarters and was advised bY a ess.1pervi.sr.>r 'thatf m

 H 

further in Section V, 
We dismiss 
2 al I 
pa 1 

"8 This .In.f¢annati»;sn is called ' 

. Isa( (U) 
49 Aczcordmg to GIPR 6»;»~;um£=rxts, Maeof the mqmssis .znvoiveé two FBI freed nt3lir:es We 

~<:or§tac:ed btsdm Bold ofiicss, and beth regorteei mat tiiey did not have a rennie of having 
made a Section :ala request in cgnnezstiorx with. this gatrgen QQ) 

r" 
'S IN. I. 

I 
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because Of a backlog c¢:»ns::e°ming Section 1 requests, his request ¢*wm.1id 
not likely see the tight of day_"5** Another field 'office reganrted to the OIG that 
if was assumed by the field. office that the request had "died an the urine," 
6.1) • 

xv, 
Yaaras 2003 'I'hrux'§§ 
Combination Svmtibn 215 Applications and Ommsiers for Galendaur 

I 
In this section' we describe the nunaber of applirsations fur 

"com binatiutl" orders that 'were submitted to the FI SA Quart curing calendar 
year 2005, the first year this of application was processed; how many 
were approved ;. the number of us. persons non~U.S. persuxxs 
referenced in the applications; the ntamber and identity of F`Bi. field. 
Qffic=cs~ at obtained the approved orders. (U) 

A In NUmber of Applications Submitted to the FISA came for 
Combination Oardsers (U) 

. A total of 141 combination tausinesa~ record appiicatits-ns were . 

submitted and approver! by the FISA Court. in calendar 'year i ~O The first 
<:ombinati.on order was issued by the FI SA Court Go 1.0, 2005. F1~ ~U1 

With the ¢nas:tn¢z'erzt at Sieciian $28 cu°1'f;he Reamihcsrizaziion Act., which. 
provides Thai EFISA pen register orders now include the subscriber 
information, the number u combination. applications should signiiifsantly 
dssrease in (8Y 

N Number of* tI.S. ̀ Pe~rsans and; 'Non-ILS. Persons Referenced in 
Goxanilauinatiun Orders (U) 

We next identified number of persons and non-~U..S.. Dersnn 
referenced in the "ecxmbinatiozx" applieatianz '3? 5. 11 
\n.N.\ lumxauun \ \ \ \ \ \ \ \ \ \ \ \ \ \  v\,\1».\b?»4» 
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'EU ... . W dis vims the 1e~a1gi;}1§f tielays .ink procerasirxg Section 215 r¢qu&s£t$ Shapter 'B`~fQ.nxi'. 
i i  
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1 T *H mnbznatzon order :at were 
.issuteed. in QGQ5... Eos. »$~8£>(15. : a r e  ~-;=ve rel pfrsans" am: "n&n»§: 

far a,.t,o~t:a1 <1 ererencsszd in the 141 cabinati<.>n 
applications that were apprnvea by tHe FISA Court. . UP 

i 

. . . . . . . . . . . 3? 
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s Type of Rexwxds Requested in the Gonaiaiuatinn Gardens IU) 

Gut' review of all the "combination" applications pre sen Ted ca the FISA 
Ciowrt in 23135 indicated that business record portion of the application 
was routine and was used to nbtaira teieconarxnznications subscriber 
xniurxuauon for the telephone numbers that were captured by the °px2:n 
1"*='=§i5i¢:=rt trap and Gordan IU! 

FBla*een=ts anti the €2nu11s<:i for Intelligence Pulicgr told us that iihat the 
inturrnatian is limited. an gusto:mars of time cc>;nmuni¢z,<§f3<~»nsa 

provider that is the recipient. of the order. For example,_ 13 r 
* . 

* ! ! 
l p '  

ea? 
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D • FB! Field. Onces that iNitiated. Requests for Combiaatinri 
Or.d§rs (U) 

The OIL also derexwnined have* many F"t?»=i. field o&¢::es were associated 
with the "comhinati on" 8pp1i€:a.*:i¢;>ns that were preses red tea and approved by 
the FISA Court in 2005. Table illustrates the results. (U) 
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FBI 
TABLE 33 or 

Fielri Qfiinas That Initiated Requests fm# 
Gnsnbisxatiern. Séexctiaxz 215 .QMers (u: 
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0 Modiiiecl Sections 215 Orders {UI 

We also reviewed, as. required by the congressional directive, how 
many times the FISA Qourt médiiied any Sectimré $83.5 Qrder. We exanfzitwd 
inxbrmation about the m:zm'ber and :of m€a?Iif§,eati.Qns it bath pure and 
.cambinaiiun Sacztimm 2.15 ~erders by the FISA Court. Iéiamfever, the: .Gounsel 
for Intelligence Policy mid the GIG that cleternzining what is "1r1odii§=e;<s;ti€!n" 
is "more of an art than a science," He said Thai; generally nlur§iilcar.In~ns are 
handwritten changes to murders that are made by FISA Court judges at the 
hearing In which the order is signed. (RPM witnesses stated that GAR 'dues 
nm: usually coxasidNr revisions no applications and carriers on feedback 
from the FISA Court'-s review raf"r!?ad" so aéivaxzce copies to be modiiicaiinns. 
The Gou.zlsei for Into}I~igenc¢ Policy take the frm- than, for the .most pan, 
when OIPR rnazkes changes to the applications advance if 'the hearing, 
(HER has agreed with the FISA G€surt's canncarmj. and the manner in whkh 
the Court -suggests thaizthe issue be adciresseci In the revkéion. The Enunsel 
far {rate.iIIgence fPolicy stated that in these instances Qian would :wt 
consider the revisions to be rnodiiicatians. (U) 

Deva:=tment"s semi-animal reports to Congress which the 
We attempted try identify the number Qi mr>diii::ati§)n.s be reviewing the 

re are Cf .Beparirnent 
imports, among miner things, the Mumbai' of Seatian $315 csfrders Qhtairzed and 
any niociificatioxms to tlwse oxfdara We also reviewed all at the Section £215 
Pam and combination orders for handwritten changes up the orders signed 
by the FISA Court judge, and we asked QQPR officials about the lumbar of 
rnociitied orders.. We identified a fatal off £our modified orders. Two pure 
Sactiun 215 applications were modified by the Court, both in 2004. 
coanbinaiaion feke€8tian. 215 applications were a s  modified, in '2005. We 
Brat discuss the 2654 Seicuon 215 Qrtiers that ware mnftixfiefd and then 
the 2{}il}S combination Section 215 ¢;1x'€ier$ that were mtariifieci. (U) 

IS a 

rl- SQG4 Section 215 Modiiiad Orders (U) 

The Hirsh madil§caticx.zx Mia. Section 2335 order km QQD4 reinted to. the 
time fraaaze to p odxxcas the requested records to the FBI. The FISA Court 

.. ~<:>rt3;ere p1'x:>dtwe four categories of items .regard to two different, 
timeftau»*¢,. 1 lx order submitted by GIPR to the FISA Genera directed 4 
categories up iizenms to be psraduxzed within 10 l:11;1.siness days. Thfe.FISA Scurf 
rxxacifiiwfi ardefr by limiting the 10~day tirizafrarae to first 3' categories 
off items and extending the timeframe to 66 days for the fourth category of 
items, . 
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The dixzaefraxkw that recipients u 
produce the items mart determined bY s S 
FBI deterxnincss the number of days ii: believes. is reasfxnabla based on the 

of Sczcetisn £15 ardors. are given to 
statute or ncguriamtian. Instead, the 
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WE 

and volume of information that must be produced. .This timeframe is 
than specified in the order that is provided to FIQA Court with the 
applicatifam FBI *.of~*itNes§es: too! the OIL that they :waived feedback ira 
the C2¢;n;nr't OIPR about what the FISA Court believed 
reasonable timeframes were regarding compliance with Section 2 orders 
and to at changes *were Marie in orders; in light of this feedback. {U] 

With respect to the other pure Seiztlion 215 Irwciitieci order, the. 
modification related to the regards being requested. The FISA Ccmrt 
niariiied the: records to be produced by describing .the rewards more precisely 
than the language in order as nr#-www# fn oh-° ¢"¢~n»~»t 'T'3lruxi~w rwM¥'§m§ng 
limited the scope of the récarfcis al nu bl 

b3 
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' x  2005 Section 215 Maciified Orders M 

I . X 

Q J s 

I 

With respect died cam a 
efmntained the 'same modification. in Inf"*# so 
directirx to produce! 

to the mudiiied combination orders in 2305, both crrdars Gales# $=lnnl'ir~.ra inn R. WNFR samwrht fwrirn 

I I 
* 1 

be 
,gl I 

I 
l 

I 
I *MAR nutiiied the S!§ Chart 
Max federal iudsres in crirninai cases had denied 1`eqnws#;s for: | (SI 

Although the FISA Gantt to 
approve WI.£2 appmzaxznns, the Court ctxrefs as the gcwenxxnent .ago iikx a. .. 
supplemental brief on issue. Prior to the hearing on the applicatiéris, 
(NPR revisal the applications and included. a f~ ~meta setting faith a 

'ISO end' 
S subject, In) 

Ni' he ease he I :mined the onndmr to includes H dianecztion for 12h¢ government 
at ¥l'1'!qrl'\q3t1y 1" 
to provide the FISA Gain: withal supplemental briefing on this 

bl 
b3 
b7E 

Improper or Illegal Use of Section. :is Authority (UI 

As of this review , Congress also directed the .UI tO identify . 

rastewnrthy facts or c.ircum stances txztissraaing the b°usiru.°:ss :cards 
requests, irxciuciing any illegal .so improper use of the s1.1thc.rity." We found : 
two instances st improper use of Section 52 IN authority, bath whisk. 
involved combination Ssctisn 21 s orders and arose nut of the pen 
register] trap and trams authority contained in the: carders. we did not 
ids tiff any iazstances involving Improper mr illegal was in connsrxtinn *w'itI*z 
pure Set: dion I urltisrs or authority.. We also izientitzed a situation that we 

JI? 
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believe ¢on=stiti;1 a "notemfsrnhy fact" ¢o:a.cerni.rzg a Seatirzm 215 
combination orcter anvil. .s@\=¢r.al FISA electronic s1;1'vei11a.nce and ere that xmxezte 
I!'1terrs§aY€d.59 (U) 

Because the FBI is required to report illegal or improper use of Section 
2 authority to the: Intelligence Qversight Board (IGB) , we first briefly 
describe the KGB. .Next, we describe detail the two instances of .improper 
use of Section 215 authority. Fir1aHy, we hrimfly discuss the xuotewordmy 
item. we idea (U) 

A. Intelligence Oversight Board [Ui 

Q The In rzelligenee Oversight Board, created. Exeouizive Orcier in love, 
oh armed with reviewing ae.tix~*itiee of the inl;olI.igenee community and 

informing the .President of any activities that the FOB believes "may be 
unleudiol or <.:entr8r3=° me executive order or Presidential Direetiees" 
Executive Greer i2863..63 The Executive Order also requires the genera! 
eoura tele of inteiligenoe community , including the FoPs General 
Counsel, to re port to the lOB on at lee et a quarterly basis intelligence 
activities they "have reee<m. to believe may be unlawful or contrary to 
Exeeuiive order or Presidential directive," which are referred to be "KGB 
violations." Examples of .lee vioietiorie include conducting eleetronie 
suweilien ee on telephones beyond the tine period allowed by the FISA 
order.. 

s 

s 
5 

s 

iuternai FBI policies and procedures require FBI exnpioyees to :sport 
potential 1053. viniatians withixgx .N days of dis¢ove:y~~~§o .~ ~. NSLB and the 
internal Investigations Section of the FBI InspcctiiM Iiiifis-ion. In addition, 
cash EM 'Eieid <:;i3E<:e8 and EBI iiaadquarters' ciivtiésiim is to subunit. 
quartz:~r¥y to NSLB ccrtifjfiiig thaXai ~@1¥I§8' ;Q\=*ee's'were so to 
concerning the requirements to; report passive KGB .nwattera N£iLB reviews 

at all t.it1'1§IJI<:r;».*ees were contacted 

d \ \ \  

52 

8e2< 

After reviewirzg the ciraift repciris, .SEER ofiiciials told, tHe GIG that izieciausé the 
Improper use .and Me rMterivurthy item out of the pen register/ and 

tiéaéel §iil*E1it§rit_y of mmhitaatian archers, they hieeiieve ilhe CHO squid. not irrciude tiiese 
.iia°si5&i§<:ies=.'1z§. iihis report, While mfe'z;endeies£and azgumeni, s bc¥iwe that these 
i£mtai'ua¢s= annum b&=.includ»*zfd in i$°°r¢psQrt because Serration 15 a.uthori'ty was inlplkrated.. 
For exiiriirpie, with riéfspeem. to The tim iixataxxaes of improper use, we found tlmt submriher 
irifarniatiorx assmziated with the it .properly cz:aliee<£e¢i' teiephsne :mmbars vas obtained.. The. 
GIG therefore inclutieii Muse instannea the report, whrik making clear ghat we foam TW 
instances QIp. inxexmtioxmai nlism:rnduct or improper 'Li se of ii pure Smztioin 215 order. {U) 

Far may. .infozrzzxafian about the KGB, see the £316'3 .report titled "Report to Carmgress 
an Ihrpiefxnentatitxn at' Scétiaxg 1001 of the L8££ .?ATRIG}T Act," pagans 20-2 , 
oil 
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the incofmizug report dear; gibing the possible IOB violation and prepares 8 
written opinion as try whmlher the after should be: mporteci no l~ If 
NSLB determines that the matter should. ported no the .I('JB,, .NSLB 
prépare$ mrrespandenrses to the IGB setting truth the basis for 
notiiicatiim \. (U) 

improper Use of Section 215 Orders (UI 

Tlmrnugh our :review ox" F ~I and DIPR documents, we idem°tified Lwcr 
_instances of improper use of . Section 15 authority. Bath instances 
<:o.nce;:'n¢':d rzornbination ardors in which the FBI obtained pen register! trap 

au thirty toos;. 'TQ examine issue, we obtained documents 
about these 'Section 215 crrdars as will as docunmen to ahoxat reporting of QB 
violations .related to them., 

Based on our review :of the Section £215 documents Ami our view' Qt 
éimumenis in four Held afiices, we fourzd re other cxampies Ni' improper use 
of Section 215 orders. In addition, *ac asked (HPR and FBI personnel 
were av.m°e~ at any improper use at business record requests or orders. The 
Cmznsel for Intelligence Policy was Me cry FB; or @1912 employee we 
intewieweci who told the GIGhe re¢a11e~d any GB violsniicsn with respect to 
Section '2 csfrders; He reitalied the GB vioiatiun ac. describes in Section .B 2 
beiaw, Fu} 

cietfssmiineci that likes FBI had 'disCmteteti 'b-mix .iredents. and 
reported to 'this KGB. In addition, 3 its 'her .r p it ii to the 
FTSA Gourd by €1!RIR.5=* IU) 

both Incidents were reported tc- 

1 A First instance of imprugzer use M 

aw review of FBI zlfiiss at Ana at the field ufikres' visited 
The ms aware Qi' the .liszt instmxce~.of improper use during 

a one 3° 'h ii ii ii' =s w .i ii. We Warned 
that the Enid office had obtained an order §?:r~ a pen register AMi trap and 
trace d¢vice1~ on a.ltelephwne that was no Imager used bathe subject, This 
resxaltczd in the EBI receiving unautkwrized iniforrnation, which is mailed "over 
collecting," between Mares and Garber 2005. (U) 

Ac:c.or#;iing to FBI ciracumexzts, January 005 the ease 
obtained the subscriber information for the telephone. number in question 

i* 'QIPR is tO .relpor 
R'ule xfazcl M um FISA. c res as 
(HI 

SQ to reporrc EISA compliance infridenizs to Nine. S r Nan 
tinuWa Rules. ==:s£ that tieearne effective, Feb»rL\az*.gr I.'?, 

FIQA Cmrrt pufsxzant to 

1 
mons? iv) 



mean 
through a native al security letter. "!`he. zreepoe se to the neitierlal. seeuri to 
letter stated that while the telephone number had preeieusly belonged to the 
target, it .110 longer did as et 2004. Despite this reporting, on 
i*"'e.bruar3 2005, are. application for e; pen register/ trap and trees 
order for this telephone number that no longer belonged to the target was 
submitted' to OIPR. Subsequent .re f`11i°n8 the application, in from 
azaeizher field office dated February eco5, the ease agent wee again 
notiiietf that the telephone number did net beI.enq to the target.. However, 
the did not withdraw the request, and 04 |22e05, the order I 

b7E 

The order \$ra§'>. scheduled to expire spring 200 
S., and bee re it 

expired the FBI obtained e fLi11-<:e;r1ten:t order for the same telephone 
number and two others. in September 2005, the eeee agent transferred to 
another squad ,El new eeee agent was assigned to the ease.. In early 
Ox: taber 2005, the new eeee agent advised be e treneleter., who had 
been assigned to the ease .fer only two days, that the language spoken 
on the telephone cells was net the language the FBI believed it to The 
.new ease agent became be remed end requested that the FISA coverage 
terminated inunediatelv; In addition, en that same day, he notified his 
squad .supervisor ere an ettomey from OIRR about the pessfble ever 
collection of information. (U) -z 

Ll 

=furtl'l or investigation, including e eeeeew of the response .to the 
NSL about the subscriber information, the new eeee agent learned on 
October 11 s 2005, that the telephone did not 'belong to the target. 
The FTB! field efiiee notified the Cfounterterrerism Division en 'FBI 
Headquarters of the possible ever collection of information en EC dated 
November 29, 2005. While reviewing the file. fer another reason 
March 2006, the new eeee..eeent sew for Bret time the me from enether 

2005, stating that the telephone number no 
e The new ease agent dxecueeed the meirtlett with 

B violation. This 
Hart re n April 3 2 QUO :$5. ( }  "IU 

field office teated Fehrqary 
longer hekmged to the .. new se .Ag it. . s s . £1 men was 
his supemisers.- anréi' prepared an to report a passive ma- 'oIat1an 

To 
was sent- te FBI I-Ieadqlxasxfters on April a,.~2006, 

s 

b7E 

On June 29, 2006, NSL 1; reported the matter 'to the IDS.. In its 
explanation to the IDB about the incident, the FBI reported, "It appears that 
[the Gaiam agfznii] owrluoked the and Nu other 

process of gathering the data obtained 
.5s= Atgtlhe, time Of the £3iG's visit to the field office lJlme 2005), FB! personnel 'were in the 

U g than" g." ii tamed from the unauthorized over cdllectiun for 
sequestration with the FISA- iiourtand were awaiting .further =instzvz;xction Dnhow to process 
.this matter. As of'January ̀ 2Q0?', the data had been purged and destroyed. (U) 
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was reported, On July Y, 
on July QUO3 2006s; (HER 

in formatksn about the mason for the \=~ioIatic>r1 
2006, the FBI 

'm
fom

w
d (DIPE of the ICE IIY}El$lltGI?.< 

repcrtted the Matter' an the FI SA Crmrt.. (U) 

a. Second instance of improper use (UI 

g 
l s S 

The OIL became aware of the second .in.sitanc~e :at improper use daWn 
our review of the Section 215 combination applications that were provided 
to the GIG by OIPR. We learned that the FBI inadvertcentzly euiliecteci certain. 
telephone 'maxntxers pursuant to a pen register/ trap and trade order 'because 
time t<=;ieph.one -company did :wt advise the . 
Qiiscwntinxaed using the telephone liNe 

..anti 

which Lima the FBi.éiscx;rntinueci collecting . mrxzzatiora. Foci iurirxg . 

Thu be 
'Shi 

hat the target had 

he . ; 11 
"the the telephone -number had issued 'to someone else. 

(S) 
£ I 

I . 
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\ ¢  1. FEW 'o¥itain£téi ~its~st coif}ai;t§atioii~ filer for this telephone 
number on and it was screwed in June 2605 and again 
in September 2£}£§5~. ~an ixWvexnher so, 2005 the telephone company 
x*€;~xresm7~tative~~ éiviiseii the FBI. that the txilaphone nwnber was €Iiseonne:cL°€~d. 
on 17095 The telephone comply repxeseratatiwz advised the 
FBI that the target had. 'iiilffitained a new telephone. number an 
2065. "The: telephone corxzpanyrepresexnative also advised FBI that the 
oki. telephone had 'act bee ii réizsisxxed in anyone else. 0i 

m 

b7E 

Cm December 1, i2QQ5,l 
Hpwpqwp I 
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As result. during this 

fl) =IUi 

period the 'FBI .inadvertently co§1ec§Iefd teiephane fiiMnbers 'Room calls to and 
from Was not Covered by a FXSA l 

_ I 

36 the F I field oftiée agent qucrind the Go Fehrilatry . QQQ5, the FBI field. :Fe a 'ent Que Ne t e. FBI 
database that is repository of teirxphene n.uI21}3£r§8 ébtainad train Para 
register trap arxdytriace devicxzs to cietarznine what information the FEW had 

b7E 

xxu\mxmxx\\s 

aw ,Thai FI order am' this Qld tele:phonn> lumbar was set to expire on .December 2, 
2005. .In the renewal application the F!.'8A Gnurt. was advised. uptime reason for the change 
in teiaphone wiurribers, that they FEW had inadvertently already cnlieuted data concerning 
this new tmlcphone Number, arid the wascxn fur this wear cuileetiuM The FYSA fliaurié 
approved The renews! appiicatiora. fur the new t¢¥§pilQne i xuznr  on 'December 2, 2005 , 

§U,8 

43 
~§Uj1 



(Up 

intercepted on the target; between October 20135, and December 
£877 According to the database, the FB; had in fact intercepted 

telephone numbers cm. the target felt* between November 
'Up 

I I 
and Nawembex' 20Gi€é, *s pa 

80GS, 

b7E 

Un Q, 2006, like iieicl office reported to FBI Headquarters . and 
N$LB a poxsibiee IDS violation had occurred and around this time 
provided to CJ [PR a compact disc containing the ever-<:olle¢;ted data. On 
April 7 , 3006, QIPR ,nutiiied the FISA Court of the was collection 
provided to the FISA Court the disk caratainixzg the data Thai had been 
.~ dieted from FBI databased. July 17, ED ~ ~,»,. NSI..-B r¢§wrte§1 the \>'iQl.at*ir:;n . 
to me LOB. (u) 

c 4 Noteworthy Item {U} 

We also idea iifimd. an issue concerning the ac¢:=3;1rac§~' of information 
provided to due FXSA Court regarding several surveillance FISA 
orders arid a combination circler based. in part on one -s.ouree:*s inflormati<;m . 
(U) 

{ 

Gm January 6, 2006, OIPR tiled a .uoiioe to the' FISA Cami stating that 
.in connection with several eases, OIPR had learned on Decaembar 22 and. 23, 
20025-, that the sfsurrae who Rafi previously provided significant intjcvrrnarion 
'about the targets reported that. he :did not believe that cone :Jo the targets, 
aim was as~so<:8ated aN of the other targets, was a~ supporter of a; 
particular tvarr=arI~st c:~rgan~I2atI<1n. The G¥P§~ ~noilic.e also sizated. the reasons 
Cite .government euntiranxexi to beziiéve tifXat there was suII§<:ient.ix1i'<armation to 
support. Fria. applications fur all Qi the ibargets ciexepize this .sources 
infoxrrzzagtizan. §l< un 

QIPR reported to the HSA Court :that the FTB! had learned of this 
inforzxmation in April 2065 from another intelligence agency Hui-had. 
*'inadvertency failed :Q pmvidc it at the *rims they réefeived it." Gan 
January 2{}£3f5, the FISA Clourit issucci an order directing 

I _| 

I 

Qu Marry Zig}@ m . 
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cc~ : . 
DecenlMr Et fig be another $291 do<:mn¢>nt,r1ixxls 

seams, IS( 
<;;1¢§Z'>'<1i" t§1¢§ daizahase ucfiurred on 

"UF 
ss- Awarding m the database, the Qdata oollectml waafqn the aid telephone rrnzrraber, 

éicmrding Io FBI dmu~m1=>nts, this was a mistake in the-éiataiaam tin.e to a ghimh the 
inxewsepiinn saiftwaxe and the do s in ;€aet.cniiea£ed on the téiqgxhone: number .the 
target. began using an Ncweanberw00~8. EUII 

b7E 
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> 
1 bpage dccianation of a Deputy Assistant Director fran the F`BTs 
Cowriterterrorism Division provifiing an explanation from the i8&Si8 agents 
who were responsible for time Fl$A application on the target about 
which this scarce ixzfcxrmaxion was repartee ease agents who were 
responsible for applications that intnrrnation from the 
primary target's FTSA application. Awnwdinxg to declaration, the primary 
target ease its revieweti the April 2065, 

'm
tséligence 

raped ezontainixig 
the source ir:ci"ozftna1;ion Apdl 305, £311 April 2005, the case 
a g c n a d  finalized the FISA renewal application on the primary target. On 
April 2£I3{35, the case agents had. provided sevavai intelligence 
.reports about to# wma source. According to the dvclaratinn, when the case 
agents vefitied Me ~a;f2.et1racy of the renewal appiicatiun on April. they 
mistakenly believeai that the probiamatic spume ixwfozfnmaiion ha a yearly 
been reported to OIPR.. The ¢:i¢c1ara£iom~a3so stated that the FBI believed.. 
that the omission.. was Nat int;enti<mai.be<:a=.;se all asher~ information 
obtainexi from the sourrxz, sorn.e=of~whlah was : i i  favorable to the F¥B=I.3s 
inv(°:stigation~, had been reported to QIPR. According Io the declaration, cease 
agents responsible for FISA agzpiicatknms were reiateci to the primary 
target's FISA app}.i<:ation incorporate i iriféirruaiion fun the prim target's 
FTSA application and did i t .  veriiiv Independently that the April W 
i.n.teHigenc:e repzazhad been reported to Qmxe anti incorporated into the 
IISA application. ~~(0) 

b7E 

Vu I. Summary IU) 

As discussed in this Chapter, ffaxn 2002 through 2005 x= OIPR 
submitted 21 pure Section 2 $5  applications for FISA Court a;;::'p!'oval°,. -at! of 

were approved. The first pure Section 2 1 order was approved by the 
FISA Court on May 522004. vPhase 231 Section 31 '35 orders concerned 
unique requests.. Seven unique order were obtainfid in CY 2004 and Ii.. 
unique: orders were Qiztained 2005. nU I 

b7E 

. . . . . it - r  
We also identitiegd 31 ~S's¢i:tio11 52.15. reque-sis that were ~wi1hdr8wxx. We 

identified five. categories of reasons for the wiihdxfawn that applied to due 
nzajfarity of the requests and applications: (II investigating. was closed or! 
changed coarser; (2) aitexmativca investigative teal was used; (3) statutory 
limitations; {41 in.su¥TIiQI.en.t infarmaticsn to support the. request; 
(iS} unknown. (U) 

ii? - U _. ._ requests or applications that were withdrawn 
'cause investagauon changed aowrse as was chased. Most of these 
mum its had beegq pending fur several months at FBI iI¢adquarters or OIPR 
at time the iieid office closed. the investigation as determined the i.terns 
were in ion be: needed.. We identiiie ases in which the FBI obtained. 

bl 
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I in 

(S) 

the ,items sought in the Section 215 request through some other 
infos" "to moans, such as o voluntary disclosure letter or a rlati.ona.I 
isourzty Honor. We also foxed. that €>IPR's~ interpretation _: Buokiey 
Amendment was raised as a concern. connection with | :s'itl1cir&w~'r1" 
xtoquosts for oducationai rooordo, aiMough coo of those roqueiots was 
eventually wit'hciro.wn because We idorxéfie- 
cases in which so determination was .roorio that the request lacked sufficient 
or odoquate 

`m
f'om

xation 

to go forward. We ideuti5odL 11;»m=» in which.. Si 
we were unable to detsearrnine - from documents or in YVI with NSLB or | 

OIPR personnel -- the mason that the request. or application did not prococd 
level. 5( .. »UI 

"We also identified the total number of combination Section $225 orders 
sought and obtained. The FBI did not begin obtaining combination orders 
until Febmewy 10, 2005. Throughout the remainder of CY 2005, the FBI 

(81 . (I51 

( 

to the :mit we 

obtained a total of 143 combination orders. 

l r~ 
1,"1 
<'§§ 

b1 
b3 
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We found. that that Section 225 orders - two pure orders in 2€18314 and 
two ccrmbinaticwn orders in 2005 - were modified by the FISA Court. We 
§;ierermlned that in addition to these reported instances of modiiicatinns, 
UIPR somexirnes makes changes to applications or arziers basaégg 
conversations with FISA. Court judges and far FISA Gourd legal advisors | 
before Tim firrai appiination is filed with the F`¥SA Gantt, and thee changes 
are not generally considered to be modifications (U) "" 

Finally, we identitxcd two instances of improper use of Sexction 215 
orders. Both instances concerned zzamhination orders in which the FB! 
Qbtained pen register/trap and track: authority iN 2005. We did not i"md any 
instance *s dion 23.5 auxlxority. In both 

'instances 

the FBI identiHsd the improper use and reported it to the IGB. (UI 
of improper use of pure: éuec . . 
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CHAPTER FOUR 
I}ELAY$ IN IMPLEMENTING 8ECT:{ON 215 Auraunzw AND 

QTHER IMPEDIIQIENTS TO USE (Ur 

I. Introduction (UI 

BefOre pa.ssage of the Patriot Act, the FBI. had obtained only Mme FISA 
orde{§z§_b.usiness records. FISA had been amended in 1998 no allow for 
such. orders, Fbut No written policies, prfoceciures, or forms had been issuezi 
by the FBI or OIFR with respect .to FISA business recorv:¥.s applicat;i<m$. 
After passage: oil the Patriot .Actin 2300 

i
.
,
 

neither the Attuned General nor 
(HER Issued imptemmMng proczedurwor guidance with respect to Section 
215 authariiy, (U) 

In the Patriot Act reautizorizatinn. legislation, Congress directed the 
GIG go ineiude the faliawisigin its review.: ful 

as The justification 'for the 'failure of the Department o»f'J'u.stice 
&tto'.roey General. to issue irrz'plen'xent.in-g prcwceduws governing 
rcqueszs fin' business records applications and whether such 
delay harmer natimaal ~securi.§y; (U) 

Whether bureaucxtatifc or procedural. impediments prevented the 
F131 from "taking fun advantage" of' tha- FISA. business record 
.provi.sio;;s. (U) 

iN this.. chapter, we first set forth the facts- concerning the 
implementation of policies and prcxo¢ciurcs~.ccarxccrnlng Section 21.5. 
autlaerity the delays in processing Section 15 requests, and other 
problems that have atfféuted the FBI field offices' ability ix: obtain Section 
2-13-.iarders-.. 'We tixfs!z.£ anaivze~tk¢ =r£as<x'1s why the Depamuuent did not issue 
~iinp§emeni:ing procedures ¢un¢em§ng.~.Sectinn s authority. We also so 
forth our analysis conaernihg. £hef bureaucrafia 'Ami other impediments' that 
affected the Fig"BI's abiiitgr ta .obtain .eciiion EIS erdexs.. At the and of the. 
chapter, we discuss what~~.ét'fe¢t the processing.d\=iays and 0th¢r~ 
ixzmpadixnents have had an the EBb*s~ abilit5*= id- .obtain .action 1.5 Qrgibrs 

, 
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II Factual Sackgaroxxnci IU) 

A * Attorney Oweuexars Implementation of Section 215 
Ptaeedums (U) 

(Sin Qctnber 2§, 200.1 , same day the Preédcnt signet! Tim F'atriot° 
Ac: t, the Department issued cietaileci guidance describing t o  Chan 
brought about by the Patriot Act.. At. that time , the Department did. Nat: 
implement procedures far obtaining Section 2 5 Qrders., (U) 

*£2estc!ier 2Q03, the FBI ~ciis$¢xnin&ie£i ixmmrrxai sta.nd;a1?<i requeéiii 
ibrni far iiald offices .to request Section #315 orders, along with 
abcxut haw to- use the tbrm. In the spring of 2004, OIPYR and the FBI -issued 
a tértxplaté 'for Séctién £15 applications and arderé, IU) 

B. Section 215 Processing 'Delays (UI 

As rated above, the frat Section 235 order was Qbtained in spring 
2604. We iuund Thai; wines: 'FBI iielti afficas. bétgan requesting .Section 215 
orders, they encountered .processing pnnbienzs. For example., as 
in (2-.hapter Three, several instances no one from. NSLB.'re~sp<anded to 
Section 215 requests for several. months or fiirfi Nat respond at ail, In . 
addition, In swam canses NESLB sent draft application.s 51Ea QBXPR, but; the 
app3§catis:>ns~ were not i'ina¥ized. for several mtznths. in sonnie et~se~§, EBI . 
Headquarters see Section. "215 requests directly to QHPR ~with<mt notifyirig 
NSLB and rwwr received a response from QIPR. In other cases in which a 
draft' application was prepared, the field office. did not receive any response 
Tram. QSLE nr {>!plR.. s a result ox" these delays, some cases the 
infvrrriation was re 'longer neadezci by the time the field office remsimred a 
wspanse from NSLB or OIPR, and the requxezst was subsequentiv withdrawn. 
IU! 

. . Wk sought to: déieritine how long requests were pending NSLB Ami. 
(RPM in carrier to calculate ave-rage processing times for requests am' xxeliimh 

orders were Qbtained and am* wtladramn- réquests for Sedition 215 vzfders.. 
However, the FB!.'s Ami QIPR's reczordkecping systems in place at the time 
had Iifniiezci capabilities, and there was re system far tracking Section 
requests eitlzer *wi'h.In. time FBI or QIPR. Therefore, the information wie 
p1"¢:5vid.e below rzmtains incomplete information with respect' to many of the . 
requests.. The Miata below provides the average processing times we were 
able tea calculate, with fzertain qtxaiiiications the Miata. Thereafter, we 
describe in aiétail the diilHmu3x:ies the FBI and GIPR enefxuntered 
processing the first Se.e!;i<m £315 requests submitted in QD02, NSLB's eHi5i*¥i#» 
to push for its first Section. ,'?.=1.é~'5 oridar in Quos, the disagreements that arose' 
'yasmeen NSLB O-IFR about what was inquired the tampiaie for 
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problems that aff§§(':te£§ Section 21 ap.p1i<:a;ti¢:s.ns, and o=rLh.er problem 
prraness, (U) 

irhe S~'s82a'*t2ir3n 1.5 

The b@&m§* reflects average prczcessing tai Wi=*éhti1*a*~nrn 
reqnzestrs and a;:=prew.:cl requests (if) 

1. Average processing times (UI 

DIAGRAM 4.1 (UI 
Average Processing Time M 
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CY am lm 

From c`IG°c-Lunents £'m»zn GHPR the FBI, #are xtseife. ab tea 
determine that the genemrmi Eve Sesfiticxrl 21.5 requests in CY 5-3002, New 
Section 21 orders Weré ob taineci for the se request is bfxnzause five 
requests severe subsequently winhairawxm. As a. result, we <:an11.01; calr.:~\11am an 
average. pro~r:=ess.mg time am* approved requests submitted in 52002 . ) 

U l 
. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . l v¢r.r¢ru»usvu 

Pos¢;»r= may iisied an Quart, we ated pmuesmzgt;n:¢s Wr nwqu 
s.l,1bfi1'iitti=.&ri. in tort .$*¢&T, wifhethWtimy ware Dr Iaw=InilI'.¥i&atiaF»'¥1I i ii wma no 
year.s'11.r in the an .Alan 3 as Fo -the-wque to it d .  02 "e- .e ~¢:mI,y 
¢alz:\a"ik1te prmrgessing tisnns at (MBA. and not? iiiié total processing times.. Si11:zilar1y, in I'£(§£3.3 
for appwifezi req;1esm», we had ciaira only far G3§1§?R pr~:>»:.*ess'mg. izinms. and not twiéai processing. 
§¥H§§$; {UI 

the ci\art we mukauiaxed pm*unmuessirzg tar mqxtcste- 
. . in tl'ltaLt wma ciallendar 

Mamet Qalealmdar war. For thé mqvaests submitted in 2002, we acme: only able Jim 
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Of the five withdrawn requests submitted in 2002, one of the requests 
was pending et LB when it was withdrawn, but we were unable to 
determine when it wee withdrawn so we gannet calculate its processing time 
up to that paint. The etl'zez' four revue=ete were pending or; OIER 'when they 
were wiihdrewn, We were Abie to cletemaine for three of these femur require Fe 
when were submitted in (HPR and when the requests~ were withdrawn. 
Because we were unable to determine when these reque Ste were :submitted 
to NSLB, cannot calculate the total processing time for the se requests. 
The average precessing in OIPR for three requests was 

(U) 
t l a x l  . . 

Q cy zoos Iv) 

nu 
We were able to that the FBI generated four Section 1. 

requests in 1003 which were eventually approved in 2004. We were unable 
to determine when dzeee requests were prepared by the field offices or 
submitted to NSLB, therefeirie we be~e°net eeleulete the tote! average 
precessing time. However., were Abie to determine when ell four requests 
were eubrnitted to UIPR when Section 215 eztdere were obtained. Thee 
we are able to ceeeulate only the <:rLPR pmceeeing iiiexe and .net the total 
prowseirlg time The average GI PR proeeeezng tend for these four requests 
is 275 clays.. I .L :I L L in 

The FBI generated to Section £215 requests in CY £2993 thatwe:3h& 
to# We have submission Ami vsfifhdxfawai paies for only four of 

the ten réqunsts. Gf these four requests, three: of the requests ware 
submitted. to; NSLB and were withdrasnm °wit=hot,\t any application being sent 
to OIPR and one was- witkxcirasvn after Elm request was submitted by the FBI 
field office directly' to (HER. The total average processing times for these 
'four' widxrawfn request-s was 234 days. ; JJ; 

~hh\\\\>Mn\\ \\v\xg\ we; www\ \-.°»\"'\\w\~u.'\w-zu 

59 . From €he~'éio¢umeut§..~'i4: apivears 
diwctiy to BIPR and.ma>¥ net have 

theses requests may have been submitted 
been provided 'to NSLB. (U I 

et; 

for Q 
Dwvtzf Qmmscl OIL; aha! Thx: request was withdrawn 'because a ftlii 

With.fr*€spei¢t w of requests, Me FB! was ul'rahic= to provide -and 
infarsnaiien or G¥RRlm4@muHds sihenmci twat the. ieqxxest was subrnaifeteti oN 
Octubar 16, Wi§hdtfawn.;i'zii duly she, mm, fore tow of $43 fiats pending A 
Depaugy Can sci 'fin UIPR iéiéi OIL. t the requ was with r a n  . 
enntént FISA szwsier was obtainvzfél; however, we--da not have any 'infnrsnaision about wham the 
full intent FISA under was ubtaixxad. The EaU moment FISA order cnulti hire been. nbfained . 
.several .months basiore the eqnaest was actually withdrawn, The: field fifties that iamadiecl thi# 
iiv£¢stigation of the target .repoxicd to the EKG' that it nsl2'..er made a Ssctien. ERS request Rxps 
tills "target 3,1 un 

i-g{) 
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SE IU? 

» CY 2004 Iv) 

(so 

I t . 
I s 

S8 

. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 

..*»;\='11.I¢3:11. Me wthsn the field :of-ices submitted the 
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FBI generatéti as' lea I=»".¢tiQn ii requests in GY 20Q4 for 
emMer were o'btai;r1eci.*'*2 Q 2: did 

rieque sts tu NSLB and when the <.>r¢iei"*§§ 6bl£ai1wd 'foe 
IEQHQ its. w¢ are able *Eh caiczulatie the £iVf€1*&gE= ¥éE5'I.€»a=x p;'s,:\;.wm=.a§..=15 aaarzx: .> 

Then. awmraae tntaé 'fur tiiéssa eqjue its was 379 days.. Fit 
eats we ¥&'ene able= to ice ate how long the requests were 

and it (HER. The its were pending in NSLB for 1652 
5% tar 180 days.. 
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days and.. was 'LV 

i J 

bl 
b3 
b7E 

go I 
l 

S I. I r 

'5= . 
3. I 

SEE 1 

. 

'Zi §l>i u n i o n  Wiirhdnawgi grates for al 
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wiihdnarwm. FS- 

The FBI neraeec LE rcquestain 2004 tharwew 
'la¥l¢x:.:;§riih£irawn. We ha. .ism .. ion and nth Zia alll 
requests.. Q; l were aubrnitieci zt NSI," Ana 
Withdrawn. while requests sti$I. pszndingiatz NSLB 
amofpa when that were For one: of" these me 
wmsmble to- cietennina whether it was pending at NSLB or (HPR . 
W'ith"&rawn-. The WW averages processing time fo'r~ theael 

days... .or thl lgzqucsas tiiat were 'renting at Qi he they were 
Witiidztawrr, we. had so . .ciergg Qilata to . ;f the. -back how long 
the requests wéié pending at NSLB and at QIPR=_ i>qu§s.wer¢..,.. 

at NSLB' far an ax==ew=ge of. 80 'before they v end. to QIPR, 
They' were pending at MAR fer an average of' 1_41 .days befizre they weer . 

IU! 

we--§~=€n£iI!T¥S . 

wdaueamn. it was 
wt 

'\:33~ 
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The F;8l;: genera~te<i° %it:iun -Q I S requests in 2583 that w'f.§t*é 
approved.. We. know when the 'field offs. *es so mitted the require: sts to NSLB 
and. when the orders .were obtaineei for if the requests. The average 
iota! promising time for . quests was 1 days., Far these 

eqtiests, we were able to determine the average time the 
requests were pending a;t NSLB and at OIPR.. The average time 
at NSLB wiatt 60 days.. The average processing time at QIPR was 88 days.'53 

Iu1 

bl 
b3 
b7E 

»,~va~»».". . . . . . 
s; b* aquest"wg&°°g¢I&einaa&a€i.='in. 2904 an 
January 4, 20185. Wir- gae; ¢Q;¥1d§ta-99.-whm the . 

so now. ¥3*'< ( 

H104 and subnlittefl. to (HPR in 
> .. M the field office Subxuittevsi the rléqrresi 

Fur purp.os;es~ vi §¥i.se~us~sing pruecsaing tirmssa to inclixéexi M1 21 $2txtiun :B 1. 5 
requests for wliikraih Grants vhiained instead tip only the 18 uriique. raqnests. (U) 
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The FBI grenerateé requests for Serstiora 215 orders in 20205 that 

were Iélteir"wi<théraw11., . We have submission and xxzithzirawai xziaters for 
Hitcqucsts, F01 :q7~1es~t8, however, w 

. eterndrne whether they were withdrawn art NSLB or {}iP£#'Z 
remaining requests, are was perxfciing at NS'Li;°8 Whsin in we. 

Vera pending at QIPR' xxrhe. they were withdrawn. The 5avem.ft#= 
gxmofzessing time tier thaw. ** was 1139 ¢iay$.*54 Far- th . 
requests that were pending at Of .E when they were withdrawn, we; were. r 

unable to deterznina how long the requests ware pending in NSLB compared 
to) QIPR. i s m  

we -were qqlab e- to 
, of tel I 
s ii-tiitilrawn a¢»§¢% 
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2 as Pwncessing cieiays with initial Aleutian 215 requests iN 
and 2603 (U) 

I 
. devslupiiug. guidance for obtslining 

We in-teniewd QIPR and FBI cifiezials regarding the delay in Obtaining 
Sexctinn 215 orders and the delay in 
Sfsction 215 worriers. The Counsel far Inteiiigencez Policy toici the (DIG that 
after 'é'»¢p°b:.~.xnber 11 attacks and passage of the Patriot Act, t'h<=,:~ number 
of requests. far FISA electronic surveillance or "tali c¢*x:1teI1.t" requests 
ixmcreaseé dramatically ans that GEPR struggled to keep up with Mis 
éiemanci. According to the iimrnsei for intelligence Policy, (MPR responds to 
the priorities so by the Attorney General and by the Intelligence 
Gnmrnunity, inniuding tim.F8I. He said that one of these pdoritieswas the . 
Attorney' Gnznexfafs new procedures on inicliigenee inturnaaticsn sharing, 
.imueti In March 32002, that resui£e<.i in signi§caza.t changes New 
in teliigenrxe infr>rmation was handled. The Counsel for Intcliigerwc Policy 
old the OIL ¥;ha.t he discusssc! wish the Cofiie>e it" that Deputy Attorney 
~€8¥enez*a1 the need for training on these new procedures, and than 
Gounsei for Intelligence .Policy agreed to develop the training. In addition, in 
Deeerrx . 1' 2692 the Deputy Attorney General Isswzfi 21 directive instructing 
OIPR, the FEW and the DGJ Criminal Dimfsiqn, in eonsuxtation with the 
.Intelligence Community, to implement a comprehensive training~cu1~ric1,1I11t1& 
an the Pa'l;ri{>t..A<:<t Qhangezs to Foreign Intelligence Su.rveillan<:e Ant :and 
related naaztmvs for all DOJ attoxfneys. anti FB; agents assigned to .national 
security investIlga¥.i{zns.°5 ~€§I.PR. .dfsxfeslopcad a curriuuiuxn thai addressed the 

.I l 
ii 
I So 

S <~ a 

qxmst gvzaaewtaé 

I 

~***~ In-§s~»§eassib!e £l§a=t f krqu in MGS, It. was witMirawn. In 
April EGGS, but we were tinabirs to ekzterrnine w if *=r;aa generated., and fur twat reasszrrz was 
air U¢¥i§¢1u&§:.it 'al*iiS=. W`1th,~z§espe~1@rt Etiier withdrawn requests., we weave 

°uirxat=1e 

:Q fzietennzine when they weave. ~subruitte¢:i. r . : or uffhen they ware withdrawn. We 
...alsa.&x§..r1;<1t-I31c:1fndu.Me=se. equests in :our calculaticr¢a. In this {Si=.. U 

55 .,'8e¢ Mksmorandiazn from aim, IJeput3f Attomc,;f General, "Raining on FISA at Related . 
Maitsw ifrmembcr '8'*},. 2'O£`}2). (U) 
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FISA process and information sharing procedures. The Counsel for 
Integence Policy Aoki the (HG that training was provided to empproximahely 
»4,0{}{I agents and attorneys in May and June 2003. The OIPR attorney 
responsible for ~evelcsping the training tell us that the new Smvction £215 
authority was a minor component of the t ra ining* The Cm.:.r1selI for 
§nteI1.igen<;e Policy said. that another priority QIPR was. directed try focus on 
was a task farce to address FISA applications related to the "ramp up" to the 
war in Iraq. (U) 

With respect to: the FBFS ability to obtain Section 215 orders, the 
flounsei for Ixateliigence Policy told the O}G that the FBI "knowlsl how no get 
*what [its want[s]" and that he regularly receives teieph-Que calls from FBI 
executives, .including the Director, when a particular application or type of 
application is a priority, He said. tirade during this time period the FB! "was 
not beating down lOll*R*sli duct" for Suction 215 orders.. NSLB attorneys did 
the QXG toat during this time, NSLB attorneys discussed an numerous 
<>c<:.asi»1§n~s with DIPE officials the F8YQ$ displeasure the pace of 
processing Section 2.15 requests Br GAR. (U) 

FBI employees also toted the OIL that Section 215 requests were-not. a 
priority initially because. time number of requests tor 'full carxtent FISA orders 
increased. significantly after 'September 1.1, 22001, and NSLQB Sttttrrneys were 
£`oc°us<l:d on adciressing these cases. In addition, in 2002 NSLB did not have 
at attorney designated as a. point of contact for Section 215 requests. NSLB 
was attempting to hire nxesre attrarrxegfs to handle the increased workioacl. A 
farmer supewisar at NSLB Wid the (XG that when. he became time supervisor 
in April 2002, the unit had appraximateiy 10 attorneys and witan he Zest in 
September 53003, NSLB had grown to approsinaateiy 30 attorneys." {U} 

In early 2003, an .NSLB attorney volunteered. to work on Section 213 
requests. She- began developing a standard request fain; for the field offices 
to use fur submitting Section 235 requests to NSLB., Around the same time, 
the Chief Division Counsel for a large Held office drafted a; standard. .request 
'form for his field office 'to use to make Section 215 requests, The Chief 
Division Counsel communicated with the .NSLB attorney about the form, 
and she parcwjided recxsmmesld.at;ions and. sxxggestions In addition, in 
mail dated April 24, 2003, she recnxnmsrzdfmi. that once he obtained 
a .pprovaI. iéw0n1 his management to use the .request form, his Iielfii. suffice 

ii- Tha OIPR atfomev re§pcnsib!e fur dsveioping the training too! up that it itbcused on 
:de by 

aus. et °P° 
_#Mining wsiulit content . .'.'. .. orders, which the atiomey termed a 'mere alggnessivgz 
technique* thaw Srrciinn 2.15 orders. $.33 

.so at .the tinge, NSLB was mailed the .N;atirmxa1` $ecuri!.y Law Unit, in; 
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should use the form. until Me FBI~wid@: standard :request form she had 
developed. was approved at; 'FBI Headquartzers. (U) c 

I 

,s 

(s) 

i | 

I 

In 2003, the FBI generated a to tai O 3e<:tion 2.1 S requests that 
were Threaugh .August 200.3 when NSLB began to ffacus can 
nhfaining a Section 15 cruder., which \\»*e discuss below, the FBI genelea tad 

lsq"Lle.sts for Sectita:fx I ardors. One of time requests was sezrrt from 
t wary DB This was the 

=1*pr\11¥=<§t f+srs=~¥zir~s11nht dievx i-mari far in 'I mI\r¢=~r§ih"' IIhr<an>*'#=: records confering 
*This request. was 

determined by aim to be problematic because of issues arising Quiz of the: 
§3u.cide3f Axnendmen t, was wii;hdrawn..,§§ U! 

one uoxzn-iaerintalligcnw .Division no DIPE in Februaargr 2-Q03§ .B Th s W 

It 
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'eqfewsts were sent. to NSLB bulk were nrfr forwarded 

determine the xfeaszm this request was withdrawn. 

to QIPR. One Off *Ehe requests was fer a unixrersi1:y's Ltords and "iiééas 
submitted in April 2003. As previously mentioned, the NSLB attorney who 
handled this nelquesi told the GIG that beufausa of the issues with the 
Buckley Amendment, -the FBI did not want in push this case ¥`arwar§:E as. its 
Section 2.15 test-case with the FISA Gourd Another request was submitted 
to NSLB in QGO3, but was later witiidxfawn.. We were Arabic 'to 
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3. NSLB's affarts in the summer was to push for a 
Swtinn sis order Lu} 

In the summer 2603, NSLB began 'to ftscus .mare .resourr:é"s on Section 
2155 requests, In May 2003, a new Deputy General Cnunsei am* NSLB was 
appointed, He told the GIG that at aha time he was aware Thai the FBI had 
attempted. cm oibt:ain a. small 'number of Seiitican 215 orders but beau 
unswzcessfUi. Ha saw there was a sense within NS188 that Me ~i needed 
tO "break through and get la Smtion 2 I S orderl." in addition, he saéiri thsit 
Khertf was a re¢ccagniltio1*1 that. the FBI .rwetiied to begin obtaining Sentient 3 
orders beczauska Section 21.5 was QIHS. of the Patriot' Act provisions that was 
~s~cheduied to srmsex an the end. of 2385 and Congress would be scn.xtinizixag 
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as Hwan as Qhere was iii! i11'1te(z`tml prneess in place directing §e;1£¥ ufiiawas to subizaii 
$$enti¢:1~n 215 tequxafsts to 1§TSLB in addition to the CcruntartermoNsm iZ§§v.i~§.=i<ax1 or time 
€`3n°untcr'mtellIge:<zxce Division, field. officers anmetiMes semi .requests only to the RBI 
Headquam::r$= operational. c:tivlla=inns, Ami! the FB! Headqnarters~op¢ratio;na1 division 
.suliaraitted the reqruasts dirzeetlgr to iii/é¥¥i.. (U) 

GIPR dncxx~m eriW shim* if fiat this rennin izvaess Withdt=awn bY 
Q UG 

64: iiiies. my; in November I S l ! ! 
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the FEFs usie af the a1.1thcrit8,=' in determining whether tri .renew the 
~authorit .~5». 

L 
, o  (ET 

In effort to push the issue of O bteinin ~:a *~ec=t1en 1 rel r n tie ii 
Gcteber 53003 LB simultaneously submitted( to 2 IN pp, from 
to GIPR.. In addition, ran October 29, 12003, NS to cixeiributed to oil iieid . 

eifieee the etendercl Seetifxn 223 .15 request form that was developed by NSLB, 
Along with the standard request form, N $LB ciietrib med detailed guidance 
concerning Section '2~ 1.5 requests that specified who within the FBI field 
office wee required to e;:>preve` the Section 215 request. and directed the field 
offices me eubtxxit request forms to; NSLB . 

motion 2 £5 order, in mi¢;l~ 
lection 215 applications bl 

b3 
b7E 

4. Fwncessing delays continue in oirxz and saw lm 

m 
to 

According to NSL8 and (MAR attorneys We interviewed, NSL~ and 
OIPR had several disagrieernems abort the eortotent. and form Cf the 
215 applications submitted to CEPR 'm`i>:i~£3ctoi§er 52003. First, 
'NTSLB attorneys fold us tags " 5 ' ` 
shaukl strean1¥Iaed~..azad 
When disctJ§$s§§§n With (HER iaersoznmel began dave opts=e~m o a. 
tsmpiate, fzziimz wanted the application 'to~i:rwlud¢ name infoxmatiwn than 

'W e t 'of v a d z g x n e p m a t x  
the m!e\2ax:¢c¢ staxzdarci a1§.c¥ Me level of detail nfeeeasanv* in the application 
package no rneét. that standard. €}I¥?R personnel Aoki us that they believed. 
the applications reeded more detail to satisfy the scrutiny of the FISA 
Court. (U) 

p 
NSLB ;progpl@asedl.'*'*9 Bisagxmement revolved axxaund dii'fering interpretations of 

. béliaveé the Section 215 apphcatxoas 
aiitiilar to a suhpmsna. Howe-var, 

the de Io f 

NSLB and OIPR personnel worked for several months to develop a 
template .fit Section Q I appli»:::a.tions submitted NSLB to .~ IPO.. 
ether things, the appiiczatiozm includes a specific description of the inem~s 
requested, a description of underlying i1w~e~stigatiOI!, and a description of 
how the FBI" expects the reque ated items to) further the inve**stiga1*ion.`" (U) 

<,- 
W An OIPR aiiorrnev who was 'ii1'!t~*:51¥}. s . ~Séussi 

applications said that she: had for 
2£3€iS$i that vas rnv1"¢we€l by an aiétarngjf, However, to Uri!! app 
used' by she: NSLB atitmnwys *¥'¥1<2~ §***¢p~*@r§s°i1116 !E@!i~::+n'a the aubmuted £6 (MAR 1 
late ml 

r 
_ '¥¢\1s=i<*n#~'¢1§¢HHi1@= .. 

for-$:eu:l:inn.§.!$ to.; 
this apjiiination frat 

§'1_.,¢_§..!iona submitted to QIRR in 

I . -_ RG., 

vas in addiiiun to adziressing issuers iihat amuse but "QE :statutory intaerpxctatiun, Nsil§Ei 
at:t<>rne..§=S her# aim dis¢uasi1?£g=£hsa°°°pzra.¢tlta1i.asue:s associated with serving éMssiiimd 
Iiectiexl Qfritlnrs on ¥1i1d~isrid11als= who .diéi zmjotiraw security ciearancea and bt1.sirlasses 
that did Nat Mavra appmvefi =s£s§xmagE°.m:t>r'itai:1%r; ~b¥SLI~3 considered many optiuna, Sarah as. 
determiNing on 8 =r:as¢-tiy=»caae= Ba=si's= wi?l¢fi1eri:he Mexfxazaatian. listed in a Section 2'i"$ o;r<i¢1as 
is ciassiified. NSLB eventually iiienenniinasi. that =aLl S-rwta-Ion 15wéem w¢1=¢ to iii# twisted as 
alassificéi, although un¢1ear'e&i personnel szjquid 'in shown the radar Tar pxafpnses of 
(cqnféj 
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NSLB attorneys told. 'the OIL that even after a sieandaand application. 
.farm was agreed upon, they .continued to beiieva. that the azsxwunt of drain 
that QIPR required in the ciescripticulfx of the investigation and the items 
requested Section 2.15 applications was more than the law required to 

e > Q two the G 
"an inordinate amount of detail" in the applications. (U) 

be .. anno ...5 

cat.o.sv m r s  nth in 
Qstabiiah relevance, :Gnu NSLB attorney raid the €}l=G= that OIPR atztnrneys 

Another initial .problem that srsss with the applications submitted in 
mid.-Ocsaber 2063 ccmcseerned whether the FBI ctmld present Section 215 
.requests is the FISA Court. Quire-ctly, N SUB sttornsys had dmttsd this 
applinatirn/ns for the signature off the: FBI's General Counsel and met OIPR 
attorney.. NSLB attorneys told us that they believed FBI attorneys could 
present the FBI 's applications di°re¢tiy to the Court without GI PR 
approval because Section 21 states that the FBI Dircrctar or his designee 
can masks sppli»°::ations..ts Me Fl Gown for Section 2 5 orders She. 50 
u.s.<;:.. § .t861ii" "': 

QJIPR attorneys disagreed, stating Was the FISA Gantt Rules at 
Proceduxtrss provide that the Attorney General deiicrmines who is permitted 
to appear before. the Fria Smart, and FBI attorneys nm au.th§>ri2:ed 
by the Attorney Ganera1 to practice before: aha: FKSA Gmzrtzrt.. Eventuaiiiy, 
NQLB agreed to: draft applications br signature of? an DIPE attorney., and 
GIPR attcxrneys would present the applications to the FISA Court.. {U) 

.mi .the inhtiai appiic&tiQ;1s subriiiiiedf by ESLB pa DZPR in 
Oétoher QOG3 were eventually presented to and apprcsxreri by the FISA Quart 
but Nat until xxxuch later in 23304. At some point after the applications . 
first submitted, NSLB decided to focus an the application it believed. was 
ma vvrsw in >zr?fw~ss=9 Ranfi mr&§:F2n°i°ad the 5¥ar¢°s;=zt nrn¥~x3e1r\sa his; rnawzmxi' ams; *Fm 2. 
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Finalized, by OIPR in spring 2604 and was approved be the MSA Court on 
May 3304 . 

I 

l l 51 

I *"*~uw up = a 

ccziiecting iznfarmazioxx 'in response to the ~o1?z:ier'but druid nut rnaintaizi ax mph et Me ardis 
In Nusfeimxtier 2004, 'new the FBI's standard Sécztiun '3 request: farm. and included 
a1,it¥zoi'izz¥£*iQn .fer service uxx..pA2=rsons; viiixum. security clearances, {U} 

'al Gm Qctober 19, '§€1§!3, the Director of the FBI designateii the Generals Counsel of' the 
FBI to :make Section. ans apgiicatifarxs to life EISA Either okiciais who have 
deiegtatcd this autimrity' inciudiea the F8i"a £8ep.uty Divenwr the Esec:u¥ive.Assists;sxt Diizwectar 
br National Sefzuxtiry, in# Assistant Directors and }ibespmv Assistant of the 
C4sunterten'nrisun, Co:;nter:IntelIigex1c:¢=, and. €3y1:i&r Divisions, time Deputy Gunerai {3ourrse¥. 
for Na£iuna¥ Seeuvity f§;££8~irs, and Kim Senior C$.ox;;.nseiI for National Secqxity Affmrgs; is) 

! x 
\ 
\ 
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Both OIPR and FBI personnel tak! the QI Gr that iN addition te 
preeeesing delays caused by disagreements eeneerning the in tent and 
forte of the Section 815 appiieatione, meme cieiay occurred because the 
price salmon of business record requests was net a by either the FBI 
or {}I`PR at this time..'*'~* Instead, GIPR and the FEW were fbcueirzg en the *`iTull. 
¢::enten.t" FI SA .applications that had become `backlogged.'¥** Parsuan t. to en 
Attorney Genera! directive issued in April 2004, (HER. wage in the .pveeeee of 
forming a FISA task farce to acidness the backlog of full content FISA 
requests. IU) 

I5? 

Sastieirn 8. 1 zaquasta costing use to take several :months to be 
processed in the 1°ei11a.inder of aorta and sons. For aazampls 
applications submitted by NSLB to -OIPR as August 4, ULICK. 
September Q. ~` 4, and again on OctSbar 5, 2004 , the NSLB attarnsy who 
handisci Ssctinn I requests wrote an e-mai! to her supervisors stating 
that NSLB had suM heard anything about the appiisations from. (HPR. 
Sitniiarly, can Nsvembsr 9 13.004, samaria NSLB attorney wrote e-~maiI to 
~a stating- Hal Laura applications had bean submitted to (HER in 
Sapiens bear but NS B had mst received axzssr response from QIPR.. asm 
attorneys wma aisa frtxstnataéi by the edits mcommsndsd be' OI PR attorneys 
and the amount of inilolrma.tisn and fsllowap work that was being 
requested, 'Up 

@J 5I 

in the .tau of 2854, tide now Deputy €§¢zzera"i. Cr;¢unsei of Ami 
MAR Deputy Cwzaunsél for Operations met to discuss the problems aim the 
processing it' Sactisn. Q requests. The N$LB Deputy Generals Counsel and 
the GAR Deputy Gmgzxfzsel tioléi £13 that they agreed to attempt to resolve their 
eiifferenws about. c:mxtex:§t of the Elsa appiieatiarxs in archer ac address 
the backlog. CHPR and FBI management also inzpiamented a "48»hour" 
by 'which OileR~pex*sQnneI were to rsoirxtacxz mr personnel within 48 hours of 
receipt Ma business reward appiicatinn regarding anyr sign~ii'i<:ant cm-moems 

b1 
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nun 

$3 WheN We asked. (HER perwnnei about the delayed processing times, two attzzrrnevs 
tuiféi the 'OIL that a QinwnatariUrs:1" was piaxrxeé in the sharing. of 2904 on the turthar 
proaassirxg. of Section "&15.appli<satit>ns;and that to ruoratorfum may have been .connxscte§§' 
to Iiiigatian, The ilounsei for Inteiiigenetz Poiicydzcsiiii the £316 heréiid not vecalé 82 n:wx=a1:anlum 
an the pruceasing of Sexzstion 215 a;;~§p¥iaa£ions f M .  the EFL {§;¥} 

74 The Guunsei .for inteiligeneié 'Pi<>1icy~ told the GIG that aithmxgh o f ,  sis given 
authority in* krxire a sigmificaxmt nuxnher of erapiayees, the majority: of 'these employees :did fit 

waking for (HER until 2£§Q2=§,. As a result, arm did.; :wt tzsm; sxgfikimt pexfsannei to 
hanzik: Qiieworkload. go; 

by ha re .for Era . 
Foreign Intclliggnce Suweiilangze Act (April 16, 2694). (U 

pa. Mamammkun from: the Attuexnsy to. the FB! Direfftnr and hmmm! to 
Qitice at intelligence -Fahey and "Ream, Changes in Pnocreei-urns Ernplem-eating Bit. 

or 

as# (U) 



QI' had with the request.. However, NSLB personnel told us they did. 
observe any changes or improxt<i2!I1@rlts to the a. result of the 
in1plf21'nerltatic:n #of this rule, (UI 

Processing delays wars -also experienced within NSLB, both iith. 
respect to requests -for which murders were eventually obtained and with 
respect to requests that sweats w'ith.drs.wn,. Fm' example, we found that with . 
is spec t to S request that was submitted to NS LB s. field office on 
February 12, 2004, nat send application to OIPR until 
.January 14, 2005, almost 8, full year 1ater.*'6 

5. GIPR and nuns take steps to improve Section 215 
for process 

To 

to 
to 

By early the Department faced the "sunset provision" oil~Sect.ion. 
I5, pursuant to which the authority would lapse or "Sian set" unless 

Congress aMrnrtmatively renewed e €w1s'1 n pi! 2 5 FBI -offs' a 
testified before élcxngrej .Abeu Q F`BTs use of the ati'E}1I§riti.es providczd by 
the Patriot Amz. is generated a renewed enxpbasis within the FBI's offiCe 
Of' ~Generai Counsel on the use of Tim Sattiun -Q I, 5 Hrinund this 
same dmc, the Heputy Gieneiral 'Counsel Igor" N8.LB collected inforri'Ils;ti¢;rn on 
the status the FBI"s pending »'§i.ecxion..?Z15 rnmxesm and a suxnmaurjf of Fri? 
history of the problems. baitwvietén. NSLB RIE1d,..€lI 
requests (UI 

e provision-. In April £105 FBI csiiieiala 

an . 

IPO regarding, Section 21.5 

Around this same time, the NSLB Deputy General Counsel met with £1 
Deputy Counsel it' OIPR and discussed Me issue of the. pending Section 2 
requests. At. this meeting, the QIPR .Deputy Comes! 
Deputy General Counsel that oxpR had recently assigned nee experience d 
DZPR . attorneys .to address Section 15 requests, ( 

~.~»-su 

I I 

h 

In addition, after the °t8rsi: 2 I5 old¢rwas QhnaMed in spring , the NSLB 
atrormy was=,.hm§£m Sw¢»ti§.1z'2i$ . nm 3. . 

aéauxsagfaém "Y :frbrn each' of 8'bu'&iii§!~¢ retied. it .Mae 
point. free :Heps§§;» -. jitney réqumts-aare quite. <:»ld. I .earl no &u@a,egch..gf3giurla 
vsrhetiihér still itifurznation Thai; yon. sntxght in tiérei request iiiadéa 
feel flt8é to send .one. requests We hawk the roiiinrg* . 
.r£zqu¢ses had been. suhmi . um 01513, Ann. hsutl 
anoflzert in Feébruaucgt mast at* 
withdrawn for different museum. . 
nemnrzsed no time FB! that it did Nei=1haar¢° the iafninnatiMr and HE dnuther :ease 

l11at would, haw be, up .nr to are Fu EQ 
S i m  215* r€rd¢r§~-¢¢1§¢~»§v'¢1i¥¥§@1¥¥° otinnmiggmgd bi» other 

we s@muu..~2~i5 I, 2664. no' 
¢11~ of-ywru bu imp# at saanel 

up. mqucsas -O . e I to lrnsww tWnrz each of 

he; .. 0lEI3..~¢mm= .submanitted in Januaiqr aUU*1l'5zi1>lel 
2Q&§£=. angmtsnspuurzded ftiwrt the requests-ahauld be 

reasema. . .orearaxnplc in one Mae. the euwtodian of -mqogrds klg¢ 

pen£t°=niE~the order- an psruvide- theraubiids. 
tmhribd T §(IU1 
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I. U) 

Aciczording to the OIPR Deputy Counsel for Operations since: two 
QIPR abnoxfnays- have been assigned to handle. Section -mqquzests, she has 

my play abu .Se reqfu 8 s. She saith that 
ideally QIPR wiauld tike to pracesis Smtién -215 -requests. 60 days. NSLB 
attnmneyra 'aim told the GIG that improved Pfizer Me :was ~11ew 
CJIRR zgnltneys were a,ssigIled an laand1@ 215 1=§quesEs;, f 

revived few complaints about Section 1 requests. 

as 1 as am . Semi' t 

In fact, as.. diagram 'below demonstrates, the it took 
NSLB .to process w.ithdra=wn. and approved Section 215 applications 
improved considerably comparing applications submitted. 2004 and 
appli-caxiuns submitted in 25165. (U) 

DIAGRALM 4.2 (U) 
Comparison of NSLB and OIPR Processing Time 

for Galendar Years 3004 and 2005 (U) 
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Source : GIPR ax1¢8 FBI (U) 

III. GIG Analysis (U) 

dinrenfive, we Et; attélllpted to deteafnziner whertlaer 

Congress directed the to examine "the ea5fir;ation for the failure 
of the Attonrriey General to in sue iznfiplementing Procedures severing 
requests for the prod of tangible things . . . in .be fa shim , 
including wh eth or such delay 'harraeztli nation al security To respond to this 

a ed .. e Attorney General was 
required by statute, regulation or other' directive to issue implementing 
proved In. our review of éiecmfnents and iriterviews wiuieeaes, We 
felid Ne such requirement. However, we also found me evidence that the 

S g 
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P .Attorney or Et: Hriment rnfiiss. directed (HER cur the FBI to: 
implement 'Sefétiorm 215 prcre¢:du=F¢s;~ 'Wie found that OIPR and the FB I 
everztualiy developed standard forms and applications far obtaining Secri-an 
521 orders. :is LB distributed a standard rerqixest form 'to field ufiiees in 
¢De.!s~':i Ber 2033 s and z~1sL8 and (HER eoznpleteffi 8. staridarci applicatinrm 
order in the spring 20984. As éliwussed above we tezfxvaineci that the 
Department, including £}IP'R, old the EBI were feeused an processing 
mrrtent HSA requests, training, and hiring perscmrlel to acidre SS the 

for templates and 

A. Bureaucratic or Procedural impediments (up 

. Congress also directed the U kG 'lie identify or procedural 
impediments that • negatively affected the I's ability to obtain Section $2 I 
orders, We found several impediments that hindered the FBI 's abiliiv to 
obtain 8°ec*tis°.>r1 215 orfzlers. Firm; we discuss these impediments in detail, 
including the legal ciisagreenaent concerning .Asia tutor? in terpretatinn, the 
lack bf resfzxurces, the mu1ti»1ay4::red., process far obtaining Seciian Q if 5 
orders., and the jack of knfiswiedge in the Held abszrut Section. Qi. 1. 5 a.uthox'it8f , 
Thereafter we discuss the effects .of these= ixnpexdirnmnts an the 
implementation and use of Section 215. (LI) 

1. Statutory* intzerpretatiun (UI 

Use l§.F_ 'first impediment was 'the uncertainty interpreting the law. 
if thelegal issues that a;f't~*:cted several of the Host requests generated in 
£2002 and 2093 was the intersection of Sezeticzn 215 with Bucldey 
An"xerld.ment: that provides for the production of etiueationai records. (}IPO's 
in~terpr€tatio.n ii? the statute was that Seetirm 15 did wait. existing 
laws because", unliker other pivcwisions of FXSA, Section £15 :did Nat irzctiuaie 
in the business records .provision the phrase "notwifhstandirxg any other 
probion of law." .As ciiscsussed above, while -same NSLQB attorneys disagreed 
with this. interpretation, NSLB was not willing to push the Issue with the 
FISA Gavurt, and as a wr i t  no request for educational rcccrés was 
presented to the FISA Clari between cat and 20:85. IU) 

Accaarriingto N858 and CHPR attorneys* £his~ legal. irnperiiment to 
obtaining sdumaiionai rerlctzrds has been addressed. Section 1 G6{al(2) nfxha 
¥2ear.xihx>z'~ization Mt anaencied FFSA by aciciing~50 U..S.G, § 1861(a)(3), which 

aclciresses educational, .med~i<:a€I, tax, and other' sensitive 
categories of business .r.e(;§<:¢rds, The arnendrnerlt~prQvided'£h~a?t when Me FBI 
is requesting such items, request nrzusi is persnna~Ilyxa,pprow4:d by the 
FBI' Qirectozi, the FBI Ue.put}* Director, or aha =B§x.ecuxi~vc's' ASsistant DWcatfxr' 
for E'~§atiorxai Sccrurityx According to seveM.§S£B .and QIPR aiiccsmeys we 

0 



U ) 

in terviawed, because this 'provision clarifies that education al are 
obtainable through the use of a SectI;v>n= 215 order, the non-disx;:1osure 
provisions of 3e(:tion Q I. apply .path or than the notification provisions of them 
Buckley Amendment. (U) 

nsua fist' the 
<i(=:<d= 

to 

and QIPR attorneys Mee= dieegreed ever the into 
eeievwee standard end thew zeueix infernletiorx had to be irriiiiii 
See dion 215 applications about the items requested and their eemieetien 'Fe . 
en FBI irxvestigetien. aiiemeys believed that. the level of. 
required by OIPR e Ineeeeigetiene In the applications wee 
beyond that needed to eetiefy the releefeuee threshold ~£Z?n~ the ether heed, 
CJIPR attorneys believer! the information wee neeeeeexy iN zercier 'to persuade 
the FE Court Eye approve the applications. Here red o1pR.eeee=tueH§* 

aden the intent and fever et' a standard eeelieeeeu Hiker eeeeml 
menthe of beck and fems. absent. .the issue. ..Ewen otrzee e. eireeeierii 
application form was upon, eweMeys to have 
disagreements with OIPR eiitoreeee In individual eeeee .-about ,In-eel GF 
detail required. I-Iewever, once We OIPR attorneys*----- 
Section 2 s requite in early eeee took see, eeeorciing be N$LB end (HPR 
etterneye, the°:r§ix.=n1ber of disagreements en. this issue has deereeeed 

d the parties are werkirzg xviii together. 

2. Insufiieient resources Lu} 

The second impediment to obtaining Section. Q 1.5 was the back. of 
resoureea devoted to. this process. Neither NSLB .nor £}IIP'R had adequate 
resources to dedicate to implementation of Serration 218 requests after 
passage! of? the Fatriot The wcxrkiaazi rat' both entities in¢rea.se<i 
ciramzaticaily at?§er' the Septanaber 11 attacks Ami pas*age of Patriot. Act, 
and substantial resourzées were needed to or¢ax:ess~ full .cxzzment FISA. 
applicaticmns. Both entities were authorized. to hire large numbers of 
emplcfyeess, and 'by 266.4 ho£i1 NSU; and QXPR had grown substantially. 
However by spring 2004» a significant of full :mutant 
applications had ciweloped, and the Attorney General Qrclerezd CEPR. and 
NSLB to cream a tasia .three 'spec:ii'ica}l5,' to address the FISA. bac- NSLB 
was nsquimd to dnaaii approximately IQ attcxmeys to GAR to wcznk in. the 
backivgged Mil cozaient applications. IU) - " - - M  - U -  

- 1  

. As Ag result, NSLB did not focus on Section 215 requests or make 
obtaixiing pa 21s Grader at priority until late 2003 when NSLB 
submitted. .a group of' Seeifion. 1 applications to (HPR In Q ctobar In 
addition, around this same time an NS LB <ez.tt=:im<:y was finally designated as 
aha point of contact we n S B Semen . .5 requ t within NSLB fear Seexion 215 requests. Lin 
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hardier Seciinn 221.5 requests. This de 

he July OIFR attempted to address 'NSLB's cnncarns about 
processing it Section 2 requests by assigning a detailed NSLB attorney to 

to . . q :est . To 8 detailed NSLB attorney, however, 'was' 
also assigned to haxxdla :We izontent FIS.&.applicat3Qns, and N$LE3 attoiwgys 
told We €3£€§ éeeisinn. did Vogt address the processing delays 
aasaeiateci wife Section 2115 applications. In spring 2005, ha Deputy 
Cieruxxsel far QIPR assigned .two (HER attorneys to handle Segztian 23.3 
reqixeslis ~ a line attorney and a s1,tpeI'\»'isor.'7`* According to CSIPR andlNSLB 
.attunleys, the dedication of these two attorneys to Saciinn requests has 
improved time process signiiicantiy. (U) 

v hiuitipie layers of review Lu; 

The :multiple iayftzrsel' .review far Sesctian 215 apps-Icafians Alan delayed 
them? rssuanee The process far obtaunzng a Section 215 order involves 
.mniiipie layers dfreview iN the FBI field office, FBI Headquarters and 
NSLB, in (MAR. An agent must. obtzaiianr his supervisor approval, than 
the Ami the CDS approval., before the request is fonvarde-<3 to FB! 
Headquarters and NSLB. in NSLB, a line attorney drafts the a.gplieation 
packages, whirih is then reviewed by a ampewisur before it. is provided £0 
(HER. In (HER, a fiNe attzomey prepares the paczklaxge, and the work is also 
reviewed by a supervisor bfefiare it ready 'to tmalized far signature. After 
CEPR returns the "to-aiQ version to; NSLB flirt' signature, the application and 
racier are revicxwcci by NSLB perscznneiand changes may be requested a 
resit of this review.. (U) 

At each .Step tiérz reviewers aZ; the EBI or QIPR sftsn have questions, 
varbiizh may require additional iufafnvnatioo from the originating Haiti agent. If 

(HER attorney' has a. question., he or she cfamrnunicates with 
NSI." attorney, widow Qantaets the agent for Life infratrxnation. Ami than 
<;0.mm¥3I1icates the mspormse hack to GAR. Supervisors at Headiquarbrears 
or in the Kiel<;£ or #SDCS the fig-ld .ofiiriies may also he~irw<.rivwei in these 
wmmunicatious if there are disagreements about the adequacy of die 
infnrmatiorz provided or questions about the basis of .the FEPS 'assertions in 
its appkicatiuns, (U) 

Because of number of iswels of review and the ~.Fnul.ti4cude 

of entities 
involved in preparing so. Section '21. 5 application, the rewle:w process can. 'be 
lengthy, In addition, without close management an application can be 
deiayezi .for 'weeks or months at any stage. Even with rnanagenwxmt of 
the process, the prone is from to end would likely take several 

11 Amurl& this same time, the $813253 axmrney deiaiied ter DIPR rleturnmi to the FBI; 

_.3 
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weeks with respect to a simple or problem-free Section 5215 request, A11 
OIPR Deputy Counsel told the OIG that QIPR would like to complete its part 
of the process in 60 days- However, as detailed above, the .OIPR process in 
2005 for approved applications took much longer -~ on average 08 in 
addition, the Counsel for Intelligence Policy told us that for agents the 
process .can seem unnecessarily complicated because the Hgfsrits see "the 
layers of review [involved in obtaining a FISA business .record order] as 
opposed to [the simpler process] to obtain a criminal grand 
subpoena.*7$~ kg( 

4-.~ Field office knowledge about Section 215 orders {U) 

Finally, based upon our interviews in the field, or: also detennixzed 
that FBI field offices still do not fully understand Section 215 orders. 
Scveralagents raid the GIG that they were only vaguely aware of S¢ction 
215 authority, and many agents stated that they did not. mow what the 
process was for obtaining a Section 215 order. (U) 

8 .Effect of impediments (U) 

The bureaucratic, legal, and other impediments discussed above 
contributed to the FBI not obtaining its first Section 215~order until May 
2004 despite the Held generating its first request in April 2002. Another 
effect of the impediments was that in some instances .field offices were not 
contacted. about Section 215 requests until several months after- the 
requests had been .sUumitted .to NSLB. In various cases, once the agents 
were contented .the infernmatierl was no loneer needed. because of . . 

developments -in the ease, such as 'In Several.. 
instances agents were aware that new received their requests, but their 
requests remained pending fer months due to disagreements between NSLB 
-and QIPR about whether e particular request should go forvreuvd. In other 
instances, the requesting agents told the OIG that they never received a 
response back from NSLB .or OIPR. gm 

We bund that the processing delays and .the lack of response to field 
'Office applications contributfsd 'to a .perception aznfmg FBI field agents that 

wav* 

- ,kg . The Reauthorization Act also requires Thai minimization. requirements be developed 
for all donwnents obtained Pursuant to "a NSA business .record order. The Counsel for 
IntelligeNce .Policy predicted that agents will likely 'be more .reluctant to use the FISA. 
business records provision because of the additional level. :of complexity to the Prwzsss 
involved In minimization in the use of FISA be sinesas reecirds. We will assess the effect, if 
any, 'of minirnizaticm prowdures (m the use of Section 215 authority In our reviewqf 
Section 215 orders in CY' 2006. IU) . 
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the precise is too slow and not worth the eHart. We interviewed several 
agents who had never sought ex Section 215 order, but they reported to the 
OIG that they had "heard" about the process teeming far tae long. Several 
agents told us that if they could obtain the Section 215 order in e shorter 
time, such as 30 days or 60 days, they would be more encouraged to use 
Section 12158 requests, Agents else stetedfixex; if they were to 'identify an 
item that; they needed quirky, they would seek to determine whetller° the 
item could be obtained through a. national security letter, e grand jury 
subpoena, or other proeese that is.faeterthar§ the Section .215 process, 

We also asked FBI and GIPR employee whether May believed the 
pro'blem.s in impiememing '€§e€tiun.215 and the delays in obtaining Section 
215 ufxwders banned their cases or national security. News fat the FBI and 
UIPR ofiiala w interviewer said that t.hey~w*ere aware of any harm. to 
national security caused bY the delay in obtaining Section 215 orders. None 
of the agents who initiated the requests for Section 215 orders told tha OIG 
that their cases were negatively affected by the.in.ability to obtain the 
information sooner. The FoPs Deputy General Counsel of NSLB told us that 
the 'failure to obtain a business record orcier or to obtain it expeditiously 
may have negatively impacted the pace of' national security Investigations, 
but that she did .not believe that this meant that there was harm to national 
security. (U) 

We were provided no evidence of harm to national sczcuriizy in any 
specific cases caused by time delay in .attaining Section 235 o1'd.s:2rs or by the 
FBI's inability to obtain inilotnla~tion Mat. was requested in a Section 215 
request. However, we were concerned by the number of instarzces in CY 
2002 to,roug,h CY 2005 that the FBI identified a need for inflammation in .a 
national security investigation but was unable to abstain that intonation 
because of a processing. cieiay or other impediment to obtaining an order. 
III 
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CHAPTER FIVE 
USE AND EFFECTIVENESS QF .l` 

FROM SECTION g 
TION OBTAINED 

IU) 

I. Introduotiun (up 

CQongress~ also directsezd the OIG to include in its review an examination. 
of the types of records obtained under Section .215 orders and the 
importarwe of those records; the manner in which the information is 
collected, retained, analyzed, and disseminated by the FBI; 'whether and 
how often the FBI used information obtained. from Section 215 orders to 
.produce ao"analytica1 intelligence product" for distribution to, arncmg 
.others,' the Mteiligenae community: and whether and how often the FBI 
provided information obtained from Section 21.5 orders to law enforcement 
authorities for use in criminal proceedings. (UI 

In this chapter, we erst discuss the collection, analysis., and retention 
process with respect to Section 2.15 orders-. Next, we. describe in detail the 
types of inibrmation that have been obtained and how this information has 
been used in investigations, including whether .any information has been 
disseminated to the intelligence community or used in any criniirwl 
proceeding. Finally, wo~.oxtalIuate the offect.ivene.ss of the .FB}:'s use .of Section 
215 authority. (U) 

H. How Section 215 information is Collected, Analyzed, Retained, 
and Disseminated (U) 

.A. Collection, Analysis, and Retention (U) 

'Before items subject to a Section 215 order can be obtained, the order 
must. be served upon the entity that has custody of the records. .Personal 
delivery or service it" the orcier is typically accomplished by the requesting or 
"originating" FBI .field office, unless' the recipient of the-order is outside that. 
district. In that instance., the FBI. field office where the recipient is located is 
asked by the originating field. uffitte to serve the order. 'Phe manner in which 
information from Section 215 orders is collceteti depends on the. category of . 
information sought. (U) . 
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For pure Swetian 225 tarderé, the réeerds are obtained than 
h requesting FBI field office direeUy frown the recipient, whip either prefsluees 

the documents herd espy or electronic formet,?=9 The 1*eef:>rde ¢;>bte.Ined 
ere reviewed and analyzed either by the initiating eeee. or an FBI 
intelhgetxce analyst, If after revxewlng the information the ease agent 
determines me further 

`m
vestigetien 

is warranted, the agent stores the 
information with the rest of the ixzxteetigetixfe ease like.. The event rnesf write 
et: Elem irenic Communieetien (EC) euxnmerizing the information ebteineé 
for purposes of' docuxnefl existence of the records eleetrenicelly 
AGS, the FlIts electronic eeee tale system, if the inferzrnetiezfs wermxats. 
dissemination. within the .FBI , the event. prepares an EMC to relevant iieid 
office or efticee. If the information warrants dissemination outside of the 
is, such be Ne an intelligence agency, the event prepares e. Letterhead 
Memorandum or other appropriate form of eeznmunieetien. (U) 

Far "cambinatinn" Section 18 orders, FBI personnel told us that .if 
the recipient: and the F ~I have technological compatibility, the recipient 
transfer the requested subscriber information electronically directly °i*xx.t~::» the 
FBI computer system called "Telephone Applications.i*'8*> If the FBI and 
recipilb:51t"s systrzrns are :wt compatible, the information is provided an the 
FBI in another format, such as a computer diskette war farce co~py~. This 
in formation is than electmnicaily uploaded or manually in°p1.).tiec1 into 
Teieivlicsne Appiiztaiians. The in I`o.rn'1at.inn .may also be. .inaiuded :in an £330 
and. uploaded into it the deterrxiirws; it has some zfelMzanee as 
sigzmiiicance that should be éacumented the ease file. (U) 

In some instances., subslizriber irtibrrrraticm is Nat automatically 
provided with aha telephone toil infonnaiion. In these instances, the agents 
se. w comrnuxxication pravicier to revues; theadditional information 
for teiephnne numbers that obtained fmnx the nr€ier= and .haste 
identified to BQ: of'in'£<§r@sE..8* This inibruzanion is "then either e:1efctro11ics.lly 
uploaded. or manually entert=:iii into Telephone Appiicatirma. (U) 

?5 In times irmsisaxzaes where .the nequestzirzg FBI field office is located a difféatent 
zlistriéii Evan the zrexzipient £§i` the order, the FBI field affiazfz which. sfxrves the order is asked in 
personally ratriWe the ~reque:a»£ed :seaMm and ibrwareii term to time requesting Ofiiaza (183 

Sf* Telephone Appliermioxls is an :I¥l.v°¢;!$tiga£Iv£¥ Toni! ghat area saves as 'the central 
resgxnszitaqs* ziiar all. miephmw data cniiaatéd riuriazg the ezi¥xr§e at FBI investigations.. 105 

3-Q Tim sWzscriber ingtfarmatifatz abzaxitxeéii by a A`cornl:>tix\ation»* Qrder isoxiiy far °re§=M?r€is 
that are Maria or mm . .. a s  u on: they order was slemead 
life phone. :number of interest belongs *liCc ans?I£h¢1r prc>1»*1lde:r, rather inwestigativlz tools such 
.no$;ioraal. sec:udty Miens are used to obtain. the.snbsaribar irrformatien .related £0 that phoxw 
'number. (U) 

is' the awmmunibation upnnn whom they order If 

J 
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Wim respect to* combination orders, the subscriber information is 
revinweci the agent by qxzexying Telephone Applinn°tinxln and 
date raining what Ein then are between the in formation obtained and 
existing rares, telephvnrw nLi1°nbe1'fs, and cxthnr identifying information.. An 
in ixzlligvszn£ssn analyst ans.is£ the anne agent in reviewing the inforxnntinn 
obtained.. arid performing additional analyses of the data, (U) 

In &'J¥'I11a,tion stored iii ACS and Telephone Applications my 'am 
axccasssibie by persannei otter law. enforcement. or intelligence agencies 
vhf are as signed to the FBI in some capacity, such as al task fbxwce 
addressing terrorism rnattérs. is depends on the alfsararicze level of the 
term-FBI personnel and whether the in.€orm&£ion is . "re in the 
cfsnnpwzer systexxxs. (U) 

B How the Iafarmation 'Obtained Has Been Used in 
Investigations (U) 

go) . 

risfsicribed. In Chapter Three, the types up records. E ~I agents 
obtained tihrcrugh pure Sec t i f f  215 orders included drivers. license. reazorclss 
pa blip: ac<:<nxux\czdaii:15ns., . apartment records, fzretiit card rerorcis, and 
tele¢°f>°znn1unic:atIons subscriber informati °° sr-- telephcane numbers records. 
The FBI .w=as'aB1e'°m §1§1*in 1'£e¢<0ra3~iux~~0ni :a$:5.82 "Q 

¥~~ l<(U) 
We interviewed .the agents who Qbtaimrd records that w.'em the subject 

of Section 121.5 ordgvrs. The agarria stated records obtained were 
important and useful in We ways.: (I) the records provided subsian time 
information that was relevant to the in vestigation and either ennfimmed prior 
investigative leads or rzontributed. its the development of' ad di1;i<ma}° 
investigative: ii"orrrration;' or (82) even if the renox'd.s did not Gow tribute ha the 
development of additional investigative ~ir1&:=rtn=s=);tion, :Fwy were still. valuable 
as N*I1e¢:es~sax'y steps to cover 3: lean? .'* Most' of the a.gent*'=:`» we °in°t;ewt'ewed said 
the records Gbtained .fell in the second categnqt, became the records 
i5)*p.i#::aliy did n.ot. .provide §;1dd°I°tiox1al invest;iga»2..iva information., but t1*w3.* 
.helped the agents exhaust every lead.. They" also stafzad. that the IMpartrance 
:of the initzuuation some times not kxlowzz until much later in an 

bl 
b3 
b7E 

+58 

11 

1 I b 

I 

I 

nftmeu nairmmauiien 

urnd¢1'11"l=~=1"**1*'\r"~"¢ 

'I 

no reaonrdis owe obtained. the EBI field ozfiices, haclsougiit 1»~=~=»~»=t=~ 01 that t .waérkgd that *EQ 
he subject ofihe Seaman me Qraez 

TPm- mpg "did reap. 

'Et a&e.-:lu was un: nil: pa-aualsx wu: or ult?rder was de3aye;¢¥ because at' 
t awrier lieeag$e he, 

vvgs..aB,I.e.m- Qbtain 

82 in :co no-removals ware a tamed to 
. . . 'I FBI argent-~tiold` the. axe that the 

am not bawe-'thc rwerdS wereihx; so 
the 215 

a. w~.vnr¢ia Fdudi 

legal issues raiwd bY th- Ht he did not serve- tha 
infnaanatian. through niiigr means, U) 
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ixwestigatian when the infuriation is linked to same other piece of 
Intelligence that is obtained.. We :iiscu is four illustrative etses In 
hehzlw. {U ) 

cietail. 

1 9 Case No. 1 M 
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. . . . . . . 
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3 I Case Nm.. 8 (U) 
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4 9 Game No. 4- {U) 
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C • Dissemination. IU) 

We found that the FBI dissarniinated infortnatimn obtained from 
Section 215 orders try another diligence agency in three instances. 
However, the FB] not create any anal;-°tica1 inteliigwzce prodfaets based 
on the infurxxxazion in respcm se to Section $15 artists. In one 

I 

I. 

Tide agent receives the 

I . . . . . 
. . . 
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vvv-»w{»~'»4bvw~¢'s h i  »'~f¢~N-H £4-msvn J 
The agent sent the information to an outside 

intelligence agesrxcy QQ aieterrrainey we;efher the agar; ~5r could provide more I 
infcarnaatixan a l to time Sectxtxa 

Q'-'i'cii8r. The Ag .tal tum die: U.aLr mum to dux; ml re'@eiv:°: a respmn back. 
fran the agency to his request. For Ethe other two instances, the ciraiers 
sought by the .FBI been-:H of another aQenc:v. The recnmstine Inneliieemzze 
aaeum' had ¢i¢1;e.rmlncti that l51 

I 

In addition, new 
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I 
I revueatimz inteihnce aeenw had cWiermined I I I l 

orders a£gy 
obtained the information from the c .sbodman of the pa 
2905, and the information 'W8&S pwviéedi is the inteliigenee .agency 'Mat 

m (in 

The tic 
that were evenxauany cement were iibtaznea in duly 2005. The FBI 

the custodian- of the iimfoxznaiian in Naveaaber 

requested the orders." 

S? 
bl 
b3 
b7E 

We also ub€airled lin1itec3 irrforrriafimn about the di§€semi1aat8@n' 
iniibzmaiioxa produced in response to; Qomhinaiian Section $31.5 orders. 
Because there were 141 .combination orders, we xveareunabie to interview all 
of the ease agents associated with these orders, Huwaver., our field otiices 
visits we incerviewad ism agents vfvixe had obtained combizmaiion orders.. 
Name Ni' these agents reportest disseminating inibrxnation sbtsrirmed in 
response so the curnbinatien orders.. However, as previously discussed, 
information obtained. in response to: ooxnbinatién orders is upkzaded into 
Telephone Applications. We. determined that personas! 'dream other law 
engfarcement and intelligence agencies who. are assigned on detail to the FBI 
in some capacity, such as an a. task .force axidrezssing tcrfnoriszn matters, may 
have access to Telephone Appiicaiions. (UI 

D 4, Use in Criminal Proceedings (U) 

We also caught to determine whether any of e ima°f~oa:1€aa&:ion obtainers 
Rom any Sefction 221.5 orXier was used any criminal proceeding If a easier 
agent wants.section 31.5 Mfarzxxatioxa. to be used in a criminal proceeding, 
approved .fraxra the Attcsmey Genera! must obtained In instances 
with zrespecx to e1ec.txtoni¢ surveillance, physical searches., and pen 
register/ and tram devices., FISA provides Thai the Attorney General 
must approve use of iiéifornzation subsequent Zfaw enforcement. 
proceedings. 5~ ~. §§ 18226 {b)(¢Iectronic surveillance), 1825[<:}{physica1 
searches), and 1845lb)lpen .wgistwf trap trace #Jievic:es}.$~* However, 
FISA else's next explicitly require Aitamgy Gfimrai "use authority" am* 
insinuation obtaineci from Section orders.. With respect to us~e~@f 
infcmrmatginn Qbtaineri from combination" ~nrd§2rs,. "use authority" is required 
because these armers 1¢>rQ¢iu§c.l¢ derived from msa per; 

ass The recipient of the order had its possession irifézxrxnaiitzn .fair Qnly sine of' the twizi 
imagets it the arciiers -- Target A.. IU) 

85 There sections of FISA provide thatinfo1*~nlatinn acquired may ml he .disalcxseri for 
law sgzzfarcrenxent .purpsasics 'unless the ' re "i aacompani .3 to a was 
infarruatizm, =3n1zf in arm Han 6 tizterefwern away' fly be In 
Pfnifeeffirig with .the advarzsrer auiherisaZinn of the Attcmrnczf GenaraV' {U} 

want .pxuppsaes :miss's Me dzsdosure "is-maeampanied by a statement .Thai 
, or any infaxrnaiion derived Man. only he 

71 
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register.; trap trace devices whixfsh. is subject to "Use a.ut1"1or"iiy" 
requirement.. According try €`1.'ou,nsei for Intelligence Policy, whether the 

3 .I would be: 'required to obtain Attorney General a pprovai 130 use . 
information rssbtained from a pure section 21 order is Qpen question 
'because the FBI has it yet sought use infbrmatien from a pure Section 

1 5 order iN a twinxinal proceeding. According £1 NSI; ~ -attorneys, the 
does nut hfrlfeva that the FBI is to obtain Attmrriey General approval 
to use Seiztion 'Z1.5 infhnmtazion in so criminal proceeding because the statute 
dues not contain any such requirement. } 

i . 

respect in: use au thQrity° of other of FISA~der.ivi2d 
information, each request far use must be submitted to the 
Attorney Genearal through Q IPO.. (HPR maintains a lug book recording each 
request 'far use authority. 01 

• 
I 

| 

WO air 556% identify §`1*'18$83§§§g Which informatioN ob£ai;&°1od from al 
pure .Section 215 odor was used in .pa criminal proceeding. icientiiied 
only one Instance which use authority approval was sought .for 
infOrxnotion from a combination Section order. In this. ooso... the. I'io.ld 

apjpraval to) use the FI SA electronic surveillance. and combination. order 
irrformatiun In a grand . i.zwestlgation and in grand jury The 
target of' the cambinatinn order was mot among the targets of the criminal 
investigation. The FBI ease agents Wld the DIG- that although use a11t]'zo1*ity" 
xvaza captained for the FISA-<1erived information, new grand. 'subpoenas 
were issued this case and IM FIS A-»dedv<=:d information was used Tim 
grand jury investigation Ur subsequent proceedings. IUD 
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III GIG Analysis (UI 

'in evaluating the eilfet::ti*,»*enes$ of Seton 215 authority, \=m° first 
considered the r11;xrxxber° of Section orders obtairxacl during CY 2002 
through '2.0€}5.,8*5 The FBI obtained only IN unique Section 121 orders in 
the 3 calendar a s  following passage . al' the Pairiewt AcW (U) 

-Q  ~. Wif gsxfaluare the use of Sesstiotx "215 authority' F'ISFs pen registcrj top and tram 
wrists sgparatelg' belushi. (UI 

5? Uriiike; FISQQ elecliitrxnic surveillance authority, which had txzsen used by the sitzéia 
3.9*i>'$.. #the h1:€$in=&ss.zncbrtis a'uth¢3n"t..? was rf:1atix~'e%i§*' new and had Not Man. widely use xi efsfeiti 
{€:»¢nt2<i} 

so) 
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fe'u°nd that e significant inunetier of' son Q15' orders net 
sought or obtained because Of the legal and bureeueretie impediments 
ciiseueeed in Chenier Fever. The question eeneerning the applicability of the 
Buckley Amendment to Seedier 215 re quits fer educational records played 
e fore in time FBI not obtaining Section 5 orders is four ineteneee. The 
ether inipeditnen to we dieeu seed, each aS the Di eegreements between NSLB 
and f.8n==1=z eeee t the exeunt el' information euiiieient to eetisfy the relevance 
standard, insuilii.cient reeeureee, and the multi-layered :view precess , 
zesuited in Section $5 requests in being processed for 
months. We were able to deieretine that respect to seven iieetiee I 
requests that were wi't]1.drewr1, the requests had been pending N SLB or 
OIPR. fer severe! nienths, end in me instenee over s. year, et. the terse 
field effiee notified NSLB whet it wee withdrawing the iequeet beeeu se 
investigation had changed free be wee being eleseddiii In edciitien, we 
identified five field efiiee requests for Seetien 2 $5 erdere that were never 

to explain what happened to there requeete.**i* am 
respendeéi in by NSLB or QIPR, and neither NSLB nor OIPR empiayeea 
able lai 

The se pmreessitmg problems not enlist resulted in far fewer Section $815 
orders being ebtsined than were requested but also contributed to s 
perception within the FBI that Seedier 215 orders took. yes long to obtain 

worthwhile. Agents told the QIG Thai; the length of the piece ss to obtain 
s. Seetisn 2 15 order is es. significant impediment l;e its use and that; ages to 
will typically attempt all other investigative tools before resorting to a 
Section 21.5 request. This negative perception about Seedier 215 
pence ss may also have affected the number of Section SP: $5 orders sought 
the tieici offices. 

'up izansidered the of information. that has been obtained 
through. thief use of puffs Section 215 orders and how information has 
been used and disseminated in national security invastigatioras. 'We found 
no instance where the infmrnaatian. obtained front a Section 2 $5  order 
.resulted in a. Maj as :case development such as the disr'up6or1 of a terrorist 
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. 

#want 

J 
= 

before pass-age #tip this Pafriizvt. Act. The FEE dis at a¥xtaila§ ¥>usi:a.ess records. .anthnrity and! 
1.99.$ and Imad. used it only once; before passage of the ?a0'in§ Aero. [U] 

SB We ide:1trifieé a iota! of rozina instances in whiezh r=q;um=:§ts wmrae withdrawn hecansa Tim 
investigation changed course or was aimed. However, in twsza of these: cams was .were unable 
to: tiéterniiaw when the request was Withdrawn. 01 

ask We; iiientiiied a. total of zfeqiwsts Tar which we were; unable to siieta famine the; 
reason the request was withdrawn.. We did not haw: sui¥icien't in&lnrm=atiorzr xurith respezzf m 
two Ni the requests to :Ietemine whether the tseici afiice .zaesceiveé a reapunse f1?0ra ESESLB on 
0{P}liE about life zoeqitwai... i Q » 
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list. "We also fcsund that sexy little of the informs dion obtained in response 
to Section 215 orders has been disseminated is other intelligence agencies. 
However, we found that Sea-tins 215 orders have been used to obtain 
h*~s4¢\r"~ri"\ Qi~~}¢*'»n~\ i4'1 sat <ss}¥n~¢':>l===»34 °¥"¥*»n 'WHY to win#r%w$nl 

Lw! to qbtsin infsifttatian 
about't the In addition, ~mhs.?E€l.E1 
used inforrnstisn from a; Sscztisn 15 order to try to Identify 

I 
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FBI agenize told us- heiievbi that the kind of intelligence gathering 
Mm Seciisan 21 S orders was essential us fro tonal security inti stigatizms., 

They Alan stated that importance Qi' the intkzrmatiun is sometimes no t 
known until much later in an izwestigatinn when the infortnminn is linked 
to so me other piece of intelligence that is obtained. (U) 

The i3e1c1 agents we interviewed. described Section $15 euthcrity be =a 
"tcel of last resort" that may "critical" when other i r e s  tigative an 
or investigative methods do not permit the FBI to obtain the Information. In 
many national security ive etigeticne, there no criminal. infer lzigetion and 
therefore the FBI is unable to seek grand jury subpoenas. addition , 
national security let;ters are .limited in eecpe and do not cover large 
eategcriee ii' pmngg irxfcrmaticn.. Ages to else told we that in some 
instances they had in fact used other invesdgetive techniques, but these 
efforts were tlneuece eyeful. {UI 

grand. jury subpoenas ax: natiunai security I¢tters.9° 

We also interviewer other FBI officials and attorneys at the FBI and 
(HPR concerning the effectiveness of Section 1 s erciere. be witzaeeees , 
including the Heputy General Getineel el' NSIJB, the Counsel of OIPR, and 
the NS LB Aeeiezenlz General Cleanse! the eervee be the point of eenteet- ter 
all Section 215 requests, told the OIL that they believe Section 21 
authority is useihl befseuee it is the ezzfy eempnlsery precess fer certain 
kinds of records that eeeeet obtained through elterr1.erive~ reine, such 
es ty The Ceemsei for 
Intelligence Peliey also Section 2.1.5 eutherity be e "specialized tool 
that. hes its purpose." (in) 

w v\'n\v1vvvv~» 

QUO 

faction xi  prow 
90 (Eine 01?R' atmsmeytolld us that lciim aitucmey bélieveci "n=r:t§1ing would be Inst" if the 

Saactx £21 or£§¥ni£?xa. was While agreeing that the use of this prtwisiozx fm* the 
subscriber iofnrrznaxian mfs i~?S§¥fiiI,..ih§ QIPR3 atrnrrxey stated that "only Uma Will teil" if: the 
"Para" x'eqli¢$ts" wit! }§e=~~=§:S¢;£§;z1, '3*b°¢° 61593 aifbmqx* was at the opinion that with. Me passage 
of the R§§a}uth0.12i28£i1;§n a1I*<Mir1gt€zr§=¥1&E!¢3I1ges by recipiezzta zvf the . order, the .FLaPs use of' 
Section 2=~:£5 might iiéeliilé.. ={!;I) 
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The eviden.ce showed that Section 21 authorities provide e 
specialized tee! be obtain infermetien in neeenei eenurity inveetigetiene that 
eenteet ebteined by other meexee.. At the meme eme, however, 'the 
ev1"denee ehmeed that the FBI did met use this specialized tee! effectively 
beeeu be of the impediments in its use that we deeeribed above Some of 
'these inxpedirnezmte .ixeee eieee been be cixeesed. Fee example, NSLB an d 
OIPR tele the one 'that Me Reeuthorizetien Act previeien specifically 
allowing the FBI be ehtein educational. and ether eeneitive records thvszrugh 
Section 2 .15 orders will allow the FBI to ebtein the be . records; the FBI her 
Section 15 request form that h e  been distributed to and in used by ell 
field. offices; and NSLB and O1PR have develepeci e ternplete application form 
that is used in all Seetiein 215 applications. in addition, end GI PR 
witnesses told the *SHE Met 'the eitemeye as signed to Sleetier 215 
processing in be to offices week well tegetlher. Beeeuee these impefiimente 

been reseieeci, the FB! OII1R should be while je preeees mere 
Sec dion Q. 1 erdere in the future. The meet. significant remaining 
impediment in the lengthy preeeee for ebteirxing e Seetioe 21. 5 order. {UI 

. We recognize thief nm multiple of review to abtair: 
xzrders stems in part from the fact that' biiéisneas 1aseco.ttz.Is -in 
counterintclligenca and counterterrorism cansea only be obtained 
through the pa¢:>c:esz=slg: also that the multiple .lewis of 
review within the iieid ofticie, NSLB and QQ8HPR help no ¢x1.aure that the #kid 
suffice is seeking to use Se<:i'x"5n 315 auhéfity apprQ}>1'ia°tely and that there .is 

adequate basis far the request. Hov=1*t2;;v&r,. the' liivéls of x~evFi¢s¥2\* 
necessary make the process slaw cumrwm iN Qrdar to ensure 
that extensive delays do we o#::c8uE the. pr@x§.e°$$° no# ¥'3¢ nlrmely 
from him 
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We aieo evaluated the use it Section 21 s outlxorityr no obtain 
subscriber io;folavoetioi1 for telephone numbers that were the subj eel. of 
register/ trap and zreoe orders. f`§¥I>R obtained the first "Combination" 
Seetioo 121 S= order on February 2005. A tote! of 1.41 oornbinatioo 
applications were submitted and approved by FI SA C°ourt in oelenOer 
year Several FB! Ii (HER attorneys we Interviewed, including the 
Gourzsel for Intelligence Policy, told be thai this inforxnmion Was very r 

important in 'FBI investigations. The Deputy' General Como see o f  me->Lg 
agreed, stating that the addition of Section $15s to FI too register/ trap 
emf applications wee e "huge boon heeouse without to 22; Sie the FBI 
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9 world have had to issue ~nummr<ms [national security letters] to get the 
~subzs<:ribe:' i n ! ' o rm§" ' *  ~Ul 

"| lw"' "m l 
Pina! we are aware that the FBI began using Section. 215 authority 

more mtidelg~l1ll!'lnj We will be assessing the effectiveness of this broader 
use in rear 'next revkxw. (U) 

in . . . . . . . . . . . . . . . urs \\1°.1\\.°1 

fax As previously discussmi, Ingress has also wcxagniwed the irapurtance of subscriber 
information in FISP. pen .registara As .part of the Reauthorization Act, Congress amended. 
the FSSA pen register .provision to ixwklde subscriber infonnatian, {U} . 
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CHAPTER SIX 
CONCLUSIONS (U) 

As by the Patriot Act mauiharizaiian Aegis-laiian, the (MG 
conducted thisreview of the FB['s use of? the -authority to obtain business 
rneavéis as euzrgandeéi by Selection 215 of Tim Patriot Am. The Act required the 
am to examine how many #requests were prepared by the Et; how many 
appiirzations were approved. denied, fir modified by the FTSA C°ol£1rti any 
improper use of Sevsxtion 215 au.th€n'i.ty;° and any .noteworthy facts or 
ci;rcu~m.s.tanc:e:.s concerning Section 15 requests. =Congress also directed 
OIG to examine the Department t:'s failure to issue implementing prueedures 
governing Section 21 requests. whether this failure harmed national 
sefcuri aras whether 'burea.u¢:1'atic as nthrit impediments hind erect the F15 Fa 
was of Senior; Finally. Congress directed the GIG to review the 
effectivene as of the FBI's use of Section 215. including the and 
importance of information obtained, whether infearxnation has been 
disseminated Ur tised in analytical products, who they the intonnation 
has been used in any criminal proceedings. (Bur review covered calendar 
years 2002 through 2095. As required. by the Reauthorization Act. 'we will 
repcfrt in late IZDCY? on the use of Seeztion 21 in 2066. {Le) 

Our review .found that the FBI dis! not obtain its first Seoiiian $5 
Qrfimr unto May swim. From then until the and off 2005, the period <.r£ our 
review, the FBI obtained a total of 21 pure Section 215 orders, However, in 
Fabrmzarv Q~ ~5, the FBI also began attaching Section 215 requests to: pen 
registers and trace applications to obtain subsczrxtiber iniTrmation for the 
telephone numbers ca.pi:u1'ed through the register and trap and trace: . 

devices. These Suction 215 requests were <:a¥1ed "combination" or "combs" 
requests Throughout Tim ri¢nmair:¢<ie.r of mos, the .FBI obtained a total! 
141 cmMiination orders. We feunrzf that all 162 Secztiun 215 applications £21 
pure requests and 141 combination requests) submitted to the Flaw; Court 
were approved. {U) 

We also identified 31. Seciibil :215 requests that weave withdrawn, 
either while they ism approval as the FEI 2s National Security Law 
Branch or at (HER, We idie1':~tified five categories of reasons for the 
withdrawn inquests' (1) the investigation was c10 sed or rzhangeci .zzéursiag 
{2) an alternative investigative tool was (3) stain t r y  1~irx1itations; 
(4) insufficient. information to support the request; and unknown.. (U). 

Duly four Section 215 
cornhination orders 2065 were 
found the rnoditxcations xxrelre xnxx. she 

orders -~ two pure orders in 2004 and two 
--» were modified by the HSA C~£::u.rt, and we 

significant. (U) 
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We .identified two instances Ni improper use of Section 15 orders . 
Beth instance s enncerned eernbinetien orders in which FBI obtained 

register! trap and izt'e£se authority QUGS. We did net find instance 
of improper Bee of pure Section 1 5 an thority, In one in stance, the eeee 
agent overlooked documents in 'tile indicating the telephone number 
me longer was being used by the target of the inveetigatinn. This error was 
ncrt noticed until several months inter when a new ease agent teak ever the 
inve etigatien. In the second instance, the FBI coiled Ted date for several 
weeks far e telephone number that did not belong to the target because the 
telephone eempany belatedly notified the FBI that the target had stepped. 

e and using the teiephane number, 'In both instances, Me FTB! seque¢st¢re.d am 
destroyed the improperly ¢:;>!l€c¥¢d data The FBI Lisa reported .~ ~.~ 
instane:e:s off improper use to the Piresir.ient's Intelligence ~versight 
QXQE), in addition, bath irwizients were reported in that-~ 
Gxzourt by (HER. {U} 

'\.\h. 

The Reauthorization Aet Alex: directed the BiG to examiNe the 
justification fer the 1'a.i1u.re Qi" the Department .off Justice Attorney* Cirenerel to 
issue iznpiernernzing procedures governing Section 215 requests for business. 
record applications and whether such delay' harmed national security* We 
tieund that the Patriot Act did net- epeciticaily require implementing 
procedures, and me one in the H e.pertlnent directed QIPR or the 'FBI to 
develop such implementing procedllree However, :sur review detexrnined 
that euell guidance weuki have been useful. Eventually, GEPR and the FBI 
fievelaped forms and epplicetiens her obtaining Section 2.15 erdere. 
We 'fanny tiaat the reagen for this delay was that the Department, including 
QIPR and FBI were ihcuseé on processing to!! content 'FISA requests, 
£'x'e.inix\g, and hiring pereennel to ezklrese the IMzreesed FISA wextklead and. 
tiaerefore tlié net focus on the need her templates and procedures fm* Seetifxn 

1.5 {U) 

We aim §aun£i that when FB! iieléfi ufiices began 'requesting Sentirm 
215 orders, they encountmmd proctsssing problems and their ability to 
obtain Ssetion 215 orders was affected by several impediments. These 
impediments included disagreements between the FBI and OIPR concenmixzg 
statutnxy 

`m
terpre=tation,~ 

insufficient resources to address Secizicn :215 
requests ea:pedit.iously*, the mult§~1ayered px'-ncess for obtaining SeaMan 
orders, and lack of knowledge: thrmighout FBI field Mises ablaut Sefctizxn 
$815 authority. These: processing problems and inmpeciiments not only 
resulted in far fewer 8ec£i£>n mtdfsrs being obtained than w¢r¢ requested, 
but also contributed to a perccpticsn within the FB! that Sezztian 235 orders 
teak to long to abstain to Worthxxfiiile. Some, but not all, of Mesa. 
impediments fiacre since 'Emma mselved. Lu} 

'?<8 
s up 
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i8ec 
approval to 
original ac: 

W# urlermlfsxi. up. widaxxcg of harm to Hatiunal security in any specific 
egasgs cwsfsd by ciniay' in: Ubtszining Sesmtion .. 

'orders as by the FBI's 
~£o.~ Qatar mtormatxon. that was requested Se-ctxon 215 requests. 

Iskawevcr, we found that the ruultidayered revicv§f==pr<vcess, coMbined with the 
etherrinapediments described. above, re-suitexi in. long. delays in obtainxg 

eizisiinn 215 ord¢1*S. As. a result, in n~xany'~~I;nstan;¢es the FBI Asa not .receive 
Séxition 215 information until. many months after thra 

quesz: :ms made.. {U} 

my 

We also nested the rzunxber of instsxnces in which the FBI isien§ii"ie<I Q 

need ill* in1'orrr:<a~iiQn in a nationl§¢:urity Mxfestigazinurx but was unable to 
o`btai*n that Infrarxnaticau 'became of a pmcessixzg cieiay as Qty<:t' impediment 
to obtaining a Section 215 order. 

with respect xo the electiveness at the FBYS use it Section ms 
authority, the.ev°idence shoved that Section 215 ailthoriqr provides the FBI 
with a spexxializled tem! an obtain certain information in naticanal security* 
itwestigatians. that €z.sxlwt; be obtained 'by other means. We tbunci that the 
FBI obtained. a wide variety' of 'records using Section 2.15 opera, such 
driven*'s iitzense records; a.partmex'::t leasing records; credit card records; 

We examined how the FBI has used this information in national 
security investigations. We found that Section 215 ~or€iers~ha§te 'been used 
primarily to exhaust Ixw.estigazivo Lewis., although in. some instances. the FBI 
obtained. iriontifying information about suspected.agonts of a foreign power 
not previously known to the FBI. However, the evidence showed no instance 
Where the infoirhiatiorx obtainefzi from a Section 215 order respited Ina major 
case deveiopmen.t, such as the disruption of a terrorist plot.. In addition, we 
found that the FBI. disseminated .information obtained i`ro.m pure Section 
215 orders to another intelligence agency in. oxziy three instances, and the 
FBI did not create :my analytical ixxteiiigzmce products based. on the 
information obtained in response no pure Section ze15 orders, We identified 
only one in.stan<:e in which mile FBI sought to use inibrxnation from a iS.ection. 
21. orde in a criminal procoodMg. This information was derived from a 
combination Section. 5215 order, Although the FBI obtained. Deportinient 
approval to obtain grand Iwo' subpoenas- using this Section 218 
information ., no grand jury subpoenas xvfrrc issuoci in this case and no FIS'»A~ 
derived information was used .in the grand jury investigation. or subsequent 
proceedings. IU) 

I . g S I 
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We conducted this r¢vicw°mindilu1 z' Ted th s €~f'th.@ controversy concerning the 
possibles chilling effect on the exewdsse t 

:s abxhty to~ use Section 215 authorities, particularly 
use Of Selcatioti 23.5 role by ii 

79 

of First Amendment rights posed by 
the FBI's ability . can 2.  . it; u arty the pctentiab 

orders to ohttsnian records held by hbrarias. Our review 

an 



U) 

faundi that FB; did. not in fact obtain Seetian 215 larders, for any library 
records f o r  2€}(33 through QG 35, in part because the few' applications .for 
so:h orders dis ii not snwiva the review process winn N3LB and DIPR.. 

FQ be axvare that the FBI began using Section authority 
nacre' ii Y url We ii!! be assessing the effectiveness of broaéier 
use in our next revI.e¥x».*. As ciifeciéd 'by the .Patriot Reautharizatinn Ant, the 
GIG. will cnnt§xliTél88IIa assess the FBI's use and eff:§eti\>t£m.e:ss .of &section .23 
~-autht:xx*ity. (U) 
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The Attorney General 
Washington, 

léairch 

Hrarwnxble GWziia Pine 
Iuspectnr General. 
Qi¥iee oflthe Inspe¢wr G¢nma.I 
l.Enlte=d States I:)eparn'nent nflastice 
950 Pennsylvania éiveuue. ,.W'. 
Washington, 1:>.c. 30530 

Dear Mr. Fine : 

I welwzne the Qpportuxxity to. ccnnmzent on your report eratil'Iec¥5"A Review of the 
Federal Eurasia of }nvestigatir:=n~*s USe of Saetiun 112;15 <).rcle.rs fiat Business Records." 

I 
l 

been mspmmsibie In the authbrixy gzfaanfeti by ilozxgzaess to obtain 
Your report éenxirfisrtxafes Thai Tim Department of liusiic instiuding =FB}, has 

in resposasx. .x as t s or Ty e .b C ogre iv it x bjusixiess reeartix 
under %§e»clIon 2%s of the HSA ¥)A'IIR§fTf£-s- iMlt, Yins offerer ma reccaurnsndaaicns #Br 
improvenzz->u.ts our other nMeiiiisations in Depwrtmeut procedures anti practices for the use 
of itxis authority > 

I 

iiausfisiezfz with your firings, i beiiexee that iii 'initial iieiays in this 
Investigative Wel, though unibrtunata. have Wen largely it Ne°:si eniirexly of;§so§xted and Thai 
no harxnicf national security iésuited from tiwse ziciays. 

§*?our rwiebw iivurréi Qnly We izlstanee's <$f"in:proper use" of the' business records 
authndty, and i respectfully submit.that chazrarsierization is not apt. In both cases, errrsrs 
whisk. you ciesfzribe as "§na@ivelrtent{}" (one by a cease agent and the semnxi by hied 

restixiibed in the FBI receiving in/mfmaiian 'that Nat authoizisesed by the iexms- at 
the relevant 'pricier 

of the Foreign. Intelligence 8x;welllance Conn, 'Win fauna tiiat, in harli 
eases, this §?8I kleniiiieti this mistakes sequestered an aie<'>!1*oy<:f3 inv eerlimzted Sara, and 
reported the error to the Infelligenee Oversight Board and to the Court, 'I'hereilo1'€¢, theses 
txxana plus show that the oversight possess is working as It should to identify and address' 
-ii§Ni§Y¢!l¥€$N¥ :mistakes when they occur. 

be 
we leak to: -working w-V' _ 
eontIlz°ual}y wink pa £mpr<we its :of these specialized ixx~ves'tlgaii\»*et0<D¥.s. 

.I 8gagg?mfziaizs the dii.ig<=nxT§t'§£§'bxy we Ami staff to- complete tills report find 
w-6u closely an me zoos neqawort. me Qepamwm must 

Sincerely 

, .L 
\ 

3 
Aiberw R, Gonzales 
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E/S 00158 

MEMORANDl'\<1 FOR: S 0. Glenn A. Fine 
Inspector General, Department of Justice 

S'UI§$IE(:TT; Review of the Efepartrnent of Justiczifs Use of Section 21.5 
Auibnriiy 

RaFER.€NCE¢ DQ! (MG Mexnoranduin, Review of the .Department of 3us£ice's 
Use of Seétiun 215 Authority 8 February 2007. 

The €}¥¥.Icc of the Director of Nation intvsiiigencfs (emf) has revisswemi your mfr 
reqporz entitled, "A  Review of the Pfscierai Human of Inv:st;Igaiion's Use of Section 335 Orders 
fer business Rewards." 

As you mated in your report. Section 8}5 orders are a specialized tool the Federal Bureau 
it? liwestigation (FBI) can use to obtain certain .information in national security investigations 
that cannot be obtained by any other means. I commeuri your efforts in pcrfaxnning a 
comprehensive review and analysis of this critical national security ixwestigatrive teal, 

Your review highlighted several. concerns regarding ihatirneliness and processing' Nir 
Section 215 orders, and x believe that not only We F}B{ and, .Depamnent of Sxxstice, but also aha 
Ikxtalligenfze Community as a whole, would 'lxeneiit :waiving your recnrnn1e.rxda¥,i<>ns for 
imro\-'exrxents in this regard. i unxierstanii that tiicgée rccvmmendations may be provided in ytrur 
second report on this matter aM I look 'forward to receiving them. 

If you have any questions or .require further assistance my rejector Genera! Edward 
Maguire can be ccrntacxed at (703)4»82»4$355. 

_ 4'*l*4L" £ 
3. M .b» cfllonncli Date 

I IHA'/2 02~ 
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