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'Tow US**& .PATlh1*iC)TF !nnpr'tJz.?e2Il1@:r'i£ ind. RQ?lf1u't¥1zo:'f-zc2.€.£f>n. Aer of 8005 
lR.eax1il1n.rL~zaiir>n .M-t. the .A(*~t,} ~rii1'ei~i:ed the I:)epsirtr§'16:11i3 nfl.1I11$i;i£~€>~ 
lQI§3t8p.s=11*I;rm:i1;£. nr {IlGJ'§ *£)ffi-c*e of the `lQ11sp.e-€'i;n1* €k=~1l1em1 la:IiG) to <:~tmcI11c'l; "a 
-<'('>mprehfmsive auciil; of 'l:.%1£=: '<€EfTe£'ti<v'£:11e'a'§5 a-ml use, inrzlustling imgzrszpex" Ur 
~i}}@-g81 of the iElf*ti¥er.a§ E€$u}:e~a1.I car Irwes-tigation*~s {FI?$I} i1f1#¢*-e$i:iga%;i-*¢*€*~ 
axatlan-t1t5= Quai was expanded by Smezziioli 215 mf the Patriot ~Ax:t.*- See Pub. L» if) 
Nm. 1GE¥-1?*'?`. § 1£}5A. $*f=1*ij0I°i 215 Up' the Patriot A-vt; a1EQWH- tile Fro; to s=€:¢=l<; 
n1"»1m':-ia I`1'il}nl1 the Foreixgn Iribeiiifggxxic-fe ¢EI3'u1r'¢'¢3i'lIa11f:a:: Cimurt (FISA C~o'u:r£} far ";f1x.'1'¢~' 
tangible tlclisags." ir1c3.u.d;i11g §:>Qok=$, mearfls. and. other itfztils- Hana any 
Business, organirmtifrxi. far -Entity pt'o*L#i§eed the* i;t=;-"rn mr its>ms;~ are; for an 
z}1.I.¥3l'1c;ri::£ce*€§ imf=s*si.i§§a~ti.o.r1 o pr(:=rl;§'{'3t Eigzairxsaii i;t:rt.£°rr1z1ti»';18:}a~} i¢*rr{~Jri$II1..<:¢1' 
f*} andE§¥;;t1& 1IIi£~¥1i.gf*m*€:~ al*;:.tw1tff s The Rf.=~;111tT1urxsaai;in1'r1 As::=t aiscr rt~°qu1v&I.I the 
GIG to review tile: FE¥!.'s use Gf Seeicifarz. 215 for 'txfW ti11'I€~Pe1*ioe21s~ ealmzdar 
'ye-;Ms aim. *t.¥1t"=f3'i.-1§£:l1 304 - a d  M305 Ehrolaglu. z£}<}f§.'; [IB 

(311 Mjarch. Sf, iZ{3G?`. the OIL issued our i`i 1'sst répcm. 1ré¥li~n:h.revie1xvf:ai.tlle 
use* ~f:>ilSes<*tior1. 23.5 in 115052 l;£*1rtm.g§1'i 2{}{}5,3 '1`i?1;i.& is 'tile 'OIGTs :>;8f°(8§Jx1d. spurt 
req1;1ired by the. Rea uiim-Qrizaatimn. Act. This 1*.e1;»0rt examines the Ffifs 
reqnxetsM for Section a 0-rfiers In 2006. In a£:<1i£,i»;m, as requirect by the 
R@ar1?;b.nri;tairian Avi. oh*L*s report. exazriirxes. this xn'iI: i1*I:§.z=:a>tj;<>i£1 proc'c*Ci1'r1'¢s br 
iausirzssa Irez£zz3rzis \>*~»*£€=.is°I:1z; ~t.?tr§e.- R'eazzi1¥:ori?atio11 Act '1*eq1.1i-red the Aiimrrtev 
G=@n12:£'a}. in aadspt in 2`G%§H§.- iw! 
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* Tina; :'e;:~uEi. inatluiies infoxitizlaxiimzrx Timi. £iwr ̀ De:;§arlt:1§.ez1t 'Qi <Ju.$'§i<:<a: 1:.{}I1ai~l;l.¢1r<::§ to: he 
¢*Ia1ass.iiie=:t¥ and then=ic;:*:t coin! .r.1=aa'i. be paxbircly niieassecl. To cwaaite "lilac pzxhliv -;fet"aif¢r.1. it the: 
repaifrti, film GIG- wda§ta& l;Ieimted§ Jim lgroriirms up' the rqxmrh the-ti; i i i  DepaxrMrersl f.:¢;ar1.si;Ile.reed. 
to be c l  uelsrtiexi 311421 am* iurldxzsaeci where those redactuaarss mere marie In midliiion. the GIG 
.lziaiae 'p.1'xwlas1i<i~xil :~<§;>¢s of to Mi.; c1$=L=§$ii?5r¢§<I 'r*=:qz=:>=-t to £`iin£~~ D¢1iH==?ir11¢<xnt, -the ifliisfesitor Qi' Saiinnai 
.inieillgeri£xu and CI1;#.r.Igi'@$$ E18} . 

'i`he tank "`U'.iie*§ r%~:~f£:i=:1r;}'1=:~ Mi" i's End: za;2~rmr.§.§=I.zi £€1rI' Tim §l.Irz££ir;§; <1.r£t.E..§i£'?'w'2§=€F'Iér$'£if§ili 
Amerffra £3Q f*¢1ui~aiing.} A;:q;:rqg2rz'¢1f R§2q.;1ir3a?<.I. £0 .II1r!2~e.>;f<r£'g<sl:- nntwl Gbsiirzz;:'£TF%2t¥{iri'$rreAc-2: et 
mol., PA:lb_ L, 19?-:56, 1 £5 $=I:€1£.. *a?=-f3 IZQG Ii. if <:{rr.e1111£1x1¥§,*" .1 f£s1'£"m3 to £15 "Tim ?a3.£:i'I.<>€. 
Ax-t.." lu 

*Yiwu USA R<°l1'I??!0T ir¥mr'0L:£r;u?:1E Mari R€ell;1£?'acatirsai-fart.Act ;J.,¥` 2695 '{Rea'Lxi3ii11.§i€Etti0H 
act or iiltw; Avtj alrivo di1'<2~r=teri the i t ;  its; ¢>r5n.<iu#.;'£ rmd<='.=m on time 11s.=;=. and £*H'cL11f;l'§iv-1ena°sss. at the 
}`?I;3»I'a use* up' .:';as§Lii:>naii .se¢2u~1ritv letters SM, aamiutiler i1wezstiga£i\*¢' at-at}Io'r°f1t?§f' that w~?1s= 
expanded in the .P -.tinoi Anil; "i`h<° {};{(,¢ m*t§mvs »:aI"i;¥.ze .§ E31 so ussf Uf'N§3L xutimrziy' *is. 
c¢'rr1;t*zai1faa>ci in sepalzrate 1*e~l;:-rfrtiss.. 'Fha QIG's.ii.r>l€ report on NSLS, i:§aued in Meurcirm 2(}{l¥?, 
:!-e¢.=im~n2-1:5 the* 

`:F£8I'.s use of NSSI.-s in 'QGUS thxnuggil 3€*£J5L The £8§G~~ia issxxirw a aenmxd zfeport 
an ;p€&3Ls t}:1z;1'_ ;."¥a;!lt;IiiI{"3§ 

Tim iT£%l"a and Ifiepartnm-11t1'a cor1*ea:iivs>= actitm-8 izaixzexx in i'£%&§G¥1;5'i£' #xi 
our I8iI'$I; N$§L 1'¢§x>1't find Hint* 1.1=§$=& of" .i*iSI§ in 21365-_ iN ~a.ci€1i:lll§#N, 'i'EiN;: GZLG is szogxxgielctixag 
an t.ltzi:'d rsztprwt on Cher 18.E33"s. uS£1'1§£` "@.`\l3,§§¢I1t ¥et¥;z=~.2a, nu! 

A§.I;?i£;<z..Igh *am 'swan £3r11y zwrmqxlzixtrii to .:'wia~w' QDGIQ iil'1rf_11sg.I'1 E£J£1=1»iii: the kiwi; 1*¢:vi1§s\*, 
we elmtxwi to inclzzxfk* dam .troln. 2905 in thsaf. Report.. {U} 
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i The Patriot Act and the Patriot Reauthuxizaaiun Act nf'2Gt}5 {to} 

i&1l1z1i*i@d .;*1f?;c~>r' aha S§£p£eitlhf*r 1. I., 2(){lf§, i~;2*'tr{31'i;s§ Mit.:-i£t}§$, tile Faiirifii 
Act sta.t'e&.= i.h;a.t .ft 'to pniiviirifr fer1£i=rz3.} a1,1tl1h1.»es;=i'§;i;i95s "*sMi;h 'the a}3}3:*ai3~;ii.a£.e 
iiJoi.$. required to §it'1'i;mlw°1}t and. rxlistrtzlat i£E<€'1*0 r*is;rn., Sa>v@ra.1 I*a%;ritJt A<'t 
prnvi:sicn.1s,. i1f1c;§u<'ii1';§ .S€II{liLiO¥l 'Q 'a1r€1*e cxiigginazlly' .£<'»vi1<b'€In.II@r;i to $u11:~:'<§t..¢11 
i}c¢;~exlabm:a' 31, 2005., Ctrl MQHQ1 9; 3G§}i5,. the }?ri=a§i<ie;r1t et-fsajxierd irxtn law iixe- 
}.2e;§i11th£;~1*iza'£if8I'i £ C . ,  whicril, arxlnfzxg oil-xezr t1§in.gs. 'Maiiizn [Jprlrlanf.~r1°I;.<Jr 
ezaztemdeil =a@~t~we>§*a1 Patriaai Asa prm»'i:.=sii<n1s. I-im\»*ev¢:r, $¢;<:£i<;>r1. iz15 was not 
:Marie pexunmzent but was e>ziex;c¥e~d fin- years; 1111til i.IJ€.(*~*s:II1be.r $31, 3699, 
'lim §2i~:emItI1:>ri2:at~imu. Act Mac: re.st;11t§s<i in sezmral s11.¥§&'t£iJ§'ti*¢'*&~.('}'£aXi.g§,i"§a- in 
ESe<:£io.1.1 wlizicffx we cilsc;1ss in {`1'xa§7t§31T 'i"wo- <>i"~ti`ri:~? ~I~ep{§r£.. IU? 

Hz. Methodology of the QIG Review III 

in 1'e1ri¢i*i?** oilLl'xe use QflS@:¢tio!.i 33.5 G-xtlcrss. the* GIG Q-x@xn'1i'r1z@d 
<l.r:=e:xa1rxen~ts >:;ibt:.=nI.z1c:£i ~£i~m-xi; time 1¥l¥E?=I Ami time §>a2Is~ariIIleIa=t+s= anti of 
ll11te:11~i-gexmce policy mM I2exfiewf {(.`)§§*¥~2} r+;=:iafin,¢i to eacla i11s=tan.r:e1 of file- F'Bi*.s 
use nr* ai;t.<=:n1pMd. use mf Sizsztifm 2:15 axttlifaririws d.u1*irs.g 12-{IE}6..-& In §1d.¢:8i:i.im1, 
are 'r-evievveci IJ¢part1'ne1'1t razxgscxrts scam:-er11in'§§ time ix-se <;ii"Sef,:tie*.r1 '8f£§ 
a11tilxJ1'ities. [I.}} 

Iii this of*vif>\-v. aha (HG t'-on-ducWd n:§§='£:1" Kit) ~i~1'1t.§:witexrws; of FBI, 
l?.e}:rartxI1.F-'i1t. -arxti other nificial- 'me €}I~G~ ;aQI':5<3l\>'.i5it.£~§d FBI Held ~{:Hi(>t=§s in Nfwv' 
Ymli iZzi;t.y and $ubr.1.1:'baI'1 1'.ti&rylalI1£I 'to 2*¢2viQw' i11vea¥ti.g;at.i\t&t {'as~L=' files jfiifxrr; 
wim-ici~1.~;~eq§.1ests tor Seuiifm. i?.1.5= a'pp1icatians mrigixaatmi .Hilts to ia1ie~rvi<:nv F331 
§§:;a.1p.kayee~s, .inzxlncl-ingj FBI special A=g,§en;I:.:;§ in {:*r1"tp1.r§§e l§§AC'l, t'xss8;i$¥a'i1i; 2$pec.iaQI. 
A,g,rmt:s in Clziarg Genii-*i` 1`}ivis~iGx1 C.~<:5Hr1$£°1.s, Sup~n*rvisQ1r*§- >$pecia1.I Ag-?&I3i$*---r m 
2a.s_§m'}t.:=?=, and! 3r:d:e.lli,=8;1€i:1ce ana1*»*ssts.='€ *~'i»'& also contizxftMrl €e¢=le;§l1c'mf*. ~i1*ste1'vi.aaws 
MT 11l§3I erployfeers in seve1*£§.¥ autism' twin Qiifificzes ~\vh;.o had IfliiiaMid Sfasctivm 1i?.l<'T:5 
request-5. {I.5} 

1 . 
I . 
; 

Tia {)§C§ also i;1'£.e~1"f.¥i'eLweri senior Iii :§.n§.d. £)IP.R '4:>tH<:1lal~s aim 
gm-r't.i('~i;>a.'l;;':£i in ixlipl»:*nlf*nI.ihg Inmmdurés mid })rr)r;w*s.si1§1g'1'£2q111sT;s 'far 
Saviitaxl 15 GO Q¥€2x'5, in.cil!.1dI.¥.1g €)iI*R'$ fériffier .~z*»i2i'it"1£ {21F3.Lir1si§ and ih1'ilr1¢::;t' 
('aun.se1 :¥ir}r Intel§ig&1'1c:e~ E-"c}~lix'y, time ̀ P"HI iTtetrlc.ra.} {:':1c>11.1l1seI and time Ifwptmiy 

4- lfniil. fall 8€}4f}E3, Llzlta €3.!?{ii*.'€:-{af .£1'z?;¢:il&igerw¢' i*aiia:fv' ¥£§*"<.¢i€"¢.=' €€15{§*R¥ \x""8e: a §mi1aI2é%:E~£= 
c;am;>oncz1t out Tim 1;><z;>aartr:zxemt. 'In .Miarcit ?;Q0€5,. ill: 1?(-£1a=1n1nt1.oI°§i2ati»0:I :Xat anzillslzizeci time 
€1':?a;£i<:s/i a'i'~zi1 Naiilmszal . e:u1§t§* I.l&ik¥i$iQI.1 (man) wiifrirt the £}&&&1!1e11t In 5£~epte1~n.b§:;r 2f30&3g 
¥{<°nn-e-f'.l1 13. W`ai'ns%.e1n was {'o;:1il£m1e§i as the -first .»'\asaista1nt...€&iti2r>1>rre3t 'GIzr}£:r&3.l` .fb-r -Tim NOT) , 
anal sl1<>;:*t1x=' aim: Thai: CEPR \= as rxaftsmgri to 'Me:' RISE) 1")i'£*R1~$ :Ami Si) S m§<*.'l11.g<+= :.<'§* Fu grytmns 
wife ¥.8t= H3=;aIv';§s¢u1iiz<2!;i w'it1'1i.11 plzaxrsWlzrl tel' E12i:I£¥.l;g¢x!£<*.. tEj1e"1'e<argzu1izaI3<a¥-1 
is :rut pa# aftzixspieia, v.*e refry to €:»1p£2 in oil-is 1't§pt§1't. ii/1 

FEW Iieki alicea are als8-{¥ £'£=ferr#<'d. t'&I1:~aS "{Iis<*i'§s&<>I1.s." The Qizief iiixvisin-ar: {,fs1:,r'i5izr1 is 
the cilka legal! o'i'£ii8§:§' fair' the fi~x2€i£;I i3si'fi§H€~ 'ICE 

2 
S .SEE ii- 

"-=§-li T.T ! I 
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{§e11=zm13. Counawl ~r.1.f"i1'I& FBI Oiikfz of` Go-mra! {3m.111s§=::I's- `Ix~¥atI(;:-n.a§ Sfxruliity 
Law Braxm;.I1 {NSLB}, Qiglma' a1i.to.m~1e§,t&'> -Mac! p1€:1'ss0i1-nei. from I?»3$$LB an-ci QIPR, 
.rata nffic.ia_l.s respunsi?.1l@ :Ear 3dm~i~;'xis8££:§:i'11;; the; Ié"I3.I 'Ami GIPR Smiimil 2§5 
i:1'21(:lki¥1§;; s§rsi;e§:ms-. (U) 

In. Organization of the Report U53 

report is cfivi-fled -Imp .fe:§;g.11xii £~t1.:~3.;sten; f§;¢§1o8w1ed by cme- zxxxciassrified 
appendix and two rlassiiiaxl aI:>;J=E:17§(;i.i<'§:s, Afifzr S1i5 i11tm<i~z.x<°tir>11, Ive: .de~s£:I*i}:¢e 
in C`ha1p£¢:1' "ilX1eI> ihe- .legéd bariligirururxd 1'e1a§;I;ed to Eienriiomz £l11£I'}.t>rity°' and. 
'the p w c f s  see Igor se making S&Ctif;§2t 1215 vrclfrs dial far Ami 
»;1is$ern1I11aii11;=.,t` recn1'ds~.re<'eive~€I pnirssiaialmf. to tizosi-e ¢rders (in) 

"l. 

* 

In Chapter '1`IrLr=f;:1s=, wt* pzwvifie an o*~.*L:t'*3i<ii\iv fist' aha: iiMianmes in whierll 
the FBI s.o1,1gh§; .its nbtairi .Sef:'i;ii§r; 215 uréers in 26615, im;11J.dilag the nmllnber 
of' FBI requ€*§s£s, the I.1.1;1:1.;1b&r' e8£" €J1'f;¥e':Ts £3bt&iI1&d, and the* £338€2 of iJ§1i?{ir1:ii'sati.<.rr1 
r=¢q;xe=stz¢cl. {U.§ 

IN ~Cha1p'IJ2:r' F't§11I', we ;>rfcw:;cl.e a <1@.ta=i1ed §:l£:Ls{:I'ilpti<§Ii of tile QFE51¥'s 
I-eqwzrsis :for Se::tiox.1l2I5 .prm2'e=ss@d. in 2336 WE- {.if:~3m:tib<= the rmifards 
Ra~ques~ted time piirpasa' of t;Irle~ ~1'eq'1.u8s§t.s tow t1.t11@ 'for 'the x*eq1wsat,~3»; 
vstiaeiiixer Ethe applira*Ei;$n.s '\vf~r'@ gra.ni;1ed. rrxzmclifiacl, or tmiilidrawxz; *»*Jhet;ITI¢r"l;h§; 
'rec<;rr<;I¢;a were pzrnMxced, :and it so, frig they is {U} wife in 

In Cizapkex* Fig*ite~,.. if §1r6~$3-ent. my" §§.sz.r3ixa.gs' and. arm133=p$»'is <§i"t'[T1e 200-6 
al*§§licaI.i<:11s .and nrdQr:°, i11r"l¥=1£iin§i§ t;i-r¢ir pr=a>c.ess.ix1;§ time, F£i=r€:§zgI1 
Ir1i.<=£lis.{eI:.c€=: Su1"'r¢i1l&I1£8e Gama trxiiaiiiieatimxxa-. aa£1d= iimir and 
~eti¥:<:.1..is)'er1es$. (U8 

in Chapter" Six. 'use §c1¢:.l'Iiii§+' air in1prx;q:»w°= iliegéli or r1§Jl.~fm*QrtZt18g»' of 
Se.€=t'i€)1l1 215, Alan? in Cl*1aptt.=r E:l§:=;*¢»*%~*.i:1 mf* eeéiarrliiie the* rni.11in'n8=:atio1'1 prG€'§8;d11rt&S- 
atiiolstfxi §:s§;' Tim .Marx+aa€y G.=':ne1+:2=;1. iN renxasa. tin. the R&autt1arize\t.iim Act £1./3 

. H . . . four Q.m1<*§1xs8it>s1ss. C?cxa°lJ£@.r Iiiiggizt. <8r~<*n=2.aiI1$ 

The? Ilrxcdaasiiieci Appcizmdix to* the rep@r.£ c§3i1i§3i£i5 tI1t2.r:#;Jr§r11§1eiI€§§ an 
l;}1£=* *ryE:pr;:ir*; be ilaire I3ire=ct.o'i*' Qi Naiianal I~£1t¢:l1ig£r:.m<3~ the Assiatarmt A'£ta=rIm~§'° 

N.ai::iQ1§:@11 $€:<*1;1.r1£3r I}i\;fisicm, an€¥ the II1irce¢:=t;o.r the F`:E?=I. (E (}f~1e1'7'iII. for the .13 

I 

'§Th.§~ 'tix£c:= {" zasssiifiveri t\pn&1*n'1~ir~@:s r§¢=§:@=.r> 
£}i*»:i§?r$ fo- =z:§;¥I]@<.>i. 
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xv nr Suzrnnary of GIG Findings IU) 

Our x'€:vif.iwv d.€:i:11:<1'I1=ijI1<:d ihzai, airrziiar to tile findirzgs u'1tlo~ur §1*st.re{JG1't 
am. Sci5r*t'i<m 83.5 Q-rdem, the and £')§}?1R pr-f:ca=:ssec1 vari.ot.1s. PT."E:il. requ.est;s ii)-r 
time basic* f.>fb=;J'Li1 "I:1u1*P*' aiaii "€'§z1rrbi£1.zrf.i<1I1" S#e:*.<*'£i=:}r1 2.15 urdvra in 2{}Uii.*5 In 
3066, tl'lf." FBI :my GIPR p1:"Qcr;"-:§:=§¢w.i 15 paw; ;'5Z»€:{.'=I;ii1Is. 21.5 appliizaticixls- and 32 
c fla'II x E,1'i;r1@I.t'§1>3;e.. app.li<za*;iu:r1s "whiftfix ~w¢re~: fu1'x§xaBy subrxxiftfeed to TM; FISA Qrrurii.. 
All 4? E»eciio=n 815 appiicatiuns s;a~uh1°n§=tte#;i to Mfs. FISA ilouxt.. approved! 
Time I8ec'I£;ia-n 215 a1ppli¢;ai~iQn.s I.~&q1.1<=:.~§;=te<:i va*r'1i¢::t§,* uI"°i.r.\tfo=m1aiio°r1.. imwlzxfiing. 
credit cart! mc:ords, b'?E 

I I. iiziike in l;vr¢**e"ifJL1£3*~;<:a11"rs. 

__,.»'-.__ I 1, U | 
1 r 

We also ri¢;2t;e,rmin¢8:;1 tina-'I= clxxfing t}11=.pm1§.r>¢:i =:run i'=':¢:i be §1']i$= reapurf; i-"Biij 
aggenfs e'ncou'11.i:tatec1 .sixllilar p1ro=ces$in.g' delays Igor Serizi£mj. 31,5 a§plic~a.t1§nas. 

tl'1ns=s.z iaz*1f*:¥tiili~E*c§ in Liitr I.i1'»;=:vi0§1$§ regasrt. d<=:i~&18="'§ were f:*at;s15*r:i 'by 
uxlf'a1Ililiarfiy with iffy Eecliixxfx 215 lm}c?esa, Tim i`é°w' r§:§<>ur»t'£=s Tim iw§ndlf-*- 
1*s3q1,1§=$%.-S e-xga¢£i§.ti¢1;1s§?r, pa, xna.1It¥.--lamyereci I:&w*i¢\x? pr"1a§¢:.@s-3, and varifsms 
sui:»stanti*,'c i555Lies t'@g3a1tdln§; *whefhcr ~r:eria.ir1 apl.:1¥i»:;atio11s Inet.€1*1<: .s't£:€.1;l'io1*v 
re:q;.1it¢naexlt.sa. Qvemih t.l:i1-;= average processing time- for !5e.c€.~.on 2155- nrders; 
in 2606 was 14? days, whi§'h~*was;. sitniiar~ to prtzwfzssirag ti:f11e°.s~; far 2GlH5~. 
Howevexu iffy FBI and QIPR s:s='e;z'e». able to <zxped'itf::~ cri;§:}. Saciiuxii 215 
req;.1e.sts in EGGS, maxi w'i=1§*n. ~t;1l1f: FBI id=ezlti&¢rd 'two eI'z1£*rgm1{:.;t' 1'@qu.e~si.s the 
ml; and {)IQ§*R pt'r>c=e,-:ascii boflia §:l§eQ.tMn Mf, re*qu&$§s q1,1ilzfkly_ 115) 
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Simiiai* to 4:n..s.r I§1*ev1ou.s mpcrrt.. we. ex arrxinexi km~v;t tl1f§..F.BI igtsaaari 
ilaik§nlw'Qux'I QbtaiIlm;l iiotI.1. Seciibxl 21.5 uriierrs iN x1.a'Eio:1ad.sec'.uritv 
ixwefstigations. ASI.d.E: trcatn size 

we 3t"<1u11ci that in 3066 S~ect.I<1n 21.5 elders awfem mused ;81"i;na1'iiy 
to exhaust irlvesi;iglai=iw Zea.ds~, al1;§'1»:}:1gh in s{':n1€*. 

`:zistar;{:f*s= l;Ih€: FIBI obtained 
i1'3¥}'~11"'"t1:=l'¥'iz'n" i`t'¢ s;In'§fr1n.r'i' ¥8tl¥£"1lit8I{§¥l}'§4} war ir§v1=»5§i'im¥'51ti~w1 w->'¢1ae§f)QT§a .want-~§ 1:f1 

| 
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u Purim §`>e<\tinn :;1121.5= requests am nm 
otlzlm' §}2r§!§qr?. Irliteiiigeslce .S:.a:m§iIr4nc¢ 
rr:q;1e':§i:§s awe bnzaizxmaes .:~a=;*'f.}fd ii? 
1 egls§t.e1*,ft1 as and anil s {.IJ} 

:et E . n e1s$s:B::iaz.t.c>d will a.ppli<:atin=n$~.&>r the mass* of' any 
' . nag age of: i i !  A s t r a )  mitMrlitsg.. Co.na1>;ix1ai';@nn Section. 21.5. 

as' b at as wque§s"£s.addéd in car- citnixzhinixi w'iI;!*1 am FISA appiI'§-;ati.<§1'1~ Slat 'Pen 

? Fmlr' of' the* puff: Sawtinn 2.15 <§iapliea§.i-imma proms-sad 11-1 RUQEE we; REigned be the 
FI5:¥z."s. -i'.3m:.x't in QQQT, f¥.E8 

- .  

3;  'shi 



. . . . . h I . ~ h \ n \ . i L . . L  

r UP 

'Eve did flirt idexxiifxf any ~I.Ik>,<;{a1 nzse.&i' Sm§§m 215 au£i'1.s3rii&.';. E.I»:1w=aver,. 
our ~i'=&i\*iex1* °i£i!e:°3£i§§e6' two ix15§£.an;<*e.s in wh§£.h Hifi i:@1"0'@i=£§<§'sl"-¥§1'ori=Lt€'#::€I nfxzorcls 
that were Ki res-pause to, but -u\1t5'id.€: 'thfsf sea Qi' 5.er;:ti<§I'i 3.18 orclers. in 
of* ii Mess: h.vo~ i1§sia11QL€:.s., the rluiz'.:kI8;* r:1¢iete.rnx'imEh»:I t1";:at.it. 11.-ad 
i~na~=:f1,*m'£e§-iif Ty mcieivrrrfi i:1117€>1'n1ati<a1*1 fit a3.1i"llit1ri:?a<=:d by the; E§ectfn.;1 22.5 mdaw' 
and. took ap'p:rr>l;>'1iai.~e snaps to '=xddt'1€:ss§ t i e  111=a~t;£e1' In 'time Qther vase. 
aI)pt'o~xjm;1=t@}y 13 Hmotjztlis passed .`tJ¢~°=£7:l>~:1% the FBI re*i:;~rag1i1i.;:.<¢s~d Ami zlcicil ssfrii 
TiM: iilatiizr, As- a. reauii, we 'z*ectJt.11u.I1€¥I.1d. that .this FBI de\»'%*1.o=p :ma i1'n;81f'*I11eIr' 
p:IL>§1@r1iu8:"€3.>:;i to exzsurfé Thai FBI. enzplmweas cheek that (hey rim; 1'£=£*{'i'iI1g 

Ur using ilzfaznnation than is xzcat. mrth.n-:ized 'be 'Tim Se»c£s2c:x1 21.5 Grcksr. Gui 

01.1I° ;'evIt3'f.=c~" .also i.de*11£=ii"i1;?::;i t it the. F . raped .d . .ly ox. <2 cl. the 
maiivra to the PIe$id€I3i's-I.nt€iHgw1.ve Ovfesrsighi; §M=2urici £IG83.lf* The FIX 
=:i*~?;'t.~:°rm.I:£:=~:1 Thai rm§£.5r one of the Emma i¥'1$t;aI1£8=?:s i1*1~m1*mc1 s8t.a-£.1.1.¥.~:3ri13' .protected 
`mL§a.ier€a1 zeufxffl. that L§i11Y' the ir.1;i'I;w'i<;~e iIlv<zlvirlg the 5¥,ai;u.i33~:"i=I§,r~ prrxtwteci 
xuartarial was re:por£:a1}1=e to Me I<;>13~. The la"B~I also de€;e1*1"z'1I11ed Mat time; nun-- 
staiixztolily l;»rot~ecte~d ~111a=t:@=1§5al shfk1§1r1 "bf: 1:§§11Sir:§ezr€¢d =a-*#al11'¥1°t;;=x1<ily pwilaacxed 
ma.tm'via1 izwtzll 'ilwugh the p1~ovide=~r lflani. re:fUs§:€¥ M; }:1r£.Hi1.ir:§=& the rnatxariai 
withmrt. a xiourl; ~c§1*eIii:1'." IU? 

that the* FBI rapsMeé mal? one of the £3510 

As a r€8snlf, Ami: '3£'32Q91I1tne1r;i£i 'iiixai the FBI dexreiofa p1T£J~€:€°ri,1.1r<%s. :freer 
id.m11:i54'iIxg' and Trxm§filIn;§"mai;ez'ia1' that is produced 'in ;=e$»po'Ia$~e> it, §:>n;I.t 
outside the off; Ee#;*iio1lx 211 £J1'd~e1'6,. "i"1*.e pr€1;'£'d11r{*s. s=h12su1.di ~i1';<f:11:w-if-% 
£310 FBFs jL1$tifi<:atiGs'1 fin' ha1u;i.{I1ia;§, .Amy of.slH:i1. r1~r:£2'£»€:riaI d'itfe:w3=rHl_§t 
from ssiizeir e1a$ss=~s, we. tmcilievtz tim- B1 s}t1.r>'z;1kI not 'balsa the p1'o<:ed.u1'€:e8. 'fei3ar 
Izafadllna swash 1nai.m'¥I.sil' soielv" my. whetiuer -Tim 111a°t.<>¥fia=;I. sir is not s~t.~at.i:.d;e'ri§v' 
prate~t**l:ed. Fur eX1¥JN;JIs?*, the p'1"f:={*€8=d§111'es s1'1QuI=t¥ a<lclr§>ss. ad.déit§rom:*.l. iEx<*i;<.>rss 
ssmfla. 'whetliam' "tile: 111.zit¢zri£ii en.n'.£e1i115: I1<:¥r1~p1,1};:4}i#;' iI1£T£1rI.t1iz~ti€}1f1 aabfmi. U. 
persmzas who are not the -subjecrtxa ~*':,=I"I&II53I natitxlxai aeftnriiiy ii1v~¥f:$¥flga1ti<s.ns, 
and wlwtlarar i;h¢ 'maid-("~r132i.n;2;'Sm:-t~i£n'£1 215 Q'r€}.r§r I:1:3.c:1.1.1d.e~;i I}a1*ti~::u§£iri2;ecI. 
1*ni.¥:1i.¥I3izatim;;. promduxm. {l.J} 

I 
I 

1 _ I I 
Thai; *We a15»8 ider1t.;f:If.d~ two Gx;.h=er .n.<3 r.ewoz'€.i1\- Flxsx, ~=.w :Fm.I.z1.d. . .  . 

'the FEW! had mssiwd n*aUo1*;a1 sa*£"11r1¥.£~*'.l€tters {IuJSL§ for ix1fr}rrr;aii£>;"1 z1};;~01_1 . | 

inn* Tim EISA Cant., r:iI.i.r.1.§£ E~'"iI~.at'.ArI1£n<i11':ent. . 

mxicerns, had twi<.~e t3.e{f.1=ixl;e<1 to :sign Eiif-'minn card-ans in the* so;m£* 

i1'1~ms'tigaiiux1. We q;1¢:Stim1ed.°f§¥:ua aflgtxm-;§riBteile% Qi the F£%I"s '§5;&s~L1ri1.1g the~:se 
after fly (:*.£Jr11*t.l-s derxisiaaft he{:a11s$e 1'~ES-Ls 1u£*;*J&i aha saxxze-_'First 

.kmfxradixzffnt <°zweai, Section 215 reqxieatss and this Fm .issued to* 
Ba see on the sarraf: ié*<:'iu.a1 prez<.1i<*ate, w'iil'1o;1L 'ft11"iI1¢r m*Ji€§'e~*»ti'1*¢g chez 
unf.*l<:1'I3'in§ i1'wf1siigaiIQI1 'to f:r1$Lxw that it alMa not; gnrifxniseci scrkzlgr on 
prsxiefxir-*rd First Amendmerrrt #::(.>11dw:£. I 

| 

.S 

' l . l--!ll. l . ' . l l l . \  

Q: iN i§!l?{'$ the }n"i§¢f¥ige.:1z:é:' {}vr.1raig3:li. Board HUB) 'amass created bas* Executive- Qraier 
Ami charged WW; reiriemflaag a.'ciixyiti'es .of.*tllle U inteifi-gezuze camrxfr txzxiiv and tsail0m1i1>g the 
%f'¢$i€I6T;£1t of drift z3£'l'iviIie'$ ti-5:11. aim* :KGB §H>r?fii£"'»1§2$-.";1§§i8»* bar' uiiliawlhi s:i.z'-ct£rxitr-ani: bi: vexemniivf 
Quad£?r Ur Prez§§<.1~'s!It;iaxI E>8.E£t'¢.1*<iVG Gr i !  12353. [UI . 
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F~Ina1Iv, as nvlirfiazt.-eecri he; the §£e.a=x1.xt1z£:ai;:~z=1;ric»1<1 .A€-t., we aim e:12~ai.11£i11e~d 
11=:li1=t~rthr11? the immiim ~Mi1§i1ni2ati'o;1 §;1I'n~ce(i~u~r*i=`s- acifmpieri by i.§'1e: I.}e~pa~rtrne~11i; 
am' £;l§ec€.iml1 15 a1'd.€*rs pi?c;€.li@£~*'i1. life £*£3r1sti£:.u£i§)na3. Ifigiiiis of U .S. pe.rs1:}~n:;=.. W ?  
{*<:I1£'luck*d t}:1a.t the 5taxr.1d.ar{°1.Ini::.i;11t£i$e'a.'£im*.a. 1t!i*l»;*:#::£*'t?1L1.t*£°;=§ adrsjgatefi in September' 
:;z(>iJ{8. w1'1i<*11 z-me i;rlt.erfrl1 p1'o<=F-fféllrefs do fit a.£§f*qL¥2Iix1I.v adrlr~:ess film irltefrii' 
:~.1:f1<.i xIrir1i1'1*Li,2a1i£1n '1'¢2q;1"i1'Iie111&1'1~ts of the. Re=m1't11QI'I2a~riu:.1. Act., wife we 
Il*@nc>r11~rne°nc1 t}~1.at Tim i'l1eparl;1'r1e11t devffiop sp<°:£*I'fk*:~ ~stan.da~r'd m.inin1i;¢zatimn- 
proce*d1.1res rtiiatingg' 'Eta Smriiorx 21.5 o1"i.§»::rs.. (U) 
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I 1 Introduction {U] 

Tifhiifs i:t.11a.iIsi§:1' ;Ja¢c»v£c1§:ss a Mari-ef (t¥escr*I5pt;iox1 (of *time legal backgmn;rlcl 
r€*l1a££1€l in Sfrcticsn. 8-3.58. a_1.1't}1ca.1'1t.*,r .Mari £;.h~€° p1"<mf:es5 bi* xxbtairlirxg. 'Swiifzrl 215 
<s1r~'.i.€=r$. 1.23) 

II Legal Background (U) 

Flxrsixsini; i's S%==cti=£1ri Qi?) of Patriirt Pm;t, this FBI rrxzly Fébtairz "a.r1§ 
tzangiilfale thirlgf:,"' inzzlu-ding banks-. a*'e:ccn*r1s, acid. o=i}}.(i1* its*?nts ii'oI1'1 au. 
b1.1$i.m,*$$. ~Qrgalai;tai.i»Qr1, or t:n¥;1ty }38*£}1d'€ied slat; the it-<s§2§811 or ite.m.s are for arm. 
.a1.I£1:1 czr1:;<a#s,d. 1r1x>e$t1gaI.i=crr1 The ixangihkf thixi-gs sum: mailable Tb: Sari 
ir?1v¢a.'§si;i§,&.i:'i€1.11 to =:iliii;azi1'1 foraizgxa i1&£¢¥h£:I:¢e- in;f£.>133aaiiio;I: .lot Qoncimlirxg a 
'lllni=ted. Staixsa person Ur ix; protect against In.te1'rlatmn.al 'tarratisrxz or 
f:3.zur1d¢2>stin.e itztelligancs- .;;t~Iivlfjes, prmficied ~£11.at. aN ~inves1f;ga@1Gn Qi {.l`n=ii=e1ti 
&§'§a'£.es *gi=E2rst:fn is not corlclu1*i.fed s=u1.§<s}3.' uprixi. the baslis§ Nf Q-uctixri iff-s {;ir2*:t;§;>{*t;t*d 
be the fi'1'S~t :a.n*1;111d11l;e?tl1£ to the* CIM*1:s.§£§;i;1,1i:'££)t8." 50 U.S.CR § 51 Sal... ,'?§e=n¥;;i{~:I8 -2'1£'5 
dice rent c*re*a~¥,e am; rxeéw i1°iv€:stiz§aiivf° ai:utlhori.E2;;f };1u'€. i1IISt€8*::t£§ €;§f;;>aI1de£{ aiatixx-Q 
a,uf§11orit}g' Eaurad in they FQr£ig.r1 Iiiieeiligattrm &3`t.1n:<2'iIZ(:2n.c§2IAcI" }..53??§ {'E`IS¢§),. 
E10 u,3,<i*. § mal. et; seq, {£Jll` 

pub! 

to efaflact; foreign ~Int&lllgenc@-ixafonnation' 13 '1-<39 . Gun E .rxzeuded 

Iii* axzmmiriiodatinn fafczilitifzs, pllyékrai storage 

QE'1.SA reqirilfes Tiff* F131 try ixbiaixx an .0i*>;i£1r ikorrx 'file .Form°~ign. I.1'ri;<i:I}ig§°I'ic»;p:: 
Surnteiliaxzce Court iF'I51?» Guurlll in oriier -w conduct electronic suz1'*v°eilIaI1ce 

in tilling .9 In 1998, Gerlgass arxzended 
FX:-EA to zsauMorizsé: the FBI to apply "to aha Gantt for uawihfafa txriripelliatsg 
four kinda of bzzsiwvsses to "Mleasef remrcis in posses$ic»n" to the FBI: 
["Ul'!'l1T1'i£'}1'1 carriers, go 11 Chi y 
fiiciiities, anti ¥»*€§}1i<1i§2 .1:l<?1.3.ta1}. !`aCili'ti@$.- Tile &lnifria5tinzvinii. not ii.;.rlLi'i§€=51* deihme 
""'ef~os':Ils." "I"1'Ii£8 pr2:>*si;si.fm.` 'w`t1i§I3:1 Wafs f;::.o~ClIz§l1.e*»:i. 59. U S» CZ. § 1&E$2 bc¢;ma'»E: 
kxw¥t1 tin* ' l lmxav f  is 'r€¢GH1s" 1Jx'0*»*i':5'-1fJ1'1 and *was the p1;°c>vissifax.i expmifieci 
by Seixiwrn 215 Qi time :§'a1;rx:§t Aatt; .* IU!" 

Tip 1.993 busi;rles=s 1'<icc=rd-s =~a'x"nm1cIn1f:::1t; .rfamiireri a Fififi. a;pp1.iQation 'Ba 
ape:c~LI§; t1§a=£ the a Fe g 
i11te==ilige.11m ix1fotm.EQn Of" inwsiigaxtiarx .caliiwrrairag ixrtiirrratiiaxlal 

'records mfer-e sought tor an ires ligation to -gaiilaer foreign 

- ¢ _ 1 I - T  

I 

pa (?.*ii~*R §}z'¢:.{3.:sf1.£=::§ and §§1'¢&seII¥;s applitiltkmzis i¥1" 2 in €s1'd¢2;€8 to the LFSSA €IQ'ii:i't 
on Main :If :xi iii FBI eWmsdmg iii the* .l?ll&§8*§ (.`atU1*i Fiukea-2 u£II3r£3m=d11n>s t.h.<Du..A~s2i'§1r11ev 
{§e:I1¢:ra¥ ¢;Ietr:§'ri1ine:.a who ;m°miitmi to appeal? beihrc Izlitii FISA Court. Ami FEE attéwemcys 
}1=a°¢#: at been a.;1t%?:¢>nlmd in apyaiiar' beforaz tix* {`otlri for this liuqxas-e H11 

in .as § 1g;18;2il383l§}{i8§ iii-31~>$}.. as IE£1"£3l§%:'a.dQEi, $111 U.S.f8- § EEG! £20911- ml 
1 
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1 
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iierrfx-nl.s;n, and Thai: =t11~ere xxfeere "s~pe€*i§.C and articmiabie facts givirlg'.reasrnT1 
to bell¢e=v<-* Thai: time paris-an. to xvhmxn the ;'&co}rci$ pertain-zz '£S= 23. f£1':.e'f§,n. po1w1°~ or 
an agent: of pa Ii:1rc~=:i.l§sfi. };r={;f¥.1=.?re:r."' #to 15.$,{:"'.. § "1 SEIi?.~ {"$G0{} f:t]'.}.. 

°.i"1'ris ia11:¥£.L1§¢ 
:nos-ami; that. tow F181 *;=;'=;;4,s Iitn=ijs5r:§ in =:a*;>tl.€Iir1fI1Q I.r1 l1i::I*n'}a§{;;irH1 re.ga1~x1:li1*lg .22 spa(-'.i'i¥<'. 
be-rsoil or €31"it§.i§* {i.i§.* FBI i1:~\='es'tigaiixag arid atlF;:c8»u£ 'w'iz1{>n1 'tlfw FBI h.a€: 
ixzniiffidzx-ali al sxxspicinzm, 'iii add§ti@=i1, Tim. ~a~.rI1»se.t1t5I1x1t§ni §n:1ohib§ize¢;E the ¢'e11~t.i£52' 
cu1I1p.l§=iir1g;'°wi£i1 -the fzriiserr firm. ciisclza-si1*;g t:ii%1§:~r the @§<ii5.t¢I1¢ter Qithe €n'd.elT or 
ally 'i.t1£IQrx1°1ai.lo'11 prc>d1.1r;ed in 'Ha$PQx1s¢ in 'l:I2¢* <>r»:.i.er. [UI 

and prior to p a g e  Qui *¥,I'1t: 
4 

-S11{")-§€q'sx»s3x.1§; in izhf* 1993 B"1S.A'amm'id;n¢r1i. mtatilig f§1i$ ii1\>&s'§igatliw: 
au'tIloriil;,<*' . .I- 1 'rad e" Qt t t: 1`IZ21ji1'i<§t, Act In £}c¥.u1l>m* £8-£:3{}I.. t"kle E331 
Qbt21i:1e¢;1 only <:»11#:*. Fi!§\££ Q':r<3€1° am' bL1$im§ss r*:8>w1'?<3$. 'I`h-is urcier w=:»i,s {:l>t2a.i§r1f:<;i 
in Qclfrfa. £1-31 

i§eci:'inn. $33.5 of i,11e'IJ;a£rir}t. 5 
FBI S in-*Q ~siiga.tlve authuniy pumxxarat to he business reerzmcis peziwisinn of 
FIEEA and .ifxwewd the. standard 
blrsiruzss I'e£1c§I*rI. 'I`l.1-fi: l?+t81*Ei'n~\'E:I1i. ;3art.of ~SL*€:iIor1. 21.5 pslGvid.es; fin 

an s~ignlH1:axxtiy expanrlezd me scope Qi Me 
HID. IF P is: ax s t.G t;¢ he ,.i is r€I<,s.p1im.fi _.Q 

d. ` Sian and of proof required- tu obtain. this 'Elie of' 

il3I.I.~lc3<~i.tn: rrffizlae $`ec1m'a=1. 131-xremz .Qil.1i1vr8sti.;2at.i.o°r1 :so a 
desiglim of the .§31ra,€:"£(:r" fWhmée :11-nk shall be my. lower iji'ua.n. 
A5=5is'££ui't E§pf:cia1..A§.;&rI%. in Charge) 1'¥1&§¢' Iii;-ik an agajpli aitifatx far 
an oréltzar .re.qx1i.;*in~g~th.e proszluctioxl Go may t;ullgi'l;ile tkmings- 
£in€:IxxdI1'1g 'laaQks., pagers, diocuxraenis, and o£1'1m."' items] 
br nu.; i1w<is'E;i;;atiu§1 to: Qbiairi fomigii °int&i1ip;e'11ce infc;;1l?nlatiGz*s. 
:wt -carxeenliuiartzg. a Ux.1.Ii¢d »E`:it<HF'Ah.II212:;e§ p¢;1$Qra. Ur' to IJ1'rJte£:'¥i.€;*;gai11s§; 
~In'€rrm.a~t.i;)~1mi ierrQl'isnfr or c*ian{1n&;i.in.e- i¥1'£eI 3'i'g¢.1§Qe &§t'i¥titi¢$, 
prow'icl@<;l tlisat sumziil i`.f1w:~§5 I;ig,*l;LlLi.i€:»:g.1 Go' 21. I_F11iI;e*d States pmisixzz. is .rln>t 
nmn.d1.:<*t.mi sfrfieigt' '£.l.lT§6:il1 the baas's of a£~~£i1~'1t;i§?s p:.~oI;e:<.~i;mi be i§:1€= 
first at'Ia@x1(iiIx.1§5:I1{ 'Io this Ctr;-'1es'l;iitu'tiu::L§~* 50 § 123E;%1.{€~;l{}.l. 
{I.I} 

Wlxikt the 1QQ& language lfxniteci this reach. wi"'iI*1i-5 type of ink stigatixfi*-` 
authnritjr to four twea- of entities,. the new Iarmguzage did! nm explicitly lim! 

ape a _ Sexztxion 
215 of the Patriot Act a;L§F} expanded the categmtes of émnzmgnta Thai the 

y 
papers. do<,.'uz;t'uants, and Gofer itf.:xrls}." ad 

. g 
the 'type of wuity or hwiiizmrss Thai; aim he QQ-111peiieL{ be an God or . 
FBI can. obtain under the business reaeoxds proviseiasix :Jo FISA, because it. :to 
.Langer was kltnited to "1'e¢ccwrd°s" Ami prcavifles that =tIle: FBI may an 
order Igor "the praaiwc:Eint1.of any tangible tknngs (inch.-dirzg burks, rell:o1*ds. 

'uniunh .other itexras d. [IB 

. _ _ .  

I 
I 
I 

** "'{}.ltlit¢?1{} §t:;it'¢as- perg¢3au"'is c-Eeiizxezi as a cmiafezn, legal p£>r1'sL~1.;i1;':mj1I'. rteaidmxlz. £111 
:;r£1ix1t*<>rpi1a'atef1 z1ssm:iaii»:>§;i in wltairiz :Et "sa11'!i>s§21rxiti-al n:1I=:il*>¢r" iii' u1¢ini§m'1 s:i.ti8¢:=r:st1-3 ca* 
higgfiil iséwznararaawi' -I£*:§id&nl:s,. Qr »z>Qr;;*i;r~:dii<§z1§'= i!'}<:F;¢:';J<r1i21§x:<l. in I;I*1¢:@ Ll`x1it'es;I 1s;=rig 
s1s1'h assmiatiezas or can:-pn~r~a;tif;ns arexior. M¢1n$£*W¢s "*ihrreign~ pea*w*§:r&.," iii! u.s;=.;'. 1z¥Q..1lil.. 
III 
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Scacinaxx 23.5 also Iowa-aai one §:vi.<¥exz.iiarw;' £i~1'z*e-siaoltt w 6b-m111 suclz. an 
o3,'d€r. a 1-es-uit, the x1s,1M!:#.aI°' of beQlile v»*1'1'<}se2: 'i~r1f<u'naat§Qli: wild be 
e:»1>tMx~1<:cl expazadsd becau.-se t'i'a¢z FH; is no `1€~ng¢r 1*e-quixrzid is sire Thai. 
the 'itéxxls being sox1,gI1x~pf;t'tMx1 in Et I3-exrismm xvhtsm.. their- mi 'iI1.~ves§tiggati~:1§;, 
Irmsteieaxi, the inns snisgiiat-ine-ec! finally be Ivtéqu-este-<1 .|,*i&)r asrz. au iimaxtaeai 
inwstisfatioxl <_:011d1.1<:te£¥ in a.<*:=:o1'<Iax1.ce-'*w°.itF1. I2x.§J§sli<za'Lu!.e law axtgti. ;;§1;;i£ieli'N@s§; 
to Gbtiain foreign i~r1~I;e*1lii.§t::ri(°@ i.Iif.(l>¥1nat_i(~}:*1 :wt tzoxlcnénzixfxgi al 'Unified States 
}`}£3:I'S§}1l§. or in; gzrfiiect zgsgairlst iI1te1*r1ai;i{x1'1a1 i;t:irr€11?ia§11.1. Liz? clandeatirze 
irzteitigesxzce a£:'Livi¥ips." 50 1¥i{5'1{b}{;r;l. "Pa-ifs 'ta11t!a.I=d, refe1.~red. in as 
the :*:':le=»v§-mc.<i= standard, permits 'to-ie* 'mi to' zaeeii. 1I111*atI1fia.tio.r1 c.0n<'er1ai~r1g. 
pm*sf;=1a:s :it ne.c°f*sr~sa;ri1.7,t' 1.nr:.d.ex' §n§#¢3ti§;ia£i.c)1*i but; whrcr 'are ¢:orme<*§I;e.d. in srxrma 
t=¢tay in re. gmrsrzsn. or radar iamvasiiigiitimn. (153 

Tim Re§xz.1t11¢mriza1.im'1 A .  itirther :-1rnai'1c12i=:.c§ $@:<>i:ioiT1 2 off# 'by' 1'eq;L1in':ng 
ilmaiz :am a;pp1i::2I£inr1. es iatkz-Kish iiI*@:=8rs=G;'ra1b1@ .gI?ou'r1f§.s £0 ¥3e:!iev¥: '€§'i+:+;€. tow 
taxxgibkz tlmxgs $£:»ug11£. relevmxt. to an a.ut11o.riz¢d ~irxve=s1;3;=gatirm." Id.. 
the smug true, the Reau£}1o1*is§af,in'i1 .Act px°o*~.»'icie::i iitxrt El. presumption-rx of 
rfszlevarzuce fur ftnxx' sp§&<*iII1§a<l @I11ific3 or individu all-' fo1"e2ig11 powers. a,@831'x1t& Go' 
f.orf>i§t1 pm'w<e:sp.x=:~, subjects of' aui11u'1'i§:1'ad co1.1:1.te1Qw-rrori-sn; far 
co-n'zi1ix*ri1atr3l1ig;<=s.rme imtest.fg~;§;l;i£§ns, and i1'1diifiduz31s Qklizmvza. re assratziate witl'i 
s1;1bjxa{*ts of sut;:§1 irwesiigéxtiaim. ad, '*N11=&z1 an a}:»pIicExi°irJ11 I.rw1Jlves .ozaez Qi the. 
1`u=ur e11ti¥.'Ies or §1ad.ivi§i1.zai~s' re!i==rex;'c*r*€I in the '}*31*r:H&¥1111'1}*>°£ii3r1, the: appiiwini. 
amazed. at estalalxsh 1'§¥8=st}n'=:3:ak> gmifinds 2:.<l€~'8i1..f we tile ri- qzxfstxi £3 its ms are 
t"¢:.lievax'Ii;, {U? 

£&i; 

iliim R¢a1.1i11orimtinn. Act. incilxrded. father -s.1.:hs;t.z=*niiv1€ an1e,nci;';1eni;s'- in 
Se<*I;irm 2 I ii. For r'xaix.1p1=s. &be Act £§§xe:1:i§-ca1l}§.f' al.-1££*1uriz~f<*ti the <;:o!ki<*:tii3\I1. of 
mrtaixx st3;1'1sitive 'retfoz-'ds, inciuaimg iiI>rmv,. 'n'1re.f:1i.r~a1., e1fI£xx.Qat;i.1a=r11l, anti tax 
r"et.u11'1 rvcrnrd-s The Afzt also mallxired ~'i'i'm§; as; alJpI1§:::<1t1rJ.§1 ii;rr the -se 211-sxtsvv 
:*ex<fards in a~.1:>prQwed by FBI Ibinfcztor mr* Et specified £!esigr1~e~e, 2111151 s}8¢3rsi.€li1: 
n#:1n.s§r¢':5:sI{§.r1a} rf°pQftirlg,*-' in axcifiiiicmrl, the: R e a¥.1.t I 1»::x'ileaiEi;tifoI.1. Act, 5IJ¢'¢ifx<:a.I15! 
;srm>i(i.¢>cl that S1;=r:ti0:n':l3}.5 -cxrd§*;r-s must, axinrsxmgg cattierthings., can-tairx 
;11aHi.::u1aliia$#5:<i desci'§.pi§1m of? life iiéms s§1}.9ht all prmride for at Rea-sonalaek* 
timer to a.ase.n';ble. tiwrfa. *`.lzlh§* ,*\c£; allzso v5€ab1ish&.t1 H de*'l1ai.}.£*d §udii£°ial rawitiw 
process for x*t:crlpie'n'Es of 21_5 Qrciem to ;*~I:'€1EL§:es21g»€: their 'i¢ga;i.i.1:;~»~ bezféaw. 
a FISA €"l:>'i.1.rt jurlg@ and &*xt§2;rId€:d Eieciioii 215' liar 4 ycawss 'tnltil. 
I§}er;l=m.1tI><*1' 31, QUGQ. IU) . 

I 
1 
1 
I 

-Additional. ~cha.:1ge>.ss tts- Eiecriiers 1215 *aware adopted with the e.1iar'itn:1ellt of 
the LESA PAIITRI-rllfé" Act Add'Irio¢1.af. Reauilflnrfa-ing Arizerrdments Act Qf 2x:J\06. 1~l¢-u# 
1=;:§a111;1k&, 13116 '3>Gi3£i amxéxmdnmfents prwixied that a 1*e<:ipiént of to 
carder maw petition idle. FISA Cnlart to modify* DI" 

-is r Me 3 if _"i: .p e at Q Siefztmn. 215 
of . at :~}'si.dé the~11o;nciisa;'ios§11ra* 

As- pennitirsd by Rvxaimiilhfirrizaxiitfrfx Act. file: FBI D:i2en§>£i¢I" r.ieieg.>§§§§;e.<§ agp;1:'L~vs1E 
:a11ti1».*3I'i1t&t iitw' Mesa mcozrda to ill: .l)ei:»ut}f I3,§r{°:£:.ti:}s' -anti Thx* .EZ1~¢er:1;:t'i'¢e. Assistant i)i;re{*§;§:r fur' 
the FI~Z~1's E`<~kati.{;~:m§. Seeimltv Brand*:h. (UI 

U i i  
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r<>qL1i_I*L>:I11€:rrf. a.flter i item# Irina. the ;bs$!.1a:§.r3e- of Tim G~rele'r 
am. 1`11ad€'..}3 [UI 

it' c<>rt;=3i1i £8:s'1§ii11@4s 

Q ':{`he Fxncess for Seeking Section 215 Gardenia {U} 

I 

As wer- ai.ascxibaci in. our Mlaréh. i?.¢I}()'i' spurt. 1"»<i§8;a'rtlI1";g Thai nit' 
Sewtinn 21.5 nwrdesm forum EOG3 'ih1"o*t1~gh 3505, the gnrowzss to Qbtairx a Set'ti<>'1'1 
235 m*cif81' gezmraiiy '~inw*Q1.vas fate- Ha; field csfliigte i;nii:iat.io~§1 and 
1°e\=1§aw, QB; al 1e*sa.dqru@L1l'l;e1*s revafew (HER zfesirlew; }?`I§.iA Ctzurl; r=c:x>;@w and .I=§?fI 
2-ssertvtice if time urdu, IU] 

x 

Division C{>.1.111S&l., 'Mid "the: FAC ti1elF'¥3'I field, cxfikrii, Thx* zipproval..1Jwc&s$ 
i's aixtomaieni t31r'=:>ugh the F?I3i".s :HSA Man§¢z1uax.1i. Sggsterxa I.FESAh¢S). wifriaim 
aencls eleiciiroixicx ntJ'IiiE£;:ai;i.~;1I1s to each in<.iiZidL1§.11 1'e$§x1I1sih1¢s:- €or'¥;aQ¥»;$ng the 
rims; af::'Ii=:m in Qrder to pr0:c.es;5 the b1.1.sinr:?ss~ record. in the field Qiliicfz. Acer 
aha apprmfais are ¢>rJ~I:P1e~t.c"d. iN (he field t3iH(~=e-,. time* FISAMS rafI;i§es the 
"$ub§tau1.I;iv&: d&;=sk" (in the {.`£>t1.;i'i§:r't£%rx**::ili's1I1. Di*."i5éox1 or Colxni.€et'iI1i*&i1'i,Q§&:r1.<:f: 
ITJivis1c>1.1l at. run; I~ieacIq1saxi¢rs_ Ii?) 

'§`h»*;@ price try obtain. a Sectiurl 2,15 order n=orma1[i§t ̀ t;»~eg;ins wheia. an 
Flax aggi in Ikxid txjifire pre};lar1L:'fs be~sine*ss =~rer:r:r€I.&s request farm., 
which requires the agent to prG*.*'-ide. among miller tiwilnga, the tnli<iwi:1g 
i11{lnrmaiinn* a 'brief' summary if the invesiiigatian, a. speeiiizt: ciesfgrijptlon of 
the ibfwns rtzquvsied. an f.=§:~aplzLnati~;;=n of 'aha nlaxzrmr iN which the: requested 
~i't§nus are expecztezci to provide (in-zweigrz Mteiligerztfe inibmxatmz. and the 
i:.'ler1t;it,y Ni the cust:¢:§dia11t or Qwnezr Qi the* requested items. Tim :eqz.:Es!:.fo3:Fn. 
11111-si; be approved be the squad's Sarpendsory Sp=a¢;,'ial; Ag¢nt., The (8b;Ie3` 

anal aI:)1>£*{>w:d IN *nth 
At. FBI H headquarters the b.1.sSi.1€:s$ r<=:{:Qi*<.is- rmguesi. ibsen ire; ~:*exii6wl€~:i 

an pa up * . "to, the 's1.xhsta"1f1t.ixte~ éiesk Ami 'thee {}f&s:e of (}i¢°§l1£:i'z11 
C`oLr11;=re.l'S'NSILB. Gray tin? .I¥IISAi\AIS~ Clalivefrs the reqxiestta 'the subst~aJ;ativt@~ 

it is asssigxlmzi to an ainoarirlagt' who xvnrfks with *she cases agenai and 
.other FBI gar$onxz-ei is obta-in iflfazmaiinn -the NSIQJ3 &t't§>rr1@%" 'taeiievezaa is* 
11€311Tt8=S$rH'1'},* tail i1:1§:I';.1<ie in film; .drift aPp'l.i;*FLza.t.iQ~1"1 Ami! Qa'{1¢':1'. draft. 
applinaiijinn package in than r£3:vi£{°'w€:{i by NSLB' ss~upeé1'i»*fsnr5s and ihmi3rc3@ri txt 
QIPR, w¥1£:1'~e the request; iS assigmeci. an GIFRaif£'orr1=e}=*. (U) 
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.13 ££.'€5.-"i P.=*X?Y€£<L!'l"A¢£ Addilr:i::¢rzai .I~§¢?:,1e:»t£1*t¢1r=LL'=.:f:z§l*firrwrzdfrients x1c'£u¥"2f§f%3, P11=lb L. No. 
1(3¥8-:i.'?i3. 'IIh».*8 C.§J!_a.1"t ,emf glTan'i. as l;w:~¥ititm kg mndifgr or see a$k-i~:* :E §;m¥tI#iiils¢i if Thu: Goufil i'i.3a.ti,~8; 
ttlcr¢\ is 'aw '§'eaZ.aa£!r3 to 

I.1mlimfn &rlaq£ aiisznlisiwai-a.1.r+e Iitlagr ¢t=1d.2u1§?¢:;i' Tim :;all5.f§.:iI;21I. secU§§§* -ititarfaeré 
wish as 1:=:°i1*:1ir1§1i, 1:*r}1.it1tt>:'Lz=;ttp<al~:is2=11I, or iEs'1uzi¢t.e°:ri'r1telligei1:':~a=: iw-;*¢§atlgatto;1. iI¢§e11£%:re with 
~£iip3§i=.:nat§£: mléttiazx-si, -m'. ellilallger tel? iiiie- or. P}'kly'§§i<>211 asaLfét.3f an}' flmaurz* }"I.~:§1=af=.*Ws&i', if the: 
Att:m: .r:<;l§* G¢:n&r~;~1i I`.}4>p1it';° At.tf§i*n&y {3¢zm;:raI. as* .F`1¥§¥ I31rlef..t:i>r F.vL1*t1iiv§§- i'11éit tilt: 5is=nk3s11rt* 
may ftnzdangal' -the laahtrnal `sem

.1:rii}f 

91' §n:!'£=w17i1&r§: with diploMa-fic mlatianrs "the: rI€1'iiiE.¢s=ii:i<1n 
iii be tl'§falte€i as coludla.si=we !.1.r1¥es.s the iiaxart. iixxds tb;a.I: !£;:.1<::h. :as atartifimtizara. wifes baxie iN 

had §`a§i'I1. iii } 
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The OHJR ai~tumey'w<:»rks xatith time NSLB a1;1oarne;/r. agents, and 

An -OIPR mfr. . 
application paelzage is matured to Me 'I-?liB¥ for an accuzmw review and 

occasionally FBI inte13ig'au::<=:' analysts in §¥li\1;aii1 the iui'=3I°matIo11 the GIPR 
attomfzy believes is xW*3¢ss8;ry up iirlciucie. in the drawl iipplimiliion -and order, 

superwsgr film reviews the draft. appkicaiivn package The Hut? 
*§.1'pt1L . 'to £13 . B a 1 ran? an 

a.Q1ci'%ticm21l <i:<ii~t.sa may* made bzafsefl 0171. firm: F'£§C=I.'s r¢=&"if5s\:»t cziftlie final' pac.k£18;€=. 
i ..3;3Q.¥;. {*::m1¥)k=;~i.i;;)r1 of the iitaai. ve¥1<sliFs§'}~, 3i.a1£i.1.1;'e3§a of designated senior :FBI 
p sm§I1.I1.121 zarfef c;'htained. and :gm (}I¥*R..:s.1~t.t;cm*;§;~y .p1'£*p3u:es the* par*k€=1g¢=° Tb? 
pI'f°sa¢*1Ii;a'ti#;>-H to the FISA C.F1LIrL. IU] 

l i. 

\5?1';i3.€ Tim: 13ii al $1§§;1"ii.1.11'es ~1:liJI€ r-fniledfzii. Q}.PI~i..esc:I'a§ad:u.I.e:s Tim 4 Asa 4113: 
the :Firm {:'mIrt.'a dmfikieii for El il1.e.3a.ri1*1g a1'1.<1 .;">:;~i>*;~*fde:$& time. IE*-'ISA €"sm:1; x*.rl.t;i1 an 
§1d'va1*1ce& c°<>pv (if 'the a§>p.lir:atio"r1 z2¥'1§**I.€.}r;-Ek*r', wli.i(". iS failed a. <*:c:»};:v, 
'TO"h&f F`iSA £"'¢;1111'iE., i.i1r1 F1L1g11. an FISA C1§1s.11.". a<I§e'is§-fir, mf;-89' 'id.¢>r§i.i§gt" <*tJr1<ietlinxss 
:did r:.=fqum=st cI1~arlg&s'tG the ¢;1c:<21;1'I3;'1eUt.s ;*a£`£.er- f&*£&.f*§§ti§g they "r£*.a¢iF' mpyi. 
GIFR Ami the mi than aclflmsgs the (.`§£mrt'5. qu.#;es'ii<}x1s= as csxacerrms alas! 1T'£'Z§1ke*. 

1*'evisio'ns to the ¥.% .1`312#li¢'a.tit;>1*1 mr artier. If~tii1§: FLSA. Court. deems it -rae;£,5t:ss;;>Lr'8n 
(HER them :f££rn.1a1l3t~pn%ser;ts the. zaI;3pII<221i;it)'11 jpai2I§:z€e= to Me .ETFI$:A. £"'.m1ri; r1=i=. 
the §§€~l11ee€lu1Q=c1 ht~:a1'i1?1g.`i"*- It the FISA C<:t1yI~. jug£> as;}rm*ez§ Tim a§apEir;a'£ioz:1, 
firm judge* signs thfz 0'xI2l.c*r.. .5§8IL fiae- Ema1*i:'sg', aha jL1.»:'..1§§e Hlav' Iifiake §1ar1d'w1°I.tt<&m. 
rchanggeaa to; the or#§¢r" a:'1<i,. if she, will film Qrcisx wiiilz time: hmlr§\mra$it&n. 
xzzocifficaiiazzs, itil- 

g 

The* orfieiz' is thml- e1'rt£I*#a'd. Mia file F§I&8»A~MS arici saved be' affix Fill fitifi 
€s§Pi"i1*-Q- nearest; ix; :the prmtixiear d.esig'11ati>e{i in the* oozier. »€x1m>n~g @7l;l'1e.r t§lI1'Z1:1g.S- 
tim rzrflmr silts i`>:;nt1'X 'tile time }:re'riG=lI¥ bi- per;-dufsirlg Tim iixzrrls. IU? 

in How Sentinel 216 Infarmatiem is Coliectezi, Anaigrmed. Retained 
and Disaexninateé HB 
'§`I'1e= i§II3¥ fxaxxtixlues- to iiiikzft, ~at1al§;r2:e8 and rte..i.air1 $¢€°t;io}.I} 121 

fxlilt,mnatix;u~1 rlsescxzPibxfcl 'in.<>1.z.r Im==vi»:>x1s ~;1e;'1r;ir*f.. In ¥§rji:°5£ a S.ec.Eiaz1 .'2I.£i*; 
order is sarvecl by Lhe FBI oiiire- 'i1'1¢- c11.sr.o&iau1 r;§flr&€%<8r€is ramies in 
the Court ordexzx The recoils me ei.1I11er garowfified her the FYEI 3:11 %.1ra17£1 ccfpy* Ur 
in ale1<:t.ro.ni=: Inrrtrmai.. Upori.. iv:-veipt, the* re*.e><>rds may be 1.1p}c~}:~,1c1-ed. irate the 
£'11iu011<;1i{ ii §."asn= Si.1p§JQz't {ACS} avsteriil, tljngf FBI £,1u.*i;r;1z1.u. Cass; .file 3}@"5=i=WII1 
or regis-:wed 'Amii aanalyrafzci 'In tile. a=§;e'£';£ in" an FBjIz.as;1a£ysL 3:1 Tim rez1*n.rd~§ 
are prcr*»*i€Ied in €iie¢:°t1"£:I§ii~ i7o;imat;, tzheg may 1.1.l;1oz.z-ciefi i1~1=¥:.€: i fs. ACS- 
sysstem by a. t.¢*I:§1x1i§°i'arI1 prTi<J1"'t.c1 an I1g§:nt'§< I*&'§ti.€:'w'. Iffiili* raxzisrd-5; are 
prove(;leci 'in 'pa.;>~e:" fojxanat., the agent xixav review' tin xx axaé if can. 
d=et<=:r¥I1~irm&s me .£u1"ti1.(s~.r in'es~tijg'atian \w'rarra'nt;ec1. the agent may ~5i;0r¥: the 
in forxnr-riiitin villa Que rest. <31l.'£;h¢ iHutesi§§ait§\f<%- €'ase.iiI.e*.. X***}}.e*€:I1er pr<wir.i@d in 
paper nr @}€*CIH"DHl€' torinlat;,. 'time azgetli. Maj." \=`§»'1'II be- an ¥\..»lr;r:I;rc§1 I::.° 

is 3 
saaamisrm-gf" to =:app=~=es.r at the $riiizritlifd '1zeariI2:g. 

Same .appiicatioim artasi-gned Izzy the F1' =1`Q1;11*t. ~wi~£§1<n}£~~i*¢;q1}is*.§1r1'g €.11pR. 
I 

1 TO I I r 
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{.`Q1I1mur1ic.atio11 {331-{":* s;-u1°x1n1.a¢;r'i.?:I1j1g.~'ti1.§¢ inibrma~ti€=:1 Chi-§Elin@1;l its; §;1u.:.'pu'ses- 
:I1=i>c1.17sx1esf1t~i11g the existsmme' of ill: -rf:r::c».rd5 E:§ef;1:1":}11=i.£za. lty,r In sine.. *AC-5 system. 
(UI 

if the 'izmfox-rxlatioxa. 'w:aau~v~1nts» €ii¢5S»&r11in2xt.i£&11 witizin the FM, time agaztxii 
p:re;v¢a.res an FIG In; Tim 1'1=¢:1mtant. fielfzi fifine or nffifafiés, Ii* the §13i§>r1z¥1.ai;im3 
'mvarmnta di5sex1'1ir1z1=t;iu?£1 fmisidrz -of the FBI, such as to Asa i11tc.l1i§38§.r}.¢*£: a1g§£:x1~<.%»' 
or foreign gt;s'sFer:11nexrI:. the agent; .proviaies the rewards to the. appropriate FBI 
affirm ibr aIalnrwai. Rec'¢;>r£1s .p1'ovi.cE=8~d -to a foreign go'w2r:1:l1er1i .for irateiligarzue 
jp11'x'pns>¢$ are \-'t2*i'i;.€=€II 'tiiromxgh time Ikzsaigztsatxreii l'11i€&Iiger1£:£~ (:1»asL£r€: Qliicial 
and racozrds prczfvideé tin' H556 its a ~f;t'imi~1°aal farcscrr ciirxg a.1'~a=~ ~pi'at>e:=s3ed 
purazmauxt to the 'M'u£8.za1 Legal As:lsist.8;ai*e 'Lei 1- 

r 
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CI'IA»P'IIER 
QVERVIEW OF SEQTIQN 215 REQUESTS 

PR£1*l3ES$EB IN 2606 (U) 

I an introduction to} 

Ass part. of t.Ivt(=r {I6{3*s nwtiwft of the us-ze and fe-int"e.ctIx=~¢r1es,s of Sevticsn. is, 1.5 
2a1.1i.lf1n;i'l;ie.s., Jim Rfzailtiihzirizaiinn Act. -d'i;"e1::1.§:d. i'¥*16€- {:)I{} f;r>-=sex:~1mi11€: the 
ii'1=Il<1wi81g;: IU) 

trusizuzss record appiinatiun 5fbm §'§v.<~:ry L $1/1 R" Qi. to up -a £3 ."::»LTD be' £tt;f3*{1 is chez HSA Ccmrf. 
iLl .1<=l~m:img w1~1e.t}~1er: £a} ifs FBI :'£°qL1es1i§:*d. Thai the: Elli-ipartfnarxi 
of Jlistixxis submit 8. bLt=B~ine1s§§ rmfzurd a};;p1I€*atio.¥1 to the. P`IS8i*» 
Gorxrlg and the al&p1i<:a£iux1 wa-.ss :it esuhxxzittad. and {be wlwilxar 
the FESA. {"mist .Q1'2:*.ni;ed., 111£}diEpd, c.»~1"' denies? ~M}.V b:'sisla~ss 
.re°c:.§rd appli»::a'tiuiir.; (ill) 

¥*l?11etE21x:r" }:»=111:>~s:au.1»;>1*re>;¥;Ic: or prfscfasMrral. imp iimizenits pzmtenieai ii;-ne 
ilmxm "'ra3x:ir1g tx-11% az:h:a18;iage" ext Me FISA bitsixwsa recsarfti 

pro\tisi.m:1s; IU? 
Amt 1wttw€»*<$rtl13' facts as circximstalra-was wxrcerning Line- busirxesa- 
1'ec:m=ri req11es'3é;s, i?'i€:1'1.u'iing` any Mega! for irlfqarmper QI" IM: 
;-1i1'£.;1*1c§rit§'., IU) 

"l`}§¢: §2fi<*i:i*»"§:1&€ss of the 1">1.1si1'z~»ss:§ ~1'£+¢<@rd requests as an 
1`£};*~;-€.:3»=ti,€§at1v#<*: tocfl . 111L'§u~c¥1:fa§ I. "xnvesilgatxvwli to , Lug in? what tgrpgas oiirencrds 

nlataineai. and am; imp~mrt.a.nr¢ of tixnse- Tmords in the inizeiligesxm 
a-ctivsli.ie:s of' the FBI arid. the DOJ, 331 'tile in "We;i<Eit?l. the.=: 
infortuaiicn txbtained through izruaines-s recurs "*eque.'.*sts 
er}11e£:te>rI, retained, analyzed, and 1c¥isserx;lr:a.ted by the FEW; kcal 
whetlmr and how oiiexl 'FBI used infmfrzaatioxa obtaitiexil iiunw. 
business record rL*quesI.,s to produm an "'Ana}§iicaj. Qiniteliigencze 
p1*odLlct*' fur dlatrlbutwri wt, among o1;l1er$,~ the 'mt.e}Iigc-1:1<:e- 
coxmizznmiiy or federal, st¢1;e,- and lozfgal. gnvernmexmi' .iltid (cl} 
w1*1f.==t}1€r and i'1o\v==:zi{i§'f1 jim 1*IB§E p.r<;w'id¢ad i11tr:¢n*na.i.ie:>1); o`ui;airlfx1 
frfnra ¥;>1.1siness rems .1'eq1.n=?s'£;s tc: I-aw'¢'i1faI.'c<¥:11euI; a1;r€hn'r¥i'If°$8 
ifcisr me-ses: in; m*im.i:r1a1 p1"o<iw;"Liin.gs, .-arid {`U.} 

¥»*.*'3ii1 n:apfrnt. to 53806, -an @;2s:at1liii1€1iif.i1'1 of the I'n;i1}]:II1i:k:M;i¢;1I1 
pIx'3£'=€:d1.§r&$ admitted by the Aitn.rn»=sy Genera.l pursuauxt in the 
Realatlxmiifzatien Act axis -whether Q mit n 
protfzvi the cQ1:ssti£u.t'ii§n.2aI 1r~i.gII1ts of iixmtteci 

smfsitzf. niirziailizafien procedures 
States 'per'suns.l15 [Up 

F0%M*.1%%HH\111*&E*@*.1' 

I 3§ 'flfhrx R~:§aut?1orzz<1iiQ£x .As 'L a im  £1l1'11~;<'i§*.¢;i t8' the DIG Qtxfxilurtef i:h<: .;t£1~£si1Eif;2I1t:.€»n libs. 
the 'Ealiham'-is of .Inline Attamrqy' {§=e'I1-era! to 'iss~sm:- £rr£13§<~:M<&rz:lir}g .i:~t'<x2etiu:c*c§§¢ .g<w¢s'§xivz.g :'e¢ii1m§iis--im' 
{(Tfo¥'1'€d.~§ 



s as: 

in this <'hapi;er we prwzwifief an raxmrfssiew of Hal req3:I.t*st§; br -E§e€>tioi'1 21 ii 
o1't!.ars Thai: aware p11mes.ssefi in 'w nifzsmibf* than i1.u.:111wr` of r€:qu.€*::I.$ 
sLlbnlitt;sscl by weir 'ijhe n.1§IHI>er .off Seraticrn 12115 fzrtirfzm nbtafrwd, the 
type: of 'i1'1io1.'/Ita;~5rLio11 Ifiqmzsteii. alrisbl ighfc.* In;1.I1.ib¢:r tel' mqtxesis Thai, am 
wiihdrawii. it] 

H > 'Two Uses of Section 215 Authnn'ty (U) 

In 2006, as in P1:eMI£§'u5 8v*»;=ats;5 ms-E I:~Ie:a€1q1.I2'1i"I;err5s and GIPR" s1:ib111ii;t.e*d 
to the. FISA Court' agaplicaitioraa fan' two- <.iif`f'e1*eI.1Ii I§,§I1.{1s- o;f~=Se§:;ti.»:>1*;. 21 S 
anthoaity" "p1,1.re'" and "<*rm'ib3x1a'tim.i" -Serztiun 15 algpliczaatioxzs, (LH 

A "p111'e" 5&cHuz1 215. HP'Pii€'a§;ioI'1'3i3 a, t§.*1Ti1 used ̀b8f (HER tO I°e.il€I' to Et; 

Secrtiion 211 application We auigf tali's§§Ibli€ ritexn Thai; ' i t  assaciaixeui with 
app1i.f*§ai;io11$ for Amy 1:>ti1§e1' L%'{&% ax.;tMwiity, §*l§>r s€:xa.m'p§.e, H iixm 215 
requeai in tsirivrzl' Ixneilsa or*-cxrda .frfirrl s-£at{" dlxaxfxsrz' Hts <:s1"Ii1o£0I' veizmcks. 
wuznrald con.5ti1E';1~t.a 3. ptlre S&r:t.itm .IE-3.5 request. {ill} 

A "combination" apgflic-at.ioz1 is a term tired by UIFR to; reider to Et 
Slaciioxl 2-15 rszqu£z$i. 'Mat adaietl in QI" eonibilaxsxi with a 'ET'ISPe~ a.p;ai~ica¥;iQ11 am' 
pen '1"f:gi§3ter,/trap and 'Travis fsrders. The L1&»a*= bf t-lui# ixcinibirxartiun r@qx;1es.t 
e=b'n1*»'€1i*. i`_r€m1 GIPRTS determ:I;natiar1 that 'FISA pen reqi.$te:r,*ttral;> and. trace 
<:+rdvr§5 did .1*1{F1; .raqlxirv p1"#;1xrid1s>rs "in: i11~:'1*i Mawr" sulusécriihfrr inilc31'13.1at11'>1'1 
21.53-SsJcf.i~x£r2€l wit la 'Ef:i>;irpi1£311&: II;1.I.nb#E:rs Gbi8ii16t1 tiir0~1.I.§§§i1 £11452 C>1'd.e;rS~-W (Up 

A .* Puzrc Sectimtx 215 Applications IU] 

E!*.V@ r&°V1'¢°w§;I 2111 pure. .$&c"i';i£}1a. 21.5 a..ppiicai;imi;s Thai: NSL13 gr QIXJR 
p1*f3i*pss@-fi in 2066 ifbr s5'ub=fI1is§§i(:l11 Ha i;l*:&* .E"}Si.*l. £`X::ui"£;.. in s§actj';m, xvté 
ri=3.$c.rib~°2i: the mxnzimer QflI§1»1r¢' Secrtlun if-3.5 1*e'rju€sts, tI1§a.11111iil1m' raT ptxre 
a1p¥8.~h¢ai'in/3..& fQrrrla}1y' suIi1n'1i£t€<=€1 In arri a\pprH*¢'"€i by tile HSA iluilrt., 'file 
n1_1111be1* Qi" LILS. ant! HQ1a»l{3,S. £mr1s<:r12§== i;b..at. u=w%1r-fr the sujbjecta fat t.h.e:s'e 
a;ppé§ir:a¥.i.o'r1-&'s.: the Gif n2e@1*f1$ ohta'8;1wrl; time FBI iiahzi Thai 
1'€;>que§§t€*tG} Se>»i*tion 2 Iii z1.pp¥ic'ai.io11s., and £h=e iggpes. of §~nve~s£i-ga1tiQn$ tli;s1't. 
gQ2I1&rat.&ci Seciifm 3138 r*€:q;1~§5:Sts. IU? 

- . . . . , . - . . . " " . . . . " . - . . . . " .  

b11:&'ne:§$ reiruriis applicsiatiihnas anti mvilaiiiéx' sufi delay 11a+;z!'§I1¢E:r;1 i1e;i;i<§.ia§1¥ ~ssm:urii8,'. We?" 
.:u:Id;r<a:s§~ied tins I"aqn{~':%i; 111! auf I»*ia:'<'h HOW? Sis; viluza ̀21:":'i re*J»n1rt2 £53 

iii A pain 1'erI1gi$t€{i' a r§1.t1'vleji£lau1i8e devina =t}1a1t caPt1;1.£'es 'tllrw ;zl'ior1.<z '1`;1.¥m§§»rer§a. d'iai-ed. an 
outg:':-in tr'le3'Jl'.1-envr* finis, trap and trace Ciexflcega c;a§>t'111°n time £xx-11<1l::.¢usHzls i(;hi¥i1tii'§;ing, °in<;<rr11-i;a 
ttaliig. {Lil 

Et* We discus-s the; £wraéuii GI' r:<Uf1I38;r1I.1.a,l;ii;#:'} s:equ<:5§.%'s 1:1 rn§:<x'e? drkaxzi xx.; £`1'1§12§§' off# I`§'§ree Ni" 
~n1:4r Eiianfh in{)£}'? rqzzxwt. {U} 
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venturi.nfm I 

1 * 1'€uruber of Pure Senticm 315 ,cfxpplieations IU] 

in 530045, the FBI or 'OIPI-Q ;;=for:e$s§eii 21 '3's':'f;iw£:$L=? if¥8r pure Sestina. 21.5 
a.¥;1}ic.ati4:1=I1.8. f_IIrtltl1e*sa, ET to1*s3@£a1i}*'sn'l;=:I}i%§ecI to the FI}3.?§ <L"'f:»1.-1rt far 
a.l§prmra} -~ 'l i were $~uTr§r1'littre:ci. in £3666 and. ~4='were auinrxxittsd in; 3€}G'T".*~$ 'lie-vs: 
'six ;.a ..r§qIiii»;'3;*ia§I. .re€gz.1e.st.s Were "W1'"t.l1tI.:721xvt1.. ¥VI-tl1dr~a'w*x.i. a p.l;.£if:at£or1*.a t1.;.Q$e 
wl'1i:::1'1 m:#.°> f=ffhe*.:r not; p'r&$+E*=ni;l=3d DI" rill; i3:,1I*ma}1'; pre:st;2n'ted to 'ism F.I&§.<%. f;'ou.rt 
$50! §1pprt}'f»»'a}.3l8* IU) 

}£a£'*h of the 15 ihrnzall s~ubHxi5$-irms p:1*o€°ess<:<I in i£{}€\¥i *Ates ~appruwaLi 
by time FISA .Circ{. Table 'I °§!=l.1.sstra§.¢s~ these is1~f¢r111a.i-iaxm Et! 
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' .l`.1*M$I..<BI ans. 
Pure Section 215 Applications 

Pmcessesi by NSLZB nr (HER in anus {U] 
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' a m  
I*iir11a'b{=~r Ni' iqmlxlicailtixams. prnee.asr*<i do;ring EBOQ6 Ana? .f&n1m§3*¢' $x}1¥;:~t3z i.£{;£:<lf in; tix-w 
F15& Cnuri fol) .. 

Nunihw of aapgaiivaiiona processa§:t dining 2{}£§£;i and wulx. iranvzu ii } 
Total sqpplicatians praeessed. during 2006 [UI 
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I .  

Me .qgggziii told 'Tim cfm- tliatthe 
~I~n'fo.t'1na.t~im1. received 1°1'Nni the 5mtri.i:~m. 2 }.~:l:§~ Quiet did. Iii ;=§%i»:.w5.»'* €:\fi£§@x§£:i¢ of 
terrorist z~1<:tiv~iiie5, §Ju.1. Mat. cabtmrxixmg 'Elm .iI1i'm*111.at§.-tm l'1@l.lt=ed £1 k=~a.c¥. 
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An FBI agent. a\1%;>rn.iti:ed a Eszxztirzn 2 iii re~qLi@a't. in a. csvn1rit¢1*§;=§x:~I-o1~isn1. 
mvestigai3.o:1 of a I'S. ilihfa. mae. ageeni; \\was .in*&:'84ti-g&zi§:1;;i smbgect. 
\v1*m c:md11<*i;etl business '\vif.h Et nonparty' tiitmat; was lirlkéici to a. grfixaga 
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.s-§1§§=n'l»F>€~'l'»§'ti of' nnt4wri*I~n~tf A has-\\r":iI:¢i.8I¢ I 
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Co 

this first year"t]?1c Simciiicsn 215 arpp.Ii£*aiL03r1 pleading 

Time: 5$L.t*tioI1 3:15 reqLlesi'lnas 1;u'i}cessQ=:»r§'1 in 564- diiyea. .tkwcznwrtiixlg £i'8 Ml 
NSLI8 aitfarneys e. rIlail.. the. fimfi. -.apjl;¥=ieai.1rm m s  sent t {1I.l€*R in 3@*es;ar betmrei 
time farm r1I;t.oi'i1e3»t lzwgalii n'Qn1n111ni:*§1ting.wiiih NQSLB ~abcrut i;l'1£e= r§>q1;w5=f. Title 
fxzrrrmr Ariirlg flounsel 'br iI1.£.e1{ig;i~I1r:€8 Pfliiicii Mini. tI'i*e: (DIG ilmt in 5-exteral 
0r,{'~a§.i1§}ns un ,q to fir am ing at 
£}IPR, she spake to# the FM 1`seput;,=t Gelzerm. Goran-sei. regarding the seams Ni 
to: a~ppli.&aIio1'1.. In an e-maii to N€§LE3 from *Z}It~>R~, time (H¥*'R.ai:§.or11t:>v 
expressed C')I3~Cf81T1S tort. aha fipgulxuatiarx tart ind a I1<=Xu$ to tsiifrmri-srtfx 
r¢£1'1~ae-steti a.dd~iti.o~11a1 i1=1t'¢>ii11a.£i.or; i-'e:,s§a~1':iin§1 Chie* rézqufast, such. as an I 
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in I'e:s=x}mi$£~ to fine -2-}.5 Qriier, it* asmlt. reciveci mccsrde 
ieivener, 

the §}ge11t. wiki .nut 1"e;*<;?;i';-'€ irnforrflatiarz 
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Ari F'§8I a9£L>nt'$-u¥)*rrzii'i£=£ 5w;:'¥;iatJI1. 215- 'rfeqiwsiis fan' 
graft. of .a -cr§un'£.(<:=r7(.f:r1*<3rir§§r.u i1~1#¢teréti§<-atiox1.. Fine ~1'§2qn.§:s§;s 'CV£IQ 

de-mmlfsd xtrgarzt baaed GI; t1'1-fs' s¢:a*icru=s- amd. <ired.iI>l<a rxatuxs <>i` Elm l;¥i1I'£=~a'I; 
reyniartml. E3eca.1.1ae off the thraai., the Flit =i~r1x»'esf.igate<i i~1icii\ficluaE;s 

'c*<mta{*t vnltl*1. 1a1iJwr?1 -czorltacts £3i` 'tai¢r£}1iss'¥; c.>rga11iz;{ticsr1. Tile 
sxlivffzts of the Sec'ii0.r1 2'£i"3 requests Wff*1'f* a 15.5, P5€ers<1I}. and a nrm-{,.¥.-S. 
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A 11z1v»*a}a- is a r11Q.nm.* £m11sfe:" 5=\%*§s-t.f*a:u in Hfxu. £§i"m? .p;r3:~a§§§%1. in t17a§Eiti§1n:231 Mmes . 
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peziaon. 'I,II*1aa§,f were: being 111-\#@$tig'ateci by the F131 becfamsez 
I 

his part. Qi igize' °Ir1at€:s~¢;:Il3,a'ii{<1.i.. t. 6 
*vlfar1t.e¢.i 'to ur1tlm'4»sf.;=£ 'sri 't'It¥€; w1a'l'.inns?1Izw 1w.>tv,<f.=eera. $.II'z§* I'.w<~." ,=€13 I*§¥m~.t's~=~ :ix-.sriwai 
sqoacifiiz time 'P¢rif>d1 

the agcfrn 
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days 
data. 

Tliim Sectmxx 215 .re=quest. Tb 
The 5.$e£':t1ml1 21 nu reqxwsi g* leas proczessad in 1.0 . 

*nracessed in ~1~.'? 

"I l I I  l 

mr1:.1¢stm:1 Mia B`I.&§.A Qrcierss for t'l°1¢ia;tormaiima., fit NSLI3 so 
Eiecriioia antlers .ins§t.<~*a{1. 

I 

Phe 'FBI £h 88;1. 
ggestefi s@f<ki1~=g 
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~:s= 
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U21 
bL1.s?irie55~ .rmznrd appiicaiirarl and 5=uhIIIit.ie¢i lim S°.$*{:fI:iQ/1 2 I.~.E» a1JIJ1i£:2£tI<;z1"is Io 
Na8L¥%. >3 | . 

I 
'}`11£* agent 119 réivnrfis in of*sfxJn~s@ to the Section. 21.5" 0-rdezras-. 

Acaurriirzg to this a-s;¢1:1 

1.'f>q11es~t. a;pproxim;3i;ely' Fri In 
J and the aggi; Hard. liimatefi h1a.s€Qti.ma 2123 

5:2115 azfier the: "Iii~M§8: p.¢=@;ii£)d he 1.v.a.s i11\fe$.i:iga.ri11g. 
| 
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II L R¢quest for :UZ r I 

.An FM a.Qen'¥. .§mbi11§:t<=¢d Si Seétiosi 2155 .re>q;i.iest.$"oI 
illvwsiigatiurw _i1}t€:Iiigj§,e11<:#3 
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18 U.S,*13, § -;;-.-aw.; etautlzox-mes NSLa fin* :=mbscrih{:;' inf¢rn1§s§im1 .aux-si Url! mixing 
1°f't':o:t'd:s ix'1ii11'rx1e1i;ioI1, as e3£:t:%8*;;1r;i=£' civil::£1I.111'1ii:s1iiici:'.z tm'rane§2retif111s r<°£:.t1rs12&. tL¥} 
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This r£&que.$i~; waaq- I3M€E5'se§ in I 8'}' daiya. ..éXil£t>r re'¢;iiewi1f:§,§ i'i1@~~I@at: 
applie'a1I.iot'§ arid o1*cler, the HSA €3<?lu1*lc. 1*<E>€.lu£§5st£>'¢:I that UIPR exiexld. €§'1=:': 21]Ibo* 
fC:.1T file or~:)\ti»:l~in' to pr'or}1.1€€: tha- rec*o.zrcia iron 13,9 in SQ d~£1gs. HEl 

am; £m:lim§' to e =:. axsezatz sxmxfa recoat of xi 2;*<:m.r~r:i. 

; 

£1-&ca1.1s&* ii. closed film lead and cfzawsoihnfa-i;e<} Qtlmz' .¥.r§f"m'-nzzatfun.. 
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8 .-\ Seciirasn $1S Requests that were W'it:ixdrawr1 {U'l 

In the §J]I<;n~'%*i11=§£- ssmilorl we co ssctmbf-*' the* so; wltl;d.raw11. Se{:.ti.ot°I 215 
req;uest.s. 'Ive dmcuss to: type. Q'f 1'»:icoIfis~ requmsf.eii, 'Thea procv~§s8;;ug tifnér, 
:mil the 1*'eas~t3~i1 time 1"»e:qutas't w'as~ vritlmdmmi.. .§3=a.5s£:<1 in. o1i1*~'i11t@n=iewsz and 
<.i£1cu=rt1¢~r1i I"evie\n*, or: :icit:r1'£i§;<=<i t.wF1 §zr§rx.xa1*'st reaiatixls Igor £11»::mr;ftI*1=dra'\=af2al of 
FBI ~1'eq1,1.es't:s far Se€~t.iQ1'1 2-15' ?1.pp§i2>ai_i.c§1i§s* the reqtxesi. ..Iac1<:ed 

~su.§*11i§1'*i¢é11'l;. 
pz.'@fli£°a£c t8;' =l;h.v prcwfider ciici :mat Irsaixitaizi thei mciireis r&~qu¢'si=9d.34~ V»<'€~ 
§:iI#::n.tilf§f wilféiiler Thai x*£§qLi€:'.&t *was wiijE11€Ims.=vr1 at NSLB or UII-*IR. (LTD 

1 Qi Request to S I 
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b'T*E 
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An .Fn¥i¥ agienf ~§;1,1bi:11i¥;~I;'ed a Exec*i;ifm. 21.5 #n1=#~i* for so r t $2 

f§0'x£Ht§irt£:E£'w::'1s111 
1 D | IEt* 

:s= 

E51 

Twirl f»ili"Irae;" 2z5 ¥*¢=1~rl£?¥1Tb$§'i" 'iWis>~ \,=i1'illbr'l'r8-§£rI'~1~ al*{mrr; t>¥pr' tw the* FRO Hi¢:* 
A.'111 Hmira I 

was ¥§II&sei°1t@:Li to: TM FIiEI5A £.'»:>uM; as read copy' app!.i.cai:io11' on i-will 

='S 1 
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|. | IJ 
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34; We use I;1'.I<= tern ";nnl:.w.aa**,t Mmsfm" liéximiasiz -Emma i1wx*szt§;;,f§ziions~ t~}t1ai1%§ec¥ ¢.z~or.1ra§: 

wlfzik* or Coil£>R at£m133.e3*ls *wierff ==(f*<¥ri»=11g *ssritim F5$I »a§§r:a'§§-ai £0 =;¥¢2:¢l»;>§1 si1:.f&c:¢:£1i;. 
irxibrxrszltiawal 'EG mipport "iii Wqiaestr. Wk cunrsider file ehalnge of £*.u'11:°se to be a sexzcfrxfiamt 
r*ea§o:n in-asc;-:use berth ;>as§as r..t1asaag.{muid§ 'zxzxxzrsrz iafsfhne e .Fm =r~a&§{~ agents pmvid.ed the 
i:1i'om'nlai5iur.:. rvqnxireal. by NSLB €`tI' DIFR iii submit. the" $E,'¢:'t>Im1 12115 zxzieqntrsi; to Me i<"isA C`5l,8'ux'l;. 
nu; 
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1 TO I I r 

nc<~t1s1o.z1a (lm bmfih racwaslonss rim :Fl:3A €*xat1.z'l:. 11'1<ii¢:..'a:tfe~<?¢.'Ei: iatsllld 
the reeler ¥:;e§:'£-llase of 

'Bfzw
ij'.£1&1Tll§e¥1€iI§t=ei'1£. 
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* Request few: . I 
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An mi agfirat 
(:€:.11t'itex"£m'z~<1rii£~3111 in wsifigaiinia 

E* at sxabzriiiied £1 E5:eci;i.o~'n 2.15 .r~e:quest' in a v=rt=~1Iimin 
mf a n<§n~i.I pm*'sm1.[ Ls. 

s 

'°ll}1i5 iiiexztifarx 2:i5 r<f~z£§L1pst.u*as wiifaiirawri fforrl NSLB be I;i1€='iFB}§ site-x~ 
4-26 claws. Friar -up ii; b¢=<iIag withrilrawrz.. ttzfe nfsm ~af°tmx.1..ev Ami; 
e--11'1a.i1s to the agexai. rex;x1est.i~;ag ;adclliii:x11~ai .inforx11atism to s11p§:rr>rt. the 
Q.¢=s.s>¥"inx'> *`} I 322 't~.¢>¢~rns>.~.'.°>i' f*n r¢>4.:t'anr'w;=¢.\: 'l"l§'un enwnnt' ~i':*"t"l°§¢'1>*:s1*¢w.¢5'l8 £n~nn°r'§¢'$ ~rx¥h»r =f"l->°¥2r1rF:.: 
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We discuss tlzis Nam* in ciefmi. in -chapter .Six at 655.»'2la-. L 1 
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Co#..11'1s@}. z»11'1r5} {}£}1,1t*»* Cferxerali C;>L1r1seI bi* NSLB "Iegallwt killed" ¥316 Sé<'t'i,€nn 
=:$u 

3 -1- Request to 
bl 
b3 
b'?IE 

a - . E - ~ . - . -  *v . . . ' .  E . ~ . . ,  . x . ` ; » . . , " . .  

H
- . _ . -  _ . . , .  . a. $111 FBI age it %u1:11I11ti'sd 1 *gm t.10:;1 315 rr*q11(*'~,i 111 {n11ni'ert€*\'rGn'~,I1'1 

ir1*¢'fe:sti§,§:a.ii<>11 crib a l.¥.i-3. §mrs{;»I}.l I 

I 
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1 53 

Ilia, 
FBI agexit e m & d  FBI 81-1ea(§qu:ez;rt¢:rs and €2o/1§l1=rIr1.d Thai he* 
the Svrxtimxm 1311 ?83 busizz-e$s hécsrd Request. (go 

608 via-ws The* Mae aden 
izimiz. the we-uid Iii; be 8.;1I§1+Q'w8c1 ̀ l`¥e§:.:a.1.1s§e the 
11.53. citixelm and there was no in 

FUN. 
Tills £S¢;=c.£;i£)1*i $216 rt*qu@s£"w21s *w7£tl*Idr:a.wr1' fi"i:\II1.N'.'.:"$1..Ii~ be the £¢'I 

1H.SI 

it told the&-GIG t§1at..FBI He$.;iqu~ai"lx§rs i1'1fI;}rn~1~@:Cl hill 
t 1.iI:>j-wt xafas Et. 11ari;11.z*aI'i:»:e€¥. 

e s anntxstifm ix: as foreign .¥m1¥'&3r'. A`Iti1o.1.1.g§1 this 
'remix was illiiiizzlly pru1~d<i'e~£i to. C}}T*R waéiiiintali gzziirsr 21.ppi'rma1 b f  Elm .NSQLB 
attorufsgy, it :subs.@qupnLly was rf°*~1"oL1.t=¢'€1 in f r i  }&i.¢r .wii.h.dr21wn.. at NS.L£ié. (Lil 

. . v . , , was puraliiizii S I 
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An Fifsjl §a§;£"I1t s;1;:1b1x1i.t:I:;eri Et. Sz*w:"ti.c1r1 Qjlfi riequeisf. in a cQ1x;r1'i;.er't.&1?r'cxrism 
'i1'1¥'@st'i1=iatiQI1 mf at `L¥.S. U<¢r§s<n'L 'Mlle subifxzt =7)l.=as `i;:&iiim i°1'\w.~f4'¥.'isM'I'f*G 1'.w<*:a¥.:5s=f.* 

on I I 

pursau ed §i11a.r:u~ia;¥. inihnnatiim 11:sir1@.; N8I*-#8, hut d`ae>cic1ec1.3;t; 'to £1816 Ee.€8tim1 
215 r&qui;*..Eai 5it'1t*<=: hit* 'had riot gxrenfiuushf used this i;'r1.\'f'e>stigai'.i'*u*e> t€if3l. 51< ?FT'l 
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'£T}1.1s $ex:t3on 235 mquesr we 
159 r.i8l§'$ The request 
at.io1°1~z to Me agents. 
8e¥,t§31"{§j 

2 Li t '  as. §=sd.¥ihr:Imwr1 Fran; Nam by the Fxiesz aiigre;-r 
was 'wiiiindrawtl after :~sev<°rai n*--1rlaLi1s .iifom the* NSI£8 

if Cr 3? In the 6¥=~1II'§p1i'I6s, time ̀ N?°3¥}R~ ~M':1'¢">r¥1f'%v i£"les'\1Li¥'i:=Qrl 
Gcmsxarrm regarding Me request, inelwiVul 15 

r ' ! l  

b 

bl 
b3 
b'T*E 

86 In iaiiiiitiolz, can. of-nrilfail 'fxioult $31e '££$$.i¥1iXi 8xiii§u`£¥;I`8*- a1$L.te:=s,*1ac:3.p .imiicatfzs ' i i i  the F£81 
Dapzzljg' Ge;i1:§z'a;1. {:*<n.mse.1 qtx¢si'i(in¢:cl- \wtzhss;i:t1<»r to* .invazstigatinn §xfGmrI}I opened.. Et! 

3? NSIE8 1,v¢21s in oiiznmaizt with tuts ca was* ':=;§er:t.s 'i}$,*'<:.'s:.uSe> ittifiz Muse w§xss..r¢'ass§giiEfE wti§ie 
'Elm -:appli.c§l.tio:n was pi*11ii.ing. IU) . 
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!8I'w:n.t11al.ly, i;llus: Agni. in Whom the ii1w*s~t.§g§a.tit1n 
asakmi to \#»*ithl:1t'a§v the raajliife-sf; b€*f:§a.I1.ssi* ha" wiki xfmf. t'Fli* tread to". l . 
'records require-zatmi, ;§( iu1 

bean. I:1'zm<~;t€m¢»:e€c?l 
the* 
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Times $¢<*ti¢;*>n 215 1'~_E:que5i wales withdrawn from NSM8 }Jo#' the: FBI aft:<°LI¢ 
.186 ciaya wizextx Me aggi. 1.='§~ana@'»;l 'Thai Tim ~p1'Gxi€ie1` €ii.€i.'n~<§t. n"w.IxlIra§x1 the 
1' cnrsk r¢3>q=.1e=2§ted (LII 
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Are FBI agvrli; mlbrxxitiieni a SEt:'l;in1'rii 215 Iff5:queEs€ .110 
as part or a <:=o"1s.;f1te:ri-:a't11i'IIixsmace 1111*'esti,qar1a11, | . 
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This S&cti0x*1 215 r€c;;.t1e:s1; iva§.$ 11iii.i1d:.'31vn1 'fn*rt=r11 GAR. by isle IPISI a§.m* 
58 days. when timer agent Ieariied f;1';a1t 'the prQmlik>r" dlci r;c:'£;. rrLait"1'€ai11 '»§li;f.== 
her:c§:rd& ful" 'the err1I11oY'=::@=s of to-fi* fozféigli jpzut£°ini; co.xr1.;Z1a§.';}*, leK J I - ~u1 

II. t.lamhinatinn Section 215 R&q.uests IU? 
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As -previimsly dis.c.1;sse.d r§*s.mlt Gt the Marc*}3_ .8%8{}>6 
¥if:.£I11t11<)1ii:at3o1'1 .Apag¥;, r§§nIibiIaai;i0r1 orders bi? subscriber iI1§3rH.!z3¢£iu/.1 liséfzaxzte 
11.I11:1m::@s&8arv' and. <i>I}:*1-2 creased 1:§r§=;pa1*ii*:g €1o=Mbina.ii:;m exrd621° 

Wieretfsre, in 2096 (xcrrxbirlatiora isrfirfsra- wwf: .es1xbx1:xi~;tf<:<i me 
F. S it . v pa xx a 111 1 t'¥u 1"ougI1 Mar<:§1. 2096. Belch we préswini 
a brief overview of the us? of nnmimiiMiiuxx farciearss.. `Wa:é. also de-;>§€:.r?ib&* 'i;l§1& 
I1'1r8»c.i~iHua;£3inns Gr 1*1arlriwrit.te1': r1'@'fai'i1§ns be. t}if~ FESA C~o';;1rt to Lh=0§s#:* €1i'€k*rs.. 
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Canabinatinn a;>pli.patirar1$ are* r."Irza;t'£*d at {}IPt3§ anti a;ti1.e.;" .they are 
:=s T:flcc1 by Ulf: FlS.**». Co1-xri., ism ~E>rCi»€'r'f5 a=1;r€~~sfs/1£ in i,{'1i" .iiesld 'oil£Ee€ xiiearest. the 
custodian at ~re::i>u;rCiss ill* serviize. 'aha :mst {3QI1'lI¥l{}Il -ricrillhixmiiicxrl m*<ii<=m is My' 
s11bs£<x*ib§8r in1'ié;>~m*§aii<m, wkizzh ifciexnifi-es Tim ;?e.rs£m worse plxarxe was i1'S8-£243 
to riQnta.c=t £1iw ssmxhietxt of an i1lixt@:si:'ig;;;aLi~I£§r1. The s1ibsc1*Ib~r:~:' .inf1nrr11fa~t;io-ri--is 
only fin' rec-aids Thai mar: I§x§8iI1=tailw<i ¥§}=' the crmnUlllfxicattiorx .p~rrJ\tider 1113611 
whom the order wma sen==ed.. Iflth@: parle r=1rmbe1' of i'iIi.§2'I'&s'i- hfflfmggs in 
anuihtsr pruvidtsa F)t.}1§*1' iN/t&$Hga£i§*& tfsnia .£§1.i£:1*1 aS va.n.lb€= 1.1.s~§;2<{i EQ 
fxbiaiu the' subgc*rib¢3lr'itiI&3r*1I1ali<J;rl1 1'e1aU3:~d 'EQ that pflurwx I111=ribe1*, beE 

.| 
1 

IU] 

C2¢:s1x1l;>i;r1£5ti;i>:$I'1 orckws are. aisu itsseti in obiairi .£FI£3t1'r 
aglmlt.s amid us ¥il*1a.t t1:z=»s:j§z 1'en=eiv.e€I as direcrtfzd. 'by the 
FISA Ecmrli. in €}t"{E?na iislar agczitS Wim said illy 

.urllv 3;*£~x*£J die! his 'tlxatt ixxtbzmatiura Was iieiptill. Grva agerai 
told up; that to | 

b'?E 

I J 

I 

'INa1'r:§ a1§x>I1=t&2 tQI€£ us tilt? \i*Y»'i{~iS nut maefL1l. b'?E 

-e1t'ff:1*£1;:>'tes;i to u.t'iI'i§»:a> Elm irsiihmfnx-ar8i§<i=n b€5.°€:m'1§?»€:' his $1;1bje~frit moved wt at time 
r:r.muI11;15r. §{ 

:re°qu£2sts fur Perl 1'egi;50¢2r,t¥I1'a;p .amifil tract: Qrders .. i EGGS, Man's' agerlfs elM' 

| 

:ut- 
As or: mated in crux* Mmxéjla -QW? report, agtzts "¥%*E'1E un: mays aw-are 

wI'1.€a1 (MAR. a.d=£1e¢:I a 11u$§f1§m<8 rrmard red;m>st tcs't£1ei1+ max 1<§:;a;isU=~1';'t.rap fmezi. 
trace request We spoke to agents who submiinfzii Izsoih Mitialand ierzmvd 

asm, or en e or .p e in y 
~s¥.11¢n1i¥?t1:<i ~i11~itiai 1'eq1.-I.-r§~st.s -rzmxki. not oil. us Whmlxax' DIFR a.rftcl°e€i 'Et lxnzsmaess 
reward to timer pen 1'e§is.t£*r,~'trap and frame re era-eats car wlmeflzm' ih'@§,* to~x~£*ii=%%£i 
$ub5r:ril'.>er ixxibrtrwutinzi .p1.u*5u.a:'1t 'EQ time nr&¢r.' Agexits who siibrnitifzfi. 

*..kg 'i`elepI'.xa:0.e ¢%;tsp1i1>atI~tms~ is an i:°:~£=e§sti£§1=I;i1#£z» Toni that a l l  sewer as *IM a:<;si€Ls*'aii 
:'epOsi§;&s3t Eliza' at! lie§izirlh 3xm d.21tlr>! c€iiieiftefi vzi1?lrimxg the: ttffxtzmer of FM ins='e5»i'.igast§£>ns. {U} 
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1'€<11e1m'1 .app1iez=i.i<>11s w'§=~1"€;a force. liiwlgt' in he a1s;=f21.1*e: o~t"¥;1'}e a{1;i1.§i1~i.n.1'1 of the 
bus§.n.mfs ~;'r;2c:o1'§§. If an ag§'!1.i~.~ is rH;»'i;. zazwan* of" t~}i1£e:~ z1.cic1.i¥;1c;.11 of huz¢;§r1e~sls 
reccarci 1't;qu.est. and to* p;rc>1s.>°irkar t§1o»E*s~ I3n3t~prl{1d1.w§8 the- hair)nna1~i.i£};11 ~I'e':;uir€°(.I. 
in ihii'i {*(z11tI; £Jr€;i@r. £.}1€=zT1 EIR: aigwiti fines not' ktiow to feiztkxrce the Sec-tiizn 2_1 ES 
Gréwr, {U} 

B. ModifitxatMns Ami. Nutation to Gomfbinatjan Orders (U) 

The following sfmtioxu descxvibeila time mnxxber of' Section 5515 
applicatiarlx and wrtiefs :aI=:3d.tti@d bY ihe.I5IISA £:"IG*.1x¥L Wi.i££€'ziItiili€~:£l 
zI1<{diili¢:s;i;i»rJr}..$ far 1w£at'iQ'Hs Mia. fam-1*° com hixzaiioxm. f31e'cl.=s=:1°.5~:», IU) . . . . . . . 

I . 
The FI CQ'uri'. h.sx:i1clwmtf~ .mn€1i'f'§£::ai;io11a$ fax' .:1at.a§imaa' ere 37:3-iir 

mr:nbmai.I.o~n ap}-§ll<~ati<n7i:? Ami flrdersa .in 3§I§{l}*Ei. `WiI;}fi. regarrl to; one 
<*<;~Ir1hi*r1aLI;ixm orciizt, 'Elle FBI Iraq ~i1'1*€£=1lrI1¢d 'Fig FIS§§. Camry. that if r€s'&iv&d 
'recoriis 5/1 response to, bit; 'bi-wctrxtl. if lm. strum of, the I*IISt\ Lffiuzi; £>rcle.1° b i ;  
had not pr'ovi£l~§:d the a.ddii;ic:r1a3 ~maiQ;t1la;l to €8=I¥'§%i will the: FBI sought to 
r<'nc=w time orcicr, The FISA Gcxwft xxlmiiifieii the nzrder in I~eiq11i1*£= t1xai.'i,t1§:> -FB! 
pravicie the rnaierial tri GIPR. by ~a spe<1t18..c. data H31 

r 1"I're s@<:ox.1d QombI.nai.i.m1 amide? ce11taine€i }3.2111d\=J1'iti;&£1.. ¢f:z;~1T&c:f.i£31'i £0 
Tim e.'>miraiir>11 dgrie of the; Cuur1:a§e farfivr. A1i;1m~11gh Lite* ~&=qa;>}~fca-¥;iF)I1 c~°f3rreL*H;y' 
3t:=it£*.d this <:»rd&*r"wna1ki. spire in 9i)'¢:18}=&-, the rnsxlth far time eizpixatioxl iI=z€:££*' in 
the .orcksr was i1a¢=1n~re¢t.8n1i'. the FESSA C.csurl nlndi°§ed 'row m*<Iler so Me 
rIlc:»nth {:or'rectly r¢fI£:<°t;m:1 'the 9(}»d.a.y" d1.irat.if:m Fai the Qi*de1°. iii] 

l l I 

{`<§uW;'=:§ 
£'o'1'1~i"i'is 11zL¥}»:i¥2s*i*it=t.i¥:t1 nniatifms an the two co111ib.i11atio'n urdera x t@xenc§~'EI1e 
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€iHM"':{'ER FIVE 
orG AZ=tAX,Y$1S (u) 

In this {*hast<=»r,, we p'ro§>*irit: um &u'12i§ysi5 of FEE r"&q§1e.st$ br Svciiért 
215 csrdflrs proc-essaed. iN 20013. IN a€k§I.ti01*§. as Eiéqxiirféai by ifiie 
ReautI1<zzri:2satio'n As::t we fiisszusa' burea.L1.cx'.al;ia' am! other+ Ixrzqwciirraeiits to 
Qbt.a1i'1'311'1g; a. Sec-tim; 5315 Cartier, FISA ("mlri; mnrii§¢~ai;-ions ix; tllm a.¥1;11i<°ati(:r1s 
anti <1rd.ears~. mid the =use axxé r?1§?ec1tii4-'£:11e~f5§5 <:;£'th§" irlibrrr1a;iirJr.;1 xI'<'e'iw¢:ci 
13LI1'S11a11£ 'ICE Her S£%£1£iG'zi .215 Q'I'd.£~:1a-s. £133 

I .. Delays in Implementing Section 215 .Authority and Giller 
Impefiiments to USe lEE 
The RemztQi1miiza.tio1*1 .£SQi:.€3.it*'er>:£e§ the £3.16 in: iden§8;if3r bu°r&:an3;c.;"&i;if8 nr 

p1"uL=f:r;I'1;11"a}. i1'I1jI;> @<;i"i'ra'x£i"nts t'I1:a'£ ne8g8€iver§}= :==i£i?:ef;:te£i inf? hi}if;;~* in obtain 
Sewtiafti owners. In Mia &f*¢H~cm. *sate idexziiif -the processing for 
SrzzfioIx 215 'rfrqufs8 s--ix'1 2*:8*i:)*5 and 'Selma eorlvgpare aux" iiiudirzgzs 'Ear -211306 time 
fixxéiirrxgg'-s in (mr §8:.'evioi1.-s repmft, Mxih cgwerefl §3£e.Cf.§.r:3n 23.5 re=q.u;esi;:s t`1I't§m 
8064 t1'1~r£}u§§i'1 2{)(}5 ¥¥»"§* than d.i'st:u-ss Thai £:£ii1$@¢s far the d.<~!1;a*»=s-. in? 

Q Pwure Section 215 Processing Times in 260.6 an 
In Qrrier to ¢;a'I<2i11;e¥.£:»e' 'title pres: ¢s~es'}r1§, ilme ̀ ii'}r #Pavla Seaman 21.5 re:¢:l11=@:$iL- 

in 2£2i{)6, we scauglxt :to detenniim haw Qlo1'1§.f~ar11 r@.qu€*'st; was pendiixg at; an. 
FBI ikzid uftice. FBI I"leazclquartf::4-.s, and GIPR. `I§£1i;ti0}§*§»', or* expizfzted 'to 
iciezztiiy 'do rckrvaxmt :later tbmugilli. the 1?BI:"s FISA M.anagenle11t Sysstwi 
iFI:3A.M3I and €)IQPR"$ Z)ASIL3. masse I11a.nagJteme1*1't: flzaialxaae the 'FISA "f;1'ac;k:I11g 
sgrsatmixs 'imefi by the FBI Mari 0w¥a. I*{i:nxf&*§'er" we learned that the 
reQ*.r8rQ§e<,i. in the mi and 011932 traxckixxsf, so sterns vmxfe not alwza\*s x.~e1i~ai>le. 
I*loI* Qxazfxpi 215 iffaqxiaats 'were not aLlw2§§¥s- rzaxlttalmi infix fEIII5§sAM$8 
1>»=iu>n t3@:%§,* 'shew aQt.ualI;»' initiated -in the ,lE¥';BIi .f§£¥.3.d office.. Gtlmr sr-<":qu§=$f.$ Heinz 
i~r1ii.iate:d at FBI 1~lf*adquart.€rs and Q°-I1.te1"¥3d init; I§II.SAl*.»'I58--ai arbitrary 
fixture date. When this ¥3L2;*'£'r1Tr£:£i, l?IIf;li;f*1MS xmffiectfani the fiazte* .then rfzqzwéff via 
e1'rt.elv&d ixatcs the .system fsl3gaosaci to time-~act.x.1a1 i11iri;=nEi<>11. data. pm* 
example, P`I-5$.AI'v§Q3 imii'(*atx>s that one part;if*ul211° Ever=:"E:inn 215 requf-Est first 
it:I;tia;IJe<I Mort: than 2 weeks ait£.»:e:r 'I;1'x<' €"m1r1; 5-isirwai tlhl:i eiirciwr. F"ISALM~$ 
also ir14:ii<*ai.es Thai anmth-.er Eianti-.cpm $315- ~1&e.qu¢st: was f:~:I~Ei~a'i;ed afiier N553 
aetxt an mmpietscl drank app.iieaLiorx to CEPR. lLI} 

SiI11iIarI*»f', {)iI:li'1R'es~trtacki-:1~s>,T system cinfsrs not; Mwavs coniaiii a¢:=cu.raEe 
prnces§ir'1g dates.. .Fi§x* é3:xa.N'}.;>1.e.: €JA$I£'8 feisftfsxe-ts '¥¢:'~:. date on wiiicii QIPR 'fursli 
re-aeives an. appiicatinn Emm ii i;{§:adq£1£1rf;£:§'s. E-{.QweveI', Fe;-x I-ieazfiqmxarttsra 
€r1'oI}.ee11s1y 'three requests tea OIPR b£:a:fn~i'e the Siecrlxima 21.5 'a}¢la1i'cafi§)1ms 
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ass: 'Life 18I'$t Eictttion 
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mm! orders were ::Arai?£e:<i and agprowd be NSLB. AS -at result, ihrefm* 
r¢q1.:r°s't;s xylem mi.°Im+;¢d is nous s -séuows 
tiara date that. lamia 1*e'ceri\f@:i the .n1i,sd;frer:x;§e=<i ~1'e.qu.¢,st and fit the date it 
1'¢3i:c-'iw>r:l. and be'§a~n 1' -e'*¢#i<%§.=;#I'i"Ig the slraft So*ci,i<>;n £1.53 appQIii£:a'iio1'1 and n.rdw" 
atpp1'Q'\='ed by 1"4ISI..&3.'*¢ U13 

.. A . _ 
Igor drafting and aiJ=pruva¥s. OASIS . .  

i'FI:f1ere1'§ore:, the* dams 'vi r¢*1i£*x;{ 1i.;3=€}.111 tea iflarltify the .p;'o<*e8si11g.'ti-ine bi? 
Santini; $?;1EI> appiicaiiarms in. 2096 I#c'i§i§:<8:E "H1i.Gt'II1a,1;io.I1 i n .  0n1r Lintéarvieews of 
FBI 'arid {)`iI3§{ starif, <:w:.1ter113ao;<ane-ous H~In.¢u1S, an-ci fin* FEW and QilI?~*E5§. 
t.ra.cls;im§ 53-ystems. Lu} 

-c 

AS uafxl in this res-pozft, ill? "procszsshzg Miles" for as, request it1~r::1u.de;§; "the: 
rnxmber niajfs that eizajpawti ~.frcm1 ¥§l1¢*ac1at~s8 `£;l1€>-agmmi; ixaitiatfffi. the Section 
215 ?811lsIxlez=* .»s reci3rsi. xfvfr€1izesf. 'to file date the re-qu.i:rst. was xaigned by 'EISA 
Pcsmi; nr \=:it1<1d1'axm., Wk dirt tot. i.1~1<:3x.1=:i1=: rifle Crime 1'aq11im§ to sir the Grim* 
an tile rf5:{>ip~i=§f1i; in sur prrxtaémsit-zqg; time €"a1{'u1aiic.ui} 'ber°L;§.US§e ilhaii tn;1hrn&ai.iQn 
was Nat av2£ile1bl~f.=: Tb? €13211 1'£1qu€\§si.- [U}~ 
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Chart 5. 1 .i3l11si;r~s1i*e$§ flat* Ma] p'r~m'e>ssi~ng Tim for iiiie E. I. of' the 1.5 
agagnrmed B€£i;if;!'1 215 Grdi Ra prGc¢s8>$£*d Arri. ?006.. The? f:1'xa"r£ pI'Qls2 r<k1~*5 the 
§rQ£Y_55"ni$ 'i'i'n*=p aha* r*ar41 p11i'i'l"v' *ws.:f"=*=*¢4 in to# Iwft$ppqq' "§'h»'>» 
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a>;1lif:r six: Sim; »:!u£1~§st$uI1er:£ 
&es.:tio11 21.5 ala.plIcatiQ1:'sh in its seaiai-=;mzl111.a1 .:°.ie:i1<1m:-i 
did 11f81 :in1£'l1;:{i1:¢ app1i.¢:at§&ns i*&I~alt&<i if 

*U In aainliiéon. iN 2{}{36 ~r.i=ei.¥.h§:r Me FR'II¢=a twzz* (}!!€*¥2iu frn:~.§rirz.5' sw.¢sI'¢=:n1sa 'i1"'»:-*l.u¢§P!'1 
Infhnnatiara that tracks ~app!ica;ti¢3xm r¢*.lat'ec §"¥§Q£"£2. 
began tO iiruftriixfiér it r¢f¢I€nf3£$ #IO 9833-i£==§1§~i£}11#2< riisiiilfcrci 'in in :2Gf5?' 

how (HER xxnriéi a¢4:1eorat'eI§t"§ra§:k Mac! .r:§.z§.lf;ri' the -ioiai mrmbm* Qi' 
'iii Can:ms*e$s if i i i  1'§=€:r;:'<!=lu*<epizr.:=.l§ Mates!! 
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Processing Time for I I  "Pvare" 
Seetinn 12.15 Requests Froeessed in 2£}£}~5 
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Chart 5.2 ifilu st;raté.Ls the trial Proc:€:-.ezsirzg iinu€. .frat the- wi:~1=h.<'i1°sm=.r1. 
rL'q1,1.zi:st$ promesaed in 29363, IU) 

CHART' 5.2 . 
Processing 'IQim¢ far Six Withdxaxun "P~wr¢" 

Section 215 Requests Proczessad in 2096 (U) 
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NS-LB and (HER a£t.to1'I1e§*§s taiici us 'i;§1at. the exgaerie-r1c:.a=: both ageziirirsS 
haw gairzerl ltd; Imnmiling S%€::c£.!c}r.1 2 in requests .re.su1fre£I- in e-=§T§¢=¢r£i.1e.s~.In the 
revi.f>w and appxfoifal p.rt>c-éiss. Bi? i2{l£}5.,. NSLB and C}I.I*§~li ha-é as~sigr1.ed 
'sprécific` sa.tlI<:<rr1.£:}':R3 to p.1"f:§tI»'2$$ thea: h1.1.sI_r1e-as .Fez*z>rd 21gxi;}'1L"atio.t2.s in their 
mspecizive. affirms. The riedi=:a;tc<1 F31 anti. (§IPiR aztt£1=rn.f:vs devfelngaaci' 
praccalnzre and 'a wo1lrking '1*e1a't'§o'1°a.&lhip that' &1`ik3&=w::~ri tiwrxz. 'Isa p~r€><;e-sis' business 
rfaaf-md.a=zppii<ta°.~t;ic:=.1'1s: xticare. e*.tTfia:§@I.1£I}:_11i'i~ {'{;F} 

- 1  I . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 

-Si Tim profresri ham i;1ri§i§=.§_;t<ni? at: iai:1i:i1 l m -  Fm: af$-116 

1.1TlF'R
.~. in efaxafh-' sum. TW: .F"l3.i` 

l;l<r¢;'Id<xl :wt to# ciedI~.a'-ate a. §ape§:é:&<= .a:111i»:mrs<~2=? to $<$Q:tI£a1*1 rsfsavgxw-asian arai w assigns wutina- 
requesta to Mae of fair des-i=§;I1.axi2e;i aetimzmaya w'.¥1ns ezaitirwr' ;1§'<1='.'?i='3@: as i:>1".c21.in'1i11.8u*§' ~€Era.Et Qi' 'the 
ksuaizmss record appiicatiion -to QXPR as as-§ist ax aenjlkraxgaze. in »iic>§::1g. so.. In: afiidition, in: 
€1k:¥;oli}£eI' 3i7r the to)¥¥r"R atimrrame ass<i.;;;rm*.:§: to Seotirm 2 15- .mquesia 1€::!'t; £3iP;R Ami calv 
assigriafi the $¢C8i>i1 215 resla§sn.sai%:ILliti§~.s- to vatihezr i3;£:t£§IliTH1}='$. :{l£} 
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E-iM-st;=\x-*e'1', i8:>'u1a€i Mat* s~¢:\r@r'al. .rf==qz;w§st.fs we-re cielayfeci £§,'l"F'§3I 
I~I&ari<.}uzu"i;¢rs in 3095 becaxuSia `I;he§ owe }i>re1'ii1af;1;m.rE§,? seNt to: {}`£3E'R. held "Lip 
be the §i1;£b:s?'4:at1'tiv¢: unit at §-iead.qx.1a;1ters, or assiggrieni io- tins? Wrong I\TSLi3~ 
£xti~.0=r11&:y. also }'3t)~111i;§Il. 'smmé prt>{#eess~it'1g €i1>'1M<=s. at {T}~H?'}?.' as °w€:1L Wife 
discuss hfafh. t'§*;>e§ of prtaiii-°'ssir71;g fialays 'ire the QE=z3§I£}wI11g se:;.ticm.. IU) 

B * Pvt lm Sectiwtm 215 Processing "i'im¢=.§s 2{}04»2£}66 III) 

-IS? 

'I'E1£" FBI and {}IPI51 pro=EL:"s'eci 2.11 pxir€: S<;%f§§;i€1}:1 i2l£ur-143 ac-qtmsts in 2.0{}6. 
In; this sectimrx., we Gray 21? it the 23. a.

;§
1:

5l
i.Q

ai
;io

ns
. 

`"il}1I.e° pres-meszsitxgg Mme 
for timeae reqxxfestfs ranged iwn l  H)  cla8='s to £508 vigil. an 2v>.='r<=;1"a.g€' Qif 1 t8*é} 
days for to: €q:s.I31°ol§€i Qrrlmrss- anti. trays for Thx: wlil'1f¥raw~f1'1 red*Laests,. 
irlrmse stzs,tis~.tif:ns are not cii1<'€=€:t1v mn'1=paraIaék§ to terse; in :our gifmxfi§}zls; 'r=¢8:pc>1f'i:. 
trefzalzse ave have i11ci=rld&ci the -tii'ne- spent; pr-epa-1i.r1g tl1.e'~ap;;iIicati£>n. 111. .an 
F;£8i field. afiica in taut czalcuiaiicxrss lm' EOBE. pg; up, 

I~it;wnf=»&r1,'e2. ifwrt éxeiurle FIS! field. czifisze Nine, the 2606 p1*ocesssilag;' t2i'ut=e= 
awemg¢ Is 14?" ciajrs '§;§1* approved Orr;¥§:&*s -.and 3. -days for wiiI1dram.*,n1 
requests. Ciilart. 51.3 'ilixx-strates the fzollibixmrcl. 3331 i~k:a€iquax"£<:I1§ anil UIFR 
P1°i:=¢#5:s.slng °1;.i111<: for SécrtifNx 21 £3 r€:q!;zes£_8 €rQ1'i°1 2934- tl1t'Qt1g}12{}D£5§, 
e:l:<:(:lud.i12g z£8ljt'3§ field ~nirn'e, Q'=h2}=ri;. slnnws Tina; tLi:;;§rn<*essi1xLQ; time :mr 
approved &Ss('~t*iQr1 $215 re*qt.1f°s=ils Imp <~ifi('I7@a5f~:ci 

'f-*;a#;'11. 

year silfwi-1. QCIIM., 
aitlmzauglfiz the pr§J<*€*sx§ilx.g time 'Ear '~z>1ritI'1dra*ise'I'1. Hague-sétg Rosie in 2006. {U'] 
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=ml3.IIcai.ions has neat zihangeci. .as result, Senticxn 215 requests Hxay' bf: 
delayed. at any cm €11'se=.*~eI*ai lmféla W'e~ fiiund t1n*&£i§*s at in' is £1 1 
at FBI E-{¢=a.dcI1.1.a1*§;¢1*s, and at Q1;pI~z., £11.13 

is (DL ta- r a t  rfzpari, ihéz 11 1*2:'¢'i€:w ~pr¢t:€:-$$ i`inf 21.25 
2 

inf: field oiiicze level, 

LE I. w s 
because the amy stzatzutnriiy .reqrMeati resvadmv' is that of the FISA C¢:auLrL 

For the 'mast taxi, the 'multi--layeresi review p:;*nc@S.s is self?-iznposaed. 
e e in to S 1-L. 'Elm 

crtihm" flnMtiipie .level of" rwiaw 'tending to .s1.1brr1is2s~inn. of an agbpiiczfiiara 'fits Tim: 
SA €1o1.tr¥;'x*J¢'r€* 'by I`)GJ a d  file FERMI. Q1:'PR.'1*svieuvs= EBB Section 

$15 aI>ii>§~i¢~:ai.ir:mz»§ `£lm::a1_1se t:>1'l=r=z 81Zi;cr.I8'm5=°s pfaaexnt apggsiicatimns- in Tim 
FISA ilnurtv &uco1'{§ilmg 'tri GIPR* the FQSA. {8£>1.1.rt §R1x1€:e$ £>II¥'rQr;€:d.i1r€=S pi'1:§\'d£¥<*: 
'rent the £ti.Q111ey Ge1ne=1'aLl. deternxixnes Winn iS p&*}'I1i'it5_£.§~rd 'to appear ¥:>e'iicrr=@ i'¥rn°: 
FISA ("'o1;u*t, and. F31 ~;s;t=tQr1ix§ys lizivm. tacit. bmi; a'L1t1i1sl}:'i2»t:ri by tile* A'IitrJ1'r1&§t 
Cianczral tis practice' bffibm the Gisurtfbr if p-urptsse, 111 i1;1:r7r1.,.. *Tim 1331 
requiems Thai its I~IsL.*3 ai.tornle;zs ~tI1*afi the apgzsliicrexiinns bananas: 1i¥f:{3i;i£;}11 21 
Ilrro-1ri.de<=; Thai; only the .Fen }T)1reri:car or his de=.slgr;<=ae*~ may ziplaigq* am' Safztican 
'21 v:>1'd=e*r'.°§** (UI 

1 
. . . . . . . . . 

At' 'i1°aFe £i€*1l(i~ Iczvei, riv r11r,iII_i}§l*2 1€°vm~1s a;§>;;>r¢:;>'va§ siziiilar am £;t1c1s£s 
requiwafl tin* :ether inxféstigatiw tools, irxeziudiimg LQ rmci. other' FISA Crwrt. 
appiicatimns, (U) 

1 

1 . 
1 
E 

W fennel 'ilizat i~x1 €~:iiTi;»:§if:1a{**i§:s c-arL1s£%.d by Thx: ̀ ¥IB§'s mild. £3I§E'R's nluI€i~ 
laviarffci '1'wi¢w p1*ocess 3;1:1z~x~giixiETi.ed be the ggmmeral. 11at.u.rf: of *Elle Section. 
$i5 request. §§f=c:.u1s-v the standard. for' 21 IJt.1s:iI'xess~ recfsrni. ?£'<Iq¥.1.est..i$e 
I'a1£>x='a11c=e. S€:c$:i~m1 .SZ 1.5 a1pp§§i=r:a1Iion§'» fig; at. c:'f;»871i;ai'n the. £1tet.asxi'i§>ci ?Ez1§:iZ11a1 
aIlegzlt.io.tla tntzxarl in otis' Qi§l}l_SA, ap;1Iic'~zlti~Qns -t.l'1:ai. mgxxira* &l?I¢}wE.t1g of 
pt'nl')ab}e* c*a.usf.=; at 1t1ig3l1»;='r 1w'i.d1€:I1:I=iz1I*»" s£=~;2*£1darii. 'En x:§rz;Iar to beifm' 
1.1.1:1d§t'st.:e1£1€1 'I;h¢s* rfzqtxesst., rwi-@@?@r-*rs at: Tim ¥?"§3i. YFIPR, .mail iii(-1 FISA Ciouri 

44- Time: I}ire<:£;<>r eiTi.tle Fw has Li~si¢:§;~1i;&:<I to tin: ibiiuwizrtg F-ESE' mfficizlls Tim a1u&iI1Q.ati.£.':' 
to appia fin* as `$e::3tim1 2215 m~d¢.~s:": the: FBI €§¢=.:ner:1I ilmxz-1§s<z1, as-warns; IIt<1puI.§,* I§i:'£:t:i;c4'; the 
¥E8;m{*:.:i1~eI¢ Aasaiaiaazat. £§i:'<%:f£nI~ ilzlr ?~EatI~£2¢n§1I 5§cx*1;zrltv:'. the A§ssi~stawz Ibirrxctors Ami. Deputy* 
.éwaistant {}i.a'e;¢£{;~r~£ <>fth<:> CQ'Lt:z:£¢eri'.en-'ozzfianx. Cnn;s1t¢:'i;nt=::1liageazce, and Cgrbwr .0ivi.slos1s.: the 
.Dqetliy {.¥&z1<~*zlaI £`Qau11§aeI i`r~;*1" Natisafrzsfi §i£.*r:ixri£jg A£l'aii':§., and igor; .i'8e11inr Cuuxsaei am* Ne1I;i¢;sr.1.a11 
Se<*u.ri1y Affairs. i l l  

4? 
T' 
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oi3;€°n haw; qmwsticfnis. alxtsiri. dviisiih$ {:=£' the* i/1.1£-'¥>§aii.§-§&1i'_i£§ri 'that x?l.@t.aiway°$ 
included in; the .initial ~applicai;i»z1i'-1 Marry' of ills* q:'1»s*s§.iI;M§; may h v e  aiu-€é11'Iy 
been asiwé by Qt.'£1e'r r€:¥;*if"w2sf=f.>;i';§s lfiugi. the &`£l§=SI*.*v"f§I'S are fit in{:<n3§ors1~t.€>d:. fain 
tile ziprplicatican b(Dlca.L11&e~ of the Row staxldarti £1r§`ir€svie~w- As a result, 'the 
mvimv princess C<3I'i 'it slnwfer wlmli €iifIE1"€.=-11% re=wM2¢.=e*¢:r.s ¢¥.i'Ii.I'iZ szrnliar quent-mms; 
a13;1fau.t "the: ap8pi'§==;::-a.ti<3.I:. fill . 

H: Substantive Delays IU! 

' .  

In addiiic-n to ck:.laiyis~ ixilmffxxit in a .M1Si§E1»1;=1ye1'€:£.I ré-~v.if*w' .pr£)(*€3-3, rnaaixy 
al" tim d.E:.Ia ..y'S are akac~atixih1.z£-ahI@~ to; #it 'is:€é1m~s- ;ar@=se:at.ed by im.1£*¢i{}'t.1a11 
S£==£:i;i»::m. f.-8.1.5 r§zcluest;s;. (Jet if he Ii?" £1p;:.rrc>v¢_¢c§ Ami xvitjhéramwx Sacticin 21.5 

.'1'equests pr£1cm~ss~w:1 in EDO-6 Ami (iei»s£81"i!im=>f;¥ in then brig of this repcxrig., e v a  
d.ela§I".ed ¥:»er8za.1.I.§:4~e ilhey r=a.is-ati sr1I§staJ3.¥;iv»&. i$5;1.ms "1'egaH§ii1.g the *I}:al;.u;x.°e Go the 

¢Lt'di11g_.§ winstlrzer this appiirfatiiaxi 1n£*€- 'Ellie mcornis and raised GvncMna 
$¥.ai.utm8; I'aqu.i1r¢*;Inen¥i:§5.. JU; 

1 + fiatizre emf the Record (UI 

511b:st;;>1I1&;ive i.S»'5L¥{§§+ 
If the reqxzsats- véwe tlk>la§'@d `b@-cause 'tjhay 'it*ofl*e#:i u*s1'iq11¢= 

.+ ixfnaluiiixag, | 

I 

* 'ICC' 

I 

| 

b'?E 

b'?E 

. . . . . . . . . . . . . . . 1 
n 
l 
I 

I 

re€l1.m:s§t; .raisaecl ques.tir:111 as Mi v¢#h'&t'11e1* Ra 
"i¥é'§'l"¥$ bu-$1r.1e-53 're£;*a=rds wxihxn. the 1i'1.<§,z11.1I;r1g at titan 

'I"11i§a.~1*e-.£!.¥.1es;t: zz§1'sF:: a c*<7mn.em a.bm.:t life realexrarxz :of 'the request; 
In i{1tf%'r*t'miirm';w1 l 'I'=l>z1ln~rI§=,{l'i `h¢=¢°;.'=1§}.~a1"~' the P`?l§'£ .rid rwe'¥?'. ams 'Q in 

| Lin ~€i1I£}l{13.€T§7 QRS-Q", . a 
request for rear>rds ~fro~rn. an raised an issue 
rvganliazg 'wheitwx ii; was approp1*i.atf.% to a S€'¢f*ltif.>£1 215 re-qL1€:.st. no 
c§ei.&11]}111e if at ¢0111}}a=115? an ezxztiigf 'cm whiralx 21111. NSI £'s¢1.3.Ixil. be* aefwecl, 
£*»r1r3't11f;I' Srzvtioxl 23.5 r¢sques.t Ear 
r:a';swd {.8€§1l1{1¢1"I'1§¢ ~¥§e I:a}.s.:~s<e. at :to so . 
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b'?E 

.Each of tlmesws requests raised we issu s -that 
time in reeseamh negtala-t.<€:. and 
'tirrnz br tilfsszz eqxiesia ¥,»vas .162 °dayB. 

u's iaok g-;T£'1ifI.c:ai11t. 
msoive. Dlx. average. the tubes; p1x;~<'*ess&z>g. 

I UP 

b'?E 

2 0 'The Statutory Requirements (U) 

in addiiiian, we foirn-d in-at I i i  E~ieadqu.artf:ri$ fir £)}PR ai'E;urx.1@3fs raisestl 
conserrns iiha f the 1? ;;pp}§lcat.io'il1-s ciifl mit infant. the siaiL1.tit>ry' 
rfaqniirezxaerlts. when NSLB car il§il:I~'R .ai;~r.Q;u1e3s have q:1e;si*i<ms ahcmt a 

b'?E 
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Asa 

x*&q£.1-¢e:&~'£. i;l~w5.' ri;>.a8>.=' ¢m'1ta.f¢'t. 
'The rem}.2Ii;~in§; dialiaggam cm; 

Oiiizm* to£:il;~ a11pf:~rviso:*f5 \ nmy Qmtact =ea£*%.1 , the c-asf agent.. 
an I.1f`&a~z'%;- .the I;i1"nit1-I; of time ;+£c1t;1€:3sst... ; s'Lr'1 

I 
I 

in 
lnstaxnizezs. the *s E or. or 

i* p Mire: e or ML*)vit}1d1*awn at new 
itbdrau-11 at <}IpR.a§;er the FISA. court dedtinetl to 

The Frm Liennrt granted zsectsnxm :Mb 
IU? 

'I r:x=e1rt;;alIv '"*i£h.€1ra*.wx1 
.for hcii of predicate, word Tea in Sim; Jim diiiérerfxi. 
V§>1<¢aif*»rm of' 'the* `r¢q11 

urrlars mr to; 

I 
4 
4 

applicaticmns, | 

. |  

I 

I 

1 

5 
1 1  
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* 8 Requests W'ii:h£1ra=virn at NSL8 (UI 

:rated above. of these mqunsts *ware xwihrlrawn at; NSLE . 
elite 'reqwssiss i f :  v£iih&rawI1.,. Elfie FEW €iis<2uss~t:d the case 'with aha 

cause agent. anti e:itiTx¢I' agarxl; decided so vviiiu-draw' the- r¢l;l1.1€:$s'£ an his- afwn 
initiative or F131 I-iemlqnzaxizers Mini' time agent 'w¢3~u.:l.d x1n'§;.be 
a;:1p1'n*~.fed ibo* gas? i3rlw->1.1;'t=r1 a request; :fair in~f;;mmi;irm 

and the case ageNt ag3:»&*fx¥. to 'Mtfmgiraw' i;i'1¢3 ~r£:q~um¢;¥; on his 
(pm: iI1iti£~LI;i\r€;*.; \'s='itT£i1 heard to l;h~§~>~ re*qLic~°;s=t5~ 
¥.ll'1e agents: did ml. tO wit11.dr'-aW Tim ';*e~q1,IeSt$ HIRE! zifiér 'FBI 
I~k~x»1dq1LrarI:ers ink! 'Men tiiai 3;1'1.€eiI a.3:x;>1i.catir8.1:x='~s w¢'i.1ki not; be a3.;JI}i+¢v»=z~d . 
z-awrage Ifrrwr}cfaasiiilg -tixuii i`=:8r thfsscl lreq'ues€s was Z?s'E§§ do?,§*s.. IRS 

b'TE 

b Q Requests Withdrawn at (HER iv) 

The single reqzmxaat. *£vi.t£¥'1fir;1=wu at Gl{P¥%'.. was wtii;h£lr'sx\=»'r1 by to# FBI saliva' 
Hint: I*"?:SA CIou.r€.' t:If:&*Ii1'1:;*d its 8pp1'oV»5° tile: app.l.ica£i.c§r1 on i;w@ n('<'a.sios:15. The 
:ibrrrxer Afstfng Cmxrazsel birr I~i'1teHiger1ce Palm* old. the GIG- Ilaai pu;r?s1Aau.t to 
the }¥`i$A §=fat'11te. Qxiijy the FBI is; p@:ra11ii;ted to witilrriraw a §~"I&A reaquesi. '1`I*1=;: 
ibrrnrir Acijalg Qnwltnsaei citméi efrtirzrl 104-(it*l{1l tiff fI*1%: FISA s'£at'm.1ip, w'i";ic.h 
p1'ov'id<:s Thai; Hn* :{)1re*c'£nr czjfiihei .EBI ;1`r1a.y .rfxluest tliaii a HSA ap~;>1i{:atin£§. bi* 
re>vi~fewe>.ci by tjiw AI.t:cir1":.ey Gmzersil. if if iv. I}i1=pi*.¥:.=:J1* states in \vrit§;rlg Thai the 
H25-A appiicaiiimxi me£=¥;.s till i<e;q'11it'€>111e:n-is in.. Hirsh: s&¥z1t.ut.e.. 'I`1°;e'ilor7nJer Axatintgg ' 
€1f.>1ms¢ei _ssf.alt.ed. Thai; a. pra.<:=£i{*.al .matfxér t:hi$ prmti.siQrt. reqniirexs 'ihaext QIFR 
i&i'tlax*x' 'wG~1'1<. with file FB: until UIPR d=§:te1*i-:1ilies Thai: 'the FISA 1`#E.tq=L1&$'¥:. 
the si";atutor3.t 1'&qx1iremenI;.5 -or Hue F*ri3I cixnawnis to withdraw the r=equ~€:st,4§§~ 
it . 

. . . . . . . . . . . . . . . . . . . . . . 
' . \ .  UI. m . . . . . . . . . . . . 1n 

. . . . . . . . . . . . . - 'we  
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1 s 

€,*n1*;' two 0Lhe::= Stzctimx 2 i:'8 z1&':t1u@si$' ?Lv£:;'=r': v~=itb,drai=.f1'1. RIMS; in:z*§: witlradt-'a"s=eTl'n. after 
the ag.r*n.I; irzaxizzzfvi i;I;m:£. the p:'r.#vi§k°r dir-i I:1£s£.i1iélir1.€:a~ir1. tihrit- :maids re:£;p.n:=ssI;1*~ii. A r£§¥.I{~:<sst for 
I11ii>111na.I1n.:a -was wii'hflraw1§ at: Nil.}& ~wh~i1l¢i2 .1 avecy:¢e:.iI..fcar 

wa.tse ~sx~dth<"kw»~=v:.l at £8lP}3L 
J :-0+ 
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III 

'}`I'1~i{& poiirzy rrxay a£*co13.i$i'; .in Part far the. .§3iI.1;1c¢*.s§8i1'1g tire £}i"1'§;:qu§:3tls :Ear 
Wizieélii (DIPE. i<;k=;1'1t.iiTite:<.i €8£:r:§:Ir"11i:§. about; wizetiwz' Mfsgs .IIi~$§i; st.21t.Lz=t;<axy' 
1*equ'i1°&x11e1'xt$. Qi t.im iv ppm* 3e>¢. 1"*=t1m-1 .215 r@qLws't<3 .px~*n~xes'sed in 300f5, 
QEPR w.i$ed $ti;1§l.1{.Qrv' €3£3¥}.¢€*1T.1$ rnalarxfirl IJ I 

J n '  
. . : "  

bl 
b3 
b'?E 

1 
I 

3116 €IE'l .'Y"1*8< 
.1 

CUT 
TM averagxif. these reqxaesxs -mere princes -ed ' 

. in 

EZ O Eharpadited Requeatza (UB 

'1'¢*src:= of the: 2r:'<:qlu¢sts'pruc%s§eii in 1?*~£8!*I)*3 'were ia1§<;1;'kebs¥?i.tfs§1 by 31.6 FEE :aNd 
GIPE... T`h@$-E: 'this .req18'@S~t=:s shQw` that w1l1(==I1 the Mai .ié£>n:£.iii¢~-sa ~t'hr-8 .rw.e»;i £0 
@':q3»5:=c;ii~t.e* a Section 21_5 r£=quI:$.-;§i. Enif. the 'FBI a.I1.=r.§ GIPR 4.11381 

'ezatpetiligte 

the 
ia$k. u: two 11'equff2st.$, wr-*11'v2' 
ex ciitefi beffzause i5-F as. sexwus $ec11-:£y tglzraaxg arm. owe proeesssecl in 1.0 am! 
1? <ia,ya=, 'm;pcec£iw=lj5»'. D{>S=}Z 

4 Unm 
U= 

ai i ,$  

be 

I l 
I 

I 

requests did -find; se1t1sjit;¥v<-° r€>c£).M$. ra.i.5e> s1;aii.L1£<n'.*§ 
qm1<"&iiQI1$, far ir1.wJlvp weiigiexxi r*Tm'1L1=II1s£:31.1ces. Wentu axgried be 1316 i* 
ilfmrt, was a bequest for _ 

'...- u \ not mamtelixa 
wi.th<1raw11..¢m:¢2 file afiemia l»€:a~me<i the r:r<w'ildi*1"s fetid 

~a7Jet'age, 'hlwssz re;~qu.f:2;ts 
I 

Can 

I 

b'?E 

prQ~{*ess<-'d in 3 13 £la§,2;*51. . r:UI 

H. Modified Pure and Cnznbination Seetiun. 215 Qrders IU! 

As 'n""2>q1;ii;'m2I. by the R@a11'£I1.@t1l2¢a-rticxex And., Ive z#EiiaM reviewegi 'hmm niaairry 
iiixMf-s 'the F.IS.A C`n1.iri; Ni£§dili§*d &c:tic;r1 .315 t:i*d€r$. We fmamimad 
i.t11lurn1aiiQ11 avoW; file 'rr..zII133eI' and. trites i5511Tx£>.cI'i£l1£§e.¥iI.£}i1$ §?£3l£5 ¥3Q£I'z p~ur<=: girl 
£'.<3n1hi1'1at1<':.n §§ec*ti.n'11 o1*€1e1's- ciiscxxssed in 'I.l'1.e bcxdv of taxis rep mi, "i?l=";" 
re>x~'i~mvfer1 e~af:I1 .':`§c-*ctioIx 23.5 'p'u1"e a*w.i eoirrlbinatiorx..order Igor hHrldwrif.tr:Iz 
»;.>ilanges sigxlfbfl by '$;I1~<8' FQE$5A C.Qux:ijuége, in siaiditiun, we revieiweii UIPR 
clmzzzxnmats anal 6-mails arid asked. ¢;>I¥~=R n:>i£l£i£§iaE.s about ~reaisiu;.1s 'Ba 3ec'ti.un 
81.5 aippiicatiaraa unmade -at the my;m=si; -of TM: €3§~:n11°i;. (1.31 

We 1`8m11:1£i. that the }8`IS:¥& Court 'm+:ad'ifiei:l 'flux' r:<rmI;:i;1a.ti,u1i1 and live 
pure Sexzirivn 215 appIi<:ai.io'r1s Ami nrciezvs. We; de=t.ermi11f¢cl tlxzxislx Cd? the 
nine meditx-ca't.ion§3 w°m'§z; far srahzstariiiiixte reexsoiNs. ={U} 
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xr: 

ludgsas at the heaxixmgs- in *arixich this: nxwrziers fsaagneci. 

As 1'i<:»'t.ad in in? fi1'fa~i_ Se*r.'t1Gn 21-5 rqz>orr., C)iIQPfR c:iQ:nsid.t:rs;= t.;1.;1d'i'{i£:ai.im-ns 
to be lixrziteé to the hatxciwritisn etzazzqes to order 'made by F"I,'?»A €"lcaurt. 
j 1 5- 111 whit: " QIPR Linea riot 
c:F111sini.§=;' r<*§*?§¢§io-¥1s i.:F;~» appli-<*ati.<>'r1i=§ snail I}w8I§>r:3 mimi-Q. at -time zr-:t:q1.I'&&t of the: 
FISA Gourt.'.£1iter it 1'vi~@wfxi reaii mi31e.s to be nxcfdiiications.. in this- 1'evis2xa,t, 
'die 1'uxfxsidssrt" ¢>arl:1 T:1alu.iwrl£i§:.=r1 'r1{1i.:ai;I=i)-ii as re<;1-xiirmtl .tedaiaxz tri- ss. $¢Ct;I.tm 
s1;1I;m'1i5sioI1 to lm El Irlor}i¥iicz1EiDjr1 HJ? 

an Ha:adwx'itten Mad.§f°1catians IU) 

The FISA {"o11rt. triad? ha1'1du»*r'fi.,t.e*1;1 I11§)§:1i1'i£*'<*1t1§}.ns TN .n<:>°=' pi.ire f5I:€i€}.n 
315 Qrders in 2606, Ii. 11'iocI'i{ic£i .iifllur {'.C1rsi1b.imri=.i+;;:»n <>rf§1€~*r;£~i, 'WWW -of the: 
ilalldwritirxl rfxaiiiifiirratriaras if.) r'*t;r'I1'1biI1aHj:c>'1'1 Grtiers 'we*r§>~ sti}Js§t:®1ni-:wen Gm: 
re'€;{3i~:"sa£:l t§1<=: Ra; to -}'or-twi~cle £:>§I°*R wltjh i.r13=13'1a1*;31%.I§a11 :to be s~eq.ueste:ref;1 with 
the: HSA ( a u  it. by a apCraifiozi dale. §3I§"£§Z .had .pm.\fi~;':u,§§'ly noitiiliecl the Court 
tort it. recife-ai rfefs£irds5 in. refgspnmwf to. bmi ¥:>&§*Qx1=:;§ the -oil cérze if time 
CQHFF5 .pr@e'iou5 C~11rd€1"s in the 5§11*I1e 1`r1a.i'i§-I, ml; had mit; .seqmaestanrti 
irlibrrrlatisrl with bi: Court prim' Us .1*¥:que:8tir£g 'Thai'.. the a"q§p1it;:2;Ii;i'mr1 be 
1'ene:s.*.,*eci, 'Tim secmzM h.oe"mscI*,\»'1'i t;i;=1e§1'a nf1odiiTic*a£i=:1t.1 cfarrefstmfl the e:x'pirati.cn 
date at the {3~tmr£:'s order to refits-cf; the Sé{.)--fla* duratim~'1.°¢qm2=~st(=d in tjhv 
agtsplimetioll.. Alihurugh. the* a.ppii{'~zIi.I»:;»r1 £*£)n"@€1tj.}' .=sM{.&¢:i t.h¢a.z§rde:r-'*s=lro111d 
e;a:pi1'e in QUO <iiz>¢',p"§s.. the rxaonth Fri the d.a-.tv in the: £:rder'xx»**a¢s- 
in.cn;r1:'er§t. anti the {'I€}.u1°t. 111-::rcI'ii°1§:d the oldest' so than the 'mfsnih ¢::o.r1*<°:¢:¥;Ey 
re-ilezlteii Thx? 9Q»{1ay d.tI.rati»:=11 :of the amender. iii) 

The other Iwo i1$;t1=3i*;v-rigite1m 1'IHJ~diiii¥attif8~:1.s wafers mach:-'to r:,o1'11bir1.at§€<:.~1:1 
orders Tlwse .mtckars 
s~L>§nedl the same. day the ilfxz-_:xii aged an ogiixaicsrz itxeklitzgj that 

b'?E 

Tike 
Couri.'¥s handwréi.t1IeI1.':3.CJtz1i;ii1::1a=== 3i1E°i'¢n'§-€1n'1£:§:i.i tlzwi C€1';1r£'S tJpi11i¢J;r1. 

B .. Revised Applications anti Grief (U) 
\ , 

.Airer reviemfixzg the read L~npi.es of 

`tih.e .1 $1 apiptrmféd pxlre S@etiQn f;&1.-5 
nrciam disc*ussf*d in the bfzriy i '¥:his~ r¢a.p=:::rt., title FLEEA €`@1;H: mqx.1ired 
xfwizsmxza to 5 QE 'i'b:&'.artipiicaiiifzris f Ftxirr €3'f"'t}1e fI.v€* v,'€*r§= s§.ub:st;§1niixrL= 
rfsvifsixiwzzs., IU? 

Gm* rcrviseti a>L¥J¥.>l'ic:€~1'L'io/1 anti {;=x'€i~e1' 'relafwqi ¥.h£§ request. for b'?E 
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In anczthm* r'as.e, am f:"<*>11rt r*eq1;1i1"&d that an a'pp1i=;:aiin1i1' he X`wi's»§i<i tie 
iifarscsvibe the '1*t2q11(§$ie1i.r'e1cGrds rrxurez ¥3x¢:i(:i~s;cl*:*x '1"h-i°: request was for L 

#sq 
| 

I 

l5ect1€1n 215 requires- t111a.t; 
m"{1£e1's deacrilae *Shi* munro* rnq.;1e§;i.e<:1 with "'§;z}.fi§;'im1~l1. p§1ii£:8.i1;;1'Ii;/~i.i1 ;3;8°mit 
t1'n3Ir1 to be faiirlgr id.eI1~*éi11sEi¢€1," »5s:L SG UJSC.. § 1.36.1 {*J}{2}£A]. . | »U`i 

S I 
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A third ap~plicati;>.:a aim! {§1li-Ck.r was; 'revimiei in extfémii the times* i't>r th.€°~ 
pr=tw=icl.m~ to pI*-miu#;e the ac-~»azsr§ia ?r<>;r:1 .253 to :se F l a .  IU! 

A :&)~L~§ri}1 2-x .;J;;ili<;a.;io;r1 *.*6a.$ revisrrei. to .intsiudi 

g o ]  ,La 
Rrnvissirm to a Lliiiiit aa.p;>1ica.iima uw§,s;- as. stiyéistic ¢:i1=emg,t¥z that we e;ii€i i t. 

'firxtrl be sUt§t.z1rI§.\t¥>; (U) 

S I 
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I 
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III. Use and EI:'feetiw;eness of Infoxmatinn . Qhtained from Section. 215 
Gniexws (UP 

The Reaut1T1~;nTi§cat'.§.o'1';..ApE a`£I$o =:iEir€:f.:I;€:d. that the? OIL axrlzilyze the Lian: 
and. effectiveness of becrtinra 2,11353 aN initfisiiigaizixfe t;n<1L in this s¢E+t:%;ir}n. *we 
.d.f'*1=scr.Ibe .how 'time i*:I{'orfrxaI;i.zs'I1 prtackw:£*d' p1.1.§25iualn.t to pima: §'$£*t:ili<'m 21.5-.<&1"¢iers 
v~:a=Ls wsfzii in the 'ixavestigiatian Igor wI1:i<=€t.1. ii; ixfa-S mqu':*st=;~c1 and wheitxezr aha. 
is1i'n1*1*1*1at.io'n was dissmmxinatmfi to #one i1°1teiS.I¢gm*.\ce: c:mIut1v.;i°ni.ty' as 'used in any 
vrimirxzil pmt mciixlg; (I-.}`} 

l USe in Inveafsigatiwxls IU) 

The FEW remexvecl xle.mrcI$ 111 'res-:»}T1¥;>€x1.$=3; to 'f the 11. pure Seciifm 215 
Qrd&.rs pr{§¢'€=s:§t>d in.. 2(.}{}.6, a;;p1'I3w:Cl by iixfe. Ii"I§3-A C1<m~rt., and. Fiis=1zrlxsse¢:i in the 
burly f§f tI1i5 repGrt,'*3 .FBI gerta Ecailgl Lima 'OIL Thai' me w£~'1"e_ . zxsed R: 
assist £0l:*(§ign. gmfajnistiieiiis- Vifiiiri cr(>w1if3rt{;¥'r¢Jr=isII'1 i{I'w:£§ti.g_§l£iti;}11s, support 
!k.:i.§.n'e FEW it-=est§:gati\->c I~eqi.1.as.te= Ami rxxvestigate iaads Must cifLl'i~13~ 
owe .fxrxlzerviesvceri saici to' recfarciza ala-ixxed fe1§ in size cai;ego1"v Ami I:t1a=§= 
the: '1"r3v{1r{3s~ ty'pia*ally prfsviiifad ::'1c§§s1.i;iw:~ irrf2Jr¥xf;;%ti.Q'r1. II1i=a1r1ir:.§;"t%1e3=' did :fit 
}*>'z*wic3~6 adr1ii;If>~i"1a11 ixmve-$t.ig§1i;i*v1>,'ix~1t<;=rx11atix>xx. but Imipecl co; se- 3, Ieafi. 5xgrm~is- 

s~ia11£;i 'L£1ai. ir1vest;ga~&x>1*ly effroris ~tha£' 1'esu§t in 1*7s.egaiiv'@ infémzation are 
i1x1 .portallt arai not umpsual. is( :Log . 
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1 * f: Foreign Qovrnmeuts J I - .ui 
'Tim Swriiraxa feqizests ~xatears: i.zli-tiattarl 'by time Fm Miter 'm.c:ei==f»~'i.r*s§§ 

requesia- ikxr ax.ssis'tat1¢£:-£inm'- tureiagz g*cw<zrrlim?:nts. IN ezauzxh iras tazmze. 
i`0t'eig'la go*s»*er£°11I1e=I1t smlghft. iN pro.secrut:e..~s11.sp¢cr1:e:él t.err.*Qri$ts and. reqL1.este'€I 
FBI assistaaxwto Qhtain evidmxee.. Tlwse zintviic'.atiQ>:1.s zrecszaestzsscl r&Qo1'e£s of 

I s t?iotl:1 agerxts. Swirl Thai t.§r1£°§,* .I}ln1V£.€ie~d. 1~11fc>nnM:iQn. frrmi the 
revfxxiss <>bt;ai1':='£*=ri p~x1r:5"i}.éM£ in i;1t1§a See¢'ti<1n 221573 ci.rd€*.rs; TN time 'i'Q1'ei@1 
go\ff':*nrr1&s1ts. Both aigeizMa stated L§:'1alH; t1'1§:*ii"¥5I*<:wi€l¥:tI time; ir1ilc:3:'ni1.z~ri;i9m 
p:L1;*m1m'xt. to the FIles-iglmsiterl. Iii1£ea1}ig@11Q@ 'IIQI-5<°~I£.)$§L1re £`)f%i{°1:&il§s' au tzhQ=x*fii?»* i8<>1.* 
1ea.c3 ¥J11rpQ.5~€=:z~s r:nQI*.~'. IN a»:idi'tie'I1, 2111: ii:5§,<*r1t xvhfg p1"oVicle.d a Surrxixmry of | al=»::nt iMa- emm11's.;=11"*;¢f tri: . mi . 
I-ieaciqx1a1*§;em incl 8310-timer maid orf1m=:~wi1;¢ ifzfmrirmtixzg. al. reiaizeei 
inveatigsation. Niritli 

'agent saifil- the x*ecQ1*c.iEs *eW.i:1"€:. u:a~eii.t.l. bi' thei~r FM 
itzvesfigaitiuns. ( 

' .TI :| 

. I I * ' .  . I 
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K 8uppnxt Axlz!i.tiona1 'Investigative Re quests is; 

i5 I 

I 

53 l=ammm't ~&~=i£'~11rr~*- r~<= r*n¢=~~¢:'I'fa t"»*'»t' int"f\ln7*i:='tifv'> 
Sectinxx 23.5 were iuiiriared to gather irxibrxxzaiiaxxi to 

"TREE: .agent rec€I.\t¢:.'>z:3 
fit. *tMS is that %:>@ca.11s@ up time 'a€IcIit:i:o1r1.a1I 

he un *gi-t. Imam able to re=:vie>u 
Tliifs f.s~<*£:or1.d Sec fuzz 2.15'1'-:°:q:,1e§~t.' to: 

l I 
I Sir . . .. 5. recmrtisa zmci the size 

" the ret urea plfudlxcféd 

I 

I 

I 11 _ l q l l : . F' I 
I 

tty: rrlatixsr said the: Maoris were u-sefui became tlixergf for;-taziraegl iriibrxznatiorl 
pilaf. =:=3:z1aI:)1e6 him to Iitiilj 

?<&ti£'h so:-lveai Iii/n. t;iN1=F-* and zieflrtzas-fiai. the risk. of<:a:'z1pr£nir1i,si1'1L{'tile 
In1=w3~ti§;a.t.I.z.>11. iU'I 
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Investigate Mads IU; 
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5~tii*iiQI1. 'EIS 1'e¢:i11ea§i.f~; \*&'§§1l£?I subna-ii.ir§d. in 'rIn*.ck=~.r to i1a1f'es3st;IQa£e. 
lvgacls. 'Go 'inf =>qi1e;st.s., ag.e=en;£s m('&i§*mI r§*mr'<§s§ -in resgnonfae try 
the: remairtxir r=er.}u¢sts,. 'tTR1.{>rn~@ri<j.f>rs did rant. rrx§1i.n.i';a.in. r»ei<~=o1'cis Igor 

in] . UP 
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b3 
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* 8 Requests for which R€>¢c:fx'&s Were ReceiVed QU) 

I: 5 3 

IS' I -FBI at-gerfts Daisi ¥11at;.~1'@eor£is from iii: ...iE'<'*tioI1. 2.1.5 reqnterssts-wer"n* 
used. in 3awes'tLgate leads. Three: are-pina. said 'Mea rxxlorffis »r:bfair1f*.f.i wan-1 
helpful. and tv:-'Q and. ¥J:1<=:x'* nut. The; '=1€ei:ri:s wma rf'*q11-eslx-'rj 

told .up 

`tha=l; 'E=l:1~#8* records 
www my; 1'1e1pful. These agents saiai. that We-rile= 'tizev 'u=se:;£i. Me remand-s to 
trill (her and {:Itls£§ §-6=:aris,- 'tim it1!'m'Inatit31l1 wis not; whafx they' :had i1'ilpf$d to 
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1 

A so .al Ian PI 'E szsaWi n¥"an1r§ . t116% 13 gfmwi5- TEQ ¥"~FEa"i¥ 'I s~s€z*'m I l 

I 

he r*:"»"t"x1¢"r'=mt '§`Fi¥ ~='%¢*:='1r\\*'~x Who 1*:£r=~w**=wF r»=>=f*n1"tl<:l _| r¢ 
I, 

I t  

I 

In 131421 Thx? €)QIQ{§ 'ii .Haig the I::iws§i+~:§$ \w::R¢: 1'1€=>:k:)~Ii--11 in cii:»§.i.1'3.=*' 'I.€a¥I'$ , 
I 

'Q ' ! | .  

I 

'| 
i 

b lx Reque$ts fur which No; Records Were Received 
IU) 

I 

. Sazxtimx fl 1_5 r.efnae:st$ for ~wh~ic§u. in mcn.r£I~s were rfzceivecl w€=1'f 
quests Io £c~ar£ii~11~g in £I*1§=5 3ge111 

arid .aha Svvtiun 
z-lb request wars irutfateil t*i Irlrxnrixs. aim: 'Tim t8tI1#:: period br \r,*i'1i£:h I;hf*~ 
1'nfcn1n:atio:z. was reqnxestesd. §r5a 

1 .SI 

8 * Dissenxinatizxn an 
'We curd -that. aha FH! §isaser1"1°i11a1x>.<§. i;1~l'mmat3s=n obiaineri from mere: 

So°("l;i:m '2`l:l§ ordwra to) ibrlezigm ggciiIeintIji?lmrx-Its 'two) inseten-<*e~s, tiisvussed in 
Se¢t.io'ri A alive QU; 

'I Use in Crixainai Proceedings (Up 

'!~}i*i3 did 'nut ickexxtifv' snag# use." in ciiinliixai profeeztlilig <1i"remr£ia 
oluMineri irfxm the Sentifsn .reqixfia-ts .p1'Qc.ess&:d in '2£}G€3.*$ (UI 

483 

General :8;p8;zrca~*s¢: the u.sa° of; .F¥SA infasrxazaatian :in c:.Mn;Ir.1,<"& {n'.:w:ees.'Ei:fgg:~:. it ile .iuf<3n11€1t£s;nr1. is 
§1btz1i.:'1¢%€I fzruan e1¢»£:t.z*4:0n1c= zeaxrxxfeillalxuce, pizjaaiczitl f§1L'ar£:.l1s::e:, nr Peru re:gie£~t<:1"xtra;§-auzci. Iiraicws. 
'finer FIEERA siasiute £1065 nntnzqtaire tL!'1alt. the Attolvrwgg General. gzmai use §s§mp1*»:';a;»~a1 bi* 
i:*uai1r.zer,a records. (UI 

As nnlrd. in afar prn.*eii1u=.s repczrt, the- FLSA statue requires -that the Atinamuey 

am-*;H. Ty 
`i1\;isi11§:s5 x'~22cr,3rtie2~. .i11r::1mi.§sr1g- the .face H'.sI1t "use a*uliI°suritv :fit ~eai$u1°e: Thai". »*:tr><}r€ii1'1ati£>r1 
anziarag :'.m*nt:t:*#.>rs of the ixltejlligaxiMé s'sorr1In'u:1;ii£y i3¢3€¥Ii'5§ -sm1s»ii;Evr2= sauzmrceea are Hat 
£Q:I¥§1ztr.11ul§ith£i. .Yu &$1§h'&5i, time }"`¥:§;I €E<°:.w:<a:l flouzsizwi aaisl 'Sir was not .m11rz'f:rr.zefi with ~t.he. 
lark tit um* amxtllcrriW' .fear bznsirmss. rctcoriis be¢.a~u.se't11es@ recfczrds I'1a1*.2¢* an ~i~2;:.<i.a°;J<?rldariii~ 
¢:<ist.<%xac§< and may be Olutaixmd in znawiy fiiifereral; wza.*;a@ IU) 

n;rse<1 aanvwal cazhznmm-s mgarddaxg 'the Ifaszile: of use authority fur 
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IV 1 E&ectiv¢1:1e:es of Section 215 (UI 

' 

Uni" I 

-S 

. $€Q11{.lfIli ,gi.§$&:& Lim-L E`£(li{1§;"@$$ axlaiyaxs in '{i'n5 the 1.-1512: of -b¢#;:£'i{Jn. LE .L::> 
ISO 

`Wi?t1'1 regard to: 'E%e£:t.i*:ri*i §33~15"11s:;.s cl@s<:rfit§&d in the li}éijg* Qi this report.,- 
\x.*:;' fzitmd. Thai i8e¥<*tim1:§ can 3, valwabk: i¥1v€:_stigati*<»'»e: ml., but. Qiiiztl is 
impractical! lwaeauste .<§1"th&f tine Iii takes 'to obtain. Such an Greer. QU] 

.| F* 
_'r 

I 
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b3 
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A. * Use at Sedition 215 Qrdea (U) 

Section 215 5:2111 his an ixngaraciic-.iii 'tonal #;§i't11f: Iexxggilly iixsm 
ir1'*»'€8h~=ed. in dex-'ak>~pi;1g, 1a..eV1'§§tvi1'1§§,. and. ̀p1'es@nI;in;=3j .iiiis .re~q1.1e>s§;s in the# FISA 
("o'uri. While am FBI aggé13;rii we: ir1{€r*»'TiewL~f¥ :identified any ha_rm Ba ~I1-éxtitsrtal. 
3e{*1.nIrii.§* because-° of Fri Sf8dimr3xx 215 process, Izlaxigr agesrxts linked 
the. V i n :  01' Sewztixan 215 orzdars as- an i1wc:st.§ati\#r°: cm! to its: <:ifi~¢iencv 
well as its exec<ti\feness. As <§i:~sm.1:~as=;ed. belr>'~,. .se.\tc*ral agfants tcaki ms iiI1a3£;. 
their have rxxher i1§1f¢ez;=tig521i.ivsE: tfscrls available* try fhenx. wh.I'<°I1. in .S=I}.i'iliC. 

pau p'r<Jdut°e the* aarrae- (sr twbxampz-11'abl.e ir.'rIImr1a.t3io~n. more <1{L1'if::klY_ IU) . 

41 Other Investigative Qptinna (U) 

5-"BI ageiais ink! us that ii" r.leia5fs- in r>bt.ailai11g Seclcicm. 1;1.-5. cxrcfers 
cmzsefi i;h£':i;' iI1*m st§if§a.i;ii3°13s to stall., tlhev Wapiti. s-ak the iniiimnatiori tlxr<1ul;}1 
otluar I'I1£'E:l1ll-5%. A~gQnts £€}_16 us iiilai. alley hafiz' oilier 'iisala 
.=';1*=*se1.i3a1;=.le to tlimix" to t:1biain. czfrtiain. bu.sin.ess .zfecicsrcisa mm'e qi.1'£r:t-kiy and w1i;11 
1*m1{:h less e~§R>rt;.. .}?`1;£1'§;her£nnre,, carve 28pe{*is11 Agexii. iii Glxargv of aux FB! iliad. 
o1i}i<:e statm=»:i 'iiiai in mzmamf ins£a:;1Q.us ~&g¢inl:.$ s;{=:<=iI»:_11zg§ §;mi0111~1z1i.t§m1 xfaigher 
than a. spefzii d.n.{*1J.1n£*z1i:, 't31s.¢*r€=ef:7iI'§e, all;kuLxgh. Me irri'z>rrI1a'ii<.)r§ rrlziv Ba 
ir1{*111-dean! in EI. pa:f.'ti.<:u.lar be-zsixzfzi is r<i,°~L:u'r{;¥, 'the agerli; 'wimnlfi l.Ik€=.}y*' 
c-s~n1.par'able 'irlformatiolel. nsfsiug czftlmear iiaste-r iuve-s=tigatiI.ve teciluziqzies.. I 3 U 

Q1%l(}1' sp&r*c.1, zageani;ss1 5&Ii£i. '£hf*§t gerwrziilyf a*tt<~:n1Iat to obtain. i.n£€sr'sI1a£i§I1 
-'tluoxxgh *w:1lux'Il;atry r:'.u:1'1p1iat'1£€i* or 'Beth bushiness wzfborcl awtljueéis 
mat! I=illé3£,s; can bf# iszmeri in n~ati+ona.1- -secuximf'ixaifmétigatioxas for tra~nlaa:ctionaIl. 
rennrds based on a. 1*ééI'evan:>a s'£,za1l1~daxd. iiUlike ̀hU$irz@&s itch zixrds., can 
be aL1££1s>a*ize<;i by it's.=». S.pe*.c§a1 gent in. Kiixairge 1:1 am field offs<::e and do not 
require FBI' Headquarter {3.{PR, Ur Fig&§§ iifour'i. approval, Tixexeferfa, 3.11 NOR 
can be issuers Mai 'Tim tr'anaaf;tionai #cards reiazrned in rrlatter of weeks* 
111 ozxr ~1'e1~'"i'<':#.v, \ve found that. s-Even agents ~rEq:;e~m.£={1 Stactiim 5215 oriie.. beE 
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N;f$Ls i1ow»:=ve-.ar i t .  as,*aiiable~ far ail. bus-inezas .rP=!;*n>'rds. NiLs may 

ifésuefl to ts3:1t.ii,i&s :§i1¢§=I telepho.1m cu rq>z1n~ie:s, tinaI1£8ia}. it'ia8¥.if1i'1i:i<;<11:»§-, fruit 
€1'&£iit .aixgmlciiess to §;=1'oduxz:e- ilirnillfzii =t*a.t.'etg£:s:'i&'s Go' r;a1.sett.arF1e.r Ami" €§z:¢r151xn1.e°1' . 
'"1*az1s,amti:an i;'1tb'i11za'ti£1I1. ~Se¢§:tion ia15, in coxztraxazzi, is- Imt limiieeti its .ts'p¢ci§Q 
<:ai.ego1'i~es of traxzaazttiirélml n¥<*i)1'ds' and. Fran. used to Obtain it.eH.I$ Wirtifiln 
:aw not. a1\tail~ab1£ tllrcsuzih Ni-815 311.61 as 

1 IU? 
Anathw i¥1vls$ii§;z1ti v€:.toQ1 that Carl Fic- sr;uiclwr tiiaii' `%§us'i11e;§i§ r<'41:£tit='a'1li 

r~e<quEr@'t. in 21 gra.rld joy' SL;blpo&§¥a~ €Etsr.x£i1.;t:§.it1;.~; Ixatitaiual seclxri Ty 
in*»'f:stig21tio11s *viii pa. azrixninai. r1€*.x<u$ aku- not haw: in s e .  $1231 I~{e;;m:i;;1;z11°t.§:; 
Gr NSLB approval to Qbllaiiii.. 3. grainzi jury s;;bpnc*~I1.a l1*£=:{:au:§e§ inf;=-y are 
11nder time sigrzatumfei of the. Prf>§';e¢2'11tG1' supewisirxg Me gfaixci §u1~;,r 
ilwesi:ig;atim1. I-iu\1»*¢'e*ar. ;81*a1ad iurv s!;IQI:§1§cafL=:°m1s Alan k1a=#¢*e=..Ii1x1x"ta1tI;c=1'us Isa 
czertaM coI2ta>rt.s. 'I`§l}(~* primary' lin'iitzx£iQn is 'iii mi i'ile~ i11=§t&$Ei§£~'8atim': 11*mst. 11.3% 
a. vrirrlinal I1&'xu§<. 33.1 add'i'£iur1. i,r1;{€5n'I1=a1i;i€I1'i §;1re$s°r1t@;i in ii g.i~arid'}1,1ry' mag* be 
Marie public in s'ubseq11¢.uii, t:.cn11*t pro'ce1e1fi.i1z;;1~a a~n.d with 1~i1nI.£ed' exceptim.1ss 
gram? jury :$t.;b.p<>e1xa.$- dis sat. iibligaiiei ~ti'1f¢. re-¢i};§i»i*r1#; £9 I/Iaiiti main they. s<:r:r€;r:}?' 

I 

I 

/ _  I Wld 'iii- GIG that. il'iey` <*h.ose nM to u~.se grarzcl j 1111'y $1..1bpG¢r1H,s in 
o1+<IfE:r' tis rnitaiztff tim- se£mi=8»- flif'-tile i:'§i~*¥:$ii§§a.ti:£3§1$. q U .I 

b'?E 

b'7E 

h Effect of the Processing Delays lm 
.¢*'&c£30r¥:iix'1'g to FBI agffzrrts and. s.£.x.P£=1'Vi§e01*S * i s  .iI?rf2e;z'x*i#2:x**#*€;(;§, wheel 

wtarkixagf on I18i.i.om2I. smixriwir1ve$.t.igfa.tio=x1 :sum a§»*88'n't. icie1tii.I;t§==rlt11e 
iriikérxxxaitifarl nfqilirefi ~a11d.'i:E'1¢:I1 ::1f<*i.f*r':'l?:in§*£§' Tim £%2:=¥Ii.<-*Mi legal xvsw in oiifgain 
that i1°1§m"nation.. Scams. ageixifi stated ilfzai a. i :  rrlamrlfitis Ix'1a5i* be :an 
acczelxtabife fee-iay for bus;§.ra~=es=s- recfsids 't>ii:c8aju$e can c.:§I1tir1ue. ~wc1r1ar1g- an 
nthlal' asp*F:ts~ of 'I;l16:i:r iaivesiigatialm aiutilxg tilai"ti1*n@: .i`1"z-'1.H1€=.. §-I£>u=i*&w*er, agents 
statist that an i1~m7:sti.<;at.i.0rn is iikeg-13° in stall w54t}.'x ex <1&1a§f fJi` £3 .rr1=o.x8.€;i';5 to* 
yfsrar in (}hta1'~1lling rvvaords, and 'Thai if Hlia- c'>f;f{*1.1n*nd ~l;!1=ey wr).111'd iofssk fin* ;}tlilEr 
-rrlmln.es in faiztaizz the Mizsxaaiaiiaxz.. imp* a.§§m!;~ ncrt.s:.d that Ra 6-'1'norzt11 fislav' is 13. 
p'arI;i»:~11.lar ¢'1>11{"r,a1'11 wtiiih a I:i}*e}i'¥11iI;a13t' im-'szstiggatiifzxz b1=:rc.an1§?"&1 ai£:1am.1;r§h. 
exiex'1$ion.:§ Izzy bf* g'ran.t(:d, a. .;:'rL~1il{r1II1za¥'.;>' i3Ewe*si;-i§§a'l;.inn. is ¢e;3°.pe<"i:e¢:1 aitlxcer to 
heGu1'1'1& a..iluI1 iii-*eéstigaiiinxi Gri t:iGsai*d. 'in £5-»rn¢;°a=:7I-Iih. imriiassi. iii! 

he 
C311s=> :°us¢=>-ni 'i'rs¥¢~'! am Hnzrsi' 1:a)l¥1ih> ¥`sT '\1W35S mvari-tixag {§3~;+ a Scrqztiarz. 215 1*t3=que5f$$Q 

for H obtsai:aac-i the eqxzivaiéiat. iNlh;;'rl1;-150.11 
flironigll. pu.l};iliL* SOL11tIn&S Sarah Grid-ragle-. 'The ap§f*173;l:. .z£lsn.tok1 'use thsxt; :it he 
in ad 1'f=.c=:-ived ii:h.& ~intE:srrz~1a~ii(:>1m tihroxagh. the Secztiam 315 <)rclfa'r', ice could leave 
used the t~i1"n£% he irw**~s.t@d in ~resea~rc§'1i11g ;::ufblic dataibas¢s' to wnfk. urn other 

and ir1\t@:5Iigatif>r1a§ I ICC' 

b'?E 
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:said Sim *sis mo &<1;x:§£££@§d } ; g 
a previous Sawitimi oraier UP submit an;$'£;hs§r. Inst¢*:a.ds, he a;§,»<;m'i: rkrszidtd 
to invest miller t~i11w 

Another agent. so <1 by her experience pure-°su~ia1g 

b'?E 

l I 

us that thinks ii," likely that slam r>b£ai:.1ts;'£ the same. i'11i'brrna'£ifJn t1;»:§1t. able: 
vmUiri have with as 311.i-.iIz1 tass muM re.<lu;~e$t`; aitQt1<1z.1;§*;h she: zsaifti Sim: c»:;=u.l.d am. 
hr: certain. The 2igexuti .st.i=i-md Mat; t1"1el .. llu~a.s 
time ('£§n'1s13.n8.i1§g. but. Thai; shi-* w{::>;.§.¥<11 mat. u.~st,* 3... Smticxizfa 3135 reqwszsi. u1xi-1e°.s~s§ 
she 1"1et.°¢r:1e¢:1 s§;am.eth°i1t§§ spe~I:i£1"{ 'Eh--ati. iz-m3ld nut fibztain t;t1r'm1'§3}1 otiktaei' 
1`1l8f{8ZiII$. E55 :u J 

In i*.<n1t£"asi;. 'Lila a w .  -aim received 
| ii»;>ld us; that time téexztriaair Lei 1.1: order $£;11v"*5E.{1. `lQ1¥}1€!. 

To et agerrf siaiifsci Was? 

b'?E 

'lm I 

cu; 
8 9 Value of Section ma Grtiem it 
As:c=ordimg to. 'mf i1M=rr=de§v»f@€¥, wiiezir. tiiey nfzeci pm'ti€:1.1i££1=r 

b11s.ine=s:s record and it. is .not available by armotixer i1§L<E§iiga1.tive. ~tt§Q1. Smxtiaxl 
Mari be an irxxf aluaiaie- to<;a.L iis xzotci :-8£};#€I»'¢i',- $ev'&r1 z1g#i:I'11;5§ wki up they' 

<*or.1].d I`1c=t.11aw: Qbtaiiwrl th-#3: rec@r=:l.s> tin* izmir i!*l1~f=~=v»=:tir=¥:=lili.rw1q "#it'I'w11' *FW 
pro'\-*i.sI.n.'11. In faatih. case, the 'age11t:s'~xtere tnldl | 
l I l.Al{'ilou.;§h no -a1g€*1'}i; ii.1a.i;.tiae 1°§§€.rra'1'€1ss. 
£1.l1i;aiI1§:c1 laursuant to the ordazr' resulieri in :zi Iliajor ca-${2: d-ewmlnpnifrni. lilax1y 
stair '£112££ &¢=r=r%x inw*51.ig;3'iikfr* 12061 jim an. FBI age¥1.i.'a mm.. him. iu1P€;1"ta11£; 
and Thai; what; it in the Qxiigr .t.F~x31 I"ilat will prmiuzxi* the frilli§rrr;z¥i;it:¢r1 it iS 
invalnzablcz her; if tlisz .prnviisa in ¥JLlrdf_m.5QITI1»3. Q 

I 

£T.Tl 
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v :~ Surnmaory ii?) 

I 
73'»*'e detf>rn3int'fi ighagf; the pruc:n:ssir1.g'iima Igor E`§ef*t;i¢§11.z2` 1.5 req1.Im§5¥~;sS in 

i2(}{}f3 was sirrtiiar to `H1.at in 20{}§,. with aux. &1€iI'&qG of 169 diaws.ir§. 2006 :{'éJ12' 
the: appxmfed ~0I-.dam and .51 .fair the ¥»¥1ii11.dr:a12l??€8. r€:e:£i.i;-E:st:$. Similar 
reasons to terse she i<;I<e1"1i.iiEe~ci iii cam" pafe;x=¢¥§31~1§8 repcrli axplaineai the 
pro¢;:edura;1. deilaxfs in .:a{§0f3. ir1{*k1cii'£1§§` the 11:n¥ax11i1i.arit8;*'with the 
Sec-ticm 215 .;3ro<*f€s2§€ Me few .rresmzznfes 't4::- Q¥1ar1.d1e8 re.q11est;r~3 expediiin-1.:.s~1y, a 
111.1.1i3;.i~--1.£iL,t<erea<.i 1'1ee'l.*7i_ew p r o f s ,  and mtzrzrirxus 51iibs£;1rrtive 'iSsues re§,§a1+c1ing 
`l»\f}1€*i;lk1§*r {'£°r£W1. :=zppf licaiio~r1s Mei the ~sta{ui<n'jg<f 'r€qui1'arI1€:r1ts. W=e also fCuncl 
iliiat FBI z'&s§e:1t:s§ gmeivailly ati¢m;*>t.ed to; Qibtaixm a"e<*@rxt¥s tk11'r:¢11g.I71' cmtlmr, 
qnlimliax' irw@s&§§i¥£iv<¥ 'p1"fJ-cesze-5, inc.§11£iir;g s2*<1}ut1falj§' t:r:§n1;§1ian<'f:,- I?~ESL's, and 
grmxcijxxry Yul;>p<>enas, \Ptimr.1 pwvinlers rtquire` :et Court ~13ri*li.1',. 1't(J*~)=.><<:v€*r', 
agatiis :must abiaiii -*t>x~ci'€rs~» iiirough aha Se-ation 3115 review process.. W£== also 

, . . . * . -  
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ns- 'Wh 5 1 T.T ' J  

foluzci that wilexx t;1'1e* 'HSI ide:1:1£i.ikz€i e.n1£=r¥§§°1'1£w'° F:~irr11~;'§15;.1;a'i34<*.e=&. 
GIPR were abha to p1*(:<ti:f*~$s in Ei€:f.'i;i{m.2i$§ x7€:qu&*s't;~ q.111-iz'k;ly. {{}} 

1:h<°: Mai and 

In 1606, pure 86-stint; 315 ord'¢rs';>tQ<:£=.$:5e::I xatere used §J'1'i17I1aaril}*' Ur 
exkmanmt illvestigatiw': leads. Ii-iowaver, ilium. FBI. used Seatialn. 215 o~rcla==rs in 
ribtaairx i:1li:J~1"mz1i;ion ts- iTt>1'eig:r1 .gQw*rz11zse*i:1ts andhx support o'tl3e=ar' 
iz1m*c'bn~stigat.Im2 1*eqi1.a;S%$. 

UF? 
Vote d.I#;i Nat id»:=:12t,ii'§F" aw iusimzcfz in xviziciia iniiiliiiiattiim Gbiaineii. t`rclni ax 

8fmtiozl 2.1.5 order 'was' uses. in a. cariznizzzd .proee°eztix'g.g iii. Mia. in ad<1itio~z.1, 
we ftmxmfi tint the FBI rlisestazxxi aims ~inilmrmaiie°11 eiiztairzed. i§°'<m1 p.Li.x*<: 3er~tim1 
2258i to: foreign g<wm~1~1r11er1t.1 in two to$t;an¢es i11 'ZEGGES u: r I 

In sxzrn, *we i'cm11<1, lim* in »n1'11#~1aI¥e\ti<>u.s repfart., t,t1at.SecI;ir;n. 2.15 orciem 
Ciilll he a. s-"eilxiakxle inve5=ii.gativ<" taxi! to Q~¥3'tairi r<*;:oI'€Is- that am no-t'; avz1i3=able 
thI*mig1-1 o*Et~u~1* xxwarxs. §1r:rw¢w>r, Sectlim 2-15 Nxwiawz :~».z-9 ~m'=t °1 ms=*f'i. i'%~anum1~t1y 
bf*fausx.= of Tim 't.im& it takfzei tri obtain 'the <)'r:il2:r.- 
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. GmwPrmn SIX 
IBilPIR{}P'ER it U$E GF SEGTIUN 215 AUTHORITY 

JANE GTHER NOTEWORTHY FACTS [U] 
f 

inéiuding any 'illegal or unprugmr use it the autlhoNty." . 1 - . 

"Elm Rea1.zt;i1£1r.i2s8i:§¢1n .And Palma d1'mctm:i Me calf; to ~i<§e:£1£5f3* "may 
nn£.f=u*orEhy aMs -at cir£,'~u1°1'i::¥i;.=§;r1<8r°§s relating Oz"d<:t:=s ursxler suczii §i1e'<'ti<;!I1 . 

y or in prugm t' he 1 .h. toif "' In 1'h.1S 1°6\»'Yi;e\#.=', xmfe 
slid .§1r:.§. identify' aw' illegal =;.1 s{: mf S£:<~~'t'iG11. 215 a.ulhodi~5='. I%im\1"@f;*er, it* 
id m71ti£"i£%r1 'l;\=~;t<1 inz§I;aI14vf:;s1 where the ;:n`<:w'icle1" Pmfi Lifzeri .ref:Q1*cls that u»=ea*;'e in 

tin. but w£=re~-QLits§'i€§£:. the* =s-mpfa of, a §F¥ISa%. €'u~Lliii £:§.1"der" 'I`}1@s& 'tWo 
£*asw raise ¢{1s;1c@z'r1z& aklwftixxt. Tim .FBi"s iriarltiiixxaiian. and Ii azazilixxg of sash 
adgiiiiorxal t°:1a.terla1, (UI. 

A .i-so »:aI.i$;;~u-sst.e£i iN this c:h.a .p'lit:r are two .additiziliial "'n.ot.(.:wo1:¢.hy tats" 
riiqgarfiirmg Tim FBFs ̀Lll$=E'i of Section 21.5 alL1tIwri.ty 'in 2006. The i`11'$i. ve!zrt.r:s 'f 
the FBI's x1se of a. nai.im1.<sQ§. §aami1~it§,* i.Etfxfar to. ciifstain. ixmtm-nxatimz. abouta:.. 
51.1l:rj<e~z*'i; terza FISA €`~»;1u§¢¥; 3r¢§e.c;t;eti a §i-e£*i:it}r1 21.-E3 nrcim' for re>=£:elrd$ 

l 

I"*~ FI'LL 

u p .  
. 11:1 it 

bl 
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b'T*E 

I "r~ Two Instaxwes in which the FBI. Received More information than 
it had Requeatad in Response to a Sacstinn 215 Qrdeuz* FU] 

" .l`I11'tN1g1'i1 car review of FB; zuiii oipxz dec-uzn~erx.t§;a,. =.-me id.ex'§'E13:fEe€,I "two 
.§.nstam:e~s In Wimich ii}l£% Fla.; r<:=r£=.%i*wd ~mn1"=; ~i~:*1fc=.rr1Mti<1.t1. than it 'bmi rmqueaiixd 
in re.aqJ<11'vst:: if; a S€;=€~1;i.;;i.;1 '2.1.E"3lo.rd.e.r. 01155-~ .in.St;.81t£xe <sm::;.:.r£'ef1 iN =7;£;I:¢n£~:<§ti£>n 
with a ccmibination ixrcier atlsii this' r¥i!1.er c1£:i:Lllrrari pi11*a~§Lt'ar1i in a. purf~>- Sectiori 
215 mftlvr. 131-6~ Fro: de£eraa1i1°1er}.'t.'i::..f. the nxattnr £3.121t;'3x:::m1<~@-s:1;i the 
cQ1ni1im:s;tio1'1 circler reptsixigable to '~£l1§=: l5>residm1t'?s Ixxseijli-g§i:2r1£~.<.=> C}\rersig§h£. 
Britni lI.{}i£3}, Thee* FBI <-1»;.t<*n?£1iI:i.;;:<1. €"¥1i2t.'£,}'7w 1¢m=1I;;¢*.2? i;¥§21i;.3i;°1.vQ1ved life: yum. 
Sve:=£*iQI1. 21.5 <H.'d&/' was not 1'e%p{1'r£ab.l.e *Fu the. KGB. (UI 

€ii.§cus~sed in detsaiiln. mar i\.*I'£u°cl'1 '360.? Serial 315 npuziz, the FE%I 
is reqxzMari to m}:}i3!'i; any i:.*zxp1"opar use of S#€:<°tir;>n.- 215 a11;tI1ori"t3>' to the I£l}}3~. 
In IQT6 thee: GB 'wage created by ¥i1x;~c1§tiv~e Dotter mat ctxawged -utiiix reviewir'lg 
aetiv.itifs$ QI' the RMS. IN.te1ii£{@;n¢e- <:on1M1.x.;1i.1P;t an-ci IJ:1I7Qrmi.§1g "ill: Fressidmxt Go 
am: @1ctiwd.tI.ess that. the EBB luelifeves "may be 'unlawix.'1l at <;c>nf;rary to 
exif-c';1ti1-*Q crrclrzr or I-*r'ea8si;ii=~1'1tial I}ire=Q~t1wzs..*' .€3:rc§.eI.' I.8~€§6~3.~5'7* 
Tile. §¥3xe:'z.~1tiw~ {}1'fie*r :1EsQ'.r@qiiirt'sa the ¥~"BIf*$ £}&¥1§aI'z1} ("~rn~.111sa.l to report; to the: 

. . . . . . . . . . . . . . . . . . . . . . . . . . . . 
an For n:1§n+e in&>r.m.a~ti»:nx 8am§;i'. Me KGB. the* fi3¥G's repazvrt t'fliil-*Rd Replrari' an 

C3csngrxes$$ an fray3Ze%n'la2f1IG?.£6ttt q1"ISeac£¥rm .for q;f't.*1e~ {$S;=1.. P.ATf§tO3',A¢s, £:a§;jes-.2€i*24- lMarcl1 
E1$f_3»(31?$}, EU; 

. 

or; 



or: 

in heiievm may it: Lu*ii*1W§I.11 or) 

EUB am at least a q1;1arl;sa1*1y basis i11i;»&'.I1i2€e=¥1(.'1= au:ti*ri£1ie*s aha# General £:"zr}uns£:1 
has '*reas<m y v 1: To aw?" .1 'F mn€I'aly in f8:§§er3'L;%.i*»*1=:. order or 
Pa:esid»l:ntia;E. d3r¢etixte." vhiaitx x*e'{¢rre.c1 to 

".I€}i5 vii}iati<;sn§4." (UI 

|, Case 1 

.¢ .'1;s; p1"e;vi£)1i§Iy n:}~t.¢-mil, c*zJs11b;i.x1.at.ir;;';~Qrdenis as# ̀ b¥1s~i~tl;e.s§;s, miamis f§=q1I.€=§€$- 
atiaclrwd. to p@:1 mgisair,/tra;1> arsiifli trap°€=: 31?eq11f2;s'l;s~ W`e iburid that in farm 
mai.t.<=sr i11v+:¢I1=i:1§§ 3:1 corzz'iaix1ai;iis'§'1 o.r~:i=;=5r. illafz 

't11.z-1.3; was not; ts~.q1.:xest.el;l in TM §¢.<:ti1:>a:l. LE 1.5 
a.pI}1i{:.z1E;§.Q1§. or a1*££huri>ar§<1 by £l*n;> FESA Court »:}1"di*1~" | 'had 
b£'=¢I1 *atzitimrxriizfxi Mari 'r+:3.i*€1i'.vt:Li §}ulr:&&u.€iI}.£.' Us a 'p'r'€w"i£§§,!.;s ¢:;§;§1n1')'im1tl1iF}n Maier" fiat 
the sL1bjm*<°L `Neii£¥'i&1" 'iihez FBI agi::r1f..\~*»'1l.1o had 1'¥::q=;xe&£§'£§ His* Para r€*;§,is~¥;i*1";'tr:é1;;3 
ziwii immune o~1'¢Im" :mr aim, iiowaxter. wins- ax=v'¥11*<=§ i"hai1.°i;1w 
had been p:~<§§>'1l¢:§f:d purs§ua.11£ t.<;# 'tim~p1*evi¢1i3 G?&@x. Ass am :'§.:s;ilt,- the: raiiewzrl 
a}3p}.iva~t.hTm s};ae{;§flr;11Il§' sgtaied toa¥;. it did nut; seek 
b.ecaLlse= the-: FBI hail request-it that itJ.i"cm11a~iir3n 2531 a. ~previ<:=us crde-r ¥;>u.t had 
not; rtzeivtxd it.. Ilesjpite t :  fafii; 't1§at. film. x*£:n£=§vm'l appiiit:ai'iu':1 Cir id it 
and the fzc-urt.1s tardiazr c-1ici mat; a1.1~i;hm°ri2:§§2. produsztirm. at 

cfympsz-any £*I)r1i§n1}.¢ed tazs lrsrtrvizie 'i:l?1-Gr 
I'<"x1f*wz~;1 order '*~.*.*=zz§£<1 ex@<*1'I3§;@<3. I.U

] 

azfmr 
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The agettlt 1;o}.<§ tlrw {3iG 'tlizerll she- did. Mani. kfww' the 
ams ̀ mi:i.r1.g§ pz'<><i'11ce:€I. gmrszxamiri; to ti*1e.'xT*m1exatal -ors*rlm' until a aroxixmaateiy 
2. xnnrrtlxa after "Thx: order was sigzaeisi be time FIE»A {§u'111"L Site. shi: i`u":~5t 
learned that Iiiire F131 had receixfeail lath resl;1f::c1i= t o  ei1.l1'e1? . 
Qrcier w"h§='n mfr H-*1HIvs* in her Eehzi. £}¥¥I€~¢ 1n~io1fmex:.l tixat time FBI *ma- 
r&°F*{*i\»*ir1g| lp1§rsua1'1i.i.Q. 't;1.;;f; nM.. 21.t1I;h<ari:€§<T§ by, Tim. per; 
rt.=:gis'u:r/ trap and. i;1'a-cc* Qrd§slz. Afiffr His* analyisi. repQ1'1i.eci the maztWr its 'kiw- 
age, it bmi; NSF,,£§~ Ami GIPQ. mea-* r'[.]"l ~:' i:1i€ia*nt16€11. 
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The FH! co ntzlxxdazi thai 'a.inforrna€°iala. -ufas zirzzwcxgzseriy collected$9 and 
r<;pcs11.eci the in'cI.dmlt to Me GB.. '£'i'x~<;e E131 allsn stated that this matter 
s:€>;a=or{a'»:xle bwalia-e ramrfis nfl Iar& sbat.1..1trarily }`11*<1*l;£:z(tt¢e=:i. 
€}IE*Ii.'re°la¢;nrwd. the trident hi? Qhe IPISJX {"£>uI'§; and prmfified the rua.teliia1 that 
warm not r(i~.q1.1e.'=-.= Ted by the my or aut1~mri;:f:d. by aha .I"ISA fkmri to: the-' FISA 
Ccaurf. br sequesfraition 
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An I="¥3iI . 'B13~ec>tr=m1ic £"r}1n'm11'n§€.a'1in.;1 ICC) aguproveci £381 'Tim FISI I3eI3;.¥.f.y 
£'3eI1i"r;-Il f3o=L11T1ss»E'l statirfd that the :'1'£iS=tr;£k@ Hama made ¥J§*= aha p1"Qlride.r a~1=¥r1..r1n{} 
Me FBI. Willie we agree flaéii. this ii1tEia3. error was t'I1a§;k8:.by the: ~¥§rc>vi<1e1z i;I~1#:* 
P*E:i mniiinu-ed to rec.eiv<e and. re£.ai~n ~£an»11'1£i!1rrx*izs::1. iI1tl#3r:l1?£1a¥.imia abotai. a us. 
I::er$f:=n br appro~.';<i111ai;el}f 21 mcxnihs.. In this -i11s3€€;a'nc:.<*:, the FBI c:orlltit.'nneci try 
{:calk~r.*i. ir1fo1nnatic>11 ~:-xbrmt Et IQEZS, ;ap§rsm"1 wII;l1m::t. rexrifrw by time agztximt 1:0 
eI15~1,1I.'4r: i1¥ia£ i'I;.°\a.*as a1.1t§1£>xim*.<1 by the i'{§1;i'rt fxrcier. III 
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'l`ili;& £'a.ss,a gave us nfxxicnrrx téiat. FBI zaganis .ma*i~*' Tue 1.I.nkno*anlI1gIy' 
'l4ec@ivirag in c8'H'1m' C&Se»a Thank. 17iii5 Iii; b&€:1'1 .aLlti'1sJri2i<rd be 
the FISA (I~0111"£.. 

"-'W'»;e"- ti-xerefnm ixxtffx fifhxtréti each of the aigellia 116110 . 

rafcezimci ~nt{11nbi;'}aii¢;>i-1 oréiersxtof saixI'zi '£ilaI: 
'l;11i;:3.' recteiwscl as dir¢$¢t.¢d. by Tim FISA C8<ui¥rt;.. ~oth.er- 
-aggaxits iitifflzltiitxg the iggént in Tim xxlértier cie§c§%>&d alaovtzé ttzalci us iizaiy did 
not know tile "FISA {`»::+u.rt Q1°::1§ar iii ad i;'1ch.:€le=f} a 1'e=q1_res¢t. fm' 

arid ii1&§* <:Ii.<i. not. iiiirak tings' pt§'cf:is,*=t:i';i ii, Of: 'tz::=1fi us' 'ftlzat 
.lm kramer the iI1{nz'm§1€_i£1rI was requested. but t;§1~83; he tQt1o'1.1..g.l?11; he had! tar 
€3Ij{H)1'£:~;g Thx* order in o.r€I¢'r 't<§.r£'{°-Qiv'f 51 M 

:al 
I3emrlse `bu.sine$s recoriis pr»:7}€1uri@d e1t¢ct1+oniea;lly 'Pu1+Su21;I=lt. tri: 

(*<>Mhin.aii<n:; t}r£1.e.3::5 are xaaii ir$i; 1revi¢=w&rI Izak 'the a.g¢:1l1t$ b&tQt"&' Tim? are 
';§1'ov:id=¢i>#:i to Q$IQB}. t£°{i'1*I1;i,<*ir:II1::3~, agi-:I.1£s. rrxay he 1'e£*€§ivi.¥1g 
-w~.3l1e1*1 it 'not aI;th€)1iIz~:=2:d Ami also may rzrat rea1'i:>e:e- iiha 

lxthera ii; is a11ih<§1*iéxe€§. jWiiirefxver, ihfss Fla; do Mari; hitvrx 
{".r}>c'§*£i1..I.ws tlzat. require FB! -a§Inferi~I;5 or i=et*hn.i£*ia'1'1s in. ;'e\='1eiv.* busimsrfa 
re¢:r¢rlris (Ur pen r€gi5if:r,*"§;raqJ and tfacze 'irI§;>rm8.i'iI8m} urhezu. i.h¢5' me. ~E11:sf;. 
prodzzcesi tau pI:1sux't::. t§§'iey" havéz H*{:e;iw5d nelly what au{'hM7iz1n*d 'in am* ̀ ¥li3A 
Court. old£*r" In addiiioxm., the FBI £kJ£*5 not I*E:~qui1'e a=1.g§ent.s; in re.§tie*1af' vm1rit- 
r:né11@:1*ac£ .1.1;1a'If:&'1:~a} biifziéw it is £:.gQ£.iaa£If*d i~1rltc~ F'i§i ilatalzfasers., f 
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.agents 'Mid us that the? were: not aware that GIPR: had. attached 
I 
\ I 

'liss .¥:11a£i;a=~1* Alan flizlstrawsz Iithe* feet. fat' ̀ b§,t.f=er" f r§1'r1inL11"1ri¢.8it1¢a11. 
betwrt-tfrxl GIPQR, ~a'ti;Q'rri@ys, IHSLE' ai£o1'¥wy'S~. ::u1ci.FBI »€*as.e; As I1Q#;#s*s;i 
above. e as or 
a reqaiersiibzr 33:1 'their Perl regiatel*. Dtlim* z1g§.=I1'I;~'3» we 
'i11£.e.wii.ew»ad. .512-ated that they 2-wre our. away Thai. OIFR .Gr NSLB attanlegfzs 
1IIn}€§ Qxficied req11f*sl;s fm' subs{:1¢ibf*1* .i13&ann;ai.§can to fhejgr Pam 'r€gi$$T.€~r;'frz1p 
:md 'trace .rf*q11=£&§s.£s-, Our `1X'ia1'€'h 2=D€}'I' Svciiimxi. 21.5 n=-pmt. also ¥Q;~11a§ ~£Ilat 
ageratum w'er£a» not aware that UIPR adélefri t'eqL1:f°si'a fin' subscriber i2I1ib11'1'1atiQ'1"1 
to tfiizfair peril .regis<81;&r/'t1ra}3 anti trzicse rieqlwsta.. If ageless fin- I1n'It it"rm\;.*' Timi; 

be 

n 1 I I . l . 1 n l l l 1 l l 1 1 1 1 1 n 1 1 l l l l 1 I I . 1 1 w n I n 1 l 1 l  \q.\.,. t o  

:ix Our ¢morn*<mrn in; 'nut iiisrzited to like 'Fu Lzsi.:1ea=s .:'ewrd pnrliem of till £*o}1;11'>i:r»1rif**li 
nrdvv. Susi' >=slls\n zaswnlima in morn ;'es5~i.$:!4°e1" ,»'is~$:n mIlisrll i"*mn¢~:'1~m"~1*n*r¥§: ~u8*!=s.w1-s Fe-ra 's'w~r'rt:*r1s:¢ .I I i 5 L 
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&:>¥.1s8i1'aess .1'eLNsard mfguesigs have. bren midetil, i;i1&5s= win km 
be or are rvczeivirxg &uhst:=rilbcr cos To 
Ierxufwledge rrxay contribute to IDS -viulaticms and the 1&ailz.rre 
vifakrtions. In , Ag to 
p1~¢*vious}y ordered "to: be prodiimd by the if. 33%. (2 url 

it Kumar Ebay sh.a>uI'd 
'The Izak it 

uwvledge 'nr y Hp ribs to U it uh, 1, is to at to ,i;§mltiIly 1:03 
"It In arlditian, agents may unnec:§stsa1ti!5t' issuer NSL fin' "m

.t't,>rrr1a=r.ti:>r3 

FISB. Quad. I 
. I  J 

B Q Case 2 {U} 

1:1 r::;§p»rmse Isa :Qi pure 5£,*f:I;inn 215 cr1'dc°r' p1'~:x*&sse<ci in 2606 and Sigxgbréci 
be ion F.I+8A ilium in 52f}I)'?'. the FBI r¢'ce=ilrerl Ix1iE>~z1111a~tioz; lcmycsnd the time 
period a u thxxriseziici by Tim: Qr&¢I. IU] 

'ilT11<: -SeMen-an 2 Iii order at .iasue requimcl if! com'pan.y'tu pmdxxcea. r¢;<:oI~:.is 

I 'I 

,.. - - -. 1.-.: l£> 
Sent-ion 31.-E3 mqu¢s.5£* after the <~{.:»H1pa§§}r re>.fi;z:»md pa prcwirzie 'i.¥1&' b11.:si7ru8iss= 
rez~cn1'rI¢5~ on £1 xtalamtary basis. AIt1710.Llgi'i 'iilw cmrdér' r€'quir€~d I;?1¢*. P1'odi,§.ci£iQ£1 of 
:Inc.-txrxwxzis 'Igor a speriiiieci §~H.1u:'x'EI1 period". the ¢0;m.{a31i;>r préiludfzd. the 
'1'ec.0rds find :~a.cid~Iticma1 lnaxrilia >&} ,LU 

Aasxorclingg to time rim' garxt he. realimcl that he* reazeizwrci 
additional .recmrcis bqmraxi the .szzup€z QI' time I* IS¢?1. Clnuxrt. orcier . i n  clays- 
he reiifv;-rcl* the recfaifds Un {}<3i.<;>ber 2. i2G{}T. title. aggatlfiz sent.. an M to. NSLI8 
and the Fax. i£1'1s .pe~(~'i~;it}.n IL3ivi-sion~ .rc*po1'£;ir1g i;{=~:& 1`na1~'E;§*'r* 3 pfgxt-§;\;l1£ja1 ICE . 
'I`h¢'. ;=1f§en;i; it:-Med ijliat itef 31:59 of*porl=&d Q16 rsaattiex' 'iii 0:II?*R, "EM: :=1ge=r1t t»t3I§<:1 
ihf OIL that IM* I'#&1=.!eWe'£E the* re=;€;z{§td.s and are if {§ a f:~r;IJP\=" Qf"I;It7£e f.ialt¢1. that did 
Nat iI1c:}u€I€ the Ir1r1}1i'18$s of dur una.1'.1.t;l=l€n:i2:§:€1. xwzfards. {U.} 

in disfzzussecl this Iriatlter '*w1'i}1 'i3fh1L"~FIB£ Ami {)fI.f£'R. 'T11§:. FBI irriWrtubrii 
Me GIG tksat ii had ¢:§et.-e1~nai~ne;a¥ tri; this ~1~nIa§:t..e.1* 'was nM ra-{§c3réahle to 13zré 
IQII5. `WI.1fm wrap asker! for ¢;ia=c::.1r*t1e;nta1tiQr1 €i€zvisifzIx the FEE r'§:Ix¥r*I52>£3 
that ii Iaanixaorxe becmzse ii. had detmiraixmeci Mat. tim inrzifglexat- alxmlld Ilnii 
h8==,1'¢;*' been mpanzed in EM: 'NSI..§3 as a 1DQtr:12'tI£i3 §:(}.I8Ié., Wie: zalsn-askefi \=»"¥'1'et.l1¢*1" 
the 1115Lttfzr had b-eel repmxed to the NSA (I(}i1.'11'i;. G*£E*'H:. :stated that ii; b i  limit 
yet detmnniiueai. whetfwr E.'f1§>.n~1at.t;;-wr \'l»'3S cmxxplizantsie ~i':1<'ick:~r1t Thai; *izauid 
bf* 1'€:pf)1ri=e:d £0 tile .FISA Elfaurn {U} 

q " l . l  

We .I'oln*}ai a11wth=ea' xxsatilm* iI1\=;'zI~ixrin;8,' a #:<=11':§l:>i:r:zatiz::1 mwzier far pain rm~gi5i.t=&~1',~" top :sir-id 
trace and stihacriber iaalbrmatican, The day after FISA. Gianni order vzcpisrzd, 'the ;}ro~=.-idfxr 
izehntixinsed i's practice <§l` faixirlg to 'line FEE! agent :to Iizatxsf the .pfxoxzrx m1rz1I>~er-:s.€:1>1Lz=:<:ted. as it 
msuli' €1flt11.¢ s¢11;'*»n*:>.i1}a11c2e: order 'Hue a§§.**;:'1-t did not Mira!! ii" he r`€:§t¢=1v¢8d 1bgv;~£"i.b¢r 
iI§Qm§ia§m1 .rifqmmali ¥;1}' FI§é'1 Cami. aides. Bed* tu.:§£*.-w-li Qxmlsll 'riot dciienlzxxite* 'wI'i§ I'¥1§:.: 
title ill; iri;>£ud.e»ril $¢_1I3.e&c:riIb»:1~r irzibrxllatiou, Quid re; =is1@f:lud»:: this Irxzstim in our asrlaEs§aa, EE al 
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c{3illpafxy from vo.IuI1tar1.*i].§; pr#;1£has;~ir1g 

FBI oiH£:ia.Ia s't.ai::d time; t£1¢'P"Bi£'5 r@¢'eipt Gin cxira n1ont31~s- of r¢c£11li£.ifs- 
is not reportable to the IDS there- no- s~t;a~I;u.te pt'n~11ihir.i.11g the. 

or Ltuia . ...gr 

'Ra in 1 to f.§'1e* }i`I§.{. and tI";.11.s 
tlw inc:.i<lex1t. mrs not -Q-'1¢:}i;at.e any statutger., :mr till it x>*i<s'I.ate~ am' Exefraut-ive 
Qrrlea' "1"l1e FBI s-tzaiee-ei 'in -It: be:€.<1.x1&e 'i..¥1er(=: mu rsujflizh vioiatioxx ix.. shrmici he 
able* in treat. tinge aficliticnfxal 2 rrxomlizs- Qt refaorda a..mI1xni;ar\*= Prada 
iI1d€:pe11(i¢5~r1t at £1752 Caten (.n'1é§s:r" Q-§l 33: 

b'?E 

We eIisag1*»ee aafl. beiI.ev'¢ Maxi the i:=r+a.diu,1£:£~isax1 of tlizease a1dt;iit§r§r1E1IIQ 
r<=:c.*t>1'ds ahnulxi not. be -czfmaldésreci as w71.¥niiism3* and imtieperxdataii Qi ijlm SA . 
Cmzrt. i;8'1'der ~wit1az:1¢..1t Ifunikixer I11q21.k5r. Fi'rsi, the provi=;Iar.~ reiUsaefxi to pI.°€}d.u¢:.e. 
carny recmrfls to time i n ;  witiziaui. :El rirxuiii Qrtiér, $¢€@~£1€i, the }¥`:£3I has #Alan-sen 

at; to ask; the== pr1wid~f;:r "s§f1i<":££1m'.'t}ie adriitionall 2 Irsmitiis of mcorés *aaffzre 
p'r(.uck1¢&d i:1w:ixfe1*£::41t1y or vaixxratmily. Thirci. £I16 cuilectinn inc{1x.d¢s 
i.:1 l'nn11at¥nn Qi u.,5., persox.1~s who are. not Tim. §ubleci.s Qi aw FxIliqqsi nsutiorxal 
s=€§c1a1"i£1*" inve§;~tig;'atifan. Ther£e§81re., we: beliegxtta '1;lm~i; if the FH; were to g3a 
Ami use "t.}1f°s~t8 'rw:*Qrtls, If should' eit'l'in=:1'; ii] £Jb'¥8ait*1 'writ.tt:r1. {~*Q11~I§¢r1I1a£tiar1.'ii'orri. 
Tim p1*Qv§r1.er Thai ii§w_ records verse *gtrc>d.§.meci vr;§.1m£a'1iQly-, Ni* 123 obtain a. 315 
Quiet ifrfxm title FRSA. Cxsnsiri' :Ear 'inv pr.Gd:uc.§;i<m ::*i"°i;§IL.1f.~. a.dciiti<ma.} wcwrfxizziss. If 

that e 'y 
Go~1aN declaims to Issue. am acldiI;i<ma1 Cr-rqler, the FBI séiioizirzl. revisit: it$ IDS 
de°tn~=n11irf1atLi£:r11 and seq11es§tf*.r the' ad d itifszzal mcimrés w¢§*t;I*1 SA €Qln.11r'£;.55 
{U] 

the ;prov~icler &"rate:s t a ~:h.@ p.rod.11.ctiur1 'wa-5 :wt 1m.i'11'it£t2J;8'§? and the* FISA 

FBI Qiiiixialfa 
riot; 

3{>{)p~g} Qi > 

i.r1€I=;:¥Jpr1d£°Is*; it the" 

a s  s$1I§§@;i=sl;¢<1 to us that. ¥;I'1e§* siwuld be<.ab'I£: to 'try->at any 
--s-tatlmtorily pI'ni;.¢;f*t:i=.Ci xivanrtis cibiisliirwrl !}11.r5~§.;an£ to, Ezri; GL1'£$§de the 

pe f re. Se{*i;i<m 22.115 or§k=:r as as. \='c11u:i;i;ar§* };'r()rh1=:'~t;i£~)1§ url? rv¢*£}~1'{i$5 
3 ii: '/ to {3rd€*r, *»A*'& are 'l2roi.i.I3k:d be' this ap¥81I§a.{"}1.'be*c:a1.13e 
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:so in its xapoxleaab to Gun :\r:1;rQ.l1,. 'lim nS§1';~ staieai. tizai. in hath rrxattersi diaeuaesécl-ill 
thi.z§ Srxrtiorm. "Kim FBI timid find: astfzpss .1*z§¢£:e=s3sar5=` to §::'£sne,ri° Lhai. l;k:<:. up<::*~~prndused ix°§3b1'£u.§::£ii1:r1. 
x=:oL1}fl Iii; he: Liseti." Howevifr, cilia is ffxiigs' parriiaxlkgr auzgzuraie. As disczxsseé ahcwa- in (jams 
18 lilies a:.§;'§::'.zi. iniiiailxf islaiaziml iziw .a1xldi£i<)1*§1.1§ nmtariaxl. HOw&\==t=:r, aim 'i'?Bi:l1at<ar =c€i;~sr1§:§.1ic£.t>d that 
it sil1~:}=;.:icl be Chie: to 1]1 these. a»:1di~timnall :tmn;'da =and¢::r t11€i.t§i-mr§-* timi. i1'3§*`*;?- ShMlld .bc- 
t:!'f:a.£¢£l &Ir11iLl§ilr' tilt £na:ier'ia¥s tiitazi vi;=.!11nt2uMi1y~'p;°;Q<§<;1¢z<a=c§. disixfgre f-w*Iih Huts analysis, 
Beizamisa of our §*<mzx=ms t¥I§z'i' Tim FBI' $£'.z¢11§ci rant; Ami? the z1r~sat<e;t*§a=§ withxmt"eltkwr co:1t'a8c2t§ng 
the pr£J\¥id12r'abuui2 like: nlata;~ia1 Gr' .saainirzg an. -eixgwlrxziizcl .I:*§&\ <ude1', 'rate ~:l£md.a*. title* 
r£:{:£>n.\2:1enclai;iu11 §¥s»£*a;ismd abamwx, R *  irk. feaaswarzri. to; 'the N!§1l.>'s and. FTHI*s specitif' 
re spans# to Thai. recnzfzzxnwindzxitora and law: they Inmxxci' to trezni. su-1:31 zxmteriall. HI! . 
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FBI Qiiicials expressway t ie Vi<'=:w that 

'Q
¥i'Q

§vi§vF§r. ave are #:~'QT1'1£:€*I'I1:§:d by the lack of army c+orr1pr<'~t'1e1*1ssive 
Inning n'1en1mri;1I§2:ing £;a15 lj>.cssi=t:icm :.=zr1.ri ;a:'uwd'fii-iag g£1'i£18rmf* in case a1.§.i.;Q1'1i.ss. 
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In s1.:.m111aw.. we: 'f=::11n¢:i. tivri §n.starn¢es- in WIIEQIE1 the FBI. I?€€eliv€:. rn.<:=ire 
i~nflc,srr3'1ai:ifm thru; ii: had resqesiied in -r€e:sp0.n:=a§;2 to Eimtim 'IM Et Di+flnfg- In 011% 
casa t.'l*].p FBI (did rust riiscmfcr the i*.1{:i;1=@1<r£. flair 2 rrmnthar I I [':{`I1%t: 1'spol¥7££zf.i flint matiézr Tb Me- 
;f.€.>13, and £3IP¥2 rf,r}J:}:;'i'§§t';l file lIlatier aunt .s~equ.e::atm°e£i the material with i.l.m 
FISA iftsurt. EES] iTT 
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in 'f8'1e »:>~§L¥wr ixzsiiaxxcea, Elias FI-312 qfMikiy zi.i'S<"Q*»'€§re:d. TM: itixcicient. afhezr' Me 
.F'§?&l hail 1<~f*r*§e~ilvf*r}. i;il1§ i1a§isrn1:»ai:io'r; tram i;1'w<' p}in.£)#»rI£ieer. }=l-Qwever, in this vase 
ij'1=e. FBI did Iii; t*€.1~i:I$ir;i~t*-1" the flakier in }Je 

'r#5:IM
r"l;'a.b}€° 

to; aha GB b'e°c:au$Q. {}1~f;§ 
~;*er:o.rdsa vere not stai;1-1t.¢u-riiy.prmte::te<*l§.., 'Ami <?a'IpI~e. has -not x1'i£¢r,¥£=~ a €E?e€§§i£o':1 
regarciirag *whf:'I;hf:r this 'a. r>c~II1pliar1r*@ incinietxi; relJQrf;a¥ale. to -ilw-IQETi;$i_¥x 
i1"o=..11't. {kJ} . 

FP ree<*<>IrzIx;mnf1 

`t§1=ai. tits. FEW rk§v€=1<:p pr<;¥{°:ed1i~ms far re liewiligi 
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CHAPTER SEVEN 
M¥N§M&TIQN PRQCEBURES U I I 

The Reaut11o:*i2:atiu.n Act rec,gu~ir*<:F.i the .éittorrzw Gfrsmzral in adapt. 
::xis;1i:I3;izai§.o8;11 °;}r(:»eed1.1I.°es for busiallfssa 'reQ1Qrd$= Qhztaineni pilrsuant to Sfsctio-xx 
2115 azr€l. 23% U Q 1.SS1Igi§£13 The Arid ~&ls.=\;=~ dire»*:!.ed~. i'§1'.te:= 01113 to 
£ixzzil/ilille the 1Itin.i1111izatii3n proc&dur¢s:§5= £39 d¢8E€:rII1ir1.€:~ vhetlmrr theory *'p~r(3%.&ct: 
the c<nn:st.ii1_1tiona1 -rights nf'IJ;';itec¥. States persons." See Pub. L. Nia. 1£3€3--- 
11="27,, `1{3i"i¢"x. fin thia c*hapt;er, we do°s~i:r¥hv' air rrzwiew :Si the Hai-1ai1:¢1ixai;ir>n 

]:zItl£n;*.<:*.(}Llrc1;=~ iii{lfqmIsifzscl 'l;>§,* 'istle Heparitrxmit. (U) 

I JU: Miuintizatioxxi Mandate (UI 

"I`&1£* Rc*a1.1I;hr;>rizatizJ:&.Ad; £i€:=§;n=ed. nfziriixiiiiaatiorz prt3{~°e>£i1.1r¢*s it 
(Al 5pe<:iE'i€ .l;=rGe>:*:~L1L§.I*&:a=§ that' aW veziseitlaijly' €1.&Si§Ia.€:d. in Eight, of 
the pnxrgacsse 21-:i1-:I t2e~ci1a1iq1z.e-:3t` an order For time pznriuciiasm-of 
1a.ngi1"}¥.a 't.}1i13gg§s-, to: min.ixiff1~i3a=, tf¥1&~ret.e13§:'ic§n.,. mud jl§1'QE1ibit iliac 
<iia§sen1inati.<>n, of. n(§I1-p1:&Is}.iQ}5{ a.§t*ai1al}§%*~ Inf£>;":.11at.i*:>3t1 cmxwm-;n.ing 
1'1I1(°<)Ixsf:xi1tir1§e,' ilriiied p~pr¢'§£}n$ <*@Ix&Ia~£=er:i.. will the nod. <§:f 
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i .cierlt.ii;\,r is Ileciésszxry it; 11.11de>1'a§2£;1I*;r.1 {Qre.ig;n. 11'1te-llI.g£m:'€: 
iI1§t>;*rr1aii¥:§r}. or ~a:8Se$§ i f s  irr1Poi'§:a111"f:, arid IU? 
go; s1t1iMi;hsi,ar1d~i1*1g suQbpa.nlgra§§;=s EA) am-cl [BL p1'm;°ed~u.1:le.s 
#lim allure br iiixe retexiaiinxis <;¥if§.§w1I?§i/1.a~t.§{J¥§1 -of i~r1§L1;rrI}a§;i£;»I1 

that :is 2;-*ifidvziaeta :TE 9. iirifrm- whiifh. has ia§;a°I1: is or abotmi; 
in Qwxilriliited and! i;i1sa8I;t.'iS8' to bc-.1¢@:taiI1<8:ci or £ii£~§£<§e?£iiiilx1:§;1t.e{_1' torIi :law 
F~rnilc;rc=Fam¢:e~;rt. EGG ¥,§.3.{f== § 1§31Es1..£'g}i2}. {LE. 

*ITS* nGi'r1irI1'i?aif'i¢;11 pawtmefcl-;1;'e$ were required in adcipiefl bxrillare 
AtI.Q11*wy' Gfznvral 'wikiizirl 18-6 :JIT f*r1a.£*tHmlii; c>il.'¥}1<=* fReez1uLh§>1i:;a.¥i<1I1 Arai 
Ethalt by SepI;&x11bf-ar LE, 2006), 53 U.S.C § 186.1 Eg]{1}.. {IL¥.l 

laoteéll aiumve, the Act. alsts r@~q11.fred -that. the ( i t  mmnaiizé 
n1i11i.rni2:sxt.ion. prcscecixxres ad{1pt;t3€1 by Thx* p;t1;orrxe§; (?r.§&£1e:i"a1. . . . and WE1:>tlvm*r 
sm°}1 Ixzirlirritfaiifara p1'o<;:edu'1"e;s ~;srotec-i' LET c:c31'1&st§fu'£§§ma1 rights of Uniicci.. 
Sltatss peI*so£1a." (U) 
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Savers. montlas a1"i;er t?Ii.ai"i.xne=ni; of iilrue ¥`{ea'11i:ll}c1ri;=:&1¥;i£:x11..Ac;t, ii?;¢;=.: €}iI'i£:€: 
of Iili.-elligerxrf* P<3lif§.;** and Reviifxnt ESO! FR? arid Tim EPS! * -  h£>tl'1 oI"'\'aTI't=£;=1isa l'£a,<:1 
b&~&x'1.d.€>vu"1GPi11g '11n'1.1i1r1ize1fiG11. I~l>.rm*.¢di.:~r£:s; .re§.ate¢L1. to Sifiztioxi 215 rmrririzrs 
efirliaxmggeid £i1'af't }3rQ~=:£¢ci.s*1re§. Thx; Liraiiis Liiifereai in 1`11naiéMI¥e11"ita§ 1"iaapec'ts, 
mxx,Qix:1.g 1?mm deili111t1<ms in time sczfrlae :If 'fem prnc@d'~ur.res. At I}.1.<3\€:'£iM?; heici 
am. August; IE. I., 2006, a.pp1°nxinlai£I}s' IZ weeks i;1e;f%>rf=. aha »§;i'.a.I:11£.€31j§,r de€u:11i13£*, 
Fi8§ and (HER t§t1l§i'i~ais were ~Li§iab.1¥3 in feamiil agrézerrxenf am 11l1~i11iII1.i:¢:a.£.i{z]f£ 
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l11i;eHig~2nn'¢5, auld the Qenixad Ixitelligittrmire Agerxcv. Iii? 
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$11: as; iii*tlort tn- xxmei Ms s'tatui.o~1*y' d€:a€l.l.iI1&. z1ii¢"£" the AL1lgHSi 32 I:.1rzeti11g 
the .f.c»':'1w:r *ZI<>11ns:~.ei. for Intfzliigenne- Policy Sugg.€<s'tf:d that t'E'1.€~: AtiWxfxley 
{`ie1*1sr$}} ado .[>t. sem~tio.rls' of"fl*m ..Ati;£>111@§* (ka1l1e1*a.I'-s. G11i€ieli1I.€':$ fax* al. National 
Secxxlitv Ir1vesti§§aii0.3:1s-arzii Féaraigrz. Intiziligexlfze, C8'@1Ie§:LiQns. Gf D£:£.<;3ber -31 . 
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I)t.rliilg 't}1I5.~ pfsrimi lim F`I;?»li and. CEPR also were disc-Llssing stztrxa* of the 
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(Bin §$e .;3t.c=n1be°r 5, 23.66, Tim £¢\t;$;<IrI1<=:y €$=<me:r-ai sigrid-cl the. Inlierirrx 
$iaulda1.'d ?»=Ii1Ii1l'1I2:a'ii€n1 Pa°oc-ealnires {ili'£e1-'ini ?*x':J£3&2111rQ3l` midi I`I1i°tl-'tile- 
;7troc:ad=u:*e.s'> with the Ii'-ISA G'r¥ult:,. 'I"l.1e: INi;:~xrixaf:1 I>z~'z;»c2::<,1~.u£~e:.s adopted-fl 'Elnar 
sectimxms mf thee: NSI Gxxidelixms-~ Mimi steliaeail tlmat the stitiims to be 
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<*or>I;ai1*u:c§ in the ̀R<°:autlT£fJtTi9Iatic>I1. IU! 

The foam* $ec.t'faz%1a of the NSI' §}uid'eli'i1€ts§ itmraiilclszacl iN the I`:t1i§§:ri:11 
I8rocfxriures axe: in) R§2§s.§8€¢rr:i: fm: I.»e§§z~r} §2is;§§}.tsz; £211 :l§3~eterri1I/1ai'.i<_1=r1 of L8 r:Li€e=s:1 
State Pars-rm. 5i1a.trus;' £3} iw"-§e:i.ani;ir};'1 Ami £3.§issemi;m1.Ix>;n it §~I.1;II2#1'mat.In='1. and! 
(41 IL)e:iliIIi£i011s.T2 (IJ) 

Readest. for Legal Rig's &e€':tlol1; state-ss tlaar. the NSI G=u1clelI;13.es do- 
not a11 .i.11uri:;e i11v¢5'tigal;i.ng or 111z1i'r1i.8'ir1.ing 'u.Si. person info1an7£:1aI.iQ-n sgoiterlgf Igor 
the pz11'poz=s€= £3fl~Ir:§5:1i1.Qriiigg garoffsctefi .Ar1'ifbs'1£irz'1f:ii1't. a§:.ti.\fili£:§s Gr the 
}aw¢{11.1. e:<fs:rczi$e of E:.l.¢1n:£~;i:it1~1i;il:.>na1 or s£.at.13i;Qw" r§g}1=t.s.. In ad.€lii'3im. this 
savtioxm. r+a<{ui1"<"$ that 1112-t¢~&Qj»;(a.1io£1§§ be* <:Qr'z£i1.wiia*r1 in mnfanzmity u§i;¥1. 
a1pp.li<:::¥i>1e: authorities inxiluciiiiigg. Tim G~o:.;s~;i£u.f'io1x. s€a.tu°t£1s, execu'tive. orclers, 
Bei;-axti11a1*}t r;;rr1~e1iia'n~ss and pnlici¢s,. and Aitarxaey' G-e.11erd.Guide:1i11&~§. fill 

*Fit* I}i€.<§r*rr1ix12~1iic}I1 Qi"Ur.1iI;f;~riI S£&£;S 1`*f*x*.€m1r1 Siili"'m;KioI1 deiifxizs a. 
"Ll'xlitecI E5t.a'te=1s Person" as inc£11t§in§; s:Itl:e:e.ns1 anti al.§§:11s lawfmzliy' 
admitted for t3e1"3:1181'1€:rri'. resiclezra~ce "1`i1e s<".{:ii<.>1'z also L1;"o\fiiii<°*s sfufiriaaxwe 53:i 
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'The Retmitimn. and I3issenzina'iic12 Qi"'Inf.»a'rn1ati<>r1 sacsiiorl ceaxztairzs 
three r5s§11}¢s'e:*%:t1'§£n1s: .I11~fbrn1.at:iQn..$*5=':§£m11's I-ami 1.3-.;1i'a§ha$es; I11'E{§1*m.ai.i1311 

Sixaring; and Spezcial S~€=EI.tu'tr317y 1%2k:qni1*eII;a*r1ts~. The §.rt'£erilr1 $££1£1§amd 
Mirlimi2zai;io'n Prmcadmitiea aiiopii cxxiiv Tim Rrlst Ami smxmnfi s»s:c:tio1ts.3 (we 

T1"l*m Irxikxxniafifazz $ysi;r;='Ix1.% Ami {)at.ab§1s£>5 :§L1.b:£§£*£*ti<n1 xreqztiress; 'l;h.z4it.- the 
FBI 1-et:~:i.a.1 re<::.>I'~f;1s 0¥lh}vestig8ii§n§~ in a€c8§>1-danc.§: vital. pitman. apgzuwzvcad by 
time }\Iat1=:>rm1 .Arch'lves. and pmmd~s S for <}ii'I.R Rx a . . . IM To' U' 1 
cxhiained in Ilea voxirser of a JU. al *if Lent an . Ea U] naxiurlal svnutrity in§teslli'ga=ti<>n. £51 

t:»v*¢8i"sigi2%. of' izmihmxaziiolin 

I .  

YE x*es=;aer:tiwly.. NSI' Gn1cle?§n£*§ I'*aI'1.s i.zE3.3? mfr, ViF1.A..i. and B; Ami Vu.; 

'}TEle Spa-:emi S1a&§~u-Mg* R:3qi;1ii'v8:i3»3I.1=¥;£s- section §'¢qtii1'e§a iitifsxt }§T£5SA--de?;£'i'L=m&1. 
ix1fm1t'n1as;iio1:.z. bi: niiasextnhinateni pL1£':a»1;1aL:r}'i. ir-.1 'tkiré xlfaifnimniza'£ie'>;=a p:"£3n=m3:1§re:§ §1£1pr~:J1f1~x§ hy"t§1e 
FIS-EA €2€mr1: and as .apeciiiari in the FTSA s§;aa~.tute. A¥~€3w1;agI:1...nnt frarrnaiiy ad.<>pte=z1 in film 
Interim Starméaztl Minlnlizat .ioxx Psvucedu~r§s~a. this se»ciin11-- v.r§ii'£ e1*L*:§:z8f aanfiwri. an ilhsz `f'~E£~3§' 
Guidréiines. von gofmnus $51112 use a§f'S§»ec:3:ir3n. 2.15 ciennted u~1£Orn1a¥1+;m been aims* masupl <1-!mm 'w*itl1. 
ihmé NSI Gui.<i¢lix1¢s Hi tiwir m£iI'¢¥8@"i':§ iz;iz<©*£a1£i§* if I8R*.1v'e;=:;p;IiL*§i££: if; Qbtaimxmg a. Seatioza 21 as 
order, [UI 
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The }..n{¢}m§za.i;ii§11 Sh.anng :§i,1)J=$€:=t§{.i0I1 i.ti.er££.i'fi£e:§ the: I}epar¥.m§~r;t's .puilivy 
to siixamre irlibx rlaiiuxi wish ra€ke:va;11t aa.q~e:1miie:s nr1E¢§s$ iliww §8p<"#;2if;i£r 
1`:>rr,>1=i.si.01'1 i'imi¥1'it't;2§ 's1::s.c.h into1'rrlaii.ot1 shzxitixng. To that; find, tlfw s.¢:€*tin11. 
prfnticii t i n t  'iii Quo*l:E?»E I n v  ciis.ewIxli1'1at§" i1'1fwrrI1aii:J;1. 1v'i't.1ixit1 this Jl).ls:3;1~arE11I¢:':=71-t* 
wiil'i Qii¥.1e'r ITe£¥e'ra1.. iéfizite, -xMd Iscaii €@¥.1t'ities~. auaé with 'fGrrei.g;?s'1 slzttlmrities 
waxen the 'i£'1f£>§rI1r18£i£>t1 reiartes to the: xwecaigpie-:n s au'timx"i2:eé :r@spansibili&ies 
anti is r5Q°rlsiste:1t with .natiuxaal sercuritv ixztemstra. [EH 

*Hire ̀ {>e;iir1i£i{:m. s`;=.Qt§.£sla of iitw NSI Guideiiriaes' clefirws 'taxrrrxs 5 L1f::11. as. 
"1brt3.ig1'; 'i:a'tell'ig;<ez'1ce," "int.f~:.*;n'.a£.iacn1a1.. i;&~;¥ra1*i:&n1,." i1:16. *`pub1'i.¢;*I§f availab 
However, t.he: {}uida%1irlf;s do not alfafi/a: I'S, person iaicntiiyirzl;-§ iQrJ;tlox*.II1;alti»:>IL" 
lm 

Wie azslfgféid 1~*H£ -aNd {)'ii*§§i c>i`Ei{;'8¢a1ss- w}1€;*l;h€:r Ilxey ¥;>e;Iict\=~*@#.i§. the: izuteritix 
pt'or~f=d1Jre*'s 11163; the' fixitliniizaiiun reqzlimsirlexzis £3£".ti?.xe E?{ea§1L¥b;1rix2££i.GI1 Ati.- 
'»'%§'e sp¢<i1E¢ail§* iraquiited wheilizm* iniiarixii .pfwrseilureaa fxmlcl meer' me- 
siL_a.tm`..<>'i`5r ~;*¢q1.,1ir§>121Elnl;s 'wiwxm ati¥1e*re::n<:L* to Mf* NSI -G~1"1i.c1=e}.i/1@.s already El 
-§!;:a.tUi(}r§t t@q1ti1'@IneI'1t..ik;¥r tibiaixzirzg az..S¢3€'¥;iMli 21.5 usderf. IQ}I€* 'NSI G=L1ide1'i11¢s 
www* not spef:~1fit'. anti. time NSI {8~1.1..idc*.}~i1"3e,5; ;1p-¥>lief:1 is; all »:IF}c*1;ments tllw Ié"}:3i 
czmilectgad in tow mum-rse f::i` :Et rw1.ti.cJ~rlz§1l.. si*.{*.urity inwfatiggation mild w§"w twig. 
"{.ie¢sigr1~e*<.i in Iighi; of IM: p=u1'§§<J$£* and 't¥3£3§I§'I§ijgut:"°` of -S»e§*;ti€3x:. 215 requwts, as 
reqxxirwli by the Reautho;~iza~tio1u. Act.. (U'} 

We 
OQIPR. and FBI ett.t.'oruu;ts re-spoxzcieci t'£'1a,f; 1;h*c*15=' he iiewfcl' the irxteriru. 

px'orc¢:di,nr&-s tl1&==sf;ar:ui:Qm3r reqxzi frzxaeiai because. the ¥€@ai1t'11mri;?.aiiiQI1 Act 
did fit. rcrqxlire that. the 'rrxiraimizatian IJ;r'¢:§(:-»f3£1111*'<.=:$ *'1'1ev=.*"" off* itiIi a-;I€€Ii1;iQx1. in¢>""' 

req1.1Ira:r1€:r1I:$, UCI 

XX/h6311 Was* §a'.s;:k1@r.i_ haw an azgarri *m'*§i.1.¥r3 ei3f*'Ee1lniIne, :for 1z§.:<~:;anl:q§>It~=, \=1fhtithe'r' 
tim r1i:st§Ins11.re of U,-S. .laemurx icie1'1£ii§fixlg in!b1Ma.tI.ax1'1 Ix&*£;m=$~zH'*j' i.c8 
un.de:rst.a.n.d. fc;;re'».ign. i~11£§lQIi=§iren"x;£e in' .,a=,L.sse>sss' iI11p.ori;axlc'e, H1-123- FBI Ge.*r1§:raJ 
CQ11r1.=5§°1.S*£21t§8d fiat. the <I=e~terr1x1iI1a'i1ir}I'I arxtiait be 1°:.1a.rie~1311 pa. ¢§1$&-ibxhcarae 
t*.lasI.s. The furzier Cmansei. far Ixfxf;e§li£;ent:p I*<a§if::y' ,fsierl that p1.1r$uarrf; to iiize- 
intwrirn. procedures the FB! eznplmy-ee: dissen-ii.nat§ng the izltunlaation. Would 

e . so: g P 
that this wax um: oi"i'1l3@ mares-o§vf°c'I isstlE'$ arid iifiat Tai* hopeici liE'ws§i~ issu`&.E- 
wrluhi bi-> at<icire$:5e<.i as FBI mad €?f}:I*-R Ltpdéitféii the 'rraixfiirxliiaiiurk 
prol;*#:ciua'=;=:ss far 5,131 FISA. -urclffxs.. IU). 

°rn.1ke: a judgment call, The 'formmax' (Zmitisel for Ititeiligencza. Pniiey alséi rzoiina-xi 

We also asked the FBI' wiwtimr oNe retemtn plan a=1pprFz"»'<-*ri by 1;11&.» 
l\Iai.§m1a§. Areimixwes rfejquimrl FBI aggent.'s;~ in c~*>§a'II1i;°1e: réarcrés it*wi"¢t£§=ti pursxizuili 
to a ,':'~8&*c*£;ion 215 or(:€1I" 1.¥p€zx'1'¥:E§€:ip£. to: ::I1§§1.11!¢e L;w:3rnplia.r1.»z*& with £216 f.*fx'*(;i&r. 
disfxussaaui prsxvivuusly, we belief s1.M1.1 a r¢q.u°irei11e.I1t. maid p'1:~:e~+ff:<nt time 
reuzntion of U..S. person irai'or*nlation that was produccci purswnt to but not 
a~uth<>r.izf,e~:§ W a 28e~.ction iz15 of£*d=§§x*,.. }~Iowcvver. wve wtcre taint' Thai. 'title FBI eWes 
fit hal§='f.¢ a c1n"1*e.nt. ret.-m1.t1cm paling for mz.1I1x1»::rte1lr<">rist1*. cases :Mei ugniii. 
stick; $1 policy i's ciwelfqped.; the ml; will relief' def'a1a§t..r@te11t.irn1 palivy 
which ~~z1ci£ir»f°sz~s1-*s fsrxiy' tile ~rc1u1"a.iiuI1 iii' rc:i'fsra.l;i<}1~'1 a d  d;<Ies~ not; a€l'»:J11*€:¥sS the 
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II'¥?»1Q's defaukl; reientigsn pnlicw 
izifonnatibn obtained during. a. 

tlaatinxzai. sacuriI;3r intrestigatiaza for 
is; 

need in review the 11'iai;e3viaEE. .Ar:c'i.ord'mg tO #he B de *nu II; e eniiei 1 Ii Le 
liar GowxteNenfcsrism cases. the FBI. will retain i . .  atxbiu 1; 1 :cl . 

'.
 go. 

heinrté *aha issue o=tfrn°t1'mr . 
reteniinn. is- I"e~eva}u.at€d-.~. . 

b'?E 

iv 1: mm A N A L Y S  is 
As disc.uss<;z.i a-bwez Izsecausa of a .spree's Ni" aiiaeaagre enxexxta about ¥1§>w 

TM 'FBI slxmild 1'~et.ain find. iiis§;eI11i11aie b1asi1a§~§;5!; ;re.coI'd$ G-biiaixaéiil p111°s~11;11'1~§; 
to a. Sriiitarx 215 crrciiir. in S€:.p¥;er1'1¥Jer 2006 the D€pari;1I1£'I1¥:' issuséci "ir1t€:1'i.r11." 
min.Imi:§zzi.§1°m .;xrm;eci1.1ress :Lin ia11§ai.tmsss~ race-ands p;=o~:f2uc¢":d pLlrs~u.a11t. tip f5=ec.t.i£l111 
1215 nr§'lc*.1's8 *FITl7u.=\§»8ez inimlém n1:it}irr1iza1i£;i1:>1r1. pow:<lu;"ei=§ use gezirai l1<~}rt:a1i;£}1'y' 
lzaI1§»£1-1§ag§§= st.at.in§£ '£.h.~;;at all ex<*t;ivII;ies CxJ¥1.ic§u~i.:'i§:d in 'telaiiian in- n*.a:I;i£lI121i. se~s:*u~rit\* 
ir1\'fe$i:iga¥,ii1ri:~s rnrlisl; 

"-t;z<1~rri€£fi Gut. in -cisn:&>12fs:;iiy 'w"ii;¥'i. the (`2(>r13iii3ut;i<}'r1g" 
§~{»1'>x=~1¢:\=='m~, we btzlivviix bI.°c:'8{¥ aieumdiiarci Dow ii-Gif prcwiidez Tim iqx-:ci§{**. 
gzlifiamzte to* 'min~imi25ati=m."x pro<:t:.d1s.res tliial; 't;'l'xe. R¢*a~mtilxofi2;at~ion xXct. appears. 
to mrxifexxxinlsaicz.. 17./} 

\*.»'i1e1'1 disgfufaxing; the i§§$=1m raiszexi by the Reaxithurizatibxx Ast. Qi' 
u.&1ileiIler -fiNe .1;1i.:1§nv1.i;m"ii§iI§. .§;1r€>t"r;§§~11;°'+sss "1£)r£3'£m;1£. the. cGn§ar££i.z*1.tiQ~I1al 'r~i.gi1ts¢ mf 
Uniigeci Sta1.f>s ~p@r3<lx3i~a§ OII.IaRand..§*¥iI a'tt.t1r"M¥§-*s gasaaerted Thai. .mmtg 
g(3V€~t{i1I§i"II}i r@:quf*s'£s for 1JL1s{¥ii€s§i Di) nit must; 2*a11r;~t.i1;1}i:1u11aI 
£:a.1/Tn;tf;1:'11¢8». They rated tékiai the S£1}3INi*1t1£:-~€l50urt has Ixeid Mat irlciividuals 
harte no legitimate f;:»ip¢:.ct;at.in=r1 Qi privacy .bi inffmrtamzatian voilrni-an'1;f €1.:rm>d. 
:.*>it@r to third ladies, So* L'?'z£ir3£i SimMs 2.1. 1FI2I!r, -l¥25- E..I'.S. 4&-2»i-#M 
€1Q?8}; S'nI.I'{'?'t U, .3i»2Tw"1_/£n1nd, 442; U_5;,_ ?35 i1.Q'2'Qli;. -Caucfi U. I.8"r1I£.¥2,'d S£ai':a*s, 4()s=J~ 
1;-.s. 33~5~--.§8=£§ £§l*5}T?€»l.. *¥'@¥;, mi; -mfe*}3'* br.1.:=sirue:s-s few-rd £:btl1:aif1'1a1:»3.e 
'tlmouglx 23. Smzftima I>1*t.ier f'all$ %;Ir1=d.€*1' ¥;¥:1i;s iwihxic. Fur s§:~a~n1p:lf:, 21 r?e:qi1e%st 
by the gav'i¥n1I:3¢ni Eider 1}u&1f1£ ref ixrfis c¥eai.'f:-ri axmen m.2§1rrta;txi'eci 'be ET 
p'1'o~p1i@1;Nr n10y 'r~a1.sf= Fiilih 'Aiiieniinilenii c*c}r1a::§r;1s'. fig-ms u. I/n.2it£#<i. S'£;!tI.ta?;;. 
fi- 1? 35 (19'?ii}.?* Bwxxnséxss mfzmrd. reqaésts aiSha may .fflifect Farsi' 
*IX111=221'1r1a'ne11i; rig§l'11:s of indi\f1du9;l§§* iN ad4':1¥i'i.f;n'1, the Supreriie C;lmi.trI. z-mlm; 11:35 
nut ruled on TM: arp];at'0jp1'ie5rt€r' gxivacy' iI1£¥:>r<?:s-ii-1'.<;v be zzflkzrclfa 
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§,'&*Iiorei,}v@'r, 'i1}ii8 Reautiiarixaifaia Ami' r£,<.1i1.Im{§ title 1`J¢zpz=r1'i:sm.*tII; tn- zxriogst 
"§§p§1c1i1I.C p170c'e<iuIlee;s" masonaiblv deaiigxxeé "Io Irrirliriltefr 'the' m*i;er§tiQx:, :at1~f:¥ 
prnimihit. the cIisselnillati'on,. Qi" no1*rp~L1blic.I;,t ~ava=il.§1inle. 'inIbrxnatiQ11. {x1n€:1'r1i.t1=l;~; 
zlncormaexxiirxg Uxiikéci SetfxWs- persnxls crsxlsisi;wlt'witI1 the maead o f  the `L;¥i*18€3.;i 
$ta'i1e5 to obtain, px°:>d1'i¢e, and di§semina£e iériglu 1.11teLlIgea1ce .Inihri11aii.n-18." 
We believe- that six: 'i1.1£i*r.it?£Ti 

'prG
€ed=u~1"e3 

d.<;§ riot-adeqtxai-'a=1}f ;»xd;ii'¢>ss;5 this 
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r€:<I{\.1ir¢?:'1w°~11t., a.r81.d <,w.:~ remrrzmend €ih.a.t. £;h»;= I}epa:*t.n1§>n£. CQ1'5Qi17ii1%`- its etffaris to; 
{*0;1$tJ¢uc£; §p@IL'iiif: rli1iHi113*izai;iai¢=£'1 praceci-L ré-5 rélatirag to Section 21. ET orclwm , 
'r:=1t}1€r than rely on gggenmazi la;ng1..zage in tint: .Atty>rm:§* G<:m:=i*a1`.&= .NSI 
{}1.1i.df§I.I11.es. Lu} 

Firsst., Me. fnteriaiz gsxwmezixlxfes- CW not prcwfld.e s-pe¢iilif: guidarz§:e 
regard irug the rcztexaiicaxz of us* persosi .int<z=rn1aiinr§. 'ilTilr:: .mi a<'iulmat£edqed 
tI'lai. its pz°act§.<*e z.1I1=dif:r~ time G1.xi¢fIali1ae.:~s $er~-ticms is to: 1'eta3I.1 :all 
in£mn}.a£in'=1 n¥1fain.ec§. in the cxmuzrse of' naticxarxal.. £§.eci:11rii#sf= 1I1n*estigaaiiiaxa ikrr 
lmrinci of `¥*io-wézver, the' R-@é1ttih<;i:'iz.a'ti0x'1 .&¢l; r&q'13;i1"es the 
I}eii>a1't;1x1e11t. to acinpt. "-spefcziiis' }§1Tomc£~L11~e:.s2' designed. to .m~in~irni2:e time 
rr~*t@&ti<)11 of 13mn»p'ubLi£:1¥r .a*arailabk==~ IXltiirxliatiaxu Qarxcerrzirxg 1.1t1t:w1s<li1r1tM;§' 

Uxzitmi S'tate$ persons, ¢;rons;i~s§e<r1t with xzimi of iiiae Uzzlitresci Sifter to 
obama. p1*o(1i11'c-e. and ziissenazixz-ajte ftxmign Int@1i;,§;<e/1.c5: in£Qn11ati¢>r1, The 
'Dal§a;*t1r1exzt°s faikzm in <iiati.1a.;§u.~isla. r:i;x.e wI=@:nt;io'n Go U.S.- perlezon in;£lc»r1natio11 
fern snmv Giller irxffmaxa-ti<J.r1 {ahtai'r1{-*d in the ¢:.G1.1.rsa. of natimxial security 
itlves!;iga'ti=Drls £lpp£2aiTs' ir;u1Q'1'1s8.$.teilt w"iI;¥1 £116 laI1gua;§a Qi' Tim R f:a11't 1'1<Ia1*ie.#:2lsiirx1i. 
Act.. Moreover, while; ¢.">Ii1p'R {Jrf:J§30s§>d 1*¢*£z1i11in.g§ 'fhc-*. b11.s§x35ass§ rmecarda 

and the FBI r*ci0§n,/2a&:1£k2€i I.*=E;§EaiI§ii1g; them.. i x '  H1£13 ix-stémn' 
g11.I.dEIliI1e:=r 51~1'1°1;3i}t folio general' arcliiws prearztices and allgmr t=l'1.e. 
ir"rfn>r*r11§aiiiJ1l3 to b i  raiaixzed 'witlwut tufihéir Qvzilxi-aiitwn ill' 

Siruii£L1Al.*,t. the Ixzteerirxiz p1'u-cedzures do not cost-aim.. pr¢:».<8ed1'sres that 
pmlxilnit. the €¥Issem~inati£>11 of UJ51. }3&1smn. inilort11alLi<m uimte-sa. di$f1ii3s1.t.rf° 
n¢L*e~ss;u*;t to Lutxaielristarxii or adiiwss the rn'x}}£1rt¢1IIi2<It @£` the i.t1tfs:1]i;§zx1€.e% 
'it1'f€}rrI1§zfi¢;»I}.. The FB1.'s asswzrtinn that. agents van make this de:te1'm.inatinn 
rim as case-'by-»f:asc hash carxiiicW wiiii it to that 
specific 'rrrirtimiwtiriil p=mc:a=<iu.rm he fziweiopeii us 

"basis cfm>ihc-i- wifi aha smiuiuw requimmtzrlts' that 
to. :mis c::>z1.cer::1. (UB 
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liglml'es Thx: t£ea1;t.hQ'ri=£ai:iiJ~r1 
.'§;:t.'s s8i.:1%..§,1~¥;e;'3r 1'aqL11r¢*!-lwrif. Mai; inti I..kz=p€xri/:'1e:I1.i'.. :a.dc>pt; pr<§ce'.cI~t;1re~s "that aw 
rce;aso11.a1>Iv des.i,z§1*zf:d. iN £i2§15'i§;. of the* pi.\1'i3~zx=s<8 and tf5f;:Ilxr1ir}1.me" of bu§5i£1.£°:s:s 
rm.*.orcis~- #:}1rd€>1's in mizlI.miz¢ the refmxticixz and pmluibir. tii1¢:=.-cii.;s8e1n§-nxition. of 

lmrsimm. inibmtiz-xt3.<1u,°' We h¢:¥ie>1=e Charil sinalflaini 1">3f<:>i1:ed11res1 sQi1£>1.1Q¥d lam 
spvc'f[ic~ai}y' aniated- forl Ii a€:.{*c}'r€I with 
tile 1-equirements anti int,@;r1t @i'tl"ie I2eaLa.tl7.=c»riz:atic;n Acw nr J . 
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As a 1'£2's§xs¥t.. re mcanxn-a<:n=d Thai. i;l"§¢ FBI mari..-()III*R..cer1t.i~n11te to work. to. 
dvvcicsp -zagaprogariaie Staxrzdami xrLiilixx;i¢zaiiu';1 .pimr:¢tz<.1\1res ziksr busirresfs recarda- 
I*1;i'1'-:=s1¢1m1t 'Isa the Ma;-Ii11orIi§at.In11 .1@*~€2i., the if wziltiifmtii =saElm.1lci mplace~ time. 
in iieifixri {J»r£8.w*£§r}1;:1'a5 with. iir1=al ~StaIldard ~r'r1~it1i[1:n2:a.i1or1 pr+:>wdt1re°s= iixat 
p1*o\*'id& £§P@ci§c §;ui#:1&i'1Ct=: £8317 the 1*eI;p?£Tttit3x1 and disfsexxllirléitimil of RLS- {J<"I'$011 
ixxforznaliiarn. In az-dc¥itlo.ra_ we rceiommexzd that the FB! and OIPR rxlanimx' 
Section 2175 reqwss-ts nu ¢nsu.:re ̀ i:¥'1a1; ££~a. req1r<":st impi§i.eat.es £1ri.¢~ I'i§§h't$ of 
§&llQH$ Thai: :fs;:ec§x'i:?~and .parti.r~1;§a1§2:{e'c° n'rin~im§zaEim'm prfmedures bf* 
I.nr§h_:.:I§eci in the Sezztijcm .ii HE appli.<~*ati<n1 and imlakwmzzted in a. m a i e r  iitlai 
proiesrts tl'il" {}JE~8. p@sf§5£Iti'& C<J1ta5tri£uii<>§'1&l .righ'ts.- EL?) 
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CIMPTER EIGHT 
CQNCLUSIUNS an 

identity any xzcatasxworthy facts gr glm=xlm to 3 3 cnnwerzwag 
rwqu-fasts. E*"itlally,, the Avi 'm=quirfer1 the QI.{8~ to exelzalizze wlmethert* ~tl1€. 
Iriilaitxzixafian procraciniiwma adn.p£f*d by flea. Df*pa.;';;11§;1'1t, prof;e.ei. the 
c:o.llsti'il.utiGr1zll rights {1flU.S .13€=t'$fJI3.5~.. As 1r€>q;1itvE§F§ bY ii'1=s.=- Pia;-1L1¥.§1£)~riz31i;ioH: 
Afzt., cr11rrexd.exv ¢t:4wer=ed. 5&£:E.1GH 211% reqzxesigi' 1zu.nm:es~aed' in caiféxufir weir 
80{36. {U} 

tis r'er:i1.1.§rt:d by t-lm R§:aI3i-§'1o..ri2sa£i0I1. Ast., the DEG c::>:.1dv,<:te(;1 rihia r°<a»vi.e.w. 
of =t.h~e the oilsec1i3.f>r1 rt~:q11.est.s fb-r Business neco1'cl.s iN 2{Z3{}€* The 
R@za~11t_ifmrizaiinli A»~;*'i:. 'reqlagired iiiaes CJ3IC8~~ pa examine how may; reqwirsi-s airer 
praparexi by tiara: FBI, h{Iw' m,aI18?' a;J=pli.<~aticar1:1s mmm'-i§ aqipriufmd., &&1f1i.er1, :mr- 
m£€'r,1ii`i£=:<;l by 'tiifi Foreign IIIi§:l1l;i§fér1'x¢:.¢ SL1iI'wiI}]m'ru¢. Act {I8¥$t*>3 Confine: ixflléaifler 
ln1~a'&8.1.sc1'at.§c -or other i:1};>e~:2=i1'11eI1¢t;sa ia~Ilts~fImt*ec1 use G£ISe~Q.ti<>n 215; 
:my the f_=iRz<:.tivt:I1<1ss fJI` t1*i1f.=* FI8E's~ Imp iii" S£*::'l;is;111.2I?53. Tim .Act altst1- dirwtifd 
Thai the GIG array' ina~i31*¢1?m* Lmenf Sfzctisn 12l35 a1L*;tT1u1'7ity~ and 

xxmstamzes cnnfaerrxmg Sectiscsn 21.5 

'vV»E' ifuurld Thai in 2OG6 théi FBI and. (DIPE 'l;1rm:e.ssi*d ax ilfailal-of 2-1 purrs 
Section 21.5 a§:p}i&2etiiGx1s' and 3133 &s:8:rI?sIx121i;iQ:'i a.p..piii:at;it3r1.=5;. MI 'fit of-'tllfz 
i;n1~i'e E$e<:t;f.an 215; 'applications *wmw€z fuaixlulily s~11§>xxxIi§.ed try Iiiie. Els ti'Elr:3u1~1;'. 
Exam of the 47 Section 215 .sgppiinatinzas £15 Pam: 1°€q11ests~ alzfri 32 
rzonxbirzatirira reqxsztzstal ih2n1&aIly §$~L1bn3i~i:te¢I am the vim iiougrt *may 

a;1p'rcawd..?5 (EFL 

151 

. at i`£=n11.al1y pre§er1t§;d'tc 
: i n  at 

Tim ;x3.I.lc': Section 121115 r€:-q1=¥€2st=5. that \m*er¢ at 3, 
time £¥l1§SA ('1f)11rt 1,ve*r€* wi-alL¥1;¢~i.rz1"¥»'I2 efiibwr while ~ih~ey' were ponding' .approval t 
tfiv FBI'a NaI;iorlal Se{:uI'it\.*.I.,ai#.e' Bs'z1I;(3}i. {NSLB] Ur Tim* (}E{*k*£8 :HT 
Irm.t:ailiger.;c:f¢ and Pclirav Review- {t_npRl baeamzse tifiejr l:a.f:.Ete=cI suiili¢ie1*1t 
precl1'*at¢=e no* Me prov=icIer did Mai; maii1§t'ai'n t_he xmzsords r:¢q.1mst;ed. KiM: WSE: 
<Jhi;ai?:1¢*d awirslre 'xt'ari@ri;§§' of reixfsrcia- usitig Sefxiimn 2 iii £}I'r1m"s in 2r{}{l}$. l1I1t~1q-r}Ii';2' wsdii ¢*'=mi .ve¢w'£'ds. I 
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:is 'Four ref Ma pusfe Sir:<'ti{1r1.fZ}.E'§ aiapiziczitiamzxs pnaazeaxecl in QG{§§E?~wer-e. signed. by-~i:I1e 
FISA. tfnurt in 20137. 'IUJ 
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W? €3&tx§rln§I1ff.=~r:1 '£¥1a1:."a»'l":en F3i3 agents submii.tet1 Secf;-Ian. 1881.5 1*&€l1m$t3 
pirfmezsstrd in 2966, thirty' efr1€'G~u:'1'Ir*r&£i` s;i.tt§ilar p1'(3<*e§&si1°1g ciaiiaya as- t31.:)'Ls<-*_ 
idezanliied in rmr 1l1v'Izxm-h $2~€§{§'? 're-.g>Qri.. 'ITh§i1se. £h2:1a5"'8~ were f;:arts&£¥. to 
u1'1i%axILili21rity with Section 1215:2 f3a*'d§:1*s. We ténst m&<>uI'Qe'§ to .laaxmflM 1'e€l11£$£s 
exlmd£iiG1.1&l3f. to: £n1§.Iti-§a1-v<"rr£¢£i r@v1@**v'~ ¥3r¢3c*es.s.. and- s1xl;1~s£ax1LIvf-. issues 
1'&£;1a1'din§g; wither tibiae. a.l§.p1ic..f;t~i-Qng. xrmii. ~£l}ta€§. .sta.€tlia>s§f 'rea1ui1*wr1@1ats. Qveraii, 
the a'srer&§+;a ~;)~1":8>c°es$i1'1g tine .far Se crixixfat; 2.1 ordfzzxrs in i.?{§{}6 was 14? claws, 
wll1i»t~~1l1 'was si1*1*tiiar Io 'i.;he:~ {J=riJce§;si:ng thi!-f* am' 2£}{)5, I;.{g§w@;=<;;~,. the F181 and. 
f.l}IQE*:R.'\*ver§ able 'Et Q xperiiie* €t€*1'£;a1I1. So -ctiun 21.-55 in Q.{§{.§i"i and xxxiwn 
tiffi FBEQ iL$.M"££i£if3d twin exlierigerlig? v@q.i.t.ests the*~ FBI anti {}IPR.;3.m<x3:sseii }J{§l;§1; 
Secztilturz 215 raq1¢.e:st;s rl1.:ifiI¢:3?s*.- £133 

'ave z.1nx:¢;>~=sm~<ad. no ¢sdrie;n=¢e of 1t§.ar1t1 to xiatifmal. security in any spmziiic 
frames mzlserl 'by the. é}.eI.a§=* in obi;ai.ni.ng. éiectio-11 by Tim FB.I.'$ 
Inaksiliiigf' to rsisamirl in/Qmlariitsn iihafij. .reqiiesferd in Ser"tit:m. 2.15 H:q~t1¢2&5t-s. 
I~iuwe\fr:*.r, agezxis fxxpritmsscd iifusirativtz. a::$)1;it;' 'this ~arlua.t1r1i2. mf time* and ei¥€.t1't. 
i111~=c>'¥:sm»Fi in r:+bt.a~i:i1~fz1g a E$e€:t;io':1 2128 r;rri:1.m-' .aixaci .stzaierl that thzsav would first 
plirsxm ill# Mibrrrxaiifsra Li§ro'L1g§1,(3i=t}1~er rsfiitarfi ¢If&cie11£ i1*a\tezstigati*s*£i¥ Wcimtminlntes 
so::h 1='G.¥.1n1'tz'x£j5=° ccnngaliaafzce Ami. xlaiiimiai. $&i-Q1x1*§¥ (UI 

WE algafti &xm¥1H1&d bow the F`i8'§ iN 2006 useful inf{>1l111a1 E;i¢::1"r t}ht:-iir1i"~»:1 
tklt'uu:i.k1 55e.ct§:>n 815'<>rd.e.rs in r.1at§.u-azai .s.ec1;;ritv~ investigaticras, Asicie- Iroraz 

St=ctio.1*1 $315 orders www uswi .gszinxariiy so i i'1,1u.-st..i}-1m$t.ig;1t.i1»'e. lgafzis, 
:ait1w'L1g1'1 in smrwb i1T1$t2)a1£:€°§i IM: FBI 0bEa_ir1I*d. ir1i§€3::ii8.ati<!I1= U8 s§1.q;zpo1*£ 
a£ldit.1:o1~'18I. FBI i11vestigat.ive. requesiia ,°arx¢:i to; a.ssis$;. foreign g.€>ls*e1~t1¥?x1.¥mts' 
IJu1'aui1'1g mitrxiflxal. i11.ve=$5ii.l§aiiF}1'1s u1F I'1QI:'»U"_S. IJ€*r$sJI'15~, 'Tlslii €:?v*id.1::nz*E: silwvsftrtl 
new 'hz.stmle& wlxere Me intiuxfxluaiiexi (§'h:¢:xitzed zficaxrr a Sexziion ?.1.5 cfrdcr 
rlescribecl in the 'hods 0 1"h<=~ reeta* tem;i;~<*i in as r1:2¥ii>-t ~'i1*l~s,t¢~=e==<-f-Ia¢~*a-tfi 
§&E'E}0UD@H£¢ 'He~\*fQ=ver' I 
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`i*é"=& :did mit 'i¢:§s8n;t.iI°y amp' I11€=-gal. ox? $§i&:'tiG*:.1 QXE5 ¥3.:1.1'tI'11t1rit.§;"*- I~k`»w.cHw'er. 
we id.eI1'tified txvcx Ir1$tax=1;*e:8;-.where ~tht:: F181 '1'e=ceiw°<.i §r1§l{:zr:r1.a{is:.>3:1 inadwMézxziigt 
ijtlrai. was s11.1i11orize*.ci by tins .Ei¥5;A.{'1o-3.¥-rt mlmm E11 ~r:»z=;»~:¢ 'h'I$talwe, Tim F131 
did? at I`<etaI§5:»:f= iiksr -2 'trxoniliiss Thai; ii w*£a:¥~*. {.*Qritin11o1,is}v' 1¢e:f*§e'i*ifin;{ -infom'1at.i¢11 
i;k1at.w:as mat ai,1t;i'1ori:»§¢:§1 by ill? F*§.SA.€2:Ju.ri; .<>1°':§er_ The FBI raprirtefi this 
I11-;€§1'tt*I.° to i1t.1f° KGB, and GIPR r<*¥;>oFi;e<_i 'tl:1%:'rn:iz£i;k:r in a d .  s§*q1.1*es¥;ere*.€l. the: 
mate;-'iai wit'k-1 the F15 ilaurt. -[U] 

'In 'Tim £>'I;1'1e2r inzsstauce £116 FE§3E rwsgmm€zd. th-2* 'Ina.t:i2=a.r nu:E<:ik 1,* and too ix' 
St.ep;s to Ixrn;'n§s:rI'iat&:§;~t'~ Si?§qu~es~£;=:r Tim pdf?£iii»:ma;t` xxmteriell.. E-xcfsmter, In this 

the FIS? did not; €1-o~ra~5i<.i<a:r the xlza§tnlr -LQ be z*e~p<wtTa.hle. to the KGB 
beeamase the reczcmrcis were :clot istatnri'-ariiy~prQtf:x:i<;c¥. €¥££*'R;'i-1=as not -mark Et. 
dmisicrzn. regarding wheller Huts a ctirnpiiazxce 'i1:u;:ider1i. 1*<:;>urt;8.bl£: to 
FISA {"o1x1*l;. I'S 
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\-Vi? I'¢:2c»:J1*I1Ir1er1ii Bile FEE ~siiloLllc¥ <1€8:'veE€)p prom-aclnlnezs i'1*1a;t rf>q1.3;ire~ FEE . 
e~n1}~il:>;»*e~t:58 in rm=*ie1.v nl'atezrlais; 1'eix§i'ved. 38T®111 -Seciifxn 215 o'rd.e°r':=s to exizmrf 
i;ha'l; inf* material tkxaw m<:etivL* ¥§1,11€$.u'~ziI1t. to a Sizrzziinn 2155 iS a11.i;hrmri:e:e»r.1 by' Tim 
Section. in I 8  Qrder. 11253 

P`Lt1'th#prxi1#:arf=, wt: r<~:£*f1IIs:Ir1eli€1.t}1at..tL¥?n> FBI di.w*bieai¢:§p I}rmx:€1:.1rt:s her 
idmatiiyixxg and) h.2~rr1tiHrlg Irlaf.I:ri;:11 :t}'1a.i; is I;ir<,1<.1.11:<:e<1 pursuarrt IQ. hut. <'}L1tSi::¥¢* 
the s§§==:'*<>p~;" Go Sectitni 32-.1-5 {11'tif*Ilss». T?1f'=-1J1*<:en:§1L1i*e$> §§.h.<}t1}d. iriifhiiie. iihéz. FBI'$- 
jLi$t'ii8eaiim'1 "IQ: lxiirxfiiirag, am' class of such. rna¥,t1=ria}. diiferieratly For-cam I1*1£tieI' 
clzxssee-§ and Si-mould <mr=$id=er factrwf in adéiticm to w`i~1.ei;E1er the ma-t.e1ti.a1 is err 
in not §s'I;atut£§:zii1j§~* pru<:r:r¥;ed., For Hxéaixllsli the: pr®naaIL1ms- .Si'1n1L1§ld. £115301 
aaldmss s1.\c:i3. iacI.Qr$ '\1Ii1£2rr1'1.er tllft fraaierfai cnisviaizzs '11c=11'1-- .;m1t=»1i<:~ 
ir.1fnn1l1a1.i;>:r1 a;l:§=r}~1;1I, US. 1x=rsolx§s whiz# not ~{}§£€= s11.bj¢ct:§a~Qf.§#l1E¥£ 1'i;agiic};;§§11. 
s~:¢r'~urit§*' inwsstj;;la.£iorls, HIHQ1 i&*-13¢:~¥I;i:1e~°r flat? unciwrlxtirzg Eizirtimn 22.1 iii omer 
irliimtdeiii partii:'ulari2§E:<i ii8;i1t=¥i1riizai'i<E1'x'1 ;;11?{}<.*&i.§1.t~r¢:1~3. Thfzsfer prisizezeizims s§¥:1ouki 
be i11r'LI11ip=!?:x'a.1~!:*£d in film .x11i1ai11ri2saiir§n. l;§1+€sle§>£}1m*§ss r»~::';;u:iI~'ed E83' the 
Rea.ui;.i'mr12:aticm Act.. {1Il§} 

"v'TP ifie11'I'i.FE£.c¥ 'I'.**vn o'I2¥'\.e°r~*'""1~t>§'f.="»*Jfl»rtl'el1,t" `tem1£;, Tim .Frm iH\#GI§¥§ef1 -a 
.-r'>rn 1r>v:I . . I*»'\?<* i§:3~1.1r1d the* .1v¢*qu§§ssI 

to Ex: n.Qte:w@artlay' 'because Tim FISA Liursrt 
Mfice 1*efIls~ed tio- alprove Sectmtm E}...5 as;*ilic;ati»a;~n=s to. 

citing F`ir'slt .Amendm@nt; c"¢;§nc:nr11sl 
al 
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I 
or a;:°t:rr1e1 to" 

*he 

merely' adopt the general. language contained 111 t¥1e.Atturx1.ey GexxrzzaVfs 

P'in.e#lly* '\*:='f' Examzlirxf-zd. >;-v1=1.e:t:£-1121* bi'\ Ixlferinfs §;t%5N'id&rd .rrrixlixriisaratiizrl 
pro»:ecl;1ra=~ss ac1c11€:'t.&¢:i `by~ the L{)epa1'l;:r5ne1"1lt. .Ear Seciginrz. 215 €:r§:k=~r$ :are 
L*tJI1,~a=i:§'ti:nt *with this zwfsqtiirfexrierlils of' #lim Rwmolw1&c)n Act.. Bfzcauae. of 
diffkrencas beiwemm the FEE and (HER, the Deg -rrxeratfs rnterixn prucarzimires 

be y 
Nai;i(:>xm1 S£ac;~11ri.£§v' G11irleli.nes-. Iicmreiter, #base general starrclarcis du. not 
provirifz :=;;'>¢:°~;cii§<; guidance for mmixxzixaiifan procechires 'Thai the 
R§8au:t12o1'I2:atinn Ant. ap;1rears to coutmup3'a£€. We=@ be'1=ie*zf-~. that. t.§.1e~se i;n.£¢:riM 

I 

| r 



UE 

g§ui~dc:Iir1e*s tip) not adeqtxMély address the* i11i_e1'1t and ~req;1=i1'<:I11e11~§§; of £11153 
R¢a'1.1'ii1<§r-i&t21¥.io1'1 Act fax' n1iI1in1'i'2§'atiQI1 prot~;'edu11e;s* zitid 'm' rQ:c>mrn1*rwr1.d that 
t.il1& i}e .pa.1rt.ma1'1t cnxiiinme -its iéitrzns to davelfap Qpeciiira i=85»E£1=1£{a=z;r€1 
1'I1;i1Ii1i'iise:.a3;irn'i p1+.m;:E°d:urp$ :re iatingi rtf; Swift; 2:15 §}rtl.e*r$. {.in} 
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Iii* §f3R;Ité:i€fIf*§§:El I~¢3+¢~lr':t§}=1»i-»#.,..i., .{;r¢¥;;'I¢;;1;,m.ii: -1=: 
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Federal Bureau ot"i~11vestigaiian's [5'se.o~f` Section. 8- 15 Q.rde*:s 

Dear ?~eh Finez 
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*»';r;" truly* y. 

RaSbert. Ivixkéliar, 111 
E3irwr 

Fs;:':.w.= 



"u :~ \..* L\.l\.\L\ 
. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 

I 

I 

mumummaumumsuu\u Hush H555 a 

-qUI' 

* H 

L.L.l..L 



III 

1. .15 _/4. .. _ up/ IA3W<8)°1T7& 
TOP olaonnrf / comuw / STELLARWIND/ /nolvonn 

Date . 

Clas sifted By: 
Deri :ed From2Nl.ICG 
Rea: on: 1.4 
Dec ossify on: 

C, 
Q/1?/_2? CLASSIFIED APPENDIX 1 (U) al, I n | I A F*  Q I . v u n  ..,, F 

a 

I. Background (U) L.  

t p - Q 1 ' \ q  

On May 23, 2006, the U.S. Department of Justice [Department] filed 
an application with the Foreign Intelligence Surveillance Court (FISA Court) 
seeking a Section 215 order requiring the production of certain records to 
the National Security Agency [NSA). Specifically, the application sought 
telephone call-detail records, also known as telephony metadata, relating to 
all telephone communications maintained by certain telecommunications 
providers. The records were sought l investi.ofationsagainstiniernationa 

concerning the activities o 
ersons in the United StateS and aoroa 

telep~ one can ~eta.i1 records as part anger surveillance and collection 
program ["NSA program") authorized by the President on October 4, 2001, 
in response to the September 11 terrorist attacks. For several reasons, 
including the public disclosure of one aspect of the NSA program in a 
December 2005 New York Times article, the government decided to seek 
collection of the telephone call-detail records under the authority of FISA 
and cease collection under the Presidentially-authorized NSA program . 
(TS/3l~3W/Nl`) 

This appendix summarizes the May 23, 2006, FISA application, the 
FISA Court's May 24, 2006, order authorizing the collection, and the 
subsequent modifications to and renewals of the order. The facts and 
circumstances surrounding the events preceding the application, as well as 
the implementation of the order approving the Section 215 request, are the 
subject of an ongoing OIG review of the Department's and FBI's involvement 
in the NSA program. This appendix addresses the 2005 Reauthorization 
Act's requirement that the OIG examine the FBI's use of Section 2 15, one of 
which was the Section 215 application for telephone records from certain 
telecommunications providers. [TS/ SI -SW/ NF) 

11. The May 23, 2006, Section 215 Application [*"' "" In_1i') I I i. |. L 

The records sought by the FBI on behalf of the NSA in the May 23, 
2006, Section 215 application were all telephone call-detail records, or 
telephony metadata, maintained as business records by certain 
telecommunications carriers. The application sought the production of 
metadata on an ongoing basis for the duration of the period covered by the 

1 
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Court order. This metadata essentially consists of routing information that 
includes the originating and terminating telephone number of each call, and 
the date, time, and duration of each call. Telephony metadata does not 
include the substantive content of any communication or the name, 
address, or financial information of so subscriber or customer. According to 
the application the telephony metadata provided to the 
NSA was expected to involve communications that were (1) between the 
United States and abroad, or (2) wholly within the United States, including 
local telephone calls. (TS/SU NF) 

The purpose of this bulk collection of data, as explained in the 
application, was to allow metadata analysis, which h l' ti al 
significant tool available to the U.S. government in 
According to the application, the call-detail records provided to the NSA on 
an ongoing basis would be placed in an archixzfLiEhel§lSA1:o1Jld1hen_r:u.1:-_ 
queries" against this archive to identify 

operatives. The queries would attempt to 
individuals reasonably suspected of being 

igence technique k tact oh 

e BUD 1ca OIL it a 

ons links to 
an 

analysis to find 

application, the telephone numbers selected by the NSA to query the archive 
would be known telephone numbers for which, "based on the factual and 
practical considerations of everyday life on which reasonable and prudent 
persons act, there are facts giving rise to a reasonable arHr~11lsalhln Q11 Qnir~in1 

that the teleoh e n Arber is associated wi 
The application stated that the identification of any 

such number believed to be used by a U.S. person would not be based solely 
on activities protected by the First Amendment to the Constitution. 
(TS/ SI / NF] 

The FISA application stated that the Section 215 order over the course 
'ear w~1lf* rpen l t  i n  the collection of telephony metadata pertainir-" to 

telephone communications (approximately 
etail records per day), including records of communications of U.S. 

persons located within the United States who were not the subject of any 
FBI investigation. The stated justification for this broad collection was the 
NSA's determination that a data archive was needed for the NSA to perform 

known operatives and to i entity unknown operatives of 
some of whom may be in the 

United States or in communication with U.S. persons. The application 
stated that the primary advantage of metadata analysis - the ability to 
identify past c o n n e c t i o n -  was possible 
only if the NSA "has collected and archived a broad set of metadata that 
contains within it the subset of communications that can later be identified 

\ 
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as terrorist-related." According to the application, the NSA estimated that 
only a tiny fraction (0.000025 percent or one in four million) of the call- 
detail records included in the archive were expected to be analyzed. The 
results of any such analysis would be provided, or "tipped," to the FBI or 
other federal agencies. The application stated that the NSA expected to 
provide on average approximately two telephone numbers per day to the 
federal agencies. The application also stated that the FBI would handle 
tipped information in a manner consistent with The Attorney General's 
Guidelines for FBI National Security Investigations and Foreign Intelligence 
Collection. [TS/SI/NF) 

The FISA application proposed restrictions on access to, and the 
processing and dissemination of, the data collected. The restrictions 
included the requirement that queries be approved by one of seven NSA 
officials or managers, and that queries only be performed with telephone 
numbers for which there was a reasonable. articulable Suspicion that they 
were associated with In 
addition, the application stated that the NSA's Office of the General Counsel 
would review and approve proposed queries of telephone numbers 
reasonably believed to be used by U.S. persons. The application also 
pointed to several mechanisms for oversight of the use of metadata, 
including controls on the dissemination of any U.S. person information, the 
creation of a capability to audit NSA analysts with access to the metadata, 
and the destruction of collected metadata after a period of 5 years. The 
application also stated that the Director of the NSA would inform the 
Congressional Intelligence Oversight Committees of the FISA Court's order, 
if granted, requiring the communications carriers to produce the call-detail 
records. [TS/ SI/NF) 

I 

III. The May 24, 2006, FISA Court Order (""` H11 ryann) 
& ~ ]  51. /  ; \ L  

The FISA Court approved the Department's Section 215 application 
on May 24, 2006. The Court found that there were reasonable grounds to 
believe that the records sought - the telephony metadata - were relevant to 
authorized investigations being conducted by the FBI to protect against 
international terrorism. The Court's order also incorporated each of the 
procedures proposed in the government's application relating to access to 
and use of the archived metadata. This included a requirement that any 
application to renew or reinstate the authority for the bulk collection include 
a report describing (1) the queries made since the Order was granted, (2) the 
manner in which the procedures relating to access and use of the metadata 
were applied; and (3) any proposed changes in the way in which the call- 
detail records would be received from the communications carriers. 
(TS/ SI / NF) 

Mon 'xnnnfvn I lnnalrum I llvlwuf I A nnnun I ll'lf\'l1\l'11II 
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The Court's order was accompanied b secondary orders to the 
telecommunications providers directing each to produce the records 
identified in the order and to continue producing such on an ongoing daily 
basis for the duration of the order, which was set to expire on August 18, 
2006. (TS/GI/WF) 

ylMl 

IV. Modifications to and Renewals of the May 24, 2006, FISA Court 
Order (TC 1"..:.",' ""') 

On August 8, 2006, the FBI presented to the FISA Court a Verified 
Motion for an Amended Order authorizing the use of the telephone metadata 

ersons 
in the United States and abroad. The government's motion asked that all 
other provisions of the FISA Court's May 24, 2006, Order remain in place. 
The motion was supported by a declaration of the Director of the National 
Co11"tertefrorism Uenter desctibinq the use of telephone communications 
by The Court granted the government's 
motion for an amended order on August 8, 2006. (TG/SI/NF) 

The proposed 
modification would allow Me NSA also to ouerv the archive of t e l e r o n  
metadata for information associated with 

On August 18, 2006, the FBI filed a renewal application requesting 
that the FISA Court authorize the continued collection of the telephony 
metadata authorized in the May 24, 2006, Order, as amended by the 
Court's August 8, 2006, Order. However, the August 18 application 
modified the prior applications in a few respects, including a request that 
the FISA Court increase the number of individuals at the NSA authorized to 
approve queries of the telephony metadata from seven to et ht. and that the 

The August 8 application 
also included the report required by the FISA Court's May 24, 2006, Order 
describing the queries that had been made since the May 24 order was 
granted, the manner in which the procedures relating to access and use of 
the metadata has been applied, and any proposed changes in the way in 
which the call-detail records would be received from the communications 
carriers. (TS/SI/NF) 

The terms of 

The Court approved the government's August 18 application the same 
day it was filed and issued the accompanying secondary orders to the 
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communication carriers. The August 18, 2006, order was set to expire on 
November 15, 2006. (TS/SI/NF] 

. 

On November 14, 2006, the FBI filed a renewal application requesting 
that the FISA Court reauthorize the collection of the telephony metadata 
authorized in the August 18, 2006, Grder 

and that the NSA expected to provide an average 
proximately §ephone numbers per day to the FBI, an increase of 

uulfrom the estimate provided in the May 23, 2006, application. The 
November 14 application also included the report required by the FISA 
Court's May 24, 2006, order describing the queries that had been made 
since the August 18 order was granted, the manner in which the procedures 
relating to access and use of the metadata had been applied, and any 
proposed changes in the way in which the call-detail records would be 
received from the communications carriers. (TC/ GI/ NF) 

The Court approved the government's application on November 15, 
2006, and issued the accompanying secondary orders to the 
communications carriers. Since that time, the government has tiled five 
additional renewal applications - on February 7, May 3, July 25, October 
18, and January 10, 2008 - each of which was approved by the Court. 
(TS/ SI/ NF) 

In June 2007, the government presented a proposed modification to 
the telephony metadata collection that sought to add additional foreign 
powers to those against whom the collection was targeted. This 
modification was approved and incorporated into the Court's July 25, 2007, 
Order. The government anticipates filing the next renewal application for 
the collection of telephony metadata in April 2008. [TC /I " I f  NF) 
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