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lEGAl COMPliANCE AND , 
MINIMIZATION PROCEDURES {_~) 

LETTER OF PROMULGATION 

(U) This USSI O pre$crlbos policies and procedyres and assigns re~pon~bilities to ensute that the 
misoions and functions of th~ United States SIGINT System (USSS) are condvcted In a manr.er that 
s.afeguardi the constitutional rights of U.S. perwns. ., 

(U) Thos USSID has been completely r-.iuen to make it shorter and easitl'r to vndem.and. It 
constitut~ o summary of the laws and regulations directly •ffectir\9 USSS Ol>fl'&tions. All USSS 
personnel who coll ect, process, retain, or disseminate iniormatlon to. from, or abou1 U.S. persons or 
persons in the Uni~ed States must be f.ami liar with its contents . 

.JliE'd'Ol This USSID supe,.edes USSID t8 and USSID 18, Anne• A (dirtriboted separotely to 
selected recipientS), both of which are dated 20 October 1980, and must now be destroyed. Notify 
OIRNSA.'CHCS (USSIO Manager) if this ed ition of USSID 18 is destroyed because of an eme<gency 
action; otherwise, request app<oval from DIRNSAICHCSS bttfore d""roying this USSIO . 

• 
~) ReS•a$e or exposure of this document to cont ractorl and consu ltants without approval 

from the USSIO Manager is prohibited. Instructions appl!cable to release or exposure of USSID to 
contracto" a r>d consultants may be found in USSIO 19. 

~)Questions and-<:e>mments concerni"9 t t-is USSID ...;,uld btt addressed to the Office of 
the General C011nsel, NSA/CSS NS1'S 963·3121 01 STU 111 688·S01S). 
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LEGAL COMPLIANCE AND 
MINIMIZATION PROCEDURES (U) 

• 
SECTION 1 ·PREFACE 

• +-

.. -.~ 

· 27 J u ly 1993 

• 

' .. 
1.1. (U) Th• F'ounh Am~·ndment to t he United Sfates Constitution proteCts ·au U.S. per'5ons 

anywhere in the world and all persons within the UnitEd St:ate' fr'om unreason~ble ~ec,rches Gnc::i 
sei: 1.1res b y any person or agency acting on behalf of t he u .s •• GoVernmem. The Supreme Court has 
rv ltd t hat t he int<tr<:eption of e1ectr0f\ic communi<ations is a searc~ snC: s-e-izure within the m~aning 
of the Fourth Amtndment. It is th~reiore m4lnda tory that signals rnte lligenc:e (SIGINT) op•rations be 
conducted pursu ant to PfOCedures which m e€1 the rea')Onabl~ss requiremenu of t ne Fourtt': 
Amendment. ; 

l.2. (U) In determining whether United States SIGINT System (USSS) op~rotions are 
"reasonable," i t is nece-ssary to balance the U.S. Government' s need for foreign intelligence 
infofmation and the priva<y interest~ of persons protected by the Fourth Amendment. Striking that 
balance has con~umed much time and effort by all branc.he!J of the United Stal es Govemment. The 
results of that effort are re1lect~d in the referqnces listed in Section 2 below. Togetht"f. the~E' 
referen<es require the minimization of U.S. pers.on in fo rmation co lle.cted. proceued. retameC or 
diss~minated by 'the USSS. The purpose of this docvmem k to implement ~~ mil'llm1zatior. 
requi remenu. 

1.3. (U) Sever.al themes run throughout this USSIO. Tht most important is that intelligen<e 
operations and the pro'tection of constitutional rig hts are not incompatible. It is not neceS$al")' to 
dcmy legitimate foreign inteHi9ence collection or suppress legi timate fQfeign Intelligence 
information to protect the fourth Amendment rights of U.S. persons. 

1.4. (U) Finally. these minimization procedures implem•nt the constitutiona1 principle o f 
· re.uonable_.· by g iving d iff...-ent <ategories of individual< and entities d ifferent le.els o f 
protE-Ction. Thew leovels rangE" f rom tht n nngent p rotedion a<,orded U . .S. <iti zens and ~rmanent 
resident ali ens in the United States to provi siOf'ls relating to foreign diplomats in the U.S. These 
differences refle<t yet another main theme of these procedures: that is, that the focus o f all foreign 
intellige-n<e operations is on foreign tntlt•es and p~rsons. 

SECT10 N 2 • REFERENCES 

. . ' 

a. SO U.S.C. 1801. et seq .. Foreign Intelligence Surveillanco Act (FISA) of_1978. Public Law 
No. 95·511. 

b. Exocuti•e Order 12333, ··united Stat"' Intelligence Activities:· datell A,Pectnnber 1981. 

.. ., 
HAND~E VlA co'Mlif CHANNELS ONLY . 
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c. OoO Oi r(lctive 5240 . 1, "Actjvities of · OoO lntelligen<t- Components. that Affea U.S 
Persons, · dated 25 April 1988. 

• d. NSAfCSS DirectiV't No. J0-30, .. ProcedufeS Governing Activitie~ ot NSAICSS that AfieC\ 
u.S. Per<ons, ·dated 20 September 1990. ,, · · 

SEcti ON 3 - POLICY 
' ' ' .. 

3. 1. (U) The policy of th" USSS is to TARG ET or COLl ECT O!lly FOI\EIGN COMMUNICATIONS.• 
Tho USSS will no: iotontionally COllECT cO'Tlmunications to, frqm or_al>out U.S. PfRSONS or ll<!rsom 
or entities in the U.S. except as s.et forth in this USSIO. If the U~S inadverttntfy COLLECTS ~uch 
<ommunications. it will precess, re:ain and dis~eminate th•m ontYrn a ccordance with this USSID . 

• 

. . 
SECTION 4 - COLLECTION 

art known to be to, from or abou1 a u. 

::::=::::~~~ ~ not be intentionally 

a. W ith the approval of the United State-s foreign Intelligence Surveillance Court under 
tho conditions outlined in Annex A of this USSIO. 

b. With the approval of the Attor~yGene .. at of the United Stat~s .. if ; •• 

(1) ·The COLLECTION is directed against the following : 

(a) Communications to or from U.S. PERSONS outside the UNITEO'STATES, or 

•••••il@•lllii(bl)lilniiteimatiiiiiiiiioiinaili.l ;communications to, ''o•m: .... , z • • ( 1 mr•: •• 111 " 

(c) Communications which are not t o or fron1' but merely about U.S. PEI\SONS 
(wh.,rever located). 

(2) The person is anAGENTOFAFORE IGN POW!J(,and 

(3) The purpose of-the COllECTION is t o acquire signi ficant FOREIGN INTELLIGENCE 
information. 

<. With the approval of the D•re<tor, Nabonal Security Agency/Chioif, 'Central Securit y 
Se!Vice (D!RNSAICHCSS), so lor>g as the COLLECTION need not be approved· by the Foreign 
Intelligence Surveillance Coun or the Attorney General, and 

( 1) The person has CONSENTED to the COLLECTION by "xecutmg ~ 'o l the CONSENT 
forms contained in Annex: H. ot ... -. 
• C.pltalized words in Section~3 thrqugh 9 are defined terms in Section 9. , 

HANDLE VIA CO~ CHA,NNELS ONLY._. 
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(2) The pt>rson is reasonably bet ieved to~ held captive by a FOREIG!" POWER or 9roup 
enQa~ed infNTEiUtATIONAL TERRORISM, or . ~~ - . . 

• - ·----~ ····-· - .. ··--r" ~--~· · -· --·- .. . . . • . .. . .... " . .. • ,....~r-: .· · . .... """.... . . ... --- - .. 
• . ~-\ . . c; -~-:. . ._"1,·-~:.~ c- ... : : . . ·. • · •• • --. ~ . . ~... • . .. . .·'..:- .-. - -· ... . . 

(;. j A non-!J.S. ?£~N i-cxnM cuuice tne UNIT'EL>SIAE5. cx 

(b) 

(6) Copies oi a pprovals Qranted by the OIRNSAICHCSS uncer- ::hese provhior.s Wtll be 
retained in :n~ OHice of Gen~ual Counsel for review by tht Attorney General. 

ci . Em~rgency Situati ons. ,T 

( 1) In emergency situations. OIR.NSAiCHCSS may authorize the COL!..SCTION of 
i nformation to. from, or about a U.S. PERSON w ho is outt ide the UNITED STAiES when securino the 
prior approval of the Anorn~y General is not praC'ti<:al because: 

(a) 1'he time required to obtain such approvai would res.ult in the loss of signifiul"'t 
FOREIGN INTELLIGENCE anc would cause substantial narm to the national seturity. 

(b) A per>on's life or ph~ical saf ety is reasor.ably belie-ved to ~ m immediate 
danger. 

(c) The physical <ecurity of a defonse ins-:-"llotion or gove_'nment property is 
· re2t10nabiy tMiined to be in immediate da~er. 

(2} In thc><e ca<es where the OIRNSAICHCSS authorizes e~rgen<y COL~ECTION. exco;:>t 
fer action~ Uken under p.ar.acr2oi': C.(l}(b) above. OIRNSAJCHC5S shall finC that there is prbbabit - . 
<.a use that the TARGET meets one of the following criteria: • 

(a) A per\on who, for or on behal f of a FOREIGN POV..'ER, i~ engaged in dandestine 
mteltigence activitif!S (including coven ac-t •vi ties inttnciQO to aHea the politital Ot governmental 
process), M!botage. or INTERNATIONAL TERRORIS7 activities, or sct''" tiE-i in· preparat10n for 
INTEFtNATIONAt TEi{RORIST act!\llties; or who <onspires w• t h. or k.nowingly aidi.,.and aoet'S ~ ~rson 
engaging in ! uch activ1ties. · · .. 
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(b) A per10n whois an officer memployeo of a FOREIGN POWEll · 
• 

(c) A person unlawfully acting for, or pvnuant to the di re~ion of. a FOREIGN 
POWER. Tho mere lact tnat a person· s activities may ben, fit or furth<!r tr>e ai rns.of a I'OREIGN POWER 
Is not tnough to bring that perwt~ under this subsection, absent evidence that tn~ person is taking 
direction from, or acting in kno wing concert W1th, the FOREIGN'POWER. • • 

(d) A CORPORATION 
indirectly by a FOREIGN POWER. 

o r othQr ~ntity !hat is owned or com"dled d it~ctly or 
• 

(e) A person m·contact with, or acting .in collabo;ation with," an !ntel ligence or 
security servic~ of a fo·reigrr power for th4:! purpose of pro'r'ding a-cce-ss to information or material 
dassified by the Unit4td Sta tes to which such pe rson has access. ~ ... · • 

' (3) In all cases where emergency collection i~ aut~_ori rcd. the fol!owin4!i steps shall be 
taken: . . . . 

(a) The Gen~ral Counsel will bo no,if ied immediately t hat t he COLLECTION hal 
staned. 

(b) The Gen er.a.l Counsel will initiate immediate effortS to obtain Attorney General 
approval1o <ontinue the collection. If Anorl"e'y G@neraJ approval is n01 obtained wi1hin sevt'nty two 
hours, the COLLECTION will be terminated. If the Attorney General approves the COLl!CTION, it may 
<ontinue for the period spedfhrd in the aporoval. 

e. Annual r@ports to the Attorney Gen~ral are required for COLLECTION <ondu<:te'd under 
paragraphs 4. 1.<.(3) and (4). Resoonsible analytic o ffices w i ll provide such repo~ tnrough the Deputy 
Olre<tor for Ooerations (DDO) and t he GQneral Counsel to thQ OIRNSAICHCSS for transmittal to tho 
Attorney General by 3 1/anuary of each year. 

4.3. (U) Incidental Acquisi tion of U.S. PERSON In formation. Information to, from or· about 
li.S. PERSONS a<quired incidentally as a result of COLLECTION directed againn· appnj priaa FOREIGN 
INTEUIGENCE TARGETS may be reuined and pro<essed in accordance with Section·S and Section 6 of 
this USSID. 

. . 
. . • 
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4.8. (U) Oistres~ Signal\ . Oi$-uess signals may be intent ionally co11e<"ted, proc~~ed, retained . 
.1no oasem inated witheut regard to the reit:'ictio ns contained in 'ttlil USSIO. · 

' 

.. 
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4.9. (U) COMSEC Monitoring and Security Testtng of Automate~_? lnformauon 5~tem~ 
Moni totlns for cornmun,catJ:ons secur:ty purposEn muSl ~ ccncvcte-0 w ith the <ons9nt of the perso-n 
being monitored and in accordance w i tn t he prO<edvr~s estabti shed in National T~le<:o~~~n1cations 
and Information Systems Stcurity Oir~cdve 600, Communica1ions Securrtr" lCOMSEC) Monitonn9. 
dated 10 Aflhl1 990. Monh.oring for cc-mmuni<ations SE"curity .ourposts 15 not gcvf!rn~d by this USSIO. 
1r:trus1vt seCL'r'i ~y 1esti ng to a$sess security vulnerabiliti e's in automated info;matic"l systems likewise 1s 
not govern~a by 'this USSIO. 

. 
SeCTION 5 · PROCESSING 

• 

c. A copy of the re1ults of t'le t to.J;ew \Niil tt ::rcviC~ ~: :_~t :.--f:!-:::.r ~r.:e!'li ! :':~ ::· t 
General Cou~ . , . 

5.3. ~orwarding ol lnter<O?t~ .'-!a terial . FOIU:IGN COMM~NICA T:ONS ccUected by 
the USSS may be forwarded as interc-!pted ;;o NSA, imerme<ii ate processing fadlitie5. and 
collaboratin9 (enters. 

. . 
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a. ComMunications bet~n persons in the UNITED STATES. Private ra<:fio 
communications solt ly between penons in the UNITEO~TATES inadvertently inte~epted d uring the 
COLLECTION of FOREIGN COMMUNICA-liOm. will be promptly d es1royed unless tl)e Attorr>ey General 
determines thatthe cooterits indicate a threat of death or serious bodily harm to-any penon. 

b. C0mmuni<atior6 between ' U.S. PERSONS. Communications so,lely between U.S 
PERSONS wi II be treatec as follow" · 

( 1) Communications solely between U.S. PERSONS inadvertentlY"' jht~rceptec during 
the COLLECTION of FOREIGN COMMUNICATIONS will be destroyed upon recognition. if tecM,colly 
possible, excep:. a' provided in paragraph S.4.d . below. ' . . - · • 

' . 
(2) Notwithstanding the pre<eding p rovision. crylltolo9ic data (e.g., signal ~tnc' 

encipherment information) and technical communicationl data (e.g .; circuit usage) rnay bE ext:ractt!C· 
al'\d rata1ned from those communications if necesioary to : ~ · 

• 

(a) Establish or maintain intercept., o r 

(b) Mini mi·te unwanted inter<ept. or 
• 

(c) Support <ryptologic operatioM related to FOREIGN COMMUNICATIONS. 

c. Communications Involving an Officer or Employee of the U..S. Govi!rnment. 
Communications to or from any officer or employee, of the U.S. G~ernment, or any state or local 
government. w ill not be intentionally intercepted. Inadvertent INiERCEPI'IONS of such 
communications (including those between foreigo TARGETS and U.S. officials) will be treated at 

.' indicated In Pllragraphs 5.4.a. and b., above. 

... 

d. Exceptions: N.otwithstanding the provisions of paragraphs S·.4.b. and c .. 1he 
01 RNWCHCSS may waive the destruction requi rement for international <ommunications containing, 
inter a I ia, the following types of information: 

·. 
(1) Signifi<ant fOREIGN INTELliGENCE. or 

• 
(2) Evidence of a crime or threat of death or >e<iovs bodily harm to ~ny pern>n, or 

. 
(3) Atlomalies that reveal a pote ntial vulnerability to U.S. communications security. 

Commu!'i<atJons for which th" Attorney General o r OIRNSAICHCSS's waiver is sougllt sl"toald be 
forw~rded to NSAICSS, Attn: ea;, ."':l.. . 

5.5. (~Radio Communications with a Terminal in the UNITED STATES._ . 

• 
a. All radio comm·;···t~h~a-t.;Nio~~v~~e~r~ch~a~n;ne::ls-STATES must be i1 I 

<ommunlcation• occuroverchann•ls used exclusively by a FOREIGN POWER. • 

UNITEO' 
..,,,nl•><• th<>S<! 

whh a 
may 

whjch NSA may w isn 
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tO collect. Su<h processin9 may not exceed two hour5 w ithout t he specific ~rior wrinen approval of 
the 000 ar.d, in any event. shall be limite<:' to th e min imum amovn( of tim@ nt(essary to determine 
th e naturr of communkations on the channel and th~ amount of su<h commumcations that irw:h.:dt 
fOREiGN INTEWGENCE. Once it is determined that th~ cha nnel contains sufficient communications 
of fOREIGN interest to and to FOREIGN 

c. Copits of all 000 written approv4!is made pur'Suant to S.S.b. mus: be provided to the 
G~neral Counsel and the Inspector General. • · 

• 

6. 1. 

--' 
SECTION 6- RETENTION 

(~ntion of Communication< to, lr~-or-~put U.S. PER:ONS. 

a. Except as othe rwise provided in Anne)( A, Apperldix 1, Section~. commun1cations to. 
from or about U.S. PERSONS that are ir.tercepted bY the USSS may be ret.afn~d in the ir original o r 
transui~d form only as fol low-s; • - · 

(1) Unencipherec· communi(ations not thol..'ght to contain secret meaning may be 
retained for fiv~ years unless the 000 de-termines in writing that re tention for a longer p.4:riod is 
recvirEd to respono :oauthorized FOREIGN INTELLIGENCE requirements. 

(2) Communications nectss.ary to mai nuin techni<al d ata bases for cryptanalyti< or 
tra ffic analytic purpose1 may be retained for a p~rtod suffici ent to allow a tho!ough exploitation end 
to permit ~cc.es.s to data that are~ or a re reasonably believed likely to become. reltV"ant to a cunent o r 
future FOREIGN INTEl liGENCE requirement. Sufficient duration may vary ;<~ith the nature of the 
exploitation and may consist o f any period of time du ring which the te<hnical data base is subject to, 
or of ust in. <ryptanalysis. If a U.S. PERSON'S identity is not necessary to main1ainin9 technical d-ata 
bases, it should be deleted or repla<ed by a geMric term when practicable. 

b. Communicati ons which could bt' disseminated under Sectloil 7, below {i. e., without 
elimi nation ;;rnas to u .s. PERSONS) may be retained in thel rO<iginal ortrans<ribed form . 

6.2. 0 ) Access. Accesi to raw traffi< storage systems which contain identities of U.S. 
PERSONS must be limited to SIGINT production pe,.onneL 

• . . 
SECTION 7 - DISSEMINATION . . 

. 
7.1 . Focl.l$.CI SIGINT R~ports. All SIGINT reports w ill be written so as to focus solely on 

the activit i eign ~ntitie-s and oersons and their agents. Except a1: provided in Section 7.2., 
FOREIGN INTELLIGENCE information concorning u .S. PERSONS must be d iu eminatect in a manner 
which does not idMtify the U.S. PERSON. Genenc or general terms or phrales .,usi be substituted for 
the identity (e.g .. "U.S. firm " for the specific name o f a U.S. COlfPORATION 'Or ·u.s. PERSON " for the 
specific name of a U.S. PERSON). Files containing the identities of U.S. persons deleted from SIGINT 
reports wUI be rr.arntained for a maximum period of OM year and any requests from SKHNT customers 
for such identities shovld be referred to~. fb:t , ' 

-. 
:·• - - .... 
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7.2. <r~) Oiu~mination of U.S. PERSON Identities. SIGINT reports: moy include 1he 
identHtcati~f;·u.S. PERSON only If one of the follow ing condilioM ii met and~ determination i~ 
made by the apPfDPriltE' approvru authority that tnt ,-e<:ipient hai a "'teed for tht ide:.tity fo~ th4t 
performan<e of hit oHiciaf du-ti es : ... 

a. th'e U.S. PERSON has CONSENlfo to the dissemination of cornmun1~at•ons of. o r about, 
him or h ar and has execvted the CONSE NT form found in Annex Hoi thi~ USSID, or 

' 
b. The infonnation is PUBLIClY AVAILABLE (i e .• the 

unclassified inform-atton available to the general public), <X 

informatio,..· i~ derived from , 
' . ' . 

c. The identity" of the U.S. PERSON is necessa<y to u.nder~.t~nc the FORElGN INTELLIGENCE 
iniorma1lon or assess ils importance. Th~ foil owing non('x.dvs: ... ·e li£t contains examplt\ of the type of 
information that meet this standard : · 

• 

(I) FOREIGN POWE~ or AGENT OF A FOREIGN POWER.' The infc><mo1 on •nd <ales tha: 
!he U.S. PERSON is a FOREIGN POWER or an AGENT OF A FOREiGN POWER. -

(2) Unauthotited Dtsctosur~ of Class.ifi~d lnfol'm ation. The informati on indi(ates 1hat 
the U.S. PERSON may be ~f'lgage<l i n the u r:authori::ed d is<losure of classified information . 

(3) lnt • rnationaf Narcotics Activity. Tht informa tiof\ indicates th~t lhf' individ ual may 
b4 engage-d in i11ternatl onal narcottcs traHicking activit i e-s. (See Annex J of this USSID for funher 
information concerning tndi vidvals involved in international narcotics trafficking). ,, 

(4) Criminal Activity. Tht information l5 evide-nce that the individual may be involved 
in a crimf' that has been, is bf!1ng. or •s about to be com mitted. prov\dQd that the dtisemination is fOt 
law enforcement pur-posQs. 

(5) Intelligence TARG ET. The infc><mation indicate< that the U.S. PERSON may be the 
TARGET of hostile in1elligence ae1ivitlll\ of a FOREIGN POWER. 

(6) Thr.at to Saf ety. The information indicates that the identity of thll U.S. PERSON k 
pertinent to a possible thrtat to 'the safety of any person or organizat ion. induding 'those who are 
TAI\GETS, victi:J:!\_or hcmages of INTERNATIONAL TERRORIST organi zations. Repor.ing uniu shall 
identify toffi any rei'R,'\Containing the identi ty of a U.S. PERSON reported under this subsection (6). 
Field reporting to ~ould be in the form of a CRITICOMM message and include the 
report date-time-group (OTG). product •erial number and the reason for of tho U.S. 
PERSON'S identity. . 

(7) Senior Exewtive Branch OHicials. The identity is that of a senior official of tht 
Exe<utive Branch of the U.S. GovernmQ-nt. tn this case only the offi<ial 's title will be disseminated . 
Domesti c political or P•rsonal 1nformation on such individuals wi ll be nei.ther, dlsstmina'ted nor 
retained. ' -

• . . 
. . 
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7.3. (c/o) Approval Authoriti es. 
persons u rlder Section 7 are as foUows: 

Approval authonties for the rel.as~ of ioentltle~ of U.S. 

a. DIRNSA!CHCSS. DIF\NSAICHCSS mustappro"e doS!emination of:~ 

( 1) Th~ identities of any'.senator,. congr&ssman, oHicer, or e,.; p.oyeE of the Legis1oat ive 
S.ranch of t h-e- U.S. Government. 

• 

(2) The identity Of any per~on for law enforcemqnt purpo.ses. 

... ' ' 
b. Fiefo Units and NSA Headq:Jarters Ele,ments. All SIGINT pro<fu<"qon or9an,zlnions are 

authorized to <l fssemin.ate the identities of U.S. PERSONS w h en.; · . . 
- -

(1} The identity is pert.lne:"'t to t he safety of'any,persor. or organization . 
• 

(2) The idtntity is that of a senior offici~l <?ftht! EXecutive Branch. 
. . 

(3) The U.S. PERSON nos CONSEIHEOunde'f paragraph 7.2.a. above 

c. DDO and Designees. 

{I) In all other cases, U.S. PERSON identities may be released only w ith the prior 
approval of the Deputy DirettO< /!&BPerations, the Assistant Deputy Director for Operations, the 
Chief. Pe5.~tOeputy Chiet .pes, or, '" the ir abs,el'lce, the Senior Operations Officer of th• National 
SIGiNT Operations Center. The DDO or AODO shall review a ll U.S. idontltie. reieasod by those 
dEsignees as soon as pncti(abfe after the release is made. 

·' 
(2) For law enforcement purposes invohting n arcotics reiated information. OIRNSA t\a5 

granted to the 000 authority to d isseminate U.S. identhies.. This authority may not be fun:he-r 
delegated. 

7.4, (U) Pri vileged Communications and Criminal Activity. All proposed diS'ieminations of 
information constituting U.S. PERSON privileged communication> (e.g.. anorney/dient, 
docto r/patient) a nd aJI information corK:ernin9 criminal activities or criminal or judicial pnx:eedings 
in the UNITED STATES must be reviewed by the Offic<' of General Counsel prior to dissemination . 

• 
7.5. (U) Improper Ois.eminatlon. If the name of a U.S. PERSON is improperly d isseminated. 

the incident should b• reported to f'05' withm 24 hoursofdiscoveryofthe error. 
!">>- . . • 

' -

' 

' 

• 
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SECTION 8 ·RESPONSIBILITIES 

.. . 
8.1. (U) Inspector General. The Inspector General shall : 

a. Condu<t r•gular lns.p~ctionS and perform gen~ral oventght of N.SNCSS .l<li\•ities t.o 
~nsure com'pliance with this USS10. · · ~ -' b. Esteblish p·ocedvre'S for reportir.g by Key Compof'lt"lt and field Ch:-eis of the ir activities 
and practi<es for ovtorsighf purpos~. 

(. Report t o the DIRNSA/CHCSS. annuall)' by 31 October. concern•ng NSAICSS compliance 
wi th this US SID • 

c . Report quarterly with the OI RNS~CHCSS ind Generel Counsel to the President's 
tntelliganc€ Oversight Board through the Asststant \0 the Secretary cr Defen~e (Intelligence
Oversight). 

8.2. (U) General Counsel. The General Counsel shall : 

a. Provide legal advict and assistance to J ll e temen u oi the USSS r@garding SIGINT 
activiti<!S. Requests to.- legal ad vi co on ony aspect of th~ p<OCtdures should be sent by CRinCOMM 
to DDt. or oy NSAICSS secur~tol<!phone %3-31 21 . or STU Ill (301) 6S8· 5015. 

b. Prepare and prO<.t~s all applications for Foreign lntell igen<e SIJtv@iU,nce Court orden 
and requests for Attorney General approvals required by these pfocedures. 

c. Advise the tmpeC"tor General in i nspec::iom and oversight o f USSS a(tivilies. 

d. Review and oueu for legal implications as requested by the DIRNSA/CHCSS, De"uty 
Oireet:or. Inspector General or Key Components Chief. all new major requi rements and internally 
generated USSS activities. 

" · Advise USSS P<!f'Sonnef of new legislat<on and cas .. law that may affect USSS missions. 
functiOns, operations. a<tivittf1, or pra<:ti ces. 

f . Report as r4!quired to the Attorn ey General 8nd the Presid ent's Intelligence Ovtnight 
Board and provide copies of such reports to the OIRNSA/CHCSS and ~ffected agency elements. 

g. Procen requesu irom any DoD intelligence component for .authority-to use signets a~ 
demibed in Procedur• 5, Part s. of DoD 5240. 1-R, for ,.riods '"excess of 90 d~ys i o the devefopm.,nt. 
test. or calibration of ELECTRONIC SURVEILLANCE equipment and other equipmen1 that can inter<ept 
communications. 

• 

.. • 
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8.3. (U) Deputy Dit e<:tor tor Operations (000). The ODO shall : 
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a. Ensure that all SIGINT production personne l underrtan<l' and maintain a high de9re~ o f 
awareness and sensitivity tO the requiremena of this USSIC>. ... 

b. Apply th~ proviSions of this usflo to all SIGINT.produCtion ac:tivities. The ooo staff 
fo<al poinl for USSID 18 matttrs is ~(use CRITICOMM 001 .... 

. lb.:>. • 

·C. Condvc:t nece'H.t:)(y reviews of SIGINT production activities and 
consistency with th is USSIO. 

' prat;l~es to ensure 

• 
d . Ensure ttiat a. It ntw major requirements le ... ied on th• l.'SSS Of' in\.ernally generateo 

activities arQ (0"1Stdered for rev1 ew by the<:eneral Counsel. AJI ad.vitt4H that raise quhtiorn of law o .. 
the propQr interpretation o f tnis USSID must be reviewed by the G&neraf Counse~ prior to acceptanc~ 
or execution. '" 

8.4. (U) All Element> of the usss. All elemen}softhe tisss shall : 

a . Impl ement this d irective upon re<eipt. 

b. Prepare new procedures or amend or supplement exliting pro-cech.~res as requi red to 
ensur@ adhere-nce to this USSI O. A copy of su<h procedures shall b9 forwarded to f\ISAfCSS. Attn:~ 

c. Immediately inform the 000 of any tasking or instructions that ap~ar to requi re 
a<"tiOn'S at 'VOtlance witl1 this USSIO. 

d . Promptly report tO the NSA lmpe<tor Gene'31 and consult with tho! NSA General 
CoLnSel on all a ctivities that may raise a question of compliance with this US 'SID. 

SECTION 9 • DEFINITIONS 

9.1. (~AGENT OF A FOREIGN POWER means: 

a . Any pe~on, otherthan a U.S. PERSON. who: • 

(I) Acts in the UNITED STATES a• an officer or employee of a FOREIGN POWER, or as a 
member ofa group engaged in INTERNATIONAL TERRORISM or activities in preparation t herefor; or 

(2) Acts for, or O<L behalf of, a FOREIGN POWER that engages in dandestine 
intelligen<e activities i n the UNITED STATES contrary to the interests of the UNITED STATES, when the 
circumstance-s of sud\ person·~ presence in the UNITED STAiES indic.ate that sue~ pe~s.on may engage 
in such a<:tiviti•s in the UNITED STATES, or 111ohen such pe""n knowingly aids or abets any pe""n in 
the conduct of such activities or knowingly conspires with any person to engage in such activities; or 

b . Any person, including a U.S. PERSON, who : 

(I) Knowingl y engages in clandt'sllne int elligence gathering artiviti<>t for, or on behalf 
of. a FOREIGN POWER.. which activities involve, or may involve. a violation cf the <rimiNI ~atutes of 
tht'IJNITEOSTATES; or 

. . . . . • 
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(2) Pur~uant to tne direction of an Intel ligence service or ne"'(ork oi a FORE IGN 
POWER. knowingly engages in an)· o1h4U clandestint intelligence activitie:s for. or on behali of, ~uch 
FOREIGN PO\VER.. .. vhich activtties involve or are about to involve. a viola tion of the crimina! statut~ 
of tne UNITED STATES; or -

(3) Knowingly engages In ~fiotage or INTERNATIONAL TER!\ORISM, or activities that 
are in preparatie-n t herefor. for- or on behalf of a FOR.E IGN POWER; or 

{4) k no-.'Vingly a ids or abe-u any penon in the conduct of ani\titf~ des.cr!bed m 
paragraphs 9.1.b.(1) through (3) or kf\O"oA·ingl y «:mspire1 w i th any perso1. ~o enga.~e tn those a(tivities. 

<. For all purp-oses o ther than the conduCt oi ELECTRONIC SURVEILLANCE as defined by 
t he Foreign Intell igence Surveillance Act (see Annex A.). the p hrase " AGENT Of A~FOREIGN POVVER." 
also means any pers.on. induding U.S. PERSONS ovts.i de th~ UNI,iCO STATES, wno are offi<ers or 
employ•es of a FOREIGN POWER. 0< who ac. unlawfully for o r p u.-.uant to the di reetioncf • FOREIGN 
POWER. or who are .n contac: with or a<1ing in collab-orc;~1ion.-with a'n intelligence or s~<urity servi<~ 
of a FOREIGN POWER for tne purpMe o t provid infoJ a<.<ess tO info rmation or mauna! c~assifi ed by the 
UNITED STATES Government and to w hi<h the person has or ha~ had access, The mere fact tha t' 
person's activities may beneii t or iv11her t he aim 'S oi .:a FOREIGN POWER ii no~ enov..; h 10 bring tha t 
person under this provi~on, a~ent evid@n<e t ha1 the person is tak.ing direction from or zc:ing in 
knowing COtiC4': with a FOREIGN POWER. 

9.~0LLECTION means intentional tasking or SELECTION of identified nonpublk 
commu AI Cation$ for subiequent pro<essi ng aimed en reporting or retention as a f ile record. 

9.3. (U) COMMUNICANT means a ~nder or int~nded recip ient of a communication . 
•• 

9.4. (U) COMMUNICATI ONS ABOUT A U.S. PERSON are thow in whicl\ the U.S. PERSON is 
identified in the <ommvnicatian . A U.5. PERSON is ~dentifi e-d when the person's name-, unic,u~ ti1tt, 
addr~s. or other penonal identiflf!f i~ revealed in 'the communication in the contex:: o f a<ti vitl es 
(Onducted by that person or activities conducted by others and related to that person. A mere 
reference to a produCt by brand name or manufacturer's name, e .g ., "Boeing 707- is not IU\ 

idi!Otificatlon of a U.S. fMrlon. 

9.5. (U) CONSENT, for SIGINT purposes, means an agreement by a pe~on or organization to 
permit the USSS to take particular aetions that affe<t the pe=n or organization. An ogr..ement by an 
c>rganlzation with the National ~ecurity Agency to perm it COLlECTION of information shall b<! 
deemed valid CONSENT if g iven on behalf o f such organization by an offid al or goveming body 
determined by the General Counsel. N•tional Security Agency, to have aetual or apparent authorit y 
to make such .an agreemtnt. 

9.6. (U) CORPO!\ATIONS, lor purpo><>s oftnis US SID, are entities legally recogniZed a Hepar ate 
from the pe~ons who formed. own, or run them. CORPORATIONS have the nationality o f the nation 
state undor whose laws they w ere fO<med. ihu~. CORPO!\A TIONS incorporated under UN I TED STA US 
federal or stau• law a"' U.S. PERSONS. • 

9. 7. (U) ELECTRONIC SURVEILLANCE means: 

a. In the cue of an ~le<troni< communication, the •cqui$i'tion of a nonpyb lic -communi<ation by electronic means without the CONSE 1-JT of a pen.on ·w ho ~s a party to the 
communication. 

HANDLE ~lA CO¢i:. CHANNELS ONL~ 
. · S RET . 

13 ' 



· SE~T . -
' USSIO 18 

27 July 1993 

b. In the case of a nonelectronic communi<ation, the acquisition ·of a nonpubli< 
communication by electronic means without tht CONSENT of a perr.on who is visibry pre5ent at the 
place of communication. · 

<. The tern: ELE<TRONIC SU RVEi l lANCE d""' not indude th e use o! radio direction 
finding equipment solely to dettrmine the locttionof a transm1tter. 

9.8. (c;t"FOREIGN COMMUNICATION mea ns a communication that has· at lea" one 
COMMUNI~NT ouuide of the UNITED STATES, or tha' i s entirely among FOREIGN POWERS or 
be:weer. a FOREIGN POWER and officials of a FOREIGN POW ER, but does not include oommunications 
intercep~ed by ELECTRONIC SURVEILLANCE direCted at premi ses in the UNITED STATES used 
predominantly for resi-dential purposes. · 

9.9. (U) FOREIGN INTELliGENCE means information relating to the capabilitJ6, inter:tions, 
• and activ1titX of FOREIGN POWERS, organi:.ations. or persons, and for' i)urp~e-s of thiS USSIO indude$ 

both positive FOREIGN INTELLIGENCE and counterintell ig<>!l<O . 
• 

9.10. (U) FOREIGN POWER mean.s: 

a. A foreign governm~nt or <my component the reof, whe~het or not te<oc;n. zed by the 
UNITED ~TATES, 

b, A faction of a foreign nation or nationi, not substantiaUy <om posed of UNITED STATES 
PERSONS, 

c. An entity that is open!~· acknowledged by a foreign 9overnment or gov~m.ments to bf 
dire<"te-d and controlled by such foreign governmMt or govern menu. .T 

d. A group engag"d i n INTERNATIONAL TERRORISM or octiviti"s in preparation th"refor, 

e . A foreign-based political organization, not ~ubstantially <o:nposed oJ UNITED STATES 
. l 

PERSONS, or 

f . An entity that is d irected a.nd controlled by a feteig n government or govert"\\nE!nts. 

9.11. (U) INTERCEPTION means the acquisition by the USS.S through electronic means of a 
nonpublic communication to which it is not an intended party, and the pro<es~ing o1 the contents of 
that communication into an intelligible form, but does not include th" display of signals an visual 
display devices inti'nded to permit the E:xaminZitlon of the techntca1 characterist ic' of the signals 
without refe.~n<e to the information cont~n1 carr•ed by the signal. 

..• 
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9. 12. (U) INTERNATIONAL TERRORISM moans activili es that: 
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a . Involve violent acts or ii<tS daf\9tf0Ul to human life tnat ewe a Vlolatio"l o f tne crim•nal 
laws of tN UNITED STATES or of any Sta-te. or th.at wou ld be a crim•na l vi~ation iflomrnined within 
11\., jurisdiction o i the UNITED STATES 0< any~tate, and 

b . Appear to be i nt.ended: 

{ 1) to intimidate or co'erce a civilian populatiOn. 
' 

., 
(2) to io fl uence the policy of a goverl"'m&nt J;>y inti rr.idatfon or coercion,.. or 

(3) to affe{";. the cond vet of a government by ass.a~si nation or kidnapPing. and 
. 

c. Occur total ly" outsid e t he UNITED STATES, or transcenel natiOI'\al boundar ies in terms oi 
the means by which they ar~ accomplished. the person' the)" appear intended to coerce o r innmid!te, 
or t he locale in which their perp @tratorsoperate or se&k ,asyl·um . 

• 

9.13. (U) PUBLIC\. Y AVAilABLE INFORMATION muns information that has been published or 
btoadcan for general publ ic consurr.otion, i s available on re-qu~st to a. member of the general public. 
has been 5een or heard~· a <asual observ~r. or 15 m,ade availablE at a meeting open to the gentr411 
public. 

9. 16. (U) TARGET. DR TARGETING: See COLLECTION. 

9. 17. (U) UNITED STATES, when used geographicolly, •ndudes the 50 state$ and the Distri ct of 
Columbia. Puerto Rico, GuaiT'., Amt rican Samoa. the U.S. Virgin Islands, the Northe rn Manana Islands. 
and any other territOty or pos.s.essi.on o"er w hiCh the UNITED STA.n:·s ~xerOses sovereignty. 

9. 1~ITE05TATE~ PERSON: . 

a. A cit izen of the U NITEO STATES, 

b. An al ien law1ully adm,ned for permanent resid ence in the- UNITED sTATES. 

c.. Unincorporated groups and 8$SOC1atlons a substantial number o f the members of 
which constitute a. oc b. above, or 

d . CORPORATIONS incorporat&d in the UNITED STATES, in9uding L:.S. flag 
nongovernmf!lntal aircraft o r vessels. but not including tl'lose entities which are opeAiy acknowledged 
by a foreign gov~rnment or governments to be directed and controlled by them . 

. . • 
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e. The followir,g 9uidelines apply in determining whether a per\on isa U.S. PERSON: 

(t} A person known to be currently in 1he United States will be treated as a U.S. 
PERSON unle'i that person is reasonably identified as an alian who has not M;n admitt~d for 
permanent re2sidence 0( i~ the nature of the pe_r:son·s <ommun,cati-ons 01 other indida in the <ontents 
o.r <ircums-unc.H of SU<h communications g ive n'!we to' rea«)nabfe belief that sv(h'person is not a U.S. 
PE~SON. 

• 

{2) A oerson known to be currently outside the UNITED STATES. cr Wh01e loc.ation is 
no: known, WJIII'IOt be t reated as a U.S. PERSON unless such perwn is rtasona:biYid~n'lified as s.uch 01 

thf na:vre of the person's comm\.J't'licatlons or other indicia.in the contents or circumstances of s~ch 
communi<at!ors g:vE n~e to a reasonable bqlief thJt such person i~a U.S. PERSON. ,.. 

()} A p~rson know n to b(l an atien admitted for J)4!rmantnt resicenc~ may be assumed 
to have lost staws as a U.S. PERSON if the person le.oves the UNITED stATES and it os known th•t tne 
person is not in complianCD wi'th t he Qdmi nistrative forma lit:•} ~rovided' by law (8 U .S.C. Section 1203) 
that enable su(h p(lrsons to reenter the UWTED STATES w ithout regard to .the- provisions of law tha t 
w ould othen.vise restrict ar: ali era's entry into the UNITED STArES. The failure to foCI ow the statutory 
proc:eOures ptoYioes a r~asonabJE' baiis to (Ot'\Ciude that such alien has abandoned any intent ion of 
maintaining natus a~ .a ~rmanent resident alie-n. 

{4.) An vnincorporat&d assc<lati on w hose headquarttts. are lo<ated outs~de the 
UNIOED STATES may be presumed not to be a U.S. PERSON unless the USSS has informatiOfl indicati'lg 
that a substantilll number ol members ore citizen. of 1he UNITED STATES o r aliens lawfully admitted 
for pei"manent r~dE"n<e. 

(S} CORPORATIONS hav• the nationality of the nation-stat• in lli'hich they ~"' 
incorporated. CORPORATIONS formed under U.S. foderaf or state law are lht.-s U.S. p!riO<IS, ev.,n i; 
tile corporatA! StOd< is foreign-owned. The only e•ception set forth above is CORPORATIONS which 
are openly acknowledged to be directed and controlled by foreig n govemments. Conversely, 
CORPORATIONS incorporoted in foreign countries are not U.S. PERSONS even rr that CORPORATION is 
a subsidiary of a U.S. CORPORATION. 

(6) tolongovernmental ships and aircraft are tegal entitie5 and have the nationality of 
the country in which they are re9istered. Ships and aircraft fly the flag and are subject to the law of 
their place of registration. .. 

•. 
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PROCEDURES IMPLEMENTING TH.E FOREIGN INTELLIGENC E 

SURVEilLANCE ACi (U) 

SECTION 1 ·PURPOSE AND APPLICABILITY 

1 .I. (U) The For• igr. lr.telligenc• Surveil l ance Act (the Act) governs the GOnduct o f certair. 
eie('"'uonlc s-urveillance activitie~ within the United Stati\ to colleCt 'foreign intelligl!!r:ce inf ormatiol"' .. 
A complete copy o·f the Act is found at Annex B to NSAICSS Directive 10-30. The Act covers the 
intentional collection of the comrr.uni<ations of a particuJar. known .. U.S. person who is in :he ur • .ne-d 
State-s, .all wiretaps in the United StatfS, the acquisition ol (Qnain radio communicauons where a ll 
panies to that com muni cation are located in the Uni teC State-s. and the monitoring of information ir 
which th~re is a reasonable e)(pee1atlon of privacy. The Act reQuir~s that an such SU ~"'-'e illances be 
directed o nly at ior~t9n powers and their agent!> as defined by the Act and that all such iUTveillance'S 
be authorized by th.e United States For&ign Intelligence Survei llanc.t Court~ or In certain limited 
circumstances. by the Anorney Genenl. 

SECTION 2 • GENERAL 

•• 
2. 1. (U) Procedures and s~andards for seccring Court orders or Attorney General certiikat ions 

to conduct electronic "Surveillan<es.are set fonh in the Act. Requests for ~u<h O(ders o r certifications 
should be forwarded by th~ appropriate Key Component through the NSA General Counsal to the 
Dir!ct.or, NSA!Chief~ CSS and ~hould be accompanied by a statt>ment of th{> facts ·and cir<umstance\ 
justifying a belief that the target is a foreign power or an agent of a foreign power and tha1 each of 
the facilities 0< places at which the surveillance will be dire<ted ar• being used, or ar• about to 1M 
us~d . by that foreign power or agent. 11 the proposed surveillance meets the requirem('nts of the Act 
and the Director approvQoS the prop~al, attorneys in the Office of the General Counwl will draw the 
neces\ary court application or request for Atlorney General certifltat ion. 

SECTION 3 ·MINIMIZATION PROCI!DURES 

3. 1. (" -<su"'eillances authorizf'd by the Act are fequired to be carried out in acCordance 
with 'lt\e A.~~~P~~-u1nt to the coun order or Attorney General certification authoriz.ing that . 
particular survfillance. rn some ca"SeS, the court orders are tailored to address Partkular problems. 
and in those instal'\<es the NSA anorney will advisE" t h e appropriate NSA offic~ oi lM term-s of the 
court' $ orders. If'\ most cases, however, the court ord~r will inco(porate without any changes tn~ 
nandardized minimizatiOn prO<edures set forth in Appendix 1. '" 

.. 
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SE<TION 4 ·RESPONSIBILITIES 
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4, (. (U) The Gen~ral Counsel will review all requests to conduct electronic surveitlan<e'5 as 
d efined by the Act. prepa re all applications and meterials.r«tul red b)' the Ac. and provide pertinent 
legal ad viet and a.soistance to all • l<>m•nts of the unnod Stat•s SIGINT S)"tem. 

4.2. (U) lhe lnsp~ctor G•neral will c:or.du<t regular in$peajons and oversight of afl SIG it>IT 
activities to assure compliance with this Oi rectivE . · 

4.l . (U} All SIGJNT managers and s~perv·sors w ith responsiblli1ies retat•n~ io the Act will 
ensure th~t they and their oersonnel are t horough ly f amiliar w ith the A ct. 'lu .implt ment•ng 
pro(edurcu , and any· court ·orders or Attorr.ey General (tMI fica~i.ons perti ,e"\t to tht•r mis.sio~ 
Persor.nel with duties related to the AC1 will <onsult t."'»e' General Counsel"s offi<e tor any requ•red 
legal advi ce and aninance or training of newlt· assigned personnel. Appropriate re<ord~ will b~ 

' maintaintd demonstra1ing <Ompliance wirh the term~ of .111 court- o rders and AttQrney Cienerai 
cenifica tions. and any discrepancje~ in tnat regard will bE' ptomptly fQport4M:I to the o ffices oi t..,.e 
General Counsel and lnspe<to< Ge~al. • 

•• 

• 
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• 

d . U.s. Persons Emp4oyed by the Foreign Power 
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I. Non-Pertinent Communications 

g. Change in Targers Location or Status 

·Section 4 - Ac«uisition and Processong- Special Procedures 
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SeCIIon 5 - Domestic Communications 
a Dissemination- · 
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• 
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UNITED STATES 

FOREIGN INTELLIGENCE SURVEILLANCE COURT 

WASHINGTON, DC 

STANDARDIZED MIN!MIZATIOJi 

I?BOCEDURES FOR N'SA ELECTRONIC SURVEILLANCES 

. 
Pursuant 10 Se-ction 10'1 (h) of the Foreign Intelligence Sur ... eillance Act of 1 97~fheten1atter 'lhe 

Acf}. t;:e to11owu19 proce<fure~ ha•;e been 2dopted by the AttomeyGeneral and shall be fgllowe..: by the NSA. 
'" Implementing thtS eleCt!OfliC surveillance: (Ui 

' • 
SECTION 1 -APPLICABILITY AND SCOPE (U) 

• 

These procedures apply to the acquisition, retention, use. and disseminattor. of noor.- publ<cly 
avalable inlormatie>n conceming llllConsenting Unfted Sta:es persons !hat Is co&ecled ., recourse oi elec
tronic surveilance as ordered by the United Slales Foreign !ntelfigenoe Surveilance Coun under Section 
102{b) or autMrized bv Anomey General CertificatiOn unoer Section 102(a) ol the Act. These pr~edures 
also apply to non-United States persons v.flere specifically indlcaled. (U) 

SECTION 2 - DEFlNITIONS (U) 

In addition 10 !he defiOI!ions !r. See!ion 101 of tile Act. !he lollowing defini!ions shall app•y to these 
procedures: .~ 
. . ta) Ao<:r.JisHion means the collection t>y NSA throu0f1 etectronic means .-,commu-

nocation to wnoc:n • <S not an <n!ende:l party. (U) 

{b) Communications concerning a United States person include all communications in which a 
Uniled States person is discussed or men!ioned. &xcepl where such oommumcations 'reveal only publicly 
avaUable information aboullhe person. (U) 

(e) CommuniCations o1 a United States person l(ldude all communications to wt.ich a Uniled 
States person Is a party. (U) 

(d) Conset~!ls !he agreem ent by a person or organizatiatl l o pe«M !he NSA to take partiwlar 
aelions tllal allect the person or organization. To be efteaive, consent mUSI be gi>.oen by !he affeaed person or 
organizabon with sufficient knowledge to unc)erstand the action that mav be taken and the possible conse
quences of thai action. Consent by an organizalion Shail be deemed valid n given on behalf of the organization 
by an official or govern•ng body ~e!ermlned by the General Counsel. NSA, to have actual or apparent authority 
to maxe such an agre<lmenl. (U) · 

(~ 
' ·. 

' 
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(t) ldemitication of a Un~ed States person means the name, unique title, adclress. or other f>!!r
sonaJ Identifier ot a United States person in tne context of aeliv~ies conduCted by that person or actlvrties 
conducted by otl1erS that are ~aled to tllal person. A retereooe to a product by b<and name. or manufactur· 
er·s name or tile use of ~ n~~.;Jn a descriptrve sense, e.g .. 'Monroe Doctrine."'is not M Identification ot a 
Unoed States person. (~ . ~ 

(h) Publicly available information n1eans information tllat a member of \he P\l~hc cout<l Ol>tain On 
request. by research in public sources. or by casual obseNatlon. (U) • 

' . 
(i) Tech~se means information retained tor cryptanalytic. ttaflic !Walytrc, or s19nat 

exploita"on purposes · . . 
G) United States person means a UMed States person as detined in the Act. The followino 

guidelines appry in determining wnether a person wnose status is unKnown is a United States person: (Uj 

(1) A person KnOwn to be rurrently in the United States. will be treated as a Ur.ited States person 
unless positsvely iclentifl8d as an al en v.ilo has not been a<tnined lor pennanent resi!lence.. or unless the 
narure or <:ircumstances of ~he person's communications cive rise to a reasonabJe bertef that su::h persOf'\ is 
not a Unfted States person. (U) " 

!2) A oer5cn known to be currently outs ice the Unhed States. or 1\otlose location is unknown. will 
not be ueatecl as a united States pe<son unleu sucn person can be pesit•WIY identified • • such. or the nature 
a circumstances of the person's COO'li'O\Jnil;ation$ gr;e rise to a reasonable belief 11\at sud1 pe<son is a United 
States person. (U) 

• 
(3) A person known to be an allen admitted for permanent residence loses status as a Unhed 

Slates person if the person leaves the Un~ed States and is not In complianoe with 11tle 6, United States Code. 
Section 1203 enabling 'r~uy into the United States. Failure to follow the statutory prooedures provides a 
reasonable oasis to <;Qndude lhaC the alien has abandoned atry ittenlion ot maiiltaining his SlalUS as a perma
nent resident alien . (U) 

{4\ An unincorporated association whose headquarters or primary office is located outside the 
United States is presumed not to be a United States person unless there Is Information ltldicating that a sub
stantial number of its memoers are citizens or the Uflited States or aliens lav.1u!ly admitted tor permanen: 
residence. (V) 

• 
SECTION 3- ACQUISITION AND PROCESSING - GENERAL (U) 

(a) Acquisition (U) 

The acquisition of lnfonnation by electronic surveillance shall be made in acoordance with the 
certification ot the Attorney Gene<at or the court orde< authorizt>g SUCh survei lance and oonduelecl in a man· 
ner designed. to the greatest extent reasonably feasl!!le;..~n•mize the aequisitioA o' lnfomtatioo not rel6· 
vantto the authorized purpose of the su~illance. (~J . 

(b) vernication (U) 

At the Wtiation of the elecUonic so.r<eilance, the NSA.or 111e Federal Bureau of Investigation, ff 
pro.,;dinll operational support, shaR verily thattne rommunlcation lines or telephone l'l.llllbers being targeted 
are the hoes or numbers of the target authorized by oourt order or Attorney General·certWication. Thereafter. 
collection personnel will monitor the acquisition ot raw data at regular intervals to ve<ify lhat lhe sulWillanoe is 
not avoidably acquiring ~X~mmunlcalions outside the authorized scope ot ttre surv,.tl~ or information con
cerning Unned Slates persons noc related 10 the purpose of lhe sur.oeillanoe. ~-I 

HANDLE VIA CO MINT 
SE I 

!Cl - Oct 97i 

-. 



s~ 
(c) Monitoring. Reco<ding, and Processing (UJ 

• 
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. 
(1) 8ectronic svrveil ance or the 1arge1 may be monhored conremnoraneously, recorded auto· 

matlcally, or both. (U) 

(2) Personnel wno monnor tne erectronlc surveillance shall exercise reascnabre judgement 
In determining whelhor panioular Information acquired must be mlrtlmlzeo and shall desfroy inadvertently ao· 
Qulred communicabOns of or concerning a United States person at the earliest practicable point In the proc· 
ess1ng cycl<: at which such communtca11on can be identified ei~tltlr as clearly r.ot re!evan: to ff'le au1horizec 
purpose of tn.e surveillance (e.g .. th~ oqmmunication does not coMaln foreign intellige"2~ ~J.?~ICf"'} or as 
con!a1ning evidence of a crime which may be dissemi."''ated under ltlese procedures. (~ . 

{3) Communic81100< ·o: or concerning Un~ed Slates JlC!I'$01\S that may be re'l~Jed to~ 8JC10· 
rozed purpose of the sur"eilance may be IO<'.var~ed to anal)1ic personnel responsible f<Y p'O<Iuang ootetl . 
IJe<>ce nfonna;ion from the ccileCted a.:a. S.:ch (X)mmunicatons"' onfe<'11Btion may be rdla·nec: and oisserr
•nate<S o~ n aecotdance witn Secttcns 4. s. and 6 of 1nese ~ure~. ~ 

• 
J:1.J¥,agnetic ta.pes o· other storage media that cont~j(l acquired cc•mmunicalions may be pro-

cess~. (S-?"""'i • 

(5) Each communication shall be reviewed to determine whetner It Is a domesllc or foreign com
munication to or from the targeted premises and is reasonably behe'led to contain foreign intelligence infor
mation or evidence of a crirne. Only sucJl communica.lions may be processed. All othe(commu'!!c~l~ may 
be retained or disseminated only In accordance with Sections 5 and 6 oi mese procedures. ("'rv) 

. (7) Further prooes,slng, retention and dissemination of foreign communications shall be made in 
acce<danoe with Sections 4, 6. and ?. as applicable. below. Further processing. storage and dissemination of 
onadv~~cqulred domestic communications shall be made In accordanoe witll Sections 4 and 5 be· 
IOVI. (rO) 

. (d) U.S. Pe<Sons Employed by the Fore,gn Power,/ 
Communicaoons of or concetning lkliled States persons empove.Q by a fo<eign oowe< may be 

used and relailed as othelwise Provided in these prccecknes excep(that ' 

(l j Such United States pc!rsons shall not be identified In oonnec!ion whh any oommunicatlon 
that the person places or receives on behalf of another unless the Identification is pc!rmilted under Secllon 6 of 
those procedures: and 

. . . 
(2) personal communications of United States pemons that could not be foreign In~ 

may only be retained. used. or disseminated-in :scocrdance with Section 5 of these prccedures. ) 

(e) Destruction of Raw oav/ . · 

11at do 1101 meet such that 
Un~ed States persons shall be promptly destroyed. . 

I 
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( 1) Commu!Wcations determined 10 1all w ithin established categories of no~ertlnent commu
nications. such as lhose set forth in subparagraph (6) of t11is section. should not be recalned ~ 1hey lXII-
I a in information 1hat may be di$$eminated under Sections 5. 6, or 7 below. (U) . -

(2) Mooitors may listen to ell oommunicalicnS. ioc;lud~ lhose 1hal initially appear 10 fall wlltoin 
es_1ablished categories until they ~ r~nably detennine ttlat the communlealion cannot be drsseminaled 
under Sections 5. 6. or 7 below. (~) • -

· l3l Communications <rl u.i<ied States persons wil be analyzed to esla!>fish C;ategones of com-
munications that are not pertinent !o the authorized purpose of the surveillance. (U) . . . 

• 
(4) TheSe cateOOries s:>DlAd oe establrShod after a reasonable period of mOI)iiOri'lglhe cornmu

nicalions of the targets. (U)" 

• 
(5) tnfotmallOn that appears to be foreign intellil)ence may bl> relained even_ii ~ is a::ouired as a 

part of a oommurncation lam~ witnin a cat~ory that is generally·~inent. (~) 
• 

include: 
{6) Categories ot non-pertinent communications whict> may ll& applied in these surveillance 

(i) Calls to and from United State• Govemment officials; 

Qi) ca•s to and from chii<Jren; 
• 

(Hi) Calls to a."')d 1rom s1udents for information to aid them in academic enoeavors: 

(iv} Call& between family members: and •• 
etc. ~~· (v} cans relati11oQ w :ety to personal s~. such)Qs food orders. transportation. 

(g) Change in Targers_ LOcation or S1a;us ~ 
(1) During periods of knowr. extended absence by a ta:geted agent of a foreign power from 

premise!!_ U'!!lliJ:. surveillance. only communicalions 10 wntch the targel is a party may be retained and dissemi · 
nated. (~) 

• 
(2) When there is reason to believe that the target of an electronic surveillance Is no longer a 

foreign power or an agent of a foreign power, or oo longer occupies the premises authorized for surveillance. 
that electronic surveillance stlall be immediately tetminated, and shall not resume unless subseQuently ap
proved under the Act. When any person involved in collection or processing ot an electronic surveilance 
being conducted pursuant to the Act becomes aware ol intonnation tending to indicale a material change In 
lhe status or location of a target . .lhe person sll~l ;~diately ensure that the NSA:s Offioe of General COun-
sel is also made aware of such intonnalion . ( ) . · 

SECTION 4- ACQUISITION AND PROCESSING - SPECIAL PRO.CEOURES {U) 

I 
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.. 
(3) DomeSiiC ccmmunicalions t:tat are incidentally acq~ing oollecfiOfl aoainst residential 

prem'Ses shall be handle<! under Section 5 cf these procooures. ( , 

(t/ Al1omey-Client C<Jrrmun'caliOOS/ • • .• :.' . · 

As soon as ~ becomes apparenllhat a oomrrunicalion is between a person \\11o Is kno·Nn to be 
under criminal indictment and an attorney who represents that individual in the matter under inCictment (o; 
someone acting on behalf cf the attorney) . moni1oring of that communication will cease a_nd the communica
tion shall be identifieo as an attomey-cl,en1 communicatJ.on in a log maintained for ;nat purpose. The re eva.nt 
portion of lhe taoe oontatning that conversation will be placed under seat and the Department of Justice. Office 
of Intelligence Polley and Review. shall be notified so !hat appropriale procedures may be establrshed to r.<o· 
teet suc."l communications frcm revie>t'V1Jt." eny criminal prosecution. while preserving foreign intelli
gence inlormation contatned tl>erein. (~, 

tnat: , 

SECTION 5- DOMESTIC COMMUNICATIONS (U) .• 

\ 
(a) D•ssemination (U) 

Communications identified as domestic communications shall be prompUy deStroyed. except 

( t j domestic commuricalions thai are reasonably believed to contain foreign lntellgence in10r· 
.matico shall be disseminated 10 !he FOOe<al Bureau of lnvesti!)ation {including Un~ed S'.ates person identi· 
ties) for possible lunher dissemination bv the Federal Buteau ollnves~1ation in aceo<dance with hs minimize· 
lion procedures; • 

(2) domestic communications 111al do not contain torelgn Intelligence information. bllllhat are 
reasonably believed to oontain evidence ol a crime ll>at has been. is beln.Jl, or is about to be committed, shall 
be disseminated (including Un~oo States person identhies) to appropriate Federal law enforcement authori· 
ties. in accordance with Sec1ion 106(b) of the Act and crimes repOrting procedures approved by the Secretary 
of Defense and the Attorney General; and · 

. 
(3) domestic convnunications lhatftle reasonably believed to mn1ain tecllnocal data base infor

mation. as demed in Section 2 (i). may be do~~~~inated to the Federal Bureau of lnvesti<)ation and to other · 
etemems of lhe U.S. SIGINT system. (\p "" ) 

(b) Retenbon (U) 

. (11 DomestiC commUIIicai!Ons disseminated to Federal law enforcement agencies may be re· 
talned by the N$A for a reasonable period of time, not to exceed six months cor any shoner period set by coun 
order). to permit law enforcement agencies to determine Y~access to original recordings of such com-
m.onicallons is reoulred II)( law enforcement purposes. ( ) . 
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(2) Domestic communications reasonably believed to contain technical data base inlonnation 
may be reta•ned lor a period sutflc.em to allow a thorough exploitation and to pem1it acces~ to data that are. or 
are reasonably believed likely to become. relevant to a current ~ f~!!!.ll}oreign intelligenoe reQui•emen:. 
sunic•enl duration may vary wtlh the narure of the e>(jlloitation. (~) • 

a. In ltle context of a Cf)'Planaly11c e"or:. maimenanoe of lechnical data bases reQu~res ret en· 
lion ol al ~lions tllat are encipnared or reasooably believed to oontain secre>meanint. and suffi· 
cient ouraticn mr:y co ist of any period of tune during which encrypted material is subjecltc, or of use 1n. 
Cf)'ptanatysis. (S- } 

• 

b. In !he c:aSe of communicationS that are not oocipllered or OlherMse lhoug,i:Jo contar1 sec<r>t 
meaning. sufficieni durat10n is one year unless tna Deputy Director for OperatiOns. NSA. de1ermines in wm•ng 
that retenti(>n fo~a IO . ef pertod is required to respond to aumorized loreign uUelligence Or counterintellig-ence 
requirements. ( ) • · • 

~ 

SECTION 6- FOREIGN COMMUNICATIONS OF OR CONCERNING UNITED 
STATES PERSONS {U) ' • 

(a) Retention (U) 

Foreign communications of o< concerning llflfted States persons a::m:hed by llle NSA n 1ne 
course o f an electronic surveillance subJect to thes~ procedures may be re•a•r.ed cnly: 

(1; d n~ssary for the ma.ntenance of technical data bases. RetentiOn lor this ovrpos• os 
permitted lor a period sufficient to allow a thorough exptcnation and to pem1~ access to data that are. or are 
reasonably believed liKely to become. ret evant to a current or future foreign lntelligenoe requirement. Sutfi· 
cient dura1ion may vary with the nature Of the explonation. · 

a. tn the oontext of a cryptanal)11c effon. maintenance of technj~l aata bases re· 
quires retention of all communications that are enclphened or reasonably believed to contain secret meaning. 
and suiOOent duratiOn may consiSI Of arry period Of lime du~ng whiCh encrypted material is subject to. or oi 
use in. cryp1ana1ysis. · ... -

1:>. In the case of cc<nmunicatior.s that are not enciphered or otherw1se thought to 
conraln secret meaning, suffiCient duratiOn is ooe year unleSs the Deputy Director for Operations. NSA. deter· 
mines I~ writ.ing that retention foe a longer pericd Is reQuired to respond to authorized foreign intelligence cr 
countenntellrgence requirements: 

(2) H dissemination of such communications v.;th reference to such Unfted States persons 
would be petmitted under subsection (b) below: or • 

. . (31 H lfle infocmation is evtdence of a crime thai has ~~ng, or is atxxn to be commJtte<i 
and IS prov1ded to appropr1ate federal law enforcement authorities. 7 "') 

(b) Dissemination ~ - · 

A report based on communications of or concerning a United States person may be 'dissemi· 
nated In a.x:ordanoe wllh Section 7 if the identity of the United States person Is deleted and a generic tem1 or 
symbol is substiMed so that the lnfonnation cannot reasonably be oonnecled wlll1 an ldentlfiSble United 
States person. 0\hecwlse dissemination of intelli~ence reports based on communications of or concerning a 
Unned Stales person may only be made to a recip1ent requirinQ the identity of sucll pe1$0n lor tne performance 
of official duties but only W at teast one Of the lollowing crnerra is also met 

(1) the United States person has consented to dissemination or the information Of cr concerning 
the Unhed States person is available pubhcly; ' · · 

(2) the identity of the Unhed states person is necessary to understand foreign Intelligence 
intocmatian or assess hs lmpo<tance, e.g., lhe identity of a senior omelat in the Executive Branch; 
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(3) tne communication or infonnation Indicates that the United Slates person may be: 

(A) an agent of a foreign power, 

(8) a foreign power as del•ned in Section t0t(a)(4J cr (6) ol the Act; 
.. . 

{C) resid11g outside the un~ed States a no h()lding an otliciaJ position in lhe govem· 
ment or mili1&1)' forces of a foreign power: 

• 

foreign power; or 
(D) a corporation or other entity that is owneo or controlled diree;1y~or indif(;-ctly by a , 

· (E) ectrng ir coilabo<atio-1 with an ir.<etlige<lCe or sect.rny se:v.ce o' a foreign powe: 
and the Unhed Stales person has. or has l'la( access :o dassifie<: national se-::urity miC!matJC<> or ma1enal . 

(4) tne OO<nmunrcation or information Indicates that tt>e United States person may be :ne target 
c·f intelligence activities of a foreign power: • 

• 
(5:1 the commonioatlon or intarma110n lr.dicates that the United State.s person is engage~ u1 the 

unavthorized disClosure of classified national securitY infonmation: but only a her the agency that orioinated 
the information certifies tnat k Is property ClassHieC: • 

(61 the communicatioo or information indicates that the United States. person ma}· be er..gaginc 
in internauonelterrorist activities: -

(7) the acquisition of the Unned States person's communication was authorized by a court order 
issued pursuant to Section t 05 of the Act and the communication may relate to the foreign Intelligence pur· 
oose ot the sutve-inance: 

•• 
{8) the communication or infomtalion Is reasonably OOiieved 1o CDntain evidence thai a crime 

h<:s been, is lleing, or is about to be oon-.mltted, provided that dissemination is for taw enforcemenl purposes 
ano is made in accordance with Section t 06(b) of the Act and crimes roporting procedures approved by the 
Secretary of Deiense and the Anomey General. (U) 

SECTION 7 - OTHER FOREIGN COMMUNICATIONS (U) 

Foreign oomnunicadons a or coocernlng a ~nited States pe1SOO may be retained. used. 
·and disseminated in any fonn in aooon1ance with other applicable la-,y, regulation, and policy. (U) 

\ 
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ANNEX B 

OPERATIONAL ASSISTANCE TO THE 
FEDERAL BUREAU OF INVESTIGATION (U) 

SECTION 1- GENERAL 

USSID 18 
27 J uly 1993 

, 

1.1. {U) In accordance with the provi sions of Sectlor. 2 .6 o f E.O. 12333, and t he NSAiFBI 
M•morandum of Unde~!ar:ding of 25 No~o•e"l1ber 1980. tht National Securhy Agency may ~ro,oid~ 
~p~cialized e<:;uiome-:n anc technical knowle-dge to the FBI to assist~ FBI in the- concua of ks lawftl 
functions-. When requesting such assistan<e. the FBI w i ll certi fy cO the General Counsel o f NSA that 
su<h equipm~nt or technical knowl edge is nece~sary to tht accomphshment of one or mor4 o f the 
FBI's lawful i unctu>ns. 

1.2. (U) NSA may aho p rovidt expert pe riannel to as.sin FBI p.ersonnel •n the operatJOn or 
installa~jon of sp-edalized equipment when that equipment i s to b4t employed to collect foreign 
int~tltgence. When requesting the as~istance of exp4irt personnel, the FBI will certify to the Gtnera1 
Counsel that ~ch assistance is necessary to collect forei9n i nt~lligEnct and that the approval of the 
Anorney General (and. when n-ec:tns.ary. a warrant from a court o f competent jurisdiction) has bee1"' 
obtain~d. 

·' 
SECTION 2 -CONTROL 

2.1 . (U) No o~rational assistance as dis.cussed in Se-ction 1 shall be provided wi thout the 
expr~ss permission ot the Director, NSA/Chief. CSS, Deputy Director. NSA, the Deputy Director ior 
Operatiorn, or the Deputy Director for Technology and Systems. The Deputy Oirec10r for Opetlrtior>5 
and the Deputy Olrector for Te<hnology and 'Systems may epprove requests for such assistance only 
with ttl@ concurrence of the General Counsel. 

• 
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SIGNALS INTELLIGENCE SUPPORT TO U.S. AND ALLIED MILITARY 
EXERCISE CO MfytAND AUT'"'ORITIES (U) 

SEC.TION 1- POLICY 

1, 1, (cLi'gn~l~ IntelligenCe supPQtt to U.S. and Allied milita ry fixerc:s~ co,;.mand authon t tcs is 
provided fTi~ USSID 56 and DoD Directive 5200. 17 (M-2). Joint Choefs of St•H Memorandum 
MJCS 1 l 1·88. 18August 1988, and USSID 4. 16 December, 1988, establish doctrine al'ld proc.,ouresfor 
providing s.ign.ais intelligence support, to military commanders. The procedurt?s in this Annex pro'Vidt 
policy guidelines for sa:•guarding th~ r i ghts o f U.S. persons in the t ondu<\ of qxercist SIGINT suopof't 
activities. 

SECTION 2 • DEFINITIONS 

2. 1. (U) The term '"Military Tactica l Commu nications .. means United States and Allied mili1ary 
exercise communications. within the Unrted States and abl'oad, that al'e necessary for the prodv<ti on 
of simulated foreign tn telligen.c:e and cou nterintell igence or to permit at'l analy<iis of communications 
securitY. 

SECTION 3 - PROCEDURES 

3. 1. ~ The USSS may <ollect .. pro<e"· store, and diss~minate 
communi<a'tions that are also commu,ications of, or concerning, U.S. persons. 

·' 

military tacti cal 

a. Collection efforts..,v;ll be conducted in 'Such a manner a' to avoid. to tM extent feasib le, 
the intercept of non-exercise-related communi<ations. 

b. Military tactical communications may be stored and processed without deletion of 
reference-s to U.S. persons if the rtames and communicatiQns of the U.S. personi who are exerciie 
participanu .. whether military. government.« contrac::or, are contained in. or such communications 
conrtitute, •xercise-.related communications o r fictitious communications or information prepared 
for the exercise. 

c. Communications o1 U.S. per~ons not participating in the e.tercise that are ir.adVen.en1ty 
intercep1~ during th~ exetcise shall be destroyed as soon as feasible, provided that a n!cord 
d-es<.ribing the signal Of frequency us•r in technical and generic t~rms may be retatr1ed for signal 
identification and Collc<tion·avoidance purp~es. Inadvertently intercepted communic:a-;:ions that 
contain anomalies in enciphered communications that reveal a potential vulnerability to United 
States communkatiOn$ $t!curity should be forwarded to the NSA Deputy Director for Information 
Systems Secu rity. 
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d . Dissemination of military extrc•se communications~ exerc•se repon.s, or •nformation 
files deri~d from such comrnunicaoons shall bt limrted' to those autr..oritie-s al\d persons parti<ipat ing 
in the 4llt~rcise or conducting reviews and critiques thereof . 

. . 

• 

' ' 

' 
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ANNEXO 

TESTING OF ELECTRONic" EQUIPMENT {U) 

SECTION 1 -PURPOSE AND APPLICABILITY 

USSID 18 
21 July 1993 

' 

1. 1. (U) This Annex apJ)I i~ to ~M tes'".ing of e-ie<ttonic equipment that has the caoability to 
intarcept c:ommunccations and oth€r nof'loopubl·c informatior-. Ttitlng includti deve\opment. 
calibration. and evaluation of such equipment, end will be condvcutd. to l !le maximum <!:rt~nt 
practical, without interception or monitoring of U.S. persons. i .. 

SECTION 2- PROCE OURES 

2.1. (Ul Tn. USSS may test electronic ~uipment that has t he capability to intercopt 
communications and other information s.;.rbjen to th e foiiOWtng limitnions: 

a. To the maximum ertent practical , the following should be used: 

(I) Laboratory-genetated signals. •• 

(2) Comrr:.unications transmitted betwE"en termina is 1ou1ed ou~side the Uni-ted Sta te-s 
not u>od by any known u .s. person. 

(3) Official government agency communications with the consent of an aporopriate 
o hlcial of t.'lat agen.cy, or an individuafscommuni<a~ions with the consrntof that indi~dual. 

(4) Publ ic broadc;on 519nals. or 

• 
(5) Othe-r communications in which th~re is no reasonable- e:x.~ctation of privacy (as 

approved in each instance by the NSA Genoral Counsel). 

b. Wher~ i t i '5 not practical to test e lectronic tQuipmftnt sole ly again st signals described in 
paragraph 2.1 .a., above. testi ng.m~Y be concucteod, p rovided: 

(I) the propos~ H!•st •s coordinated v1ith the- NSA Genera l Counset; 

(2) the test is tl mited ! f"l scopE and duration to that necessary to determine the 
capability of the equipment; 

(3) no particular pe-s-on rs ta"g~ted w-thout consent anc it is not reasonaole to obtt~in 
the consent of th~ persons incl(lt~m.ally subjected to the surveill.an<e: and 

(4) the tesl does na1 ex<eed 90 <alendar daY>. 
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c. Where~ test involves communi<atioM other than thote id entified in 2.1 .a. and a test 
period longer than 90 days is require-d, the Fore ign lntefligenc• Sur\'eillance- Act req!Jir~s that tne test 
be approv~d by the Anorn<!y General. Such proposa ls and plans shall be <vbmi tted by USSS ~leme,ts 
through the General Counsel, NSA, to the Dire<tor. NS~Ch1ef. CSS for transmjss;on tc t he Attorney 
G~neral . The test ptopos.al shall state the require ment fOt a n e xtended t(~s.t involv;nq SU<h 
communications, the nature of the teS1. the o~an ization that will conduct the test, and the proposed 
disposition oi any signals or communications acquired during the test. 

2.2. (U) The conteflt of any communication other th an communkat.iQI"ts betv:e tn non·U.S 
persor.s Ot.~tside the United Statt-s which are accuired during a test and evaluation shail~te : 

a. retai n~ct and used onJy forth~ pu rpoiQ of d~terminin.g tht a:oabiltty of th(l t ea:ro-.ic 
t~uipmen1 ; 

b. c'iscloted only to persons conducti l"'g or evalua1ing th~ wst: and 

c. dEXtroyf'd before or im~di.znely vpon cotnple"lion of tht t.Htinc;. 

2.3. (U) Th~ te<hnical paramet~rs oi a. communi<ation. such as frequency, modufation. and 
time of activity of acquired ofectronk ~ig.1als. rr.ay be retatned and used for test reoortin9 or 
coll~-ctioo-avoidanct purposes. Su<h paremeters may be ciueminated t o O'-her DoD inttlligencE 
componl!'nts and other entities authorized to conduct tlectronic 'urveiUanc~. providl!'d s;.~ch 

dissemina tion and use are lim ited to testing, eva I uation, or collection-avoidance purpos~ . 

•• 

• 
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SEARCH AND DEVELOPMENT OPERATIONS (U) 
' 

SECTION 1 ·PROCEDURES 
' 

. . 
1.1. (U ) Thi~ Annex provu)es the procedu res for $afeguardi ng t he r ights o f U.S. p&f$Ot1$ when 

conductmg SJGINT search and development acti..,i ties. 

1.2. (S~ The USSS may condvct searc h a nd d e velopmtaonr activities w tth respect to 'i1 gn.:~ls 
throughout ~;;dio spe<trum under the following limi tati ons: 

• 
a. Sigr:.aJs may be collected on ly for t he purpose of identifying thos,~ signals tha l: 

( 1) may <ontain information rElated to the o roduct1on of foreign in1e l1igence O! 
counterlntell igence; 

(2) are enciphe red or appear to contain secret meaning; 

(3) are ne<~ssary to assure e~ficient signals intelliger:ce collec:ton or to avoid the 
coiiKtion of unwantechignals.; or. 

•• 
(4) reveal vulnerabi litie\ of Un1ted States commumcatior.s securit y. 

b. Commu nications origina~ed or intended for re<eipt in the United States or originated 
o r intended for re<eipt by U.S. per1.ons shall be proce~sed i n accordan<e with SectionS of USSIO 18, 
provided that ;nformation necessary for cataloging the constitu(l'nt elements oi 1he signal 
environment may be processed and retained i1 ~uch information doEs not ident ify a U.S. person. 
Informat ion revealing a United States ( Om municati ons security vulnerabi lity may be retain~. 

c. lniormation necessary for cataloging the corutit vent elements of the si gnal 
environment may be disseminated to the exten:: su<h informat ion does not identify U.S. persons. 
Communications equipment nome:""'dature may ~ dissemin ated. Information t h at reveal s a 
wlnerability- to United States communications security may be d isseminated" to the appropriate 
commYnications security authorities. 

d. AJI information obta1ned in the process of search and development that apoear5 to b~ 
of foreign intelligenc~ value may b~ forwa rded to t he proper analytic office withi n NSA for 
proce~sing and dissemination in accordan<:e with rel~vant portions of USS 10 18. 
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TRAINING OF PERSONNEL IN THE OPERATION AND USE OF SIGINT 

COLLECTION AND OTHER SURVEILLANCE EQUIPMENT (U) 

SECTION 1 ·APPLICABILITY 

1. 1. (U) This Anne>~; apol ies to oil USSS use of SIGINT colle<tion and other t urveillance 
eQuipment for trainin; purposes. 

SECTION 2 • POU<;Y 

2.1. {U) Training o f USSS personnel in the operat ion and usf! o( SIGINT collection equipm~:-".t 
shall be <onducted. to th~ maxtmum extent that is praC'tl:<lll. vv,tholJt interception of th~ 
communications o1 U.S. p~rsons or persons in the Uni ted Stat•s. who h.&ve not q iven cons~nt to su<h 
interception. Communicattoos and information protected by the Foreign lntelligen<t~ Su rve-Wance Act 
{FiSA) (see Ann~x A) wi ll not t>e collected for traimng p urposes. 

SECTION 3 ·PROCEDURES •• 

3.1 . (U) The trC\intng of USSS personnel in the operation and use o f SIGINT collection and other 
\urveillance equipment shall incluoe guidan<e concernir.g the n~quiremenn and ~estrict1ons of the 
FISA, E<e<utivo Order 12333, and USSID 18. 

3.2. (U) The use of SIGINT collection and othe r surveill ance eQuipment for training purposes is 
subject to the following limitations: 

a. To the m~ximum extent practical . vt.e of such equipment for traimng purposts shall be 
directed against otherwise authorized intellioence targets; 

b. The contents of privat~ communications of nonconsenting U.S. ~rsons may not be 
acquired unless 1he person is an authOfiZed target of e!Pctronic surveillance; and 

c. ~ e-Jectroni< surveillan(.t will be limited in extent and duration to that ne-ce-ssary to 
train personnel in the u~ of the equip mt nt. 

3.3. {U) The limitations in paragraph 3.2. do not apply in the follow1nq in-stances: 

a. Publi< broadcasts. distre\S signals. or off1cia l United States Government 
communication$ may be monitored, provided that. where government agency c::omm unication$ are 
monitored. the consent of an appropriate official is obtained; and 
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b. Minimal acQuisition of in formation is perm1 tted as req1..•ired for calibration pyrpo1:e1 . 

3.4. (U) lnform<1tion colltcte-d during 1ralning that invohres authorited mtelligerxE- target~ 
mt~y be retained in accordance with Section 6 o f USSIO iS and diueminated m accordance whh 
~ction 7 of USSID 18. Information other than distress signals c_ollected during training that do"' r.ot 
involve autnorized intelligence tO:rgets or that is acquir.-d tnadvertentlyshall be o·estroyed as soon as 
practi<al or upon compi@tion of the training and may not be d isseminated outsid e tht USSS for any 
purpo1~ . Oinress $191'\als should be referred tb the 000. 

' 

• 

• • 

• 
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1 . 1. (U) The forrns set forth ir"' this Annex are for use io record ing consent b~· U.S persons fo r 
USSS t>tements to collect and d isseminati loreign commun1cations concernir.g tha t person. The firs: 
form is consent to collect and d1s.seminl!lte a U.S. person's. commu nicattO'\S as we-ll as references to that 
person in foreign communications. Thfo second f01m is consent to collect and disse,...,inate o f'lly 
rderences to the U.S. penon a nd does not in<lvde commur.is:ations to or ftom that perscn 

1.2. (U) Section 4. 1.<. of USSID 18 statE'> that the Directo r, NSA/Chief, CSS has authot1ty to 
approve the consensual col lecti on of communications to. from or about U.S. persons. £1~mems of 1h& 
USSS proposing to conCvct consensual collt ctio n should forward a copy oi the executed consent iorrr 
and any pertinMt•nformationtothe Oi,Ktor. NSAJChi~C. CSS fOf aporovaL 

1 .3. (U) The form• provided on the foll owing pages may be reproduced, provided the secur~ty 
dassificotlo ns (1op and bottom) are removed. 't is the respon~ibility of the use~ to properly redassify 
the document in accordan<e with requisite security guidelines. 

·' 
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• 

J, . h"'rl?hy consent to th e Na'tional S~L:"tty Agctn<y 
undertaking to seek and dissfmif":.atf' comrnunicatioM to o r i rc:::rr. or ref erenciDg r.-~e in foreign 
communications fo r the purpose of ------------------------------

Thi s consent applies to administrat1ve messages alerti ng e!ements o f the Ui"'ited St.;,tes Sig."''ats 
!ntelli~tn<f Synem to this consfnt, as well *IS to cny si9n.als inte41igence reports th.at may relate to the 
putpo~ stated abov•. • 

Ex<tpt as otherNise provided by Executive Order 1233 3 procedures, thi s consent <ove~ only 
informatjo, tha: rel~tes to the pu rpose stated abov~ and is eHective fO!' the ~nod 

-----------~-----------
Signals inteHigence reportS c.onta•ning information derived from communtcations •o or from 

m~ may only bE disseminated to me and to . Signals it'\teU ig-en<~ u!pzy.-ts. 
<ontaining infOt'n:ation oerived from communic.ations reJetenong me may only be dis-seminated to 
me and to txcept as othe"Nise p~rmined by procEdures under Exe<:u-tive 
Order 1233 , •" 
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. I, , hereby consent to the Nateor.aL Secv ri ty Agency 
undertakeng to seex and dissem1na~e reterences to me in f oreign communi<et iOf!!. fo r ':he pvrp~~ of . 

This <OMtnt applies to acministra"tive mtn a9 es dfertfng e ltmtrts o f the Un.u!d S\ates Sig n als 
lr.telligenct System to thi5 consent. as well as to any sig:"'a!s ir.teiligence rep<~ru t t',.cn moly re!a::e to :h~ 
purpose stated above. 

E;ccept .ns otherwise p rovided by Exe>:utive Order 1 i333 proced ures, thts conse-n t cover'> only 
refE-rences to me in foreign commurj cations ! r:C i r.forrr.ation therefrom t h 6t relates 10 the purpose 
~atcd abov~ and is effecrive for the period to - - - - - - - --

Signals intelli gence reports con taining inforrn atoon derived from comrr:uni<ations rei eren<ing 
me afld re latt d to the purposf ~tated above may only bo dissemir.ated to me and to 
.._,..,,.-- ------- exce pt as otherv.·ist permitted by procedures unde• Executive Order 
12333. 
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