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NATIONAL SECURITY AGENCY
CENTRAL SECURITY SERVICE ~
Fort GeorgeG. Meade, Maryland

] 27 July 1993
UNITED STATES SIGNALS INTELLIGENCE DIRECTIVE
(UssID) - - ‘
18
LEGAL COMPLIANCE AND
MINIMIZATION PROCEDURES (EQ#D)
LETTER OF PROMULGATION

{U) This US5ID prescribes poiicies and procedures and assigns respansibilities to ensure that the
missions and functions of the United States SIGINT System (US55) are conducted in a2 manrer that
safequards the constitutional rights of U.S. persans. i

{U) Thes USSID has been completeiv r@written toc make it shorter and easitr 10 understand. It
onstitutes 8 summary of the laws and regulations directly affecting USSS cperations. All USSS
persannel who colledt, process, retain, or disseminate information to. from, or about U.5. persons ar
persans in the United States must be familiar with its contents,

| This USSID supersedes USSID 1B and USSID 18, Annex A (distributed separztely 19
selected recipients), both of which are dated 20 Cctooer 1980, and must now be destroved. Notify
CHIRNSAMCHCSS (USSID Manager) if this edition of USSID 18 15 destroyed because of an emergency
acuon; atherase, reguest approval from DIRNSAMHCSS before destroying this USSID

Q) Release or exposure of this document to contractars and consultants without appraval
from the USSID Manager is prohibited. |nstructions applicable to release or exposure of USSID tw
contractors and consultants may be feund in USSID 19. o

0) Questions and.comments corcerning this USSID should be acdressed tc the Office of
the General Counel, NSA/CSS MempemiRGtmm—— I 575 963-3121 or STU 11l $88-5013],

QYN Cormsl)
1. M. McCONNELL
Vice Admiral, U.5 Navy
Director_
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LEGAL COMPLIANCE AND -
MINIMIZATION PROCEDURES (U}

L

SEE:TIGHT - PREFACE i

w @

1.1, (U) The Fourth Amendment to the United States Constitution pratects “all U5, persons
anywhere in the warld and all persons within the United States rem unreasonable searches and
seizures by any person or agency acting on behalf of the U 5 .Government. The Supreme Court has
ruled that the interception of electronic communicatians is 2 search anc seizure within the meaning
of the Fourth Amendment. It is therefore mandatory that signais intelligence (SIGINT) operations be
conducted pursuant to procedures which meet the reasonableness reguirements of the Fourtk
Amendment *

1.2, (U} In determining whether United States SIGINT System (US55) operations are
"reasonable.” it is necessary to balance the U5, Government's need for foreign intelligence
information and the privacy interests of persans protectad by the Fourth Amendment. 5triking that
balance has comtumed much time and effart by all branches of the United States Government, The
results of that effort are reflected in the references listed in Section 2 below. Together, these
references require the minimization of U.S. person information collected, procested, retained or
disseminated by the USSS. The purpose of this documemt is to implement these mirnmization
requirements o

1.3. (U} Several themes run throughout this USSID. The maost important is that intelligence
operations and the protection of constitutional rights are not incompaticle. 1t is notl necessary to
deny legitimate foreign imtelligence collection or suppress legitimate fareign intelligende
informatian 1o protect the fFourth Amendment rights of LS. persons.

1.4. (U) Finally, these minimization procedures implement the constitutional principle of
“reasonablenewss™ by giving differemt categories of individuals and entities different levels of
protection. These levels range from the stringent protection acgorded U.S. <itizens and permanent
resident aziiens in the United States to provisions relating to foreign diplomats in the U5, These
differences reflect yet another main theme of these procedures, that is, that the focus of all fereign
imtelligencs aparations is on forgign entities and persons. . .

" SECTION 2 - REFERENCES

2.1. {U) References : s

a S0US.C 1801, at seq., Foreigm Intelligence Surveillance Act (FISA) of 1978, Public Law
Neg. 95-511. ¥

b. Executive Order 12333, "Unmited States Intelligence Activities,” datell 4 Pecember 1981,
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£. DoD Directive 5240.1, “Activities of -DaD Imtelligence Components. that Affect US
Persons,” dated 25 Apn| 1988, .

d. NSAJTSE Directive No. 10-30, “Procedures Governing Activities of NSB/CSS that Affec
L1.5 Persons,” dated 20 September 19390, 3 . '

_ SECTION 3 - POLICY
o
w !
3.1 (U) The policy of the US55 is 10 TARGET or COLLECT only FOREIGN COMMUNICATIONS.*
The US55 will not intentiona'ly COLLECT communicztions to, fram or about US. PERSONS or persons
or entities in the U.5S. except 24 set forth in this USSID. !f the LSS5 inadvertently COLLECTS such
cammunications, Itwill process, rétain and disserminate them unlyinafcprdance with this USSID

SECTION 4 - COLLECTION

4.1, [5-CC0O) Communications which are known to be 10, from or about a U5, PER -
miab e e G rnot be intentionally intercepted,

a. With the approval of the United States Fareign Intelligence Surveillance Court under
the conditions autlined in Annex &'of this USSID.

b. With the approval of the Attorney General of the United States,if: "

(1) The COLLECTION is directed against the following:

(3) Communications to or from U.S. PERSONS autside the LUNITED STATES, or

(b} International communications 10, fmm

(¢} Communications which are not to ar fronf but merely abaut LS. PERSONS
(wherever [ocated). .

(2) The person is an AGENT OF A FOREIGN POWER and

{3) The purpose of-the COLLECTION is 1o acquire significant FOREIGN INTELLIGENCE
informatian.

<. With the approval of the Director, National Seaurity Agency/Chief, €entral Security
Service [DIRNSASCHCSS), so lomg as the COLLECTION need mot be approved by the Forgign
Intelligence Surveillance Court or the Attarney General, and

=

(1) The person has CONSENTED to the COLLECTION by éxecuting one of the CONSENT
forms contained in AnnexH, of

= -

“ Capitalized words in Sections 3 thrqugh 9 are defined terms in Section 9,

o
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(2) The person is reascnably believed to be held captive by a FOREIGN POWER or group
engaced in INTERNATIONAL TERRCRISM, or

18 Anon-U5 PERSOHN ocated cutsice the UNITED S VATES, or

rbﬁw_ - : ;

{6) Cooies of aporovals granted by the DIRNSA/CHCSS uncer these provisiors will be
retained in “ne Ofice af General Counsel for review by the Attormey General.

1. Emergency Lituations, T

{1) In emergency situations, DIRNSA/CHCSS may authgrize the CDLLECTICN of
information to, from, or about a U.5. PERSON who is outside the UMITED STATES when securing the
prior approval ef the Atterney Seneral isnot practical because;

{a] The time required 1o obtain such approvai would result in the loss of significant
FOREIGN INTELLIGENCE anc would cause substantial harm 10 the national secunty.

{b} A persor’s life or physical safely is reasogably believes 1o be in immediate
danger.

(c} The physical security of a defense insiallation or govemment property IS
regsonady believed to beinimmediate dancer

(2) Inthose cases where the DIRNSA/CHCSS authonzes emergency COLLECTION, excepl
for actions taken under paragrapi c.(1}{b} above, DIRNSA/CHCSS shall find that thers is probabie
cause that the TARGET meets one of the following critéria; g

(@) A person who, for or on behalf of a FOREIGN POWER, is angaged in clandestine
intelligence activitie: (including covert activitied intencec to arfect the political o governmental
process), sapotage, ar INTERNATIONAL TERRORIST activities, or acliwities ine preparation for
INTERNATIQNAL TEARQRIST activities; or who conspires with, or snowingly audﬂ_and BOETL & CErsOn
ENGagINg 1N such activitias, : i
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{b) A persanwhaois an officer or employee of a FOREIGN POWER 4

¢} A persan unlawfully acting for, of pursiuant to the direction of, a FOAEIGN
POWER. The mere fact that a person’s activities may benefit or further tne aims.of a FOREIGN POWER
is nol enough to bring that person under this subsection, absent evidence that the person is Taking
direction from, or acting in knowing concert with, the FDHEIGN POWER.

{d) A COAPORATION or other entity that & owned or controlled directly or
indirectiy by a FOREIGN POWER

™
L

(e} A perion in-contact with, ar acting in callaboration with, “an in'LEIIrgEm:e ar
sacurity service of a fareigrr power for the purpase of pn::.m:l ng access to m.c:rmatmr or maters
classified by the United States to which such person has access "

(3 In all cases where emergency collection is authnriﬁd. the follawing steps shall be
taken: .

{a) The Ganeral Counsel will be nozified immediately that the COLLECTION has
started,

(b) The General Counsel will inriate immediate efforts 1o obtarn Attorney General
approval 1o conunue the collection. if Attorney Ganeral approval 15 not ebtained withim seventy two
hegurs, thie COLLECTION will be terminated. If the Attorney General approves the COLLECTION, it may
continue for the period specified inthe aporovai.

e Annual reparts to the Attorney General are required for COLLECTION cenducted under
paragraphs 4.1.¢.(3) and (4}, Respansible analytic e™ices will provide such reparts thraughk the Deputy
Director for Operations (DDO) and the General Countel to the DIRNSA/CHISS for transmittal to the
Arttorney General by 31 January of each year,

4.3 (U) Incidental acquisition of .5, PERSON Information. Information to, from or about
U.5. PERSONS acquired incidentally as a result of COLLECTION directed against apprgpriate FOREIGN
INTELLIGEMNCE TARGETS may be retained and processed in accordance with Section.5 and Section & of
this UssID,
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A48, (U} Distress Signals. Distress signals mey be intentionally coliected, procedsed, retained,
ang aisseminated without regard to the restrictions containgd in this USEID.
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49 (U) COMSEC Monitoring and Security Tesung of Actomated Information Systems
Mlt-l‘[itﬂ"l"lt_. for communicatcns secur Iy purpcses must 5 cencucted with the consent of the persan
being monitored and in accorgdance with the procedures estatdished in Nauonsl Telecommunieations
and information Systems Securnity Directive 600, Communications Security (COMSEC) Monitenng
dated 10 Apnl 199C. Monitoring for communmications secufity purposes 15 nct governed by this USSID
IMTrus ve securty Testing to adsess secufity vulneranilities in automated /nformaticn sysiems Hkewese is
not governed by this USSID.

SECTION 5 - PROCESSING >

<. A copy of the redults o7 the review 'wiil Se growiced 2 The =zoecicr Zamersl anc 54
General Counge e

5 B.Mﬂmwd-rg of Imerceprad Matenal. FCREIGN COMMLUNICAT.ONS collectec by
the USS% may be forwarded as intercepted to NSA, intermedgiate processing faciiities, and
collabarating centers : i

HANDLE V1A COMIN
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54 Q) Nenforeign Communications. 3
a Communications beotwesn persons in the UNITED L STATES. Private radic
communications solely between persomns in the UNITED STATES inadvertently intefepted during the
COLLECTION of FOREIGN COMMUMNICATIONS will be promptly destroyed unless the Attorney General
cetermines that the contents indicate a threat of death or serious bodily harm toany person.

b, Communicatiors between "U.5. PERSONS. Communications Eﬂ"—"!r between U.5
PERSONS will be treated as follows:

L
La

(1) Communications solely betweer U5 PERSONS inadvwertently interceptec during
the COLLECTION of FOREMGN COMMUNICATIONS will be destroyed upon recagnition, if 1echncally
posiible, except as provided inparagraph 5.4.d. below, R

{2) Notwithstanding the preceding provision, L‘r"_.-'T:-'FaIn-gic data (e.g., signal anc
encipherment intormation) and technical communications data {e.qg.. circuit usage) may be extractec
and retained from those communications if necesiary 1o:

(a) Establich or maintain intercept, or

(b) Minimize unwanted intercept, or

(<) Supportc<ryptologic operations related to FOREIGN COMMUNICATIONS.

¢. Communications Involving an Officer or Employee of the .5 Gowvernment
Communications to or from any officer or employee of the U.5. Goverrment, or any itate or local
government, will not be intentionally intercepted. Inadvertent INTERCEPTIONS of such
communications (including those between foreign TARGETS and U.5. officials) will be treated as
indicated in paragraphs 5.4.a_and b., above.

d. Exceptions: Notwithstanding the provisions of paragraphs 5.4.b. and ¢, the
CIRNSA/CHESS may waive the destruction requirement for interrational communications centaining,
inter alia, the following types of information:

5 L4
(1) Significant FOREIGN INTELLIGENCE, or

(2) Evidence of a crime or threat of death or serioys bodily harm to any person, or

(3) Anomalies that reveal a potential vulnerability to U.5. (ommuniations secunty.
Communications for which the Attomey General or DIRNSA/CHCSS's waiver is sought should be
forwarded to NSA/CSS, Amtn: 888 PO,

55. 0) Radio Communications with a Terminal in the UNITED STATES.

=

L |

a. All radio communications that pass over channels With a terminal in the UNITED

STATES must be processed nless those
communications occur over channels used exclusively by a FOREIGN POWER. -

o

b. International com mon-access s gver channels with a
terminal in the IJHITED STATESH i i M, may
be processed : : e it necﬁs-ary‘r.n de*r.ermlr'n!
whaether achan nel cortains u-nmmum-:atmns of FDHEIEN IHTELLIEEI"-H:E imerest whjch NSA may wish
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1o ¢coliect Such precessing may not exceed two hours without the specific prior written approvai of
the DDO ard, in any event, shall be imited 1o the minimum amaount of time necessary to determine
the naiure of communications an the charnnel and the amaunt of such communications that inciyude
FOREIGN INTELLIGENCE. Once it is determined thet the channegl ¢entains suffioent commumcations
of FOREIGN INTELLiGENCE interest o warrant COLLECTION and e:plc-uun-::r to prmuce FﬂHEfGM
INTELLIGEMNCEnitg . , : R e

¢. Copies of all DDO wrirten approvais made pursyant to 5.5.b. mus: bé provided to the
General Counsel and the Intpector General.

SECTION & - RETENTION :

- L

B.1 {mﬁtiﬁﬂ of Communications o, from or Abput U_5. PERSONS.

a. Except as otherwise provided in Annex A, Appendix 1, 5ection 4, commumcations te,
fram or abeut U.S. PERSONS that are intercepted by the LSS5 may be retained in their ariginal or
transcribed farm only as follows:

(1) Unenciphered ¢ommunications not thought 1o <ontain secret meaning may be
retained for five years unless the DDO determines in writing that retention for a longer period i
recurred 10 réspona 10 authorized FOREIGN INTELLIGENCE requirements.

(2} Communications necestary to maintain technical data bases for dryptanalytic or
traffic analytic purposes may be retained for a period sufficient to allow a thorough exploitation and
19 permit a¢cess 1o data that are, or are reasonably believed likely to become, relevant to a Current or
future FOREIGN INTELLIGENCE requirement, Sufficient duration may vary with the nature of the
exploitation and may consist of any period of time during which the technical data base is subject to,
or of use in, cryptanalysis. 1f a U.S. PERSON'S identity is not nedéssary to maintaining technical data
bases, it should be deleted or replaced by a generic term when practicable.

b. Communications which could be disseminated under Section 7, below (i.e., without
¢limination of refergnces to U5 PERSONS) may be retained in their original or transcribed form.

6.2, D) Accets. Access to raw traffic storage systems which ¢antain idemtities of LS
FERSONS mus: be limited to SIGINT production persannel.

SECTION 7 - DISSEMINATION

7.1, Mﬁu{m_nf SIGINT Reports. All SIGINT reports will be written so as to focus solely on
the activiti#s of foreign entities and persons and their agerts. Except as provided in Section 7.2,
FOREIGN INTELLIGENCE information concerning U.S. PERSONS must be disseminated in a manner
which does not identify the U.5. PERSON. Genenc or general terms ar phrages must be substituted for
the identity (e.g., "U.5. firm" for the specific name of a U.S. CORPORATION 'or "5, PERSON" far the
specific name of a U.5. PERSON). Files containing the identities of U S. persons deleted from SIGINT
reports will be maintained for a maxwmum penod of one year and any r!qq.u-n‘s from SIGINT customers
for such identities should be referred 1o £G5S, Fox,
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7.2. W] Dissemination of U.5. PERSGN Identities. SIGINT reports, may include the
identificatioh of a U.5. PERSON only if ane of the following conditions is met and a determination is
made by the appropriate approval authority that the rec-pmn* has a need for tht identity for the
performance of his official duties:

a. THe U .5 PERSON has Cﬂ-HEEMﬁED to the disseminatian of communicanens of, or aoout,
him or her and has executed the CONSENT farm foung in Annex H of 1his USSID, or

b. The information is PUBLICLY AVAILABLE (ie.. the minrmatiun_’n,t. dernved from
undclassified information avail sble 1o the genera! public), or T W

¢. Theidentity of the U5, PERSON is necessary to understand the FOREIGN INTELLIGENCE
informatian or assess its importance. The following nonexdusive list contains Examplﬂ ot the tvpe of
infarmation that meet this standard:
(1} FOREIGN POWER or AGENT OF A FOREIGN POWER. The informat on ind cates tha:
the U5, PERSON 15 4 FOREIGN POWER or an AGENT OF A FEIREI'E"'J POMVER.

(2) Unauthorized Disclosure of Classifiad infarmation. The information indicates that
the U.5. PERSON may be engaged in the unauthorizec cisclosure of classified information.

{3} International Marcotics Activity. The information indicates that the individual may
be engaged in international narcotics trafficking activities. (See Annex J of this USSID for further
infarmarion concerning individuals involved ininternational narcotics trafficking).

{8} Criminal Activity. The information s evidence that the individual may be invalved
in a crime that has been, is be:ng. or 15 abbout to be committec, provided that the dlseminztion is fer
law enforcement purposes.

(5] Intelligence TARGET. The information indicates that the US. PEP.‘SGI'-.I may be the
TARGET of hostile intelligence activities of a FOREIGN POWER.

{&] Threat to Safety. The information indicates that the identity of the US. PERSON is
pertinent to a pmsihh threat to the safety of any person or organization, including those who are

TARGETS, victims or hostages of INTEANATIONAL TERRORIST organizations. Reporing units shall
~ identify to renﬁ containing the identity of a U.5, PERSON reported under this subsection (6),
Field reporting tc- ould be in the form of a CRITICOMM message (DDIi and include the

report date-time-group (DTG}, product seral number and the reason for inclusion of the U.S.
PERSON'S identity.

(7} Senior Executive Branch Officials. The identity is that of a senior official of the
Executive Branch of the U5, Government. in this case only the official’s title will be disseminated.
Domestic pelitical ar personal nfermation on such individuzls will be neither disseminated nor

retained. .

E
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7.3. fQ(G] Approval Authorities. approval authorties for the rel¢ase of mentities of L 5.
persons under Section 7 are as follows:

a

a. DIRNSAMCHESS. DIRNSAMCHOSS mustapprove disseminationef:™

(1) The dentities of any"mnamr, congressman, officer, or en{p-ﬂwf of the Legislative
8ranch of the U.5. Government.

£

(I} Theidentity of any person for law enforcement purpases .
s :

b. Fieia Unity and NSA Headguarters Elements. All SIGINT produdtion argamzations are

authorized to disseminate the idertities of U.S. PERSONS when:

{1} The identityis pertinent to the safety n:rf'a;ng;-.,Ee rsan of organization.
{2) Theidentity is that of a senior official of the Executive Branch,
(3} The U.S. PERSON has CONSENTED undeF paragraph 7.2.a. above

. DDO and Designess,

(1) In all other cases, U.S. PERSON identities may be released only with the prior
aspproval of the Deputy Director Operations, the Assistant Deputy Director for Operations, the
Chief. Hﬁﬁ?ﬂemw Chief, P85, &r, 1n their absence, the Semior Operations Officer of the Nationa!
SIGINT Operations Center. The DDO or ADDO shall review all U.5. identiies reieased by these
designees as soon a5 practicabie after the relezse s made, 5

(2} For law enforcement purposes invalving narcotics related information, DIRNSA has
granted to the DDO authanty to disseminate U5 identities. This authority may not be further
delegated.

74, (U) Privileged Communications and Criminal Activity. All propesed disseminations of
information constituting U.S. PERSON privileged communications (e.c., attorneyidient,
doctoripatient) and all information concerning criminal activities or ciminal or judicial proceedings
in the UNITED STATES must be reviewed by the Office of General Counsel prier to dissemination.

7.5. (U} Improper Disseminatian, If the name of a U.S. PERSON is improperly disseminated,
the incident should be reported to E&g within 24 hours of discovery of the error.
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SECTION B - RESPONSIBILITIES

E1. () Inspector General, 'I"helnﬁpénnr General shall:

a. Conduct regular inspections and perform general oversight of RIASS acuivities to
ensure compliance wrth this USSID. _ i

b Estzblish procedutes for reporting by Key Compaonent and Field Theets of their activities
and practices for oversight purposes. ,

¢. Repaort to the DIRNSA/CHCSS, annually by 31 October, concerming NSAMSS compliance
with this USSID )

d. Report quarterly with the DIRNS&/CHISS End General Counsel te the President's
Intelligence Owversight Board through the Assistant to the Secretary of Defense (Intelligence
Owersight).

8.2, (U) General Counsel. The General Counsel shall:

4. Provide legal advice and assistance to all elements of the USSS recarding SIGINT
activities. Requests for legal advice on any aspect of these procedures should be tenmt by CRITICOMM
to ODI M or 5y NSA/CSS secure teiephone 963-3121, ar STU 11 (301) 688-5015.

b. Prepare and process all applications for Foreign Intelligence surveiltince Court orders
and requests for Attorney Gerneral approvais reguired by these procedures.

<. Advise the Inspector General ininspeciions and oversight of US55 activities,

d. Review and assess for legal implications as requested by the DIRNSASCHCSS, Deputy
Director, Inspector General or Key Components Chief, all new major requirements and internally
generated LISSS activities.

e Adwvise USSS personnel of new legislation and case law that may affect USSS missions,
functrons, operations, activilies, or practicas

f. Report as required to the Attarney General and the President’s Intelligence Oversight
Board and provide copies of such reports to the DIRNSA/CHCSS and affected agency elements.

g. Process requests from any DaD intelligence component far authority-to use signals as
described im Prozedure 5, Part 5, of Dol 5240.1-R, far periods in excess of 90 days in the development,
test, or calibration of ELECTRONIC SURVEILLANCE equipment and other equipment that can intercept
communications. . '
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3. () Deputy Director for Operations (DDQ). The DDO shall:

a. Ensure that all SICINT productian personne! understand and maintain a hlgh degree of
awareness and sensitivity 1o the requirements of this USSID:

b. Apply the provisions of this USSID to all SIGINT production activities. The DDQ sta®f
tocal paint for USSID 18 matters |iE§5{U5E cnnu:DMM Cog.

€. Conduct necestary reviews of SIGINT production activities and pra#‘.‘u;ii to ensure
camsistency with this USsSID.

L

d. Emsure that all new major requirements levied on the LS55 or m:rrnally gensraten
activites are consdered for review by the General Counsel. All actvities that raise cuestions of law o
the proper interpretation of this USSID must be reviewed by the Gintr&! Counsel prior 1o acceptance
or execution.

£

B.4. (U] All Elements of the USSS. All elements of the U555 shall:
a. Implement this directive uoon receipt.

b. Prepare new proceduras or amend or supplement existing procedures as required 1o
ensure agherence to this USSID. A copy of such procedures shall be forwarded to NSASCSS, Attn: PE5—

4

<. Immediately infarm the DDO of any tasking or instructions that appear to require
actians at variance with this USSID,

d. Promptly report 10 the NSA Inspector General and consult with thf NSA General
Counsel on all activities that may raise a cuestion of compliance with this USSID

SECTION 9 - DEFINITIONS

9.1. (5-QEO) AGENT OF A FOREIGN POWER means:
a. Any person, other than a U5, PERSON, wha: -

(1) Actsin the UNITED STATES a¢ an officer or employee of a FOREIGN POWER, or as a
member of a group engaged in INTERNATIONAL TERRORISM or activities in preparation therefor; or

(2) Acs for, or oo behalf of, a FOREIGN POWER that engages in clandestine
intelligence activities in the UNITED STATES contrary to the interests of the UNITED STATES, when the
crcumstances of such person’s presence in the UNITED STATES indicate that such person may engage
In such activives in the UNITED S5TATES, or when such person knowingly aids or abets any person in
the conduct of such activities or knowingly conspires with any person to engage in such activities; or

b. Any person, indluding a LS. PERSON, who:
(1) Knowingly engagesin clandestine intelligence gathering acuvitieg for, or on behalf
of, a FOREIGN POWER, which activities involve, or may involve, a viclation of the criminal statutes of
the UNITEDSTATES; or
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(2) Pursuant to the direction of an intelligence service or network of a FOREIGN
POWER, knowingly engages in any other clandestine intelligence activities for, or on behal? of, such
FOREIGN POWER, which activities involve ar are about to involve, a violatior of the ¢riming’ statutes
of the UNITED STATES; or . -

(3} Knowingly engages in safiotage or INTERNATIONAL TERRORISN, or activities that
are in preparation therefor, for or on behalf af a FOREIGN POWER,; or

{4} Knowingly aids or abets any person in the conduct of aﬁ-mgﬂ described in
paracraphs 9.1.b.(1) through (3) or knowingly canspires with any person to entiage Tn thete activities

<. For all purposes other than the conduct of ELECTRONIC SURVEILLANCE &5 defined by
the Fereign Intelligence Surveillance Act (see Annex A), the pnrase "AGENT OF A FOREIGN POWER"
also means any person, including US. #ERSONS outside the UNITED STATES, wno are officers or
employees of a FOREIGN POVWER., or who act unlawiully for ar purstfant 1o the direction ¢f 2 FOREIGN
POWER, or wha are in ¢ontacs with or acting in collaboration with an intellicence or security sgrvice
of a FOREIGN POWWER for the purpose of praviding access to information or matenal ¢ assified by the
UNITED STATES Governmant and to which the person has or has had access. The mere fact that a
person’s activities may benefit or further the aims ¢of a FOREIGN POWER is not enouch 1o bring that
person under this provision, absent ¢vidence that the person is taking directien from ar 2cang in
knowing concer with a FOREWGN POWER.

B.JJME{JLLECTIDN means intentional tasking or SELECTIOM of identified nonpubilic
communications for subseguent processing aimed at reporting or reténtion as a file record.

9.3, (U) COMMUNICANT means a sender or imended recipient of a communication.
«F

9.4. {U) COMMUNICATIONS ABOUT A US. PERSON are those in which the U.S. PERSON is
wentified in the communicatian. A U.5. PERSOMN is identified when the person’s name, unigue ttle,
address, or cther personal identifier is revealed in the commurication in the contex: of activities
conducted by that persen or activities conducted by others and related to that person. A mere
reference to 2 product by brand name aor manufacturer's name, e.q., “Eoeing 707" is not an
identification of 2 U.S. person.

9.5 (U) CONSENT, for SIGINT purposes, means an agreement by a person or arganization 10
permit the U555 to take particular actions that affect the person ar organizatian, An agreement by an
organization with the National Security Agency to permit COLLECTION of information shall be
deemed valid CONSENT if given on behalf of such organization by an offidal or governing body
determined by the General Counsel, National Security Agency, to have actual or apparent authority
ta make such an agreement. 4

9.6, (V) CORPORATIONS, feor purposes of this USSID, are entities legally recagnized as separate
from the persons who formed, awn, or run them. CORPORATIONS have the natianality of the nation
state under whose laws they were formed. Thus, CORPORATIONS incorporated under UNITED STATES
federal orstate law are U S PERSONS.

9.7. (UYELECTRONIC SURVEILLANCE means:

a. Iln the case of an electronic communication, the acquisiion of a ronpublic
communication by electronic means without the CONSENT of 3 person who is a party to the
communication.
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b. In the case of a nonelectronic communication, the acquisition of a nenpublic
communication by electronic means without the CONSENT of 2 person who is visibly present at the
place of communication.

¢. The term ELECTRONI SURVEILLANCE does not incude the use c:. radio direction
finding equipment solely to determine the locgtion of a transmutter :

3.8 si(FDREIGN COMMUNICATION means a communication that has a1t least one
COMMUNIEANT outside of the UNITED STATES, or that iw entirely among FOREIGN POWERS or
berween a FOREIGN POWER and officials of a FOREIGN POWER, but does not include cofmmunicaticrs
intercepted by ELECTRONIC SURWVEILLANCE directed at premises in the UNITED ETATES uged

predominantly for residential purposes.
3

(U) FOREIGN INTELLIGENCE means information relating te the capabilities, intertons,
and Ell:.'tl'u'l‘tlﬁ of FOREIGN POWERS, organizations, or perscns, and for ﬂurp&&Es of this LISSID m-u:ludes.
both positive FOREIGN INTELLIGENCE and counter I'ItE||1g'E"I'EE' :

9.10. (U) FOREIGN POWER means: .

a. A foreign gavernment or any component thereof, whether or not reccgrized by the
UNITEDSTATES,

b, A faction of a foreign nation or nations, not substantially composed of UNITED STATES
PERSONS,

c. An entrty that is epenly acknowledged by a foreign government o governments 1o be
directed and contrelled by such foreign government or governments, ¥

d. A groupengaged in JMTEHMATIUH..&L TERRORISM or activitiesin preparation tharetor,

e. A foreign-based pnrlmal grganization, nat substantially composed of UNITED STATES
PERSONS, or

f. An entity that is directed and controlled by a foreign government or governments

9.11. (U) INTERCEPTION means the acquisition by the US55 through electronic means of a
nonpublic communication to which it is not an intended party, and the processing of the contents of
that communication inta an intelligible form, but does not include the display of signals an visual
display devices intended ta permit the examination af the technical characterigtics of the signals
without reference te the information content carned by the signal
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9.12.

(U} INTERNATIONAL TERRCRISM means activities that:

&

a. Involve viclent acts or acts dangerous 10 human life that are a wolation of 1he criminal

laws of the UNITED STATES or of any State, or that would be a cnminal violation lf?ﬂﬂ' mitted within
tne junsdiction of the UNITED STATES or any State, and

b. Appear to be intended:
(1) tointimidate or coerce a vilian population,

L
L

(2} tainfluence the policy of 8 government by intimidation or coarcion, or
I ' ' . =, I
(3} toaffect the conduct of 2 government by assassination or kicnapging, & AC

e. Oeceur totally outside the UNITED STATES, or transcendl natianal beundaries in terms of

the means by which they are accomplished, the persons they appear intended to coerce or inimidate
or theé locale in which therr perpetrators operate or seek asylum

9.13. (V) PUBLICLY AVAILAELE INFORMATION means information that has been published or
broadcast for general public consumption, is available on request to a member cf the general public,
has been ween or heard by a casuzl obsérver, or i5 made availlable at 2 meeting open te the ganersl
public.

9.16.

(V) TARGET, OR TARGETING: See COLLECTION.

9.17. (U) UNITED STATES, when used geographically, includes the 50 states and the District of
Columbia, Puerta Rico, Guam, American Samoa, the U.5. Virgin islands, the Northern Manana lslands
and any other terntory or possession over which the UNITED STATES exercises sovergignty

9.18 METEDETATES BERSON; ;

a. A crtizen of the UNITED STATES,

B. &n alien lawfully admitied for permanent residerce in the UNITED STATES

Unincarporated groups and associations a substantial number of the members of
which constitute a. or b, above, or

incarporated  in the UNITED STATES, ingduding U5 flag
nangovernmental aircrat or vessels, but not including thase entities which are openly acknowledged
by a foreign gavernment or governments to be directed and contreiled by them

d. CORPORATICONS
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o. The following guidelines apply in determining whether a person isa US. PERSON:

(1} & persan known to be currently in the United States 1.--.rrII b tl‘EE‘tEd at 3 .S,
PERSDN unless that pl.lr'snn is reasonably identified as an alien who has not beén admitted for
permanent residerce or if the nature of the person’s commumcations or other indica in the contents
or circumstances of such communications give rse 1o 2 reasonable belef that such person is not a LS.
PERSOMN.

T

{2} A person known 1o be currently outside the UMITED STATES, or --'hn-;e location is
ng: known, will not be treated as a U.5. PERSON uniess such person is reasonably ldgﬂll ed a1 such or
the nature of the person’s commuiications or other indicia in the cantents or arcumstances af such
COMMUNICT/OrS give r5e 1o areasonable belief that such personisa U5 PERSON. |

(3] Aperson knowr 1o be an alien admitted for permanent resicence may be assumed
Lo have lost status as a U.S. PERSON if the person leaves the UNITED STATES and it 15 known that the
perscn s not in compliance with the administrative formalit e drovided by law (8 U.5.C, Section 1203)
that enable such persens to reentar the UNITED STATES without regard 10 the pravisions of law that
would stherwise restrict ar alien's entry inte the UNITED STATES. The failure to follew the statutory
procedures provides a reasonable basis 1o conclude that such alien has abandoned any intention of
maintaining status a¢ a permanent resident alien.

{4) An unincarporated asscoaticn whose headguarters are located outside the
UNITED STATES may be prasumed not te be a U.5 PERION uniess the U555 has information indicating
that a substantial numbear of members are atizens of the UNITED STATES or alierns lawfully admitted
for permanent residence.

{(5) CORPORATIONS have the nationzlity of the nation-state in Which they are
incorporated. CORPORATIONS formed under U.S. federal or state law are thus U.S. persons, even if
the corporate stock is foreign-owned. The only exception set forth above is CORPORATIONS which
are openly acknowledged to be directed and controlled by foreign govermments. Conversely,
CORPORATIONS incorporated in foreign countries are not .5, PERSONS even if that CORFORATION is
asubsidiary of all.5. CORPORATION,

(6} Mengovernmental ships and aircraft are legal entities and have the nationality of
the country in which the‘y are registered. Ships and aircraft fly the ﬂag and are subject to the law of
their place of regisration,
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PROCEDURES IMPLEMENTING THE FOREIGN INTELL!éENCE
SURVEILLANCE ACT (U)

SECTION 1 - PURPOSE AND APPLICABILITY .

-

(=

1.1, (U] The Foreign Intelligence Surveillance Act (the Act) governs the conduct of certair
elecrronic survaillance activities within the United 5tates to coliec foreign intelligerce infermatiar
A complete copy af the Act is found at Annex B to NSAJCSS Directive 10-3¢. The Act covers the
intentional collection of the commumications of a particular, known U.5. person who is in the Uniec
States, &ll wiretaps in the United States, the acguisition of certain radic communicatians where all
parties 1o that communication are located in the United States, and the manitoring of infarmation ir
which there is a reasonabie expecation of privacy., The Act requires that ali such surveillances be
directed only at fareign powers and their agents 25 definec by the Act and that all such surveillances
be authorized by the United States Foreign Intelligence Surveillance Court, or in certain limited
arcumstances, by the Attarney General,

SECTION 2 - GENERAL

T

2.1. (U) Procedures and standards for securing Cour: orders or Attorney General certifications
to conduct electronic surveillances are set forth in the Act. Requests for such orders or certifications
should be forwarded by the appropriate Key Companent through the NSA General Counsal to the
Director, NS&/Chief, €85 and should be accompanied by a statement of the facts anc circumstances
justifying a belief that the target is a foreign power or an agent of a forgign power anc that each of
the facilities or places at which the surveillance will be directed are being used, or are about to be
used, by that foreign power or agent. If the proposed surveillance meets the requirements of the Act
and the Director approves the propasal, attarneys in the Office of the General Counsel will draw the
necessary court application or request for Atiorney General certiffcation,

SECTION 3 - MINIMIZATION PROCEDURES

31 wuﬁuillances authorized by the Act are required to be carried out in accardance
with the and pursuant ta the court order or Attorney General certification authanzing that
particular surverllance. in some cases, the court orders are tailored to address particu ar problems,
and in those instances the NSA attorney will advise the appropriate NSA offices of the terms of the
tourt’s orders. In most cases, however, the court order will incorporate without any changas tne
standardized minimization procedures set forth in Appendix 1.

L
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SECTION & - RESPONSIBILITIES

4.7, (UY The General Countel will review all requests 1o conduct electronic surveillances as
defined by the Actl, prepare all applications and materials required by the Acz, and grovide pertinent
legal adwice and assistance to all elements of the United States SIGINT Systemn.

a2 (U} The inspector General will canduct regular inspactions and oversight ot all SIGINT
activities to assure compliance with this Direstive

4.3, (U} All SIGINT managers and supervsars with responsibilities refating to the Act will
ensyre that they and their perscnnel are tharoughly familiar with the Act, s implementing
procedured, and any couwT -orders ar Attorney General certificazicons pertinent to thewr mission
Persorinel with cuties related to the Act will consult the General Counsel’s office Tor 2ny required
legal advice and assistance or training of newly astigned persennel Appropriate recordt will be
maintained demonstrating compliance with the term: of all court orders and Attorney General
certifications, and any discrepancies in tnat regard will be n.rnmpt'y reported to the offices ot the
General Counsel and Inspector General.
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UMITED STATES
FOREIGEN INTELLIGENCE SURVEILLANCE COURT
WASHINGTON, DG :
PROCEDURES FOR NSA ELECTRONIC SURVEILLANCES

]
=

Pursuant 10 Section 101 (h) of the Foreign Intelligence Surveillance Act of 1878.(hereinater “the
Act, the tollowng procedures have been adopled oy the Anormey General and shall be followsas by the NSA
i implermenting s elactronic survaillance: (L))

SECTION 1 - APPLICABILITY J_ﬂuND SCOPE (U}

_ These pracedures analy to the acquisition, ratention, use, and dissemination of nor—publchy
avalable information conceaming unconsenting United Siaies persons that 1s collected m e course of elec-
tronic surveilance =s ordered by the United Siates Foreign Inteligence Surveilance Court under Section
102{b) or authcrized by Anomey General Certificaticn unaer Section 1025513 af the Act, Thesz procedures
alsc apply to non-Uniled Siates persons where spacifically indicated. (U

SECTION 2 - DEFINITIONS (U)

In acdition to 1he defimtions in Secltion 101 of the Act, the lallowing definitions sll;lall appy to these

(@) Acguisition means the collecton by NSA through elecironic means ol -crmu-
nication tc which it is not an intended party. (U}

procedures:

(b} Communigations conceming a Uinited States person include all communicatons in which &
United States person is discussed of mentioned, except where such communications reveal only publichy
avalable information about the parson. (L)

) Communications ¢l a United States parson mciude all communications o which a United
States person s a party. {U)

_ id) Consent is the agreement by a person er organizatioh to permd the NSA 10 take particular
aclions that affect the person or organization. To be eflective, consent must be given by the affected person or
organization with sufiicient knowiedge to understand the action that may be taken and the possible conse-
quences of that action. Consent by an organization shail be deemad valid if given on behalf of the organization
by an oficial or governing body determined by the Genera! Coungel, NSA, to have actual or apparant authority
to make such an agreement. (LI} ’
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[} Identification ol a United States person means the name, unique ttle, address, or cther per-
sonal identifier of a United Stales person in the contexi of activities conducted by thal parson or activities
conducted by others that are related 10 thal person. A relerence to a product by brand name, or manuactur.
er's name of the use of a name in a descriptive sense, e.9., "Monroe Doctrine,” is not an identification of a
United States person. :w : -

() Fublicly available information rr"ma ns infarmation that a member of the public coule obtain on
requast, by research in public scurges, or by casual observation. {L _ ..

(i} Technical dats basé means information retained for cryptanalytic. traflic apaiytic, or signal
exploilation purposas -

(o ) United Siates person means a United States parson &§ defined in the Acl. The followin
guidelines appy in detarmining whether a person whose slalus is unknown is a United States person; [L.ﬁ

{1) & person krown 10 be currenily in the United States will be treated as a United Stales person
unless positvely identified 2s an aken who has not been admilled for permanent residencs, or unless the
naturé or ¢circumstances of the person’s communications give rise to a reasonable Deliet thal such person is
not & United States person. (U)

(2} A persca known to be currently outsice the Unted States, or whose location is unknown, will
not be treated =s a Uniled States person unless such person can be positively identified as such, or the nature
gnmmmsfﬁ; the person’s communications gve rise 10 a reasonable belief that such person is a United

tates person.

{3) A person known 1o be an alien admitted for permanent residence loses status as a Unitea
States person if the person leaves the United States and is net in compliance with Title B, United States Code.
Section 1203 enabling re—entry into the Unied States. Failura 1o follow the statutory progedures provides a
reasonable tasis 10 concluce that the aken has abandcned any intention of maintaining hes stalus &5 & perma-
nent resident alian. (U]

; {4} An unincorporated association whose headgquaniers or primary office is located outside the
United States is presumed not 1o be 2 Umted States passon unkess there is information ifdicating that a sub-
stantial numﬁ?’ ol s members are citizens of the United States or aliens lawfully admitted for permanen
residence. [U)

SECTION 3 — ACQUISITION AND PROCESSING - GENERAL (U]

{a) Acgusition (L1 .

The acquisition of information by electronic surveillance shall be made in accordance with the
certification of the Attomey General or the court order authorizing such surveillance and conducted in a man-
ner designed. 10 theagrea:en extent reasonably feasible, 1o nimize the acquisition oF information not rale-
vant to the authorized purpose of the surveillance. |

{b) Vertfication (L)

- At the initiation of the electronic surveillance, the NSA or the Federal Bureals of Investigation, if
providing operational support, shall verity that the communication lines of telephone nuipbers bafqghmmnad
are e lines or rumbers of the target authorized by court order or Attorney General certfication. Thereatter,
collection personnel will monitor the acquisition of raw data at ragulas intervals tc verify that the surveillance is
not avoidably acquiring communications outside the authorized scope of the surveillangg or information con-

ceming United States persons not related 1o the purpose of the sunvaillance. | )
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{c} Monitonng. Recording, and Processing (U)

_ {1} Blectronic surveillance of the target may be monitored contemporanecusly, recorded auto-
matically, or botk. (LN

L

(22 Personnel who monigr the eiectronic survelllance shall exercise reascnable judgement
in determining whether particular information acuired must be minimized and shall desfroy inadvertenily ac-
quired communicatons ot or conceming a United States person at the earliest practicable point in the prog-
essIng cycle at which such cemmunicaticn cap be identified either as clearly not relevant te the autherizeg
purpose of the surveillance (e.g., the communication does not comain foreign intelligence informgticn) or as
conlamning evidence of a cnme which may be disseminaiad undear these procedures. [S-

{3) Communicatons =i or concerning Unided States persons that may be refgted to the auno-
nzed purpose Of the surveillance may be lorwarded to analytic personnel responsible for producing nteli-
gence miormadggn from the collected data. Such communicabions of information may be rdianec and cisserr-
inated only in 2ccordance with Sectiens 4. 5. and & of 1hese procedures. ()

[+) Magnetic tapes o ather storage media that contain Edquwed communicalions may be pro-
cassed, (5= i .

(9] Each communication shall be reviewed to determine whether it is a domastic of foreign com-
munication ta ar from the targated premises and is reasonably belved to contain foreign intelligence infor-
mation or evidence of a cnime. Only such communicalions may be pracessed. All other communicatiogs may
be retained or disseminated only in accordance with Sections § and & of these procedures. | ]

. {6) Magnetic tapes or olher slorage media containing
o identify and select communications for analys

. |7 Further pracessing, retention and dissemination of fareign communications shall be made in
accordance with Sections 4, 6, and 7, as applicable, below. Further processing, storage and dissemination of
mad*EErtE cquired domestic communications shall be made In accordance with Sections 4 and & be-
o, Q)

(dy U.S. Persons Employed by the Foredn F*nwer/ﬁ‘)/

Communications of or concerning Unined States persons emploved by a foreign power may be
uvsed and retaned as otherwise provided in these procedures exceplthat

(1] Such United States persons shall not be identified in connection with any communication
that the persen places or receives on behalf of another unless the identification is permitted under Section & of
thesé procedures; and -

(2] personal communications of United States persons that couid not be fareign intelige
may only be retained, used, or disseminated in accordance with Section & cf these pracedures. w

et Destruction of Raw Daw

Et_':r'rlrnui-.'.‘:a‘tionsa g : R EEE a

dance nmesatlurmh. nmimma'nuﬂmm.huw form,
fhat do not meet such relention standards and that are k fo contain communicatens of or concemimng
United States parsons shall be promptly destroyed . ] : -
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(T MNon—pertinent Communications (U}

. (1} Communications determined to fall within established categornies ot nnn'—pertinent Comm-
nications, such as those set forth in subparagraph (6) of this section, should not be retained unless they can-
tain irformation that may be disserminated under Sections 5. 6, ar 7 below. (L)) -

. (2) Monitors may listen to all comMunications, including those that ilitiaw- appear to fall within
established categories until they can nably determine that the communication cannol be disseminated
under Sections 5, 6, or 7 below, { s e

. {3) Communications of United States persons will be analyred lo eslablish ga{egm of com-
rmunications that are not pertinant to the authorized purpose of the survellancze. (U] |

-

(4) These categories snould pe establishad afler a reasonable period of moriioring the commu-
nications of 1he targets. (U}

(%) informatcn that appears 1o be foreign intelligence may b retained even gt il is acquired as a
part of a commumcation faling within a catecory that is generally-nion—pantinant. | )

(6 Categaries of non—pertinent communicalions which may bé applied in these surseillance

include:
(il Calls to and from United States Government officials;
(n} Calls to and from children; -
(iiit Calls o and from sludents for infomation to and them in Academic enocavors:
{ivi Calls batween family members; and T
- 1 ﬁ,j g v} Calls relating sciely 10 personal sennces, @cﬁs fooo orders, transgonation,

{g] Change in Target's Location or S1aius W

(1) Durng periods of known extended absence by a targeted agent of a foreign power frnm
premises u survaillance, only communications |0 wiuch the larget 15 a party may be retained and dissemi-
nated. ( |

(2} When there s reason to balieve that the target of an electronic survedllance is no longer 3
foreign power or an agent of a foreign power, or no langer pecupies ihe premises authorized for surveillance,
that elecronic surveillance shall be mmediately terminaied, and shall not resume unless subsaquently ap-
proved under the Act. When any person invelved in collection or processing of an electronic surveilance
being conducted pursuant 1o the Act becomes aware of information tending 1o indicate a material change in
the status or location of a target, the person shall impedialely ensure that the NSA's Office of General Coun-
sel is also made aware of such information ] i s

SECTION 4 —- ACQUISITION AND PROCESSING — SPECIAL PROCEDURES (U)

(&) Collection Against Residentia! Premises {Sﬂ

_ (1) An electronic surveillance directed against premises located in the
for residential purposes shall be conducied by technical means designed o limit the
communications that have one communicant guiside the United States T . ,
A P i T T The technical means emplayed shall conslst ©
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2 used by the fargeted

iry, of on the toreign country or frelg EtEp
CIE such foreign powers or agents are located,

-

TR | JCated io a forelan coun
codes (&rea codes) for the argas in whi

premises shall be handled under Section 5 cf thess procedures. (S k

&y Attormnev—Client mmmunlcalmrf .

As 5000 as it becomes apparen! that a commumication is between a person who is knewn to be
under criminal indictment and an sttomey who represents that individual in the matter under incictment {o-
somecne acling an behalf ef the attorney), menilonng of that communication will cease and the communica-
tion shall be identified as an attorney—client communicaton in & log maintained far that purpose. The relevant
partion of the tape conlaning tha! conversation will be placed under seal and the Department of Justice, Office
of Intelligenee Poliey and Review, shall be notified sc that appropriate procedures may ba established to pro-
tect such communications from review or uSegn sny criminal prosecution, while preserving foreign intelli-
gence information contamed therain, (S5-

: -
[3) Daomeslic cammunications that are incidentally acquired UHEHQ collaction agains: residential

SECTION 5 - DOMESTIC COMMUNICATIONS (U)
3

{a) Dissemination {U)

Commurications idertified as domestic communications shall be promplly destroyed, except
that: .

{1} domestic communications that are reasonably believed 10 contain foreign intelligence indor-
mation shall be disseminated 1o the Federal Bureau of Investigation (including United States person identi-
ties) for possibie further dissemination by the Federal Bureau of Investigation in accordance with its minimiza-
tion procedures;

(2) domestic communications that do nat contain forelgn intelligence information, but that are
reasonably believed to contain evidence of a crime that has been, is being, or is about to be committed, shall
be disseminated {in¢luding United States person identities) to appropriate Federal law enforcement authori-
ties. in accordance with Section 106(b) of the Act and erimes reporling procedures approved by the Secretary
of Defense and the Aftormey General; and -

) (3 domeshc communications that are reasonably believed to contain fechnical data base infor-
mation, as defined in Section 2(7), may be dis inaled to the Federal Bureau of Investigation and t© other
elements of the U.S. SIGINT system. ( )

b} Retentan (L) .

) {1] Domestc communications disseminated to Federal law enforcement agancies may be re-
tamned by the H_:-:".ﬁ for & reascnable period of time, not 1o exceed six months (or amy shorer period set by cour
arder), to permil law enforcement agencies to determine whethegaccess to original recordings of such com-
municalions s requined for law enforcament purposes. | )
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(2) Domestic commumcations reasonably believed to contain technical data base information
may be retained for a period sutficent to alow a thorouah exploitation and to permit access to data that are, or
are réasonably believed likely to become. relevant to a current or futurg. foreign intelligence requiremen:.
Sufficient duration may vary with the natre of the exploitation. (S ¥

-y

a. In the context of a cryplanalybic eficri, maimenance of technical data bases reguires reten-
fion of all communications that are encipnered or reasonably believed 1o contain secret meaning. and suffi-
cient Curaticn may congsist of any penoed of time during which encryplted material is subject tc. or of use in,
cryptanalysis, (S ) :

. In e case of communications thal are nd! enciphered or otherwise thougr.io conlamn secret
meaning, sufficien: duration is one year unless tne Deputy Director for Operations, NEA, déisrmines in weting
that retention for a lorgaer perod 1% required to respond (o autharized loreign inlelligence dr counterinteligance

E HEEI : . 5

requirements. |
-

SECTION 6 — FOREIGN COMMUNICATIONS OF OR CONCERNING UNITED
STATES PERSONS (U) ~

(@) Hetention ()

Foreign communications of or concerning United States persons acouimed by the NSA in the
course of an electronic surveillance subject to these procedures may be retanad cnly!

_ {1} i necessary for the mantenance of technical dala bases. Retention for this purpose 1=
permitted for a period suflicent to allow a tharough expiciation and to permit access 1o datz That are, or are
reasonably believed likely te become, relevant to a current or future foreign intelliogence requirement. Suffi-
cient duration may vary with the nature of the exploitation. -

_ _ a. Inthe context of a cryptanalytic effort, maintanance of technjeal data basas re-
quires retenticn of all commumications that are enciphered or reasonably believed 1o contain secret meaning,
and sufficient duration may consist of any period of time during which encrypted material is subject 10. or o
use in, cryptanalysis. "

5. iInthe case of communications that are not enciphered or otherwise thought to
coniain secret meaning, sufficient duration is one year unless the Director for Operafions. NSA. deter-
rrings in writing that retention for a longer pericd is required 10 respond 10 authorized foreign intelligence ar
countenntelligence requirements:

{2) it dissemination of such communications with reference to such United States persons
would be permilted under subsection (b) belaw: or "

_ {3) if the information is evidence of a crime that has been, is bejng, or is about 10 be committec
and 15 provided tc appropriate federal law anforcement autharities, | ]

(b} Dissemination fh— -

A repart based on communications of or conceming a United States person may be dissami-
nated in accordance with Section 7 if the identity of the United States person is deleted and a geneanic term or
symbol is substituted so that the information cannot reasonably be connecled with an identifiable United
Slates person, Otherwise dissemination of intelligence reports based on communications of or conceming &
United States person may only be made 10 a recipianl requiring the identity of such person for the performance
of official duties but only if at ieast one of the following criteria is also met:

(1) the United Stales person has congented 1o dissemination or the information of or conceming
the United States parson is available publicly; 2 ' '

(2) the identity of the United States parson is necessary to understand foreign intelligence
information or assess its importance, e.g., the identity of a sentor official in the Executive Branch;
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(3) the communication or information indicates that the United States perscn may be:

{4) an agent of a foreign powar,
(B) a foreign power as detined in Section 101{a)(4) cr (B) of the Act;

{C) residng outside the Uniled States and holding an official posifion in the QOEIT-
ment or military forces of a foreign power;

-

, (D} & corporation or other entity that is awned or controlled direcily o7 indirectly by &
toreign power, or : -

{E) actng ir collzboratian with an intelligence or security se~vice ¢ a foreign powe:
and lhe United States person has, or has hac. access o classifiec rabonal security infofmation or matenal

: ; (4] the communication or information indicates that the United States person may be ine larget
cf intelligence activities of a foreign power; ;

_ (51 the communication or infarmatcn indicates that the United States person is engaged in the
unaithanzed disclosure of classified nalional security information; but only after the agency that cricinated
the information cerifies that it is propery classified:

(6] the commumcation or mformation indicates that the United States person may be engagng
in internationsl terrorist activities;

. {7} the acquisition of the Unded States person's communication was authorized by a court order
iesued pursuant io Section 105 of the Act and the communication may relate to the foreign intellinpence pur-
pase of the surveillance;

T
{8} the communication or mformation is reasonably believed fo contain evidence that a crime
hes bean, 18 Being, or is about 1o be commifled, provided that dissemination & for law enforcemani purposes
and s made in accordance with Section 105(b) of the Act and crimes reporting procedures approved by the
secretary of Defense and the Attomey General, (U)

SECTION 7 - OTHER FOREIGN COMMUNICATIONS (U)

Fereion communications of or cencerning a non—United States person may be retained. used,
and dissaminaled in any form in apcordance with other applicable layy, regulation, and policy. (U)

(C] = Oct 870
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ANNEXB

OPERATIONAL ASSISTANCE TQ THE .
FEDERAL BUREAU OF INVESTIGATION {U)

T

SECTION 1 - GENERAL T

1.1, {U} In accordance with the provisions of Sectier 2.6 of E.Q. 12333, and the MNSA/FEI
Memorancum of Undersianding of 25 November 1980, the National Security Agency may Drovide
specialized ecuioment anc techmczi knowledge 10 the FBI to assist the FBl in the concuct of 115 lawful
functians. Wnen requesting such assistance, the FBI wili certify to tne Generzl Counsel of N5A that
such eguipment or technical knowledge is recessary to the accomplshrment of one ar more of the
FBI's lawful functions.

1.2. (U) NSA may also provide expert personnel 10 assist FBI personnel :n the operat:on ar
installation of specialized equipment when that equipment ic 1o be employed to collect foreign
intelligence. When requesting the assistance of expert personnel, the FEI will certify 1o the Gereral
Counsel that such assistance is necessary o collect foreign intelligence and that the approval of the
Attorney General (and, when necessary, @ warrant from a court of ¢competent jurisdicuon] has beer
obtained.

SECTION 2 - CONTROL

2.1, (U] Ne operational assistance as discussed in Section 1 shall be provided without the
express permission of the Director, NSA/Chief, €55, Deputy Director, NSA, the Deputy Director far
Operations, or the Deputy Director for Technology and Systems. The Deputy Director for Operations
and the Deputy Director for Technology and Systems may approve requests for such assistance only
with the concurrence of the General Counsal.
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AMEM .
SIGNALS INTELLIGENCE SUPPORT TO U.S. AND ALLIED MILITARY
EXERCISE COMMAND AUTHORITIES (U)

SECTION 1- POLICY

L
Ld

1.1, dIygbi‘gn.als. Intelligence suppert to LS. and Allied military exercse command acthonties is
praviced foff in USSID 56 and DoD Directive 520017 (M-2). Joimt Chiefs of Staff Memarandum
MJCST111-8E, 12 August 1988, and USSID 4, 16 December, 1988, establish doctring and pracecures for
providing signais intelligence support te military commanders. The procedures in this Annex provide
policy guidelines for safeguarding the rights of U.5. persons in the 2onduct of exerase SIGINT support
activities

SECTION 2 - DEFINITIONS

2.1, (U} The term “Military Tactical Communications™ means United States and Allied milnary
eXBrcise communications, within the United States and abroad, that are necessary for the production
of simulates fareign intelligence and counterintelligence or to permit an analysis o communicatians
SECUrTY.

"

SECTION 2 - PROCEDURES

3.1. éé; The US55 may collect, process, store, and disseminate military tactical
rommunications that are also communications of, or concerning, U.S. persons.

a. Collection efforts will be conducted in such a manner as to avoed, to the extent ‘easible,
~ the intercept of non-exercise-related communications,
&

b. Military tactical communications may be stored and processed without deletian of
references to U.S. persons if the names and communications of the US. persons who are exercise
participants, whether military, government, or contracior, are contained in, or such commumications
ronstitute, exercise-related communications or fictitious communications or information prepared
for the exercise. :

¢. Communications of US. persans not participating in the exercise that are inadvertently
intercepted during the exercise shall be destroyed as soon as feasible, provided that a2 record
describing the signal or freguency user in technical and generic terms may be retained for signal
emification and Collection-avoidance purposes. inadvertently inter¢epted commumications that
contain anomalies in enciphered communications that reveal a potential vulnerability to United
States communications security should be forwarded to the NSA Deputy Director for Information
Systems Securnty.
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d. Dissemination of military exercise communications, exerase repors, or irfermation
files derived from such communicauons shall be limited to those authorities and persons participating
N the exerase or conducting reviews and critiques thereo!
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ANNEX D
TESTING OF ELECTRDNIC'EQI_.IIPM ENT {U)

SECTION 1 - PURPOSE AND APPLICABILITY

¥

1.1. {U) This Annex applies to the tesiing of slectronic eguipment that has the capability to
intercept communicaticns and other norepublic informatior. Tesnng includes development,
calibration, and evaluation of such equipmant, and will be condugted, to the maxmum axtent
practical, without interception or manitoring of LS. persons, :

-

SECTION 2 - PROCEDURES
2.1. {U) The USS5 may test electronic equipment that has the capability to intercept
communications and other information subject to the follow: ng limitations:
a. Tothe maximum extent practical, the following should be used:
{1} Laboratory-generated signals, ¥

{2) Communications transmitted between terminais located outside the United States
not used by any known .5, person,

{3) Official government agencty communications with the consent of an aporopriate
official of that agency, or an individual’s communications with the consent of that individual,

{4) Public broadcast signals, or

(5} Other communications in which there is no reasonable expectation of privacy (as
approved in 2ach instance by the NSA General Counsel).

b. Whnere itis not practical to test electronic equipment sclely against signals described in
paragraph 2.1.a, above, testing may be concucted, provided:

(') the proposed test is coordindted with the NSA Ganeral Counsel;

(2) the test is limited 0 ¢cope and duration to that necessary to determine the
capabil ity of the equipment;

(3} no parucular person s 127geted without consent anc it is not reasonable to obtain
the consert of the persons incidemally subjected ¢ tne surveillance: and

{#) the test does not exceed 90 calendar days.
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c. Where the test involves communications cther than those igentified in 2.1 .a. and a test
period langer than 90 days is required, the Foreign Intelligence Surveillance Act reqlires that 1ne test
be approved by the Atterney General, Such proposals and plans shall be subrmitted by U555 elements
through the General Counsel, NSA, to the Directar, NS&/Chief, {55 far transmission to the Attorney
General. The test proposal shall state the requirement for an eéxtended test invclving such
communications, the nature of the test, the ordanization that will canduct the test, and the proposed
dispasition of any signals or commumications acquired during the test.

2.2. (U) The content of any communication other then communiczuions between non-UUS
persans outside the United States which are acouired during a test and eveluztion shail ke

a. retained and used oniy for the purpose of determining the cazoability o the @ ectronic
equipment;

b, disciosed oniy 10 persons conducting or evaluating the swest; and

< destroyed before or immediately upon completion of the testing
2.3. (L) The technical pararmeters of 2 communcation, suck as frequendy, modulation, and
time of activity of acquired electronic signals, may be retained and uvsed for test reperting or
collection-avoidance purposes. Such parameters may be cisserminated toc other DoD imtelligence

components and other entities authorized to conduc electronic surveillance, provided such
dissemination and use are limited 1o testing, evaluation, or collection-avoidance purposes,
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SEARCH AND DEUE_LDPMENT OPERATIONS (U)

SECTION 1 - PROCEDURES _ .

1.1. (U} This Annex provices the procedures for safeguarding tne rights of LS. perscas when
conducting 3IGINT search and development activities.

1,2. %@t{}?he US55 may conduct search and developmenl acuvities with respect to signals
throughoutthe radio spectrum under the following limitations;

2. Sigrals may be collegted only for the purpose of identifying thase signals that:

(1) may zomtain infarmation related 1o the production of foreign intelligence or
counterinteiligence;

(2) are enciphered or appear to contain secret meaning;

(2} are nedessary 1o assure efficient signals intelligence calleciion or to avoid the
collection of unwanted signals; or,

i

(4} reveal vulnerzbilities of United 5tates communications seCurity,

b. Communications originated o intended for receipt in the United States or ariginated
or intended for receipt by U5 persons shall be processed in accordande with Section 5 of USSI0 18,
provided that information necessary for catsleoging the constituent elements of the signal
enviranment may be processed and retainec if suck information does not identify a U5, person.
Information revealing a United States communicati ons securi by valnerability may be retaired.

¢. Information necessary for <ataloging the constituent elements of the signal
environment may be disseminated to the extent such information does not identify U.5. persons.
{ommunications aquipment nomenclature may be disseminated. Infarmation that reveals a
wulnerability to United States communications security may be disseminated tc the appropriate
communications security autharities. .

. All information obtained in the process of search and development that zapoears to be
af fareign intelligence value may be focrwarded to the proper analytic office within N34 for
processing and dissemination in accordange with relevant portions of USSID 18,
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ANNEX G

TRAINING OF PERSONNEL IN THE OPERATION AND USE OF SIGINT
COLLECTION AND OTHER SURVEILLANCE EQUIPMENT (U)

L

- SECTION 1 - APPLICABILITY 3

1.1, (LY This Anrex apohes to all LISSS use of SIGINT collection and otheér surveillance
eguipment for traiming purpases.

SECTION 2 - POLIQY

2.1, {U) Training &f USSS persannel in the operation and use of SIGINT collection equipment
shall be conducted, to the maxmum extent that is pracucal, without interception of the
communicatiens of U.S. persons or persons in the United States who have net given consent to such
intercepien. Communications and information protected by the Foreign Intelligence Surveillance Ac:
{Fi5A) (see Annex A) will not be collected far training purposes.

SECTION 3 - PROCEDURES »

3.1, (U) The training af USSS personnel in the operation and use of SIGINT collection anc other
surveillance equipment shall incluce guidarce concerning the requirgments and restrict ons of the
FISA, Executive Order 12333, and USSID 18,

3.2 {U) The use of SIGINT collection and other surveillance equipment for training purposes is
subject 1o the following limitations:

a. To the maximum extent practical, use of such E'E:I.JIDF"III‘I[ for traireng purposes shall be
directed against otherwise authorized intelligence targets;

b. The contents of private communications of nondonsenting LS. persons may not be
acquired unless the person is an authorized target of electronic surveillance: and

<. The electronic surveillance will be limited in extent and duration to that NeCessary 10
train personnel in the yse of the eguipment

3.3, {U) The limitations in paragraph 3.2. do not apply in the following instances:
a. Public broadcasts, distress signals, or official United States Government

coMmmMunications may be monitored, provided that, where governmant agency communications are
monitored, the consent of an appropriate official is abtained: and
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b. Mirimal acquisition of infermationis permitted as required for calibration purposes.

3.4, (U} Information collected during traiming that invelves authorized ntelligence targsts
may be retained in accordance with Sectian 6 of USSID 1B and disserninated in accordance with
Section 7 of USSID 13. mformation other than distress signals collected during traifiing that does not
involve sutnanized intelligence targets ¢r that i acquired inadvertently shall be gestroyed as soon as
practical ar ypon cempietion of the training and may not be disseminated outside the US55 for any
purpose. Distress signals should be referred 1o the DOO :
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ANNEX H
CONSENT FORMS (U)

SECTIOCN 1- PURPOSE .

1.1, {U) The farms set farth in this Annes are for use in recording consent by U5 persons for
US55 elements to collect and disseminaie foreign communicaticns concerning that person, The first
form is consent to collect ard disseminate a LS. person’s communrnicatuons as wel! as references to that
person in foreign communrnications. The second form is consent to coliect and disserinate only
references to the U.S. person and does not include commurications 1o or from that person

1.2, {1 Section 4.1.c. of USSID 18 states that the Director, NSA/Chief, C55 has autharity 10
approve the consensual ¢ollection of communications te, from or about U5, persans, Elements of {ne
LSS5 proposing to conduct consensual collection should forward a copy of the executed consent form
and any pertinent \nformation to the Directar, NSAMChief, C5S for approval.

1.3. (U] The forms provided on the following pages may be reproduced, provided the security

classifications (top and bottom) are remaoved. It is the responsibility of the user 1o properiy reclzassify
the document in accordance with reguisite security guidelines.
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CONSENT AGREEMENT .
SIGKALS INTELLIGENCE COVERAGE
L . heredy consent to the Natienal Secunity Agency

undertaking to seek and dissemirzte communications to or fram or referencing me in foreign
communications for the purpose of q

This conmtent applies te administrative messages alerting elements of the United States Signais
Inteilicence System 1o this consent, as wel! as to any sionals intelligence reports that may relate to the
purpase stated above =

Except as etherwise provided by Executive Order 12333 procedures, this consent covers aniy
information that relates to the purpose stated above and it effective for the perod
w0

Signals intelligence reports cantaining infoermation derived from communications 1o or from
me may only be disseminated to me and Lo . Signals intelligence rego-ts
containing information gerived from cemmumcations referencng me may only be disseminated to
me and 1o except as othe~wise permitted by procedures under Executive
Crder 12333, *

(S GNATURE)

(TITLE)

(DATE)

HANDLE VIA COMINT CHANNELS ONLY
SECRET
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SE;XET
' USSID 18 ANNEX H

27 July 1993
CONSENT AGREEMENT .

SIGNALS INTELLIGENCE COVERAGE
1, , kereby consent to the MNatiornal Secunty fgency

undertaking 1o seex and disseminate rererences o me in fereign communicstions for the purpose of

-

This consent applies to administrative messages alerung elements of the Unted Siates Signals
irtelligence System to this consent, as well as to any signalsintelligence reports that may relace to tha
purpese stated above,

Excepl as otherwise provided by Executive Order 12333 procedures, this consent cavers anly
references to me in foreign communications znc infoermation therefrom that relates 1o the purposa
stated above anc is effective for the peniod 0

Signals intelligence reports cantaining informaton derived from communications reterencing
me and related to the purpose siated above may only be dissemirated o me and to
exeept as otherwise permitted by procedures under Executive Order

12333

(SIGNATURE)

{TITLE)

{DATE)
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