UNCLASSIFIED

(U) NSA/CSS POLICY 12-3 ANNEX C
SUPPLEMENTAL PROCEDURES FOR THE
COLLECTION, PROCESSING, QUERYING,
RETENTION, AND DISSEMINATION OF SIGNALS
_ INTELLIGENCE INFORMATION AND DATA
CONTAINING PERSONAL INFORMATION OF
NON-UNITED STATES PERSONS

DATE: (U) 29 June 2023 (See )

OFFICE OF PRIMARY (U) Civil Liberties, Privacy, and Transparency (DS5), 969-8225 (secure)
INTEREST:

RELEASABILITY: (U) No section of this document shall be released without approval from
the Office of Policy (P12). The official document is available on the
Office of Policy website ( ).

AUTHORITY: (U) Paul M. Nakasone, General, U.S. Army; Director, NSA/Chief, CSS

ISSUED: (U) 29 June 2023

(U) PURPOSE AND SCOPE

1. (U) This policy prescribes binding policy guidance for NSA/CSS personnel and other
members of the United States Signals Intelligence (SIGINT) System (USSS) that implements
Executive Order 14086. “Enhancing Safeguards for United States Signals Intelligence
Activities” , and National Security Memorandum (NSM)-14, “National Security
Memorandum on Partial Revocation of Presidential Policy Directive 28”
revoked Presidential Policy Directive (PPD) 28, “Signals Intelligence Ac ,
except for sections 3 and 6 of that directive and the Classified Annex to that directive, which
remain in effect.

2. (U) The Supplemental Procedures included in this policy address the privacy and civil
liberties safeguards required by Executive Order 14086 for U.S. SIGINT activities,
including orders of and procedures approved by the Foreign Intelligence Surveillance Court.
These Supplemental Procedures must be followed for all SIGINT activities of NSA/CSS or the
USSS authorized under Executive Order 12333, “United States Intelligence Activities”

, the Foreign Intelligence Surveillance Act , or other authorities.

3. (U) This policy applies to all NSA/CSS emplovees and all elements of the USSS and
shall be applied consistent with the scope of PPD-28’s lication to such
activities prior to PPD-28’s partial revocation by NSM
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¢. (U) Hostile foreign or other intelligence activities—protecting against
espionage, sabotage, assassination, or other intelligence activities conducted by, on behalf
of, or with the assistance of, a foreign government, foreign organization, or foreign
person;

d. (U) Counterproliferation of weapons of mass destruction—protecting
against threats from the development, possession, or proliferation of weapons of mass
destruction or related technologies and threats conducted by, on behalf of, or with the
assistance of, a foreign government, foreign organization, or foreign person;

e. (U) Cybersecurity threats—protecting against cybersecurity threats created or
exploited by, or malicious cyber activities conducted by or on behalf of a foreign
government, foreign organization, or foreign person;

f. (U) Threats of harm—protecting against threats to the personnel of the United
States or of its allies or partners;

g. (U) Transnational crime—protecting against transnational criminal threats,
including illicit finance and sanction evasion related to one or more of the objectives
listed in section 2 of Executive Order 14086

12. (U) Bulk SIGINT Collection Considerations. Consistent with the SIGINT
collection considerations included in section 2 of DoDM S-5240.01-A , in any
circumstance when application of the above procedures results in a determination that it is
necessary for the USSS to engage in bulk collection of SIGINT in order to advance a validated
intelligence priority, bulk collection must be limited to circumstances where the NSA Director,
or designees, in consultation with the NSA CLPT Director, determines all of the following:

a. (U) the information cannot reasonably be obtained by targeted collection or
alternatives to SIGINT;

b. (U) the information is necessary to advance a validated intelligence priority
identified in section (c)(ii)(B) of Executive Order 14086 or authorized by
the President in light of new national security imperatives, such as new or heightened
threats to the national securitv of the United States as provided for at section 2(¢)(ii)(C)
in Executive Order 14086 ; and

¢. (U) reasonable methods and technical measures to limit the data collected to
only what is necessary to advance a validated intelligence priority, while minimizing the
collection of non-pertinent information, will be applied.

13. (U) Consistent with the SIGINT collection considerations included in section 2 of
NDoDM S8-5240.01-A and section 2(b)(i1)(D) of Executive Order 14086
, the data acquired as part of a targeted SIGINT collection activity that temporarily
uses data acquired without the use of discriminants (e.g., without specific identifiers or selection
terms) may only be used to support the initial technical phase of the targeted SIGINT collection
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sections 3(c)(i) and 3(d)(i) of Executive Order 14086 consistent with the protection
of intelligence sources and methods, and shall not take any actions designed to impede or
improperly influence these reviews. All NSA/CSS and USSS personnel shall comply with any
CLPO determination to undertake appropriate remediation, subject to any contrary determination
of a panel of the U.S. Data Protection Review Court, and, further, shall comply with any
determination by a Data Protection Review Court panel to undertake appropriate remediation.

26. (U) Auditing and Internal Controls. Consistent with DoDM S-5240.01-A
, the USSS will create and maintain sufficient auditing records to verify compliance
with this annex, and protect auditing records against unauthorized access, modification, or
deletion. The USSS will periodically review the effectiveness of its auditing to ensure the key
requirements of Executive Order 14086 remain satisfied.

27. (U) Privacy and Civil Liberties Oversight Board. The NSA shall provide the
ODNI CLPO and the PCLOB with access to information necessary to conduct the annual review
of the redress process described in Executive Order 14086 , consistent with the
protection of sources and methods.

(U) RESPONSIBILITIES

(U) NSA/CSS Office of the Inspector General (OIG, I)

28. (U) The NSA/CSS OIG (1) shall perform the appropriate oversight of NSA/CSS
activities to prevent or detect violations of these Sunnlemental Procedures consistent with the
Inspector General Act of 1978, as amended

(U) NSA Office of General Counsel (OGC, D2)

29. (U) The NSA OGC (D2) shall provide legal advice and assistance, as appropriate,
regarding the requirements of Executive Order 14086 and the implementation
guidance contained in these Supplemental Procedures, including the development of appropriate
documentation standards in order to facilitate the oversight processes specified by Executive
Order 14086 . The OGC, as appropriate, will coordinate closely with the NSA
CLPT (D5) to ensure alignment and coordination for the Agency’s implementation of the
privacy and civil liberties safeguards required by Executive Order 14086

(U) NSA/CSS Civil Liberties, Privacy, and Transparency (CLPT, D5)
30. (U) NSA/CSS CLPT (D5) shall:

a. (U) Provide civil liberties and privacv advice and assistance regarding the
requirements of Executive Order 14086 and the implementation guidance
contained in these Supplemental Procedures, including developing appropriate
documentation standards in order to facilitate the oversight process specified in Executive
Order 14086 ;
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b. (U) Implement the guidance issued by ODNI CLPO for conducting SIGINT
reviews and assessments from a civil liberties and privacy perspective under IC Directive
126, “Implementation Procedures for the Signals Intelligence Redress Mechanism Under
Executive Order 14086 , including assessments of the adequacy of
safeguards to protect personal inrormation that are either proposed or in place for new or
unique SIGINT collection programs; and

c. (U) Receive, review, and respond to redress requests from ODNI CLPO,
including providing ODNI CLPO with access to information necessary to conduct the
reviews described in either section 3(c)(i) or section 3(d)(i) of Executive Order 14086

consistent with the protection of intelligence sources and methods.

(U) Risk Management Office (RMO, D9)

31. (U) The RMO (D?9) shall provide risk management advice and assistance regarding
the requirements of Executive Order 14086 and the implementation guidance
contained in these procedures consistent with the implementation of risk management efforts
across NSA/CSS.

(U) Director, Operations (X) and Director, Cybersecurity (C)

32. (U) The Director, Operations (X), and, as applicable and relevant, the Director,
Cybersecurity (C) shall:

a. (U) Inform and ensure all personnel conducting SIGINT activities under
DIRNSA’s authorities understand their responsibilities and maintain a high degree of
awareness and sensitivity to the requirements of these Supplemental Procedures;

b. (U) Apply the provisions of these Supplemental Procedures to all SIGINT
activities governed by Executive Order 14086 that are conducted under
DIRNSA’s authorities;

c. (U) Conduct necessary reviews of SIGINT production activities and practices,
includine development of required assessments, governed by Executive Order 14086
to ensure consistency with these Supplemental Procedures. These reviews
will include periodic auditing against the standards required by these Supplemental
Procedures;

d. Participate in the development of appropriate documentation standards in order
to facilitate the oversight processes specified by Executive Order 14086 ;
and

e. (U) Ensure that all new major requirements levied on the USSS or internally
generated activities are considered for review by the OGC (D2). All activities that raise
questions of law or the proper interpretation of these Supplemental Procedures must be
reviewed by the OGC prior to acceptance or execution.
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g. (U) Ensure that the NSA OGC reviews mission activities that may raise a
question of law or regulation before their acceptance or execution;

h. (U) Ensure that necessary special security clearances and access authorizations
are provided to the NSA OGC, the IG (I), NSA/CSS CLPT, and the Chief of Compliance
in order to enable them to meet their assigned responsibilities; and

1. (U) Report as required in this policy and otherwise assist the NSA/CSS CLPT
and NSA OGC with carrying out their responsibilities.

(U) NSA/CSS Employees and United States Signals Intelligence System (USSS) Personnel:
36. (U) NSA/CSS employees and USSS personnel shall:
a. (U) Implement these Supplemental Procedures upon publication;

b. (U) Immediately inform the Director, Operations (X) staff of any tasking or
instructions that appear to require actions at variance with these Supplemental
Procedures;

¢. (U) In accordance with existing procedures, report to the OIG (I) and consult
with the OGC on all activities that may raise a question of compliance with these
Supplemental Procedures;

d. (U) If a non-U.S. person’s personal information is improperly stored, accessed,
collected, analyzed, queried, retained or disseminated, then the incident must be reported
to the NSA/CSS Office of Compliance for Cybersecurity and Operations (P75) via

NSA’s Incident Reporting Tool (or any successor tool) within 24 hours upon
recognition;
e. (U) Complv with the orocedures outlined in DoDM 5240.01 and

DoDM 8§-5240.01-A ;

f. (U) Complete all required compliance training and ensure that all required
documentation (e.g., precondition agreements for memoranda of understanding/
memoranda of agreement) is approved before data access is granted;

g. (U) Conduct mission activities lawfully and in a manner that nrotects nrivacy
and civil liberties in accordance with this policy and USSID 18 uding
the compliance and oversight requirements in NSA/CSS Policy ; and

h. (U) Report potential SIGINT mission compliance incidents, Questionable
Intelligence Activities (QIAs). and/or Significant or Highly Sensitive Matters (S/HSMs)
as defined in DoDD 5148.13 immediately upon recognition in NSA’s IRT
(or any successor tool). Any potential S/HSM that is not mission-related must be reported
to the NSA Intelligence Oversight Officer (NSA I0O) via the alias
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