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I. Introduction

Executive Order 14086 of 7 October 2022, Enhancing Safeguards for 

United States Signals Intelligence Activities, (EO 1408 6) was issued 

to set forth principles and safeguards to guide the conduct of signals 

intelligence to provide national security decision makers timely, 

accurate, and insightful information necessary to advance the national 

security interests of the United States (U.S.) while also ensuring the 

dignity and respect of all persons and safeguarding their legitimate 

privacy and civil liberty interests in the handling of their personal 

information, regardless of their nationality or where they reside. 

EO 14086 further establishes a redress mechanism to review 

qualifying complaints of signals intelligence activities conducted in 

violation of U.S. law. 

EO 14086 also requires all Intelligence Community (IC) elements 

to update policies previously issued pursuant to Presidential Policy 

Directive 28 (PPD 28) of 17 January 2014 (Signals Intelligence 

Activities) in accordance with the requirements published in EO 14086. 

This Policy Note constitutes the updated PPD 28 policies and 

procedures as required by EO 14086; supersedes and rescinds Policy 

Note 2015-01, dated 23 January 2015; and will serve as the basis for 

any future related NRO instructions. 

II. General Provisions and Authorities

NRO is a Defense Agency and an element of the IC pursuant to

Section 3.5(h) of Executive Order 12333 (EO 12333), as amended. 

Pursuant to Section 1.7(d) of EO 12333, as amended, NRO is to "be 

responsible for research and development, acquisition, launch, 

deployment, and operation of overhead systems and related data 

processing facilities to collect intelligence and information to 

support national and departmental missions and other United States 

Government needs." 
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IV. Training

All NRO personnel who have access to information that is subject

to these policies and procedures will receive introductory and annual 

training on applicable requirements. Successful completion of such 

training is a prerequisite to initial and continued access to the 

systems and records that contain information governed by EO 14086 and 

these policies and procedures. NRO will monitor completion of 

training requirements to ensure compliance with this provision. 

V. Deviations from these Procedures

The NRO Director (DNRO) or Principal Deputy Director (PDDNRO), or 

designee, must approve in advance any departures from these 

procedures, after consultation with the Office of the Director of 

National Intelligence and the National Security Division of the 

Department of Justice. If there is not time for such approval and a 

departure from these procedures is necessary because of the immediacy 

or gravity of a threat to the safety of persons or property or to the 

national security, an NRO component's director, or the senior NRO 

representative present may approve a departure from these procedures. 

The DNRO or PDDNRO, and the General Counsel, will be notified as soon 

thereafter as possible. The OGC will provide prompt written notice of 

any such departures to the Department of Defense Senior Intelligence 

Oversight Official, the Office of the Director of National 

Intelligence, and the National Security Division of the Department of 

Justice stating why advance approval was not possible and describing 

the actions taken to ensure activities were conducted lawfully. 

Notwithstanding this paragraph, all activities in all circumstances 

must be carried out in a manner consistent with the Constitution and 

laws of the United States. 

VI. Conclusion

These procedures are set forth solely for internal guidance

within NRO. Questions on the applicability or interpretation of these 

procedures should be directed to OGC and OP&S who, in consultation 

with the OIG, as appropriate, shall determine such applicability or 

interpretation. 
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