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THE UNITED STATES OF AMERICA, through the under51gned Department of
Iust1ce attorney, respectfully submits the followmg response to’ the Court's Brlefmg

Order of October 13, 2011: -(-Sﬁ@G,NFﬁ—
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’i‘he Court's Briefiﬁg Order of October.l?:, 2011, in the above-c_éptioned matters
Gierelix}aﬁer "October 13 Briefing Order") e-r'\umerated 51x issues to be addressed by the
Government. Items 1 and 2. in the Octobe.r 13 Briefing Order are addressed together
startiﬁg on page 3 beléw;'responses for .i’ée¥ns 3. through 6. begin on page 39. {5}~

Asan ﬁﬁtial matter, as this Court is ax;vare, amended ;sectidn 702 minimization
pfoce.dures for the Nationél Security Agency (NSA) were adopted by the Attorney
General and appi‘oved by the Attdrney General and birector of Naﬁc;nal Intelligence for .-
immediate use on Octol-aer 31, 2011; that same day the procedures were submitted to the
Court for rex.riew. NSA's amended section 702 minimization procedures provide, infer
alia, that "[a]ll Internet transactions méy be retained no longer than ﬁvo years from the
expiration date of the certification authorizing the collection in any event." See, e.g,,
Amendment to DNI/AG 702(g) Certificatior- Ex. B, filed Oct. 31, 2011, § 3(c)(2)
(hereinafter "2011 Amended NSA Minimization 'Procedure‘.s").' In the past, NSA has
tried to maintain con;istency of :"1ts nﬁnﬁnizaﬁon procedures across acquisitions
pursuant to Innultiple cerﬁfiéationé, NSA is unable to apply in full the 2011 Amended
NSA Minimize_ttion Procedures to ﬁﬁ’ormaﬁon acqtﬁred prior to Qctober 31, 2011, for
tecfmical reasons primarily felated to its inability to seg.regate certain previoﬁsly ‘

collected categories of information in accordance with section 3(b){5)a, of the amended
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procedures.! Nevertheless, in furtherance of maintaining consistency across data
acquired through itslups‘rream co]iections, and as described in greater detail below,

" NSA is taking steps to age off of its systems Interﬁet transactions that were collected
through its upstrearn- collection platforms pursuant to Docket Nos. _
the Prot-ect America Act of 2007, Pub. L. No. 110-55, 121 état: 552 (Aug. 5, 2007)
(hereinafter PAA), and certificétions issued under SECﬁO;‘I 702 of the Foreign Intelligence
Surveillance Act of 1978, as amended, 50 U.S.C. §§ 1801, et seg. (ﬁereinafter FISA or "the i
Act") wh'ere.' such authorizations expi;:ed more than two years ago. NSA anticipates that
it will complete this age-off process no earlier thar-l. March 2012.. (EGHSH AN

1. An analysis of the application of Séctiqn 1809(a) to each of the three different
statutory schemes under which Internet transactions were acquired without the

. Court's’knowledge. (TSHSHANEY—

2. The extent to which information acquired under Section 1881a, the PAA, and
" Docket Nos ] {2115 within the criminal prohibitions set forth in
Section 1809(a). 5 ' ' '

The Government responds to these two items as follows:~5)—

1Tt is for this reason that NSA has hot sought to amend prior certifications to permit the use of the 2011
Amended NSA Minimization Procedures to information acquired under those certifications. 48}
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1. The Application of Section 1809 to the Government's Acquisitions Pursuant to

Section 1881a, the PAA, and Docket Nos. _(S)-

A, Section 1809 is a Criminal Statute Designed to Address Intentional Violations of
theLaw+5— a

As‘ acknowledged earlier this year, the Government concluded that its prior
representations to the Court regarding the steps NSA must take in order to acquire -
single, discrete communications to, from, or about a tasked selector did not fully expléjn

- all of the means by which sﬁch communications are acquirea through NSA's upstream
collection techniques. The Government submits that that oversight, although
regrettable, does no-t support a ﬁndihg that the Government intentionally engaged in
unauthorized electronic suryeﬂlance, thus implicating a cfhninal statute, 'Secti.on 1809

" by its terms imposes criminal sanction‘s; (including imprisonment and a substantial fine)
on an individual who ‘intentionally engages in unauthorized electronic surveillance or
uses or discloses the fruits of unauthorized éIectronic surveillance? Congress did not
intend the.se stringent penalties to apply to intelligence professionals who, in good fa;ith,
reasonably béﬁeved that they were acquiring foreign intel.Iigence information in

_ con.formiﬁ-f with authorizations by this Court or by the Attorney General and Director

of National Intelligence. {TSH/SHANE—

Section 1809(a) criminalizes "intentionally (1) engag[ing] in electronic

2 Section 1810 of FISA exposes an individual who violates section 1809 to substantial civil penalties —5)
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or us[ing] information obtained under of color of law by electronic surveillance,

knowing or having reason to know that the information was obtained through

* electronic surveillance not authorized by [statute].” 50 U.5.C. § 180%9(a). Section 1809

provides a complete defense for law enforcement and investigative officers engaged in
official surveillance "authorized by and conducted pursuant to a search warrant or -
coﬁrt order of a court of competent jurisdicti;:m.“ Id. §1809(b). Accordingly, by its
terms section 1809(a) is violated only where there is intentional conduct and
unauthorized electronic suiveillance is ir.lvolved.—fS)— |

FISA's ﬁclusion of criminal sanctions reflects a balance between competing
priorities. On the one hand, the threat of criminal sanctions reinforces FISA's ce;ntr:al
edict: before engaging in electronic surveillance, Government agents must 'obta‘.in the
necessary statutory authorization -- typically (though not alWaYs) by securing advance
judicial épprove‘al. On the other, those agents who in good faith obtain and effectuate
authorization under the FISA framework are thereby shielded from civil and criminal
liability.' FISA's proponents stressed that lfar from chilling lawful intelligence collection,
the bill's clear delineatiori of the scope of criminal liability actually serves to profect law-
abid-ing'GOVernment agents: |

[I]ndiﬁdud intelligence agents will know to the letter whiat is required of them,

They will know that what they do pursuant to a warrant is lawful. And they will

~ be protected in the future against criminal prosecutions and civil suits arising
from the surveillance aslong as they do not exceed their lawful authority.
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Foreign Intelligence Surveillance Act: Hearing on H.R, .7308 Before tﬁe Subcommittee on |
Courts, Civil Liberties, and the Adn1i11istratz'0n of fuétice, Hc_).use.Commiftee on the Judiciary,
95th"Cong. 111 (1978) (statement of Rep. Mazzoli). To that end, "[t]he word
'intentionally’ was carefully chosen. It [was] intended to .reﬂect the moé’c strict standard
for criminal culpability. . . . Tl*.te Government would have to p.rove beyond a reaéonable
doubt that the . .. [conduét] was engaged in with a cons_cioué objective ox desire to
commit a violation." H.R. Rep. No. 95-1283, pt. 1, at 97 (1978) (quotation omitted). In
other words, "intentionally" in the context of section 1809 means not only that an
individual iﬁtentionally undertook electronic surveillance, but ﬁndertook electronic
surv_eﬂlancé with the kr_:owledge and intention to violate the requirements of FISA. As
noted in the Government's Response to the Court's Briefing Order of May 9, 2011,
'T'['b]ased 'ulpon discus.s.ions between responsible NSA officials and the Department of
Justice (DQ]) and the Ofﬁce of the Director of Naﬁonal Intelligence (ODNI) and DO]
‘and ODNTI's review-N o.f documents related to this matter, DOJ and ODNI have not found
any indication that there was a conscious obj'ec':ﬁve or desire to violate the
auﬂ‘xorizations_here." Gévernment's Résponse to the Court's Briefing Order of Méy 9,

2011, Docket Nos (Y o e 1, 2011, t 32

n.27 (hereinafter "June 1 Submission"). In addition, DO] and ODNI have not found any

" or Docket Nos [N 5>

~ indication of a conscious objective or desire to violate the authorizations under the PAA :
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'i‘he enacted version of section 1809 contrasts markedly with a crhnhal—séncﬁons
provision in a draft bill that Wouldlhave‘ swept more broadly. The earlier proposal
‘would, among other things, have criminalized intentionally "violat[ing] any court
0£der pursuant to this title." H.R. Rep. No. 95-1253, pt. 1, at 96-97 (discussing
predecéssor bill). Criminalizing all manner of FISA violations " genérated considerable
debate” and was suggested to have a "deleterious effect on ﬂlé morz;le of intelligence
personnel.” Icli. at 96. The "any order” language was ﬁlti‘mately stricken from the final

' bi'll éﬁacted by Congress. In limiting FISA's criminal penalties to instances in which the

Government had failed to obtain prior aut'horization- or intel;itionall-y excéeded the-
boundaries. of the authorization obtained, Congress made Elear that it envisioned
section 1809 as a‘narro‘wly t'ajlored sanction, not a comprehensiwge framework for
remedying all Iﬁamxer of Government errors in the cdﬁrse of dbtah‘ting or effectuating
FISA authorities. {8}

Given its underlying puri:aose, the Government respectfully suggests that sectio.ﬁ
1369 does not provide the-appropriate framework for cases in wiu'ch the "surveillance,
thc;ugh based on an erroneous factual premise, was authorized by a;ld conducted
puréuant to an or&er issued by the. FI'SC." Note, The Notice P_robl,ém, Unlawful Electronic -
Surveéllance, and Civil Liability under FISA, 61 U Miami L. Rev. 393, 427 (2007) (arguing

that although this limitation of section 1809 was "appropriate for criminal liability,"

FISA should be amended to provide civil liability in such cir‘cmns_t-ances_)._ So
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understood, section 1809 accords with other criminal offenses that hinge on the absence

of Va]id authorization. For example, in Theofel v. Fm'eyvfones, 359 F.3d 1066, 1072 (9th Cir.

2004), the Njnth Circuit construed "the meaning of the word 'authorized’ in section
2701" of the Stored Communications Act (SCA), 18 US.C.§ 2702. The defendant in
Theofel had obtained acééss to communications by serving a "patently urﬁawﬁﬂ"
subpoena on a t-hird party. Id. Af issue was whéther;' compliance with that ﬂéWed |
subpoena constituted valid cons:;.nt - ie., qualified as an "authorized"” disclosure under

the SCA. S}

Holding that the answer depended on whether the authorization was procured
in "bad faith," the Court of Appeals expléined:

" Because the Stored Communications Act defines a criminal offense and includes
an explicit mens rea requirement, see 18 U.S.C. § 2701(a)(1), we do not think a
defendant can be charged with constructive knowledge [of the authorization's
invalidity] on a showing of mere negligence. Rather, the defendant must have
consciously procured consent [ie., "authorization"] through improper means. In
this case, the magistrate found that defendants had acted in bad faith. That is
enough to charge them with knowledge of [the third party's] mistake. See Black's
Law Dictionary 139 (6th ed. 1990) (defining "bad faith" as "not simply bad
judgment or negligence, but. .. conscious doing of a wrong because of dishonest
purpose or imoral obliquity™).

Id. at 1074 n.2. In addition to recounting the defendant's "bad faith" and "constructive

knowledge" of the subpoena's invalidity, the decision stressed that ;'[a]]lowing consent

- procured by a known mistake to qualify as a defense would seriously impair the |

statute's operation.” Id. at 1074. However, for the reasons discussed Tireéin, the
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Government submits that the orders of the Court in the four authorities at issue here
were not "procured by a known mistake." (8} -

| The Government submits that the same considerations exclude froﬁ criminal
.1iai3ih'ty under section 1809 instances in which judicial approval aﬁd authorization of
the Director o;f National Intelligence and the At-tomey General were obt_amed m géod

faith, premised on incomj:lete descriptions of how the acquisitions were to be

conducted. ~(TSHSHANE}-

B. The Authorizations Remain Valid Despite the Government's Incomplete
Description of the Technical Means of Acquisition (S}

Congress intended that the "crﬁninal penalt'ies.foi: intelligence agents under
[FISA] should be ess_enﬁaﬂy the same as for law enforcenﬁent office_ers under title 18." .
AH'.R. Contf. Rei:. No. 95-1720, at 33 (1978). Therefore, the Iaw-eﬁforcement context
| provides instructive guidénce with respect to the lscope of what should qualify as
inténtiona_l unauthorized surveillance for purposes 01-3 section 1809(a)(1). Provided it
was obtained in good faith, a valid authorizatioﬁ to conduct law-enforcement
surveillance is not rendered "void" or "invalid" becaﬁge it was pr'emisgd ona factugl
error or misstatement. .-(S-)-
Under case law developed in the supp:;ession conitext, it has long been‘settled

that the Government's "[ilnnocent mistakes or negligence alone are insufficient to void a

warrant." United States v. Palega, 556 F.3d 7

)9, 714 (8th Cir. 2009) (citing Franksv. ~~
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Delawaré, 438 U.S. 154, 171) (1978)).* Recognizing that everyone - including the agents'
who serve the Government - will at times cprhmit errors, the Sufreme Court has
emphasized, in a variety of circumstances, "the need to allow some latitude for honest
mistakes." Maryland ‘U Garrison, 480 U.S. 79, 87 (1987); see also Brinegar v. United States,
338 U.S. 160, 176 (1949) (emphasizing that "room must be a]loweci for some mistakes on
- fthe Government's] part"). €5} |
In the three decades since Franks, it has become hornbook law that a discovery of
a good faith misstaterﬁent or omission? in the app]icatiqr} for a warrant -- even one that -
is material -- does not &ansform an autﬁorized search into an unauthorized on.e.. Seee.g.,
'Ckisn‘z v. Washington State, No. 10-35085, ___ F.3d ___, 2011 WL 5304125, at *16 (9th Cir.
Nov. 7, 2011) (;'It is well established that omiésions and misstatemen’c!s resulting from

negligence or good faith mistakes will not invalidate an affidavit which on its face

3 The decision in Frarks came down in June 1978, just prior to FISA's enactment. But the core holding of
Franks was anticipated by many courts. See, e.g., United States v. Marihart, 492 F.2d 897, 900 n.4 (8th Cir.
1974) ("We agree with the Seventh Circuit that completely innocent misrepresentation should not support
suppression even if material."). The Second Circuit has suggested that "FISA. orders should be governed
by the principles set forth in Franks v. Delaware." United States v. Duggan, 743 F.2d 59, 77 n.6 (2d Cir. 1984).
Under the Second Circuit's standard, the fact of a negligent misstatement in a FISA application is not
grounds for suppression — or even an evidentiary hearing -- on the issue of whether the surveillance was
properly authorized. To warrant a hearing, the court explained, a suppression motion asserting that the

" Government's surveillance was not authorized by FISA "would be required to make 'a substantial
preliminary showing that a false statement knowingly and intentionally, or with reckless disregard for
the truth, was included’ in the application and that the allegedly false statement was ‘necessary’ to the
FISA judge's approval of the application.” Id. (quoting Franks, 438 U.S., at 155-156). 45}

- —#Although Franks itself-was-concerned-with-the-issue of Government misstatements; itis-widely accepted-- - —— ———- -

that its "reasoning . . . logically extends. .. to material omissions.™ United States v, Johnson, 696 F.2d 115,
118n.21 (D.C. Cir.L19§2) (quoting 2 W. LaFave, Sérérch and Seizure, § 4.4 (Supp. 19_82)‘)‘_. +5—

10
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establishes probable cause.") (quotation omitted); United States v. Andrews, 577 F.3d 231,
238-39 (4th Cir, 2009) ("In challenging a search warrant on the theoiy that the officer's
affidavit omitted material facts with the intent to make, or in reckless disregard'of |
- whether they thereby made, the affidavit misleading, the deferidant must show (1) tha"c
the officer deliberately or recklessly omitted the information at issue and (2) that the
inclusion o'f this information Wqﬁld have defeated probable cause.”) (quotation ana :
citation omitted). The appropriate iﬁquiry looks to the -G.overnment's good faith in
submittigg the applice;ltion, and the fact that an error may be ati:ri_butéble to an internal
nﬁscommunica’;ion within the Government, or to gaps in the deernment‘s
understanding, is not itself an indication of bad faith. See, ¢.g., United States v. Yusuf, 461
F.3d 374, 378 (3d Cir. 2006) (in perform:in-gjr the Franks analysis, lower court "erred I-Jy
failing to recognize tha’é government agents should generally be able to presume that
information received from a sister govérnmental agency is accurate”); United States v.
Rédtke, 799 F.2d 298, 310 (7th Cir. 1986) (finding no "deliberate falsehoo'd" where a police
officer of one department compiled erroneous information derived from another

department's investigation).’ 45}

5 The case law "hold[s] the government accountable for statements made . . . by the affiant [and]
statements made by other government employees which were deliberately or recklessly false or
mislgadmg insofar as such statements were relied upon by the affiant in making the affidavit." Linited
States v. Kennedy, 131 R.3d 1371, 1376 (10th Cir. 1997). See also United States v, Hammeit, 236 ¥.3d 1054,

* 1058-1059-(9th Cir-2001) ("In informing Detective-Bolos of the information necessary toprocure the. .

warrany, it ishighly probable that there was a miscommunication between Officer Correia and Detective
Bolos that led to the misstatement in the affidavit,”We therefore reject the position that the warrant is
invalid .. .."); United States v. Wapnick, 60 F.3d 948, 956°(2d Cir. 1995) (invalidation turns on whether

11
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The Franks framework has Been extended to mistakes in Title III applications. As
Judge Posner has explained:
Mt governinént agents execute a valid Wiretép order' and in the course of
executing it discover it was procured by a mistake . . . the record of the
conversations is admissible in evidence . . . . The discovery of the mistake does
not make the search unlawful from its inception.

_ United States v Ramirez,~112 F.3d 849, 851 (7th Cir. 1997); see also U?;lffEd Statels . Gaf‘cz;a,
'785 F.2d 214, 222 (8th Cir. 1986) (applying Franks standérd to a Title IIl Wiretal;.))'; United |
States v Ippolito,_'??;iF.Zd 1482, 1485 (9th Cir. 1985) (sgme),-‘ United States v. Southard, 700
F.2d 1, 8 (Ist Cir. 1'983)_'(same.). ) |

Although ..the Government has not located cases appiying the Franks standard to
illegal wiretapping prosecutions (presumably because cases ralsmg that fact pa&ern are
rarély, if éver', prosecuted), Franks also delﬁeateé the scope of an "illegal search" in civil
litig_a’cioﬁ under 42 U.S.C. § 1983. See, e.g., Peet v. City of Detroit, 502 F.3d 557, 570 (6th |
Cir. 2007) ("1;1 casés involving search Warrant; ... the law is clear that an officer may be
held liable under 42 U.S.C. § 1983 for an illegal search . .. when the officer knowingly
and delibefately,_or with a reckless disregarti for the truth' makes 'false statements ;Z)I
omissioné that create a falsehood' and 'such statements or émissions are material, or

necessary, to .the finding of probable cause.") (citing Wilson v. Russo, 212 F.3d 781, 786-

787 (3d Cir. 2000)). When it enacted section 1809, Congress surely did not intend to

anyone in the governimerit "deliberately insulat{ed] affiants from information material to the determination -
of probable cause") (emphasis added); United States v. Calisto, 838 F.2d 711, 714 (3d Cir. 1988) (same). {5}~

12
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impose a less forgiving standard of criminal ligbility in the national security context than
generally exists for civil liubiliiy in the law—enforcement context. Sy

The Government sﬁbmits that the Coﬁrt should consider tl_ne latitude afforde_d
the Government in the iaw-enforcement c:-mtext equally apinropri_ate for .surveil]ance |
conducted under the aegis of national security mv;sﬁgationé, in which the
Government's focus will often be "less precise . ..than [surveillance] directed against
more conventional types of crime." .Uni'ted States v. United St’ates District Court (Keith),
407 1.5, 297, 322_ (1972). All of which is not to suggest that the Government bears
diminished responsibility for mistékes in the reéord. Upon becoming aware of its
failure to commuinicate to the Court certain salient aspects of its collection activities, the

Government bore responsibility for correcting its past statements. | See FISC Rule 13(a).

" When mistakes happen notwithstanding the Government's best efforts, they are

regrettable. Nevertheless, the Government respectfully submits that the potential
exposure to criminal Iiébi]ity -- and the resultant civil liability under section 1810 -- is

not the appropriate means to respond to such miscommunications within the

Government. {5}

C. The Authorities at Issué 5
1. Section 1881a {5}

Beneath the heading "AUTHORIZATION," section 702 in pertinent part empowers

the Attorney General and the Director.of National Intelligence, upon the issuance of an

13
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order ffom this Court approvihg a certification and the use of targeting and
minhﬁ:izétion procedures, to "authorize jointly, for a period of up to 1 year . . . the
targeting of persons reasoﬁably believed to be located outside the United States to
acquire foreign intelligence information.” 50 U.S.C. § 188la(a). Acquisitions authorized
“under section 702 must be coﬁducted in accordance with taréeﬁng and mini.tﬁization
procedures adopted by the Attorney General and in conformity‘with a certification.
submitted to the FISC. See 50 U.5.C. § 1881a(c)(1). Accor,dinglj section 702 accords ti"le
Court a crucial role in ensuring that the Government's targeting and minimization
procedures ax"e consistent with the statutory requirements of section 702 and the Fourth
Amendrr_\ent to the Constitution of the United States. See 50 U.S.C. § 1881a(Ii) (providing
that the FISC ';shall have jurisdiction to review [the] certification . . . and the targeting
and mﬁﬁizatibn procedures“).: Nevertheless, while the Government cannot
comumence or continue acquisition without Court appl_'oval, the statute comumits
responsil;ﬂity for "authoriz-a_ti.on" to the Attorney General and the Director of National
Intelli gence, {TSHSLAEY
Section 702 provides for two potential outcomes of iudicial réview, neither of
- whi;h appears to vitiate a past deéermination of the AttOI'i‘lEj-[ General and Director of
National Intelligeﬁce to authorize acquisitions in good faith. The first is "APPROVAL," in

~which event the Court “entér[s] an order approving the certification and the use . . , of

" the procedures for the acquisition." 50 U.5.C. § 1881a(i)(3)(A). The second is a

: © 14 ' o
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"CORRECTION OF DEFICIENCIES,"” in which event the Court "shall issue an order directing
the Government to, at the Govérnment‘s election . . . (i) correct any deficiency identified
by the Court's order . . .; or (ii) cease, or not begin, the implementation of the
au'thor-izat-ion for which such certiﬁ@ation-wés submitted." 50 U.5.C. § 1831é(i)(3)(B).
Notably, sectit;n 702 mal-ces no provision for an order requiring the Goverpment to
purge information acquired under authorizations from the Attorney General and
Directo;: of Naﬁona.ll Intelligence in the event the Government chooses to discontinue its
collection after receipt of a deficiency order. 5}

In kee?ing with 'the above, ti'le operative cerﬁficatioﬁs, and the targeting and
minimization procedures adopteci by the Attorney General for use with those
certifications, were submitted by the Government to the FISC arid approved pursuant to

50 U.5.C, § 1881af(i), .albeit v\.rifhout provision of certain mforn:\.ation relevant to the
mannet in which NSA acquires Internet transactions to, from, or about a tasked selector
through its upstream collection. The Attorney General and Director of Naﬁoﬂal
Iﬁte]]igenc_e at all times acted in good faith in diéchargmg their responsibﬁities under
'sectién 702. As the Court has alrea&y found, each pri'oz-‘ certification conta‘ined all of lthe_

required statutory elements. See In re DNI/AG 702(g) Certiﬁi:ations—

6 In this respect, section 702 appears to represent a departure from the "traditional" FISA framework, -

- --—which-expressly—and significantly — restricts the-use of information acquired pursuant to.surveillance L
activities authorized by the Attorney General without a court order and later rejected by the Court. See,

e.g., 50 U.S.C. § 1805(e)(5). 45— . - - -
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B <!, Docket Nos. [ <=

Opinion at 12 & n.11 (USFISC Oct. 3, 2011) (hereinafter "Oct. 3 Mem. Op."). Moreover,
as the Government noted in its June 1 Submission, the Attorney General and Director of
National Ihtelli_gence have confirmed that their prior sectioﬁ 702 authorizations
_continued to be valid and 1n force, nof:withs_tanding the acquisition of Internet
transactions featuring multiple discrete communications (hereinafter "MCTs"). See June
1 Sitbmission at 35; see also Government's Response to the Court's Sﬁpplemental
Questions of fune 17, 2011, Docket Nos. [ <
June 28, 2011, at 26—-27. Accordingly, the quemment respectfully submits that-
pérsonnel 1.4;110 relied on those authorizatiqns and followed those procedures in
.acquiring MCTs did not engage in unauthorized surveillance, and did not inter#d to
engage in surveillance that was not authorized i_mder FISA. {TSHSHAT—.

2. The PAA {5y | |

Section 105B of the PAA likewise empowered the Director of National
Intelligence and the Attorney General to "authorize the acquisition of foreign
intelligence information cgncerm'ng persons reasonably believed to be outside the
United States." § 105B, 121. Stat. at 552-55. Such acquisitions were specifically exempted
from’FISA‘s deﬁnitién of "électronic surveillance." See id. §.105A, 121 Stat, 552." As
. undersecton 702 the PAA provided fo judicial seviens ofth tageting procedures

- - -used to implement those authorizations, but the review was limited by statute. Under -
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~ the PAA, the Attorney General was required to submit to this Couzt "the procedure_s by
which the Government determines that écqm'sitions conducted pursuant to [its
statutory authority] do not constitute electronic surveillance," Id. § 105C(a), 121 Stat. at
‘555. The Court, in turn, was then requirgd to assess whether the Government's
deterrhinaﬁon was "clearly erroneoﬁs.” Id. § 105C(b), 121 Stat. at 555. As this Court has

1

- noted, the deferential "clearly erroneous" standard of review would "not eﬁtitle a
reviewing court to reverse the [Attorney General's] finding . . . simply because [. . .] it
would have decided the case differently." Inre DNI/AG 105B Certifications ]

| B )i Op. at 6 (USFISC Jan. 15, 2008) (héreinafter ?‘PAA Mem. Op.‘.') (quoting.
Anderson v. City of Bessemer ?ity, 470 US 564, 573 (1985)). Moreover, judicial review
was limited to "certain aspects of the certification process.” Id...at 4, "BExecutive branch
determinations . . regarding the purpose of the acquisition and the adequacy of
minimization procedures [were] not subject to judicial review" at all. Id. at 6.
(TS//SL//NF)

Applymg the PAA's "clearly erroneous" standard of review, this Court found the
Government's targeting procedures were "reasonably designed to ensure that the users
of tasked facilities are reasonably believed to be located outsjde the United States." Id.
at 15, Asto ".abou-ts" commurﬁcations, the Court "adopt[ed] the [Government's]
interpretation that ... surveillance [of ‘abouts’ commmunications] ts"directed (Datthe

users of tasked-e-mail accounts , .-, ; (i) at-those parties to acquired communications

TOP SECRET/COMINT/QRCON,NOFORN
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who... 'aré reasohably believed to be outside the United States; or (iii) at both these
classes of pefsons." Id. at 21.‘ Just as in the section 702 context, Government personnel
who relied on the PAA authorizations to acquire MCTs did not engage in urmauthorizeci
surveillance, let alone did 50 intentionally. -(—"J?S#SI#NF)—

3. FISA Title ISy |

The issues concerning NSA's upstream collection techniques :aiéed during ;che

Court's consideration of the above—caphoned dockets potentially Jmphcate the

applications approved by the Court in Iz re —
Y -
Nos I (ESHEHANE)—

With respect to Docket No.- the Govgrnr;‘lent squght, and the Court
approved, “authorization to direct electronic surveillance" at_ that the
Government believed were being used, or were abogt to be used, by its targets to
communicate, In its order approvin'g-the surveillance, the Court 'stated thatit

"underst[ood] that, in certain instances, NSA may collect non-target [internet] -

commiunications.” 1 <
I ot No [ Mern. Op. at9n.9

(USFISC Apr. 6, 2007) (hereinafter B e Op."), just as the Coﬁ;:{ understood

__ that "[a] l’chough NS5A surveﬂlance will be designed to acqulre ordy international

- [telephone] communications where one comrh.unicant is outside the United States, ...

NYT v DOJ, 16 CIV 7020_000548
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the manner in whiéh [NSA] routes communications do not permit complete assur.ance
tha’;: this wi]i be the case,"- id. at 7-8 n.7. The 'Couré approved th‘e‘collectiqn with the |
expectation that NSA would "handle these communications in accordance with its
sfandard FISA minimization procedurgs, as described an_d modiﬁed herein." Id. at 9 n.9;
éee_ also id.r at 7-8 n.7. Accofdingl};, dee.rnment personnel who relied on that épproval
and acted in accordance with thos?e procedures in no way engaged in unauthorized
.Surveﬂlanée, and certainly did not do so with "a conscious and objective desire to.
commit a violation." H.R, Rep. No.95-1283, pt. i, at 97 (1978) (quotation oﬁﬁtted).
(B HSEHNE)~
: With respect to Docket No.-the Governmenf aclmowledges that its

application did not fully explain the methodology through Which— '

Internet commumications upstream wou_ld "ensure that all communications fofwarded
10 NSA . .. are indeed communications ’r;hat have been sent or receiv;ad using, and that
'r;afer to' or are 'about,' e-mail accounts/addresses/identifiefs for Wl;nich there is probable
cause to believe are being used, or are about to-be used, by [the t_ar.gets.]" De;:l. of Lt .
Gen. Keith B. Alexander, Dopkc_et Nq.- filed Ma;} 23,2007, at 21, But for.the
reasons discussed in greater detail above, this good faith mistaké does not render the

prior authorization void or the surveillance collected thereunder "unauthorized,"

thereby eiposing Government i)ersonnel to potential criminal and civil liability, On the

NYTv D.OJ, 16 CIV 7020_000549
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contrary, such godd faith mistakes can and should be meaningfully redressed without

recourse to section 1809. (ESHSTHNT—

1. Should the Coﬁrt Determine that Unauthorized Collection Occurred, Only the

Acgﬁisiti'on of Certain Subsets of Communications Acguired Through NSA's
Upstream Collecti_ons Conducted .Pui‘suant to the Authorities at Issue Would
Constitute Electronic Surveillance, as Defined by the Act 5 -

. By its terms section 1809(a) applies only to unauthorized electronic surveillance

' as that term is defined in FISA, Thus, the extent to which section 1809(a) applies to

acquisitions under the authorities at issue herein depends on whether or not those
acquisitions constitute "electronic surveillance." 5}

NSA's upétream Internet collections under all four authorities have acquired

onty commusicatins [
R such, any communication that NSA has acquired through
its upstream Internet céllections conducted: f)ursuant to the four authorities at issue
would be a "wire communication,” as de‘finedl_by the Act - that is, a "communication
while it is being carried Ey a wire, cable, or other like connection fﬁrrﬁshéd or opérateci
by any person engaged as a common Carrief in providing or operating such facilities for
the transmiséioﬂ of interstate or foreign éommunications." Id. § 1801(Y). AFSHSHAEY-

The Act defines "electronic surveillance” in four different ways. See id. § 1801(f).

upstream collections conducted pursuant to the authorities discussed in the Court's
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Briefing Order. The first type of electronic surveillance, which requires "intentionally

_ targeting” a "Pgrticular,_known United States person who is in the United States,"_ id.
'§ 1801(£)(1), is not implicated, because.none of the authoriti;as at issue here permitted
the targeting of United States persons inside the United States.” Si:hilaﬂy, thé third type

of electronic surveillance, which mvolves the acquisition of the contents of certain radio

communications, see id. § 1801(f)(3) is not Jmphcated _

For the reasons discussed below, the second type of electronic surveillance
defined by the Act, which involves the écquisition of certain types of wire
communications, see id. § 1801(f)(2), is potentially implicated to varying degrees (or not
' at all) in each of the four acquisition authorities at issue. See, e.g., Inre -

- R Docket No il 2 pplication at 18-19, filed Dec. 13, 2006; In 1'-

7 Specifically, in Docket No.-, the authority granted by the Court required that "[a}ll selectors shall
be telephone numbers or e-mail addresses that NSA reasonably believes are being used by persons

outside the United States," In re
Primary Order at 12 (USFISC Apr. 6, 2007)

_ Docket No, _
(hereinafter ' rimary Order"); in Docket No. the authority granted by the Court was

“limited to the surveillance of telephone numbers and e-mail accounts/addresses/identifiers which the
NSA reasonably believes are being used, or about to be used, by persons outside the United States,” In re

BN Do k<t No. i Primary Order at 11 (USEISC Aug. 24, 2007) (hereinatter
Primary Order"); under the PAA, the Government was only authorized to acquire "foreign mfelligence
information concerning persons reasonably believed to be located ontside the United States," § 105B(a),

—-— -~ 121 Stat. at 552; and-under-section 702;-the- Government-may-acquire foreign intelligence information ... . _

through "the targeting of persons reasonably believed to be located outside the United States," 50 U.S.C.
" §1887Ta(a), and is prohibited fiorh "iritentionally target[ing] any person known at the time of acquisition
to be located in the United States,” id. § 1881a(b)(1). €5} .
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I Docket No.- Application at A16-17,. filed May 24, 20072 As noted
above, all communications acquired through NSA's upstream collections under the four
authorities are wire communications, as defined by the Act. Becausé the fourth type of
| electronic surveillance sﬁecifically excludes the-acquisition of V\;ire communications, see
id. § 1801(f)(4), it does not apply to NSA's upstream collections under the authorities at
' issue. (TS//SI//NF) |
' ‘Pursuant to the authority granted by this Courf in Docket Nos. _
Il NSA acquired wire communications through its upstream collections. To the
extent that such wire commmﬁcations (including any discrete communications within
an MCT) were tp or from a pérson inéide the United Sfcateé, the acquisition of those
communications would ha.ve constituted electronic surveillance as defined in
subsecﬁon 1801(f) (é). Most of that electronic surveillance was specifically contemplated
and approvéd by the Court in these dockets. However, upon closer rev.ielw of the
record and as described below, certain wire communications to or from persons located
in the United .States‘ acquired through NSA's upstream collections may not have been

specifically contemplated by the Court at the time authorization orders were issued in

Docket Nos. || N (T//51/N¥F)
— .

-—q@SS i |
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| Section 105A of the PAA "carved out" of the FISA Title I definitions of electronic
surveillance, a surveillance directed at a person reasonably believed to be located
outside of the United States. § i_OSA, 121 Stat. at 552 ("Nothing in the definition of.
electronic surveillance under section 101(f) [i.e., 50 U.S.C. § 1801(f}] shall ble‘construed to
encompass surveillance directed at a person reasonably believed to be located outside
of the United States."). As explained in detail below, NSA's acquisitions pursuant to the
PAA were at all ti.mes- the product of surveillance directed at persons reas-onably
believed to be located outside the United States and thus did not constitute electronic
surveillance as defined by the Act. Accordingiy, section 1809(a} is not imp]ic’ated by
NSA's acquisition of any communications pursuant to PAA - even those‘ thaf may not
. have been specifically éontemplated or considered by the Coﬁrt at the time it reviewed
and approved NSA's targeting procedures as requir;ed by Section lﬁSC of the PAA S
—(ESHSHANE—
Unlike the PAA, section 702 did not e;cempt from the Act's definition of

electronic surveillance the acquiéitidns contemplated by section 702. Many, if not most,

? As noted above, the scope of judidial review under the PAA was narrow. Section 105B(c) required the
Attorney General to transmit to the Court a copy of each certification. See § 105B(c), 121 Stat. at 553.
Section 105C(a) required the Attorney General to submit to the FISC "the procedures by which the
Government determines that acquisitions conducted pursuant to section 1058 do not constitute electronic
surveillance." Id. § 105C(a), 121 Stat. at 555, Following such submission by the Attorney General, the
Court was required to assess the Government's determination by applying a clearly exrronecus standard.

* Seeid.§105C(b); 121 Stat.-at 555:Attorney-General-and-Director of National-Intelligence determinations - - — - -

regarding the purpose of the acquisitions and adequacy of the minimization procedures were not subjett
to Court review under Section 105C. €8¥ T T

23 ' '
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of the wire communications NSA has acquired_through jits section 702 upstream -

collections were specifically contemplated and conside;eri by the Court duriﬁg its
review and approval of NSA's targeting and mﬁﬁxﬁzaﬁon procedures as required Ey
secﬁon 702(i) of the Ac;c.“’ However,. NSA has also collected certain other |
communications to 01; from persons located in the United States through its upstream
collections pursuant to section 702 authorizations that were not specifically
confemplatéd or considered by the Coﬁit at the time it reviewed and approved NSA's
minimization and targeﬁng procedures. (FSASHANE)-

For the reasoné more particularly discussed aibove,_the Gévernment maintains
that it di& not engage in unauthorizé_d electronic surveillance, lef alone did so
intentionally in violation of section i809(a)(i). Should the Court determine that
portions of the acquisitions under the four per’;inent authorities were not authorized,
the following summarizes the extent to which the Government beh'.eves section |
1809(a)(2), which would govern the further disclosure or use of unguthorized
acquisitions, wopid be implicated. For purposes of clarity and ease of understanding,

this discussion categorizes the communications at issue in the same manner this Court

10 Pursuant to section 702, the Court has jurisdiction to review certifications and minimization arid
targeting procedures and any amendrments thereto. See 50 U.S.C. § 1881a(i)(1)(A). Certifications are
reviewed to ensure that they contain all required elements. Id. § 1881a(i}(2)(A). Minimization procedures
are reviewed to assess whether they meet the requirements of the Act and are consistent with the Fourth
Amendment. Id, § 1881a(i}(2}{C). Targeting procedures are reviewed to assess whether they are .

- reasonably designed to-ensure that-acquisitions-are limited to targeting-persons reasonably-believed tobe .. .

located outside the United States, and to prevent the mtentlonal acqt.usmon of wholly domestic
communications. Id, § 1881a(1)(2)(B) 'fS)- T T "-' - -
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dfd in its opinion of October 3, 2011. In addition, as used in this discussion, the term
"communicat_iqn" refers to a single discrete communication within an Infernet -
transaction. ™ 5
A, Active Useris the Target <5y
Under Docket Nos. || NN NI - PA A, and section 702, section 1809(z)
is not 'melicatec_i at all with respect to .the ‘acquisitibn of commumnications where the
active user is the target. That is because such ‘acquisitions were clearly authorized

under all four au’ch.orities. See, e.g., In re DNI/AG 702(g) Certiﬁcaz‘ions—

B ! Docket Nos _Order =3 (USFISC
Oct. 3, 2011). 12-(-'@#517%)-

11 An Internet transaction may consist of one or more single, discrete communications. See Oct. 3 Mem.

Op. at 15.-(-'128#5%

2 The Government also notes that the acquisition of communications where the active user is the target in
many cases does not constitute "electronic surveillance.” "With respect to Docket NOF Docket No.
and section 702, the acquisition of commuriications where the active user is the farget constitites
electronic surveillance only to the extent that such communications are to oz from a person in the United
States. Under the PAA, the acquisition of all communications where the active user of the transaction is
the target - even communications to or from a person in the United States -- is not "elecironic
surveillance." As discussed above, the PAA removed from FISA's definition of electronic surveillance
"surveillance directed at a person reasonably believed to be located outside of the United States." §1054,
121 Stat, at 552. Whexe the active user of the acquired communication was the target, the surveillance
resulting in that acquisiﬁon was directed at a person reascnably believed to be located outside the United

+ ——=-w-= — - — States (ive;; the-target): See PAA-Mem. Op. at 13 ("[[]t is-natural to think.of the users of the tasked facilifies. . _

as the persons at whom surveillance is 'directed.™}. Accordmgly, such acqm51t10ns are not "electronic
" surveillance" undey the PAA. (TSHSIINE). : L
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B. Active User is Not the Target and is Located Overseas 8} .

Under Docket No.- and section 702, the acquisition of communications

where the active user of the communication is not the target but is located overseas

potén’cia]ly implicates-section 1809(a), but only under very limited circumstances. First, |

section 1809(a) is not ili;lplicate_d if the communication of the non-target active user
locéted oﬁtside the United States is_to or from another person located outside the

United States (including the user of a tasked selector), becquse the acquisition of such a
c0mmmu'cat.io.n is not "electronic sﬁrv.eﬂlance.“l"‘ Second, if the communication of the
non-target actiiré user located outside the Upited States is to or from a .person located in
the United States (and its acquisiﬁon is thus "electronic surveiil.lai'tce")f section 1809(a) is

not implicated if the communication is' one of ﬂ‘le-ty'pes of "abouts" communications

 recognized by the Court in Docket No- see It re —

Y 7

~ Order at 13-14 (USFISC Aug. 24, 2007) (hereinafter ‘f- Primary Order™); under the

PAA, see PAA .Mem. Op.at17 n.18;'énd section 702, see, e.g., In re DNI/AG Certiﬁcation-
- Docket No. 702(i)-08-01, Mem. Op. at 17-18 n.14 (USFISC Sept. 4, 2008)

(hereinafter "JMex. Op.")* It is only in cases vwhere a communication of the

18 Moreover, to the extent that such communications were to or from the user of a tasked selector (i.e, a
target), the acquisition of such communications was authorized in any event. S}~

categories of * "abouts” communications include where: - ==

26
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non-target active user outside the United States is (1) to or from a person located in the
United States and (2) either is not one of the - types of "abouts" communications
described to the Cou;t, or the communication ddeé not coﬁtain a tasked selector at all,
that secﬁon 1809(a) is implicated by the acquisition of communications where the active
user of the transaction is a non—targéted persoﬁ located overseas. {TSHSHANT—
The acquisition of communications under Docket No. JJJJJJJJJj where the active

“user of the transaction is not the target but is Iogated overseas implicates secﬁon 1809ta)
to an év.en lesser extent than similar acquisitions under D.ocket No.-and section

702. As with Docket No. [Jjjjjjand section 702, the acquisition ofa foreign-based

Id.—(’-FS#SLé&I-Q’—. S T T T . R
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“active user's communication does not implicate section 1809(a) if the communication is
to or frbm another person located outside the United Stateé (including the user of a

'.ta.sked selector), because the communication is not acquired through "electronic
surveillance." Unlike Docket No.- and section 702, however, the scope of the '
acquisition bf "abouts" ‘commmwication_s_was nqt defined ﬁnder Docket No. - See
T Priary Order at 8 n.6 (“The Court understands that [
will select_ot only international Internet communications to and
from agents of [the targeted foreign powers], bﬁt aisé Internet communications in
which e-mail addresses||| |GGG s ch 2gents are mentioned in
the Internet communication.”). Thus, if ths.:. communication of the non-target active user
located outside the United States is to' or from a person in the United States, its
acquisition was authorized so long as a tasked selector was present in the
commmitaﬁon, regardless of the type of "about" that éommunicﬁation is. Itis only in
cases where a tasked selector. does not appear in a commuhicatioﬂ between a noﬁ—térget
active user located outside theT United States and a person in the United States that
section 1809(a) is implicated. ~FSHSHANEY-

Section 1809(&) is not implicated at all with respect to any communication

acquired under the PAA where the active user of the communication i-

5 Again, to the extent that such communications Were to or froii thie user of a tasked selector (i.e, a
target), the acquisition of such communications was authorized in any event. {8}
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I (- is because all such acquisitions under the

PAA resulted from surveillance directed at a person reasonably believed to be located -

outside the United States (i.e,, the non-target active user). Specifically, if the

communication is between [

_ —16 The surveillance would ‘also be directed at the non-

target active user located outside the United States if the acquired communication was a
communication sent to or from a person in the United States, even if the communication
did not contain a tasked selector. Cf. PAA Mem. Op. at 21 (accepting, inter alig, that

"abouts" surveillance is directed "at those parties to the acquired communications who,

by virtue of the use of Internet Protocol filters or ]

IR a:c reasonably believed to be located outside the United States."). Acﬁordingly,
such acquisitions do not implicate section 1809(a) because they do not constitute

"electronic surveillance" as defined by FISA. {FSHSI/NE):-

C. Active User is Not the Target and Whose Location is Not (and Cannot Be)
Known (S} '

Section 1809(a) is not implicated by acquisition under the PAA of any

communications where the active user's location is not (and cannot be) known. This is

16 The Government also notes that the acquisition of such a communication would not be "electronic
surveillarice” even in the dbserice of the § 105A carve-out; because the communication isnot fo or from a -

person in the United States, {FoASHAE~
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most ex{ident whe;n such communication is to.or from a person located outside the
United States (including the user of a tasl%éd selecto'r), at whom it can be said the
surveillance resulting in the acquisition is directed. Itis equally true, alBei’t somewhat
counter-intuitively, for ainy communication Be’cvw—:en an active user whose 1océﬁon is
not (and cannot be) known and a person located in {he United States. As discussed -

~ above, section 105A of the PAA excluded surv;aﬂlance that is directed at a person
"reasonably believed" to be located outside the United States from FISA's definition of
"electronic surveillance." The means described in the NSA's PAA targetjﬁg
procedures -- i.é., the use of IP filters or _
_—— operated to ensure that acquisitions were directed at a person
reasonably bta_iiex{ed to Ee located outside the United States. A]us't because NSA
ultimately may be unable to determine the true location of the active user of the
‘communication dées not mean NSA did not reaisonébly believe, at the time of
acquisitién, that the surveillance was being dﬁec;ced at a; person located outside the
United States. Cf. Inre DNI/AG 105B Certifications _ Docket Nos.
Transcril.)t-of Procee@és at 47-48 (USFISC.Dec: 12, 2007) mel'emaffer,"PAA Transcript")
(recognizing one Posléible scenario Wher_

NYT v DOJ, 16 CIV 7020_000560
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Section 1809(a)(2) is also not J'Jﬁplicated with respect to écquisiﬁons under

Docket No. . Docket No.- and section 702 where the communication is

between a person outside the United States and an agtive user whose location is not
(and cannot be) known, Section 1809(’a) (2), which makes it a crime to intenéonally
"disclose]] or use[] information obtained ﬁnder color of law by ele;tfonic surveillance,
knowing or having reason to know that the informéﬁoh was obtained through
electronic surveillance not authorized by this Act," among other authorities, If the
location of the 119n-ta}1;get active user cannot be determined, and 1;he ot'he_r communicant
is known to be located outside the United States, then one cannot "know ] or hav[e]-

reason to know" that the communication was acquired through electronic surveillance

atall. ¢ br N - - >~ NS

. Mem. Op. at 114 (ﬁSFIS_hereinafter "PR/TT Mem. Op.") (recognizing -
that "it might not be apparent from available inforr‘na.tion whether the commur'u‘cat.ion

lto which a piece of data relates is to or from a person in the United Stateg, éuch that
acquisition constituted electronic suirveillance as defined in Section 1801(HH(2)"). Section
1809(a)(2) can hai;dly be séid to be implicated by the use or disclosure of
communications acquired under such circtimstances. éee id. at 115 ("When it is not
AkI}OWI‘l, and there is no reason to kno-w,- that a piece of information was écquirea

il'griogghglgqt’rgiic  surveillance not authorized by the Court's prior orders, the

NYT v DOJ, 16 CIV 7020_000561
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information is not subject to the ;:rixﬁi_na_l prohibition in Section 1809(a)(2).").

“Under Docket No. i} and section 702, it is only in cases where the active user
isl a non-target whose location .is not. (and cannot be) known communicates with a
persornin the United States that section 1809(a)(2) is potentially imPlicatéd. Yet if the
communication of a non-target active user whose locat.io.n is not (and cannot be) 1<nqwn
is to or from a person in thé United States, its acquisitioﬁ under those two authorities
does not implicgté Section 1809.(a.) (2) J.f the acquired communication is one of the -
types of "abouts" communications recogrﬁzed by the Court. Under Docket No. -
and section 702, it is oﬂy in cases where the communication is not one of thgse -
types of "abouts" communications, or the communication does not contain a tas'kedl »
selector at all, that 1809(a)(2) is implicated by the acquisition of a communication to or

| from a person in the United States where the locaﬁon of the non-target active user is not

(and cannot be) known. LESHSHANE—

Acquisition under Docket No -of com'munir;ations to 61: from 2 person‘ in
the- Uﬁted Stff\tes where the 1océtion of the non-target active user of the communication

is not (and cannot be) known implicates section 1809(a)(2) to an even lesser extent than

similar acquisitions under Docket No. ] ad section 702. That is because, as
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active user whose location is not (and cannot be) known and a person ‘in the United
States, its acquisition was authorized so long as a tasked selectoi' was present in ’rh'e
communication, regardless of the type of. "about" that communication is. Itis only in
‘cases where a tasked ‘selector does not appear in communicati.on between a non-target
active user whose location is not (az.l-d cannot be) known and a pe'rsdn i_'u the United
 States that Secﬁon i809(a)(2) is implicated.-'(-'PS#SHfNF)— |
D. Active User is Not the Target and is Located in the United States 53~
Section 1809(a) is not impli‘cated at all W'}th réspect to the acquisition of
commmcati_ons under the PAA where the a}ctive user is not the target and is located in
the Uni_tea Statés. Section 105A of the PAA excluded frpm the definition of "electronic
su?vei]lance“ sll.lr;vei]lance that is directed at a person i'easonably believed to be located
outside the United States. See § 105A, 121 Stat. at 552. As discussed in more detail
below, commuinications acquired under the PAA where the active user was located in
the United States — everi those that do not contain a tasked selector — were the product
of surveillance directed at a person reas.o-nablf believed.to be located outside the United
States, and thus did not constitute "electronic survejllance” by virtue of section 105A..
SN
This conclusion is most obvious where the commu‘;nicaﬁorlt is between a U.S.-

__baged active user and the user of a tasked facility (i.e, the target). In that case, the

surveillance is clearly directed at the foreign-based target: See PAA Mem: Op. at 13
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. Approved for public relase. ~ Allwithheld information exempt under b(1) and b(3) except as ofhervise noted.
~ TOF SECRET//COMINT//ORCON,NOFORN—

' ("1}t is natural to think of the users of the tasked facilities as the .persons at ’WI;IOII'L.
surveillance is ‘directed."), Some.wha't less obvious, but no less true, are instances '
where the communication is between a U.S.-based active user and a non-target
reasonably believed ﬁo be located outside the United States. Cf. PAA Mem. Op. gt.21 :
(aécepting, inter alia, that "abouts" surveillance i;s directed "at thc?se parties to the
acquired communications who, by virtue of the use of Internet Pro;cocol filters or-

| I - cosonably believed to be loqafed outside

. the Um'?ed States."); In re DNI/AG 105B Certification R B A (NSA_ Targeting
Procedures), filed Aug..17, 2007, at 1-2 ("In addition, in those cases where NSA seeks to
acquire c.ornmunications about the farget that is not to or from the target, NSA will

either employ an Internet Protocol filter to ensure that the person from whom it seeks to

obtain foreign intelligence information is located overseas, o_
_. In either event, NSA will direct surveillance at a

party to the communication reasonably believed to be outside the United States.").
_(TSHSHNE)-
" Under the PAA, even the acquisition of communications that were in fact sent
between an active user in the United States and another person in the United States did

not constitute "electronic surveillance," so long as at the time of acquisition NSA

____ reasonably }gqliex__ré‘c!. that one of those communicants was located outside the United ’

States. As discussed above; section 105A of the PAA excluded surveillance that is
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directed at a pefson "reasonably beliéved" to be located outside the U:nited States from
FISA's definition of "electronic surveillance.” The means described m the NSA's PAA
targeting pr;)cedures --ie., the use of Internet Prétocol (1P} filters or | R
_ - were reasonably designed to ensure
.i:ha;t each acquisition was directed. at a person reasonably believed to be lc_}cated outside
the United States.”” That this reasonable belief may ultimately have proven to be
mistaken does not mean that {he acquisition resulted from "elec&onic survgﬂlance"
because the communication was in fact to or from a person in the United States. Cf

‘ -Mem. Op. at 25 (conclu‘dmglthat “the government is authorized [under sectio.n
702] to acquire communications when it has a reasonable, but mistaken, belief ﬁat a

target is a non-U.S. person located outside the Uni’ped States"); PAA Transcript at 47-48

(recopriing one possible scenasio wher

—
s B s

¥ As previously explai'ned to the Court, these means are employed with respect to any Internet
transaction acquired through NSA upstream collection, not just "abouts.” See June 1 Submission, at 5.

—(FSHSHANE)-

18 The Court also concluded that "abouts" acquisitions were directed at the users of the tasked selectors
referred to in those communications, rather than the senders or recipients of the communications. See

=T PAA Mem. Opiat 217 Although this was not a theory advanced by the government, seeid. at 20;the - -— — -

governument notes that the acquisition of wholly domestic "abouts" communications would not be
"electronic surveillance" under this theory either, because such surveillance would have been dirécted at
the foreign-based user of the tasked selector. (FSASHANE)
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Of course, section 1809(a) is potentia]ljr implicated under Docket No. -
bécket No.- and section 702 in cases where the active user is located in the
United States. That is because every such communication would be to or from a person
in the United Statés (ie., the U.S.-based active user) and, &érefore, their acquisition
would constitﬁte electronic surveillaﬁce as ciefin_éd ﬁ{s.ection 1801(£)(2). 'Ihué, the
r.elevant in_quiry here focuses solely on whether such (£(2) el'ectronic su.rveillémce was
au’rhOI.‘ized. Mos;c obviously, section 1809(a) is not implicated by the acquisitioﬁ of
communications between an active user in the United States and a ﬁser of a tasked
selector, becauge such acquisitions would in all cases be authorized (£)(2) electronic
surveillance. At the other end of the spectrum, the acquis'ition pf ﬂ.?lé co.mmllmiéations' of
a U.S.-based active user that do not co.n.tain a tasked selector implicates section 1809(a)
if it is ultimately concluded that such acquisitions are not authorized. -(—"PS#SL#NF—)—

Falhng between these two extremes is s the acqu151t10n of "abouts"
communications of a U.S.—based active user. Under Docket No. JJjjjji} the aﬁquisiﬁon

| _of all types of "abouts" com_rnun;ications ofa U.S.—baséd active usér would be authorized
- (B(2) electronic surveillénce because, as discuséed above, the scope of the acquisition of .
"abouts" .;:er.lmun‘icatioﬁs was not defined under [} HoWe;ver, only those
”aBouts“ EOmmurﬁcatior-ls ofa U.S.-based active user that fall within fh- types of

“abouts descrlbed to the Court under Docket No. -and sechon 702 Would be

- authorrized £)(2) surveillance. -(5PS7L/-SI7’7LN-F-)—
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As with the fAA, the acqujsition of wholly domestic "abouts" communications
unc;ler Docket Nos._ and -does not implicate section 1809(a). To acciuixe a
communication under the authority granted in bocket No. [ NsA was required.
to establish pfobable c';use' to believe th'at.at least one party to the cémmwﬁcatioh W;':LS

outside the United States, See jJJjjjjjfjPrimary Order at 12. To establish this probable

cause, NSA employed IPflters or [
_ See id. at 8. Use of either of these means

would .‘;reasonably ensur[e] that the [acquiréd] communications originate or terminate
ina fdreigri COmlfry." Id. That this probable cause determination may ultimately have
been proven wrong in a particular case does‘no’; mean that the resulting acquisitions
did not corﬁport with the Court's 6rder and thus.were unaﬁthorized. See,‘ e.g., linois v,
Rodriguez, 497 US 177, 195 (1990) ("[TThe possibility of factdal error is built into the
probable cause standard."); lllinois v. Gates, 462 U.S. 215, 246 114 (1983) ("Probable
cause . . .'simply does not require. [] perfection.”). Indeed, this Cout expﬁéiﬂy | |
recognized that NSA's IP ﬁiters would not m all cases prevent the acquisitién of all

wholly domestic communications. Sefjjjjj Primary Order at 8 n.7 -

37
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The same holds true for the acquisition of wholly domestic "abouts"

" communications under Docket No- Aithough the order entered in Docket No.
I id not require NSA to establish probable cause to beﬁeve thata pafty to .an
_acquired communication be located outside the United States, the Govefrméllt's
authority to acquire "abouts” commuﬁications under that docket Qas nonetheless
.limited to comrriunicationé as to which "NSA feasoﬁably believe[d] that the e-mail
account/address/identifier [sending or receiving the "abmg'cgt communication was] being
‘used, or [was] about to be use;l,— biy persons located outside the United States.” —
Primary Order at 15. The means approved by the Court for NSA to use to formulate

that reasonable -b'elief were.the same .methods used under Docket No. - See

. 321 recogizing trot

_ IP filters may be used "to increase the chances of collecting foreign
communications" and "to minimize acquisition of communications wholly within the
' United States.”). Again, like under the PAA and Docket No. [Jjjjjjjthe fact that these

‘mechanisms did not in all cases prevent the acquisition of wholly domestic

__communications is not inconsistent with this reasonable belief; nor does it mean that an
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acquisition conducted under that reasonable belief was unauthorized, See, e.g.,

Rodriguez, 497 U.S. at 195; Gates, 462 U.S. at 246 n.14.~(FSHSHANE)-

Section 1809(a) is implicated by the acquisition of "abouts" communications

" between a U.S.-based active user and another person in the United States under section

702, Héwever, the Government notes that this Court recently held that NSA's targeting
procedures are reasonably designed to preVent the acquisition of such communications, -
and that their acquisitioﬁ does not run afoul of section 702(b){4). See Oct. 3 Mem. Op. at

47-48. (TSHSHANEY

3. Whether the collections under Section 1881a, the PAA, and Docket Nos. - &
-include information that was not authorized for acquisition, but is not
subject to the criminal prohibitions of Section 1809(a). {5}~

Should the Court determine that NSA's upstream collection of communications
that included "abouts" communications outside of the-categ_ories previously
specified to the Court in Docket No JJJJJJJ} the PAA, and section 702, as well as those

discrete communications collected under all four pertinént authorities that are not to,

from, or about a tasked selector, was not authorized, the Government believes that the

. following categories of information, although unauthorized, would not be subject to the

provisions of section 1809(a), because they do not constitute electronic surveillance, as

defined by FISA:~CESHSHHNE)

~ © Asnoted above, the categories of "abouts” communications that could be acquired were not discussed

or specified under the auth

orities granted in Docket No J-(FSHSHANF)—

TR
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(1) Where the active user is the target: As discussed above, where the active user

is the target, all acquisitions were clearly authorized under all four authorities.
—(FSHEHANE}-

(2) Where the active user is outside the United States or the active user's location

is not (and cannot be) known: In such situations, acquisition would have been

unauthorized, but would not have consﬁﬁted electronic smeiﬂmce -~ and
therefore not subject to sectif_m 1809(a) - in two situations, both of which would
require the active user to be co'mmunicétin_

| I First under Docket No i} the PAA, and section 702, collection
would bé unauthoriz;ad where the acquired communication was about a tasked -
selector, but was not one of the -:ategories of "abotits" communications
previously specified to the Court (sAee.footnote 14, supra). Second, for all four
authorities, collection would be unauthorized, butlnot subject to secﬁon.1809.(a),
where the discrete communication acqﬁj_red (whether standing alone or within
the context of an MCT) was not to, from, or about a tasked selector. -EFSHEHANE-
(3} Where the aciive user is located ir.13‘ide the United States: A_s described above,
due to thel »user's location in the United Statgs, any unauthorized .acquisition
under Docket Nos-and- as well as section 702 would constitute

electronic surveillance as defined by 50 U 5C§ 1801(f)(2), and therefore would

be subject to section 1809(a). Acquisitions under the PAA, which as discussed

NYT v DOJ, 16 CIV 7020_000570



Approved for public release, All withheld information exempt under b{1) and b(3} except as otherwise noted.

—TOP-SECRETHEONANTHORCONNOFORN—
above were exempted from FISA's definition Qf electronic surveillance, would
have been unauthorized, bu.t not subject to section 1809(a), where (i) the acquired .
communication was about a tasked selelctor, but was not oﬁe of the -
* previously described categories of "abouts" communications, or (if) where the
acquired discrete communication (whether stahding alone or within the context
of an MCT) was not to, from, or about a tasked selector.. -tT-SﬁSiﬁNF—)—

4. Whether any of the over-collected material has "aged off' NSA systems such that it
is no longer retained by NSA or accessible fo its analysts. {5}—

As indicated above, NSA is implementing a reduced retention period of two years
for upstre-am Internet collection from Docket Nos. [illend [l the PAA, and
“section 702, tl;xus accele‘réti_ng the scheduled age-off of such collectioﬁ in NSA sjrétemé.m
Doing so will require NSA to make significant adjustments' to fhe software and
handling rule; associated with its repos'itbries, and NSA estimates that it may take until
at least March 2012 to responsibly complete the accelerated age-off without adt_re;fsely |
: affecting the data repositories and technical infrastructure NSA relieg upon to
appropriately handle the information it acquires pursuant to its section 702 authorities.
NSA will update the Court on its progress at appropriate intervals and provide final

notification once the accelerated age-off process has been completed.? The age-off will

2 THe two=year retention period will be calculated from the expiration of the relevant authorization. 48}~ —— — —

21 In the course of effecting the actions described herein, NSA may determine that it is necessary to submit
amended procedures in response to operational concerns, {8} :
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result in a significant reduction in the amount of data that might contain information

subject to section 1809(a)(2) should the Court determiné that certajn.asp'ects C.Jf NSA's

collection pf ,Interne’-c transactions upstream was not authorizeg:'I. —(—'PSHSHM-)—

The material collected pursuant to Docket Nos.-and-DNI/AG

IOSB Certiﬁcaﬁ(;ns— under the PAA, and section 7b2 is subject to a five-

year retention period, which is still in effect for all of these authorities. Accordingly, the

oldest of the material is not .d;.le to begin to age off uﬁtil 2012. However, as set forth

above, NSA is currently in thé process of applying an accelerated ége—off to the

upstream data collected pursuant to these authoriﬁes. (ESHSHANE

As of the time of this ﬁling, NSA has confirmed that unevaluated Internet

transactions collected pursuant to PAA DNI/AG 105B Cert]_flcatlon__

_durmg the f1rst twelve months it was in effect,”

all of which featured a one-year retention period, has aged-off in NSA collection stores,
corporate stores,l— and some of NSA's backup systems. Thus, the data

from < 2ins in certain NSA backup systems, but will eventually be

remmoved » [

2 DNI/AG 105B Certification 08-01 I R

DNI/AG 105B Certiﬁcation 08-01.-(5.).'_

=~ ~ 2 NSA maintains backup-and-archive systems whose funch.on*m toprovide data recovery inthe-event of -

a system failure or othér disaster. The material which has not aged-off in the backup systems is not
available for use by intelligence analysts. Because of the varied nature of the individual backup systems; -
NSA will assure compliance with the retention periods for collected data by requiring each system to
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A o<, s roted

above, the accelerated age-off process will remove the upstream data from DNI/AG-

- 105B Certification 08-01 that is subject to the four-year extension, as well as Internet

transactions collected pursuant to the PAA to the extent that those transactions had
been evaluated, in whole or in part, and determined to be suitable for retention in
accordance with the applicable minimization procedures. <FSH#SHANE—

5. If the government has determined that it has acquired information that is subject
to Section 1809(a) or was otherwise unauthorized: (5

a. Describe how the government proposes to ireat any portions of the prior
unautherized collection that are subject to the criminal prohibitions of
Section 1809(a). 53— ‘

As noted above, for technical reasons, NSA will not be able to apply retroactively

the segregation process described in section 3(b)(5)a. of the 2011 Amended NSA

Minimization Procedures to Internet transactions acquired via its upstream collection

- techniques prior to October 31, 2011. That data has already been distributed into NSA

repositories, It would not be téclrmically feasible for NSA to reach into those
r(_epositories and retroactively apply the segregation process described in section
3(b)(5)a. of the 2011 Amended NSA Minimization Proceciures to data that is already

within them. For that reason, and to further maintain consistency of its minimization

maintain the integrity of the age-off function through system requirements which will ensure that aged-
off data is not reintroduced into collection, corporate, and/or analytic stores. €5}
43 . _
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procedures ‘across acquisitions pursuaht to multiple DNI/AG 702(g) certiﬁcations, NSA
will train its analysts to conciuct the analysis set out in section é(b)(S)b. of thg 2011
| Aﬁmended NSA Minimization Projeedﬁ_res to all MCTs encountered by an analyst and
make usé of only those portions 01.’: an MCT authori;ed by section 3(b)(5)b. (TS//SI//NF)

Irrespective of the Court's final determination regarding the application of
 section 1809 (a)(2), NS‘A fully intends to apply the requirements of sections 3(b)(5)(b)
and 3(c)(2) of the 2011 Amended NSA Minimization Procedures to any use of ]‘_ntefnet
tra.nsactiéns previously collect.ed through NSA's upstream collection techniques. Thus,
NSA analysts will ap}ély the applicable portions of the 2011 Amgnded NSA -
Minimization Prmédufes to all MCTs collected through NSA's upstream .colle_ction
techniques prior to the Attorney éeneral's adoption of the amended minimization
procedures on October 31, 2011, and like all other upstream co]le_:ction, information that
does not meet the reteﬁtion standards set forth in the amended procedures will only be
_ retained for two -yea.rs in any event. ‘(TS#SI#NP}—

b. What steps is NSA taking to ensure that such information subject to 1809(a)
is not used in proceedings before the Court?—5)-

As reflected in the Government's Notice of Clarifications filed on August 30, 2011,

NSA has implemented a proceés to review information from upstream Internet
 transactions prior to use in FISA applications or other submissions to this Court

'cons1stent with section 3(b)(5)b in the 2011 Amended NSA Minimization Procedures.

See Notice of Clarlﬁcatlons, Docket Nos_ fllEd
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August 30, 2011, at 9-10; see also 2011 Ameqded NSA Minimization Procedures,
~ §3(b)(5)b. NSA will work with the Department of Justice to implement th.e same
procesé for any commum;(.:atiohs acqui:?ed pursuant to the four pertinent authorities
when those cc;mmuliicaﬁons are felie,d upon in a submission to this Court made by the
_ Ceﬁtral Intelligence Agency (CIA) or Federal Bureau of In‘vestigation. (FBI). See 2011

Amended NSA Minimization Procedures, § 3(b)(5)b. {ISHSHNE)-

c. What steps is the government taking to remediate any prior use of such
information in proceedings before this Court. <5}

For all new applications to the Court that rely upon NSA information contained
in a previous FISA application, the Government will ensure that information is
subjecteci to the same process des_cribe,;l above that is required by | section 3(b)(5)b. of
the 2011 Amended NSA Mﬁhﬁzation Précedures. In particular, as noted ab'oye, NSA
will work with the Department of Justice to implement that process for any,
communications acciuiréd pursuént to the four pertinent authorities when those

communications are relied upon in a submission to this Court made by CIA, FBI, or

- 2 As discussed in the 2011 Amended NSA Minimization Procedures, NSA analysts may not use
communications that are not to, from, or about a tasked selector, but are to or from U.S. persons or
persons located in the United States, except to "protect against an immediate threat to human life." See
2011 Amended NSA Minimization Procedures, § 3(b}(5)b.2.{c). Moreover, "if technically possible ox
reasonably feasible," NSA analysts will document their determination that a discrete communication not
to, from, or about a tasked selector is to or from an identifiable U.S. person or person reasonably believed

" to be located in the United States. Seeid. To theextent that the minimization procedures-allow-for the
use of discrete communications in an MCT, those discrete communications (including any U.S. person
information contained therein) must be handled in accordance with the applicable provisions of the

minimization procedures. See id. § 3(b)(5)b.2.(a) and (b}. LISHSLHINE}-

45
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ci. ﬁow does the government propose to treat any portions of the coﬂection that

are unauthorized but not subject to Section 1809(a), and explain why such

treatment is appropriate. {5y

This qﬁestion necessarily encompasses two separate categoﬁes of information.
Because section 1809(a)(2) only reaches the disclosure or use of information a person
knows or has reason to know was obtainea under color of law via unauthorized
electronic surveillance és defined in section 1801(f) of FISA, the first category of
information woﬁld include single, disgrete communicaﬁons' within an MCT where NSA -
does not know, and has nol reason to lfnow, that such communication Was acquired
under color of law through electronic surveillance which was nbt authorized.”® For
example, and as describéd above, under certajﬁ circﬁmstances when the
communication is between a person outside the United States and an active user whose
location is not (and cannot be} known, NSA may have no way to defernﬂne based on
available information whether a single; discrete co'rnmunicatidn (or metadata extracted

from that communication) was sent to or from a non-targeted person actually located in

the United States such that the acquisition constituted electronic surveillance as defined

5 This Court has previously concluded that section 1809(a)(2) does not criminalize all disclosures or uses
of unauthorized electronic surveillance. Section 1809(2)(2) reaches disclosures or use only by a person

* "knowing or having reason to known that the information was obtained through" unauthorized electronic

surveillance. 50 U.5.C. § 1809(a)(2). "When it is not known, and there is no reason to know, that a piece

T of riformation was acguired t‘h‘r“t‘)‘i‘ig‘h"éléct’rﬁr’ﬁc“smvei‘ﬂ'ance' that was ot authorized by the Court’s prior— -

orders, the mform_a’aon is not subject to the criminal prohlbmon in Sectxon 1809(a)(2) ! See PR/TT Mern

Op. at 115, 45
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by section 1801(1‘?)(2).;’-6 The second category of information obviously Wouldlinclude
single, discrete communications‘wiﬂﬁn an MCT which NSA knows or has reason to
know were not acquired through unauthorized electronic smveﬂlance. Such
communications wo.uld include, for example, single, discrete corﬁmuxdceitions within an
MCT as to which the act-iv-e user is a non-target who'is reasonably believed to be located
outside the United State— :
N | Goverrnert does

not believe that there should be any resfriction on its abi]i.ty to retain, access, or use
these two categories of infér‘mation consistent with the applicabie portions of NSA's
mﬁiimization procedures. < ESHSTHANE—

S:iggle, discrete communications within an.MCT which do not contain the
presence of a tasked selector (and which fall into one of the two categories set out above)
may nevertheless contain foreign intelligence information which is relevant to the
authoﬁied purpose of the acquisitions conducted pursuant to the four relevant
authorities, and NSA i;s required tc; Iﬁnit its queries to those which are reasonably
designed to return foreign ilﬁelligence information. See, e.g., 2011 Amended NSA
Minimization Procedures, § 3(b)(6). Moreover, as described above, NSA has committeci

to‘applying section 3(b)(5)b. of its amended section 702 minimization procedures to its

o '%'Whﬂé’pﬁiﬁﬁﬁg'ﬁﬁt"ﬂ‘fﬁf ﬂié"Gﬁﬁ'éi‘iﬁITéﬁf"fn'ay_lﬁfﬁé'Wi'ﬂ'fﬁ]l}?’blﬁfd’iﬁ a'SS'E'S'Sing'W11Eﬂ13r E'PiE’CEWO'f oo T
information was obtained through unauthorized electronic surveillance, the Court has previously found

that "neither Section 1809(a)(2) nor any other provision of law prectudes it from authorizing the B

government to access and use this category of information,” PR/TT Mem. Op. at 115, (S)

47
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historical holdings, including transactions acquired pursuant to all four auﬂjoﬁﬁgs at
issue, Accordingly, even if the Court were to conclude that NSA’s acquisition of certain
information hisforically wéé not authorized, applicatioh of section 3(b)(5)b. of NSA's
© amended Mﬁmizaﬁoﬁ procedures to its historical holldings would reasonably ensure
that onls.r information in MCTs which does not constitute electronic surveillance as
defihed by section 1801(f)(2) of ]?;‘ISA would be used or disseminated. {FSHSHANF—
6. Whether there are any other matters that should be brought to the Court's

attention with regard to these collections that u:nphcate Section 1809(a) or that

were unauthorized. -(8)-

Aftera thorough review of these-co‘]lections, fhie Government has determined
'that there are no other matters that need to be broﬁght to the Court's attention at this
time that irnplic.ate section 1809(a) or that were unauthorized. S}
| Respectfu]lf submitted,

Tashina Gauhar
Deputy Assistant Attorney General

National Security Division
U.S. Department of ]ustlce
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" Title 28, United States Code, § 1746, on this ﬁ2nd day of Nbvefﬁber,

Approved for public retease_, _ All withheld information exempt under b{1) and b(3) except as otherwise notéd.

VERIFICATION
1 declare under penalty of perjury that the facts set forth in the attached
Governmenit's Response to the Co.u‘rt's Brieﬁng Order gf Cctober 13, 2011, are &ue_ and
correct based upon my best information, knowledge and belief. Executed pursuahf to”

2011,

Signals Intelligence Directorate Compliance Architect
National Security Agency
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