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EXHIBIT A

FOREIGN INTELLIGENCE SURVEILLANCE COURT
WASHINGTON, D.C.

IN THS MATTER OF THE APPLICATION

OF THE UNITEDISTATES FOR AN ORDER

AUTHORIZING ELECTRONIC SURVEILLANCE Docks; Number;
OP A NON-UNITED STATES PERSON AGENT

OF A FOREIGN POWER. =>54

STANDARD MINIMIZATION PROCEDURES

Pursuant co g 1C1 (h) of she Foreign Intelligence
Surveillance Act of 1375, the following procedures have been
adopted by the Attorney General, and shall be followed by the
Federal Bureau of Investigation (FBI), in conducting this
electronic surveillance as ordered by the Court:

Section.l - Applicability and Scope

These procedures apply to the acquisition, retention, and
dissemination of nonpublicly available communications and ocher
information concerning unconsenting United States persons that
is collected in the course of telephone, microphone, closed
circuit television (CCTV), modem, facsimile, leased line and
other electronic surveillance of a non-United States person who
is an agent of a foreign power consistent with the need of the
United States to obtain, produce, and disseminate foreign

intelligence information. TS-)
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Section 2 Definitions

() Definitions set forth, in § 101 of the Foreigni
Intelligence Surveillance Act, including the terms 'foreign
intelligence information,” "United States person,’ and ethers
which may be used in these procedures, shall apply to these
procedures. (V)

(b) As used herein “communications of a United States
eperson,” includes all communications to which a United States
person is a party. "Communications concerning a United States
person” includes all communications in which a United States
person is discussed or mentioned, except that communications
are not 'communications concerning a United States person"™ if '
they reveal only publicly available information about the
person. (U)

(@) when the citizenship status of a party to a
communication being surveilled is unknown, and no reasonable
basis exists for concluding Chat the party is net a United
States person, it is presumed that such -party is a United
States person. fU)

(d) As used herein, “nonverbal information™ shall
include, but not be limited to, CCTV pictures as well as
typewriter and machine noises, iU)

Section 3 - Acquisition

(@) Interception

The FBI may intercept all communications and nonverbal
information of or concerning United States persons which are
carried over wire communications lines or are acquired by
electronic, mechanical, or other surveillance device authorized
by Court order. The FBI may also intercept all oral
communications and nonverbal information of or concerning
United States persons which occur within the target premises as

authorized by Court order. TJA.
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Ib) Vferjdica-ior.

At the initiation of electronic surveillance, the
shall verify that the telephone communications lines being
intercepted art the telephone lines of the target agent of a

foreign power authorized fay Court order. (9))

Electronic surveillance of the target agent of a foreign
power may either be monitored ccntempcranaously, recorded
automatically or conducted by a combination of both means. <3l

(e) Monitoring and Logging I

(1) In the event that all co<nmundcations ere
acquired by automatic recording, the monitor of the
automatically acquired tape will employ the same principles of
logging, indexing, and using the information as if it had been
acquired by a live monitor. (U)

<2) F3Z personnel who monitor.the electronic
surveillance contemporaneously or who monitor automatically
acquired information shall exercise reasonable judgment in
determining whether particular information intercepted must be
minimized. [775

{3) A permanent written record or "log" shall be
maintained by personnel who contemporaneously monitor
communications being surve'xlled or who monitor automatically
acquired information; provided that identities or
communications of or concerning United States persons chat
could not be foreign intelligence information or are not

evidence of a crime which has been, ‘'is being, er is about to be

539



540

CR 1223

Approved for public release by the DNI 20140909

—sgcac? -

committed may not be lodged or summarized. foreign
intelligence information acquired in other forms, such as
facsimile messages, computer modem data, or other
electronically generated product, may be indexed and filed,
without a separate log being prepared. "t-si

{4) When the identity of the United States person
could not be foreign intelligence information, even though the
content of the communication could be foreign intelligence
information, the monitor shall not log the full name of the
United States person but may use a partial name or
characterization of the person. tSi.

1 (f) Privjlegsd Communi,cations
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fg) Monoertingnt, Coffstuni cations
(1) Communications of united States persons acquired
in chis surveillance will ba the subject os continuing analysis
tc establish categories of aonusunicaciens that are non
pertinent to the authorised purpose of the surveillance. (U)
(2l These categories should be established after a
reasonable period of monitoring the ctmnunications of the

target. U}

(7) The Attorney General, or a designee, shall
periodically determine that information concerning
communications of or concerning United States persons that isi
logged or summarised meets! the requirements at these procedures

end. the Foreign Intelligence Surveillance Act., To.

sacHar
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Section 4 - Internal Use and Betention

(@ Indamine ,

Lagged identities of United States persons and
communications of or concerning United States persons may be
indexed into the general FBI indices only attar the supervising
ease agent has determined that both the identity and the
communication reasonably appear to be foreign intelligence
information or are evidence of a crime which has been, is
being, or is about to be committed. The identity of the United
States person as recorded in the log may be minimized by
striking the name or substituting a characterization for that
person. Logged identities of any persons, including United
States persons, will be recorded in the electronic Surveillance
Index pursuant to Title 18, United States Code, § 3504, if the
supervising case agent has'datermined that the identities
reasonably appear to be foreign intelligence information and if
they meet other indexing criteria established by the Federal

Bureau of Investigation. tU)
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(b) Transcription, Duolicatdon and.Other Beccrds

Ccmmunications or nonverbal' information of or concerning
United States persons may be transcribed or duplicated, and
reports made of their contents only for authorised foreign
intelligence, foreign counterintelligence, countersabotage and
international terrorism or lav enforcement purposes.

(c) Foreion .Intelligence Information

Intercepted communications or nonverbal information of or
concerning' United States persons which contain foreign
intelligence information as defined in § 2(a) may be used only
in foreign counterintelligence investigations or for other
authorised foreign counterintelligence, countarsabetage or
international terrorism purposes. Foreign intelligence
information which is also evidence of a crime which has been,
is being, or is about to be committed, may also be used as
provided in § 4 fd) below.

id) Evidence of Crime Not otherwise Foreim Intelligence
Information

Intercepted communications or nonverbal information of or
concerning United States person, that is aeguirad Incidental to
the collection of foreign intelligence information and contains
information that is evidence of a crime which has been, is
being, or is about to be committed, but which is not otherwise
foreign intelligence information, may be retained or used only
for the purpose of preventing the crime or enforcing the
criminal law.

(e) Controlled Access

Strict'controls shall be placed on the storage and
retrieval of intercepted communications of or concerning United
States persons. Use shall be restricted to those FBI
supervisory, investigative, and clerical personnel who have a
need to hnew such information to fulfill foreign intelligence

or law enforcement responsibilities. (U)



544

CR 1227

Approved for public release by the DNI 20140909

ttotgT ~

(f) Destruction of Tares

Tape recordings and duplicate tapes of communications cr
nonverbal information of or concerning United States persons
shall be destroyed within a reasonable period of time following
their authorized retention and use as provided above, except
that T4

(1) tapes containing evidence of a criminal offense
will be retained until a decision is rendered by prosecutive
authorities. Ifmit is decided to prosecute, tapes will be
retained until the end of the prosecution process; (U)

(2) tapes containing communications that reasonably
appear to be exculpatory ("Sradv"} material shall be retained
as if they contained evidence of a crime; (U)

(3) tap«3 containing privileged constunications will
be retained until ordered to be destroyed by the Department of
Justice; and CU)

{4) tapes required to be retained by a rule of law
or judicial order will be retained in accordance with the
requirements of that rule or order. CU)

(@) Destruction of Information Acquired 3v Means Other
Than Audio Recordinc

Information acquired by means other than audio recording,
including but net limited to facsimile or computer modem
interception, shall be reviewed in accordance with the

standards for Internal Use and detention set forth in these

Section”™ - Dissemination
la) General Restrictions

(1) Subject to the requirements of this Section,
nonpublidy available information concerning united States
persons obtained from the electronic surveillance of the target
agent of a foreign power may not be disseminated without the

g —SeSRZT—
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consent cf the United States person involved unless the
information is, or reasonably appears to be, foreign
intelligence information as defined in 5s 101(e)(1) and (2) of
the Foreign Intelligence Surveillance Act cr is evidence of a
crime which has been, is being or is about to be
committed. (V)
(2) Nonpublicly available information,concerning

United States persons obtained from electronic surveillance of
the target agent of a foreign power which is foreign
intelligence information may be disseminated within the Federal
Government and only to officials, agencies, or components with
responsibilities directly- related to the information proposed
to be disseminated, and, upon approval of the Attorney General,
may be Qissem”™natea co zoraicn governmentz m exigenc
circumstances, where Attorney General approval cannot be
obtained in advance, dissemination to a- foreign government may
be made without such prior Attorney General approval in order
to protect life or property from threatened force or violence;
however, notification to the Attorney General shall be made as
soon as passible after that dissemination, and shall include a
description of the exigent circumstances requiring such
dissemination. Information which is evidence of a crime may be
disseminated to Federal, state, local, or foreign officials or
agencies with law enforcement responsibility for the
crime. (V)

(b) Section 101(e) (1) Foreign Intelligence Information

Nonpublicly available information concerning United States
persons obtained from the electronic surveillance of the target
agent of a foreign power which is or reasonably appears to be
foreign intelligence information as defined in j 101(e)(1) of
the Foreign Intelligence Surveillance Act may be disseminated
in a manner that identifies United States persons only for

authorised foreign intelligence, foreign counterintelligence,

—Saesr-
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countersabotace and international terrorism, or law enforcement
purposes., (V)

(c) Section . 101 (e) (21 Forai' Intellioencg Information

Nonpublicly available information concerning United 'States
persons obtained from the electronic surveillance of the target
agent of a foreign power which is or reasonably “appears to be
foreign intelligence information as defined in j 101(e) (2) of
the Foreign Intelligence Surveillance Act may not be
disseminated in a manner that identifies any United States
person, except by general characterization, unless such
person's identity is necessary to understand the information or
assess its importance and may be disseminated only for
authorized foreign intelligence, foreign counterintelligence,
countersabotage and international terrorism, or law enforcement
purposes. (V)

(d) Criminal Information

Nonpublicly available information concerning United States
persons obtained from the electronic surveillance of the target
agent of a foreign power which is evidence of.a crime which has
been, 1is being, or is about to be committed, but which is not
or does not reasonably appear to be foreign intelligence
information, as defined by 5 101(e) of the Foreign Intelligence
Surveillance Act may be*disseminated only for law enforcement
purposes. Any information acquired from electronic
surveillance of the target agent cf a foreign power which is
disseminated for law enforcement purposes shall be accompanied
by a statement that such information or any information derived

therefrom, may only be used in a criminal proceeding with the
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