ALL IMZORMATICH CCHTAIWED
HEKEIM I3 UMCZLASSITIELC

CATE 05-035-2018% E'f:usrcz
UNCLASSIFIED —+oR-eHcAEHSE-oMNEY
Domestic Investigations and Operations Guide

DOMESTIC INVESTIGATIONS

AND OPERATIONS GUIDE

FEDERAL BUREAU OF INVESTIGATION
RELEASED MARCH 3, 2016
UPDATED SEPTEMBER 28, 2016

This is a privileged document that cannot be released in whole or in part to persons or agencies outside the Federal

Bureau of Investigation, nor can it be republished in whole or in part in any written form not containing this
statement, including general use pamphlets, without the approval of the Director of the Federal Bureau of
Investigation.

UNCLASSIFIED —FOR-OFHCHAEESE-OMNEF-

bé
B7C



UNCLASSIFIED —FOROFFICIATHSEONEY
Domestic Investigation and Operations Guide

NOTICE OF SUPERSESSION AND UPDATE:

This document amends and supersedes the previous Domestic Investigations and Operations
Guide (DIOG), published November 18, 2015

PRINTED VERSIONS:

THE OFFICIAL VERSION OF THE DIOG IS POSTED ONLINE AT THE POLICY LIBRARY. PRINTED
COPIES OF THE DIOQG MAY NOT CONTAIN THE MOST CURRENT POLICY REQUIREMENTS.

CONTACT INFORMATION:

Questions or comments pertaining to the DIOG can be directed to:
The Resource Planning Office (RPO), Internal Policy Office (IPQO) at
HQ_DIVO0_INTERNAL_POLICY_OFFICE
or the Office of the General Counsel (OGC)

PRIVILEGED INFORMATION:

Any use of this document, including direct quotes or identifiable paraphrasing, will be
marked with the following statement:

This is u privileged document that cannot be refeased in whole or in puart to persons or
agencies outside the Federal Bureau of Investigation, nor can it be republished in whole
or in part in any written form not containing this statement, including general use
pumphlets. without the approval of the Director of the Federal Bureau of Investigation.

il

UNCLASSIFIED - FOR-SHFHCHTEUSEOMNEY-



UNCLASSIFIED - EQR-OEEICIAL-USHE-ONEY-
Domestic Investigations and Operations Guide

TABLE OF CONTENTS

1 (U) ScOPe ANd PUTPOSE . corcurrsermserssnssesssssssesmsesssssmsssssssssensassssssssessss srsssassssssssssssrssess 1-1
1.2 (L) P08 C e teer e remsureccmsee emtseeme e camssees e s e e 2k e s 528 28 1S58 S22k S s st e e et s e 1-1
2 (U) General Authorities and PrinCiples ... smsssssssessansassssesesesssssses 2-1
2.1 (U) Authority of the Attorney General's Guidelines for Domestic FBI Operations. ... 2-1
2.2 (U) General FBI Authoritics Under AGG-DOm ... s issssisssssessseossssssssis 2-2
2.2.] (U) Conduct Investigations and Colleet Intelligence and EVIAenCeo o 2-2
222 (U) Provide InVeSUZALVE ASSISIANCC .. st s sssssost sostsseseonsecssestiocsieos 2-2
223 (1) Conduct Intelligence Analysis and PINTINE o e sene e 2-2
2.2.4 (U) Retain and Share Informiation. . o e e s esscees et sece et st e e s et s s seseeas 2-2
2.3 (U) FBI as an INtCIlTZENCE AZCIICY it ees s cecssecs e e censsens e e ems s s ettt e st et e 2-2
2.4 (U) FBI Lead IMVESHEZRIVE AUNOTTHES (..cri oo icae e cees s cecesene s e cemssecs s e snes e st seessees s e sens snee 7 3
241 (L) INELOTUCTION vt ren e rnseorseersessse et soss et st seas st oot s s s s e s s e e st s st st 2-3
242 (U) Terrorism and Counterterrorism [NVeSHZatIONS. e eereersereensemsosessessestssstsssmssenssensses &3
2421 (U) "Federal Crimes of TCITOMSIN ... et ieceesreesrses s s seonsessessessssnsossssssssssssssssstssssons 2-4
2422 (U) Additional offenses not defined as “Federal Crimes of Terrorism’™ .o 2-7
2423 (U/POHE} NSPD-46/HSPD-13, “U.S. Policy and Stratcey in the War on Terror” ... 2-8
2.4.3 (L) Comnterintelligence and Espionage INvestigations oo oo ecmeeee e e oo 2-8
24.3.1 (U) Espionage Investigations of Persons in United States Diplomatic Missions

ADTOAU e R bbb 2-8

2432 (U) Investigations of Unauthorized Disclosure of Classified Information to a Foreign
Power or Agent of a FOreign POWe .t e e 2-8
2.4.4 (1) Criminal INVEeSHZALTONS ...t e sene e ees s s s s s s s s e ens D O

244.1 (U) Investigations of aircraft piracy and related vIOIRLONS v 229
2442 (U) Violent erimes against forcifin travelers i &9
2.44.3 (U) Felonious killings of state and local law cnforcement Officers oo 2-9

2444 (U) Investigations of serial KITINgs e cnenes 273

2.4.5 (1) Authority of an FBI Speciil ABCNT. .o censsens oo e o s s cess st sees e 2-9
2.5 () Status as [RLeTNB] GUITEINCE vttt ceet e eame s e e e s s e e s e 2-9
2.6 (U) Departure from the AGG-Dom (AGG-Dom 1.D.3) e neeneoenn 2- 10

262 (U) Departure from the AGG-Dom in AdVADNCC..... o 2= 1 0

263 (U) Emergency Departures from the AGG-DoM.. i 2-10

2.64 (1) Records of Departures from the AGG-Dom. et e 2-10

il

UNCLASSIFIED - FOROFFCIAEESEONY



UNCLASSIFIED —FOR-OFFRCHATEHSEONEYT—
Domestic Investigations and Operations Guide

2.7 (U Departures from the DIOG . s srssssississssssiessesssss s ssstsssssssssestsssmsssiesssossssenss &7 1 1
272 (U) Departure from the DIOG.. s isssstsssssssssnmssinsssssstsssssnssisssssssns &= L 1
273 (U) Emergency Departures from the DIOG ...t et ees s ees e e 2-11
274 (U) Records of Departures from the DIOG ...t eetsnmsneee e e 27 1 2
2.8 (1) Discovery of Non-compliance with DIOG Requirements after-the-fact e 2-12
2.8.1 (U) Substantial Non-Compliance with the DIOG..... i &7 1 2
2.8.1.1 (U) Substantial NOn-COmMPIANCT.... st nsssssessssssssssssssssstsssssssssssssssssssssossosss 8= 4 &
2.8.1.2 (1) Other NON-COMPLANCE oo neenesnieesiosseatiess e onsestsosssssssionsesnsostsossssonss 2-13
2.82 (U) Documentation of Substantial non-ComplianCe... .o 27 L 3
283 (1) REPOITNE ATTROIICS oot e s s s et o et e ent e ensene s 27 L
2.8.4 (1) Role OF OIC anG DG ottt iest s s e e e st st ss e ss s semsseessnessnesrensenson 2-14
2.8.4.1 (U) DISCONTINUATION OF REPORTING ..ot eme e 2= 1
2.8.5 {U) Potential I0B matters involving the reports of Substantial Non-Compliance ... 2-14
286 (U) Reporting Non-Compliance with PolicY GUIGCS ..o enronseonseonsensessessesssensnensne 27 1 &

2.8.7 (U) Reporting Non-Compliance with other FBI Policies and Procedures (outside the

2.9 (1) Other FBI Activities Not Limited By AGG-DOM it ene e 2-15
2.10  (U) Use of Classified Investigative Technologies e ieeecese e sessesseesse 2 1D
2.11 (U) Application of AGG-Dom and DIOG ... & L O

3 (U) Core Values, Roles, and Responsibilities. .. 3-1

3.1 {U) The FBI'S €Ot VALUTS oo icnneniesienss st nsses s st ssssstsesnesasssnsossosssssssos st sssasssnssssssssssnssassosasosnsoos 3-1
3.1.1 (L) COMPLIANCT vttt sttt et o s o 4 R R8s sE s 1 3-1
3.2 (U) Investigative Authority, Roles and Responsibility of the Director's OffIcCunn 3-2
3.2.1 (1) Director's Authority, Roles and ResponsiDilIty .o s 3-2
322 (U) Deputy Director's Authority. Roles and Responsibility ..o 3-2
3.3 (U) Special Agent/Intelligence Analyst/Task Force Officer (TFO)/Task Force Member
(TFMY/Task Force Participant (TFPYEFBI Contractor/Others - Roles and Responsibilitics ... 3-3
3.3.1 (U) ROICSs and ReSPONSTDIIIECS. o vveenrriersriennsisisenssenesssionmsssmsenssenecssionsessseesseesseassionsostsossosssossiiessstiosions 9= 9
33.1.1 () TRIMMIIE e e e e s sems et e snes s e seee e e s s e e e £ st st st s e 3-3
33.1.2 (1) INVESEIERIIVE ACTIVILY eureurrems e eemseeceseceseesseesseessessens e s s s s e s e st st st s 3-3
33.13 (1) Privacy 2nd CIVIL LIBCITICS ocuremreceire e cemseer s e sens s e scmscemssess s e semssees s s sesssnnsseessans 373
3316 () Report NOR-ComplIANCE i s 3-4

UNCLASSIFIED - FOR OFFICTAC USEONEY



UNCLASSIFIED - FOROFRICTAETTSEONEY—
Domestic Investigations and Operations Guide

3318 (U) OBLAIN APPIOVAL ittt sttt onsecnsest oot eensesssoasseesonsesssessrosreon 3-4
3319 (U) Attribute Information to Originator in REPOITS oeoeonneonenecnsssisssississsssssesssesnsees 3= 4
3.3.1.10  (U) Serve as [Investigation {TCasc™) Manager ..o sssssssssersssnsssnsssnios 3-4
3.3.1.11  (U) Create and Maintain ReCOUASIFILES ettt ettt e s s saes s e sns 370
3.3.1.12 0 (U) INACK DOCLITICIES cao et ccrieer e st e cens et s bens ot saesems st ans snms ent e s s sensse s e sans e 3-5
3.3.1.13 () Scek Federal PrOSCCULION ettt e vems st ees e et ems s e soessees e snr e 3-5
3.3.1.14  (U) Rectain ORIGINAL Notes Made During An InVESUZALON c.ccnvcononmonnenieanennensresnnosnines 3-5

332 (U) Detinitions of Task Force Ofticer (TFO), Task Force Member (TFM). and Task
FOree PArICIPANT {TEPY ...ttt et sees et sesssesssesssess s sses s secssecssecssesnsons 3-6
3.3.2.1 (1)) Task Force OffICer {TEFQ) e e emeetcev vt enes e e s e e s s st enns 3-6
3322 (1)) Task Force MembBer (TEM ) oo emeesees et cmesenesses e s e s ems s s smntomns 3-6
3323 (L) Task Force PartiCIPaiit {TEP Y et sem s e e e e 3-7
3.4 (U Supervisor Roles and ReSpOnSIhilItICS oo esseessecsseessessseessesseosseossoessocssons 3= 1
34.1 (L) SUPCIVISOT DITIINCU covverererererrennenssearsearseensearseersocses st sesssos s s sesnsesss s s st sestsosssosssoss oo 3-7
342 (U) Supervisor RCSPONSIDIIITICS . ieetiicrcrecrremmrenrcnrresen s s secsseassesssessess s ssessoassoessosssesssesssons 3-7
3421 (U) Approval/Review of Investigative or Collection ACHVITES .o rcnenmermesoessversos 377
34272 (L) Oral AUthOUIEY / APPLOVAL ottt et et e et et st et e 3-8
3423 (U) No Self-Approval RULE e ettt ee e ent e ens e e s o 3-8

3424 (1) Ensure Compliance with U.S. Regulations and other Applicable Legal and
POLICY REQUITCINCILS ¢cuvvereeeerrecrmoessenssost oo smosraossoessoessoctsomssesssesssaen oot socssocssesssesssesssoss ossaos oot rostions 3-8
3.425 (L) TTIDMITIZ oot ereeeesesssessesssens s st sousseceseessocssocssoas ot e e s e e e e s E s sE s b e 3-8
3426 (U) Protect Civil Liberties and PrIVECY co et cent e ees e e 39
3427 (U) Report Compliance CONCCITIS .o ceee e e sens s smes cees s ems s e cems s sems e e 33
3428 (U) Non-RetalIation POlICY e e entsene e e sess e ens e s s s e e 3-9
3429 (U) Create and Maintain ReCoOrds/FIleS ..ot ens e e sens e sne s enseces 370
34210 (UAFOEO U-1 Nonimmigrant Status CortifiCatIONS ..wecerermen s s reosseonsssnsssssssions 3-8
3.43 (U) Delegation and Succession in the FBL i 3-9
3.43.1 () DEICZALION wootrtreenivneiriestrentim e stasssises ersesmsestsessaes sesssost sessiees sensecs sest et ontosssostsossbssssssssssass sase 3-10
3432 (1) Succession: Acting Supervisory ATHONLY oo cees et s e e 3-10
3433 (1) DT IIMICII IO cevtceev e ent e s cens e smes et sens o e snms e et snms e s sems e e sens e e rans s et e on 3-11
3.4.33.1 (U/FEH63 ~Delegations of Authority Related to Senior Exceutives™ — File
FIGX-HQ-ATTO008A-XX o.coorecetetsermseriecsmes it issivss s s seonsesnsesnsesssesssssssesssestssstissssosssosssesase 3-11
343332 (U/FEYE “Delegations of Authority Related to Non-Senior Exceutives”™

(including All Senior Exccutive Service |SES] and Other Supervisory
Management Officials) and All Adhoc Designations — File 319X-HQ-A17006835-

34333 (U/AOB6) Succession Plans — File 319X-HQ-A 13538387 ....cvvvreerecrrcnmemninneonionnns 3-11

344

() File Reviews and Justification REVICWS .. e iececesreee e e o seeseesseesssesssemsercssensssnssecne 9= L L

v

UNCLASSIFIED - FOR-OFFEHAEUSE-OMNY



344.1
3442
3443
3444
3445

3446
3447
3443
3449

UNCLASSIFIED — ESR-GHHCEAEHSEONEY
Domestic Investigations and Operations Guide
(U) Types of Files/Investigations Requiring File Reviews and Justification Reviews..3-12
(L) Frequency of FIle REVICWS st ntsss st stsssssssnsssnsssssmostssse 9= 1 2
(L)) Delegation Of File ROVIEWS. oo ieesiens e censsesscens e senssms semssmms semssmss semssms semssms semssms semsse 3= L 3

(U) Predicated Investigations and Type 3, 4, and 6 Asscssment — File Review

(U) Type 1 and 2 Asscssments — Justification Review Requirements .o 3- 10

(W] | File Review REGUITCIMICNLS coorevrreesonmsmsssesssensesssessseonosnsesssssssoonse 3= 1 7

(L) Documentation of FIIE ROVIEWS v issismssissssssiessssstessssstesssentestas 3= 1 7
(L) FIle ReVIOW EXiIm 0 ettt seci et sect e cect e ene e eees e e s s et e s et e ene e 3-18

3.5 (U) Chief Division Counsel {CDC) Roles and Responsibilities . e cosseeeceme e ceeesreeencnen 3- 18
3.6  (U) Office of the General Comnsel {OGC) Roles and Responsibilities e eercneceeenee . 3- 19
3.7 (U) Internal Policy Office (IPO) Roles and ResponsibilitiCS. oo 3= 20
3.8 (U) Oftice of Integrity and Compliance {OIC) Roles and Responsibilitics oo 3-21

3.9  (U) Opcrational Program Manager Roles and ResponsibiliticS . mmommnmomonmonmann 3= 2 1

3.10 (U) Division Compliance Officer Roles and Responsibilities. . mmmomnmomomonnnn 3= 2 1
3.11 (1) Position Equivalents - FBI Headquarters (FBIHQ) Approval LevelSa e 3-22

4 (U) Privacy and Civil Liberties, and Least Intrusive Methods...cusuueee 4-1

4.1 () Civil LIiDErties aia PrIVECY e e et ecs s sens o secs s e e e et e et e et e st st e 4-1

4.1.1
412
413

O3 =3 7 = SRR S |
(L) Purposc Of INVESHZATIVE ACTVILY irorerrerrcrierseersenssemsessess s ssessoesssarsostsesssesssessssosossostistisstions 4-1
() Oversight and SeH-REgUIATION. . nsnessses s reeseesssarssstsesssesssesssososssssestisstions 4-2

4.2 () Protection of First Amendment RIZHES o.ornnssnssessesmenmssnmsssesssonssonsesnosssmossonseensons 4= 4

421
422
423
424

(L) FIEC SPCCCH ottt ettt st st st s st et oot et s aE s e s et st bR bR R 0d 4-6
(L) EXCreise OF REIIZIOMN coiee ettt ece et ens s cens e sens s s et e s s st e st e et e s e 4-7
(L) Freedom OF the PSS et eet et eeeeeeeeeeeeeeeasseemeeeseess st ee e seeseee et eeetnsenmssnsans O

(U) Freedom of Peaceful Assembly and to Petition the Government for Redress of
(T ICVANICETS cvrvrrenrsersossessresnssstssssssstsstissnsssntssssessssss ssat st ssssesestsstsssssssn tssssesaston sessostsssnssonsestassnssonsentsosatesntiossoss 4-9

4.3 (U) Equal Protection UNACE the LAW s stiesssssmssnssssse s oot searsoatsess sesssesssas seestossessiostis 4-11

4.3.1
432
433

4.33.1

4332

QIR L6 AT 5 vt oo O U U ST 4-11
(1) POTICY PUINCIPLES car ettt censceesceesceesvens s ens e e e et e s snns et snessnnssans s nsnssans e A L Lo
(U) Guidance on the Usce of Race, Ethnicity, Gender, National Origin, Religion, Sexual
Orientation, or Gender Identity in Asscssments and Predicated Investigations....onwenen 4-13
(U) Individual Race, Ethnicity, Gender, National Origin. Religion, Sexual
Orientation, or Gender [Aentity 8 @ FACTO e cesemeseeesemsmms s 4-13
(U) Community Race, Ethnicity, Gender. national origin, Religion, Scxual
Orientation, or Gender IdentLy a8 @ FACIOT oo ssstisstisssis s ssssonss 4-14
vi

UNCLASSIFIED - FoR-OFHCIAETSEONTY

b7E



UNCLASSIFIED — FOR-OFFICIAETSEONEY
Domestic Investigations and Operations Guide

43321 (U) Collecting and Analyzing Demographics v &= 14
43322 (U) Geo-Mapping Ethnic/Racial Demographics .o = 14
43323 (U) General Ethnic/Racial BChavIOT . rmisimmisiemsnmmssmossssesssosssesesneeons = 14
43324 () Specific and Relevant Ethnic Behavior i 4-15
43325 () Exploitive Ethnic BERaVIOT oo et et snnssensesssns s s sms s seessessseesns - 15
4.4 (1) LeaSt INUSTVE ICTNOU wort oottt emt e ent e ent e ent e enssns cens e ens e et sess et sess et erms et e 4-15

() General Approach to Least Intrusive Method COneeplo . neneeeseenne 416

4.4.1
442
443
444
445

() DOtermining IntrUSIVENTSS v mirieeesesisetisessoessosssesssessesnssssssosssssiocssosssosssesssesssossrossoessocssosssonsse = L O

(U) Standard for Balancing [ntrusion and Investigative Requirements. ..o 418

5 {U) ASSESSIMIEIILS weerneermesrmessmessnessnesssssnessmmssmessmessmessmessses smes snss smss snss smsssmesssesssesssesasesases 5-1

5.1 (U) Overview and Activities Authorized Prior to Opening an ASsSesSImMen . e

5.1.1
5.1.1
5.1.1.2
5.1.1.3

5.1.1.4

3.1.1.5

5.1.1.6
5.12

513

(U) Activities Authorized Prior 1o Opening an ASSCSSIMENL .. e ene e e
(L) PUBIC INFOUINETON oo e e e et e e sems s sems e semssmns sems s e e
(U) Records or Information - FBI and DOJ ... s sssssssssssssssasses

(1N Records or Information — Other federal, state. local, tribal, or foreign

(LD On-line Services and RESOUITES oo cemeeces oo semsemessemssoes snmssmss semssms semssms semssans
(L) ClarTEVING TRICTVICW coerr e recesececems et seet et seos et e e et sees s st st s s et e
(U) Information Voluntarily Provided by Governmental or Private Entities ...

(U) Documentation Requirements for Activities Authorized Prior to Opening an
Assessment: (Existing /historical information referred to in section 5.1.1 above) ..

(U) Lialson Activities @A TTIPWITES .o e eer e ceresecs e cne et e o sess e s e s st s secs e

5.2 (1) PUIPOSC BT SCOPE. ittt et et cemr e eraems st st sent s amsevesssnas e st sems e s s e s sass e ss e et s smms s s e e

5.2.1

(1) Scenarios... ...

5.3 (W) Civil LiDErties and PrIVIICY oo iecs et cone ereseessees s e ses s cens ene s et st sems s st e e

54  (U) Five Types of Assessments {AGG-Dom, Part LLA.3.) v rsssnssssssnnes

54.1

(L) AsscsSmENt TYPCS voeceneneiesenneanesnessen

5.5 (U) Standards for Opening or Approving an ASSCSSIICN .. oo

5.6 (V) Position Equivalents, Effective Date. Duration. Documentation, Approval, Notice, File

Review and Responsible Entity oo

5.6.1

562

5.63
5.0.3.1

(U) Field Office and FBIHQ Position EQUIVAICTES ..ot e e e e
(L) Effeetive Date Of ASSCSSINICIIS coieierieeretrecrierssmnsssesossessisssssstisstsssssssnssssssssisss sassstaesssossesensos
() Assessment TYPCS ceimisstsssssossiostiosinies

(U) Type 1 8 2 ASSCSSINCIIS cuviviriiiiinsiis sttt sosssostsostsses o secssess et sectsosssessssonsesnsssssesesss

3.6.3.1.1 (L) DIUEZEION co et ent e cmeeeme e e eneseme e ens st e s et s s sens e s s et e sm et s e s snme e e eene

vii
UNCLASSIFIED - FOR CFFICTATTSEO

1\
) ray ol

e 5

5-2
5-2
5-2
5-2

5-3
5-3
5-4

.54

5-6

.5-7
w57

5-8

..5-8
.5-8
.5-8
w5-G
.5-9



50312
50313
503.14
50315
56316
5.63.1.7
5.63.18
56318

5632 (L) THPC 3 ASSCESITICIILS rvenreerreerreeesoessoassemssesssesssasn eossoessoes soetsonssesssesssems ot oo oessoatsout sesssesssesssaonsaonse

(U) Sensitive Investigative Matters (SIM) et ene e en
(L) FIlE ROVICW ertiesiert e iest e tees e st e et e st e et e et e et e et e et en st enm o
(1) ReSpOnSIDIE ENEIEY .o ceee et sncs e e s s s et s enms e s

5.0.3.2.1
50322
50323
56324
5.63.235
56326
5.63.2.7
50328
50329

5.0.33.1
56332
56333
56334
56335
56336
50337
506338
50339

5.6.34.1
5.6.3.4.2
56343
56344
50345
50346
50347
50348
56349
5.6.3.4.10

UNCLASSIFIED FoROHHcHAEHSEONEY-—
Domestic Investigations and Operations Guide

(L) DOCUMECITALION c1evtivirerriresiestnsesiestssssisstsssstsstsssstsstassstsstassstsstsssstsstassstsstassntestassntes
(L) APPIOVAL 10 DPCI et enres s seer et semssesses o os oot soessoassosssesssessses s sos
(L) Sensitive [nvestigative Matters (SIMY e osssesseesseessosssesssesne
(L) JUSHHICAEON REVIEW crt oot est e et e st e st e st e st e et e et en st enm o
(1) ReSpOnSIDIE ENEIEY .o ceee et sncs e e s s s et s enms e s

() Type 1 & 2 Assessment Closing....
(U) Examples/Scenarios of Type 1 & 2 Assessments...

(L) Type 3 ASSCSSMCNL CIOSINE coerreeierreerrenreerrenses s seessoesseessentsesssesnsass s sses oot socssonssesssesne
(L) Examples of TYPC 3 ASSCESINICILS wuuevrerreererneesrerrsessoessoersenssesssessseseossses oot socssonssesssesne
5633 (L) TYPC 4 ASSCESITICIILS rvenreerreerreenseersoassemsressresssasneossoessoes soetsous sesssesssems ot et oessoctsoat sesssesssesssuonsaonse

(1) DOCUMENTELION coert e verreeesenreesiens e iens e ees e ess e snssnss eessnss enssnss st snss st enss st ansssassensssanson
(U) Sensitive Investigative Matters (SIM) et ene e en
(L) FIlE ROVICW ertiesiert e iest e tees e st e et e st e et e et e et e et e et en st enm o
(L) ReSpOnSIDIC ENTILY .o enrecrenseerseassemssesnses s sessoessoessoessesssesssesssessaosses
(L) Type 4 ASSCSSMEINL CIOSINE coerreeierreerresreerrenres s reesseesseersenssesssessses s sses oot socssonssesssesne
(L) Examples of TYPC 4 ASSCESINICILS wuvrereerrenieeserseessoessoerseussesssesnsesseossses oot socssonssesssesne
5634 (L) TYPC 5 ASSCESITICIILS rvenreerreerreessoessoassemssesssesssasn eossoes soes soetsous sesssesssems oot oot oessoctsoutsesssesssesssaosaonse

(1)) Phitses O TYDPE 5 ASSCESITICIIES wrvuccueesiemecemseemsac s cens st snce e et s s s st s e
(1) DOCUMENTELION coert e verreeesenreesiens e iens e ees e ess e snssnss eessnss enssnss st snss st enss st ansssassensssanson
(L) FILE ROVICW .ttt st bs st sss st s s st sssn s st sssn s st sssn s st assnbestassntes
(L) ReSpOnSIDIC ENTILY .o enrecrenseerseassemssesnses s sessoessoessoessesssesssesssessaosses
(1) Authorized [nvestigative Methods in Type 5 ASSCSSIMCIES e orrererseersenssemsrenne
(L) Closing TYPC 5 ASSCSSITICTIIS cviureeerreessemecems e cc s s cens st s e et st st e st s e
(1) Examples 0f TYPE 5 ASSCSSITICIIS co.vruiececeasie o s rnecensserssncs e e sns s s s st et e
5.6.3.5 (1) THPEC O ASSCSSITICIIES w.curece e ieneceessenseemecems e o s e s st st e b e e et et et s et s e

viii

UNCLASSIFIED —EOR-ORMECHESE-OMNEY-



UNCLASSIFIED - FOROFFCTATTSEONEY
Domestic Investigations and Operations Guide

5.6.352 (L) DOCUMCNTATION cocvrerremeiriresreonmsasisssisstsestsssssssnssssisssisostsssssssisssssssssssssissssssstsssssssssstsssssssnssenss 3= 3 1
5.6.3.54 () Sensitive [nvestigative Matters (SIM) o mrcmessssmssssssmesssssess 379 1
56356 (L) Bl ROVICW et et et et e s e st et s ees e s mmnmne 5-31
5.6.3.5.7 () ReSPONSIDIE ENEIEY oottt eesvemsee s ecs e s et ce s s et e et s 5-32
56358 (1) Type 6 ASSESSIMENT ClOSING coorrereiece ettt cees et e ce e s s et s semsseesse D 3 2
5-32

5.60.3.59  (U) Examples/Scenarios 0f TYPC 6 ASSCSSIMCNLS wurrververreenmsemsermsermssnmsssssstsssssessosssosssosses
5.7 (1)) Sensitive Investigative Matters (SIM) in Assessments and Sensitive Potential CHS or
Sensitive Characteristic Designations In TYPE 5 ASSCSSINCNLS c.uverrcrreerronmenesmosmonmssnessoesmenseonissnse 2= 3 3

5.7.1 () SIM Categorics i1 ASSCSSITICTIIS ..urueme e escenseeasemeseessems e eessems e enssens e smnssees e smms et snmssesesans e 3~ 3 3
572 (U) Academic NEXUS 11 ASSCSSITICTIIS wurv e ieuercensceasemeseeseems e senssems e e sens e smnssnes e sms et snmssemerne e D~ 3 3
5.8 () Standards for Opening or Approving the Use of an Authorized Investigative Method......5-34
5.9 (U) Authorized [nvestigative Mcethods 111 ASSCSSINENTS..c.rvvrniriessiesriessiessssssssssssssesssssssossosssnsssnss 3= 3 &
59.1 (U) Type 1 through 4 and Type 6 ASSCSSINCNLS cciromeamcrmonmresmenmonmonesnosmonsonesnosseonsonss 3 3 &
592 (L) TYDC 3 ASSTSSINCIILS woorrverreerreerreennesnessnesssesssosssosssosssosssecssonsssssssnsssosssonsssnssnsssnsssnsssnsssnssssssstanstssstsessss 3 3 4
5.10 (1) Other Investigative Methods Not Authorized During ASSESSMEINES ..veeeceeeceev e ceeee . 3= 35
5.11 (L) Intelligence Collection {i.c., Incidental ColleCtion) oo e 5-35
5.12 (U) Retention and Dissemination of Priviacy Act RecoOrdS oot 5-36

5.12.1  (U) Marking Type | & 2, and Type 3.4 and 6 Closed Asscssments That Contain
Personal INFOrMAION. ittt ssnssstsesssenssosssnsessosssosssssssssnssstessssenss 3= 3 0

ST2 LT (U) TyPe | & 2 ASSCSSINCITS oeereerreeriemriesseeassesssestrsnsionssonsssssssassssssssssssnsssnsssrsssssssssssnsssmssinsnssnsies 373 7
3.02.1.2 0 (L) Type 3. 4. 8Nd 6 ASSESSINIENLS correereie e e st cent e st s snsnssems e amsemsssms et snms e e 5-37
S.I2.013 0 (U) TYPC S ASSCESITICIIS weureiaceieme e e e imnscensineoemssens oo semssesssms sanssanssenssnessnessemssesssenssmsssoessenssnmssemsne D= 3 7
3.13  (U) Assessment File Records Management and Retention .. eeececeev e ens e e 33 7
3.13.1 0 (U) Pending IRECHVE STEIIS oot rremt e srms e e sens e s st emassmes st s ses s sems e st e D~ 3
5.14 (U) Other Program Specific Investigation REQUIICINCITS v mrrrermmessessissisensessssssmsssssnsssnnsssne 3= 38

6 (U) Preliminary Investigations...u s s 3-38

6.1 (L) DVEIVICW wortresreonsesnsosonsesonsssnsosssoss s ssensesssosssestsenssssasssssasssensssssosssessensssnssstsessss e ssnssssssess sebssnssssssstsonssens 6-1
6.2 (U) PUIPOSC @1 SCOPC.utiriivnionirisisonne i ssisstiostiostioossessssensesstsstec esssssoossess soossessssonsessssonsostsssssossssstssssssssssness 6-1
6.3 (U) CIvil LIDEITICS AN PriVICY oo ereme et et senssenssems e e e s st et seessens s e e s eene 6-1
6.4 () LEEAL ALNOTTEY oot ceme e ecascemt e aes et sees e e s e e e s 8 e o st s e s e s e 6-2

6.4.1 (L) Criminal INVESHEATIONS oot e est e enssems e s sens e s sees e sms et s e cecesene D1 2

6.4.2 (1) Threats to the NEHOTAL SCCLITEY .o e ees e e et cecsseesseessesssesssens s s s s e 6-2
6.5 (L) PIOGICAIION covvevvesreenreesnesreonsesnnessnsosssossssessssntesssossisossssnssssssessosssenssssessso st ensssssssssessssesssussssss sass sebsssssssssssessrens 6-3
6.6 (U) Standards for Opening or Approving a Preliminary [NVESHZation v e 6-3

X

UNCLASSIFIED - FOR-OFFRCHAETSEONEY



UNCLASSIFIED —FORSFFMCEAETSEONEY
Domestic Investigations and Operations Guide

6.7 () Opening Documentation, Approval, Effective Date, Notice, Extension, Pending Inactive

Status, Conversion, 404 FIIE ROVICW .o ecnmeesonsesnossiossonsesnsess oot asntost sossseesseonsess 6-4

6.7.1 (L) Opening DOCHITICTITATION .o..ovuieaiicerveercems e centeeas o eessems e enssems e s sesseess e st sems e ens e seesentsensaeas 6-4
6.7.1.1 () Approval / Effective Date / INOTCC v et et ceneeseseesseessecs et s s e e 6-4
6.7.2 (L) EXECTISTON 1ottt et e eeet et et teetceemsemescemaemescemaemes semssmessemssmessnmssmes semssmes semssmes semssmns semssmes semssmns sems st semssmns semssens 6-6
6.7.3 () Pending [NACHVE STALLS vovvevvvcrrrrrrsisersssssssiesssesssessiesssssssssssssssss o sssnsssnsssnsssnsosmsssssosssosssosssssssosssosssees 9= 0
6.74 (U) Conversion 10 Full INVESHZATION oo riesecrsecsossonsssnsossossssonsesnsestsossssosaosestsostiosieos 6-6
6.7.5 (L) FIE ROVICW 1ottt s bbb et st st b s bt bbb be s s sa s s et s st nsen 6-6

6.8  (U) Standards for Opening or Approving the Usc of an Authorized [nvestigative Mcthod in
Preliminary INVESHZALIONS e eeeiecesecs e rees s e s seesseessecs e e sms cens s sensseessens e et sms st s enessnns = O

6.9 (U) Authorized Investigative Mcthods in Preliminary [nvestigations ..o -7
6.10 (U) Sensitive [nvestigative Matters (SIM) in Preliminary [nvestigations .o -8
6.10.1  (U) SIM Catcgorics in Preliminary INVeStZatIONS co.verereemerrmonmenmesnossmesonseeatiosressosnsostion 6-8
6.10.2  (U) Academic Nexus in Preliminary InVEStZations ... rmmmmonmenmemesmmee oo 978
6.11 (1) Intelligence Collection (i.e.. Incidental ColleCHION) . oottt ene e e e 6-9
6.12  (U) Standards for Approving the Closing of ¢ Preliminary Investigation ..o e cococencsccnens 6-10
6.12.2  (U) Approval RequIrements 10 CLOSE i ssissiessississsssssssssissnsssnsssnsessessesnsssssossss 6-10

6.13  (U) Other Program-Specific Investigative ReGUIFCMCALS vroensiermnecsseonsesnonsmsssonssansesnsns 0= 11

7 (U) Full Investigations......cummesmmsmussmssmnsssssssmssmsssssssnsssssssnsssnssssssnsssssssnsssnnsnsess 7 = 1

To1 (Y DVOIVICW wtrvirnisinssieessenssentsestisssessrsssnssssssestsssssse e st sestsssmssssssensssebssstessso st se e vesassesssnsssntssssesssstsssssssnsssnsssntesstons 7-1
7.2 () PUIPOSE AT SOOI criirrertieet et oo o cone s sssseetsectsemsseas b e et et sees see8 450 51 51 o nt et et e st s e 7-1
7.3 (L) Civil LIberties amd PUIVECY ..o ioeceer e cceseme e e ceneenmt e smescenssemssmss enssems e st sesssess s st e anssecs e o 7-1
T (L) LOEUL ALIOTIEY woeireiert et et e e e ne e eneseetsectcems e e e e e sees o8 eems s e e e et saes et e e e 7-2
7.4.1 (L) Criminal ITVESTIZALIONS w.oooierrieerecsceeeiecs ot iecscoeeiecscoessanssnssenssmssamssmns semssmsssnmssmnssemssanssems et secsemscseascase £ = 2
7.4.2 (1) Threats 10 the NalIONAl SCOUITLY .ot ss st ssstsssmsssnsssnsssssessoessoassonssons 7-3
7.43 (U) Forcign INellIZence COLICCION vt senseonsesssesnsesssesssosssosssosssossseesssttssstssseosioss 7-3
T8 () PIOGQICALION covvvvive et ressivresestesstessnnssssesssestessisssostsosssssmsssnsssn ssen e asts sess st e sasss1essusssn s snbssess st st sssesesssssnsssnsesstons 7-3
7.6 (1) Standards for Opening or Approving a Full Investigation ..o 7-4

7.7 (U) Opening Documentation, Approval, Effective Date, Notice, Pending [nactive Status, File
Review. and Letter Head MemorandUIm ettt cee st e st e s e et e st e et e s 7-4

7.7.1 () Opening DOCUMENTATION vt seonsesnsesssssssesssesssosssosssosssosssosssostiss s s oss 7-4

7.7.1.1 (U) Approval / Effective Date / NOUCC e sesssesssssssssssossossostisstsossissioos 7-4
7.72 (L) Pending [NACTIVE STATUS . errerseesseer e nmnssnsss st ssssssstsosssssnssssssn s ssssssessoessonssessseos # =0
173 () Bl ROV W et et e et et s et smee e e e s e sems et oot sems ems e st e et et e 7-6

UNCLASSIFIED —ROR-OERICIAL-USE-OMNY



UNCLASSIFIED - FOR OFRICHAEHSE-OMNY—
Domestic Investigations and Operations Guide
174 (LN Annual Letterhead MOMOTANAUM st s sissssssssenesssesssssssesssssssosassossosssoos 7-7

7.8 (U) Standards for Opening or Approving the Use of an Authorized Investigative Method in

7.9 () Authorized Investigative Methods I Full InVestiZations . esees e e eeceeneeseeseecesens 277
7.10  (U) Sensitive Investigative Matters (SIM) in Full Investigations ... en oo e ceseescesccmecees 7 -8
7.10.1  (U) SIM Categorics In Full INVESHZATIONS covverrvrrrerrerrreonrnmesnsessssssensssnmsssossssonssonmostsossisostnsestsossinns 7 =0
7.10.2  (U) Academic Nexus in Full INVESUZAUIONS coceererieermrmenmsenmsosmss s sonsssnsssnmesnsesmsesssostssstisstisssion 7-8
7.11 () Intelligence Collection {i.c., InCidental ColleCtON) i ssismsstosssssmssssseseosssossons 7-S
7.12  (U) Standards for Approving the Closing of a Full [nVestigation ..o 7= 10
7.12.2 (1) Approval RequIremMEnts 10 ClOSE wmiiemr e iesr e iess e ens s iess e et e st s esssnss st enss st ssesestee 7-11
7.13 (1) Other Program Specific Investigative ReqUIremMEnts ..o e veeviececeeemeems s censeneseesseesenmscemseeeses 2= L

8 (U) Enterprise Investigations (EI}....ccmmmmamm s 3-1

B.1  {I) DVOIVICW wrrrrerrsriennsonssessssess s sosssesnssss st sssssssssostsssssssstostsssasssn ot sessssss et st essssssbostsessssssssstsssassentenssesasssnsans 8-1
8.2 (U) Purposec, Scope And DOIINITIONS wreeierensearsesssossseessesssessssesssosssos s seonsesnsesssesnsssssssssosssosssosssosssoss 8-1
8.3 (W) CIvil LIbCTES And PIIVECY wnomienennennenesssesssesssssssosssosssossssosssosssossosseonsesnsesnsesnsssssssssosssosssosssosssoss 8-1
Bod (1) PrOtICALION cvvevsvensrosrsrssrisstsssossesssssnmsas st ssssssssssstssssssssssstsssssssn ot sessssss s st sssssssssostssssssssssstsssasssntesssesssssnsans 8-2
8.5 (1) Standards for Opening or Approving an Enterprise Investigation .o eeneeer s, 8-3
8.6 (1) Opening Documentation, Effective Date. Approval. Notice, and File Review ..veeae..... 8-4
8.6.1 (L) Opening DOCTIMCTITALION oot receet e tess oo cene e e cene et e e et s s s e s s 8-4
8.6.2 (L) ETTCCTIVE DI i ronreerses et seetnssmnsenssssse s st st s st s st sssssssnsssn o st ot st s st sesssssnsssnsson ssntssess st stsss 8-4
8.0.3 (U) Approval Requirements for Opening an Enterprisce Investigation (ED.cnerenrrennnns 8-5
8.6.3.1 (L) E1Opencd by 8 FICIA OfTICC it s s ssstsssssssasssnsssssssssntess 8-5
8632 () E1Opencd BY FBIHQ ettt st ssssssnssss s ss st ssstsssasssnsssssssssssens 8-5
8.6.33 (1) Sensitive Investigative Matter (SIM) EI Opened by a Field Officca .. 8-5
8.634 (1) Sensitive Investigative Matter EI Opened by FBIHQ oo 8-5
8.64 (L) NOUICE ROQUITCITIEINIES cuv et et st eet e et e et e st e et e et sna et e et sn s et enms et e et ee e sceaens 300
8.6.5 (L) FALE ROVICW woetenrves s seessesseesseassemsresssesnsson ot soetsoessoessestsssnsssntssn ro o st ot st sestsesssssnsssnsssn ssnts sess st ssssaons 8-6
8.6.0 (L) Pending [NACTIVE STAIUS s enresseesseersensssnmssnsss st sssssstssstsssnsssnsssostsssssssssstisstesensess 30
8.7 (U) Authorized Investigative Methods in an Enterprise InVESHZALION wvveorrvennronnevinnnmnssssssssnesieens 8-7
8.8  (U) Sensitive Investigative Matters (SIM)} in Enterprise Investigations ..o ceeeeceseesneseenn . -7
8.8.1 (1) SIM Categories in Enterprise INvestiZations .. oo vece oo e cens e vensseessemseesenens 97
8.8.2 (U) Academic nexus in Enterprise InVestiZations ..o vens e ens s 37
8.9  (U) Intelligence Collection {i.e., Incidental ColleCtion) oo ceme s senssens e 8-8
8.10 (U) Standards for Approving the Closing of an Enterprise Investigation. .. 8-9

X1

UNCLASSIFIED — FOR-OFHCRAETSEOMNEY



UNCLASSIFIED —EGR-SHEAEHSE-OMNE-
Domestic Investigations and Operations Guide

8.10.2  (U) Approval Requirements 10 ClOSC i ssiessmossssnssssssssssssssensssssesssossssonsssnssssass 8-9

8.11 (U) Other Program Specific Investigative REGUINCMCNLS wvceriennnmssssesssssssensesssesssonsonsennnse 3= 10

N

(U) Foreign Intelligence ... 9=1

U1 (L) ODVEIVICW ottt rionreoress et seesnresssesssosssosssost st sess ot soosson st s o 50140140801 4114144t o et bRt s bron 9-1
G2 (L) PUIPOSE A1 SCOPC. et e et imtcees et ecscems et et st e st st e s e e e e o258 1224 120 e e e et sertsnes 9-2
0.3 () Civil LIbertics and PrIVACY .o e et cest e ecesesesemsne s sems e s sens e o rens s sms s s e s seae 9-2
O (L) Legil ALOUTEY et et eme e e e cect e e et s ent e e s sems e e et e et s s s s s s e 9-3

94.1 (U) Full InvestiZation ACHVILICS .. o e cerereee e ees e enssemssns s sens e s sensensssmssenseemssnm sanesnne D=

9.5 (1) General Requirements and FBIHQ Standards for Approving the Opening of Positive
Forcign [ntelligence INVESHZAONS i ssseonsesssosssusnsossseonsesssosssosnsssssessoassosssnen =

851 (U) General Requirements and Program Responsibilities o e e ceeeme e, 9-4
852 (1) Standards For Opening a Full Investigation to Collect Positive Foreign Intelligence ... 9-4
9.6  (U) Opening Documentation, Approval, Effective Date, and File Review. . ncecnnecee e, 9-5

9.6.1 (1) Opening by a Field Office With FBIHQ HPMU UC Approval or Opening by

9.6.1.1 () Approval to Open a Full PE] INVESUZATON e enises s seerseassemssesssessnossecssons 9-5
9.6.1.1.1 (L) ETTOCIIVE DI ca.oece e e eee e ees s e s cems e cems s sems s sems s snms st sams s snms s snms s snms st sem e 9-5
9.6.1.2 (U) Approval to Open a Full PFI Investigation [nvolving a Scnsitive Investigative
IMATICT (S v eri s st sesmess st s ansess et st sess et st s s se s sa s s e s st R A RSSO 8RR 01 9-5
96.1.2.1 (U SIM Full PFI Investigation Opened by a Field OffIcC. e 9-5
$.6.1.2.2  (U)SIM Full PFI Investigation Opened by FBIHQ .o sinesssssssensens 9-5
86123 (L) EFTCCTIVE DIAIC oo nsssssrsssnssosssstsssisssstsssissasssntssssestsssnssss st sssssssstsstsssssssntssssesasssnsans 9-6
9.6.2 (U) Pending INactive STBLIS o e e sene e ent e st e ses e e s e et e cane et ens 3= 0
963 (L) NOEICE 10 DO ettt e e et e ent e eees et e e s et e s et et s s s s s s 9-6
9.6.3.1 (1) For 2 Full PFL InvesS i EatiOn oo et eee e ese e seescemt et e s st enss s st s e e 9-6
964 (L) DIUITEEION. ...oe. oo ece e meeceeeneseceesenssecs e cene secs e e sees e e et 45 e e 450 £ et et e s e et s e s 1o nt e 9-6
5.6.5 (L) FIIC REVICW oooretreonrioisisiossssessionseansessimos o soensost st oo sosnsost soss oo os st oot b sosssesttoosseonsesssost sosssson soonions 9-6
90651 (L) FUIl INVESHIZATIONS weerrerieerreerrecreerseersensressessesssosssesoessoassoussemssesssesssnon mossoes et soatsosssesssessesssaosseos =0
960 (L) Annual Letterhead MemOranGUm e oot soessoessosssesssesssessso seossoessoessoessons 9-7
8.646.1 (1) Field Office ReSpONSIBIIEY oo e s ees et e e e s s s st e st s s 9-7
9662 (L) FBIHQ RS POMS I LY ceec et e e cect e ent e ene e e et secs s e et e et st e e e 9-7
9.7 (1) Standards for Opening or Approving the Usc of an Authorized [nvestigative Method in a
Full Positive Forcign Intelligence INVeSEZAtION i i 9-7
9.8 (1) Authorized Investigative Methods in a Full Positive Foreign Intelligence Investigation...... 9-8

9.9  (U) Investigative Methods Not Authorized During A Full Positive Foreign Intelligence

x11

UNCLASSIFIED - EQR-OERICEESE-ONEY—



UNCLASSIFIED - FOR-OFHRCHATSEONEY
Domestic Investigations and Operations Guide

9.10  (U) Sensitive Investigative Matters (SIM} in a Full Positive Foreign Intelligence

9.10.1 (V) Sensitive Investigative Matters (SIM} o oo ceee et sems e e e

G117 (1) Retention Of InfOrmmationm et eet e ene e e s sens e st s et s s s e

$.12  (U/FOUQ) Standards for Approving the Closing of a Full Positive Foreign Intelligence

G121 (L) Standards.... s

G122 () APPrOVA] REGUITCITIEIIIS ..o erivereeesseet et cemseeasetss e et s sees st e e st s cene e s et et e tm e s s
9.12.2.1 () Opened by a Field Office with FBIHQ Approval e
G.12.2.2 (1) OpENEA BY FBIHQ oo oeoeeeeeesoees et s seesoestess et s seseeseessees e e
$.12.2.3  (U) SIM Opened by a Field Office with FBIHQ Approval... o,
5.12.2.4 () SIM Opened by FBIHQ .o nnonnsnsssnssenssessssssssrsesssssssestiosssssssssssssssssisssssssanes

.9-11

5.13  (U) Other Program Specific Investigation Requircments....

10{U//FOB6 Sensitive Investigative Matter (SIM) and Sensitive

. 9-8

=S-10
=S-10

.G-10
w310
L8-11

8-11

L9-11
W8-11

9-11

Operations Review Committee (SORC) .vuicnnsnsmnnsnnssnsssneennssnsssnssssssnnsenns 10-1

10.1  (U) Sensitive [nvestigative Matters (SIMY) s sssssnsssnssensssssesssssmssstsstissssssssssasssnses

L1 () OVEIVIEW e errssrsss s srssststressssssssestssenioos
10.1.2 () Purpose, Scope. and Definitions.........

10.1.2.1
10.1.2.2

10.1.2.2.1

(U) Definition of Sensitive Investigative Matters {SIMY w oo
(U) Definitions/Descriptions of SIM Officials and Entities . oo eercenene
(1) Domestic PUBIIC OFFICTAL o e et smee e e vemsses et s ens s s eme e

13.1.2.22 (1) Domestic Political Candiaate .. ..ot rmreeee e st e s ens e s vemaen

10.1.2.2.3 (1) Domestic Political Organization or Individual Prominent in such an

OrganizatioNu oo

10.1.2.2.4  (U) Religious Organization or Individual Prominent in such an Organization..........
10.1.2.2.5  (U) Member of the News Media or a News OrganizatioN . oo ecesceneeeneceneseeens

10,1226  (U) Academic Nexus...
10.1.2.27  (U) Other Matters ...

10.1.3

10.1.4

10.1.4.1

10.14.1.1
10.1.4.1.2
10.1.4.13
10.14.14

(UJ) Opening Documentation, Approval. Notice. Change in SIM Status, and Sensitive
Potential CHS or Sensitive Characteristic Designations in Type 5 AssSessments ...

(U) Review and Approval of SIM Assessments By A Field Office oo
() Type 1 & 2 AsscsSments .
() Type 3 and 4 Assessments ...
() Type 5 ASsCSSMeNTS.mmmecmmnes
() Type 0 ASSCSSIMCDTS 1mimimnecmmemonires

Xiil

UNCLASSIFIED - EFOR QERICIAEHSE-ONEY

we10-2

10-2
10-2

e 10-3
() Factors to Consider When Opcmn;: or Applovm;: an Il‘NCStlEdtIVC Activity
INVOIVING 8 SIM ittt sestosssessssosssensestsostossonsssnsostsossssot ot tost sostsesssonsesssosssostisonss

10-3

10-4
10-4

anenn 10-4
annn 10-5
annn 10-5

.. 10-5



UNCLASSIFIED — EQR OFFICIAL TISE ONLY
Domestic Investigations and Operations Guide

10.1.4.2 (1) Notice for SIM Asscssments by a Field OffICC oo sonseones
10.1.4.3 (1) Review and Approval of SIM Predicated Investigations by a Field Office..........
10.1.4.3.1  (U) Predicated Investigations [NvOIVINE @ SIM e enseersevssensene
10.1.4.32 (1) Enterprise Investigations Involving @ SIM e
10.14.3.3 (1)) Positive Foreign Intelligence Full Investigations Involving a SIM .
10.1.4.4 (1) Notice for SIM Predicated Investigations by a Field Office e
10.1.4.4.1 (1) Notice for SIM Predicated INVeSIZAtioNS . e et ces e ceeesemseceeene e
10.1.4.4.2 (U) Notice for SIM Enterprise [NVESHZALIONS wvenrerrsneerreersoessesssessesssesssosssosssosseosseonss
10.1.4.43  (U) Notice for SIM Positive Foreign Intelligence Full Investigations ..
10.1.4.5 (U) Review and Approval of SIM Asscssments Opened by FBIHQ vononivniennns

10.1.4.5.1  (U) Type ] & 2 ASSCSSINCIIS oinvtienireonmvoirmssessmsossionsestsosssossssonsssnsostsossssonsssnsesssostss

10,1452 (L) TYDPE 3 200 4 ASSCESITICIIES con.eeriees e eeneseeesens e e ees o ceneene sees s e e e s sene s e e
TOTAS3 (1) TYDPE 5 ASSCSSITICIIES rvertect e reas e ceeeneeneseesseessems sems et o e et sees s s e ens s rens et

10.1.454  (U) Typc 6 AsSCSSIMCNS e

10.1.4.6.3 (U) Enterprisc Investigations INVOIVING @ SIM ..o
10.1.4.6.4 (U) Positive Foreign Intelligence Full Investigations [nvolving a SIM ..o
10.1.4.7 () Notice for SIM Predicated Investigations by FBIHGQ voonnenesnrenrnneensennes
10.1.4.7.1 (1) Notice for SIM Predicated InVesSHEAtIONS .o oec oo eemeceee et e sems e s s sene e
10.1.4.7.2 (1) Notice for SIM Enterprise INVestiZations . o oo reee e ceseees s s s seneseeens
10.1.4.7.3 (1) Notice for SIM Full Pesitive Foreign Intelligence Investigations o eeeoeeens
10148 (1) Change i SIM SHALUS ..ot ce e cent e ens s se e s sens e s et enas s et s sra e

[0.1.4.8.1 (L) DOCUMCIEATION 1ivtvrvrrsermsermssnmsnssssssssstissssssmsssssssssstssstsssss st stsssassssssssssentssssssssstisstsssasssns

10.1.49  (U) Closing SIM INVESHZALIONS w.ovrvrrerrnmeesmeonseassonssisnsessseonsesssossinonse

10.1.4.9.1  (U) SIM Assessments Closed by @ Field OffICC .mnionmenmonmonesmosss
10.1.492  (U) SIM Predicated Investigations Closed by a Field Office v oo coconceriesceeens
10.1.4.93  (U) SIM Assessments Closed by FBIHQ oot e e ene e
10.1.494 () SIM Predicated Investigations Closed by FBIHQ oo
10.1.5 (V) Distinction Between §IM and Sensitive Circumstance in Undercover Operations ...
10.1.6 () Distinction Between SIM and Sensitive Undisclosed Participation .o
10.2  (U/TOBE-Sensitive Operations REVIEW COMIMILICT ..o mmenmsermsenssessersssssssssssssesssosssosssosssonses
10.2.1 () Membership @nd STAfTING .o s sssssssnssssssnssssssssssstssstsssssosssosssosssossss
L T b 61 163 £ ) ¢ FO OSSO
10,23 (1) Review and ReCOmMIMeiiaaliom. ettt eec e ee s ses s emeesene sees sensanmsnmen
10.2.3.1 (1) Factors to Consider for Review and Recommendation ..o e eeena

10.2.3.2  (U) Process for Review and ReCOMMENURIION. ..o s ssessess i ssssssssesseensss

X1v
UNCLASSIFIED - FOR OFFICIAL USEONEY™

10.1.4.6 () Notice Requirements for SIM Assessments by FBIHQ oo

10.1.4.6.1  (U) Review and Approval of SIM Predicated Investigations by FBIHQ v
10.1.4.6.2 (U) Predicated Investigations [NVOIVING @ SIM ocomnessmonssnssssosssonss



UNCLASSIFIED - FeR-eHHEIATTHSEONEY
Domestic Investigations and Operations Guide
10.2.4 () EMergency AUROTIZATION i s s s ssssssssessesssesssosssosssosssosssectiesssestses 10-14
10.2.4.1 () Netice/Oversight Function of SORC.. i osissios 10-15
JUO.2.5 (1) LOZISTICS crrcrrrirresncereessecsresessessoessonssesssesssesssso oot oot soassoutsesssesssess ot sees ot seatsestsesssssnsssnsson et soessoctson 10-16

11{U) Liaison Activities and TripWires ... mcssssssmesmeszsssmessszssszescsess 11-1

LI T R O 3 T 11-1
11.2 (1) PUIPOSC BRE SCOPEC. correer et et ceie i st tnscess st sece e e e st st cess sttt e st ses sens ens s seessncseemssenssnmssmssraneen L 17 1
11.3 (1) Approval Requirements for Liagison and TrIPWITES e csseeseseneseesseceeemseesecsssmseenees L 1= 1
T1.3T  (T) SCOMEITO T oottt cet e ce e e ems ems ees et smes ot emessess sems se s e s sams ams rems mes smessmntsmssmssens sems se et snas nmstn 11-1
T1.3.2 (L) SCCHAIIO 2 oo viiosr st ssssss i ssssss e sssss e sssss e sassos s sssson s sasset s sasssn s as st 1 bs st s 2 b5t a5 a0 et st st 11-1

11.4 () Documentation & Records Retention ReqUIrCMCNS. e oeneonmeonmenmmssnssssssssssssessesssosssossosseonss L 1= 2

12(U) Assistance to Other AGeNcies .....cummmsnsamssnsansnssnnsssmmnsanssssssens 121

L2 1 (L) VI VITW it csrsintises s tsstsssstsstsssn st sssntsstassntsstassntsstasen tostsssn bostassntsstaseetertassatestasatestassabestsssntostassntentas 12-1
12,2 (1) PUIPOSC ANA SCOPC. corr et rect et e st s cess et secs e e e st st cens st st e st sns cens ens senssnessecseemssenssnmssmsssaneen L 27 L
1221 (U) INVESHEAIVE ASSISTANCE 1 orceeemsems e e cene et secs e e sess o s s sess st e e st s seneenssesssesssncsenmsensse L 47 L
12.2.2 (1) TeChIICAL A SSISTANICE .o ioee et et e e e e eescesemesemesemeseessses sesssess sems ams rams ems sanssmnssmssmseems sems seessmsssamssn 12-2

12.3  (U) Investigative Assistance to Other Agencies - Standards. Approvals and Notice
ROGUITCITICILS w1t eresitsssse s s tss et 1484048104810 08 000104008 ER R4 A 4 4 40RO 12-2
12.3.1 () Standards for Providing Investigative Assistance to Other AZencics oo 12-2

12.3.2  (U) Authority, Approval and Notice Requirecments for Providing [nvestigative
ASSISTUNCE 10 OIHET ABETICIOS et iert et et e cees s et ce o s s sens s s s s s sens e e L 7 O

12.3.2.1  (U) Investigative Assistance to United States Intelligence Community (USIC)

BUZCIICICS 1ovvvenevsrrenssotsssmssssosmsssssssssssnsesssosssess toot 1osk 5001540k 0t 1021 E St 00110 R0 8081034 A4 08 b0 K0 E RS RS RO E RS b0t Rt 12-3
12.3.2.1.1  (U) Authority et e e b e e e sees 8 £e1SE e n n ees setEsentcemssese m ns nssens s e nnson L DT
12.32.1.2  (U) Approval REGQUITCITIEIIES 1o emr e e ceee et secs e e e s e s sees s s snms oms s snnssens e L 270
12.3.2.1.3 (1) Notice REQUITEIMCILS «..rr e et ene e ceeecenesecs e enecens e emesceessnmsemsenssemsscmsenesecenes s L 27
12.3.2.14 (1) Documentiation ReqUIreIMENtS ... e ececeee e ere e ces e senscesemeseessemsecmssenesenens L 274

12.3.2.2 (1) Investigative Assistance to Other United States Federal AgencieS e 12-4
123221 (L) AUTNOTILY wotreirenenreerreennessseesessesssesssos s oo sesnsesnsesnsssssasssost 48 1sat iost st st st s oo oo 12-4
123222  (U) Approval REQUIFCIMICALS erreeerreerreenrees s seonsesnsesnsessesssestssstssstisstisssissssssssssostsossssioonss L 20
123223 (U) NOUCC RCGUITCINCILS covvevrerrrerenreenreenrses s nseonsesnsessesnsesssestssstssstisstisssisssssssssostsosssssoonss L 2= 0
123224 (U)Documentation RCQUITCMENLS. ..o conmeonsensesnsesmesssentssstssstisssissssssssssssossossssioses L 20

12323 () Investigative Assistance to State, Local, and Tribal Agencies .. 12-6
123231 () Approval ReQUITCINENLS oo ecereeee e e eens e eeesenesemsseseneseescessemesomessnmsemssenssemsecmssenesemenes L 27 1 1
12.3.2.32 (1) Notice REQUITEIMCILS «..riece et ene e eeeeenesecs e enesecs e emesonessnmsemsenssemsscsenesemenee L 27 1 2
12.3.2.33 (1) Documentation ReQUITCINEIIS .o rece e eneseeecesemescmessememesssessemscssenesemenes L 27 1 2
12.3.2.34  (U) Examples of Expert Assistance in [nvestigations of Non-Federal Crimes...... 12-12

12.3.2.4  (U) Investigative Assistance to FOreign AZencics v, 12- 14

XV

UNCLASSIFIED — EFoR-OHERICHESEONEY



UNCLASSIFIED —FOROFFICHATHSEONEY
Domestic Investigations and Operations Guide

12.3.2.4.1  (U) AUNOTIHCS tvvrvennrnrsnienssnossssssssnmsesssstsssnsssssssmsssssossossssssssen st sostassnmsonssstsssnssonsosssosnssenses & &= 1 %
123242 (U) Approval ReQUIrCMENIS i isississienesessstssstssstssssssesssions 1= 19
12.3.2.4.3  (U) NOUCC REGUITCINENTS coeererreerreeeecrrearsensreerseosesessocsiocssostsosssosssesssesssosssossoessocssoatsosssesnsse L &= 19
123244 (U) Documentation RCQUITCINCHLS i 1 &= 10
123245 (U) Examples ... - cremmererrenrnenn 1 2716
12.4 () Technical Assistance to Other A;:cnucs — Standards, Authorny *md Approval
ROQUITCITICILS vt bbbt abs s o aa s e s b1 St e b RS B R RS b1 12-16

12.42 () Approval RCQUIFCMCHTS ittt ssiosssstsosisonses L 4= 17
12421  (U) Technical Assistance t0 USIC AZCNCICS coccnrnvmmerseonseesessessoessoessonssesssessssonses 1 2= 17

12422 (U) Technical Assistance to Federal, State, Local and Tribal (Domestic) Agencics
Regarding Electronic Surveillance, Equipment, and Facilities oo 12-17

12.4.2.3 (1) Technical Assistance to Federal. State. Local and Tribal (Domestic) Agencies
Involving Equipment or Technologies Other than Electronic Surveillance Equipment12-18

12.4.2.4  (U) Technical Assistance to Foreign Agencies .o cems e seneeeenes 1 2-19

12.42.4.1 (1) Authorities ... U 7
12.42.42 (1) Approval chuuemcnts TSRO 7.l .
124243 (1) Notice REQUITEIMENS ..ottt et et snss s e st ees et e et e st e st eneses L 27 L3
124244  (U) Documentation REQUIFSIMENTS .ot enr e sns e et e et e et e st e st eneres L 27 L3
12.5 (U) Decumentation Requirements for Investigative Assistance to Other Agencies .. 12-20

12.5.1 () Documentation Requirements 110 GENCTaL . ecmmnmenmererererseassesnmensensseossossoesses 2 27 20

12.5.2  (U) Documentation Requirements for Investigative Assistance (including Expert
Assistance) to Other Agencies (Domestic o FOICIER st esr e ens s essenssses L 2= 20

12.5.3  (U) Documentation Requirements for Technical Assistance to Other Agencics
(DOMESHC OF FOICIEN . iiiiiiiriirincneeneersesssessesses oot s ssssastsossisssssnssstssstsosssosssosssosssosssossonsee L A" 2 1

12.6 (U) Dissemination of [nformation to Other Agencics — Documentation Requirements........... 12-21
12.7 () Records Retention RCGQUITCINCILS ...t ssonsssnssssesssssssosssostssstssstsssssssssssssssssosses L 2" 2 &
12.7.1  (U) Serializing the FD-999 for Dissemination of Information . e 12-22
12.7.2  (U) Serializing the FD-999 for Investigative ASSISTNCE e ceiees s eneeneseesseeesecsseesees 1 2= 22
1273 (U) Request fOr FD-989 E X ImDtION o e ceeeiece et e cesemeecneeneeeseseessnessnms et s s e seesseessecs semsees 12-23
12.7.4  (U/FOEE) 343 File Classification - Domestic Police Cooperation Files... . 12-23
12.7.5 (U/ASH0) 163 File Classification — Foreign Police Cooperation Files.. . 12-23

13(U) Extraterritorial ProviSions ......cememenmeaneemsemsemncsnssnssensenmsenmssneesss 1 3= 1

[3.] () DVOIVICW ctttierres st stresrrss st ssness st ssssss st s sasses st st s ss st o sb et et s a 42 0 e E e ba st bbb b s et 13-1
13.2 () PUIPOSE QN SCOPC. o rorrerrenrermrisssssssstssssssstissssesssesssssssssssssssss s sssssssssssssssssssssassssssssstssstssssssssssssssssssasteosts L 3= 1
133 (1) JOINE VENLIIE DIOCITIING oottt e ene s s cems s essessems eassonssmssnmssmnseessams st sms semssenssmnssessamne L 3™ 2
13.4  (U) Legial AECNE PrOZTAIT oot eet e sms st sems e e e e e seas e s et s et s e e 13-2

xvi

UNCLASSIFIED - FOR OFFICTAT USEONEY




UNCLASSIFIED — ESR-GREHAEHSE-ONEY
Domestic Investigations and Operations Guide

14(U) Retention and Sharing of Information......uammmssmmmnmemmenes 14-1

14,1 (U) PUIPOSC QN SCOPC.cirierrerretrenseersearsesesnsessnseststisstsosssesssessessasssosssessoessostssstssssssnsssnssostasssossostsostss L= 1
14.2 (U) The FBI's Records Retention Plan, and DocUmeEntation ... 14=1
14.2.1 () Database or RCCOTUS SYSICIM couuiirierrcrroti s nseonsesnsessesssesssosssostsostsssssosssssssssssssssasssssnssonss 14-1
14.2.2  (U) Records Management Division Disposition Plan and Retention Schedules.................14-2
14.3 (1) INfOUrMEtION SHAITIEZ ooceieee e ees e sems et eemt et st sesssens s e s s e e s se e e semssemssnessnessn L 2= 2
14.3.1 (1) PermiSsive SHUMTE oo cere s censsees et e e e s s reneseessees s et sans ens et snessemssemsnesnn 1 2 2
14.3.2  (U) Required SHariff et me oo e ce s s sens e s nes s emms et secscccenesenene L2423
14.4 (U) [nformation Related to Criminal MAtIers e sssessssssssssssssssssossssssssssssssossssessosses L= 3
14.4.1 () Coordinating With PrOSCCULOIS. .o rerriesiersoessonssemssesnsessaosssessoessoessoassosssessessessseossoosse L =3
14.4.2  (U) Criminal Matters Outside FBL JUrSQICHON vt srssssisstssssisstssssssstsssnssstssenss L= 3
1443  (U) Reporting Criminal Activity of an FBI Employee or CHS e 144
14.5 (1) Information Related to National Security and Foreign Intelligence Matters.oeoeceeneceee. 14-4
14.5.1 (1) Department ©F JISTICE oo eeeiece e e eessems e cecerems s cenesemsses ceneseessesemnsseessemsecsenssemsenmsensseceee L= &
14.5.2 () The WHILE HOUSC sttt stssss i st sees et sesn et sssstsstsssstsstassstsstassstsstassstsstassntsstassatsstasenss L 4 3
14.5.2.1 () Reguests sent through NSC oF HSC .. iinienesesnssssessssssesssosssossosssenss 14-6
14.5.2.2 () Approval by the ATOINCY GCNCTAL ettt s reses et et sesssecsississsonts 14-6
14.5.2.3 (U) Information Suitable for DIisSCmination ... 1 40
14524 (1) Notification of CoOmmURICATONS ..o e e ecemt e ceeems e seee e eenseeme e ensecne e L O
14.5.2.5 (1) Dissemination of Information relating to Background Investigations ... 14-7
14.6 (1) Special Statutory RCQUITCINEILS ..o cveererieermrreenrsesmsesissississsisssssssssmssstssstssstssstsossesssssossossesionss L= 7
14.7 (U) Threat To Lite - Dissemination Of [NTOrmation.... e 1 4= 8
14.7.2  (U/FSUOT Information Reeeived through FISA Surveillance . 14-8

14.7.3 (1)) Disscmination of Information Concerning Threats against [ntended Victims

14.7.3.1 () Warning to the Intended VICHm (PErson) s 149

14.7.3.1.1  (U) Expeditious Warnings to Identifiable Intended VICHMS v 14-9
14.7.3.1.2 (U) Warnings When Intended Victim is in Custody or 18 a ProtecteC v, 14-10
14.7.3.2 () Notification to Law Enforcement Agencies That Have Investigative Jurisdiction14-10
14.73.2.1 () Expeditions NOUICAtION.c. v ieecrceieee e vemammesemcse e asesemscmre s e s snss sns s s s 14-10
14.7.3.22 () Exceptions 10 NOUHICAION oo s s 14-11
147323  Means, Manner, and Documentation of NOtHICRION. oo 14-11
14.7.4  (U/AOH67 Disscmination of [nformation Concerning Threats. Possible Violence or

Demonstrations Against Forcign Establishments or Officials in the United States..v.. 14-11

xvii

UNCLASSIFIED — £SR-SRRCIAEESE-OMNEY



14.7.5

UNCLASSIFIED - FOR OFRICTAEHSE-OMN Y
Domestic Investigations and Operations Guide

(U) Dissemination of Information Concerning Threats against the President and Other

4-11

15(U) Intelligence Analysis and Planning ... sssscmesssscsscsssscnesess 15-1

L T R O Tt TP
152 (1) PUIPOSC BT SOOPC. et et e eeerece e e ieee e eceeees s emes rens s e et s e et st e e et s nssems e on

15.2.1
15.2.2
15.23

15.3  (U) Civil LIDErties a0 PrIVECY oo reiece e eme e e cenesecs e s sees e eces sesssemsems sens s e et sens e st et s

(1) FUNCUONS ATNOTIZEA oo ceeseeet et emescessems sessseassems nms nms es et smnt st emnseems sems semssnassamssn
(U) Integration of INtCIIZENCe ACTIVILICS .o seonsessesnsesssesnsesmsentsostssstssstissssossas siss

(U) Analysis and Planning Not Requiring the Opening of an Assessment (See DIOG

15.5 (U) Intelligence Analysis and Planning — Requiring 2 Type 4 ASSCSSIMETE. e v cece e ece e enssemsnenes

15.6 (U) Authorized Activities in Intelligence Analysis and Planning .o

15.6.1
15.6.1.1
156.1.2
15.6.1.3

15.6.1.4 (1)) INEIIIZCIICE SYSLEIMS coreerrirce e e ccm e et eesees et sems e e s cene e s et st e et et s s s

15.6.1.5

() Strategic INtellIZence ANALYSIS. i oo sessesnsesssesnsess st ssstssstisst st sisesass
() DOMAIn Man@@eIMChl e ieee oottt asssssrsesssesssssssostsosssosssosssoss iostsestisssossess s ssnss
() Written [nLelligence PrOQUCTS. it sesssosssesssesssestsstissisossess s issnss
(1)) United States Person (USPER Y InfOrmatiom e ettt ent e enr e et eeeiens

(U) Geospatial Intelligence (GEQINT} ...

.15-2
.15-2

15-2
15-3
15-3
15-3
15-3
15-4
15-4

.15-5
..15-5

16{U) Undisclosed Participation (UDP) 16-1

LO.1 (L) DDVOIVITW cirtteriestiessississtsestssses oot ssstsostsosssssnsssnsssn oot bo st et 1ot a0 04 s0sssssse 50 5t v e b8 088 4110414408000 RS B1 SR vt B0t o0t soct e

16.1.1
16.1.2
16.1.3
16.1.4
16.1.5

() Authoritics ...
(L) MITIZALION OF RISK ceieir ettt st sesseen et sesssessssos st sttt se s s ssseos s st e st st
(L) Sensitive UDP defINCUu sttt st st sstsstassstestasssssstassntsstassssostsessrsarse
(1) Non-sensitive UDP GefIned .ot eet s e e sas e et eemssnms ens e s

16.2 (1) Purpose, Scope. and DefinitIons . e cess et snes e e e s sene et eees s s e e oo seneon

16.2.1

16.2.2

1623
16.2.3.1
16.23.2
16.2.3.3
16.2.3.4
16235

(L) OTEANIZHLION. ctve s rvsivsnssssisssssssrss st st soatsost 11480 0 8RS b4 41 451 4 1488 4E B4R b 1RS48
() Legitimate OrganiZation v s s oot sssessesnsest st ssstssstioss st sisesass
(L) PAITICIPATION otte s rvsissnsssnsssssssssm st st s st st ot ssse st s s b e 44 451 e 48R E s E b 1R 010
(L) Undisclosed PartiCIPalion . s et sese et e et e et e s e st e et e ecseemesmeee
(U/FEH0) Influencing the Activities of the Organization. ... cssecssecse s
(U/edgerintluencing the exercise of First Amendment rights e csecssicec s
(1) Appropriate OFTICTAL ..ot e s sees s s s

(u Undisclosed PartiCIPALION ..o sesssesseessentsossssssosss

xvii

UNCLASSIFIED - FOROFFICTAETSEONEY

. 16-1

16-1
16-2

16-2

16-2
16-2
16-2
16-2
16-3
16-4
16-4
16-4
16-4

.16-4

b7E



UNCLASSIFIED - FOROFRCIATTSEONEY
Domestic Investigations and Operations Guide
16.2.3.6 (1) Alrcady a Member of the Organization or a Participant in its ACtivitics . 16-5
16.3 (1) Requirements fOr APPIOVAL e ssssstsecres s eesseos s s ssonsessesssessesssessasssssssosssosssssssosses 16-5
16.3.1 () General ReGUITCICIS i vcereeicrreniencsstsosscnseensemmsesesssasossoessessecsseassecsesssessrsonssesssasseasossss LD
16.3.1.1 (1) UNACrCOVEr ACHVIEY oot ceer e et setenscems o et sems e st e e e sens e smns st snmsnssnssnmsneesne e LB~

16.3.1.2 (1) COnCUTENt APPTOVAL et cereeet e o ceer oo cens e sees st sees e e st e e et snms e e 16-6
16.3.1.3  (U) Delegation and "ACHNE " STALUS weeoeceerueercmremsrer e s seaseecs s st sens e s st sens s s e snsson 16-6
16.3.1.4 (1)) Specific Requirements for Generzl Undisclosed Participation (Non-sensitive
UD P trsritnetveasiessesississssisstseessess sesssass i s esis st 104304488048 1008 300830083000 1 RE SRR SR RL SR RC o e e RSBt 16-6
16.3.0.4.1 _(U/FeHo)|
.16-6
163.1.42 _(UArOuoy
16-7
16.3.1.5  (U) Specitic Reguirements tor Sensitive Undisclosed Participation (Sensitive UDP)..16-7
16.3.1.5.1 (U/rebHe| |
163,152 (WUWmrewesy 16-8
16.3.1.53  (U/FOHO) — |
......... 16-8
16.4 (1) Supervisory Approval NOt RCQUITC i 16-8
16.5 (U) Standards for Review and APProval.. et ossossoessoessosssessesnse 16-9
16.6 (U) Requests for Approval of Undisclosed ParticIpation ... o ecoveeoieeecere e e 16-10
TO.7 (1) DILIEATIOMN cortieeereere e e e ceee e eeeseas e s seeseess anesess e eassseesse s e seessems o sass s o et 1ot rens s s ns e s o 16-11
16.8 (U/POH63 Sensitive Operations Review Committee (SORC) i 16-11

16.8.1  (U/FOHE SORC NOUTICAUON cvcvtverrecircsresssinesiicssosnsecssonssisseassisessseossesssosssmsnsossssonsossoossionses 107 11
16.8.2  (U/FOBE) SORC ROVICW crcrcerrenrreerremnesiset st st iessnon st seosseosesnsesnsesnsesnsosssestsosssosses 2 07 11
16.¢  (U) FBIHQ Approval Process of UDP RCQUESIS. oo 10-11
1651 (U) Submitting the UDP request to FBIHQ v 16-11

1692 (Uirewe] ]
1693  (UFOHe |

16-12

1654 (UAFSHS3 Procedures for approving emergency UDP requests that otherwise require
FBIHQ @PPIOVAL i i sssss st v vossssssssssssss sttt st ssssssesssos 16-14
16,10 (U) UDP EXAIMPLES wovvirieiireriinieanesmmetiosioenostiostsesionisssssstss sasss st st ssssssbosssssasstss sabsssssssss st sssssssssssssssoossos 16-14

17(U) Otherwise Illegal Activity (OIA) .cmmmmmnnnammmmamaemomn: 17-1

I7. 1 {U) OVEIVICTY corrireeiienmesiennessie s s ontssnsssnssss st st sost st sesssossaos 135450 4400018144 S BSRE S R B SRS R b bR bbbt 17-1

X1X

UNCLASSIFIED - FOR-BFHCHATEESEONEY

b7E

b7E

b7E

B7E



UNCLASSIFIED - FOR OFFICTAL USEONLY
Domestic Investigations and Operations Guide

[7.2 (L) PUIPOSC AN SCOPC. ittt et srssssssesssssssos s isessecssesssesssesssessssosseessoessoctsosssosssesssoms oot st oessecssoctsesssosans 17-1
17.3  (U/ASHE) Application. i L17-1
[7.4  (UU) LCEAL AULROTILY weocvriereeerieetiect ettt smsessssessssn s esssessecssesssesssessssssssossees soassoctsoussosssesssoms sos oot essectsestsesssasnns 17-1

17.5.1
17.5.2
17.5.3
17.5.4
17.5.5

17.5 (UTPOHEY Standards and Approval Requirements for OTA e 1721
(U) General Approval RCGUITCIMEIITS i v e ece oo ecrecscmseeessems e ceessecs e s cens e s sesssams s rens e 17-1
(U) OIA in an UnderCOVer ACHVITY .. eeuseeessecs s ccmsincsissins s semsceessess e eecssesseseoes .17-2
(U/AFEY0) Ficld Office Review and Approval of OlA for an FBI Agent or Employee....17-2
(U/HSHa) OlA by a Confidential Human Source {CHS) Approval ..o 17-3
(U/Aaay OIA Related tol |
Investigations.... -.17-3

17.5.5.1

(U/AeH6) Procedures on Requests and Approval for OIA Related t():l

[ IS— w17-4

17.6 (UAFSYE) Documentation of Requests to Engage in OIA by an FBI Agent or Employce.......17-4
17.7 (U/POB6 Standards for Review and Approval 0f OIA e 17-5
[7.8 (L) OIA NOU QULNOIZCU o ivireiiiirnirernernsssssesasrrenmsssss st ssstessssssrssssssesses sessssssos oot sssnssessestassnsssnsssssssnsssssesssosans 17-5
17.9  Approval and Documentation of Emergency OTA ..o sens e e s 17-5
17.10 Other Governmental Approvals ... ..17-6
18(U) Investigative Methods . mmssirmemmmsmmssascsrmmsssresssssssessssnsssmssssssssesessssmsssrsess 18-1
TRLT () DVOIVICW oot reeemee e emet e cene st stssass sacssemsseas ees sanssems sees sans semssemsseessensse e iams ent ot sams et sems smas smssmnssemesmmnen 18-1
18.1.1 (1) Investigative Methods Listed by Sub-Scction NUmMBCT .. nninnenenecneesessessnnes 18-1
18.1.2 (1) Investigative Methods Listed by Name (Alphabetized ). s 18-2
I8.1.3 (1) GONCTAL DVCIVICW coirrevirirrnisesssrssssssesisstessrssssssstssssssstsstissmsssnssssssssssss sas st sssssssssstssssssstsstsssasssstsssas 18-3
18.1.4  (U) Conducting investigative activity i another field office’™s AOR e 18-3

18.2 (1) Least INIrUSTVE MEROM ettt et vemv e ee e vems s e snes ees s e mms e see snmnen
18.3  (U1) Particular INvestigative MEROAS et et et e et e e

18.3.1

(U) Use of Criminal Investigative Mecthods in National Security Investigations .....ocoee.c

18.4 (1) Information or Evidence Obtained in Assessments and Predicated Investigations ...

18.5.1
18.5.1.1
18.5.1.2

18.5 (U) Authorized Investigative Mcthods in ASSCSSIMICIS. i L 87
(U) Investigative Mcthod: Public Information {"Publicly Available Information™)............. 18-6

() S Ol et eet et tecieet ettt ene e ettt e e e et 8 2ot s ms s 2 e e e L8 R e e et e 18-6

(L) A DD IR ON . e ettt tees oo et et secs e e sees e o et £ £mnt secs s et et e e et s et s 18-7

(U) Approval .. .18-7

18.5.1.3
18.5.1

18.5.1.4
18.5.2

3.1

(U/AFeY9e) Spcc1al Rules: “Special Rule for Religious Serviees™ and “Special
Rule for Other Sensitive OrganiZations . rmemmrmesmesmsesmosssesssosssosssssssesssesssossss

() Investigative Method: Records or [nformation — FBI and Department of Justice

XX

UNCLASSIFIED - EGR-GEEICIAL-USE-OMNLY

18-7
18-7

18-8

b7E

b7E



18.5.2.1
18.5.2.2
18.5.2.3
18.5.2.4
18.5.2.5
18.5.3

UNCLASSIFIED - FOROFFCIAETHSEONEY
Domestic Investigations and Operations Guide
(L) S0P treetierreer e erees ittt et es et soat st e o et b 84S 4AE0 E1 o 0 b8 8 8 Se Rt RS 18-8
(L) AP PIICALION ittt sttt st s s oot st st asseas s bR SRR SRR R £ 08 18-8
(L) APPIOVAL it st s s oot st st E s st ERSRERSRERS R E08 18-8
(1) Pattern-Based Data MININE o e eerieessess et e ses e smee s ensseessees et semsseassessmnses L 5~ O
QO RO LTI BT T 6551 18] 031 PO TSRO | o S

(U) Investigative Method: Records or Information — Other Federal, State, Local, Tribal,

Or Foreign GOVEITMCNL AZCTCY vttt it secs oot sosssos s os et astissnissss st 18-10

18.53.1
18.53.2
18.5.3.3
18.5.3.4
18.5.4
18541
18.54.2
18.54.3
18.54.4
18.5.5
18.5.5.1
18.5.5.2
18.5.5.3
18.5.5.4

18.5.5.5

(L) S0P ittt et reanees sttt et s soet st sess e e et ot et Soak S AR A b4 08 Sk St s st bR 18-10
(L) A PP ICALION citvsirirsssnss sttt sttt o 08 8t aE s st RS RR SRR R bR b1 45 18-10
(L) APPTOVAL oo et e oo s s e et s e s s e s s et e 18-10
(L) USe/ TH S8 TN T O M e errceruensseseenssessens sesenssessens e sans e snnssms snms st smmssms s s snmssms snmssmssecssmnssen. L0~ 1 1

(U) Investigative Method: On-Line Services and ReSOUrCes .o vececsessececececemnene 18-12

(L) S0P e rerreerreerresess st ss st soassesssese oot st s e o o4 1588 R R et et e S A S 108 18-12
(L) ADPLICATION oottt erreen s seerseassesssesssess o oot soessoatsesssesssesssass ot ot soassoatsenssestbosntsssbassbns 18-12
(L) ADPIOVAL ettt s rees s seer st semssesssess s et oot st soatsess st sess o ot oot et soatsent srarbss AL AL RS 18-12
(L) U0/ DISSCIMINAIION v v st v ssrser s st essrsssrssstsssrsssstsstsssasssn sssestsssrssasssstsssssssrssssosmmssnrsonses L 97 1 &

(U) Investigative Method: CHS Use and Recrtitment. e oot sereceeeeesemnemee 1 8-13

TR O 18-13
QI w30 T2 T PP 18-13

(Um’ﬂﬂ'e') Applicability of the Mlxpld(,ed Confidence Doctrine during CHS Online
A W Ty ettt e ee e ect e cece e eet s e oo e s e o8 s et s et et e e et e 18-15

(1) USE/ D IS8 e T T O e et oot et ceee et e et e st e et e et en s et se et e et e santenm st enmssmnsennnses & = 1O

18.5.6 () Investigative Method: Interview or Request Information from the Public or Private

18.56.1
18.5.6.2
18.5.6.3
18.5.6.4

18.5.6.4.1

() S 0D it bbb SRR R RS SRR bR 006 18-17
(L) A PP ICALION ittt s b bbb st RS S s b s b 000 18-18
(L) VO UTIEAIITICSS . cert e ensceasecsseessems e rene e e ne et e e saes e e ens s e ns s e ntsnessessmnemnsen L 3= 1 O
(L) Approval / ProCeAUITS w e ees e cecssens e e cemssecs s e semsseessses s semsennssens s e semsseceons 1 9= 19

(1) Domestic Custodial Interviews e veceeee. ST & - S &

18.5.6.42 (U/FOBOrMirands Warnings for Suxpcc.tx in Cuxt()dy OVErseas. e cnveenseees 18-22
18.5.6.4.3 (U) Constitutional Rights to Silence and Counscl under Miranda....on 18-23
18.5.6.44 (U) Sixth Amendment Right to Counscl s, 18-24

185645

(U) Contact with Represented Persons... retr s 1O 24

18.5.6.4.6 (U) Mcmbers of the United States Congrcss and their Staffs.. e 18-24

18.5.6.4.7
18.5.6.4.8

(1)) WHite HOUSE PErSOTIICL.. oot oecert et est e eet e ent e et e et e et e et s et et et e 18-25
(1) Members of the News Medit e ent e ens e ess e s e et eee et eesso 18-25

xxi

UNCLASSIFIED - FOR-OFHCIAEESESMNEY-



UNCLASSIFIED — FoR-OSHETAEHSEONEY
Domestic Investigations and Operations Guide

18.5.6.4.9 (U) During an Assessment - Requesting Information without Revealing FBI
Atfiliation or the True Purposc of 8 REQUESL i 18- 20

18.5.6.4.10 (1) Consultation and DiISCUSSTON o ieereeesemesssemssssessssssessssvssems sanssnas sansseassanssmas snsnn 18-28
18.5.6.4.11 (U) Examples .... OO USRS | - £ o |

18.5.6.4.12 (U/FOYO) Predicated [nvcm;:atlon% chucstm;: Information without
Revealing FBI Affiliation or the True Purpose of a Request oo 18-31

18.5.6.4.13 () INterviews OF JUVENILCS e ssssssssssessessisenssesissssssssessssessessssessesnss 4 83 1
18.5.6.4.14 (U Interviews of JUVENILCS ATICT ATTCS Tt sessssesiennes L O 32
1R.5.6.4.15 (1) DOCUMEINTATION «.ecoee e cemsemee et semsemessemsmes semsmes semsmessemsmessemssmessemsrmessemsnmesenn 1 733
18.5.6.4.16 (L) USC OF the FDeB02 ettt e e cenv e veesoees e s ees s e s s e e s s 18-34
18.5.6.4.17 (1) Electronic Recording of INIEIVIEWS oo et s seneenssnesenneene L 8- 30
18.5.6.4.18 (U) Interviews Relating to Closed FIes e eesenseeennne 1847
18.5.6.4.19 (U) FBIHQ Operational Division ReqUINCINENTS i vreere e e ceneeeneenesneesecenes 1 8-47
18.5.6.5  (U) Use/DISSCMINATION 1 evivtirinser st nsssnsessiesnmssstesissssssntsosssssesssssnssstsssssssssssssssssetsssssssessssssssestens L34 7

[8.5.6.6 (U/ASHEN Overscas INLCIVICWS i sesisssmssrnsssnsssmsensssnsssisstsssssnssonsssesssnssnss 2947

18.5.6.6.1 (U/AEHO) Interviews Outside the United States.... eererserntstnrentstsssntsstessntestesentes L @747
18.5.6.6.2 (U/ASHEN Miranda Warnings for Persons in Cust()dy Overseus.. eeeeeeeneenecenes 1 8-4:8

18.5.7 (1) Investigative Method: Information Voluntarily Provided by Govcmmcntal or

IB.5.7.1 (1) SCOPCitronmneameameasiecinneasieetionsecnest oot oo sast sost sostssot sessecs sest et s oot sosttoesbeen sesssesssoassos ronsesnos 18-49
18.5.7.2  (IU) ADPLICALION citrvcsronn s bt ssst bt s basts st b sbss sk o s et st s 18-45
18.5.7.3 () APPIOVAL i b s a e s b b b b et 18-49
18.5.7.4 (1) USE/DISSCINIMETION  cottiectcems et ecesieneseneseesseessecssems e ems ceneene s sees et s e snssamssenssenssnnssenssnmsnen. L 3= FF
18.5.8  (U) Investigative Method: Physical Surveillance (not requiring a court order) ... 18-50
LT T B ) T o T SO 18-50
LT T Q0 TN o o= 1o ) OO 18-51
18.5.8.3 () APPIOVAL covvirvisienireesrisansecsimosiinseaness st iosssostsossssos sossosssost st ossosssost sossbaoswonsoss sossiooseonsessses 18-51

18.58.3.1  (U/ABH&) Standards for Opening or Approving Physical Surveillance During
QI ASSESSITICTI o ees et ems et sems e sems e sems e sems e s s s s s s s s s s e s s s s ans s st s 18-51

18.5.8.3.2 (U//T"G'Ue'j |f01‘ ASSCESITICTILS oo e ceme et seeeseeeceeeeneeensees L3 1 b7E

18.58.33 (U/FEUHO)
........................................................................................................................................ 18-52

185834 (U)| S, 18-52
18.5.8.4 (1) Other Physical SUrveillance. i s seeeoersosssesssosses 18-54
18.5.8.5 (U) Maintain a “Surveillance Log™ during Physical Surveillance .. 18-54
18.5.8.6 (1) USC/DISSCIMIMATION. teeiectrere et ees e entcessseessenseems et s s et et st s et e s s et s e seeen 18-54

18.59 () Investigative Mcthod: Grand Jury Subpoenas - to providers of clectronic
communication services or remate computing services for subscriber or customer
information (only In Type 1 & 2 ASSCSSMCNIS i s sossses 18-55

TB.5.0.T (1) S0P tretret et et eceemcemscemre e s o o e e e e sems s 24254 se5s st sens e e et e s e e 18-55

xx1i

UNCLASSIFIED — EQR-OERICIAL-USE-OMNLY



18.55.2
18.55.3

UNCLASSIFIED —EoR-OEHASEOMY
Domestic Investigations and Operations Guide

() ADPLICAUION vt siseessssnssan sttt ansost s bs s sssss b e bs s bbb bbb Sttt 18-55
(L) APPIOVAL it s b S s a0 18-55

1855631 (U)Members of the News Medi....cvnnannsennn, 18-55

18.55.4

18.5.8.5
18.6 (U) Aut

(U) Grand Jury Subpoenas to Providers of Electronic Communication Services or
Remote Computing Services for subscriber or Customer Information (ECPA 18

() Restrictions on Usc and DISSCMINATION e ienseesseesseessenssesssessesssecsies 18-56

horized Investigative Mcthods in Preliminary [nvestigations ... 18-58

18.6.1 (1) Investigative Method: Consensual Monitoring of Communications, including

P FaTetux 0 3es [P @A) 1cVoe) BDeELora [4) ) SOUN NSRS [ o o123

LELE. 1.1 (1) SUIMIMIAIY correerreerreerreasseerssstsoatsoss i sssstss st bs s o s s 4544414181488 48 18RO R R b e e 100 18-59
I8.6.1.2 () ADPIICAUION civireenrnirisis it st s bs bbb b s b e s bbb bbb 1 be 18-59
18.6.1.3  (U) Legal AULNOTILY. o it iss st s ssssss st sabssssssssssss sises 18-59
18.6.1.4 (1) Definition of [nvestigative MethOd i 18-59
18.6.1.5 (1) Standards and Approval Requirements for Consensual Monitoring ................... 18-60
18.6.1.5.1 (1) General Approval ReqUIremMents ..o secs e e s ee £ 900
18.6.1.6 (1) Consensual Monitoring Situations Requiring Additional Approval.. e 18-63
18.6.1.6.1 (U) Party Located Owtside the United SIates .o, 18-63
18.6.1.6.2 (U) Consent of More than One Party Required for Consensual Monitoring........ 18-64
18.6.1.6.3 (U) Sensitive Monitoring CirCUMSIADNC s osissnes 18-64
18.6.1.7  (U) DUration of APProvalu i oo i s s 18-85
18.6.1.8 (1) SPCCIIC PrOCEALIES ... .ouriemeeeeeere e eemsceeeeee e e censsees st semssees s s semssnessess s cnessenssssenseen & O~ 0D
18.6.1.8.1 (1)) Documenting Consent to MoRitor/RECOrd. . e e s ceenns 18-66

18.6.1.8.2 () Documenting APProval . e e scsee e e eemssnmssnnssnnssnnsone 1 8- 60
18.6.1.8.3 (1) Retention of Consensually Monitored Communications . .....o.conneeee. 18-66
18.6.1.84  (U) Multiple COMMURICATIONS wvvvirireenrvimmssionssosmsmrnsossmosmnenestsresssss s 1007

18.6.1.8.5 (U) [nvestigation Specitic APProvalu o e 18-67
18.6.1.9 (U} Compliance and MoTEIOTIIG oo s ise: 18-67
18.6.1.10 (U} Evidence HUndling ... s s s s s e 18-67

18.6.2 (1) Investigative Method: Intercepting the Communications of @ Computer Trespasser 18-68
TBUB.Z.T (1) SIUMITHIIY cotert et e ne e e cems s s e e ms et s s e e e e e e e e s e e s semn e 18-68
TB.E.2.2 (1)) A DD I CHIION e cert et et cene s e e e e e eecs s sees s e e e e e e e e s e e e cemssems e 18-68
TB.E.2.3 (L) Lol ALITROUTEY rioerieereireine s o cems e e e eemsseceseesseesseesseeeseee e e e e e e e e cemssnms e 18-68
18.6.2.4 (U) Detinition of the Communications of @ Computer TrCSPaSSCr v 18-68
18.6.2.5 (UMD Use and Approval Requirements for Intercepting the Communications

Lo 1T O] 11N i ol I Ty 1 K PPN TSP O 18-70
18.6.2.5.1 () General Approval REQUITCINEHES coev.urrecerems e iees e cesscenssecsinecomscemsseessnessmmssesssnsssmmssaneoes £ 8= 7 O

xx11

UNCLASSIFIED - FOR OFFICIAE TSEONEY



UNCLASSIFIED —FoR-OFHEAEHSEONTY
Domestic Investigations and Operations Guide

18.6.2.6  {U} Duration of Approvad for Intercepting the Communications of a Computer
TTESPHUSSET corrrrssrns sttt st seassoassesssesssesssas oot soes et soatsesssesssessusssmestosssestiostsossesniss 197 7 1

18.6.2.7 {U} Specific Procedures far Intercepting the Comnunications of a Computer

18.6.2.7.1 (U) Decumenting Authorization 10 INICrCePla.. e ssissios 18-72
18.6.2.7.2  (U) Acquiring Only the Trespasser COMMUNRICAIONS. v rrreerseersesmssissessenssione 1877 2
18.6.2.7.3 (U) Reviewing the Accuracy of the Interceplion.... o 18-73
18.6.2.74 (U) Reviewing the Relevancy of the INterception.... o, 18-73
18.6.2.7.5 (U) Duration of Approval.... ettt e et et et et en e s ot st sttt snnses 1O 7
18.6.2.76 (UHELSUR Requuemcntx SO TEOOTTURON < &
18.6.2.7.7 (1) Investigation Specific Appz 3 03171 Y TR 18-74
18.6.2.8  {U} Complictnee endd MORITOTIRG oottt cene s s s ans et st st e e e e 18-74
18.6.2.9  {U)} Evidence HUuntling .ot snnsens e 18-74
18.6.3 (UAOUO) Investigative Method] (Closed-Circuit b7E
Television/Video Surveillance, Direction Finders. and Other Moenitoring Devices.......... 18-75
L0 TR B 0 T 4 o 2SO 18-75
TB.6.3. 2 (1)) A PP Il OM it cesttemecesesent et e et o e e et et e e e e s s et e b e et et e 18-75
T8.6.3.3 (1) Lega] AL O Y oo cece et et e et s enecee st e s et s st s e s e et e e 18-75
18.6.3.4 () Definition of [nvestigative Method . mmmonimnosmomemoses 18-75
18.6.3.5 (UABYE) Standards for Use and Approval Reguirements for Investigative Method18-76
18.6.3.6 () Duration of APProval.... i s s s s sostios 18-76

18.6.3.7 (L) SPCCHIC PrOCCUUITS e errecrierseerseassemssessesseosssessoessoessoassemssesssessasossoessoessoessonssesssssnsssnse 137 0
18.6.3.8 (U) CCTV/Video Surveillance where there is a Reasonable Expectation of Privacy

in the area to he viewed or for the installation of the equipment.... e 18-77
18.63.8.1 () Warrant or Court Order .. cervemssenressssstesenees 187 7

18.6.3.8.2 (U/FBH6F Required Consultation with Technical Advisor (TA) or Te(,hmc.dlly
Trained Agent {TTA}.... U I < A

18.6.3.9 (1) Evidence HAnAIE o s enecees et seme e e st s s st e enms e st e s e snes e 18-78

18.6.3.10 (U::l .............................................................................................................................. 18-78 b7E

18.6.3.11 (U)CCTV/Video Surveillance Equipment — Types, Availability, Repair And
18.6.3.11.1 (U) EQUIPMENL TYPCS i ssisssssssnsose 187 8

18.6.3.11.2 (1) Equipment Availability . e st e e e e e e 18-79
18.6.3.11.3 (1) EQUIPIMEIE RPN corrrtiert et e e e s cens et et eems e e s s s sees et s e st e s e sees e 18-79
18.6.3.11.4 (1) EQUipmMent DISPOSAL e cemtemss s et s e e e e e 18-79
18.6.3.12 (1) Compliance and MOnIOUTIE e ieessees e cecess o e ssssceessenssens e e st s s s seesee 18-79

18.6.4 (U) Investigative Mecthod: Administrative Subpocnas (compulsory process) ..., 18-80
18.64.1 (U) Overview of CompulSory ProCess v 18-80
[8.6.4.2 (L) ADPIICALIO N vverreurirusesssressreessosssosssossssessesssossson reosseonsess 44115414118 148 1048104810080 1 et et st st s srsnnns 18-80

XX1v

UNCLASSIFIED - FOROFHCTAETSE-ONEY—



UNCLASSIFIED —FoR-OrHACHATHSEONREY
Domestic Investigations and Operations Guide

18.6.4.3  (U) AdMINISIAIVE SUBPOCHIAS wvvverrrvrerirssemsisesiemssosssmsnsossisssosssosssisnsossssonsesssosssionsostsossostsosmonses £ 87 S0
18.6.4.3. 1 (L) SUITIMATY woorerrreerreerseerseesseesseesettstsssttsst st it oo tsotssssiosstost oot oot sostiost sostiosssessssssbsssbessss sabes 18-80
18.6.4.3.2 () Legal Authority and Delegation i 18-81
18.6.4.3.3 (1) APProval REGUIFEINETIIS .cu.cuuieusremseemseemseeesseessnesseessessenssansnesanssans s semssesseeasecsssemscemsrenroes L OO0
18.6.4.3.4  (U) Limitations on Use of Administrative Subpoenas. .....c..cccocccnsceinnesinnsconenn. 18-84
18.6.4.3.5 (1) Compliance/MONIOUINE. o e e eneieneseetseescemscemsees o cenecenscess st eess e seas mssenen 18-87
18.6.5 () Investigative Method: Grand Jury Subpoenas (compulsory process). . 18-90
18.6.5.1  Overview of CompUISOrY PrOCCSS v mmeniesesrsossiessesssossssossiossesssosssionsosssessosssonssnnses 4 8730

18.6.5.2 (L) APPIICAUION citeerreerrrirrearearseessesssesseessmesssstbsst st ot s seottsest0ss oss 008 4008 00810811 RS R RR R8s s b 000 18-90
18.6.5.3  (U) Legal AUNOIICS oo sieenssssssssissnsessisessesssosssasnsossisessosssosssssnsossssossesssosssesnsosssocssosssosssissss 18730
[B.0.5.4 (1) SCODCu et cereet s ss st st sess et es st bsst ot ot 3 4 40 001 558 0384008400808 RR RS ES s bs 015 18-91

18.6.5.4.1  (U) Scope of FGI Policy on Administrative Personmnel .. e coeeccseesceceienees 18-91
18.6.5.5 (1) Approval REGUITEINETILS ..o ieerieasiemsremseemseemeseceseesseesseessesesens s s s sons s ses e semscemscecscee & O~ 3 8
18.6.5.6  (11) DUration Of ADPrOVAL et ce e ent oo ent oo cene e ses et sens e e 18-92
18.6.5.7 Members 0F the NEeWs MEAIa oo eceeeeeeme et et e ies s ensienrenssnnesems e e sess s sne st eensennees 1O~ 9 2
18.6.5.8 () Notice and Reporting RCQUITCINCIS v onrsivsnivsimmimsmssstssstsostiossissssosssesssonsssssessses 18-92
18.6.5.9 () Definition of Matters Occurring Before the Grand JUry ... 18-92

18.6.5.9.1 (U) Examples of Matters Occurring Before the Grand JUKY e 18-92

18.6.5.9.2 (1) Federal Grand Jury Physical Evidence and Statements of Witnesses...............18-93
18.6.5.93 (U) Decuments Created Indcpcndcnt of Grand Jury but Obtained by Grand Jury

Subpocnar... .. . ..18-94
18.6.594 (U/&GH@} Data Extracted trom Rccords Obtdll]t.d b) Grand Jury Subpocna .18-94
18.6.5. 10 () RCSIICUHONS 0N DISCLOSUIT covevrreronreaneiniesienmmrnies et iostsesmeosieatiecseos et soasssssisossootsss 18-94
18.6.5.11 (U) Disclosurcs by the Government Requiring the Court™s Permission...emn. 18-95
18.6.5.11.1 (U) Disclosurcs by the Government Not Requiring the Court’s Permission............ 18-95
18.6.5.11.2 (U) Rule 6(c) Exceptions Permitting Disclosure of FGJ Material ..o 18-96
18.6.5.11.3 (U) RuIc 6((:)('5)((1) Disclosure Exception for Intelligence or National Security
18.6.5.11.4 (U) FBI's Conduit Rulc... OO OU OO PO O UROTUUTURRROUPTOUOUTOOR £ - S0 214

18.6.5.11.5 (U) Other Statutory Disclosure Restrictions Not ATTected. oo, 18-97
18.6.5.11.6 (U) Rule 6(c)d) Receiving Official Rules and Restrictions.....evcrenronenean. 18-97
TR.6.5.11.7 (L) VIOLATIONIS cerert et et ces st e et et et et s st et s et s et s sentenms st snm st ennssee & O B
1R.6.5.12 (1) LIMItAtIOn OF USC et ceesece e ecs e ems e cems s st ecs s s e s sens s e s semssms s & O~ 3D

18.6.5.13 (UAFOHO) Marking, Physical Storage. and Mailing of Grand Jury Material.......... 18-100
18.6.5.13.1 (U/FoYER Physical Storage of FGJ Material .. mmeeesneenmsosssonseos 18-101
18.6.5.13.2 (U/AEH63 Electronic Storage of FGJ Material. o eeeeeenmosssonses 18-102

18.6.5.13.3 (U/HAE83 Handling and Storage of FGJ Material after the Closure of a Case. 18-103

18.6.5.13.4 (U/FOTOT Deletion of Electronically Stored Material Identified as Matters
Occurring Before the Grand JUury e e 18-103

XXV

UNCLASSIFIED — KFOR-GHRRIICHA-HSE-OMNEY



UNCLASSIFIED —“FOROFFICIAC USEONLY
Domestic Investigations and Operations Guide

18.6.5.13.5 (U/A6H6¥ FGJ Material Containing Classified or Other Sensitive Information:18-104
18.6.5.14 (U) Requests for FGJ subpocnas in Fugitive [nvestigations o meeerenene. 18-104
18.6.5.15 () FGJ OVOIrPIOQUCLION .ccoreerreirre sttt seesseesssesseos s ssss o seosesssssnsssnsssssosmssstasstssstsssssssons 18-105
18.6.5.16 (1) FGJ Material Compliance and MOMIOIINE ..o ene e e 18-105

18.6.6  (U) Investigative Method: National Security Letter (Compulsory Process) .o 18-106
18.6.6.1  (U) Overview of Compulsory Process e cere s e sessessseenness 1 8- 106

TB.6.6.2 (L) AP I CaION e ceeerece e ec e eemscems s ecs e s s s e e e s e 18-106
18.6.6.3  (U) National ScCurity LCUCIS s 1 97 100
18.6.6.3.1 (1) Legal AUtNOTILY i et sosssostsossseosaonions 18-106
18.6.6.32  (U) Dehinition of MEthOG i ieisseonoossosnsmosioen 18-107

18.6.6.3.3 () Approval REQUITEMEIES ... e cecirreeececrsees e st s cesssenssecssemseesscssnssenesenssneeenne. & 3= 107
18.6.6.3.4 (1) Standards for Issuing NSLS e eneieseiest s eesseeeee e enssnneenn L =107
18.6.6.3.5 (1) Special Procedures for Requesting Commumication Subscriber Information18-108

18.6.6.3.6  (U) Duration of APProval .. e sese s s e st st 18-109
18.6.6.3.7 (1)) Specitic Procedures for Creating NSLS oot e e seeenes 18-109

18.6.6.3.8 (U) Notice and Reporting RequUIrements. . mcmmamamnmmmmemememene 18- 114
18.6.6.3.9 (1) Receipt of NSL Information, Review for Overproduction, and Releasing the

TE N ITIALION ettt et ettt e ems et et s ens ot s ems et et smms et e e snssensee s nm s 18-114
T8.6.6.3.10 (1) OVerPrOa IO ION. coee e e eet e testremscees st sems e s sees e s smns st s et sems e s s e et s 18-115
18.6.6.3.11 (1)) Retention of NSL Information....... e e 18-116
18.6.6.3.12 (1) Service and Retttns OF NSLS e et eeeneee 18- 116
18.6.6.3.13 (1) Disscmination of NSL [NfOrmation .o nmnssnenmenesses 18-118
18.6.6.3.14 (1)) Special Procedures for Handling Right to Financial Privacy Act Information

ANd Oher INTOIMALON ..ot ctreer e s ees et et st sesssessess s sses et sectsecssesssesrssen 18-119
18.6.6.3.15 (1) Payment for NSL-Derived Information .. e 18-120
18.6.6.3.16 (1)) Judicial Review of NSLs... certeeeiesten e benten e bnten s bnten s bnten s bantensebantensnsentenesensenne L 3 1 20
18.6.6.3.17 (1) Review of Nondisclosure Requnement I NSLs e - 18-121

18.6.7  (U) Investigative Method: FISA Order for Business Records ((,ompulsmy p! ()LC\\) .18-123
18.6.7.1 () Overview of CompulSory PrOCCSS oo 187123

18.6.7.2  (U) APPLICALION .ottt cssiossesn s ssbs st s ssbs sttt onseon 18-123
18.6.7.3 () Business Records Under FISA .. eensnesensnseonnennensessesssscssssssssssesssesssenssens 18- 123
18.6.7.3.1  (U) Legal AUNOUIEY oo cemscems s seessesssene s s s s e s e 18-123
18.6.7.3.2 (1) Definition of Methot et et ient et e st et 18-123
18.6.7.33  (U) Approval REQUITCITICALS .o e e eemececesece e seessensens s s e s snms e e sesssmsenmeenes. 1 9= 1 24
18.6.7.3.4 (1)) Duration of COUrt APPIOVAL e s cees s s se st st s s e 18-124
18.6.7.35 (U) Notice and Reporting ReqQUIrCMENtS.. ..o 18- 124
18.6.7.3.6 () Compliance RCQUITCIMCNALS ccovvverneerrvneerinssc st i ssesssosmsssseosssstsossosnaes 18-124

18.6.7.3.7 (1) See the current classified FISA Business Records standard minimization

XX vi

UNCLASSIFIED —FeR-OFHACIAEESEONEY



UNCLASSIFIED —TFoROH A HSE-ON-
Domestic Investigations and Operations Guide

18.6.8  (U) Investigative Method: Stored Wire or Electronic Communications and

Transactional RCCOTTS ... i st s ssssons 18-125
TBBE.T (L) SLUTUDIEIY oo et rece e e et sees e e s s s e s s s e s s e e 18-125
18.6.8.2 (1) APPIICHIION . ettt e et cees et et eems et e s s sees et st st s st et snnn e L G 1 2D

TREE.2.T (1) SHOUCH DIAL .o ettt eeee e et emeecemsens e see vems et eessnms et e e nmssmnsse s sems s oems 18-125
18.6.8.2.2 (L) Legia]l PrOCCSS oo cemt et s cess st s st s s st st st snms st snssensiens 1 G~ 1 2.0
18.6.8.2.3  (U) RCIICVEAL ottt s st ess s ssssss st sabess oo 18-126
18.6.83.2.4 (U) Basic Subscriber INTOrmMatION v e ssssssssss s ssssssssssens 18-126
18.6.8.25 (U) Prescrvation of Stored Data. i, 18-126
[8.6.8.2.6 (L) COSIrCIMBUISCITICII 1ovvuvveivrecvnsinsesneessessssessesns o smsessessssessesssssasssnns shsssssssssessssssssssssessoss 18-126
18.6.8.3  (U) Legal AlNOrIY et oo s emsceet et secs et s cess st sncs et st st cesssnnn e & O L 27
1R.6.8.4 (1) ECPA DHSCLOSIIIES «ooer oot eet oot cemeemescema s cemssmsssemssmnssemssmnssemsnmnssemssmsssemssmsssnmssmsssnns L O L 27
TR.EE.A. T (L)) DCEIMILIONS ooeteeeeet et et ceme e e emeecemaemescemssmes semssmns semssmes semssens semssms semssms semsnnns 18-127
18.6.8.4.2 (L) Compelled DSCLOSIIIT coa e ieme et et sems e et et sees s e st s s e s 18-128
18.6.8.43 () VOIUNIATY DHSCIOSUIT cicarireirecrreerrecricresres s mios s osseonsosnsessessesnsesmsectsestiostiossiossion 18-134
18.6.8.5 (U) Voluntary EmMCrgency DISCIOSUIC .. eccrmermenmeticosmnmeomemesnseeneneneaeasision 18-137
I8.6.8.5.1 () SCOPEC ottt sttt ssssss st ssssossasssss s sibs s o sssost oot ssssss st sabessbssnssns 18-137
18.6.8.52  (U) Duration Of APPrOVAL . cnecrcreresmesmies s seonsesssesnsesnsesnsesmectsestiostisstisssion 18-138
18.6.8.5.3  (U) Specific Procedliles. ettt e ere et sees s cens e e L O L3 O
18.6.8.5.4 (1) COSE ROIMBUISCINCTI .o et eee e ceme s eeeeeems ees e e et s e s e 18-138
18.6.8.5.5 (U) Reporting Voluntary Emergency GiSCIOSUIES oo eereee e neceneseneenes 18- 139
18.6.8.5.6  (U) RoOleS/ReSPONSIBIIITICS corroeeeceeeeerrecs et et oot en et e s e e 18-139
18.65 (1) Investigative Method: Pen Registers and Trap/Trace Devices (PR/T T e 18-140
I8.6.5.1 () SUMMAIY .covvorreer e rirreerreerseessessessssstsesssosssosssocsscssossseessaosseos s seonsesnsesnsesnsesssesssesssestiestisstiossvon 18-140
18.6.8.2 () APPIICALION cove v reereerreerreerresresssesssesssosssesssocsessmesseessaos e o seonsesnsesnsessesnsesssesssesttestisstiossvon 18-140
18.6.9.3 () LI AULNOTILY oovvovesecs st rnsensessissseossosnsestsesssssssssostsossssosossosssostsosstaossossisstsssassssssssssss 18-140
18.6.9.4  (U) Definition of Investigative Method o e e e 18-140
18.65.5 (U) Standards for Use and Approvil Requirements for Investigative Method.......... 18-140
18.6.9.5.1 (U) Pen Register/Trap and Trace under FISA e eee e 18-140
18.65.52 (U) Criminal Pen Register/Trap and Trace under Title 18 18-142
18.6.9.6 () DUration of APProval... oo i 18-144
18.6.9.7 () SPCCIIC PrOCCAUITS convvcvvrirvcnnensronnssiesssnnessssonsssssosssssnsessssensesssesssesnsessssonsssssoasseossosssonsenons 187 144
18.6.9.8 (U) Usc of FISA Derived Information in Other Proccedings e 18-145
18.6.8.9  (U) Congressional Notice and Reporting Requirements ... cueeeeveseesvenecesenceeseneees 18-145
18.65.9.1 (U) Criminal Pen Register/Trap and Trace- Annuil Report.... e eececccieniens 18-145
18.6.8.9.2 (U) National Security Pen Registers and Trap and Trace — Semi-Annual Report18-146
18.6.5.10 (U) Post Cut-Through Dialed Digits (PCTDD) .o s ceeesnesenns 18-146
IB.6.0. 101 (L) OVEIVICW sttt seansestsossssosasnsasssossssos o sosssosttossieossossiostsssasesssssnsoss 18-146

XX Vil

UNCLASSIFIED —FOR-OFFCIAEESEONEY—



UNCLASSIFIED +HoR-eHIctAEHSEONEY
Domestic Investigations and Operations Guide

18.6.8.10.2 (U) Collection Of PCTDD .ot issnsoss o 18-147

18.6.8.10.3 () USC OF PCT DD sttt sssniost sossisotssonssst oot ossestsostiossieossssnsoss oo 18-147

18.6.5.104 (U) What constitutes PCTDD COREAL it seos 18-149
18.69.11 (U/rewet ]

I ............................................................... 18-149
18.6.6.11.1 (U/FHR To Locate 2 Known Phone Number.... e 18-149
18.66.11.2 (UFFSHO) To Identity an Unknown Target Phone Number e, 18-150
18.68.11.3 (U) PR/TT Order LANZUAZC v isssssssssssnssstssat st ssst st iosssestssssisostoos o seos 18-151

18.6.10 () Investigative Method: Mail COVETS v o 18-152
TB.E. 10,1 () SUMIMATIY ctiriietiatieiminissiemsessessostsssnsses st sosssess st sossssss 1ot 1001 1001 08 Koot 10014k aE B s RS b0t B ranr b e 18-152
TR.G.T0.2 (1) AP P I ON et ere et et e et o e e et et s e s s et et s e s et et e et e 18-152
TR.6.T0.3 (1) Lol A OrTY oottt ettt s st st et et e e s s e et 18-152
18.6.10.4 (1) Defiition of Investigative Method ... ettt e et sne s 18-152
18.6.10.5 (U) Standard for Usc and Approval Requirements for Investigative Mcthod............ 18-153
18.6.10.6 (L) DUration Of APPIOVAL .ot stssstsosssasssess oo seosssessoes soessosssssnssensoon 18-155
18.6.10.7 () Storage of Mail Cover INfOrmAation .o eos 18-155
18.6.10.8 () Return of Mail Cover [nformation to USPS ... 18-155
18.6.10.5 (1)) Compliance and MOmIOITIE e ceeriees e e e s s sest st et e cems e st s ens renssees e 18-156

18.6.11 (1) Investigative Method: Polygraph EXaminations. v e cesseesseces s ceneseseseeeneee 1 8-157
LT O T 0 T 1 T2 O TP 18-157
[8.6.11.2 (L) ADPLICATION oot etrererresres sttt it st s s et st et sostss st s ot bt o8B0t st s s 18-157
18.6.11.3 (L) Legal AULNOTILY cco.cecererreenrstioni st stssiss e s ssessoessoessoassestsssssostsass s oot st sosssoussesssesnsons 18-157
18.6.11.4 (1) Standards for Usc and Approval Requirements for [nvestigative Method.......... 18-157
18.6.11.5 (1) DUration Of APPIOVAL .o iesiessoessesssostississiass st st sesssosssesssesnsons 18-157
18.6.11.6 (1) SPecific ProCeaUIES e et ceet et e e se s cene s cees st snce et st censsenssenesnneenne. L 3 138
18.6.11.7 (1) Compliance and MomitOrE e ceeecenesems e s sees e coesoeessemsems rens e st senesecseees 18-158

18.6.12 (1) Investigative Method: Scarches that Do Not Require a Warrant or Court Order

(Trash Cover,| |
| [AND Inventory Searches Generally ..oe.ceeeceeroesceee 18-159
TRBT 2T (1) SllTUTIEIY car e emeceeesececems et o e e saes et s s £ e e e et 44 s e s nt s et e 18-159
TG 12,2 (1) A DD I a OM e eme ettt o e e sees s e e e e e et ek e e e s s et 18-159
TB.E.12. 3 (1) Lol AL IOIT Y ettt et et eens e ce e e secs e e et e o et s o caes e st e e 18-159
18.6.12.4 (1) Definition of [nvestigative MethOd ..ot csesssosssosssosseos 18-160

18.6.12.4.1 (1) Distinction between a Trash Cover. a Search of Abandoned Property in a
Public receptacle, and Administrative Inventory Scarch of a Lost or Misplaced

L T ettt e et e e et et e et e s e et et e et et 421 et £t 45 et et e et e 18-160

18.6.12.4.2 (U) Determination of an Arca of Curtilage Around a HOMC .ovivieceerneennecrioeninns 18-161

18.6.12.5 (U) Standards for Usc and Approval Requirements for a Trash Cover....n. 18-161
xxviii

UNCLASSIFIED —FOR OFHCIATUSEONEY-

b7E

b7E



UNCLASSIFIED -FOR OFPFICTAC USEONLY
Domestic Investigations and Operations Guide

18.6.12.6 (U) Standards for Use and Approval Requirements Retrieval of Discarded or
Abandoned Property. Administrative Searches of Lost or Misplaced Property and

Inventory Searches GENEIAILY ..o eemsseee s eensene e e e sees s s e e sens s e e 18-162
18.6.13 (U) Investigative Method: Undercover QPEIAtIONS ... ... e uu.usssusssmsssmsssesssmsssmsssmsssmmssmsssmmsooons 18- 163
18.6.13.1 (L) SUIMIMBIY cotritrvtrionieersossiossseensesniostsossssosiontossosssoosssonsesnsosssossssensssnsesssossisot o tosssosssosssonsesnsosssons 18-1863
18.6.13.2 (u) Legal AULNOTIY . covvoeevtrvnisisreosiversecsraonsostisosssensossssensestsossssensossssensestsosseossossssosesssostisensossssonsess 18-163
18.6.13.3 (U) Definition of [nvestigative METROU e ssessssessssisss st sesnsosssossseos 18-163
18.6.13.3.1 (1) Distinction Between Sensitive Circumstance and Sensitive Investigative

VL CT <ot ettt e e et e e e e s s e s e s s 18-164

18.6.13.4 (U/FOHE) Standards for Use and Approval Requirements for Investigative Method18-164
18.6.13.4.1 (U) Standards for Use of [nvestigative Method .. e, 18-164

18.6.13.42 (U/PEHe) Approval Reguirements for UCOs (investigations of violations of
federal criminal law that do not concern threats 1o national security or foreign

ITEECITIZEIICE Y cev et e e meeme et et sems e e e e e et st s e e e s et et s s e 18-165

18.6.13.43 (U/#60863 Approval Requirements for UCOY ] b7E
SO 18-166
18.6.13.5 (UL p[A in Undercover Operations .. 18- 160
18.6.13.6 (U) Duration of ADPTOVAL et eet e ene e e e s e o s e e e senn e 18-167
18.6.13.7 (1)) AQATUHONEL GUIGEIICE oot eet st emesmeesaeevemssmeseeesems ees o e mmssmnese e snms st et e 18-167

18.6.13.8 (U) Compliance and Monitoring. and Reporting ReqUitements .........oooowee.ceereesosen. 18-167
18.7 (U) Authorized [nvestigative Methods in Full [nvestigations s 18-168
1871 () Investigative Method: Searches — With @ Warrant or Court Order {reasonable

CXPCCTELION OF PIIVECY Jeu et ettt et e et et et e s e et e et e et e et et e 18-170
BT 1T (1) SIUTUITEY oo ooroeeeeeeeeeeeeeeeeeeeeeesseeeseees e ssoees et eeee e e e 55 555555558555 5585555 555 5 e 18-170
LR O ) B I N 15 U 18-170
18.7.1.3 () Definition of INVESHZATIVE MEIROW .......oc..omooceeocesoeeseessseessesssesssesssesssesssesssesssesssesssesssenseees 18-171
18.7.1.3.1  (U) Requirement for RCASONADICITSS euu.euuueuumsrumesseesmesssesssesssesssestsesssestsestsestsesssesssessseenses 187 171
18.7.1.3.2  (U) Rcasonable EXpectation Of PrIVACY .ueweemmeenmenmsenmsenmsenmsenmsenmsenmsenssenssonsonsonson 18-171
18.7.1.3.3 (1) [ssuance of SCArch WaIT&N .. meuueumemmsermssnussmsssmmssnsssnssensssnussnsssnsssnsssnssenssonssonsonsonos 18-171
18.7.1.3.4  (U) Property or Persons That May be Seized with @ WaITant. oo 18-172
18.7.1.4  (U) Approval Requirements for Investigative Method v e e eeereeereescens s seennsoceeeee 18-175
18705 (1) DUEON OF APPIOVAL .. .ecooeeeeceeeceeienreees e eseeens e seessess e s s sesssees e s ssssnnsoeesoee 18-176
18.7.1.6 (1)) SPECIIC PrOCCAUIES cooooee oo eee e eees e eeeeensensssass s sess e e senssesssass s snessnessesssensenss 18- 176
18.7.1.6.1 (U) Obtaining a Warrant under FRCP RUIC 41 oorrmrrmmvvosmionmononeoneessessseesseessons 18-176
18.7.1.6.2 (1) Obtaining @ FISA WAITAN ... rrsisrsssssssressseonoonsosniossssssssssssstseonseonsosssostsesssosssesssoos 18-179
18.7.2  (U) Investigative Mcthod: Electronic Surveillance — THle Il 18-184
I8.7.2.1 () SUIMMATIY oottt ssssesssessesssssssssssossssssssssssssssssssosssosssosssosssosssosssosssosssossososoossoossoossoosson 18-184
18.7.2.2 (1) LeEAL AUENOTTEY et eeesessas e e e e sess et s e e e s et s e e e s 18-184
18.7.2.3  (U) Definition of INVEStZAtVE MEROM ..o oeeeeo e e vees e e sess et s enee e 18-184
XX1X

UNCLASSIFIED —+FOR-GHFRCIAESE-GMN-—



UNCLASSIFIED - FOROFFCIAEHSEONEY
Domestic Investigations and Operations Guide

18.7.2.4 () TIUE LIL GONCTALLY wevvrrcerrerrreermeerieerseerreersecncsssrses s ssos s seonsessesnsessesssosssoss sosssosssosssoss o 18-184
18.7.2.5 (U) Standards for Usc and Approval Requirements for Non-Sensitive Title Ills ... 18-184
18.7.2.6  (U) Standards for Use and Approval Requircments for Sensitive Title IS ... 18-185
18.7.2.7  (U) Procedures For Emergency Title T INterceptions ... e cseesscceecessiessceseseeeene 1 8-186
18.7.2.7.1  (U) Obtaining Emergency AuthOrization. ... e e e cess e 18-187
18.7.2.7.2  (U) Post-Emergency AUDOITZEHON ..o cecoece e e esscees s s e st s s e s 18-188
18.7.2.8 (1) Pre-Title III Electronic Surveillance {ELSUR) Search Policy woeeceieeeee. 18-189
18.7.2.9 () Duration of Approval for TIIC LI ....eceerenenonconnennennennesecssecsssessssssecsson 18-189
18.7.2.10 (1) Specific Procedures for Title I AffIdavits ..o 18- 189
18.7.2.11 () Dispute Resolution for Title III Applications ... orneonenenceeesesene 18-191
18.7.2.12 (1) Reporting and Notice Requirements — Title T 18-191
18.7.2.12.1 (U/AHSHE] Notice Requirciments for Sensitive Investigative Matters (SIM) that
InvOIve Title HI INICICPIONS cernerrcrcrreesreen s s seonsesssesnsesnesssesssosssosssosssosssess o 18-192
18.7.2.13 () Joint Title I1I Operations with Other Law Enforcement Agencics e 18-192
18.7.2.13.1 (U) Federal Law Enforcement AZCHCICS .arrmrmnenenesesssesssscsisssssessossseonsees 1 8- 192
18.7.2.13.2 () State and Local Law Enforcement AZCncics e 18- 192
18.7.2.14 (L) EvIdence Handling . e e e et sssems s et sems s s s s s s et 18-193
18.7.3 (1) Investigative Method: Electronic Surveillance — FISA and FISA Title VII
(acquisition of foreign intelligence INfOrmation) .. e 18-194
[8.7.3.] (L) SUIMIMIATIY ottt reieeceos st esnsssriesssestssssssen o sses st sosssestsesssssnsssssssbsas o ssss st st sssasssssssnsssnsssntons 18-194
18.7.3.2 (U) Foreign Intelligence Surveillance ACt (FISA) cisnnsisssinsssssosss 18-194
18.7.3.2.1 () LeZal AUROTILY covoorcririreersrsssriecssessosmssesssos s ssssstsostsssssssnssssssssssssssnss sessssisstessassssnsen 18-194
18.7.3.2.2 (1)) Definition of Investigative MethOG. ..o 18-195
18.7.3.2.3 (V) Standards for Use and Approval Reqguirements for FISA L. 18-195
18.7.3.2.4 (1) Duration of Approval for FISA e e 18-196
18.7.3.2.5 (U/MPOUTH Specific Procedures for FISA et e 18-196
18.7.3.2.6 (1) Notice and Reporting Requirements for FISA e 18-198
18.7.3.27 (U) Compliance and Monitoring fOr FISA ...t sssssssossonssons 18-198
18.7.3.2.8 (U) Special Clreumstances fOr FISA s s 18-198
18.7.3.2.9 () FISA OVCICOUCCHOM it sveteeese v rrsssrssssesrssss s s st ssssssssestssssssssbesssesssssssssssesssssnsons 18-19%
18.7.3.2.10 (U) Other Applicable Policics........ e s oot e e sesseosseesseensoetsons & 7 LT
18.7.3.2.11 (INCollection RANAIINE .o ettt sememes e sems s e sem s e 18-19%
18.7.3.3 () FISA Title VII (acquisition of foreign intelligence information) .......cceceveceee.e. 18-201
T8.7.3.3.1 (L) SUIMUTELY weutieetreient e ent et senrccrvemieassecsecnssecsscessecssmes semssmns semssmss semssms semssmnssemssmns semsmnssemsnmns o 3= 210 1
18.7.3.32  (U) Legial AUNOUILY oottt snmsmessemsscessems s semnmnssemnmnssemnene & 3= 210 1
18.7.3.3.3  (U) Definition of [nvestigative MCthOG . 18-201
18.7.3.3.4 (U/FSH) Standards for Use and Appx oval chuncmcntx for Investigative
Method... 18-201
18.7.3.3.5  (U) Duration of Appx TOVAL et et et et et s et e s s e s e 18-201
XXX

UNCLASSIFIED - FOR-OFFCH AT USEON-



UNCLASSIFIED — FOROFFICTAEHSEONEY
Domestic Investigations and Operations Guide
18.7.3.3.0 (UABYE) Specitic Colleetion Procedures for Title VI e 18-201
19(U) Arrest Procedure POIicy LEZJ R EZS N EZI N EZI R EZIRERSRERINESINESINEZI NI R RERIRERINEZINEZINEZIREZIREZT ] 19-1

LR R L TNy e Ty ) S R! ° B |
T3 (L) JUETSAICTION 1ottt terieet e eessesens e ens e ens e sees e sans e sens s snns s semssms samssms semssms snmssms snmssmssemssmnssnmnn L9 = 1
1914 (11) Persomn t0 he AITESTEA et eccemt e e ens e s e cmnseees e ens s s emnemnenneses L D7 L
L I I N ey T 2 T 2 L USRS ° B
JO.2.1 (1) POLICY creteiiectre ettt sees et seesseer st sesssesssesssao s oot soessoussesssesssess seos ot ot soessoatsosssesssesssuss s oo soassoatse 19-1
19.2.2 (1) PrOMPL EXCCULIOMN. coaierresieerreerreersecrseassemsresssesnsasossses oot soessosssesssesssess suosssossoessoatsoatsosssesssessesseossoosse L 9 = &
19.24 () Arrest TechniQUes — GeIICEAL o ettt et et et e et e et e et s et e et 19-3
19.2.4.1  (U) Initizl Approach daring an Arrest OPeration .. e eee e s 19-3
19.2.42 (1) Possession and Display of Warrant. e eeesemneme e 194
19.24.3 (1) HanAC U IRE ettt et et et et e et e et e et e et e et e et e et ene e L O~ B
19.2.4.4 () Scarch of the Person [NCIACNT 10 AITCSE .o ssssssesssssssesssssssossssssosssssssosnes L 9= &

19.2.44.1 (U) High-Risk Scarch/Full-Body Search ... emeeeeeenseeonen 1 9- 4
19.2.4.42 (U) Final Scarch and Collcction of EVIACNCC . sinsnissssissssnssnsens L9=5
19245 (1) Transportation of ArresSted POUSONS e e e ceneeenesensseessecs e sessnesns s enssesssnceee L 3=

T2 46 (1) JOIME ALTESES cuertieriensieesiensseessenssemssens e sens sessans e sans e sanssms sams e sens e samssms semssms semssms semssmssemssmnssn 1 3= )
19.24.7 () Eyewitness IdentifiCations . e s sems s e e sncsscne e L 3= 0
193 (1) AITEST WIENOUE WEITATIE cece oot ieceme e sems cecsecee e s sececensseee e ees e s rece et e secs et et e ens et s eceen 19-6
19.3.2 (1) NOUICALION 10 LS. ALIOTTICY orreerrereerrereeesmeenseesseessoessesssesssesnsss seossoessoessoessosssesssesssess seossoessoassocsse 19-6
19.3.3 (L) NON-FCACTal CriMCS o nss i ssssssis st sssssssssssssssssssssssosssssssssassssssssssessssssssssossssessosssesss L 3= 1
1934 (1) Adherence t0 FBI POlCY ettt et et et e et e et e et e et e et 19-7
19.4 (1) Prompt Appearance before MagiStrate ... e e cene e e s e 19-7
19.4.1  (U) Definition of Unnecessary DElRY . e e ce s cees e ees s ne e 19-8
19.4.2 () Effect of Unnecessary DRIRY e e secs e s e e ne e 19-9
19.4.3 (1) NCCESSATY DICIAY correeeeretr it rererressces s toessees et sesssesssess e ot soes soessoassesssesssesssess s soessoassoctse 19-9
19.4.4 (1) INITAL PrOCCSSINE i erreerierseersenssesressessosssessoessoessosssesssesssemsaosssossoessoassoatsesssesssessaossaossoessocsse L 3= 9
19.44.1  (U) Requests of Subjects I CUSIOAY c e ierreresseerseassemsessess s ssessoesseessoassemssesssesssososss 19-9
19.45 (1) Collection of DNA after Arrest 0 Deteniiom v e e ecemsesese e eeneenmeseeeee L 33

J 5250 NN ST G {4 o3 1 18-10
19.5.2 (1) PhYSICAL FOTCC ettt et ressesnses s ssessesseassoassemssesssess s ot oot soatsoat sesssesssesssnon s ot soatson 15-10

Xxxi

UNCLASSIFIED — EQR-OERICIAL-USE-OMNLY



UNCLASSIFIED - FOROFFICIAETSE-ONEY
Domestic Investigations and Operations Guide

1953 (1) RCSIAIMNING DDOVICCS iiiiiircareimearrenseersoeriocriesmesseesssosssos o sosseonsesnsesmssensssnssstss s s stassssosssesssns oo
1954 (1) Pregnant ArTCSICCS ommmcereerercretmeesmeessees s seonsesnsesnsessesmsssmssstasstsssss s saases
19.6.1 (L) KNOCK A70 ANITIOUTNICC ettt et ee e e ees e e ees s s vams st et e e
19.6.2 (L) SUSPECUS DWCIIIIE crr oo et e et et st e s s s e
19.6.3 () Third Party Dwellinge et et eneeneseetsessenas e s s
19.6.4  (U) EXIZCNT CIFCUMSTANICES worreerreerreerieerresssesssocssoersocssessaesssesseossiosossassessesnsssmsssmssstssstssstis s s sasssases
19.7  (U) SCArCh INCIACIIT 10 ATTCST vovreorrrrrrerrsrisssrestssssiessiosssssissssssssssssssssen sessssnsssnsssnsssisssasssaas st st ssssssosssessins
19.7.1 (1) PrereqUISIte: LAWIUL ATTCScerecreereericrcsmesmeesseos s onsaonsesnsesnsssmsssmssssssstssstsssssssaas sasssases
19.7.2 () Scope and Timing RCQUITCITICNT cveerevvermcerreerierseersocrermmesreesseossessseonsens
19721 (1) SCOPE OF SCUTCI 1ot ettt e et e et e ens st s s e s s e s e
19.7.2.4 (1) PrOLCCUVT SWOCD .ionseumieurrerssermiosessenieries soessoosssesssosseos o sossesnsesnsssnsssnsesssoss sosssessosssosssosssonssss
19.7.2.5 () TIMIDE oorerrrrrneereenecessessearsesssensresmsesssesssecsssst tosssecssonsseesseossaos o o sesnsesnsesnsessosnsoss
19.7.3 (1) Inventory Of Personal PrOPCITY e onmeonseonsesssesmssmsssmsosssosssosssesssesssossses
[9.8  (U) Mcdical ATCNTION FOI ATTCSICOS 1wivierrrrrsesiassensecsseessessmesmeontiostsassestostsssssssssssssostsasssatsostsosssssnnss
19.9 (1) Arrest 0F FOreign NIONMALS oot oot et ene e e e e s o
19.61  (U) Requirements Pertaining to Foreign Natlonals ..o
1962  (U) Steps to Follow When a Foreign National is Arrested or Detained .ooee oo
1963 () Suggested Statements to Arrested or Detained Foreign Nationals o eecrcrenne.
198.3.1 (U) Statement 1: When Consular Notification is at the Foreign National's Option
19.6.3.2 (U) Statcment 2: When Consular Notitication 1s Mandatory..... ..
1994 () DIplomatic IMMUNITY oo st sssssssssssssssises
196417 (1) Territoria] IMITIIMEY .o e e cememes e s s s e
19542 (1) Personal MY e e e e e s s e
19.10 (U) Arrest of Members of the News Wedia . et ee e e
19.10.1 (1) EXIZCNT CINCUMSTANICES covrvorreerreerreerresssenssoessostiossiectieet et iiosieo seosseessesnsesssssssnssstssstsostsostsossssssesases
19.11 (U) Arrcst of Armed FOrces PCrSONNCL. .o essecsseassesssesssesssosseossoos
19,12 (L) ALTCSU OF JUVCINIICS e rveerr v sr s s st srss s st snnsss s s sass s s on s st ss s ssen st s s son b snssenboes st sesnbson s
1122 (1) ATTCSE PUOCCALITES woeeeeeee et eems ees et s e ee e e ns st e ees et s et st encs s

20{U) Other Investigative ReSOUICES ....ccxruscsusserssssesssssesnesnssascsssssssssasseans

L T QT O Tt U
2011 (VOB

2012 (UHEGUS

xxxii

UNCLASSIFIED - FOR OFFICIAC TUSEONEY

B7E



UNCLASSIFIED —+FOROFFCTATTSEONETY
Domestic Investigations and Operations Guide
20.1.3  (U/FOY63 Behavioral Analysis — Operational Behavioral Support Program ... 20-1
20.1.4  (U/FOTO) Scnsitive Technical EQUIPMICIT. ... o semsssmserssssseosessssssssssssseossessesssosssssioons 20-1

2021 (U) AUthOTTZCA TRVESHZATIVE ACTVILY wovvvrroomsommseomssomssmmssosssssssmsssssssssssssssssssssssasssesssassesssmsssmsssesssossooneon 20-1
203 (Uikeye U, 20-1
2031 (U) AUhOTTZEA TTIVESHIZATIVE ACH VILY wetrrrrrrasrmasrmsssmsssmsssesssssssmsssmsssmsssesssesssesssmsssessessossmssossmsssmsesoneon 20-1

204 (U/AOH0) Operational Behavioral Support Program — CIRG''s Behavioral Analysis Units
{(BAUs) and/or CD’s Behavioral Analysis PrOram.. . o mmoommmonoessmsnssosssosmseonossisses 20-2

2041 (U) AUthOTIZEd INVESUZRUVE ACTIVILY wovururrvmsusesmsssmsssmsssssssssessestsesssesssssssesssssssesssssssesssesssssssesssesssessseosse 207 2
20.5 (U/AOH) Sensitive Technical EQUIDMEN .....c...o oo eeeeeee oo veesceesemssssseesseessmmssesssenssnns s senssn e 207 2
20.5.1 (1) Authorized INVESHEATVE ACHVILY coovrmveueeiees e eeeseas e cemssenesensses s sms e mss e et s sens s eneson 20-2

206 (Uirrotey Y. &

20.6.1  (U) Authorized [NVESUZAtIVE ACHVILY corvrorreonscennmeassvassemsssssreossoonsnansmassessissssosssoos oo sossesssossisossonss 20-3

21(U) Intelligence Collection....cmmmmmesmmmmmsmnmssmssmmssasssmsssmmssasssssssnsssasssssssnsssasssnss 2 11

211 (U) INCIANA] COlCCHON et sitsessessssssessssssresssesnss st sesssssss s sssssssssnssssssasssssssnsssassssssssssnsssnnssssessns & L= 1
21.2 (U) FBI National Collection REGUITCIMCNS v wvvermeemmeononmesssessessseessessonsoossossssessessssessesssonsoossoossoessessivense & 1= 1
21.3 (U/AFed6y FBI Ficld Oftice Collection REQUITCIMCNLS oo oimronommemmossismmanonsoassoatmonsossiostreone & 1= 3

XX X111

UNCLASSIFIED —FOR-OFHERAEESESNEY—

LTE

b7E



UNCLASSIFIED - FOR OFFICTAE TSE-ONEY
Domestic Investigations and Operations Guide

(U) APPENDICES

Appendix A: (U} The Attorney General’s Guidelines for Domestic FBI
Operations

Appendix B: (U} Executive Order 12333

Appendix C: (U//FOHY63}-Use and Targeting of a Federal Prisoner Held
in the Custody of the BOP or USMS During an FBI Predicated
Investigation; Interview of a Federal Prisoner Held in the Custody
of the BOP or USMS During an FBI Assessment or Predicated
Investigation

Appendix D: (U} Department of Justice Memorandum on
Communications with the White House and Congress, dated May
11, 2009

Appendix E: (U/ A8UHB3} Attorney General Memorandum - Revised
Policy on the Use or Disclosure of FISA information, dated January
10, 2008

Appendix F: (U} DOJ Policy on Use of Force
Appendix G: (U) {lassified Provisions

Appendix H: (U} Pre-Title I1I Electronic Surveillance (ELSUR} Search
Policy

Appendix I: (U} Accessing Student Records Maintained by an
Educational Institution (“Buckley Amendment”}

Appendix J: (U} Case File Management and Indexing

Appendix K: (U} Reporting of Suspected Child Abuse, Neglect and/or
Sexual Exploitation

Appendix L: (U} &n-Line Investizgations
Appendix M: (U} The Fair Credit Reporting Act (FCRA}

Appendix N: (U} Federal Taxpayer Information (FTI}
Appendix O: (U} Right to Financial Privacy Act (RFPA})
Appendix P: (U} Acronyms

XXXIV

UNCLASSIFIED — FOR-OFHCIHAEESE-ONEY



UNCLASSIFIED —FOSROFFCTATTSEONEY
Domestic Investigations and Operations Guide

Appendix Q: (U) Definitions

Appendix R: (U} Superseded Documents and NFIPM, MIOG, and MAOP
Sections

Appendix S: (U} Lists of Investigative Methods

XXXV

UNCLASSIFIED - FOR-OFHCIATETSEONEY



UNCLASSIFIED —TFOROFFICTAC USEONEY
Domestic Investigation and Operations Guide

This Page is Intentionally Blank.

UNCLASSIFIED - FOR-OFHCIAETSEONEY



ALl INFORMATION COMTAIMED
HESEIN IS TNCLASSIFIED

DATE 05-10-2018 BY[ | WsIco b6
UNCLASSIFIED —+FOR-OFHCTAEESEONEY- p7C
Domestic Investigation and Operations Guide

(U) PREAMBLE

November 12, 2015

(U}) As the primary investigative agency of the federal government. the FBI has the authority and
responsibility 1o investigate all violations of federal law that are not exclusively assigned to
another federal agency. The FBI is further vested by law and by Presidential directives with the
primary role in carrying out criminal investigations and investigations of threats to the national
security of the United States. This includes the lead domestic role in investigating international
terrorist threats te the United States, and in conducting counterintelligence activities to counter
foreign entities’” espionage and intelligence efforts directed against the United States. The FBI is
also vested with important functions in collecting forcign intelligence as a member agency of the
United States Intelligence Community (USIC). (AGG-Dom, Introduction)

(U} While investigating crime, terrorism, and threats to the national security, and collecting
foreign intelligence. the FBI must [ully comply with all laws and regulations, including those
designed to protect civil liberties and privacy. Through compliance, the FBI will continue to eam
the support, confidence and respect of the people of the United States.

(U) To assist the FBI in its mission, the Attorney General signed the diaey Crepieral’s
Cenidelines for Somestic FBE Opevations (AGL-Doai on September 29. 2008. The primary
purposc of the AGG-Dom and the Domestic Investigations and Operations Guide (DIOG) is to
standardize policy so that criminal, national security, and foreign intelligence investigative
activities are accomplished inr a consistent manner, whenever possible {¢.g., same approval,
notification. and reporting requirements). In addition to the DIOG. cach FBIHQ operational
division has a policy guide (PG} that supplements this document. Numerous FBI manuals.
clectronic communications, letterhead memoranda, and other policy documents are incorporated
inte the DIOG and the operational division policy guides, thus, consolidating the FBI’s policy
guidance. The FBIHQ Internal Policy Office (IPO) plays an instrumental role in this endeavor.
Specifically. the IPO maintains the most current version of the DIOG on its website. As federal
statutes, executive orders, Attorney General guidelines. FBI policies. or other relevant authoritics
change. IPO will electronically update the DIOG after appropriate coordination and required
approvals.

(U} Since iis initial release in 2008, the DIOG has been revised several times as a result of
changes to Exccutive Orders, the Attorney General Guidelines, federal statutes, as well as
suggestions offered by ficld offices and FBIHQ Divisions. The changes to the DIOG in this
release should betler equip you (o protect the people of the United States against crime and
threats to the national security and to collect foreign intelligence. This is your document, and it
requires your input so that we can provide the best service to our nation. If you discover a nced
[or change, please [orward your suggestion ¢ FBIHQ IPO.

(U} Thank you for your outstanding scrvice!
James B. Comey

Director
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1 (U) SCOPE AND PURPOSE

1.1 (U) Scorke

(U) The Domestic Investigations and Operations Guide (DIOG) applies to all investigative
activitics and intelligence collection activitics conducted by the FBI within the United States, in
the United States territorics. or outside the territorics of all countries. This policy document does
not apply to investigative and intelligence collection activities of the EBI in foreign countries;
those are governed by:

A) (1) The Attorney General's Guidelines for Ixtraterrvitorial FBI Operations and Criminal
Investigurions,

B) (1)) The Attorney General s Guidelines for I°BI National Security Investigations and Foreign
Intelligence Callection {those portions which were not superseded by The Artorney General
Guidelines for Domestic FBI Operations),

C) (U} The Antorney General Guidelines on the Development and Operation af FBI Criminal
Informants and Cooperative Witnesses in Extraterritorial Jurisdictions;

D) (U} The Attorney General Procedure for Reporting und Use of Information Concerning
Vicdations of Law and Authorization for Participation in Otherwise Hilegal Activity in FBI
Foreign Imelligence, Caounterimtelligence or International Terravism Intelligence
Investigations (August 8. 1988); and

E} (U) Memorandum of Understanding Concerning Overseas and Domestic Activities of the
Central Intelligence Agency und the Federal Bureuu of Investigation (2005).

(U6 Collectively. these guidelines and procedures are hereinalter referred to as the
Extraterritorial Guidelines in the DIOG.

1.2 (U) PURPOSE

(U} The purpose of the DIOG is to standardizc policics so that criminal. national sccurity and
foreign intelligence mvestigative aclivities are consistenily and uniformly accomplished
whenever possible (e.g.. same approval. opening/closing. notilication. and reporting
requircments).

(U} This policy document also stresses the importance ol oversight and sell-regulation to ensure
that all investigative and intelligence collection activitics arc conducted within Constitutional
and statutory paramecters and that civil libertics and privacy arc protected.

(U} In addition to this policy document. cach FBI Headquarters (FBIHQ) operational division
has a policy guide (PG} or several PGs that supplement the DIOG. No policy or PG may
centradict, alter. or otherwise modily the standards of the DIOG. A DIOG-related policy or PG
must adhere 1o the standards. requirements and procedures established by the DIOG. Requests
for DIOG modifications can be made to the Internal Policy Office (IPO) pursuant to DIOG
Section 3.2.2 paragraphs (A), (B). (C) and (D). As a result. numerous FBI manuals. electronic
communications, letterhead memoranda, and other policy documents are incorporated into the
DIOG and operational division PGs, thus, consolidating FBI policy guidance.

I-1
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2 (U) GENERAL AUTHORITIES AND PRINCIPLES

2.1 {U) AUTHORITY OF THE ATTORNEY GENERAL’S GUIDELINES FOR
DOMESTIC FBI OPERATIONS

.

(U} The ditvrney Ceneral y Giideliwes for omesiic 278! Operadions {400 -Doad apply to
mvestigative and intelligence collection activities conducted by the FBI within the United States,
in the United States territories. or outside the territories of all countries. They do not apply to
investigative and intelligence collection activities of the FBI in foreign countrics, which are
governed by the Extraterritorial Guidelines discussed in DIOG Scction 13. {Reference: AGG-
Dom, Part LA)

(U) The AGG-Dom replaces the following six guidelines:

A} (V) The Attorney General s Guidelines on General Crimes, Racketeering Enterprise and
Terrorism Enterprise Investigations (May 30. 2002);

B} (U) The Atiorney General's Guidelines for I'Bl National Security Investigations and FForeign
Intelligence Collection {Qctober 31, 2003 ),

C) (1) The Attorney General s Supplemental Guidelines for Collection, Retention, and
Dissemination of Fareign Inrelligence (November 29, 2006);

Dy (U} The Attorney Generval Procedure for Reporiing and Use of Information Concerning
Vicdations of Law and Authorization for Participation in Otherwise {egal Activity in FBI
Foreign Intelligence. Counterintelligence or Internationad Terrorism Intelligence
Investigations (August §, 1988);

E} (1) The Attorney General's Guidelines for Reporiing on Civil Disorders and Demonstrations
Irvalving a Federal Interest (April 5. 1976); and

F} (U) The Attorney General's Procedres for Lo fid, Warrantless Monitoring of Verbal
Commnunications (May 30, 2002) fonly portion applicable to FBI repealed/.

(U) Certain of the existing guidelines that arc repealed by the AGG-Dom currently apply in part
to extraterritorial operations, including the Attorney General 's Guidelines for FBI National
Security Investigations and Foreign Intelligence Collection, and the Attorney General Procedure
for Reporting and Use of Information Concerning Violations of Law and Authorization for
FParticipation in Otherwise Hlegal Activity in FBI Foreign Intelligence, Counterintelligence or
International Terrorism Intelligence Investigations. To cnsure that there 1s no gap in the
existence of guidelines for extraterritorial operations. these existing guidelines will remain in
elfect n their application (o extraterritorial operations notwithstanding the general repeal of these
cxisting guidelines by the AGG-Dom.

(U} Also, the classilied Attorney General Guidelines for Extraterritorial FBI Operation and
Criminal Investigations (1993} will continue to apply to FBI criminal investigations. pending the
exccution of the new guidelines for extraterritorial operations. Finally, for national security and
foreign intelligence mvestigations, FBI investigative activities will continue to be processed as
set forth in the classified Memorandim of Understanding Concerning OQverseas and Domestic
Activities of the Centrad inteliivence Ageney amd the Federal Bureas of fnvesiigarion (2005).

2-1
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2.2 (U) GENERAL FBI AUTHORITIES UNDER AGG-Dom
(U} The AGG-Dom recognizes four broad. general FBI authorities. (AGG-Dom, Part 1.B.)

2.2.1 (U) CONDUCT INVESTIGATIONS AND COLLECT INTELLIGENCE AND
EVIDENCE

(U} The FBI 1s authorized to collect intelligence and to conduct investigations to detect, obtain
information about, and prevent and protect against [ederal crimes and threats (o the national
sccurity and to collect foreign intelligence. as provided in the DIOG (AGG-Dom. Part 11}

(U} By regulation. the Atterney General has directed the EBI (o mnvestigate violations ol the laws
of the United States and to collect evidence in investigations in which the United States is or may
be a party in interest. except in investigations in which such responsibility 1s by statute or
otherwise specifically assigned to another investigative agency. The FBI's authority to
investigate and o collect evidence involving criminal drug laws of the United States is
concurrent with such authority of the Drug Enforcement Administration (DEA)} (28 C.FR. §
0.85]al).

222 (U} PROVIDE INVESTIGATIVE ASSISTANCE

(U) The FBI 1s authorized to provide investigative assistance to other federal. state, local, or
tribal agencies. and forcign agencics as provided in Section 12 of the DIOG (AGG-Dom, Part
I11).

2.2.3 (U) CONDUCT INTELLIGENCE ANALYSIS AND PLANNING

(U} The FBI 1s authorized to conduct intelligence analysis and planning as provided in Section
15 of the DIOG (AGG-Dom. Part IV).

2.2.4  (U) RETAIN AND SHARE INFORMATION

{U) The FBI 1s authorized to retain and to share information obtained pursuant to the AGG-Dom,
as provided in Sections 12 and 14 of the DIOG (AGG-Dom. Part VI).

2.3 {U) FBI AS AN INTELLIGENCE AGENCY

(U} The FBI is an intelligence agency as well as a law enforcement agencey. Its basic functions
accordingly extend beyond limited investigations of discrete matters, and include broader
analytic and planning [unctions. The FBI’s responsibilities in this area derive from various
administrative and statutory sources. See Eageutive Order 12333, 28 US.C. § 532 note
{(incorporating P.L. 108-458 §§ 2001-2003) and 534 note (incorporating P.L. 109-162 § 1107).

(U) Part 1V of the AGG-Dom authorizes the FBI to engage in intelligence analysis and planning,
drawing on all lawful sources of information. The functions authorized under that Part includes:
{1} development of overviews and analyses concerning threats to and vulnerabilities of the United
States and its interests; (11) research and analysis 1o produce reports and assessments (see note
below) concerning matters relevant (o investigative activities or other authorized FBI activities;
and (iii) the operation of intelligence systems that facilitate and support investigations through
the compilation and analysis of data and information on an ongoing basis.

2-2
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(U) Note: In the DIOG, the word “assessment” has two distinct meanings. The AGG-Dom
authorizes as an investigative activity an “Assessment,” which requires an authorized purpose
and clearly defined objective ($) as discussed in the DIOG Section 5. The United States
Intelligence Community (USIC), however, also uses the word “assessment” to describe written
intelligence products as discussed m the DIOG Section 15.6.1.2.

2.4 {U) FBI LEAD INVESTIGATIVE AUTHORITIES
2.4.1 (U) INTRODUCTION

(U//F6H603 The FBI's primary investigative authority is derived from the authority of the
Aulorney General as provided in 28 U.S.C. §§ 509, 510, 533 and 534. Within this authority. the
Aulorney General may appeint officials to detect crimes against the United States and (o conduct
such other investigations regarding official matters under the control of the Department of
Justice (DOJ) and the Department of State (DOS) as may be directed by the Attorney General
(28 U.S.C. § 533). The Attorney General has delegated a number of his statutory authorities and
granted other authorities to the Director ol the FBI (28 C.F.R. § 0.85[a]}. Some of these
authoritics apply both inside and outside the United States.

242  (U) TERRORISM AND COUNTERTERRORISM INVESTIGATIONS

(U} The Auorney General has directed the FBI to exercise Lead Agency responsibility in
mnvestigating all crimes lor which DOJ has primary or concurrent jurisdiction and which involve
terrorist activitics or acts in preparation of terrorist activities within the statutory jurisdiction of
the United States. Within the United States, this includes the cellection, coordination. analysis.
management and dissemination ol intelligence and criminal information, as appropriate. If
another federal agency identifies an individual who 18 engaged 1n terrorist activities or acts in
preparation of terrorist activities. the other agency is required to promptly notify the FBI.
Terrorism. in this context. includes the unlawful use of force and vielence against persons or
property o intimidate or coerce a government, the civilian population, or any segment thereof. (o
[urther political or social objectives (28 C.F.R. § 0.85[1]). For a current list of legal authorities
Library.

(U//FePO) DOJ guidance designates the FBI as Lead Agency for investigating explosives
matters which. under the following protocol. demonstrate a possible nexus to international or
domestic terrorism:

A) (U/ESHEY The following factors are strong indicia of a nexus to terrorism and lead-agency
jurisdiction 1s assigned based on these factors alone:

1) (U/FOH6Y an attack on a government building, mass transit, a power plant; or
2) (U//FeH8) the use of & chemical, biclogical, radiological, or nuclear agents.

B) (U//Faa Requires cach agency to notify the other immediately when responding to an
explosives incident and to share all relevant information that may scrve to rule in or out a
connection to terrorism; and

C) (U/FOY6 Creates a process tor the FBRI/Joint Terrorism Task Force (JTTF) to identify an
explosives incident as connected to terrorism when there is reliable evidence supporting that
claim and establishes a process for shifting lead-agency jurisdiction to the ITTF until the issue
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is resolved. (See B0 Memorandum, duted Apsust 3. 2610, on TProtecol for Assizrune Load
Agency Jorisdiction im Explosives Investizations.”)

(U} “FEDERAL CRIMES OF TERRORISM™

(U) Pursuant to the delegation in 28 C.E.R. § 0.85(1), the FBI exercises the Attorney General’s
lead investigative responsibility under 18 U.S.C. § 2332b (f) for all “federal crimes of
terrorism” as identified in that statute. Many of thesc statutes grant the FBI extraterritorial
investigative responsibility (See the cited statute for the [ull particulars concerning elements
of the offense. jurisdiction. ete.). Under 18 U.S.C. § 2332b(g)(5), the term "federal crime of
terrorism” means an offensc that is: (1) calculated to influence or affect the conduct of
government by intimidation or cocrcion or to retaliate against government conduct; and (ii)
violates a federal statute relating to:

A)
B)

O

D}

E)

F)

G)

H)

y;

)

K)

L)

M)

{U) Destruction of aireraft or aircraft facilities (18 U.S.C. § 32);

(U} Violence at international airports (applics to offenses occurring outside the United
States in certain situations) (18 U.S.C. § 37);

(U} Arson within “special maritime and territorial jurisdiction (SMTJ) of the United States™
{SMTIJ is defined in 18 U.S.C. § 7 (IR US.C. §81);

{U) Prohibitions with respect to biological weapons (extraterritorial federal jurisdiction if
offense committed by or against a United States national) (18 U.S.C. § 175);

(U} Possession of biological agents or toxins by restricted persons (18 U.S.C. § 175h);

(U} Variola virus (includes smallpox and other derivatives of the variola major virus)
{applies to offenses occwrring outside the United States in certain sitnations) (18 U.S.C. §
173¢);

(U} Prohibited activities regarding chemical weapons (applies to offenses occurring outside
the United States in certain situations) {18 U.S.C. § 229) (E.O. 13128 directs any possible
violation of this statute be referred to the FBI);

(U} Congressional, Cabinet, and Supreme Court assassination, kidnapping and assault {18
U.S.C. § 351[a]-[d])) (18 US.C. § 351[g] directs that the FBI shall investigate violations of
this statute);

{UJ) Prohibited transactions involving nuclear materials {applies to offenses occurring
outside the United States in certain situations) (18 U.S.C. § 831);

(U} Participation in nuclear and weapons of mass destruction threats to the United States
{extraterritorial federal jurisdiction} (18 U.S.C. § 832);

(U} Importation, cxportation. shipping, transport, transfer, receipt, or possession of plastic
explosives that do not contain a detection agent (18 U.S.C. § 842[m] and [n]);

(U} Arson or bombing of government property risking or causing death (18 U.S.C. §
844[f][2] or [3]} (18 U.S.C. § 846]a] grants FBI and the Bureau of Alcohol. Tobicco.
Fircarms. and Explosives {(ATF) concurrent authority to investigate violations of this
statute). See Section 2.4.2.C above regarding DOJ Memorandum dated 08/03/2010 on
ATF/FBI Lead Agency Jurisdiction;

{U} Arson or bombing of property used in or affecting interstate or foreign commerce {18

U.S.C. § 844]1]) (18 U.S.C. § 846|a] grants FBI and ATF concurrent authority to investigate
violations of this statutc);
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(U3 Killing or attempted killing during an attack on & federal facility with a dangerous

weapon (18 U.S.C. § 930[c));

{U} Conspiracy within United States jurisdiction to murder. kidnap, or maim persons at any

place outside the United States (18 U.S.C. § 936]a][ 1]};

(U} Using a computer for unauthorized aceess., transmission, or retention of protected
information (18 U.S.C. § 1030[a][1]) (18 U.S.C. § 1030][d]|2| grants the FBI “primary
authority” to investigate Section 1030]a]] 1] offenses involving espionage, foreign
counterintelligence, information protected against unauthorized disclosure for reasons of
national defense or forcign relations, or Restricted Data as defined in the Atomic Encrgy
Act. except for offenses affecting United States Secret Service (USSS) duties under 18
U.S.C. § 3056]al);

{U} Knowingly transmitting a program, information, code. or command and therchy
intentionally causing damage., without authorization, to a protected computer {18 US.C. §
1030[al[S)[All1]);

{U3 Killing or attempted killing of officers or employees of the United States, including any
member of the uniformed services {18 US.C. § 1114);

{U} Murder or manslaughter of foreign officials, official guests. or internationally protected
persons {applics to offenses oceurring outside the United States in certain situations) {18
U.S.C. § 1116) (Attorney General may request military assistance in the course of
enforcement of this section);

{UJ) Hostage taking (applies to offenses occurring outside the United States in certain

situations) {18 U.S5.C. § 1203);

(U} Willfully injuring or committing any depredation against government property or
contracts (18 U.S.C. § 136]);

(U} Destruction of communication lines, stations, or systems (18 U.S.C. § 1362);

{U} Destruction or injury to buildings or property within special maritime and territorial
jurisdiction of the United States (18 U.S.C. § 1363);

(U} Destruction of $100,000 or more of an “cnergy facility™ property as defined in the
statute (18 U.S.C. § 1360);

(U} Presidential and Presidential staft assassination, kidnapping, and assault (18 U.S.C. §
1751]a]. [b]. [¢]. or [d]} (extraterritorial jurisdiction) (Per 18 U.S.C. § 1751]i], 1751
violations must be investigated by the FBI; FBI may request assistance from any federal
lincluding military], state, or local agency notwithstanding any statute, rule, or regulation to
the contrary);

(U Terrorist attacks and other violence against railroad carriers and against mass
transportation systems on land. on water. or through the air (includes a school bus, charter,

or sightseeing transportation; or any means of transport on land, water, or through the air)
(18 U.S.C. § 1992);

{1} Destruction of national defense materials, premises, or utilities (18 U.S.C. § 2155}

(U} Production of defective national defense materials, premiscs, or utilities (18 US.C. §
2156);

(U} Violence against maritime navigation (18 U.S.C. § 2280);
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{U} Violence against maritime fixed platforms (located on the continental shelf of the
United States or located internationally in certain situations) (18 U.S.C. § 2281);

{UJ} Certain homicides and other violence against United States nationals occurring outside
of the United States (18 U.S.C. § 2332);

(U} Use of weapons of mass destruction (WMD) {against a national of the United States
while outside the United States; against certain persons or property within the United States;
or by a national of the United States outside the United States) (18 U.S.C. § 2332a) (WMD
defined in 18 U.S.C. § 2332a|ci2]);

{U) Acts of terrorism transcending national boundaries (includes murder. kidnapping. and
other prohibited acts occurring inside and outside the United States under specified
circumstances — including that the victim is @ member of a uniform service; includes
offenses committed in the United States territorial sea and airspace above and scabed
below; includes offenses committed in special maritime and territorial jurisdiction of the
United States as defined in 18 U.S.C. § 7Y (18 U.S.C. § 2332b);

(U} Bombings of places of public use, government facilities, public transportation systems
and infrastructure facilities (applies to offenses cccurring inside or outside the United States
in certain situations; docs not apply to activitics of armed forces during an armed conflict)
(18 U.S.C. § 23321);

(U) Missile systems designed to destroy aireraft {applics to offenses occurring outside the
United States in certain situations) (18§ U.S.C. § 2332g);

(U} Radiological dispersal devices {applies to offenses oceurring outside the United States
in certain sitwations) (18 U.S.C. § 2332h);

(U} Harboring or concealing terrorists (18 U.S.C. § 2339);
{U) Providing matecizl support or resources to terrorists (18 U.S.C. § 2339A);

{U) Providing material support or resources to designated foreign terrorist organizations
{extraterritorial federal junsdiction) (18 U.S.C. § 2339B) ("' The Attomey General shall
conduct any investigation of a possible violation of this scction. or of any license, order, or
regulation issuced pursuant to this section,” [8 US.C. § 2339BJe¢][ [):

{U) Prohibitions against the financing of terrorism {applies to offenses occurring outside the
United States in certain situations including on bourd & vessel flying the tlag of the United
States or an aircraft registercd under the laws of the United States) (18 U.S.C. § 2335C)
(Sec DOJ Memorandum dated May 13, 2005 on “Terponiat Finuncing Investigations ),

(U) Relating to military-type training from a foreign terrorist organization (extraterritorial
jurisdiction} {18 U.S.C. § 2339D);

(U} Torture applies only to torture committed outside the United States in certain situations;
torture is defined in 18 U.S.C. § 2340 (18 U.S5.C. § 2340A);

(U} Prohibitions governing atomic weapons (applies to offenses occurring outside the
United States in certain situations) (42 U.S.C. § 2122) (FBI shall investigate alleged or
suspected violations per 42 U.S.C. § 2271[b]);

{U) Sabotage of nuclear facilitics or fuel (42 U.S.C. § 2284} (FBI shall investigate alleged
or suspected violations per 42 US.C. § 2271[b]);

(U} Aircraft piracy (applies to offenses occurring outside the United States in certain
sitnations) (49 U.S.C. § 46502) (FBI shall investigate per 28 U.S.C. § 538);
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TT) () Assault on & flight crew with a dangerous weapon (applics to offenses occurring in the
“special aircraft jurisdiction of the United States™ as defined in 49 U.S.C. § 46301]2]):
(sccond sentence of 49 U.S.C. § 46504) (FBI shall investigate per 28 U.S.C. § 538);

Uy (U) Placement of an explosive or incendiary device on an aircratt {49 U.S.C. § 46505|51|3])
{FBI shall investigate per 28 U.S.C. § 538);

VV)}  (U) Endangerment of human lifc on aircraft by means of weapons (49 U.S.C. § 46503|¢])
(FBI shall investigate per 28 U.S.C. § 538);

WW3}  (U) Application of certain criminal laws to acts on aireraft (if homicide or attempted
homicide 1s involved) (applics to offenses occurring mn the “special arrcraft jurisdiction of
the United States™ as defined in 18 U.S.C. § 4630112} (49 US.C. § 46506) (FBI shall
investigate per 28 U.S.C. § 538);

XX} (U} Damage or destruction of interstate gas or hazardous liquid pipeline facility (49 U.S.C.
§ 60123[b]); and

YY) (U} Section I010A of the Controlled Substances Import and Export Act (relating to narco-
terrorism).

2.4.2.2 {U) ADDITIONAL OFFENSES NOT DEFINED AS “FEDERAL CRIMES OF
TERRORISM"

(Uy Tile 18 U.S.C. § 2332b(f) expressly grants the Attorney General primary investigative
authority for additional offenses not defined as “Federal Crimes of Terrorism.” These offenses
arc:

A) (U} Congressional. Cabinet, and Supreme Court assaults (18 U.S.C. § 351[e (I8 U.S.C. §
351]gl) directs that the FBI investigate violations of this statute);

B) (U) Using mail, telephone, telegraph. or other instrument of interstate or foreign commerce o
threaten to kill. injure, or intimidate any individunal. or inlawfully to damage or destroy any
building, vehicle, or other real or personal property by means of fire or explosive (18 U.S.C. §
44[e); (18 ULS.C. § 846[a] grants FBI and ATF concurrent authority to investigate violations
of this statute);

C) (U) Damages or destroys by means of fire or explesive any building. vehicle. or other personal
or rcal property, possessed, owned., or leased to the United States or any agency thereof, or
any institution receiving federal financial assistance (18 U.S.C. § 844|1][I1D (I8 U.S.C. §
846[a] grants FBI and ATF concurrent authority to investigate violations of this statute). See
Scction 2.4.2C above regarding DOJ Memorandum dated 08/03/2010 on ATF/FBI Lead
Agcency Jurisdiction;

D) (U) Conspiracy within United States jurisdiction to damage or destroy property in a foreign
country and belonging to a foreign country, or to any railroad, canal. bridge. airport, airfield,
or other public utility, public conveyance. or public structure, or any religious, cducational. or
cultural property so situated (18 U.S.C. § 936]b]);

E) (U) Destruction of $35.000 or more of an “energy facilitv™” property as defined in [8 US.C. §
1366(c) (18 U.S.C. § 1366[b]); and

F) (U) Willtul trespass upoen, injury to, destruction of, or interference with fortifications, harbor
defenses., or defensive sea areas {18 U.S.C. § 2152).

{U) Nothing in this section of the DIOG may be construed o interfere with the USSS under
18 U.S.C. § 3056.
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2423 (U/FOHOrNSPD-46/HSPD-15, “U.S. POLICY AND STRATEGY IN THE WAR
on TERROR”

HICTICITONIS

(U/AFFSHe) Anncx 11 (Consolidation and Undating of Ouidated Prosidential Cou

NSPDY 46/Homeland Security Prosidoniiod Pirective (HSPD) 13, dated March 6, 2006.
establishes FBI lead responsibilities, as well as those of other federal entities, in the “War on

Terror.”|

(U/FEHEE Arcas addressed in Annex III

Both NSPD-46/HSPD-15 and Annex II therelo are

classified.
2473 (U) COUNTERINTELLIGENCE AND ESPIONAGE INVESTIGATIONS

(U/HEOHO¥ A representative list of federal statutes applicable to counterintelligence and
cspionage investigations appears below. For additional information, refer to the classified
Coterimelligence Division (G Peficy Cadde, 87170206 and the current st of cspionage und

countennicllicence authorities,
2.4.3.1 (U} ESPIONAGE INVESTIGATIONS OF PERSONS IN UNITED STATES DIPLOMATIC
MISSIONS ABROAD

(U) Scction 603 of the Intelligence Authorization Act of 1990 (P.L. 101-193) states that,
subject to the authority of the Attorney General, “the FBI shall supervise the conduct of all
investigations of violations of the espicnage laws ol the United States by persons employed
by or assigned to United States diplomatic missions abroad. All departments and agencics
shall provide appropriate assistance to the FBI in the conduct of such investigations.” Consult
the Attorney General’s extraterritorial guidelines and other applicable policy or agreements.

2432 (U} INVESTIGATIONS OF UNAUTHORIZED DISCLOSURE OF CLASSIFIED
INFORMATION TO A FOREIGN POWER OR AGENT OF A FOREIGN POWER

(U) The National Security Act of 1947, as amended. establishes procedures [or the
coordination of counterintelligence activities (50 U.S.C. § 3381). Part of that statute requires
that. absent extraordinary circumstances as approved by the President in writing on a casce-by-
casc basis, the head of cach exccutive branch department or agency must ensure that the FBI
is “advised immediately of any information, regardless of its origin, which indicates that
classified mlormation 1s being. or may have been, disclosed 1 an unauthorized manner to a
foreign power or an agent of a foreign power.”

244  (U) CRIMINAL INVESTIGATIONS

{(UAHOT N addition o the statutes listed above and below. refer to the appropriate
program/sub-program Criminal Investigative Division (CID) PG in the
I:Ifor additional criminal jurisdiction information.
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2.4.4.1 (U} INVESTIGATIONS OF AIRCRAFT PIRACY AND RELATED YIOLATIONS
(U} The FBI shall investigate any violation of 49 U.S.C. § 46314 (Entcring aircraft or airport

arcas in violation of sccurity requirements) or chapter 465 (Special aircraft jurisdiction of the
United States) of Title 49. United States Code; (28 U.S.C. § 538)

2.4.4.2 {U) VIOLENT CRIMES AGAINST FOREIGN TRAVELERS

(U} The Attorney General and Director of the FBI shall assist state and local authorities in
investigating and prosccuting a felony crime of violence in violation of the law of any State in
which the victim appears to have been sclected because he or she is a traveler from a forcign
nation; (28 U.S.C. § 540A[b])

2.4.4.3 (U} FELONIOUS KILLINGS OF STATE AND LOCAL LAW ENFORCEMENT OFFICERS
(U) The EBI shall investigate any violation of 28 U.S.C. § 540; and
2444 (U} INVESTIGATIONS OF SERIAL KILLINGS
(U) The EBI shall investigate any violation of 28 U.S.C. § 540B.
24.5 (U) AUTHORITY OF AN FBI SPECIAL AGENT
(U) An FBI Special Agent has the authority to:

A} (U Investigate viclations of the laws, including the criminad drug laws, of the United Stutes

(20 US.C.§871; 28 US.C. §§ 533,534 and 535; 28 C.F.R. § 0.85);

B} (U} Callect evidence in investigations in which the United States is or may be a party in
mterest (28 C.F.R. § 0.85 [af) as redelegated through exercise of the authority contained in
28 C.FR. § 0138 to direct personnel in the FBI,

Cj (U} Make arrests (18 U.S.C. §§ 3052 and 3062);

D) (U} Serve and execute arrest warrants and seize property under warrant; issie and/or serve
administrative subpoenus; serve subpoenas issued by other proper authority; and make civil
investigative demands (18 U.S.C. §§ 3052, 3]107: 21 US.C. § 876, 15 U.S.C. § 1312);

EY (U} Carry firearns (18 U.S.C. § 3052);

F} (U} Administer ouths fo witnesses attending to testify or depose in the course of investigations
of frauds on or attempts to defraud the United States or irregularities or misconduct of
employees or agents of the United States (5 U.S.C. § 303);

G) (U} Seize property subject 10 seizure under the criminal and civil forfeiture lavws of the United
States {e.g.. I8 US.C. §§ 987 und 982}, and

Hj (U} Perform other duties imposed by law.
(U} Note: For policy regarding Agent’s authority to intervene in non-federal crimes or make non-
[ederal arrests, see Section 19.3.3.

2.5 {(U)STATUS AS INTERNAL GUIDANCE

(U} The AGG-Dom. this DIOG. and the various operational division PGs are set forth solely for
the purpose of internal DOJ and FBI guidance. They are not intended 10, do not, and may not be
relied upen 1o create any rights. substantive or procedural. enforcecable by law by any party in
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any matter, civil or criminal. nor do they place any limitation on otherwise lawful investigative
and litigative prerogatives of the DOJ and the FBI. (AGG-Dom. Part 1.D.2.}

2.6 {U) DEPARTURE FROM THE AGG-DOM (AGG-DoMm 1.D.3)

2.6.1 (U) DEFINITION

(UHFOHO3 A “departure” from the AGG-Dom is a deliberate deviation from a known
requirement of the AGG-Dom. The word “deliberate” means the employee was aware of the
AGG-Dom requirement and alfirmatively chose to depart [rom 1t [or operational reasons belore
the activity took place. Departures from the AGG-Dom may only be made in accordance with
the guidance provided in this section.

2.6.2 (U) DEPARTURE FROM THE AGG-DOM IN ADVANCE

(UHASHOF A departure from the AGG-Dom must be approved by the Director of the FBL by
the Deputy Director of the FBI, or by an Exccutive Assistant Director (EAD) designated by the
Director. The Director of the FBI has designated the EAD National Security Branch (NSB) and
the EAD Criminal Cyber Response and Services Branch (CCRSB) o grant departures from the
AGG-Dom. Notice of the departure must be provided by Electronic Communication (EC) 1o the
General Counsel (GC) using file number 333-HQ-C1629406. The Office of the General Counsel
{OGC) must provide timely written notice ol departures [rom the AGG-Dom to cither the DOJ
Criminal Division or National Security Division (NSD). whichever is appropriate, or to both, and
the Criminal Division or NSD must notify the Attorney General and the Deputy Attorney
General. Notwithstanding this paragraph, all activitics in all circumstances must be carried out in
a manner consistent with the Constitution and laws of the United States. (AGG-Dom. Part 1.D.3.)

2.6.3 (U) EMERGENCY DEPARTURES FROM THE AGG-Dom

(U/ASYOYIf a departure from the AGG-Dom is necessary without prior approval because of the
immediacy or gravity of a threat to the salety of persons or property or to the national security.
an FBI employee may, at his/her discretion, depart [rom the requirements of the AGG-Dom
when the designated approving authority for the investigative activily cannot be contacted
through reasonable means. The Director, the Deputy Director. or a designated EAD, and the GC
must be notified by EC of the departure as scon therealter as practicable. but not more than 5
business days alter the departure using file number 333-HQ-C1629406. The OGC must provide
timely written notice of departures from the AGG-Dom to cither the DOJ Criminal Division or
NSD. whichever is appropriate, or te both of them, and the Criminal Division or NSD must
nolily the Attorney General and the Deputy Auorney General. Notwithstanding this paragrapl.
all activities in all circumstances must be carried out it @ manner consistent with the Constitution
and laws of the United States. (AGG-Dom, Part [.D.3.)

2.64  (U)RECORDS OF DEPARTURES FROM THE AGG-DoMm

(Ut The OGC 1s responsible [or maintaining records of all requests and approvals or
denials of departures from the AGG-Dom. Records will be maintained in file number 333-HQG-
C1629406.
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2.7 (U) DEPARTURES FROM THE DIOG
2.7.1 (U) DEFINITION

(U/AFOHO) A “departure” from the DIOG 1s a deliberate deviation from a specific known
requirement or action governed by the DIOG. The word “deliberate” means the employee was
aware of the DIOG requirement and aflirmatively chose to depart [rom it [or operational reasons
before the activity took place. Approval of a departure must be based upon a specific
circumstance involving a specific administrative or operational nced. An approval may be for the
duration of an investigation or relate to a specilic classification. cannot extend beyond the scope
of authority of the approving official. and must be approved in accordance with the guidance
provided in this subscction.

(U/AOH03 DIOG related policy and policy guides (PG) must follow this departure review and
approval process.

2.7.2  (U) DEPARTURE FROM THE DIOG

(U/FOHO A request for a departure from the DIOG must be submitted with an EC using [ile
number 333-HQ-C1629406 and must be approved by the appropriate operational program
Assistant Director (AD) and the AD of OIC. with notice to the GC. The approving EC must
document the scope; necessitly; program-related value; specific circumstances that limit the
departure’s application; and an evaluation of what, if any, risk the departure may create for
systemic or unintended non-compliance with the DIOG or other policics. Notwithstanding this
paragraph, all activitics in all circumstances must be carried out in a manner consistent with the
Constitution, laws of the United States, Executive Orders. Presidential Directives, Department ol
Justice guidelines, Office ol the Director of National Intelligence policy directives and
intcragency agreements.

(Ui OGC will review all departures from the DIOG. If OGC determines the departure

from the DIOG also involves a departure from the AGG-Dom. OGC must provide timely written
notice to DOJ in accordance with the provisions of Scction 1.D.3 of the AGG-Dom.

2.73  (U) EMERGENCY DEPARTURES FROM THE DIOG

(U/AFOHO-FBI cmployces may conduct or engage in investigative activity that deviates from
the requirements of the DIOG, including utilizing investigative methods. without prior approval,
when the designated approving authority lor the investigative activity (1l any) cannot be
contacted through reascnable means and in the judgment of the employee one of the [ollowing
factors 1s present:

A} (LU/AEOT0) an inmmediate or grave threat to the safety of persons or property exisis, or
B} (U/A-EH&). an inunediate or grave threat to the national security exisis, or
C) (UABEE) a substantial likelihood exists that a delay will result in the loss of a significant
investigative opportuity.’
(U//FOTO¥The appropriate operational program AD and the GC must be notified of the
emergeney departure by EC using file number 333-HQ-C1629406 as soon as practicable, but no

! (U/ /886 This is not a permissible factor for departing from the AGG-Dom. Thus, this factor may only
provide a basis for a departure from the DIOG that does not require a departure from the AGG-Dom.
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[ater than 5 business days after engaging in the activity or utilizing the mvestigative method. This
documentation must also be [iled in the applicable investigative [ile in which the activity or
method was taken. OGC will review all departures from the DIOG. If OGC determines the
departure from the DIOG also involves a departure from the AGG-Dom, OGC must provide
timely written notice ¢ DOJ in accordance with the provisions of Section 1.D.3 of the AGG-
Dom. Notwithstanding this paragraph, all activities in all circumstances must be carried out in a
manncr consistent with the Constitution and laws of the United States.

274  (U) RECORDS OF DEPARTURES FROM THE DIOG

(U/POH6s The OGC 158 responsible for maintaining records of all requests and approvals or
denials of departures from the DIOG. Records will be maintained in file number 333-HQ-

C1629406.
2.8 {U) DISCOVERY OF NON-COMPLIANCE WITH DIOG REQUIREMENTS
AFTER-THE-FACT
2.8.1 (U) SUBSTANTIAL NON-COMPLIANCE WITH THE DIOG
2.8.1.1 {U} SUBSTANTIAL NON-COMPLIANCE

(U//FOH63 “Substantial non-compliance™ means non-compliance that is of significance to the
matter and is more than a minor deviation from a DIOG 1'vz:qui1'a::mcm.2 Non-compliance that
relates solely to administrative or peripheral requirements is not substantial. While the
examples [isted below do not comprise an exhaustive [ist and are not required elements.
substantial noncompliance specifically includes any ol the following:

A} (U//PEBS The unauthorized use of an investigative method;
B} (U//FBE6n The failure to obtain required supervisory app:‘oval;?' and
10y (U//EaHEy Noncompliance that has a potential adverse effect upon a4 member of the
public’s individual rights or libertics.
(U//F6H6s Example A: During an Assessment] I
[ [to conduct surveillance.

Because the approval was not obtained i advance nor was 1t done pursuant to an emergency
situation as described in 2.7.3, this would be “substantial” non-compliance with DIOG
scctions 18.5.8.3.3 and 18.5.8.3.4 and must be reported to OIC as sct forth in 2.8.2 below.

(U/AEHE) Example B: A new SSA arrives in a squad and discovers that his predecessor did

not conduct file reviews in several of the squad’s Predicated Investigations for several
months. This is “substantial non-compliance” and must be reported.

2 (U/ /Pt Departures from the AGG-Dom and the DIOG do not fall within the definition of “non-
compliance” as used in this section. Departures are to be handled as described Sections 2.6 and 2.7 and
should not be reported as “non-compliance” matters.

3 (U//POYE If supervisory approval was obtained pursuant to Section 2.7.3 (Emergency Departure from the
DIGG}, the failure to document this approval within 5 business days is a reportable “substantial non-
compliance” matter,
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2.8.1.2 {U} OTHER NON-COMPLIANCE

(U/HESH6-An employee who discovers non-compliance that appears to be non-substantial
must report the non-compliance to the Division Compliance Officer (DCO). Normally, non-
compliance that is not “substantial” need not be reported to OIC. If there is uncertainty
|rcgarding whether a particular matter is substantial or not, the matter should be rcporicd 10
Nevertheless. whenever non-compliance is discovered (whether reported or not). appropriate
remedial action must be taken by the relevant employee(s) to correct the non-compliance,
including implementing any preventative measures that would help eliminate possible future
non-compliance.

(U/FOTOT Example: An SSA discovers that she conducted a [ile review 20 days late. This
relates to an administrative requirement and, without more, is not “substantial”
noncompliance and docs not have to be reported to OIC. The SSA should. however, report the
noncompliance to the DCO and take appropriate preventative measures 1o aveid recurrence.

2.8.2  (U) DOCUMENTATION OF SUBSTANTIAL NON-COMPLIANCE

(U/A6PO) Substantial non-compliance with the DIOG must be reported. The report should be
submitted by the party committing the non-compliance, if at all possible. It must be reported via

EC] | The EC must
include the following information:

A) (UAFOTO) The relevant DIOG provision(s) invoelved;

B) (U/A6H6) Description of the tacts and circumstances {including dates) of the substantial
non-compliance;

C) (U/TOTe) The date the substantial non-compliance was discovered;
D) (U/Fed6en Circumstances leading to the discovery of the substantial non-compliance;

E} (U/EQWETIf the substantial non-compliance was the result of the failure to obtain
appropriate supervisory approvil, a statement as to whether that officizl, or the current official
in the appropriate supervisory position. would have approved the action if a timely request had
been made bascd on the facts and circumstances then known;

Fy (U/FEH0) Known adverse conscquences, if any, attributable to the substantial non-
compliance; and

G) (U//FE&E Corrective or remedial action(s) taken or planned to be taken to mitigate the
substantizl non-compliance, as well as to help prevent such occurrences in the future.

(U//F&E6) Example: An ASAC discovers that a Preliminary Investigation (PI) was extended
without obtaining the proper approvals. The [ailure (o obtain appropriate supervisory approval o
extend the Preliminary Investigation must be reported, and the report must address all of the
scven arcas in A-G listed above.

2.8.3  (U) REPORTING AUTHORITIES

(UHEOYOT If the substantial non-compliance occurred in a ficld office. the EC must be
approved by the DCO and addressed to the ADIC/SAC. If the substantial non-compliance
occurred at FBI Headquarters (FBIHQ), the EC must be approved by the DCO and addressed o
the employee’s Assistant Director. A copy of the EC must be provided to the Office of Integrity
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and Compliance (OIC) and to the Office of the General Counsel (OGC) using file number 3190-
HQ-A1561245-0O1C. A copy ol the EC should also be sent to the investigative [ile in which the
incident occurred. In addition. if the ADIC/SAC or AD asscsscs that the non-compliance appears
to reflect intentional or willful misconduct; it must be reported scparately by EC to the Internal
Investigations Section of the Inspection Division.

2.84 (U) ROLE or OIC AND OGC

(U/FOEOY OGC will review all reports of substantial non-compliance to determine whether any
[urther action is required 1 the particular matter. OIC will analyze substantial non-compliance
reperts to determine whether any trends exist in the data and will develop strategies to reduce the
occurrences of substantial non-compliance. Based upon OIC’s analysis of these reports, if OIC
discovers a systemic problem of non-compliance with the AGG-Dom or DIOG involving
mntelligence activities, either division or FBI wide, OIC must notify OGC/NSLB of this systemic
problem.

(U//FOH6) Example A: An IA discovers that a mail cover was used in an Assessment. Because
mail covers are not permitted to be used in Assessments, this must be reported as a “substantial”
non-compliance with the DIOG.

(U//FOT6) Example B: A supervisor determines that a Type 1 & 2 Assessment was opened
based solcly on the exercise of First Amendment rights. While no supervisory approval was
required to open the Type 1 & 2 Assessment, this must be reported as “substantial” non-
compliance because opening an Assessment based solely on the exercise of First Amendment
rights, affects an individual’s rights and liberties.

2.84.1 (Uy DISCONTINUATION OF REPORTING

(UFCHOTIf OIC determinces that a sufficient amount of data has been recetved regarding a
particular substantial non-compliance issuc to identify a systemic trend. the OIC AD may
eliminate the reporting requirement by providing written notification o the field and
headquarters divisions indicating that the reporting of a particular substantial non-compliance
matter to OIC is no longer necessary or required. OIC must coordinate with OGC and IPO
before written notification is provided to ficld and headquarter divisions to ensure no
reporting cbligations outside the FBI will be affected. and to ensure all logical data collection
pertaining to the substantial non-compliance has been acquired. The OIC written notilication
must he documented in case file number 3190-HQ-A1561245-0O1C.

2.8.5 (U) POTENTIAL IOB MATTERS INVOLVING THE REPORTS OF SUBSTANTIAL
NON-COMPLIANCE

(U/AF605 If the substantial non-compliance is also a potential IGB matter, the matter must be
reported in accordance with the requirements and procedures for reporting potential IOB matters
o OGC/NSLEB. See Guidonce on Intellivence Chversicofnt Bogrd Matters Folicy Divective, 188Lh
Cruidonce o frdelligence Qversioht Bowrd JOBY Motiers Polivy Gaide, $18882¢; and see DIOG
Scction 4. No additional reporting of the incident needs to be made to OIC under this section.

2.8.6  (U) REPORTING NON-COMPLIANCE WITH POLICY GUIDES

(U/FOHES Substantial non-compliance with DIOG-related Policy/Program Guides must be
reported by EC or subscequent form to the SAC/ADIC. with a copy to the pertinent Headquarters
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Program Manager, and to the OIC. OGC, and the IPO using file number 3190-HQ-A1561245-
OIC.
2.8.7 (U) REPORTING NON-COMPLIANCE WITH OTHER FBI POLICIES AND
PROCEDURES (OUTSIDE THE DIOG)

(U/FSHS) Nothing in this scction 1s intended to alter. [imit, or restrict existing policies that
requirc non-compliance to be reported in arcas not covered by the DIOG. Employees remain

Inteority and Complignee’s Inranet sue.

2.9 (U) OTHER FBI ACTIVITIES NOT LIMITED BY AGG-DOM

(U} The AGG-Dom applics to FBI domestic investigative activitics and do not limit other
authorized activities of the FBI. The authority [or such other activities may be derived [rom the
authority ol the Attorney General as provided in federal statutes, guidelines, or Exccutive Orders.
The scope and approval of these other authorized activitics arc addressed in the policics that
govern the activity and these policies must be relied on when engaging in such activitics.
Examples of authorized FBI activities not governed by the AGG-Dom include, but are not
limited 1o, the FBI’s responsibilities to conduct background checks and inquiries concerning
applicants and cmployees under federal personnel scecurity programs (c.g.. background
investigations). FBI physical building sccurity issucs, Office of Professional
Responsibility/personnel issues, certain administrative claims/civil actions, the FBI’s
maintenance and operation ol national criminal records systems and preparation of national
crime statistics. and the forensic assistance and administration functions of the FBI Laboratory.
{AGG-Dom, Part 1.D.4.)

(U) FBI employees may incidentally obtain information relating to matters outside of the FBI's
primary investigative responsibility. For example. information relating to violations of state or
local law or foreign law may be incidentally obtained in the course of investigating [ederal
crimes or threats to the national security or in collecting loreign intelligence. Neither the AGG-
Dom nor the DIOG bar the acquisition of such information in the course of authorized
investigative activitics. the retention of such information. or its dissecmination as appropriate to
the responsible authorities in other jurisdictions. {See Section 14; AGG-Dom, Part I and Part
VLB)

2.10  (U) USE OF CLASSIFIED INVESTIGATIVE TECHNOLOGIES

(U) Inappropriate use of classified investigative technelogies may risk the compromise of such
lechnologies. Hence. In an investigation relating to activities in vielation of federal criminal law
that does not concern a threat to the national sccurity or foreign intelligence. the use of such
technologics must be in conformity with the Procedures for the Use of Classificd Investigative
Technologies in Crimninal Cases (AGG-Dom, Part V.B.2), Operational Technology Division
(OTD) Domestic Technical Assistance {DTA) Policy Guide (PG). and any other FBI policies
concerning such technology usc.

2.11  {(U) ApPPLICATION OF AGG-DoM AND DIOG

(U/ASHS The AGG-Dom and DIOG apply to all FBI domestic investigations and operations
conducted by an “FBI employee” or an FBI confidential human source (CHS). when operating
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pursuant to the tasking or instructions of an FBI employee. The term “FBI employee” includes,
but is not limited to, an operational/administrative professional staff person, intelligence analyst.
special agent, task force officer (TFO). task force member (TFM). task force participant (TFP),
detailee, and FBI contractor. Both an “FBI employee™ and a CHS. when operating pursuant to
the tasking or mnstructions of an FBI employee, are bound by the AGG-Dom and DIOG. In the
DIOG, “FBI employee” includes all personnel descriptions, if not otherwise prohibited by law or
policy. For example, if the DIOG states that the “FBI employee” is responsible for a particular
investigative activity, the supervisor has the flexibility to assign that responsibility to any person
bound by the AGG-Dom and DIOG (e.g.. agent, mtelligence analyst, task lorce officer). 1l not
otherwise prehibited by law or policy.

(U//FeHe) TFOs, TEMSs, TFPs, detailees, and FBI contractors are defined as “FBI employees”
[or purposes ol application of the AGG-Dom and DIOG. However. [or overt representational
purposcs. TFOs. TFMs, TEPs. detailees and FBI contractors should identify themselves as
cmployces of their parent agency and. if appropriate and necessary, affiliated with a particular
FBI investigative entity. such as the JTTE. ete. A CHS 1s likewise bound by the AGG-Dom.
DIOG. AGG-CHS, and other applicable CHS policies when operating pursuant to the tasking or
instructions of an FBI employee; however. the FBI CHS is not an employce of the FBIL

(U/ASH03 TFOs, TFMSs, TFPs, detailees, and FBI contractors are defined as “FBI employees”
only for purposes of the AGG-Dom and DIOG. This inclusive definition does not define federal
cmployment for purposcs of the Federal Tort Claims Act. 28 U.S.C. §§ 1346(b), 2401. and 2671
¢t seq.; the Federal Employees Compensation Act, 5 U.S.C. § 8101 et seq.; the
Intergovernmental Personnel Act, 5 U.S.C. § 3374 et seq, or any other law.

(U/AeH6) No policy or PG may contradict. alter or otherwise modify the standards of the
DIOG. A DIOG related policy or PG must adhere to the standards, requirements and procedures
established by the DIOG. Requests for DIOG modifications can be made 1o the Internal Policy
Office (IPO) pursuant to DIOG Scction 3.2.2 paragraphs (A}, (B), (C) and (D).
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3 (U) CORE VALUES, ROLES, AND RESPONSIBILITIES
3.1 {(U) THE FBI’S CORE VALUES

(U) The FBI’s core values guide and [urther our mission and help us achieve our many goals.
The values do not exhaust the many goals we wish to achieve, but they capsulate the goals as
well as can be done 1n a few words. The FBI's core values must be fully understood, practiced,
shared, vigorously defended. and preserved. The values are:

A) (L) Rigorous obedience to the Constitution of the United States
B) (U) Respect for the dignity of all those we protect

C) (L) Compassion

) (W) Fairness

E} (U) Uncompremising personal integrity and institutional integrity

F) (U) Accountability by accepting responsibility for our actions and decisions and their
CONsSequUences

G) (U) Leadership, by example. both personal and professional

(U) By observing these core values, we achiceve a high level of exccllence in performing the
FBI’s national security and criminal investigative functions as well as the trust of the American
people. Our individual and institutional rigorous obedience (o constitutional principles and
guarantees 1s more important than the outcome ol any single interview, search [or evidence, or
investigation. Respect for the dignity of all reminds us to wicld law enforcement powers with
restraint and to avoid placing our sclf intercst above that of those we serve. Fairness and
compassion ensure that we treat everyone with the highest regard lor constitutional. civil, and
human rights. Personal and institutional integrity reinforce each other and are owed to our Nation
in cxchange for the sacred trust and great authority conferred upon us.

(U} We who enforce the law must not merely obey it. We have an obligation 1o set a moral
example that those whom we protect can follow. Because the FBI's success in accomplishing its
mission 1s directly rclated to the support and cooperation of those we protect. these core values
are the fiber that holds together the vitality of our institution.

3.1.1 (U) COMPLIANCE

(U} All FBI personnel must fully comply with all laws. rules. and regulations governing FBI
Investigations. operations. programs and activities, including these set forth in the AGG-Dom.
We cannot. do not, and will not countenance disregard for the law for the sake of expediency m
anything we do. The FBI expects its personnel to ascertain the laws and regulations that govern
the activities in which they engage and to acquire sufficient knowledge of those laws. rules. and
regulations to understand their requirements, and to conform their professional and personal
conduct accordingly. Under no circumstances will expediency justify disregard [or the [aw. FBI
policy must be consistent with Constitutional. legal. and regulatory requirements. Additionally,
the FBI must provide sufficient training to affected personnel and ensure that appropriate
oversight monitoring mechanisms are i place.
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(U//FeH) In general, the FBI requires employees to report known or suspected [ailures (o
adhere to the law, rules or regulations by themnselves or other employees. o any supervisor in the
employees’ chain of command, any Division Compliance Officer; any Office of the Gencral
Counscl (OGC) Attorney; any Inspection Division personnel; any FBI Office of Integrity and
Compliance {OIC) stafl; or any person designated (o receive disclosures pursuant to the FBI
Whistleblower Protection Regulation (28 Code of Federal Regulations § 27.1), including the
Department of Justice (DOJ) Inspector General. For specific requirements and procedures for
reporting “departures” and “non-compliance” with the AGG-Dom on the DIOG. sce DIOG
Section 2.

3.2 (U) INVESTIGATIVE AUTHORITY, ROLES AND RESPONSIBILITY OF THE
DIRECTOR'S OFFICE
3.2.1 (U) DIRECTOR'S AUTHORITY, ROLES AND RESPONSIBILITY

(UABOYTEG) The Direclor's authority is derived [rom a number of statutory and regulatory
sources. For example, Sections 531 through 540a of Title 28. United States Code (U.S.C.),
provide for the appointment of the Director and enumerate some of his powers. More
importantly, with regard to promulgation of the DIOG., Scction 301 of Title 5. U.S.C.. authorizes
the head of an Executive department (o "preseribe regulations [or the government of his
department, the conduct of its employees, the distribution and performance of its business. and
the custedy, use. and preservation of its records, papers. and property.” The Attorney General, as
head of the DOJ. has delegated the authority in Section 301 to the Director in a varicty of orders
and regulations. Foremost among these delegations are Subpart P and Section 0.137 of Title 28,
Code of Federal Regulations (C.F.R.). This DIOG is promulgated under the authority thus
dclegated.

(UAFOTOT The Directlor's role and responsibilities under the AGG-Dom and DIOG, include,
among others, the approval or dental of departures from the AGG-Dom, Undisclosed
Participation (UDP) (scc DIOG Scctien 16) and Sensitive Operations Review Commitiee
{SORC) matters {see DIOG Section 10).

322 (U)DErpUTY DIRECTOR'S AUTHORITY, ROLES AND RESPONSIBILITY

(U//EeE6r The Deputy Director is the proponent of the DIOG. and in that position has oversight
regarding compliance with the DIOG and subordinate implementing procedural directives and
divisional specific PGs. The Deputy Director 1s also responsible [or the development and the
delivery of necessary training and the execution of the monitoring and auditing processcs.

(U//Fe& The Deputy Director works through the Internal Policy Office (IPO) to ensure the
following:

A) (U883 The DIOG is updated as necessary to comply with changes in the law, rules, or
regulations;

B) (U/AER The DIOG is reviewed every three years after the effective date of the 2011
revision. and revised as appropriate. This mandatory review schedule. however, does not
restrict the [PO, which is responsible tor all FBI policy matters, from working with FBI
Headquarters (FBIHQ) divisions and field oftices in the meantime to make policy revisions to
the DIOG and the PGs whenever necessary and appropriate during the three year period. The
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IPO may also make technical or non-substantive language or formatting changes to the DIOG,
as necessary. provided those changes clarify the meaning without altering the substance of the
DIOG;

C) (U/ABB0O3-Existing and proposcd investigative and administrative policies and PGs comply
with the standards established in the AGG-Dom and DIOG. On behalf of the Deputy Director,
the 1PQ} has the anthority, following coordination with the OIC and OGC, to modify or
remove any provision of existing or proposcd investigative or administrative policies or PGs
determined to violate. contradict. or otherwise modify the intent or purpose of any provision
or standard established in the AGG-Dom or DIQG; and

D) (U/FOH63 If the PO makes any changes to the DIOG or other policy pursunant to DIOG
Sections 3.2.2.B and/or 3.2.2.C above, the IPO will immediately advisc by c-mail all FBIHQ
and ficld office Division Policy Officers {3PO) of such changes and all DPOs must further
advise their respective FBI employees of such changes. The electronic version of the DIOG
maintained in the IPO’s Poliey and Guidance Library is the official current policy of the FBIL

33 {U) SPECIAL AGENT/INTELLIGENCE ANALYST/TASK FORCE OFFICER
(TFO)/TASK FORCE MEMBER {TFM)/TASK FORCE PARTICIPANT
{TFP)YFBI CONTRACTOR/OTHERS - ROLES AND RESPONSIBILITIES

3.3.1 (U) ROLES AND RESPONSIBILITIES

(U//FE&H63 Special Agents. analysts. TFO, TEM. TFP, FBI contractors and others bound by the
AGG-Dom and DIOG must:

3.3.1.1 (U} TRAINING

(U//FOT6¥ Obtain training on the DIOG standards relevant to his/her position and perform
activities consistent with those standards;

3.3.1.2 {(UY INVESTIGATIVE ACTIVITY

(UAREHE) Ensure all investigative activity complies with the Constitution, Federal law,
exccutive orders, Presidential Directives, AGG-Dom. other Attorney General Guidelines
(AGG), Treatics, Mcmoranda of Agreement/Understanding, the DIOG, and any other
applicable legal and policy requirements (if an agent, analyst, TFO, or other individual 1s
unsure of the legality of any action, he/she must consult with his/her supervisor, the Chiefl
Divisien Counscl (CDC) or OGC);

3.31.3 {U) PRIVACY AND CIVIL LIBERTIES

(U//F6YO) Ensurc that civil liberties and privacy arc protected throughout the Assessment or
Investigative process;

3.3.14 {(U) PROTECT RIGHTS

(U/ By Conduct no mvestigative aclivity based solely on the exercise of First
Amendment rights (1.e., the [ree exercise of speech. religion. assembly, press or petition) or
on the race, cthnicity, gender. naticnal origin. religion, scxual orientation, or gender identity
of the subject (Sce DIOG Section 4);
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3.3.1.5 (U) COMPLIANCE

(U/AFSHFO¥ Ensure compliance with the DIOG. including standards for opening. conducting,
and closing an investigative activity; collection activity; or usc of an investigative method, as
provided in the DIOG;

3.3.1.6 (U} REPORT NON-COMPLIANCE

(U/mEeHe) Comply with the law, rules, or regulations, and report any non-compliance
concern to the proper authority. For specific requirements and procedures for reporting
departures and non-compliance with the AGG-Dom and the DIOG, sce DIOG Sections 2.6 -
2.8;

3.3.1.7 {(U) ASsIST VICTIMS

(U//FEHE) Identily victims who have suflfered direct physical, emotional. or [inancial harm
as result of the commission of Federal crimes. offer the FBI's assistance o victims of these
crimes and provide victims’ contact information to the responsible FBI Victim Specialist
{VS). The VS is thereafter responsible for keeping victims updated on the status of the
investigation to the extent permitted by law, regulation. or policy, unless the victim has opted
not to receive assistance. The FBI's responsibility for assisting victims is continuous as long
as there 1s an open investigation (scc the Viciim Assestance Policy Guide, 3505P0),

3.3.1.8 (U} OBTAIN APPROVAL

(U/AO9) Ensurc appropriate supervisory approval is obtained for investigative activity as
required in the DIOG. Obtain and document cral approval as specified in Section 3.4.2.2
below. Self-approval of DIOG activities 1s not permitted. See “No Self-Approval Rule” set
forth in Section 3.4.2.3 below;

3319 {U} ATTRIBUTE INFORMATION 1T0O ORIGINATOR IN REPORTS

(U//POOY Ensurc that if the originator of information reported to the FBI characterizes an
individual. group, or activily in & certain way, EBI records (i.¢., 302s, ECs, LHMs, etc.)
reflect that another party, and not the FBI, 1s the originator of the characterization. Example:
An FBI document should state: “The complainant advised that the subject was prejudiced and
motivated by cthnic bias” rather than “The subject was prejudiced and motivated by ethnic
bias.”

3.3.1.10 {U) SERVE AS INVESTIGATION (“CASE") MANAGER

(U/AFHOYII assigned responsibility [or an mnvestigation, manage all aspects of that
investigation. until it 1s assigned to another person. It is the employec's responsibility to
cnsure compliance with all applicable laws, rules, regulations. and guidelines, both
mvestigative and administrative, {rom the opening of the investigation through disposition of
the evidence. unul the mvestigation 1s assigned to another person. If assigned as a co-case
agent. co-casc manager. or if assigned casc-related activities or duties. it is the employece’s
responsibility to ensure compliance with all applicable laws, rules, regulations, and
guidelines, botl investigative and administrative, from the opening of the investigation
through disposition of the evidence. untl the mnvestigation 1s assigned 1o another person or the
casc rclated activity requirement(s} ends.
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3.3.1.11 (U} CREATE AND MAINTAIN RECORDS/FILES

{(U/FOOF Create and maintain authentic. reliable, and trustworthy records. establish files,

sct leads. supervise investigations. index documents. and retain and share information. as
specified in DIOG Section 14 and Appendix J;

3.3.1.12 {U} INDEX DOCUMENTS

(U/BOHO3 Il assigned responsibility [or an investigation, index information in documents.
Current eyidance for indexing documents may be found in DIOG Appendix J|

and on the RMD intranct siie.

3.3.1.13 {U) SEEK FEDERAL PROSECUTION

(U//FOYO) Prefer Federal prosccution rather than state/local prosccution. An FBI employce
may protect the FBI’s resources and interests when discussing investigations with the United
States Attorney’s Office (USAQ) by accurately representing the time and elTort spent on an
investigation. The USAQO should be aware of this information prior to deciding whether
he/she will decline prosccution in favor of handling by local authoritics. Criminal
investigations conducted by the FBI are designed 1o obtain evidence for prosecution in
Federal court and not in state or local courts; and

3.3.1.14 {(UYRETAIN ORIGINAL NOTES MADE DURING AN INVESTIGATION

(U//FOUO) Retain in the investigative file (1A envelope) the following types of material
developed when interviewing witnesses:

A) (L)} Statements signed by the witness.

B) {U} Written statements, unsigned by the witness, but approved or adopted in any manner by
the witness.

18y’ (U} Original notes of interview with prospective witnesses and/or suspects and subjects.
That is, in any interview where preparation of an FD-302 is required (an interview where 1t
is anticipated the results will become the subject of court testimony) the handwritten notes
must be retained.

D} (U} Dictating the results of an interview onto an audio tape/media in licu of taking
handwritten intervicw notes may be vicwed by a court as “original notes™ and, therefore, the
audio tape/media must he retained. In such circumstances, the audio tape/media becomes
the “original note™ material. Conversely. an audio tape/media used for dictation from
handwritten interview notes for transcription to a final FD-302 is not “original note”
material and the andio tape need not be retained.

E) {U) An FBI employee's notes made to record his/her own finding, must always be retained.
Such notes include, but are not limited to, accountant's work papers and notes covering
matters such as crime scene searches, laboratory examinations, and fingerprint
examinations. If there is & question whether notes must be retained, resolve the question in
favor of rctaining the notes.

(U) See also DIOG Section 18.5.6.4.15 {Interview Documentation).

(U) Note: For the purpose of this note retention policy, an interview and an interrogation are analogous.

i

(U/BOTOT All original handwritten interview notes must be retained as "original note material”

file. The original handwritlen notes may be scanned. but the physical
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original handwritien notes must be retained regardless ol whether or not the notes are scanned.
Also s:.er
| |
3.3.2  (U) DEFINITIONS OF TASK FORCE OFFICER (TFQ), TASK FORCE
MEMBER (TFM), AND TASK FORCE PARTICIPANT (TFP)

(U/FOTO) It is required in some situations for the sponsoring agency of the TFO, TEM and
TFP* to enter into an MOU with the FBI that governs the activitics of the Task Force. For
purposes of the DIOG. TFO, TFM, and TFP are defined as [ollows:

3.3.2.1 (U} TASK FORCE OFFICER {TFO)
(U/A6HE63 An individual is a TFO when all of the following apply:

A} (U/ASH0) The individual is a certified Federal. state, local, or tribal law enforcement
officer;
B} {U/Aae The individual is authorized to carry a fircarm;

C) {U/BOHOY The individual is currently deputized under either Title 21 or Title 18 of the
UsS.C;

D) {U/POHE) The individual is eligible and has initiated the FBI's process for obtaining
Federal Law Enforcement Credentials;
E) {U/HFOE6s The individual is assigned to the supervision of an FBI led task foree;

F) (U/PFEHO) The individual has initiated a request for a security clearance issued by the FBL
Note: If the TFO fails to complete the security clearance process, he or she must be
removed as a TFQ,; and

G) {U/TFOTO) The individual is authorized to have access to FBI facilities.

(U//FOB67 An FBI TFO 1s mandated to attend all DIOG related training, and is bound by all
rules, regulations. and policies sct forth in the DIOG when acting in the capacity as an FBI
TFO.

3322 (U} TASK FORCE MEMBER (TFM)

(U//FOY8) An individual is a TFM when all of the [ollowing apply:
A) (U/FeHO) The individual is an employee of a Federal. state. local. or tribal agency;
B) (U/POHE) The individual is assigned to the supervision of an FBI led task force;
C) (U/ABH65 The individual has a security clearance recognized by the FBI that is currently
active; and
D) (U/A9H) The individual is authorized to have access to FBI facilities.
(U/FOYe3 An FBI TFM is mandated to attend all DIOG related training. and is bound by all

rules. regulations, and policies set forth in the DIOG when acting in the capacity as an FBI
TEM.

4 "A TEO, TEM, or TFP must follow their own agency's DFP; however, a TFO, TFM, or TFP is bound by the
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3.3.23 (U} TASK FORCE PARTICIPANT (TFP)

(U/A6H60) An individual is a TFP when he/she participates in investigations and operations
on an FBI-led task force and docs not otherwise qualify as a TFO or TFM. When participating
as an FBI TFP, the TEP is bound by all rules, regulations, and policies set forth in the DIOG.
DIOG related training for a FBI may be required by the head of the office/division that
governs the activitics of the Task Force.

34 (U) SUPERVISOR ROLES AND RESPONSIBILITIES

34.1 (U) SUPERVISOR DEFINED
(U) The term “supervisor” as used in the DIOG includes (whether in a Field Office or FBIHQ)
the [ollowing positions. or a person acling in such capacity:
A) (U) Supervisory Specizl Agent (SSA),
B) (U) Supervisory Senior Resident Agent (SSRA).
C) (U) Supervisory Intelligence Analyst {SIA),
D) (U) Senior Supervisory Intelligence Analyst {SSIA)
E) (U) Legal Attaché (LEGAT).
Fy () Deputy Legal Attaché (DLAT),
G) (L) Unit Chief (UC).
H) () Assistant Special Agent in Charge (ASAC).
I) () Assistant Scction Chiet {ASC),
5 (U) Section Chict (SC).
K} (U) Speceial Agent in Charge (SAC),
L) (1) Deputy Assistant Director (DAD?,
M) (U) Assistant Director (AD).
N) (U} Assistant Director in Charge {ADIC),
0) (U) Associate Exceutive Assistant Dircctor (A/EAD).
P) (U) Exccutive Assistant Dircctor (EAD),
Q) () Associate Deputy Director {ADD}, and
R) (U) Deputy Director (DD).

(U) The term “supervisor” is also intended to include any other FBI supervisory or managerial
position that is not specilically listed above but is equal in rank and/or responsibility (o these
listed positions. {(Nofe: TEOs/TFMs cannot be supervisors.)

342  (U)SUPERVISOR RESPONSIBILITIES
3.4.2.1 {(UY APPROVAL/REVIEW OF INVESTIGATIVE OR COLLECTION ACTIVITIES
(U//PEEO+ Anyone 1n a supervisory role who approves/reviews investigative or collection
activity must determine whether the standards for opening, approving, conducting. and
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closing an nvestigative activity, collection activity or investigative method. as provided in the
DIOG. have been satisfied.

3422 (UYORAL AUTHORITY / APPROVAL

(U//FOHOY Unless otherwise specificd by the AGG-Dom or FBI policy, any
authority/approval required in the DIOG necessary to conduct investigative activitics may be
granted orally by the appropriate approving oflicial. Should such oral authorization be
granted, appropriate written documentation of the oral authorization must be documented by
the FBI employce to the autherizing official as soon as practicable, but not more than five
business days after the oral authorization. The cffective date of any such oral authorization is
the date on which the oral authority was granted. and that date and the name of the approving
official must be mcluded in the subsequent written documentation.

(U/iFESH67T Supervisers are not permitted to self-approve mvestigative or intelligence
collection activity or metheds n assessments or mvestigations assigned (o them as case agents
or analysts. An independent evaluation and approval of these activitics must be obtained
inctuding the opening and closing of any Assessment or Predicated Investigation. Sce Section
3.4.2.3 below.

3423 {UYNO SELF-APPROVAL RULE

(U//FOEE3 When approval/authority is required in the DIOG, or related policy guides, to
open, utilize an investigative method. close. or perform any administrative requirement within
the scope of the DIOG (i.c. initial paperwork to a file, perform a file review, ctc.). an
approving official (supervisor) may not “self-approve” his‘her own work or activity. An
independent evaluation and approval ol these activities must be obtained, including the
opcning and closing of any Asscssment or Predicated Investigation. Note: Sce Records
Munapeien? Poficy (ouide, O769PC subsecrion 4.7.2. for guidance on administrative case
files.

{U/POYO3 Example: An SSA/SIA properly designates a relief supervisor on the squad to act
as the SSA/SIA while the supervisor is on leave. The relief SSA/SIA may not approve
anything related to his/her own investigations/work because supervisors are not permitted 1o
sclf-approve investigative or intelligence collection activity or methods in files assigned to
themselves.

3424 (U} ENSURE COMPLIANCE WITH U.S. REGULATIONS AND OTHER APPLICABLE
LEGAL AND POLICY REQUIREMENTS

{U/AFOEO) Supervisors must monitor and take reasonable steps to ensure that all
mvestigative activity. collection activity and the use of mvestigative methods comply with the
Constitution, Federal law. Exccutive Orders, Presidential Darectives. AGG-Dom, other AGG,
Treatics. Memoranda of Agreement/Understanding, the DIOG. and any other applicable legal
and policy requircments.

3425 (U} TRAINING

(U//FEHO3 Supervisors must obtain training on the DIOG standards relevant to his/her
posiuon and then conform decisions to those standards. Supervisors must also take reasonable
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steps to ensure that all subordinates have received the required training on the DIOG
standards and requirements relevant (o the subordinate’s position.

3.4.2.6 {(UY PROTECT CIVIL LIBERTIES AND PRIVACY

{(U/AOT0) All supervisors must lake rcasonable steps to ensure that civil Iiberties and
privacy arc protected throughout the investigative process.

3427 (U} REPORT COMPLIANCE CONCERNS

(U/FFOH6 I[ a supervisor encounters a practice that does not comply. or appears not Lo
comply, with the law, rules, or regulations. the supervisor must repert that compliance
concern to the proper authority and, when necessary, take action to maintain compliance. For
specific requirements and procedures for reporting departures and nen-compliance with the
AGG-Dom and the DIOG, sce Sections 2.6 - 2.8.

3.4.2.38 {UY NON-RETALIATION POLICY

(U/AFH63 Supervisors must not retaliate or take adverse action against persons who raise
compliance concerns. (Scc| ]

3429 (U} CREATE AND MAINTAIN RECORDS/FILES

(U//FOTOT Supervisors must ensure that FBI employees create and maintain authentic,
reliable, and trustworthy records. establish [1les, set leads. supervise investigations. index
documents, and retain and share information. as specified in DIOG Sectien 14,

(U/FFOH65 Supervisors must periodically review Investigative. control, and administrative
files assigned to their areas of program responsibilily or management in accordance with
DIOGG subsection 3.4.4 below.

3.42.10 (U/FEE63 U-1 NONIMMIGRANT STATLS CERTIFICATIONS

(U//EeES Pursuant to the Memorandum of Delegation signed December 10, 2614, thcl__l_l

[ ]has the authority to sign OMB Form 1-918b as the certilying official to assis
non-U.S. citizens who have sulfered [ederal. state or local offenses such as rape. torture,
human trafficking. slave trade. and extortion whoe are residing temporarily in the United
States. if that person can provide specific relevant facts to the investigation or prosccution of
the criminal activily in question. thncvcr[:kcrvcs as the certilying official, the
USAO proseculing the matier must be notified m writing of the action as scon as practicable,
but no more Ihanl mem the date of certification.”

343 (U) DELEGATION AND SUCCESSION IN THE FBI

(U/A6863 The ability to exercise legal authority within the FBI through delegations of legal
authority and orderly succession to positions of authority is set forth in the Succession and
Belogation Policy Direciive, 025920, A DIOG related policy or PG must adhere to the delegation

and succession ol authority standards. requirements and procedures established by the DIOG.
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3.4.3.1 {U) DELEGATION

(U/FOT0) As used in the DIOG, the term “delegation”™ refers to the conveyance of authority
to another offictal (cither by position or to a named individual). FBI lcgal authority 1s
generally delegable one supervisory level unless expressly permitted. prohibited, or restricted
by law, regulation, or policy. For example, an SAC may delegate his/her authority o approve
Sensitive Investigative Matters (SIMs) to an ASAC. but the ASAC cannot further delegate
this authority to an SSA. Dclegations will continue in effect until modified. revoked,
superseded, the position no longer exists. or the named individual vacates the position.

(U/FOFOY A supervisor may only delegate authority to another supervisor onc level junior to
himself or herself, unless specified otherwise {e.g.. an ASAC may delegate authority to an
SSA). SACs may, however. restrict delegations within their field offices, i.c., an SAC may
prohibit ASACs from further delegating authoritics that have been assigned to them.

(U/FOYO3 SSAs and Supervisory Intelligence Analysts (SIA) cannot “delegate” their
authority becausc they arc the first level of supervisory responsibility; however. a relief
supervisor may exercise the SSA’s authority when serving as the “acting” SSA (e.g., when the
SSA is absent or unavailable). In the absence of the immediate approval authority. a
supervisor at the same or higher level than that required may approve a particular activity
(c.g.. an Special Agent requests that his/her ASAC or SAC approve a Preliminary
Investigation because the Agent’s SSA 1s on a temporary duty assignment).

(U/FOTO) It is recognized that the first line supervisor’s role in mentoring and training relief
supervisors is often accomplished by assigning tasks to those employees while the supervisor
1s present or available. This type of activity 1s permitted so long as the supervisor is
monitoring the progress and cutcome(s) of the assignments and is not abdicaung the
responsibilitics associated with his or her supervisory position] |

|

This type ol task promotes effective supervision and provides a monitored opportunity

lor the reliefl supervisor to hone his or her management abilities.
3432 {U)} SUCCESSION: ACTING SUPERVISORY AUTHORITY

(U/AOH0O) As used in the DIOG, the term “succession” refers to the process by which an
official assumes the authoritics and responsibilitics of an existing position. typically when the
incumbent is absent. unavailable, unable to carry out oficial responsibilities, or has vacated
the position. A person who temporarily succeeds to a position is referred to as “acting” in that
position.

(U//FOTO) The FBI [ollows the general rule, recognized in law, that employees properly
designated as “acting” in a position exercise the full legal authorities of that position, unless
specifically precluded by higher authority or by an applicable Taw. regulation. or policy.
Accordingly. unless expressly precluded, any authority vested in an EBI supervisor pursuant
1o the DIOG may be exercised by someone who occupies that position in an acling status. An
cmployce may be designated to an acting position cither through a succession plan or ad hoc
designation. Sce the Succession and Delegation Policy Divective, 82590 or additional details.
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3.4.3.3 {U} DOCUMENTATION

(U/FOES) Delegations of authority as well as successton plans and ad hoc designations must
be documented in writing and maintained in the appropriate administrative file identified
below whenever practicable. unless specilically required by the DIOG. Administrative [iles
have been created by RMD 1o maintain documentation of delegations of authority. to include
ad hoc designations and succession plans.

3.4.33.1 (U/FOEO) “DELEGATIONS GF AUTHORITY REIATED TO SENIOR
EXECUTIVES” — FILE 319X-HQ-AI700684-XX

(U//ESYO) File (319X-HQ-A1700684-XX with the last two alpha characters designating
particular ficld office. FBIHQ Division or LEGAT must be used to document delegations of
authority related to the responsibilities of senior executive positions {defmned in the Director &
Senior Oflicials (07-01) Retention Schedule) as only the Director, Deputy Director. Chiel of
Staff, Associate Deputy Director, and Exccutive Assistant Director(s). (Npte: This file docs
not include Senior Exccutive Service (SES) delegations of authority. Such delegations of
authority by SES and all other supervisory management officials must be documented using
the file specified below m DIOG Section 3.4.3.3.2)

3.4.3.32 (UIHEGE6) “DELEGATIONS OF AUTHORITY RELATED TO NON-SENIOR
EXECUTIVES” (INCLUDING ALL SENIOR EXECUTIVE SERVICE [SES] AND
OTHER SUPERVISORY MANAGEMENT OFFICIALS) AND ALL ADHOC
DESIGNATIONS — FILE 319X-HQ-A1700685-XX

(U//FOH6+ File 319X-HQ-A1700685-X X with the last two alpha characters designating
particular ficld office. FBIHQ Division or LEGAT must be used to document delegations of
authority rclated to the respensibilitics of non-senior cxecutive positions to include all SES
level and other supervisory management olficials not included above in DIOG Section
3.4.3.3.1. as well as to document adhoc designations, as specified.

(U/FEH67 Documentation ol acting authority may take place subsequent to the actual ad hoc
designation. For cxample, an SSA orally advises his principal relief supervisor that he/she has
an cmergeney and will not be able te come into the office. The ad hoc designation of the relief
supervisor as acting SSA can be documented upon the SSA’s return to the office. Failure to
document an ad hoc designation does not invalidate the designation but may result In
difficulty proving the appropriate exercise of authority if required to do so. (See Section
3.4.2.2 above concerning oral authorizations and related documentation requirements).

34333 (U/HOE6Y SUCCESSION PLANS — FILE 319X-H(Q-A1538387

{U//EOEOY An administrative file has also been created to maintain documentation of
succession plans (319X-HQ-A1538387-XX with the last two alpha characters designating the
particular [1eld office, FBIHQ Division or LEGAT).

3.44 (U)FILE REVIEWS AND JUSTIFICATION REVIEWS
3441 () OVERVIEW

(UABE5-The file review is designed to ensure that investigative and intelligence activitics
are progressing adequately and being conducted in compliance with applicable statutes,
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regulations, and FBI/DOIJ policies and procedures. As a management tool, the file review
process has proven elfective for operational program oversight. tracking investigative and
intelligence collection progress, ensuring investigative focus, program management, and
reduction of risk.

(ULESHS) Supervisory review of investigative files (main file and all sub-files) is especially
important with regard to tracking the progress and development of new cmployees. It provides
an opportunity [or supervisors to guide employees on how properly to manage and document
investigative [iles and to use and document investigative methods, while emphasizing the
importance of compliance and recognition of risk. In addition. the file review process is an
opportunity to begin to evaluate an employee’s level of performance and to identify his or her
strengths and weaknesses. Performance evaluation must not be documented on the [ile review
itself; rather, any notes regarding performance must be documented utilizing the optional form

| ,“?e;f:mziazu;f: Summary Assessinent JPSA T (see DIOG subsection 3.4.4.8 for
further guidance).

(U//FEHO7 File reviews help supervisors to ensure that their office is effectively supervising
activitics in its own territory and monitoring investigative activity carried out on their behalf
in other field offices. For example, a supervisor may use a file review (o ensure that an
employee assigned an investigation has addressed all logical investigation in a timely manner.
or that the employce has successfully set necessary leads for other offices or other employeces
within his or her own office. Additionally, the periedic review of control files and relevant
administrative files permits the supervisor to evaluate progress in meeting program-related
objectives and ensures that FBI resources are being utilized and managed properly in
accordancc with policy standards and arc aligned with stratcgic objectives.

3442 () TYPES OF FILES/INVESTIGATIONS REQUIRING FILE REVIEWS AND
JUSTIFICATION REVIEWS

(U//FEBP65 File reviews (including the main file and all sub-(iles) must be conducted for all
predicated investigations, including investigations placed in “pending inactive” status,
unaddressed work files, and Type 3-6 assessments. Type 1 and 2 assessments must have 30-
day justification reviews, as specilied below.

3443 {U) FREQUENCY OF FILE REVIEWS

(U/AFSB83-Supervisors must adhere to the following tmeframes for [ile reviews:

A) (U/EOHO) For agents, resident agents, TEFOs, 1As, and other employees assigned
investigative files — 90 Days. The supervisor must review the files (i.c.. main file and sub-
files) for all investigations {including pending predicated investigations. pending inactive
investigations, unaddressed work files, and Type 3-6 asscssments, or assigned control tiles,
such as a 300A) for cach consccutive 90-calendar-day period.

1. {U/H=0¥3 30 Additional Days: The filc review process and file review documentation,
as described in DIOG subsections 3.4.4.5-3.4.4.9 below, including tasks identified while
conducting the in-person or telephonic session., must be completed within 30 calendar
days following cach consccutive 90 calendar day file review period.

B) (U/ESHO) For probationary employees {agents, resident agents, 1As, and other
employees assigned investigative files) — 60 Days. The supervisor must review the tiles (i.c..
main file and sub-files) for all investigations {including pending predicated investigations,
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pending inactive investigations, unaddressed work files. and Type 3-6 assessments, or
assigned control files, such as a 300A) for cach consecutive 60-calendar-day period.

1. (U/A6H6) 30 Additional Days: The file review process and file review documentation,
as described in DIOG subscctions 3.4.4.5-3.4.4.9 below, including tasks identificd while
conducting the in-person or telephonic session. must be completed within 30 calendar
days following each consecutive 60/90 calendar day file review period.

3444 () DELEGATION OF FILE REVIEWS

(U//FOTOT Thorough and complete file reviews arc an important part of the compliance
regimen, provide valuable and needed information [or the purpose ol evaluating the
performance of employees, and are critical (o the effective management of a squad. For these
reasons. file reviews are an Important duty and responsibility for supervisors, and supervisors
arc discouraged from routinely delegating these reviews. However, because conducting a file
review 1s an important developmental opportunity for primary reliel supervisors. [ile reviews
may be conducted by a duly designated acting supervisor or duly designated primary relief
supervisor. Acting supervisors may conduct file reviews just as they would conduct any other
supervisory duty while functioning in an acting capacity. Primary relief supervisors may
conduct file reviews; however. when they do so, the next required file review must be
conducted by a supervisor or duly designated acting supervisor. In other words, every other
file review of any given investigative file must be conducted by a supervisor or duly
designated acting supcrvisor. Acting supervisors may not review their own files under any
circumstances; they must either reassign their investigations or have their investigations
reviewed by ancther supervisor or an ASAC.

3445 (1) PREDICATED INVESTIGATIONS AND TYPE 3,4, AND 6 ASSESSMENT — FILE
REVIEW REQUIREMENTS

(U//Fed63 A file review must be conducted in person. or by telephone when necessary (e.g..
if an employee 1s on TDY or in a remote resident agency [RA]); conducted in private; and
documented as specified in DIOG subscction 3.4.4.8 below.

(U/AESH6 The lile review process requires the supervisor 1o review the investigative liles
(including the main filc and all sub-files) assigned to the employee; discuss progress made in
the last 60- or 90-day period toward specified investigative or intelligence collection
objectives. the projecied work or [uture objectives being contemplated, and the method(s) o
achieve them in the next review period; and document that information in the [ile review
package gencrated by |

(U/EQHO3 When reviewing the employee’s assigned investigative files (i.e., main file and
sub-files). the supervisor should consider the following, whenever applicable. when
cvaluating an assessment or a predicated investigation:

A) (UARSHEO3 That no investigative activity 1s based solely on activity that is protected by the
First Amendment or on the race. ethnicity. gender. national origin or religion, sexnal
orientation. or gender identity of an individual. group, or organization or & combination of
only those factors

B) (U/POTOT Whether the activities that occurred in the prior 60 or 90 calendar days were
appropriate bascd upon the investigative category, the type of casc classification, and the
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stated objectives and whether investigative methods were used in compliance with applicable
DIOG requirements

Q) (U/BEGHEr Whether subject(s) have been indexed in compliance with indexing guidelines

D) (U/PEHE) Whether threat issues and Crime Problem Indicator (CPI) codes for the
investigation or assessment were identified, complete, and current in accordance with policy

E)} (U/F6563 Whether victim assistance policy has been followed (i.c., identification.
notification to the VS, documentation, casc status updates, ctc.) in compliance with the DIOG
and the Yictsn Assisnoe Pofioy Guide, Q305P0

F) (U/POTO) Whether information shared with domestic or forcign agencics was done in
accordance with dissemination policy

Q) (U/PSHO> Whether liaison and tripwire activity was documented

H) (U/POTTY Whether statistical accomjlishmcnts {i.c., accomplishments in the

Accomplishments module of ave been entered within established timeframes

) (U/POSHE) Whether evidence has been stored and disposed of properly and whether
documentation has been completed according to evidence control policics

I} {U/ESEER Whether leads have been covered within established deadlines

K} (U/A6H60) Whether significant milestones or activities were documented. including the final
adjudication of a subject(s), by submitting forml | b7E

L) (U/FOHO Whether any intelligence in the investigation or assessment resulted in the
production of intelligence products {e.g., Intelligence Information Reports ([IRs), Situational
Information Reports {(SIRs), Intelligence Bulleting, Intelligence Assessments) and whether the
reports were released to the intelligenee or law enforcement community and properly
documented in the INTELPRODS sub-file, in compliance with the DIOG

M) (U/ESHEE) Whether National Security Letters {NSLs) have been issued in accordance with
policy. including whether responsive materials have been appropriately examined {e.g..
examined for overproduction);

N) (UHeE8} Whether federal grand jury subpoenas have been issued in accordance with
pelicy. including whether responsive materials have been appropriately examined (e.g.,
cxamined for overproduction), and federal grand jury materials covered by Rule 6¢ arce
properly marked and handled. including being appropriately restricted in |

Q) (U/PFOTO) Whether documents obtained pursuant to a mail cover request were returned to
the USPS within 60 days of the criminal mail cover termination date, and the return
documented in the investigative file

P} (U/AOYO) Whether administrative subpocnas have been issued in accordance with policy,
including whether responsive materials have heen appropriately examined (e.g.. examined for
overproduction)

Q) {(U/FEEE) Whether case-related electronic communications, including e-matl, text
messages, phone calls, and instant messages. have been appropriately uploaded into:] b7E
or another RMD-authorized recordkeeping system. See Becords Manaveasons Folicy Guide,

Pedioy Guide, 3370807

R) (U/ABHE63 Whether the watch-list status of any subject(s) has been appropriately
documented
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S) (U/BE6H63 Whether the status of the preliminary investigation is current (i.e., his not
expired or will not expire before the next file review)

T) (U/ASE9 Whether any potential Inteliigence Oversight Board (I0B) violations have been
reported in accordance with policy

U) (U/FeH6y Whether relevant assct forfeiture statutes have been applied and their use
documented

V) (U/FBHE8s For predicated mvestigations, whether the predication for continuing the
investigation continues to exist

W) (U//EaEE) For assessments, whether it 1s reasonably likely that information will be obtained
that is relevant to the authorized purpose and clearly defined objective(s), thereby warranting
an cxtension for another 60/90 calendar days

Xy (UHPOHE) Whether adequate predication has been developed in the assessment to open a
predicated investigation

(U/ARSHOT Supervisors must evaluate the proper usc of investigative methods and ensurc that
they arc appropriately documented in the file. When evidence has been obtained, the
supervisor must ensure that the evidence was treated and/or disposed of appropriately. The
supervisor should use the file review process as an opportunity to determine whether the
cmployec has adequately used liaison and external contacts to further the
investigation/assessment. In addition. the supervisor must assess whether the employee needs
additional assistance. training. guidance. or other resources o successfully advance the
investigation/assessment.

(U/Ae63 The intelligence aspect of every investigation must be scrutinized during the file
review process. The supervisor must determine whether the employee understands his or her
responsibilitics relative to intelligence collection and reporting and has ensured that
investigative and intelligence aspects of cach investigation complement cach other. This
includes examining whether the employee has adequately collaborated with the field office’s
intelligence component and expleited his or her investigations to obtain information relevant
to standing intelligence collection requirements. The supervisor must review the files for
potential intelligence collection and sharing opportunitics. both cross-programmatic and
interagency. The file review must decument whether applicable intelligence products. such as
intelligence reports. bulletins and assessments. have been or should be drafted based on
investigative and intelligence information collected during the investigation.

(U//FOFO) The supervisor must also evaluate whether the employee has been in
communication with FBIHQ division entitics, if appropriate. with respect to his or her
investigative/intelligence activitics and whether the employce has coordinated with FBIHQ to
obtain any special authoritics or concurrences needed [rom DOJ or FBI components and other
governmental agencies {e.g.. CIA, DOS, and DOD).

(U//FEYS3 The supervisor must consider the employee’s collateral duties, such as special
weapons and tactics (SWAT), emergency response team (ERT). hazardous materials
(HAZMAT). hostage ncgotiator, training, TDY assignments. and other activitics constituting
official business that could limit the employee’s ability to address his or her assigned
cascload. The supervisor must take mto account planned annual and sick leave, holidays, and
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similar time constraints when estimating the employee’s overall work responsibilities for the
next 63/90-day period.

(U//F08567 The supervisor must evaluate whether the employee 1s acting within all applicable
statutes. regulations, and FBI and DOIJ policies and procedures. Supervisors must keep in
mind that how the employee accomplishes his or her tasks is just as important as whether he
or she accomplishes them. Any compliance concerns must be immediately referred to the ficld
office’s compliance officer for discussion regarding additional actions to be taken. For
specific requirements and procedures for reporting departures [rom and noncompliance with
the AGG-Dom and the DIOG, sce subsections 2.6-2.8.

(UMFEH63 At the conclusion of the file review, the supervisor must ensure that the employee
understands the objectives to be accomplished over the next 60/90 calendar days and must
document specifically those expectations in the file review package.

(U) While conducting file reviews pursuant to this subscction. a supervisor must cnsure that
all investigative activity conducted online is in accordance with BI04 Appendiz L, “Online
Ivestigations,” Supervisors must pay special attention to information relating 1o the exercise
ol a First Amendment right. This type ol information may only be collected 1 (1) the
collection is logically related to an anthorized investigative purpose. (2) the collection docs
not materially interfere with the ability of an individual or a group to engage in the exercisc of
constitutionally protected nghts, and (3) the methed ol collection is the least intrusive
alternative that is reasonable, based upon the circumstances of the investigation. The FBI must
not base investigative activitics solely on an individual’s legal exercise of his or her First
Amendment rights. Further, every FBI ecmployee has the responsibility to ensure that the
activities of the FBI are “lawful, appropriate and ethical as well as effective in protecting the
civil liberties and privacy of individuals in the United States.” (See DIOG subsection 4.1.3.)

(U/ABH63 The supervisor must be diligent about documenting all aspects of the [ile review
in the file review package and seting appropriate ticklers.

3446 (1) TYPE 1 AND 2 ASSESSMENTS — JUSTIFICATION REVIEW REQUIREMENTS

(U/FOY63 Supervisors must conduct 30-day justification reviews for Type | and 2
assessments. Following the end ol the 30-day period. the agent. TFO. or IA and the supervisor
have up to 10 calendar days to complete all aspects ol the justification review and (o
document the revicw. Guardian {FD-71a) or

[ |Ihese justification reviews must address the
following assessment review standards {ARS):

A) {(UAFSEE-Has progress been made toward achieving the authorized purpose and clearly
defined objective(s)?

B) (U/AFEHs Were the activities that occurred in the prior 30 calendar days appropriate and in
compliance with applicable DIOG reguircments?

C) (UFFBUOFLs it reasonably likely that information will be obtained that is relevant to the
authorized purpose and clearly detined objective(s). thereby warranting an extension for
another 30 calendar days?

D) (UAFeBe-Has adequate predication been developed to open a predicated investigation?
Ey (UASEEe" Should the assessment be terminated?
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3447 (U} FILE REVIEW REQUIREMENTS b7E
(Uriretey] |

A) (WL |
I (U/retoe |
L

2. (UireHe)| l

L ]

3. (UiFewe| ]

B) (U)| — |

3. (U/FeHen
[ ]
4. (U//FOY
3448 (U) DOCUMENTATION OF FILE REVIEWS
(U//E8H65 File review packages are generated byI:]Thcsc must be completed by an b7E

assigned casc manager. the supervisor, and the ASAC or SSIA as part of the file review
process. Once [inalized, the completed packages can be viewed withinl:land used as a
tool in determining an employee’s performance rating. Documents maintained for evaluations,
including printed copics of file review packages, must be maintained or destroyed in
accordance with the FBI's performance appraisal system (see the Pesfvemgnce Appraisel
Svstem Policy Guide, 0488P0). Al the conclusion ol each file review, the clectronic [ile
review package must be submitted to ficld office executive management (c.g.. ASAC or
SSIA), who is responsible for ensuring that the file reviews were conducted properly by
reviewing and signing the file review package. Tho file review package
must be maintained for inspection review and other purposes not relaled to the perlformance
appraisal process for a period of at least two years after being created or—if related to a
pending internal investigation. performance action. complaint, or charge—onc ycar from the
date on which that case or action was closed, whichever 1s the longer period of ume.

(U//FEYE) The] lis now accessible from the file review package in Usc of
the | is not required 1o be completed by the supervisor as part of the
file review process. However. if the superpvisor chooses o document performance notes. then
the must be used. Completing an can assist the supervisor and the employcece
in cvaluating performance, and it complements the formal employee performance appraisal
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b7E

system. If used, the supervisor and employee must sign and date the completed bn the
signature page, and the employee must mitial each preceding page. The original signe

khould be placed into the employee’s performance folder, maintained by the rating
official. A copy must be provided to the employee. (Sce the Performance Appraisal System
Policy Goide, 34R8PG for the retention policy.)

3449 {U) FILE REVIEW EXAMPLE
(U/FFeye) ] bTE

(U/FOYSH J

(UAEGHO: Note: While the file reviews must be conducted every 90/60 days respectively,

employees have 30 days following the 90- or 60-day peried o conduct the in-person or

telephonic meeting, complete the file review package in and complete any b7E
outstanding tasks. For example, if a missing LHM, or accomplishment is identificd.

thosc tasks should be completed during the 30-day period.

35 (U) CHIEF D1viS10N COUNSEL {CDC) ROLES AND RESPONSIBILITIES

(U/FOYO) The CDC must review all Assessments and Predicated Investigations involving
Sensitive Investigative Matters (SIM) as discussed in DIOG Section [0 as well as review the use
of certain investigative methods as discussed in Section 18. The primary purpose of the CDC’s
review 1s lo ensure the legality of the actions proposed. Review. in this context, includes a
determination that the investigative activity is: (i) not legally objectionable (c.g., that it is not
based solely on the exercise of First Amendment rights (i.c.. the free exercise of speech, religion.
assembly, press or petition) or on the race, ethnicity, gender., national origin. religion. sexual
orientation, or gender identity of the subject); and (i1} founded upon an authorized purpose
and/or adequate factual predication and meets the standard specified in the DIOG. The CDC
should also include in his or her review and recommendation. if appropriate. a determination of
the wisdem ol the proposed action {e.g.. the CDC may have no legal objection but may
recommend denial because the value of the proposal is outweighed by the intrusion into
legitimate privacy interests). The CDC’s determination that an investigative activity is: {i) not
legally objectionable; and (1) warranted from a mission standpoint is based on facts known at the
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ume of the review and recommendation. Ofien, these facts are not verified or otherwise
corroborated untl the investigative activity commences. As a result, the CDC may require
additional CDC reviews or provide guidance to supervisory personnel with regard to monitoring
the results of the investigative activity to ensure that the authorized purposc and/or factual
predication remains intact alter the facts are developed. The regularity of such review is within
the CDC’s discretion. Activities found to be legally objectionable by the CDC may not be
approved unless and until the CDC’s determination is countermanded by the FBI General
Counscl or a delegated designee.

(U//FOTO) For investigative activitics involving a SIM, the CDC must also independently
consider the factors articulated in Section 10 and provide the approving authority with a
recommendation as to whether, in the CDC’s judgment, the investigative activity should be
approved.

(UHFSHE6 Throughout the DIOG, DIOG related policies, or PGs, any requirement imposed on
the CDC may be performed by an Associate Division Counsel (ADC) or a designated Acting
CDC.

3.6 (U) OFFICE OF THE GENERAL COUNSEL {OGC) ROLES AND
RESPONSIBILITIES

(U/FOTT) The mission of the FBI's Office of the General Counsel (OGC) is to provide
comprehensive legal advice 1o the Director. other FBI officials and divisions. and flield offices on
a wide array ol national securily. mnvestigative, and administrative operations. In addition o
providing legal advice as requested, OGC reviews the legal sufficiency of sensitive Title 111
affidavits and a wide varicty of operational documents relating to foreign counterintelligence/
International terrorism investigations, including requests for surveillance and physical searches
pursuant to the Foreign Intelligence Surveillance Act (FISA) and undercover proposals, and
manages the physical flow of FISA requests. applications, orders, and returns. OGC maintains
ltatson with the intelligence community on Iegal issues and reviews for legal sufficiency
proposals o share information or [orm partnerships with other federal. state, local, and
international agencies. OGC also supports federal criminal prosecutions by assisting in criminal
discovery and by conducting reviews of personnel files, coordinates the defense of the FBI and
its employees in civil actions which arisc out of the FBI's investigative mission and personnel
matters, and assists the Office of Congressional Affamrs (OCA) in responding o Congressional
inquiries. including Congressional requests [or FBI documents. OGC addresses legal 1ssues
assoclated with the impact of communication and information technology on the ability of the
FBI and other law-cnforcement and intelligence agencies to exceute their public safety and
national security missions. including their ability to conduct authorized clectronic surveillance.

(U//FOYO) In coordination with the DOJ NSD. the OGC is responsible for conducting regular
reviews of all aspects of FBI national security and foreign intelligence activities. The primary
purpose of the OGC’s review is to ensure the legality of the actions proposed. These reviews,
conducted at FBI ficld offices and FBIHQ units, broadly examine such activities for compliance
with the AGG-Dom and other applicable requirements. Review, in this context, includes a
determination that the investigative activity is: (1) not legally objectionable (¢.g.. that it 1s not
based solely on the exercise of First Amendment rights or on the race, ethnicity. gender. national
origin, rcligion. sexual orientation. or gender identity of the subject); and (i1} founded upon an
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authorized purpose and/or adequate [actual predication and meets the standard specilied in the
DIOG. The OGC should also include 1 1ts review and recommendation, if appropriate, a
determination of the wisdom of the proposed action (c.g., the OGC may have no legal objection
but may recommend denial because the value of the proposal i1s outweighed by the intrusion into
legitimate privacy interests). The OGC’s determination that an investigative activity is: (1) not
legally objectionable; and (i) warranted [rom a mission standpoint 1s based on facts known at the
time of the review and recommendation. Often these facts are not verified or otherwisc
corroborated until the investigative activity commences. As a result. the OGC may require
additicnal OGC reviews or provide guidance to supervisory personnel with regard to monitoring
the results of the mnvestigative activity to ensure that the authorized purpose and/or [actual
predication remains intact after the facts arc developed. The regularity of such review is within
the discretion of OGC.

(U/AR0H6) For thosc investigative activitics involving a sensitive investigative matter requiring
OGC review. the OGC must independently consider the factors articulated in Section 10 and
provide the approving authority with a recommendation as to whether, in the OGC’s judgment,
the mvestigative activity should be approved.

(U/MBGHES Throughout the DIOG, any requirement imposed on the General Counsel may be
delegated and performed by a designated OGC attomey. All delegations must be made as set
forth in Section 3.4.3 above.

3.7 {U) INTERNAL POLICY OFFICE (IPO) ROLES AND RESPONSIBILITIES

(U/FOH63 Subject Lo the guidance of the Deputy Director. the IPO has oversight ol the
implementation of the DIOG. Working with the Deputy Director’s office, the IPO may make
revisions to the DIOG as necessary, following appropriate coordination with the OIC, OGC and
other EBIHQ or field office entities. In the process ol implementing and analyzing the DIOG. the
IPO should report any apparent compliance risk areas directly t¢ the OIC. Additonally. the IPO
will work directly with the OIC to ensure that the policies, training and meonitoring arc adequate
to meet compliance monitoring procedures.

(U//BOO; The IPO is responsible for ensuring the following:

A) (U//FOEE) The DIOG is updated as necessary to comply with changes in the law, rulces, or
regulations;

B) (U/ARSEN The DIOG is reviewed every three vears from the effective date of the 2011
revision. and revised as appropriate. This mandutory review schedule. however, does not
restrict the [PO, which 1s responsible tor all FBI policy matters, from working with FBIHQ
divisions and field offices to mike policy revisions to the DIOG and the PGs whenever
necessary and appropriate during the three year period. The IPO may also make technical or
non-substantive language or formatting changes to the DIOG, as necessary. provided thosc
changes clarity the meaning without altering the substance;

C) (U//Fede) Existing and proposed investigative and administrative policies and PGs comply
with the standards established in the AGG-Dom and DIOG. On behalf of the Deputy Director,
the IPO has the authority, following coordination with the OIC and OGC, to modify or
remove any provision of existing or proposed investigative or administrative policies or PGs
determined to violate. contradict. or otherwise modify the intent or purpose of any provision
or standard cstablished in the AGG-Dom or the DIOG; and
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D) (U/FOHE) If the IPO makes any changes to the DIQG or other policy pursuant to 3.7.B
and/or C above, the PO will immediately advise by e-mail all FBIHQ and field office
Division Policy Oftficers (DPO) of such changes and all DPO must further advise their
respective FBI employees of such changes. The electronic version of the DIOG maintained in
the IPO’s Policy and Guidance Library is the official current policy of the FBI

3.8 {U) OFFICE OF INTEGRITY AND COMPLIANCE {OIC) ROLES AND
RESPONSIBILITIES

(U/FEHE) OIC 1s responsible [or reviewing the DIOG and working with each FBIHQ division
and the IPO to identily compliance risk areas and to ensure the adequacy ol policy statements.
training and monitoring. When compliance risk arcas arc identified. OIC must work with the
divisions, ficld offices, and/or programs affected by the risk and develop programs to review the
adequacy ol policy statements, training, and menitoring in order to mitigate those concerns
appropriately.

3.9 {U) OPERATIONAL PROGRAM MANAGER ROLES AND RESPONSIBILITIES

(U/BOH6) In addition 1o managing national level pregrams. coordinating mvestigations,
training. and providing guidance and oversight to the {ield. the FBIHQ Operational Program
Managers arc responsible for identifying, prieritizing. and analyzing potential compliance risks
within their programs regarding implementation of the DIOG and developing mitigation plans
where warranted.

(U//Fe6y Opcrational Program Managers must proactively identify and take appropriate action
Lo resolve potential compliance concerns. In identifying possible compliance concerns, Program
Managers should consider the following indicaters of possible compliance issues:
A) (U/Fed8) Similar activities being handled differently from squad-to-squad / unit-to-unit /
field office-to-tield office;
B) (U/FOH6N Unusually high level of contact with FBIHQ™ division for basic information on
how to conduct an activity;
C) (U/AaH Apparent confusion over how to conduct a certain activity;
D) (U/FOPO) Policy conflict;
E) (U/4<086) Non-cxistent/inaccurite/wrongly targeted training;
F) (U/AOH0Y Monitoring mechanisms that do not exist or do not test the right information (e.g.
file reviews/program management); and
G) (U/A03 Inadequate processes in place to audit for compliance.
(U//FeB3-Operational Program Managers may not retaliate or take adverse action against
persons who raise compliance concerns.
3.10  (U) D1visioN COMPLIANCE OFFICER ROLES AND RESPONSIBILITIES

(U/AH6) Each FBIHQ division and field office must have a Division Compliance Ollicer
(DCO). The DCO will proactively identify potential risk of non-compliance in the
implementation of the DIGG and report them to the proper authority and the OIC. The DCO
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must always be aware that the focus of a compliance program is the identification and resolution

of a compliance problem using non-punitive and non-retaliatory means.

3.11  {(U)PoSITION EQUIVALENTS - FBI HEADQUARTERS (FBIH(Q}) APPROVAL
LEVELS

(U//FOH6) The official pesition equivalents between the field offices and FBIHQ are outlined
below. In general. an equivalent position at cither the ficld or FBIHQ may cxercise DIOG
authority. unless the DIOG specifically limits a given authority. or whenever a specific position
1s assigned the authority as part ol its responsibilities {e.g.. SSIA. ASAC). The equivalent
positions arc:

A) (U/ABH63 Ficld Office Analyst or Special Agent = FBIHQ Analyst or Special Agent;

B) (U//FeH9) Ficld Office SIA = FBIHQ SIA;

C) (U/FOU0) CDC = FBIHQ OGC General Attorney;

D) (U//FeH67 Ficld Office SSA = FBIHQ SSA;

E) (U/HOT0) Field Office ASAC = FBIHQ UC;

F) (U//FET0) SAC = FBIHQ SC; and

G) (U/FOYEeN ADIC = FBIHQ AD.
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4 (U) PRIVACY AND CIVIL LIBERTIES, AND LEAST
INTRUSIVE METHODS

4.1 (U) C1IVIL LIBERTIES AND PRIVACY

4.1.1 {U) OVERVIEW

{U) The FBI is responsible for protecting the sccurity of our nation and its people from crime and
terrorism while maintaining rigorous obedience o the Constitution. 7he Afforney General s
Guidelines for Daomestic FBI Activities {AGG-Dom) establish a set of basic principles that serve
as the foundation for all FBI mission-related activitics. When these principles are applicd. they
demonstrate respect for civil libertics and privacy as well as adherence to the Constitution and
laws of the United States. These principles are as [ollows:

A) (1) Protecting the public includes protecting their rights and liberties. FBI investigative
activity is premiscd vpon the fundamental duty of government to protect the public, which
must be performed with care to proteet individual rights and to ensure that investigations arc
confined to matters of legitimate government interest.

B) {(U) Only investigate for a proper purpose. All FBI investigative activity must have an
authorized law enforcement, national security, or foreign intelligence purpose.

C) (U) Race, ethnicity, gender national origin, religion, sexual orientation, or gender
identity alone can never constitute the sole basis for initiating investigative activity.
Although these characteristics may be taken into account under certdin circumstances. there
must be an independent authorized law enforcement or national security purpose for initiating
Investigative activity.

D) (U) Only perform authorized activities in pursuit of investigative objectives. Authorized
activities conducted as part of a lawful assessment or investigation include the ability to:
collect criminal and national security information, as well as foreign intelligence; provide
Investigative assistance to federal, state, local, tribal, and foreign agencies; conduct
intelligence analysis and planning; and retain and share information.

E) (U) Employ the least intrusive means that do not otherwise compromise FBI operations.
Assuming a lawful intelligence or evidence collection objective. i.e.. an anthorized purpose.
strongly consider the method {techniguc) employed to achicve that objective that is the least
intrusive available (particularly if there 1s the potential to interfere with protected speech and
association, damage someonc’s reputation, mtrude on privacy, or interfere with the
sovereignty of foreign governments) while still being operationally sound and effective.

F} (U) Apply best judgment to the circumstances at hand to select the most appropriate
investigative means to achieve the investigative goal. The choice of which nvestigative
method to employ is a matter of judgment. but the FBI must not hesitate to use any lawful

method consistent with the AGG-Dom when the degree of intrusiveness 1s warranted in light
of the seriousncss of the matter concerned.

4.1.2  (U) PURPOSE OF INVESTIGATIVE ACTIVITY

(U) One of the most important safeguards in the AGG-Dom—one that is intended to ensure that
FBI employces respect the constitutional rights of Americans—is the threshold requirement that
all investigative activities be conducted for an authorized purpose. Under the AGG-Dom that
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authorized purpose must be an authorized national security, eriminal. or foreign intelligence
collection purpose.

(U} Simply stating such a purpose. however, is not sulficient 1o ensure compliance with this
requirement. The authorized purpose must be well-founded and well-documented. In addition,
the information sought and the investigative method used to obtain it must be focused in scope,
time, and manner to achicve the underlying purpose. Furthermore, the Constitution sets limits on
what that purpose may be. It may not be solely to monitor the exercise of constitutional rights.
such as the [ree exercise of speech, religion. assembly, press and petition. and, equally important.
the authorized purposc may not be based solely on the race. cthnicity. gender, national origin,
religion, sexual orientation, or gender 1dentity of an individual, group. or organization or a
combination of only those [aclors.

(U) It is important to understand how the “authorized purpose” requirement and these
consttutional limitations relate 1o one another. For example, individuals or groups who
communicate with cach other or with members ol the public in any form in pursuit of social or
political causes—such as opposing war or foreign policy. protesting government actions, or
promoting ccrtain religious belicfs—have a First Amendment right to do so. No investigative
aclivity may be conducted lor the sole purpose of monitoring the exercise of these rights. If a
well-founded basis to conduct investigative activity exists, however, and that basis is not solely
activity that is protected by the First Amendment or on the race. cthnicity. gender, national origin
or religion. sexual orientation, or gender identity of the participants—FBI employces may asscss
or investigate these activities. subject o other limitations in the AGG-Dom and the DIOG. In
such a situation. the investigative activity would not be based solely on constitutionally-protected
conduct or on race. cthnicity. gender, national origin, religion. sexual oricntation. or gender
identity. Finally, although investigative activity would be authorized in this situation, it is
important that it be conducted in a manner that does not materially interfere with the ability of
the mdividuals or groups to engage in the exercise of constitutionally-protected rights.

4.1.3 (U) OVERSIGHT AND SELF-REGULATION

(U} Every EBI employee has the responsibility to ensure that the activities of the FBI are law [ul.
appropriate and ethical as well as effective in protecting the civil liberties and privacy of
individuals in the United States. Strong oversight mechanisms arc in place to assist the FBI in
carrying out this responsibility. Department of Justice {DOJ) oversight is provided through
provisions ol the AGG-Dom., other Attorney General Guidelines. and oversight by other DOJ
components. DOJ and the FBI’s Inspection Division, and the FBI’s Office of Integrity and
Compliance (OIC) and Office of the General Counsel (OGC). also provide substantial
monitoring and guidance. In the eriminal investigation arcna. prosccutors and district courts
exercise oversight of EBI activities. In the national security and foreign ntelligence arenas. the
DOJ National Security Division (NSD) exercises that oversight. The DOJ NSD’s Oversight
Scction and the FBI’s OGC are responsible for conducting regular reviews of all aspects of FBI
national sccurity and foreign intelligence activities. These reviews. conducted at FBI ficld offices
and FBI Headquarters (FBIHQ) divisions, broadly examine such activities [or compliance with
the AGG-Dom and other applicable requirements. In addition, the AGG-Dom creates additional
requircments, including:

A) (U) Required notification by the FBI to the DOJ NSD concerning a Full [nvestigation that
mvolves foreign intelligence collection, & Full Investigation of a United States person
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(UUSPER) in relation to a threat to the national security, or a national security investigation
involving a “scnsitive investigative matter” {SIM) (sece DIOG Scction 10).

B) (U) An annuzl report by the FBI to the DOJ NSD concemning the FBI's foreign intelligence
collection program, including information reflecting the scope and nature of foreign
mtelligence collection activities in each FBI field office.

C) (U) Access by the DOJ NSD to information obtained by the FBI through national security or
foreign intelligence activities.

D) (U) General authority for the Assistant Attorney General for National Security to obtain
reports from the FBI concerning these activities. (AGG-Dom. Intro. C)

(U} Further examples of oversight mechanisms include the invelvement of both FBI and
prosecutorial personnel n the review of undercover operations invelving sensitive
circumslances; notice requirements for investigations involving sensitive investigative matlers;
and noticc and oversight provisions for Enterprisc Investigations., which involve a broad
cxamination of groups implicated in criminal and national security threats. These requirements
and procedures help to ensure that the rule of law is respected in the FBI’s activities and that
public confidence is maintained in these activities. {AGG-Dom, Intro. C)

(U) In addition o the above-described oversight mechanisms. the FBI is subject to a regime of
oversight. legal limitations, and self-regulation designed o ensure strict adherence 1o the
Constitution. This regime is comprehensive and has many facets, including the following:

A) (U) The Foreign Intelligence Surveillance Act of 1978, as amendced, and Title III of the
Omnibus Crime Control and Safe Streets Act of 1968. These laws establish the processes for
obtaining judicial approval of electronic surveillance und physical searches for the purpose of
collecting foreign intelligence and electronic surveillance for the purpose of colleeting
evidence of crimes.

B) (1) The Whistleblower Protection Acts of 1989 und 1998. These laws protect whistleblowers
from retaliation.

C) (U) The Freedom of Information Act of 1566. This law provides the public with access to FBI
documents not covered by a specific statutory cxemption.

D) (1) The Privacy Act of 1974, This law balances the government's need to maintain
mformation about United States citizens and legal permanent resident aliens with the rights of
those individuals to be protected against mwarranted invasions of their privacy stemming
from the government's collection, use, maintenance, and dissemination of that information.
The Privacy Act forbids the FBI and other federal agencics from collecting information about
how individuals exercise their First Amendment rights, unless that collection is expressly
authorized by statute or by the individual, or is pertinent to and within the scope of an
authorized law enforcement activity (5 U.S.C. § 552alel]7]). Activitics authorized by the
AGG-Dom - with the exception of Positive Foreign Intelligence collection (see DIOG Section
9.3) - arc authorized law enforcement activities or activitics for which there 1s otherwise
statutory authority tor purposcs of the Privacy Act.

E} (U) Documents describing First Amendment rights that are subsequently determined to have
been collected or retained in vielation of the Privacy Act must be destroyed as set forth in
Records Management Division’s (RMD) policy. Handling of [nformation Gathered in
Violation of the Privacy Act (ffanelling of fuiorimgnng Guiliered i Miclation of the Privacy

At Polioy Srecnive (55680

4-3

UNCLASSIFIED — POROSFHEAESEOAMLY Version Dated:
March 3, 2016



UNCLASSIFIED —+oR-otHctAETSEONEY
Domestic Investigations and Operations Guide §4

(U} Congress. acting primarily through the Judiciary and Intelligence Committees. exercises

regular, vigorous oversight into all aspects of the FBI's operations. To this end. the National

Security Act of 1947 requires the FBI to keep the intelligence committees {for the Senate and

House of Representatives) fully and currently informed of substantial intelligence activitics. This

oversight has significantly increased in breadth and intensity since the 1970’s, and it provides

important additional assurance that the FBI conducts its investigations according to the law and

the Constitution. Guidance on what activitics fall within the scope of required congressional

notification can be obtained from OCA. Scc b7E

(U) The FBIs intelligence activities (as defined in Section 3 4(e) of Executive Order (EQ) 12333
[see DIOG Appendix B]) are subject to significant self-regulation and oversight beyond that
conducted by Congress. The Intelligence Oversight Board (I0B). comprised of members frem
the President’s Intelligence Advisory Board (PIAB), also conducts oversight of the FBI's
intclligence activitics. Among its responsibilitics. the IOB must inform the President of
mntelligence activities the IGB believes: (1)(a) may be unlawl(ul or contrary to EO or Presidential
National Security Directive (PNSD). and (b} are not being adequately addressed by the Attorney
General. the Director of National Intelligence (DNI), or the head of the department concerned; or
(i1} should be immediately reported to the President. The requirements and procedures for
reporting potential IOB matters to GGC/NSLB can be lound in Cuidance on fneificsnce
(hversiviil Booard Matters Polioy Directive, 1880 and \he $igduncs oy Intelliyence Qrersight
Board Maticrs Policy Giede, QIRRPC.

(U} Internal EBI safeguards include:

A) (U) the OGC's Privagy and Clvil Lihesties Unit (PCLLD. which reviews plans for any
proposed FBI record system for compliance with the Privacy Act and related privacy
protection requirements and policies and which provides legal advice on civil liberties
questions;

B) (U) the criminal and national sceurity undercover operations review committecs, comprised of
senior DOJ and FBI officials, which review all proposed undercover operations that involve
sensitive cireumstances;

C) (U) the Sensitive Operations Review Committee (SORC). comprised of senior DOT and
FBI officizls, which provides oversight of those investigative activities that may impact civil
libertics and privacy and that arc not otherwisc subject to high level FBI and DOJ review;

D) (U) the FBI reguirement that all FBI employees report departures from and non-compliance

with the DIOG to their supervisor. other management officials, or appropriate authoritics as
set forth in DIOG Sections 2.6 - 2.8 and 3.1.1; and

E) (U) training new FBI employees on privacy and periodic training for all FBI employees to
maintain currency on the latest guidelines, changes to laws and regulations, and judicial
decisions related to constitutional rights and libertics.

4.2 {U) PROTECTION OF FIRST AMENDMENT RIGHTS

(U) A fundamental principle of the Attorney General’s Guidelines for FBI investigations and
operations since the first guidelines were issued in 1976 has been that investigative activity may
not be based solely on the exercise of rights guaranteed by the First Amendment to the United
States Constitution. This prineiple carries through to the present day in the AGG-Dom. The
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Privacy Act contains a corollary principle — the government is prohibited {rom retaining
information describing how a person exercises rights under the First Amendment, unless that
information is pertinent to or within the scope of an authorized law enforcement activity. 5

U.S.C. § 552a(cX7).
(U} The First Amendment states:

(U} Congress shall inake no law respecting an establistunent of religion. or prohibiting
the free exercise thereof; or abridging the freedom of speech. or of the press; or of the
right of the people peaceably to assemble. and to petition the Governnent for a redress of
grievances.

(U) Although the amendment appears literally to apply only to Congress, the Supreme Court
made clear long ago that it also applics to activitics of the Exccutive Branch. including law
cnforcement agencics. Therefore. for FBI purposes. it would be helpful to read the introduction
to the first sentence as: “The FBI shall take no action respecting...” In addition, the word
“abridging” must be understood. “Abridging,” as used here, means “diminishing.” Thus, it is not
necessary for a law enforcement action to destroy or totally undermine the exercisc of First
Amendment rights for it to be unconstitutional; significantly diminishing or lessening the ability
of individuals to exercise these rights without an authorized investigative purpose is suflicient.

(U) This 1s not to say that any diminution of First Amendment rights is unconstitutional. The
Supreme Court has never held that the exercise of these rights 1s absolute. In fact, the Court has
realistically interpreted the Ievel and kind of government activity that violates a First
Amendment right. For example. taken to an extreme. onc could arguc that the mere possibility of
an FBI agent being present at an open forum (or as an on-line presence) would diminish the right
of [ree speech by a participant in the [orum because he/she would be alraid to speak [reely. The
Supreme Court, however, has never found an “abridgement” of First Amendment rights based on
such a subjective fear. Rather, the Court requires an action that, from an objective perspective,
truly diminishes the speaker’s message or his/her ability to deliver it (e.g., pulling the plug on the
sound system). For another example, requiring protestors 16 use a certain parade route may
diminish their ability to deliver their message in & practical sensc, but the Court has made it
clear, that for legitimate recasons (c.g., public safety), the government may impose reasonable
[imitations in terms of time, place and manner on the exercise of such rnghts, as long as the
ability ¢ deliver the message remains.

(U) While the language ol the First Amendment prohibits action that would abridge the
enumerated rights, the implementation of that prohibition in the AGG-Dom reflects the Supreme
Court’s opinions on the constitutionality of law enforcement action that may impact the cxercisc
of First Amendment rights. As stated above, the AGG-Dom prohibits investigative activity for
the sole purpese ol monitoring the exercise of First Amendment rights. The importance of the
distincuon between this language and the actual text of the First Amendment 1s two-flold: (1} the
linc drawn by the AGG-Dom prohibits even “monitoring” the exercise of First Amendment
rights (far short of abridging thosc rights) as the sole purposec of FBI activity; and (i) the
requirement of an authorized purpose for all investigative activity provides additional protection
for the exercise of constitutionally protected rights.

(U) The AGG-Dom classifies investigative activily that involves a religious or political
organization {or an individual prominent in such an organization) or a member of the news
media as a “sensitive investigative matter.” That designation recognizes the sensitivity of
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conduct that traditionally involves the exercise of First Amendment rights by groups. ¢.g., who
associate for political or religious purposes or by the press. The requirements [or opening and
pursuing a “sensitive investigative matter” are set forth in DIOG Section 10. It should be clear,
however. from the discussion below just how pervasive the exercise of First Amendment rights
1s in American life and that not all protected First Amendment rights will [all within the
definition of a “sensitive investigative matter.” Therefore, it is essential that FBI employees
recognize when investigative activity may have an impact on the exercise of these fundamental
rights and be cspecially sure that any such investigative activity has a valid law enforcement or
national security purpose, even if it is not a “sensitive investigative matter” as defined in the
AGG-Dom and the DIOG.

(U} Finally. 1t 1s important to note that individuals in the United States (and organizations
comprised ol such individuals) do not forfeit their First Amendment rights simply because they
also cngage in criminal activity or in conduct that threatens national security. For example, an
organization suspected of engaging in acts of domestic terrorism may also pursue legitimate
political goals and may also engage in law[ul means o achieve those goals. The pursuit of these
goals through constitutionally protected conduct does not insulate them [rom legitimate
investigative focus for unlawful activitiecs—but the goals and the pursuit of their goals through
lawful mecans remain protected from unconstitutional infringement.

(U) When allcgations of First Amendment violations arc brought to a court of law. it is usually in
the form of a civil suit in which a plaintiff has to prove some actual or potential harm. Sce. e.g.,
Presbyterian Church v. United States, 870 F.2d 518 (9th Cir. 1989) (challenging INS
survelllance of churches). In a criminal trial. a delendant may seek either or both of two remedies
as part of a claim that his or her First Amendment rights were violated: suppression of evidence
gathered in the alleged First Amendment violation. a claim typically analyzed under the
“reasonableness” clause of the Fourth Amendment, and dismissal of the indictment on the basis
of “outrageous government conduct” in violation of the Due Process Clause of the Fifth
Amendment.

(U} The scope of First Amendment rights and their impact on FBI investigative activity are
discussed below. The First Amendment’s “establishment clause”—the prohibition against the
government cstablishing or sponsoring a specific religion—has little application to the FBI and.
therelore, 18 not discussed here.

4.2.1 (U) FREE SPEECH

(U} The exercisc of free speech includes far more than stmply speaking on a controversial topic
in the town square. It includes such activities as carrying placards in a parade. sending letters to a
newspaper editor, posting information on the Internet. wearing a tee shirt with a political
message, placing a bumper sticker critical of the President on one’s car, and publishing books or
articles. The common thread in these examples is conveying a public message or an idea through
words or deeds. Law enforcement activity that diminishes a person’s ability to communicate in
any of these ways may interfere with his or her [reedom ol speech—and thus may not be
undertaken by the FBI solely for that purposc.

(U} It 1s important to understand the line between constitutionally protected speech and advocacy
of violence or of conduct that may lead to violence or other unlaw ful activity. In Brandenburg v.
Ohio, 395 U.S. 444 (1969). the Supreme Court cstablished a two-part test to determine whether
such speech 1s consttutionally protected: the government may not prohibit advocacy ol force or
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violence exceptl when such advocacy (1) 1s intended to incite imminent lawless action. and (i1} 18
likely to do so. Therefore. even heated rhetoric or offensive provecation that could conceivably
lead to a violent response in the future 1s usually protected. Supposce. for example, a politically
active group advocates on its web site taking unspecified “action” against persons or entities 1t
views as the enemy. who therealter sulfer property damage and/or personal injury. Under the
Brandenburg two-part test, the missing specificity and imminence in the message may provide it
constitutional protection. For that reason. law enforcement may take no action that. in effect.
blocks the message or punishes its sponsors.

(U) Despite the high standard for interfering with free speech or punishing those engaged in 1t,
the law does not preclude FBI employees from observing and collecting any of the forms of
protected speech and considering its content—as long as those activities are done [or a valid law
enforcement or national security purpose and are conducted in a manner that does not unduly
infringe upon the ability of the speaker to deliver his or her message. To be an authorized
purposc it must be onc that is authorized by the AGG-Dom— 1.e. to further an FBI Assessment,
Predicated Investigation, or other authorized function such as providing assistance (o other
agencies. Furthermore, by lollowing the standards [or opening or approving an Assessment or
Predicated Investigation as contained in the DIOG. the FBI will ensure that there 1s a rational
relationship between the authorized purposce and the protected speech to be collected such that a
reasonable person with kinowledge of the circumstances could understand why the information is
being collected.

(U) Returning to the example posed above, because the group’s advocacy of action could be
directly related by circumstance to property damage suffered by one of the group’s known
targets, collecting the specech—although constitutionally protected—can lawfully occur.
Stmilarly, listening to and documenting the public talks by a religious leader, who 1s suspected of
raising [unds for a terrorist organization, may yield clues as to his motivation. plan ol action.
and/or hidden messages to his followers. FBI employees should not, therelore. avoid collecting
First Amendment protected speech if it 1s relevant to an autherized AGG-Dom purpose— as long
as FBI employces do so in a manner that does not inhibit the delivery of the message or the
ability of the audicence to hear it. and so long as the collection 1s done in accordance with the
discussion ol least intrusive means or methoed in DIOG Section 4.4.

(U} In summary. during the course ol lawful investigative activities. the FBI may law(ully
collect. retain, and consider the content of constitutionally protected speech. so long as: (1) the
collection is logically related to an authorized investigative purposc; (i) the collection docs not
actually infringe on the ability of the speaker to deliver his or her message; and (111) the method
of collection complics with the [east mtrusive method policy.

4.2.2 (U) EXERCISE OF RELIGION

(U) Like the other First Amendment freedoms, the “free exercise of religion” clause 1s broader
than commonly believed. First. it covers any [orm of worship ol a deity—even [orms that are
commonly understood o be cults or fringe sects, as well as the right not to worship any deity.
Second, protected religious exercise also extends to dress or food that 1s required by religious
cdict, attendance at a facility used for religious practice (no matter how unlikely it appears to be
intended for that purpose), observance of the Sabbath. raising money for evangelical or
missionary purposes. and proselytizing. Even in controlled environments like prisons. religious
cxercise must be permitted—subject to reasonable restrictions as to time. place. and manncer.
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Another [cature of this First Amendment right 1s that religion 1s a matter ol heightened
sensitivity to some Americans—especially to devout followers. For this reason, religion is a
mattcr that is likely to provoke an adverse reaction 1f the right s violated—regardless of which
religion is involved. Therefore, when essential investigative activity may impact this right. the
mnvestigative activity must be conducted in a manner that avoids the actual—and the appearance
of—interference with religious practice to the maximum extent possible.

(U) While there must be an authorized purpose [or any investigative activity that could have an
impact on religious practice, this does not mean religious practitioners or religious lacilities are
completely free from being examined as part of an Assessment or Predicated Investigation. If
such practitioners arc involved in—or such facilitics are used for—activitics that arc the proper
subject of FBI-authorized investigative or intelligence collection activities, their religious
affiliation does not “immunize” them to any degree from these efforts. It is paramount, however,
that the authorized purpose of such cfforts be properly documented. It is also important that
investigative activity directed at religious leaders or at conduct occurring within religious
[acilities be [ocused in time and manner so as not o inlringe on legitimate religious practice by
any individual but especially by those who appear unconnected (o the activities under
investigation.

(U} Furthermore. FBI employees may take appropriate cognizance of the role religion may play
in the membership or motivation of a criminal or terrorism enterprise. If, for example. affiliation
with a certain religious institution or a specific religious scct is & known requirement for
inclusion in a violent organization that is the subject of an investigation. then whether a person of
interest is a member of that institution or sect 1s a rational and permissible consideration.
Stmilarly, if investigative experience and reliable intelligence reveal that members of a terrorist
or criminal organization arc known to commonly possess or exhibil a combination of religion-
based characteristics or practices (e.g.. group leaders state that acts ol terrorism are based in
religious doctrine}, it is rational and lawful to consider such a combination in gathering
intelligence about the group—even if any onc of these, by itself, would constitute an
tmpermissible consideration. By contrast, solely because prier subjects of an investligation of a
particular group were members of a certain religion and they claimed a religious motivation for
their acts of crime or terrorism, other members’ mere affiliation with that religion, by itself, is
not a basis to asscss or investigate—absent a known and direct connection to the threat under
Asscssment or investigation. Finally, the abscnce of a particular religious affihiation can be used
lo eliminate certain individuals from further investigative consideration in those scenarios where
religious affiliation is relevant.

4.2.3  (U) FREEDOM OF THE PRESS

(U} Contrary to what many believe. this well-known First Amendment right is not owned by the
news media; 1t 1s a right of the American people. Therefore, this right covers such matters as
reasonable access to news-making cvents, the making of documentarices, and various other forms
of publishing the news. Although the news media typically seck to enforce this right. freedom of
the press should not be viewed as a contest between law enforcement or national security, on the
one hand, and the interests of news media. on the other. That said. the news gathering function 1s
the aspect of freedom of the press most likely to intersect with law enforcement and national
sccurity investigative activities.
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(U) The mterest of the news media in protecting conflidential sources and the interest of agencies
like the FBI in gaining access to those sources who may have evidence of a crime or national
security intelligence often clash. The seminal case in this arca is Branzburg v. Haves, 408 U.S.
665 (1972), in which the Supreme Court held that freedom of the press docs not entitle a news
reporter 1o refuse 1o divulge the identity ol his source to a federal grand jury. The Court reasoned
that, as long as the purpese of law enlorcement is not harassment or vindictiveness against the
press. any harm to the news gathering function of the press (by revealing source identity) is
outweighed by the need of the grand jury to gather evidence of crime.

(U} Partially in responsc to Branzhurg. the Attorney General promulgated regulations that
govern the issuance of subpocnas for reporter’s testimony and telephone toll records, the arrest
of a reporter for a crime related to news gathering, and the mnterview ol a reporler as a suspect in
a crime arising from the news gathering process. In addition, an investigation ol a member of the
ncws media in his offictal capacity, the usc of a reporter as a source, and posing as a member of
the news media are all sensitive circumstances in the AGG-Dom, DIOG and other applicable
AGGs.

(U) These regulations arc not intended 1o insulate reporters and other news media from FBI
Assessments or Predicated Investigations. They are intended to ensure that investigative activity
that seeks mformation [rom or otherwise involves members of the news media:

A) (U) Is appropriately authorized;
B) (U) [s necessary for an important law enforcement or national security objective;
C) (U) Is the least intrusive means to obtain the information or achieve the goals; and

D) (U) Docs not unduly infringe upon the news gathering aspect of the constitutional right to
freedom of the press.

424  (U) FREEDOM OF PEACEFUL ASSEMBLY AND TO PETITION THE
GOVERNMENT FOR REDRESS OF GRIEVANCES

{U) Freedom of peaccful assembly, often called the right to freedom of association, presents
unique issues for law enforcement agencies, including the FBI. Individuals who gather with
others 1o protest government action, or to rally or demonstrate in favor of, or in opposition 10, a
social cause sometimes present a threat to public safety by their numbers. by thelr actions, by the
anticipated response to their message. or by creating an opportunity for individuals or other
groups with an unlaw[ul purpose to infiltrate and compromise the legitimacy ol the group for
their own ends. The right (o peaceful assembly includes more than just public demonstrations—it
includes, as well. the posting of group web sites on the Internet, recruiting others to a causc,
marketing a message, and fund raising. All arc protected First Amendment rights if they are
conducled in support of the organization or political, religious or social cause.

{U) The right to petition the government for redress of gricvances is so linked to peaceful
assembly and association that it 1s included inn this discussion. A distinction between the two 1s
that an individual may exercise the right to petition the government by himsell whereas assembly
nccessarily involves others. The right to petition the government includes writing letters to
Congress, carrying a placard outside city hall that delivers a political message. recruiting others
to one’s cause, and lobbying Congress or an executive agency for a particular result.
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(U} For the FBL covert presence or action within assoclations or organizations. also called
“undisclosed participation,” has the greatest potential to impact this constitutional right. The
Supreme Court addressed this issuc as a result of civil litigation arising from one of the many
protests against the Victnam War. In Laird v. Tatum, 408 U.S. 1 (1972}, the Court found that the
mere existence of an investigative program—consisting of covert physical surveillance in public
areas, infiltration of public assemblics by government operatives or sources. and the collection of
ncws articles and other publicly available information—for the purposc of determining the
cxistence and scope of a domestic threat to national sccurity does not, by itsclf, violate the First
Amendment rights of the members of the assemblies. The subjective “chill” to the right to
assembly, based on the suspected presence ol government operatives, did not by itself give rise
to legal “standing” for plaintiffs to argue that their constitutional rights had been abridged.
Instead. the Court required a showing that the complained-of government action would
reasonably deter the exercise of that right.

(U) Since Laird v. Tatum was decided. the lower courts have examined government activity on
many occasions to determine whether it gave rise to a “subjective chill” or an “objective
deterrent.” The basic standing requirement establish by Laird remains unchanged today. The
lower courts. however, have often imposed a very low thresheld of objective harm to survive a
motion to dismiss the case. For example. plaintiffs who have shown a loss of membership in an
organization, loss ol financial support, loss Lo reputation and status in the community, and loss of
employment by members have been granted standing Lo sue.

(U) More significant for the FBI than the standing 1ssue has been the lower courts’ evaluation of
investigative activity into First Amendment protected associations since Laird. The courts have
held the following investigative activitics to be constitutionally permissible under First
Amendment analysis:

A) (U) Undercover participation in group activities;

B) (1) Physical and video surveillance in public areas;

C) (L) Properly authorized clectronic surveillance;

D) (1) Recruitment and operation of sources;

E} (U) Collection of information from government, public, and private sources {(with consent);
and

Fy (1) The dissemination of information for & valid law enforcement purpose.

{U) However, these decisions were not reached in the abstract. In every case i which the courts
have found government action 1o be preper. the government proved that the action was
conducted for an authorized law enforcement or national sccurity purpose and that the action was
conducted in substantial compliance with controlling regulations. In addition, in approving these
techniques, the courts have often considered whether a less intrusive technique was available to
the agency, and the courts have balanced the degree ol intrusion or impact against the importance
of the law enforcement or national security objective.

(U} By contrast, since Laird. the courts have l[ound these techniques to be legally objectionable:

A) (U) Opening an investigation solely because of the group’s social or political agenda (cven 1f
the agenda made the group susceptible to subversive infiltration);

B) (U} Sabotaging or ncutralizing the group’s legitimate social or political agenda;
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C) (U} Disparaging the group’s reputation or standing;

D) (U) Leading the group into criminal activity that otherwise probably would not have
occwrred; and

E) (U) Undermining legitimate recruiting or funding efforts.

(U} In every such case. the court found the government’s purpose was not persuasive, was too
remole, or was oo speculative o justily the intrusion and the potential harm to the exercise of
First Amendment rights.

(U} Once again, the message 1s clear that investigative activity that invelves assemblies or
associations of individuals in the United States exercising their First Amendment rights must
have an authorized purpose under the AGG-Dom—and once to which the information sought and
the technique o be employed are rationally related. Less intrusive techniques should always be
explored first and those authorizing such activity {which. as discussed above. will almost always
constitute a scnsitive investigative matter) should ensure that the investigative activity is focused
as narrowly as feasible and that the purpose is thoroughly documented.

4.3 {U) EQUAL PROTECTION UNDER THE LAW
4.3.1 (U) INTRODUCTION

(U) The Equal Protection Clause of the United States Constitution provides in part that: “No
State shall make or enforce any law which shall deny to any person within its jurisdiction the
equal protection of the laws.” The Supreme Court and the lower courts have made it clear that
the Equal Protection Clause applies to the official acts of United States government law
enforcement agents. Sce, e.g., Whren v. United States, 517 U.S. 806 (1996); sce also Chavez v.
Hlinois State Police, 251 F.3d 612 (7th Cir. 2001).

{U) Specifically. federal government employees arc prohibited from engaging in invidious
discrimination against individuals on the basis of race, cthnicity, gender, national origin, rcligion.
sexual orientation. or gender identity. This prineiple is further reflected and implemented lor
federal law enforcement in the United States Department of Justice’s (uidonie for Fedesof fow
Fiiforgameni Avesicies Regarding the Use of Buce, Fiiuvioliv, Gender, National Origin, Relivion
Sexual (wieintation, or Gender ideitity (hereinafter “DOJ’s 2014 Guidance on Use of Race.
ele.”).

{U) Investigative and intelligence collection activitics must not be based solely on race. cthnicity.
gender, national origin. religion, sexual orientation, or gender identity. Any such activities that
arc based solely on such considerations are invidious by definition, and therefore,
unconstitutional. This standard applies to all investigative and collection activity, including
collecting and retaining information. opening investigations, disseminating information. and
indicting and prosecuting deflendants. It is particularly applicable to the retention and
dissemination of personally identifying mformation about an individual—as further illustrated in
the examples cnumerated below.

(U} The constitutional prohibition against invidious discrimination based on race, ethnicity,
national origin or religion and the DOJ Guidance on the Use of Race. Ethnicity. Gender.
National Origin, Religion. Sexual Oricentation. or Gender Identity is relevant to both the national
security and criminal investigative programs ol the FBI. National security investigations often
have ethnic aspects; members of a oreign terrorist organization may be primarily or exclusively
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from a particular country or arca ol the world. Similarly, ethnic heritage is frequently the
common thread running through violent gangs or other criminal organizations. It should be noted
that this is neither a new nor isolated phenomenon. Ethnic commonality among criminal and
terrorist groups has been relatively constant and widespread across many cthnicitics throughout
the history of the FBL

4.3.2  (U) PoLiCY PRINCIPLES

(U} On December 8. 2014, the Department of Justice issued the AXAS s 2074 Cruidanmue i1 {ive of
Kaee, ete. which superseded the Department’s 2003 “Guidance Regarding the Use of Race by
Federal Law Enforcement Agencies.”

(U) The DOJ’s 2014 Guidance applies to Federal law enlorcement officers performing Federal
law enlorcement activitics. including those related to national security and intelligence, and
defines not only the circumstances in which Federal law enforcement officers may take into
account a person’s race and ethnicity — as the 2003 Guidance did — but also when gender.
national origin, religion. sexual orientation. or gender identity may be taken into account. This
new Guidance also applies to state and local law enforcement officers while participating in
Federal law enforcement task forces.

(U) The DOJ’s 2014 Guidance on Use of Race, ete. provides two standards in combination
which will guide Federal law enforcement and task force officers in the appropriate use of race,
cthnicity. gender. national origin, religion. sexual orientation, or gender identity in law
enforcement or mntelligence activities:

A) (U} In making routine or spontancous law enforcement decisions, such as ordinary traffic
stops. Federal law enforcement or task force officers may not usc race, cthnicity, gender,
national origin, religion. sexual orientation. or gender identity to any degree, except that
officers may rely on the listed characteristics in a specific suspect description. This prohibition
applics even where the use of a listed characteristic might otherwise be lawful.

B) (U) In conducting all activitics other than routine or spontancous law cnforcement activitics,
Federal law enforcement or task force officers may consider race. ethnicity, gender, national
origin, religion, sexual orientation, or gender identity only to the extent that there is
trustworthy information, rclevant to the locality or time frame. that links persons possessing a
particular listed characteristic to an identified criminal incident, scheme, or organization, a
threat to national or homeland security, a violation of Federal immigration law, or an
authorized intelligence activity. In order to rely on a listed characteristic, federal law
enforcement or task force officers must also reasonably belicve that the law enforcement.
security, or intelligence activity to be undertaken is merited under the totality of the
circumstances, such as any temporal cxigeney and the naturce of any potential harm to be
averted. This standard applies even where the use of a listed characteristic might otherwise be
lawtul.

(U} To ensurce that Asscssment and investigative activitics and strategies consider racial, cthnic.
gender, national origin, religion, sexual orientation, or gender identity factors properly and
elfectively and o help assure the American public that the FBI does not engage i invidious
discrimination, the DIOG cstablishes the following pelicy principles:

A) (U) The prohibition on basing investigative activity solely on race or cthnicity 1s not avoided
by considering it in combination with other prohibited factors. For example, & person of a
certain race engaging in lawtul public specch about his religious convictions is not a proper
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subject of investigative activity based solely on any one of these factors—or by their
combination. Before collecting and using information on race, ethnicity. gender. national
origin, religion. sexual orientation, or gender identity, a well-founded and authorized
imvestigative purpose must exist beyond these prohibited factors.

B) () When race, ethnicity. gender. national origin, religion. sexual orientation. or gender
identity is a relevant factor to consider, it should not be the dominant or primary factor.
Adherence to this standard will not only ensure that they are never the sole factor—it will also
preclude undue and unsound reliance on them in investigative analysis. It reflects the
recognition that there are thousinds and. in some cases. millions of law abiding people in
American socicty of the same race, ethnicity. gender. national origin, religion, sexual
orientation, or gender identity as those who are the subjects of FBI investigative activity. and
it guards agaimst the risk of sweeping them into the net of suspicion without & sound
Investigative basis.

C) (U) The FBI will not collect or use behavior or characteristics common to a particular racial or
ethnic community as investigative factors unless the behavior or characteristics bear clear and
specific relevance to @ matter under Assessment or investigation. This policy is intended to
prevent the potential that collecting ethnic characteristics or behavior will inadvertently lead to
mdividual identification based solely on such matters, as well as to avoid the appearance that
the FBI1 is engaged in ethnic or racizl profiling.

4373 (U) GUIDANCE ON THE USE OF RACE, ETHNICITY, GENDER, NATIONAL
ORIGIN, RELIGION, SEXUAL ORIENTATION, OR GENDER IDENTITY IN
ASSESSMENTS AND PREDICATED INVESTIGATIONS

{U) Considering the reality of common ethnicity. racc, religion. or national origin among many
criminal and terrorist groups, some question how the prohibition against racial or cthnic profiling
1$ 10 be eflectively applied—and not violated—in FBI Assessments and Predicated

Investigations. The question arises generally in two contexts: (1) with respect to an individual or
a group of individuals; and (i1) with respect to cthnic or racial communitics as a whole.

4.3.3.1 (U} INDIVIDUAL RACE, ETHNICITY, GENDER, NATIONAL ORIGIN, RELIGION,
SEXUAL ORIENTATION, OR GENDER IDENTITY AS A FACTOR

(U)y The X1 s 2074 Craidane it e of Roce, 2t¢. permits the consideration of race.
ethnicity. gender, national origin. religion, sexual orientation, or gender identity information
based on specilic reporting—such as from an cyewitness. As a general rule, race, ethnicity,
gender. national origin, religion. sexual orientation. or gender identity as an identifying
feature of a suspected perpetrator. subject, and in some cases, a victim, 1s relevantif it 1s
based on reliable evidence or information—rot conjecture or stercotyped assumptions. In
addition, the DOJ’s 2014 Guidance on Use of Race. elc. permits consideration of such
personal characteristics in other investigative or collection scenarios if it is relevant to an
tdentified criminal incident. scheme, or organization. These examples illustrate:

A) (U) The race or cthnicity of suspected members, associates. or supporters of an cthnic-bascd
gang or criminal enterprise may be collected and retained when gathering information about or
investigating the organization.

B) (1) Ethnicity may be considered in evaluating whether & subject is—or is not—a possible

associate of a criminal or terrorist group that 1s known to be comprised of members of the
same cthnic grouping—as long as it is not the dominant factor for focusing on a particular
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person. It is axiomatic that there are many members of the same ethnic group who are not
members of the criminal or terrorist group; for that reason, there must be other information
beyond race or cthnicity that links the individual to the terrorist or criminal group or to the
other members of the group. Otherwise, racial or ethnic identity would be the sole criterion.
and that 1s impermissible.

4332 (U) CoMMUNITY RACE, ETUNICITY, GENDER, NATIONAL ORIGIN, RELIGION,
SEXUAL ORIENTATION, OR GENDER IDENTITY AS A FACTOR

43321 (U)Y COLLECTING AND ANALYZING DEMOGRAPHICS

(U) The 22007 s 201+ Cadance on Use of Raee, gre. and FBI policy permit the FBI to identify
locations of concentrated ethnic communities in the field office’s domain, if these locations
will reasonably aid the analysis of potential threats and vulnerabilities 1o national and
homeland security or an authorized intelligence activity. ¢.g., assist domain awareness for the
purposc of performing intelligence analysis. If, for example. intelligence reporting reveals that
members of certain terrorist organizations live and operate primarily within a certain
concentrated community of the same ethnicity. the location of that community is clearly
valuable—and properly collectible—data. Similarly, the locations of ethnic-oriented
businesses and other facilitics may be collected if their locations will reasonably contribute to
an awarcness of potential threats and vulnerabilitics. and intelligence collection opportunitics.
Also. members ol some communities may be potential victims ol civil rights crimes and. for
this reason. community location may aid enforcement of civil rights laws. Information about
such communitics should not be collected, however. unless the communities are sufficiently
concentrated and established so as to provide a reasonable potential for intelligence collection
that would support FBI mission programs (c.g., where identified terrorist subjects from certain
countries may relocate to blend i and avoid detection).

4.3.32.2 (U) GEO-MAPPING ETHNIC/RACIAL DEMOGRAPHICS

(U} As a general rule. if information about community demographics may be collected. it may
be “mapped.” Sophisticated computer geo-mapping technology visually depicts lawfully
collected inlormation and can assist in showing relationships among disparate data. By itsell,
mapping raises 1o separate concerns about racial or ethnic profiling. assuming the underlying
information that is mapped was properly collected. It may be used broadly - ¢.g.. for domain
awareness of all relevant demographics in the field office’s arca of responsibility or to track
crime trends — or narrowly to identily specific communities or arcas of interest (o inform a
specific Assessment or investigation. In each case. the relevance of the ethnic or racial
information mapped to the authorized purpose of the Assessment or investigation must be
clearly demonstrated and documented.

43323 (U) GENERAL ETHNIC/RACIAL BEHAVIOR

(U} The authority o collect ethnic community location information does not extend to the
collection of cultural and behavioral information about an ethnic community that bears no
rational relationship to a valid investigative or analytical nced. Every cthnic community in the
Nation that has been associated with a criminal or national sccurity threat has a dominant
majority of law-abiding citizens, resident aliens, and visitors who may share common ethnic
behavior but who have no connection to crime or terrorism (as cither subjects or victims). For
this reason, a broad-brush collection of racial or cthnic characteristics or behavior 1s not
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helpful to achieve any authorized FBI purpose and may create the appearance ol improper
racial or ethnic profiling.

43324 (U) SPECIFIC AND RELEVANT ETHNIC BEHAVIOR

(U} On the other hand, knowing the behavioral and life style characteristics of known
individuals who arc criminals or who posc a threat to national sccurity may logically atd in
the detection and prevention of crime and threats to the national security within the
community and beyond. Focused behavioral characteristics reasonably believed o be
assoclated with a particular criminal or terrorist clement of an ethnic community (not with the
community as a whole) may be collected and retained. For example. if it 1s known through
mntelligence analysis or otherwise that individuals associated with an ethnic-based terrorist or
criminal group conduct their finances by certain methods, travel in a certain manner, work In
certain jobs. or come from a certain part of their home country that has established links to
terrorism, those arc relevant factors to consider when investigating the group or assessing
whether it may have a presence within a community. It is recognized that the “fit” between
specilic behavioral characteristics and a terrorist or criminal group 1s unlikely o be perfect—
that is, there will be members of the group who do not exhibit the behavioral criteria as well
as persons who exhibit the behaviors who are not members of the group. Nevertheless. in
order o maximize FBI mission relevance and (o minimize the appearance ol racial or ethnic
profiling. the criteria used (o identify members of the group within the larger ethnie
community to which they belong must be as focused and as narrow as intelligence reporting
and other circumstances permit. If intelligence reporting is insufficiently exact so that it is
reasonable o believe that the criteria will include an unreasonable number of people who are
not involved, then it would be inappropriate to use the behaviors. standing alone, as the basis
for FBI activity.

4.3.3.2.5 (U) ExpLOITIVE ETHNIC BEHAVIOR

{U) A rclated category of information that can be collected is behavioral and cultural
information about ethnic or racial communities that is reasonably likely to be exploited by
criminal or terrorist groups who hide within those communities in order to engage in illicit
activitics undetected. For example. the existence of a cultural tradition of collecting funds
from members within the community to fund charitable causes in their homeland at a certain
time of the year (and how that is accomplished) would be relevant if mntelligence reporting
revealed that, unknown to many doners. the chartable causes were [ronts for terrorist
organizations or that terrorist supporters within the community intended to exploit the
unwitting donors for thelr own purposcs.

4.4 {U) LEAST INTRUSIVE METHOD
4.4.1 (U) OVERVIEW

(U} The AGG-Dom requires that the "least infrusive” means or methed be considered and—il
reasonable based upon the circumstances of the investigation—used to obtain intelligence or
cvidence in licu of a more intrusive method. This principle is also reflected in Appendix B:
Executive Order 12333, which governs the activities of the United States Intelligence
Community. The concept of least intrusive method applies (o the collection of all information.
Regarding the collection of foreign intelligence that is not collected as part of the FBI’s
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traditional national security or criminal missions, the AGG-Dom further requires that open and
overt collection activity must be used with USPERS, if [easible.

(U) By emphasizing the use of the least infrusive means (o obtain information. FBI employees
can clfectively execute their duties while mitigating potential negative impact on the privacy and
civil liberties of all people encompassed within the investigation. including targets, witnesses.
and victims. This principle is not intended to discourage FBI employees from sccking relevant
and necessary inlormatien, but rather 1s intended (o encourage investigators o choose the least
intrusive—but still reasenable—means {rom the available options to obtain the information.

(U} This principle is embodied in statutes and DOJ policies on a variely of topics including
electronic survelllance, the use of tracking devices, the temporary detention of suspects, and
forfeiture. In addition, the concept of least intrusive method can be found in case law as a factor
to be considered in assessing the recasonableness of an investigative methed in the face of a First
Amendment or due process violation claim. See Clark v. Library of Congress, 750 F.2d 89, 94-5
(D.C. Cir. 1984); Alliance to End Repression v. City of Chicago, 627 E. Supp. 1044, 1055 (N.D.
I11. 1985). citing Elrod v. Burns, 427 U.S. 347, 362-3 (1976).

442  (U) GENERAL APPROACH TO LEAST INTRUSIVE METHOD CONCEPT

(U} Determining what constitutes the least intrusive method in an investigative or intelligence
collection scenario s both a logical process and an exercisc in judgment. It is logical in the sense
that the FBI employee must first confirm that the selected technique will:

A) (U) Gather information that is relevant to the Assessment or Predicated Investigation;

B) (U) Acquire the information within the time frame required by the assessment or Predicated
Investigation;

C) () Gather the information consistent with operational sccurity and the protection of sensitive
sources and methods; and

D) (U) Gather information in a manner that provides confidence in its accuracy.

(U} Determining the Ieast intrusive method also requires sound judgment because the factors
discussed above arc not fixed points on a checklist. They require carcful consideration based ona
thorough understanding of investigative objectives and circumstances.

443  (U) DETERMINING INTRUSIVENESS

{U) The degree of procedural protection that established law and the AGG-Dom provide for the
usc of the method helps to determine its intrusiveness. Using this factor. scarch warrants,
wiretaps, and undercover operations are very infrusive. By contrast. investigative methods with
limited procedural requirements. such as checks ol government and commercial data bases and
communication with established sources, arc less intrusive.

(U} The lollowing guidance is designed 1o assist FBI personnel in judging the relative
intrusiveness of different methods:

A) (U) Nature of the information sought: Investigative objectives generally dictate the type of
information required and from whom it should be collected. This subpart is not intended to
address the situation where the type of information needed and its location arc so clear that
consideration of alternatives would be pointless. When the option ¢xists to seck information
from any of a variety of places, however, it is less intrusive to seck information from less
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sensitive and less protected places. Similarly, obtaining information that is protected by a
statutory scheme {e.g.. financial records} or an evidentiary privilege {e.g.. attorney/client
communications) is more intrusive than obtaining information that is not so protected. In
addition, if there exists a reasonable expectation of privacy under the Fourth Amendment (i.e..
private communications), obtaining that information is more intrusive than obtaining
information that is knowingly exposed to public view as to which there is no rcasonable
expectation of privacy.

B) (1) Scope of the information sought: Collecting information regarding an isolated event—
such as a certain phone number cilled on & specific date or 2 single financial transaction—Is
less intrusive or invasive of an individual's privacy than collecting a complete communications
or financial "profile.” Similarly, a complete credit history 1s 2 more intrusive view into an
individual's [ife than a few isolated credit charges. In some cases, of course. & complete
financial and credit profile is exactly what the investigation requires (for cxample,
imvestigations of terrorist financing or money laundering). It so, FBI employees should not
hesitate to usc appropriate legal process to obtain such information if the predicate
requirements arce satisfied. Operational sccurity—such as source protection—may also dictate
secking @ wider scope of information than is absolutely necessary for the purpose of protecting
a specific target or source. When doing so, however, the concept of least intrusive method stll
applics. The FBI may obtain more data than strictly needed. but 1t should obtain no more data
than is needed to accomplish the investigative or operational security purpose.

C) (U) Scope of the use of the method: Using a method in a manner that captures & greater
picture of an individual's or a group's activitics arc more intrusive than using the same method
or a different one that is focused in time and location to a specitic objective. For cxample, 1t is
less mtrusive to use a tracking device to verify point-to-point travel than it is to use the same
device to track an individual's movements over a sustained period of time. Sustained tracking
on public highways would be just as lawful but more intrusive because it captures a greater
portion of an individual's daily movements. Similarly, surveillance by closed circuit television
that cheeks a discrete location within a discrete time frame is less intrusive than 24/7 coverage
of a wider arca. For another example, a computer intrusion device that captures only host
computer identification information is far less intrusive than one that captures file content.

D) (U Source of the information sought: It is less intrusive to obtain information from existing
government sources {such as state, local, tribal, international, or federal partners) or from
publicly-available data in commercial data bases, than to obtain the same information from a
third party (usually through legal process) that has a confidential relationship with the
subject—such as a financial or academic institution. Similarly, obtaining information from a
reliable confidential source who is lawfully in possession of the information and lawtully
entitled to disclose it (such as obtaining an address from an employee of a local utility
company) is less intrusive than obtaining the information from an cntity with a confidential
relationship with the subject. [t is recognized in this category that the accuracy and procedural
reliahility of the information sought is an important factor in choosing the source of the
information. For example. cven if the information is available from a confidential source, a
grand jury subpoena. national security letter, ex parte order, or other process may be required
i order to ensure informational integrity and accuracy.

E) (U) The risk of public exposure: Sceking information about an individual or group under
circumstances that create a risk that the contact itself and the information sought will be
exposcd to the individual's or group's detriment and/or ecmbarrassment—oparticularly if the
method used carries no legal obligation to maintain silence—Iis more intrusive than
mformation gathering that does not carry that risk. Intervicws with employers, ncighbors. and
associates, for example, or the issuance of grand jury subpoenas at 4 time when the
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investigation has not yet been publicly exposed are more intrusive than methods that gather
information covertly. Similarly. interviews of a subject in a discrete location would be less
intrusive than an interview at, for example, a place of employment or other location where the
subject is known.

(U} There is a limit to the utility of this [ist of intrusiveness factors. Some factors may be
inapplicable in a glven Investigation and. In many cases, the choice and scope of the method will
be dictated wholly by investigative objectives and circumstances. The foregoing is not intended
to provide a comprchensive checklist or even an overall continuum of intrusiveness. It is
intended instead to identily the factors involved in a determination of intrusiveness and to attune
FBI empleyees o select. within each applicable category, a less intrusive method il operational
circumstances permit. In the end, sclecting the least intrusive method that will accomplish the
objective s a matter of sound judgment. In exercising such judgment, however. consideration of
these factors should ensure that the decision to proceed 1s well founded.

444  (U) STANDARD FOR BALANCING INTRUSION AND INVESTIGATIVE
REQUIREMENTS

(U} Once an appropriate method and its deployment have been determined. reviewing and
approving authoritics should balance the level of intrusion against investigative requircments.
This balancing test 1s particularly important when the information sought involves clearly
established constitutional. statutory, or evidentiary rights or sensitive circumstances (such as
obtaining inlformation from religious or academic institutions or public fora where First
Amendment rights arc being exercised). but should be applied in all circumstances to ensure that
the least intrusive method if reasonable based upon the circumstances of the investigation is
being utilized.

(U) Balancing the factors discussed above with the considerations discussed below will help
determine whether the method and the extent to which it intrudes into privacy or threatens civil
liberties are proporticnate to the significance of the case and the information scught.

(U} Considerations on the mvestigative side ol the balancing scale include the:
A) (1) Seriousness of the erime or national security threat;
B) (L) Strength and significance of the intelligence/information to be gained;
C) () Amount of information already known about the subject or group under investigation; and
D) (U) Requirements of operational security, including protection of sources and methods.

(U} II.. Tor example, the threat is remote. the mndividual’s involvement is speculative, and the
probability of obtaining probative information is low. intrusive methods may not be justified,
and. in fact, they may do more harm than good. At the other end of the scale, if the threat is
significant and possibly imminent {¢.g., a bomb threat), aggressive measures would be
appropriate regardless of intrusiveness.

(U} In addition, with respect o the investigation of a group. if the terrorist or criminal nature of
the group and its membership is well established {¢.g., al Qaeda. Ku Klux Klan., Colombo Family
of La Cosa Nostra). there is less concern that pure a First Amendment right is at stake than there
would be for a group whose truc character i1s not yet known (c.g.. an Islamic charity suspected of
terrorist funding) or many of whose members appear 1o be solely exercising First Amendment
rights {anti-war protestors suspected of being infiltrated by violent anarchists). This is not 1o
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suggest that investigators should be less aggressive in determining the true nature of an unknown
group that may be engaged n terrorism or other violent crime. Indeed, a more aggressive and
timecly approach may be in order to determine whether the group is violent or to climinate it as a
threat. Nevertheless, when First Amendment rights are at stake. the choice and usc of
mvestigative methods should be focused in a manner that minimizes potential infringement of
those rights. Finally, as the investigation progresses and the subject’s or group's involvement
becomes clear. more Intrusive mcthods may be justified. Conversely. if reliable information
cmerges refuting the individual's involvement or the group's criminal or terrorism connections,
the use ol any investigative methods must be carclully reconsidered.

(U} Another consideration to be balanced is operational sccurity: if a less intrusive but
reasonable method were selected. would the subject detect its use and alter his acuvities
mcluding his means of communication—to thwart the success ol the operation? Operational
sccurity—particularly in national sccurity investigations—should not be undervalued and may,
by itsclf. justify covert tactics which, under other circumstances, would not be the least intrusive.

4.4.5 (U} CONCLUSION

(U} The foregoing guidance is offered to assist FBI employees in navigating the often unclear
course 1o sclect the least intrusive investigative method that cffectively accomplishes the
operational objective at hand. In the final analysis. choosing the method that must appropriately
balances the impact on privacy and civil libertics with operational needs. 1$ a matter of judgment,
bascd on training and experience. Pursuant to the AGG-Dom, other applicable laws and policics,
and this guidance, FBI employces may use any lawful method allowed. even if intrusive. where
the intrusiveness is warranted by the threat to the national security or to potential victims of
crime and/or the strength of the information indicating the existence ol that threat.
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5 (U) ASSESSMENTS b7C

5.1 (U) OVERVIEW AND ACTIVITIES AUTHORIZED PRIOR TO OPENING AN
ASSESSMENT

(U/AABHOYThe AGG-Dom combines “threat assessments” under the former Attorney General's
Guidelines for FBI Nationat Security Investigations and Foreign Intelligence Collection and the
“prompt and extremely limited checking out of initial leads” under the former Attormey
General's Guidelines on General Crimes, Racketeering Fnterprise and Terrorism Enterprise
Investigations into a new investigative category entitled “Assessments.”
(U//ReY0) All Assessments must be documented in the appropriate form. to include an FD-
71{until its functions are absorbed by Guardian). Guardian (FD-71a). or EC. and the form must
be placed 1 one of the following fles:

A) (U/AOH6) Investigative classification as an Assessment file (e.g., 415A-WF-xxxxxx);

B) (U/EQET Zero sub-ussessment file {e.g.. 91-0-ASSESS-D; 15-0-ASSESS; 315-0-ASSESS-

D)
C) (U/HaH6T Zero classitication file (¢.g. 196-WF-0). This file may be used if information is
cntered in the FD-71 or FD-71a and an Assessment is not opened based on that information;

D) (U/40H3) 800 scrics (801-807) classification file, as discussed in greater detail below;

E} (U/ASHOT Unaddressed work file; or

F) (U/=aH6) Existing open or closed file.
{(U/ASUQ) Note: In the DIOG, the word “assessment” has two distinct meanings. The AGG-
Dom authorizes as an investigative activity an “Assessment,” which requires an authorized
purposce as discussed in this section ol the DIGG. The USIC, however, also uses the word

“assessment” to describe written intelligence products, as discussed in DIOG Sections 15.2.3 and
15.6.1.2.

(U) Asscssments authorized under the AGG-Dom do not require a particular factual predication
but do require an authorized purpose and clearly defined objective(s). Asscssments may be
carried out 1o detect, obtain information about, or prevent or protect against Federal erimes or
threats to the national security or 1o collect foreign intelligence. (AGG-Dom, Part Il and Part
ILA)

(U/Aedo-Although “no particular factual predication™ i1s required, the basis of an Assessment
cannot be arbitrary or groundless speculation, nor can an Assessment be based solely on the
exercise of First Amendment protected activities or on the race. ethnicity, gender, naticnal
origin. religion, sexual orientaticn, or gender identity ol the subject. Although difficult to define,
“no particular factual predication” is less than “information or allegation” as required for the
initiation of a preliminary investigation (PI). For example, an Assessment may be conducted
when: (1) there 1s reason to collect information or facts 1o determine whether there is a criminal
or national security threat; and (i1) there is a rational and articulable relationship between the
stated authorized purpose of the Assessment on the one hand and the information sought and the
proposed means to obtain that information on the other. An FBI employee must be able to
explain the authorized purpose and the clearly defined objective(s), and reasen the particular
mnvestigative methods were used (0 conduct the Assessment. FBI employees who conduct
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Assessments are responsible for ensuring that Assessments are not pursued f[or [rivolous or
improper purposes and are not based solely on First Amendment rights or on the race. ethnicity,
gender. national origin, religion. sexual orientation. or gender identity of the subject of the
Asscssment. or a combination of only such factors. (AGG-Dom, Part II)

(U/ASTOT When employees undertake activitics authorized in DIOG subsection 5.1.1 prior to
opening an Asscssment, they must have a reason that is tied to an authorized FBI criminal or
national security purpose to undertake these activities. If. while engaged in such activities. the
mformation collected or obtained meets the standard lor opening an Assessment or a Predicated
Investigation, and the employee intends to continue pursuing the matter. an Assessment or a
Predicated Investigation must be opened. and any records obtained must be treated in accordance

with DIOG subsection 5.1.2 below.

5.1.1 (U) ACTIVITIES AUTHORIZED PRIOR TO OPENING AN ASSESSMENT
(UAFEHO) When initially processing a complaint. obscrvation. or information. an FBI employce
can use the following investigative methods:

5.1.1.1 (U} PUBLIC INFORMATION

(U/AFOH0) Prior 1o opening an Assessment., consent searches are not authorized. However, if
in the course of processing a complaint or conducting a clarifying interview of the
complainant, the complainant volunteers to provide access 1o his personal or rcal property, an
agent may accept and conduct a scarch of the item(s) or property voluntarily provided.

5.1.1.2 {U} RECORDS OR INFORMATION - FBI AND DO.J
(U6 Sce DIOG section 18.5.2.
5.1.1.3 (U} RECORDS OR INFORMATION — OTHER FEDERAL, STATE, LOCAL, TRIBAL,

OR FOREIGN GOVERNMENT AGENCY

(U/HeH0) See DIOG Section 18.5.3,

5.1.1.4 {U) ON-LINE SERVICES AND RESOURCES
(U/AEBHESce DIOG Anpendis L., Section 3,
5.1.1.5 (U} CLARIFYING INTERVIEW

(U/AFEHE) Conduct a voluntary clarifying interview of the complainant or the person who
initially furnished the information. A clarifying interview is limited for the sole purposc of
eliminating conlusion in the original allegation or information provided. It 1s not intended to
be an interview as described in 18.5.6.

5.1.1.6 (U} INFORMATION VOLUNTARILY PROVIDED BY GOVERNMENTAL OR PRIVATE
ENTITIES

(U//ESHES With the benelit of a clarilying mterview. checking records {existing/historical
information), and/or asking an existing CHS about something that he or she already knows. an
FBI employee may be able to answer the following question when cvaluating the initial
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complaint, observation, or information: Does the complaint. observation, or information appear
o represent a credible basis (o open an Assessment. with an authorized purpose and clearly
defined objective(s). or to open a Predicated Investigation consistent with the standards set forth
in the DIOG?

(U//BSH0) These activities may allow the FBI employee to reselve a matter without the need to
conduct new Investigative activity. for which an Asscssment or a Predicated Investigation must
be opened. When conducting clarilying interviews and checking records as described above, EBI
empleyees must always adhere o the core values and principles articulated in DIOG Sections 3
and 4.

5.1.2  (U)DOCUMENTATION REQUIREMENTS FOR ACTIVITIES AUTHORIZED
PRIOR TO OPENING AN ASSESSMENT: (EXISTING /HISTORICAL
INFORMATION REFERRED TO IN SECTION 5.1.1 ABOVE)

U//BOHOT FBI employees are permitted to retain records checks and other information collected
while processing a complaint or responding to a tip or lead using permitted DIOG 5.1.1
activities. This collection or record retention is permitted if. in the judgment of the FBI
cmployece. there is a law enforcement. intelligence. or public safety purpose to do so. This
documentation must be completed as soon as practicable |
from the receipt of the information and placed within an FBI system ol record. When permitted,
such documentation must be retained in one of the following files:

A} (UHAFSHOZero classification file, when no further investigative activity is warranted

B} {U/H45Y Relevant, open or closed zero sub-asscssment file

C) {U/ESHE) Relevant, open or closed assessment

D) (/A6 Relevant, open or closed predicated investigation file

E) {(U/F0) New assessment or predicated investigation file, when further investigative
activity is warranted

F) {(U/ESEE Unaddressed work file

(U/EEOHO) Sce also DIOG appendix L, subsection 3.4, for guidance on authorized activitics
conducted online prior 1o opening an Assessment.

(U//EQH0) Intelligence Analysis and Planning: Through analysis of existing information, the
FBI employee may produce products that include, but are not limited to: an Intelligence
Asscssment. Intelligence Bulletin and Geospatial Intelligence (mapping). If. while conducting
analysis. the FBI employce finds a gap in intelligence that is relevant to an authorized FBI
activity, then the FBI employee can identify the gap for possible development of a “collection
requirement.” The FBI employee must document this analysis in the applicable 801-807
classification file (or other 800-scrics classification file as directed in the

Sce the {#¢ for file classification guidance.

5.1.3 (U) LIAISON ACTIVITIES AND TRIPWIRES

(U) Some FBI activities are not traditional investigative or intelligence activities. Activities such
as liaison, tripwires. and other community outreach represent relationship-building efforts or
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other pre-cursors (o developing and maintaining good parinerships. These activities are critical (o
the success of the FBI's mission. DIOG Section 11 addresses liaison activities and tripwires.

5.2 {U) PURPOSE AND SCOPE

(U/AHS) The FBI cannot be content to wait for leads to come in through the actions of others;
rather, we must be vigilant in detecting criminal or national security threats to the [ull extent
permitted by law, with an cyc towards carly intervention and prevention of criminal or national
security incidents before they occur. For example. to carry out the central mission of protecting
the national security. the FBI must proactively collect information from available sources in
order to identify threats and activities and to inform appropriate intelligence analysis. Collection
required to inform such analysis will appear as FBI National Collection Requirements and FBI
Ficld Office Collection Requirements. Likewisc, in the exercise of its protective functions. the
FBI 1s not constrained to wait until mformaton 1s received indicating that a particular event.
acuivity or [acility has drawn the attention of would-be perpetrators of crime or terrorism. The
proactive authority conveyed to the FBI 1s designed for. and may be used by. the FBI in the
discharge of these responsibilitics. The FBI may also conduct Assessments as part of its special
events management responsibilities. (AGG-Dom, Part 11}

(U} Morc broadly, detecting and interrupting criminal activitics at their carly stages. and
preventing crimes [rom occurring in the [irst place. 1s prelerable to allowing criminal plots to
come to [ruition. Hence, Assessments may also be undertaken proactively with such purposes as
detecting criminal activities; obtaining information on individuals. groups, or organizations of
possible investigative interest, cither because they may be involved in criminal or national
security-threatening activities or because they may be targeted for attack or victimization in such
activities; and identifying and assessing individuals who may have value as conflidential human
sources. (AGG-Dom, Part II and AGG-CHS).

(U/AeHEn As described in the scenarios below, Assessments may be used when an “allegation
or information” or an “articulable factual basis” (the predicates for Predicated Investigations)
concerning crimes or threats to the national security i1s obtained and the matter can be checked
out or resolved through the relatively non-intrusive methods authorized in Assessments (use of
least intrusive means). The checking of investigative leads in this manner can avoid the need to
proceed to more clevated levels of investigative activity (Predicated Investigation). if the results
of an Asscssment indicate that further investigation is not warranted. (AGG-Dom, Part II)
Hypothetical [act patterns are discussed below:

5.2.1 (U) SCENARIOS
(U//BOYO) Scenario 1]

(UHAFOHO)
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(U//BOYOY

(U//EQY&) Scenario 2: |

I

(U//Fee)|

(U/AHSYS) Scenario 3:|

(U/EQUO)

(U//BEOEOY Scenaria 4.‘[

(U//EQUe)

(U/ESUey

U//BOHOS-Seenario 5:
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(UEeue) | H!

(U/HFOEE)
U/FHS) Scenario 64

(U/FeE6]

(U/EQH Scenario 7:
L [

(U/AeT0]

(U/HEHOY Scenario 8: |

(U// o)

5.3 {(U) CIVIL LIBERTIES AND PRIVACY

(U) The pursuit ol legitimate goals without infringing upon the exercise ol constitutional
frecdoms is a challenge that the FBI mecets through the application of sound judgment and
discretion. In order to ensure civil libertics are not infringed upon through Asscssments. cvery
Assessment must have an authorized purpose and clearly delined objective(s). The authorized
purpose and clearly defined objective(s) ol the Assessment must be documented and retained as
described in this section and in DIOG Scction 14.
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(U) Even when an authorized purpose is present, an Assessment could create the appearance that
1t is directed at or activated by constitutionally-protected activily. race. ethnicity, gender. national
origin, religion. sexual orientation. or gender identity —particularly under circumstances where
the link to an authorized FBI mission is not readily apparent. In these situations. it 1s vitally
important that the authorized purpose and the clearly defined objective(s). as well as the use of
any mnvestigative methods, are well documented.

(U} No investigative activity. including Assessments, may be taken solely on the basis of
acuvities that are protected by the First Amendment or on the race. ethnicity. gender. national
origin, rcligion. sexual oricntation. or gender identity of the subject. or a combination of only
such factors. If an Asscssment touches on or is partially motivated by First Amendment rights, or
by race. ethnicity. gender. national origin. religion. sexual orientation, or gender identity. or a
combinauon of only such lactors, it is particularly important to identily and document the basis
for the Assessment with clarity.

(U//BEQLEHY Example: Individuals or groups who communicate with each other or with members
of the public in any form in pursuit of social or political causes—such as opposing war or foreign
policy. protesting government actions, promoting certain religious beliefs. championing
particular local. national. or international causes, or advocating a change in government through
non-criminal means, and actively recruiting others to join their causes—have a [undamental
constitutional right 1o do so. An Asscssment may not be opened based solely on the exercise of
these First Amendment rights. If, however. a group exercising its First Amendment rights also
threatens or advocates violence or destruction ol property, an Assessment would be appropriate.

(U) The AGG-Dom require that the "least intrusive” means or method be considered and—if
reasonable based upon the circumstances of the investigation—used in licu of more intrusive
metheds (o obtlain information. intelligence and/or evidence. This principle is also reflected in
Exccutive Order 12333 (scc Appendix B), which governs the activitics of the USIC. Exccutive
Order 12333 lays out the goals. directions, duties and responsibilitics of the USIC. The concept
of least intrusive means applies Lo the collection of all information. intelligence and evidence, not
Jjust that collected by those aspects of the FBI that are part ol the intelligence community.

(U) By emphasizing the usc of the Ieast intrusive means Lo obtain information. intelligence,
and/or evidence, FBI employees can effectively execute their duties while mitigating the
potential negative impact on the privacy and civil libertics and the damage 1o the reputation of all
people encompassed within the investigation or Assessment. including targets, witnesses, and
victims. This principle 1s not intended o discourage FBI employees from seeking relevant and
necessary intelligence, information. or evidence. but rather 1s intended to encourage FBI
cmployces to choose the least intrusive—but still reasonable based upon the circumstances of the
investigation—mcans from the available options to obtain the information. (AGG-Dom. Part

L.C.2)
54 (U) FIVE TYPES OF ASSESSMENTS (AGG-Dom, PART I1.A.3.)
54.1 (U) ASSESSMENT TYPES

{U) There are five (5) authorized types of Assessments that may be carried out for the purposes
of detecting. obtaining information about. or preventing or protecting against Federal crimes or
threats to the national security or o collect [oreign intelligence. The types of Assessments are:
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A) (U) Type I & 2 Assessment’: Seck information, proactively or in response to investigative
leads. relating to activities — or the involvement or role of individuals. groups. or organizations
relating to those activitics — constituting violations of Federal criminal law or threats to the
national security;

B) (U) Type 3 Assessment: Identify, obtain and utilize information about actual or potential
national security threats or Federal criminal activities, or the vulnerability to such threats or
activities;

C) (U) T'ype 4 Assessment: Obtain and retain information to inform or facilitate intelligence
analysis and planning;

D) (U) Type S Assessment: Scck information to identify potential human sourccs, assess their
suitability, credibility. or value of individuals as human sources; and

E} (U) T'ype 6 Assessment: Scck information, proactively or in response to investigative leads.,
relating to matters of foreign intelligence interest responsive to foreign intelligence
requirements.

55 (U) STANDARDS FOR OPENING OR APPROVING AN ASSESSMENT
(U/AOHO¥Bcefore opening or approving an Asscssment, an FBI employee or approving official
must determine whether:

A) (/AU An authorized purposc and clearly defined objective(s) exists for the conduct of
the Asscssment;

B) (U/A046) The Asscssment 1s not based solely on the exercise of First Amendment rights or
on the race, ethnicity. gender, nationzl origin. religion. sexual orientation. or gender identity of
the subject, or a combination of only such factors; and

C) (U/AH0) The Assessment is an appropriate use of personnel and financial resources.

5.6 (U) PoOSITION EQUIVALENTS, EFFECTIVE DATE, DURATION,
DOCUMENTATION, APPROVAL, NOTICE, FILE REVIEW AND RESPONSIBLE
ENTITY

5.6.1 (U) FIELD OFFICE AND FBIHQ POSITION EQUIVALENTS

(U/A06) FBIHQ and FBI ficld offices have the authority to conduct all Assessment activitics
as authorized In Scction 5.4 above. Position equivalents for ficld office and FBIHQ personnel
when EBIHQ opens. conducts, or closes an Assessment are specified in DIOG Section 3.11.

5.6.2 (U) EFFECTIVE DATE OF ASSESSMENTS

(U//FOTOYFor all Asscssiments, the effective date of the Assessment is the date the final
approval authority approves the ED-71, Guardian (FD-71a) or EC. Documenting the effective
date of an Assessment 1s important for many reasons. including establishing time [rames for
justification and file reviews. and extensions. The cffective date of the final approval authority
occurs when:

3 (U 1In the original BIOG (12/16/2008), Types | and 2 were considered to be separate Assessment types.
Because they. however, have many commonalitics. they were merged into one type (named a “Tyvpe 1 & 2
Asscssment”™) for purposcs of this version of the DIOG. Hence. there are now tive. not six. types of Assessments.
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A) (U/ASH6) For Type 1 & 2 Assessments: the SSA or SIA opens and assigns the FD-71 or
Guardian (FD3-71a) to the employee. Note:| | b7E
| the Guardian (FD-71a)] |

|§_| and the electronic FD-71| |

(UNEQH Note: In Type 1 & 2 Assessments only, employees do not need to obtain
supcrvisory approval prior to opening the Assessment. [f. however, oral approval is obtained,
employees must memorialize the oral approval date in the body of the FD-71 or Guardian

(ED-71a).
B) (U#YErFor Type 3 — 6 Assessments: the SSA. STA, or the DI opens and assigns the
Assessment| or (ii) handwriting b7E

his/her initials and date on the EC; or

C) (U/AGUYO) For Sensitive Investigative Matters (S1IM) Assessments: the SAC (or SC)
authorizes the Assessment to be opened and assigned to an FBI employee| | b7E
FD-71 or Guardian (FD-71a);| ot (13}
handwriting his/her initials and date on the EC that is subscquently scanncd and serialized into
the file. (See DIOG Sections 5.7 and 10).

5.6.3 (U) ASSESSMENT TYPES

(U/H080+ The applicable duration, documentation. approval level. notice, justification/file
review, and responsible entity requirements [or cach of the live {5) types of Assessments are
discussed below.

(U/ARHOTIn all Lypes of Assessments. investigative leads. either Action Required or

Information Only, may only be sct [ cad Request form. EC, FD-71 or Guardian (FD- b7E
71a).
5.6.3.1 (U)TYPE 1 & 2 ASSESSMENTS

(U) Type 1 & 2 Assessment defined: Scek information, proactively or in response o
mvestigative leads, relating 1o activities — or the involvement or role of individuals, groups. or
organizations in thosc activities — constituting violations of Federal criminal law or threats to
the national sccurity (i.c.. the prompt checking of leads on individuals, activity. groups or
organizations).

{(U/BOHO¥ Sce Scction 5.11 below for intelligence collection (i.c., incidental collection} and
documentation rcquircmcnts.[ | b7E

5.6.3.1.1 (U) DURATION

(U/BOTO) There is no time Iimit for a Type 1 & 2 Assessment, but it 18 anticipated that such
Asscssments will be relatively short.

5.6.3.1.2 (U} DOCUMENTATION
urete)| _ _ | b7E
FD-71 or Guardian. The Guardian (FD-71a) |
| The clectromic FD-71,
5-9
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U/EOUO) | [FD-71. Guardian (FD-712)[ |
[ |FD-71. in Guardian (’FD—?la),l T

The completed ED-71. Guardian (FD-71a). or Assessment opening commuitication requires
supervisor approval before being serialized.

(U/EeHe) | |

|ED-71, Guardian (FD-71a)]

[
L I

FD-71. Guardian (FD-7 a)] |

(U/ESY6) | |
1

L I

(U/BOUO) Note: Investigative activity must not be conducted® out of

56.3.1.3 (U} APPROVAL TO OPEN
(U//EQH63 An FBI employee may open a Type 1 & 2 Assessment withoul supervisor
approval |

FD-71, Guardian (FD-/1 a)[ |

|the FD-71, Guardian|

~ [The opening date for Type 1 & 2 Assessments 15 11C

date the SSA or SIA assigns an FBI employce to conduct the Assessment. The FBI employee
and SSA or SIA must apply the standards for opening or approving a Type [ & 2 Asscssment
contained in DIOG Section 5.5.

56314 (U) SENSITIVE INVESTIGATIVE MATTERS (SIM)

(U//BOHEY As soon as practicable, but not more than five (5) business days after determining
the Type 1 & 2 Asscssment involves a sensitive investigative matter (SIM), the matter must

be reviewed by the CDC and approved by the SAC. The term “sensitive inveislj gative matter”
1s defined in DIOG Section 5.7 and DIOG Section 10. The FD-71. Guardian

5.6.3.1.5 (U) NOTICE

(U//BOHO) There is no requirement to provide notice to FBIHQ or DOJ of opening or closing

Type 1 & 2 Assessments.

‘W ]
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5.6.3.1.6 (U} JUSTIFICATION REVIEW

(U/EOYO3 If a Type 1 & 2 Assessment is not concluded within 30 days. the SSA or STA
must conduct a justification review every 30 days (recurring until the Assessment is closed} in
accordance with DIOG Section 3.4.4.

{Guardian (FD-71a), in an EC [ Note: Per
guidance in DIOQG Section 5.6.2 above,

|Guardiar1 (FD-71a).

5.6.3.1.7 (U} RESPONSIBLE ENTITY

(U/AeH) A Type 1 & 2 Assessment may be conducted by an investigative field office
squad or EBIHQ operational division.

5.6.3.1.8 (U)yTyreE 1 & 2 ASSESSMENT CLOSING

(U//ESHE) Sec DIOG subsections 5.12.1and 5.12.1.1 below for guidance on closing Type 1
& 2 Asscssments.

5.6.3.1.9 (U) EXAMPLES/SCENARIOS OF TYPE I & 2 ASSESSMENTS
5.6.3.1.9.1 (U)EXampPLE 1
(U/AFoYo |
(U/E080)| |

(U/#0H6) The FBI cmployee can conduct record checks (scarch FBI/ DOJ records.
USIC records, any other US government records. state or local records), and Internet
scarches |

{Sce
scectien 3.1.1) Ilan employee does not establish an authorized purpose 1o open an
Assessment {or Predicated Investigation) after conducting these records checks or
Internet scarches, the FBI employce should refer to Section 5.1.2 above for documenting
these activitics.

(U/AeE)
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-

L |and complete an ED-71, or Assessment opening communication.
5.6.3.1.9.2 (U)EXAMPLE 2

(U/EBEOYS)|

(VT [

5.6.3.2 {(U) TYPE 3 ASSESSMENTS

(U) Type 3 Assessment defined: Identify, obtain and utilize information about actual or
potential national sccurity threats or Federal criminal activities. or the vulnerability to such
threats or activities. [Sec AGG-Dom. Part ILA.3.b]

(U//ESHE) Type 3 Assessments may be used to analyze or determine whether particular
national sccurity or criminal threats exist within the AOR and whether there are victims or
targets within the AOR who arc vulnerable to any such actual or potential threats. The
authorized purpose and clearly delined objective(s) of a Type 3 Assessment must be based on
or related 1o actual or potential Federal criminal or national security targets. threats, or
vulnerabilitics. While no particular factual predication is required. the basis of the Assessment
cannot be arbitrary or groundless speculation. nor can the Assessment be based solely on the
exercise of First Amendment protected rights. or on race, ethnicity. gender, national origin.
religion. sexual orientation, or gender identity, or a combination ol only such [actors.

(U//EQHE) Whenever a Type 3 Asscssment identifics and begins to focus on a specific
individual(s), group(s) or organization(s)., whose activities may constitute a viclation ol
Federal criminal law or a threat to the national security, a separate Type 1 & 2 Assessment or
a Predicated Investigation must be opened on that individual, group or organization.
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(U//Ba30) A Type 3 Assessment may not be opened based solely upon the existence ol a
collection requirement. and addressing a collection requirement cannot be the authorized
purposc of a Type 3 Assessment. Information obtained during the course of this type of
asscssment (or any other Assessment or Predicated Investigation} may, however. be
responsive to collection requirements and collection requirements may be used to mform and
help focus a Type 3 Assessment {or any other Assessment or Predicated Investigation) while
also providing information about potential targets, threats and/or vulnerabilities.

(U/ASH63 Investigative and/or assessment activity utilized in the development ol an
ntelligence product in support of spectal events (such as a Joint Threat Assessment (JTA), Joint
Special Event Threat Asscssment (JSETA). or a Special Events Threat  Asscssment (SETA).
must be authorized from and documented to a DIOG approved investigative or open
assessment case [ile. For example, if CHS tasking, data mining, and/or a collection
emphasis/action message is required to develop an intelligence product in support ol a special
cvent, a Type-3 Asscssment, maintained in the 8201 program classification, must be open 1o
authorizc assessment activitics and to produce the intelligence product.

U/ESHOT Intelligence products produced in support off H
li:ldcrivcd solely [rom information that already exists in systemns of records [rom within
the FBI or the Intelligence Community does not require separate DIOG authorization to
preduce. Opening @ Tvpe 3 Assessment in support of does not eliminate the
requirement o use as a non-investigative file for administrative

and logistical functions related 1o the FBI's support of 8

(U//EOYS) Note: Documenting the use and results of investigative methods authorized

prior to opening an Assessment. during an Assessment, and in a predicaied investigation
cannot be serialized or otherwise maintained in the
This does not preclude the inclusion of investigative and asscssment activity and results from

such activity i
hﬂmmﬂ_'
assessment activity directly impacty ]

f these non-investigative documents discuss investigative or asscssment activitics,
these documents must appropriately cite the DIOG open assessment or predicated
investigative case file number which authorizes the assessment or investigative activity.
Additi{)llallyI:lis subject to the periodic file review requirements described in DIOG
Sectien 3.4.4.

(U/EBSHS3 A Type 3 Assessment may not be used [or the purpose of collecting positive
foreign intelligence, although such intelligence may be incidentally collected. Pesitive [oreign
intelligence can only be intentionally collected pursuant to DIOG Sections 5.6.3.5 (Typc 6
Assessment) and/or Section 9.

(U/ASTOT Sce Section 5.11 below for intelligence collection, (i.c.. incidental collection) and
documentation requircments |
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5.6.3.2.1 (U)Y DURATION

(U/AHOHO) A Type 3 Asscssment may only be opencd with prior supervisor approval. The
cffective date of the Asscssment is the date the final approval authority approves the EC as
specified in Section 5.6.2 above. A Type 3 Assessment may continue [or as long as necessary
Lo achieve its authorized purpose and clearly defined objective(s). Although a Type 3
Asscssment 18 not limited in duration, when the clearly defined objective(s) have been met.
the Assessment must be closed with an EC approved by the supervisor.

5.6.32.2 (U} DOCUMENTATION
(U/ESHO)| B7E

U//FOHS)| |

(U/EQUE)| |

b7E

(U/FEHO) Note: Investigative Activily must not be conducted’ out of
5.6.3.2.3 (UYAPPROVAL

(U//EeB6T All Type 3 Assessments must be approved in advance by a supervisor and opened
by EC. Notwithstanding any other provision in the DIOG, a Type 3 Assessment cannot be
opened based on oral approval. The supervisor must review and approve a Type 3 Assessment
i accordance with the standards set forth in subsection 5.5. Additional approval requirements
apply to SIMs. as described below.

56324 (U) SENSITIVE INVESTIGATIVE MATTERS (SIM)

(U//FOHO) Il the Assessment involves a sensitive investigative matter, the CDC must review
and the SAC must approve the Asscssment prior to opening. If a SIM arises after the opening
of a Type 3 Assessment, Assessment activity may continue. but the matter must be
documented in an EC reviewed by the CDC and approved by the SAC as soon as practicable
but not more than five (5) business days after the SIM arises. The term “sensitive
investigative matter” is defined in DIOG Sections 5.7.1 and Section 10.

(U//EBHO) Investigative methods that may be used in Assessments are set forth in DIOG
Section 18.

RO | b7E
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(U/ASHO) As specified in division PGs. there may be agreements {c.g., Mcemoranda of
Understanding, Treaties) that require additional coordination and approval prior to conducting
certain activities.

56.3.2.5 (U)Y NOTICE

(U//FOY6) There is no requirement to provide notice to FBIHQ or DOJ of opening or closing
Type 3 Asscssments.

56326 (U) FILE REVIEW

(U//EOHO) A Type 3 Assessment requires a [ile review in accordance with DIOG subsection
344,

56.32.7 (U} RESPONSIBLE ENTITY

(U//EQHE) A Type 3 Assessment may be opened and conducied by FIGs, the DI, a DI

sponsored entity, ficld office investigative squads, and FBIHQ operational divisions. The

nature of the Assessment dictates the file classification into which the Type 3 Asscssment is

opened. Assessments conducted by the DI or FIGs must be opened in the appropriate] b7E
ALl other Type 3 Assessments must be opened in the

appropnaicvesiigative 1ilc classification.
36328 (U) TYPE 3 ASSESSMENT CLOSING

(U/AESHOY Sce DIOG subscctions 5.12.1 and 5.12.1.2 below for guidance on closing a Type
3 Assessment.

5.6.3209 (U) EXAMPLES OF TYPE 3 ASSESSMENTS
56.3.2.9.1 (U)EXAMPLE 1
(U/reygen| ] b7E

(U/EOUE) | |

563292 (U)EXAMPLE2
(U//BGSUHE) |
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b7E

(U/FOTes |

5.6.3.2.9.3 (U)EXAMPLE3

(U//Feue)] l

(U/ECUH

5.6.3.2.94 (U)EXAMPLE 4
(U/HFeE9)|

(UHROY
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(U/H0H6

563295 (U)EXAMPLES
[EOUEN|

(U/pergen|

5.63.3 (U) TYPE 4 ASSESSMENTS

(U} Type 4 Assessment defined: Obtain and rctain information to inform or facilitate
mtelligence analysis and planning. [AGG-Dom. Part IV]

(U/HFOHE) A Type 4 Asscssment may be opened to obtain information that informs or
facilitates the FBI's intelligence analysis and planning functions. The authorized purpose and
clearly defined objective(s) ol a Type 4 Assessment must be based on. or related to, the need
to collect or acquire information for current or future intelligence analysis and planning
purposes. An Assessment under this section, oftentimes referred to as a “domain
Assessment,” may lead to the identification of intelligence gaps, the development of FBI
collection requirements, or the opening of new Assessments or Predicated Investigations.

(U/FOH0) A Type 4 Assessment is not threat specific; threat-based Assessments are opened
and governed by DIOG Section 5.6.3.2 (Type 3 Assessment). While o particular lactual
predication is required for a Type 4 Assessment. the Assessment cannot be based solely on
the exercise of First Amendment protected rights or on race, cthnicity, gender. national origin.
religion. sexual orientation. or gender identity, or a combination of only such factors.

(U//BSHO) Whenever a Type 4 Assessment identifies and begins to focus on specific
individual(s), group(s). or organization(s). whose activities may constitute a violation of
Federal criminal law or a threat 1o the national security, a separate Type [ & 2 Assessment or
a Predicated Investigation must be opened. Similarly. if a Type 4 Assessment identifics a
particular national sccurity or criminal threat within the AOR, or identifics victims or targets
within an AOR who are vulnerable to any actual or potential threat, a separate Type 3
Assessment or Predicated Investigation must be opened.

(U//EHO) A Type 4 Assessment may not be used [or the purpose ol collecting positive
foreign intelligence (PFEI), although such intelligence may be incidentally collected. Positive
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foreign intelligence can only be intentionally collected pursuant to DIOG Sections 5.6.3.5
(Type 6 Assessment) and/or Section 9.

(UAEEHES) Sce Scction 5.11 below for intellieence collection. (i.e.. incidental collection) and

Iﬁmmmmmmmcms. b7E

5.6.3.3.1 (U) DURATION

(U/FOTO) A Type 4 Asscssment may only be opened with prior supervisor approval. The
elfective date of the Assessment is the date the [inal approval authority approves the EC as
specified in Section 5.6.2 above. A Type 4 Assessment may continue [or as long as necessary
to achicve its authorized purpose and clearly defined objective(s). Although a Type 4
Asscssment is not limited in duration, when the clearly defined objective(s) have been met.
the Assessment must be closed with an EC approved by the supervisor.

5.6.3.3.2 (U} DOCUMENTATION
(U/0H6H r b7E

(U/RCEO)]

(U//EQUO) This 1ype of Assessment must be documented in the appropriate]

|

(U//FSH6) Note: Investigative activity must not be conducted® out of b7E
5.6.3.3.3 (U)APPROVAL

(U//EQHOT All Type 4 Assessments must be approved in advance by a supervisor and opened
by an EC. Notwithstanding any other provision in the DIOG, a Type 4 Assessment cannot be
opened based on oral approval. The supervisor must approve a Type 4 Assessment in
accordance with the standards discussed in DIOG Section 3.5, Additional approval
requirements apply to SIMs. as described below.

5.6.3.34 (U) SENSITIVE INVESTIGATIVE MATTERS (SIM)

(U/EQSES) II the Assessment involves a sensitive investigative matter {SIM), the CDC must
review and the SAC must approve the Assessment prior to opening. I[ a SIM arises after the
opening of a Type 4 Asscssment, Asscssment activity may continue, but the matter must be
documented in an EC reviewed by the CDC and approved by the SAC as soon as practicable,
but not more than five (5) business days after the SIM arises. The term “sensitive
investigative matter” is defined in DIOG Section 5.7 and Section 10.

HUIR | b7E

5-18

UNCLASSIFIED - FeROFHEATTSEONTY Version Dated:
March 3, 2016




UNCLASSIFIED - FOROFRCTATTSEONREY
Domestic Investigations and Operations Guide 85

5.6.3.35 (U} NOTICE

(U/BOY6) There is no requirement to provide notice to FBIHQ or DOJ of opening or closing
Type 4 Asscssments.

56336 (U) FILE REVIEW

(U//PeHFON A Type 4 Assessment requires a file review in accordance with DIOG Section
344,

5.6.3.3.7 (U} RESPONSIBLE ENTITY

(U/AOHO) A Type 4 Assessment may only be opened by the DI. a Regional Intelligence
Group. a FIG. or FBIHQ Domain/Strategic intelligence components within the operational
divisions.

56338 (U) TYPE 4 ASSESSMENT CLOSING

(U//FOEQ) See DIOG subsections 5.12.1 and 5.12.1.2 below for guidance on closing a Type
4 Assessment.

5.6.3.3.9 (U)Y EXAMPLES OF TYPE 4 ASSESSMENTS
5.6.3.3.9.1 (U)EXAMPLE 1
(U//FOHE |

(U/EOUO)|

5.6.3.3.9.2 (U)EXAMPLE 2
(U/peuey| |

(U/reE0
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S.I‘If ] b7E

5.6.3.3.93 () EXAMPLE 3
(U/HESHO)

(uEpegey] |

5.6.3.3.94 (U)EXAMPLE4
(U/HEOTH

(U/Eeuan I

5.6.34 (U} TYPE 5 ASSESSMENTS

(U} Type S Assessment defined: Seek information to identify potential human sources,
asscss their suitability. credibility, or value of individuals as human sources.

(UAFBY6) A Type 5 Assessment provides the authority and a mechanism 1o identify.
evaluate and recruit a Potential Canfidential Human Source {CHS) prior to opening and
opcrating them as a CHS in A Tyvpe 5 Assessment 1s not a prerequisite to opening an
mdividual as an operational CHS in { the necessary information for opening has been
obtained through other methods (e.g., following arrest. an individual agrees to become as
CHS).

(U/FOYE) A Type 5 Assessment may be opened:
A) (U/{E&AD) On a specific named individual who is a potential CHS (PCHS); or

B) (U/#6H0) Without a specific named individual, if the goal is to identify individuals with
placement and access to particular information.
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(U/ABH0) Type 5 Assessment activities may not be based solely on race, cthnicity, gender,
national origin, religion. sexual orientation, or gender identity or rights protectied by the First
Amendment, or a combination of only such factors.

(LU |

(U/A856) There arc three phases of a Type 5 Assessment. The phases are: (1) Identification
Phasc, (2) Evaluation Phasc. and (3) Recruitment Phasc. A Type 5 Asscssment opened on a
specific named individual may only use the Evaluation and Recruitment phases as described
below. A Type 5 Assessment opened without a specilic named individual is limited to the
Identification Phase only. Once the Identification Phase has succeeded in identifying specific
individuals who might have appropriate placement and access, the FBI employee must open a
new separate Type 5 Assessment on any individual the employee wishes to further evaluate
and possibly recruit as a CHS. The original Type 5 Assessment without a specific named
individual may remain open in the Identification Phase. if the authorized purpose and clearly
defined objective(s) still exist

5.6.34.1 (U) PHASES OF TYPE 5 ASSESSMENTS
5.6.34.1.1 (U/EGYU) IDENTIFICATION PHASE

(U//EOYO) This phase may be used by an SA assigned to cither a HUMINT or
investigative squad or by an 1A assigned to the ficld office or FBIHQ to identify PCHSs
who seem likely to have placement and access to information or intelligence related to
criminal or national security threats, or investigations, withoutl naming a specific
individual. The goal of this phase is to identify individuals with CHS potential, who may
then be evaluated and recruited under the Evaluation and Recruitment Phases of a Type 5
Assessment.

(U//BOHO) This phasc is initiated with the approval of a CHS identification plan. The
plan, which must be based on a thorough review of available intelligence and information
regarding the threat or investigation at issue. must specify characteristics of individuals
likely to have CHS potential, and the investigative methods {c.g.. databasc scarches,
surveillance of specific locations. attendance at specific cvents) that will be used to
1dentily individuals with those characteristics. Selection of characteristics/search criteria
must have a logical connection to intelligence or known facts, and may not be based
merely on conjecture. In addition, sclected characteristics may not be based solely on
racc, cthnicity. gender. national origin. religion, sexual orfentation, or gender identity, or
rights protected under the First Amendment or a combination of only such factors. Sce
DIOG Section 4 for [urther explanation on the permissible use of race. ethnicity, gender.
national origin. religion, sexual orientation. or gender identity or rights protected under
the First Amendment. The investigative methods that may be used to identify individuals
with the specified characteristics needed must also be based on existing intelligence and
be reasonably likely 1o yield individuals with the specified characteristics.

(U/B0E0] Il necessary. after a CHS identification plan has been approved, and a group
of individuals who potentially have placement and access to the relevant information
have been tdentified, the SA or IA may, with authorization set forth in subsection
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5.6.3.4.3.1. use additional characteristics to narrow the group ol individuals to those most

likely to have the desired placement and access. An intelligence product may be produced

during the Identification Phasc describing the results of, or analysis generated during, the

Identification Phase. The product may be based upon analysis of the group’s

characteristics or search criteria that my yield insight into previously unknown

similarities, activities or patterns ol conduct. If any additional investigative methods are

sought that will focus on an individual, then an Evaluation Phase must be opened. Any

product produced must be documented in theL |and b7&
approved and disseminated i accordance with

(U/H0H9) Once an SA or [A has narrowed the ficld to onc or more known persons who
appear 10 have potential as CHSs, in order to gather additional information regarding
background and authenticity or, in order for an SA to undertake efforts to recruit the
individual, a Type 5 Asscssment must be opened on the specific named individual(s) in
accordance with subsection 5.6.3.4.1.2, below.

5.634.1.2 (U/ASEO) EVALUATION PHASE

(U/AOH6) This phase may be used by an SA assigned to either a HUMINT or
mvestigative squad or by an 1A assigned to the [ield office or FBIHQ to evaluate a knnown
individual belicved to have placement and access so that the individual, if successfully
recruited, can provide the FBI with information of value. The goal of this phase of a Type
5 Assessment 1s Lo gather information, through the use of the investigative methods set
forth in subsection 5.6.3.4.8, below regarding background, authenticity, and suitability of
a particular PCHS (specific named individual}. An IA who develops information during

this phase that indicates a PCHS is worthy of recruitment should prepare ¢ b7E
or use by an SA on the appropriatc HUMINT or
Investigative squad 1o recruit the individual. Nofe: A ay be prepared by other FBI

cmployces assigned to the evaluation phase Type 5 as case participants. However, the
Assessment’s assigned case manager(s) remains responsible for the content of the|:| If
mformation developed during this phase indicates the individual should not be recruited
as a CHS, the Type 5 Assessment must be closed.

5.6.3.4.1.3 (U/AOEEO) RECRUITMENT PHASE

(U//BOB) This phase may only be used by an SA assigned to a HUMINT or
investigative squad. The goal of this phasc of a Type 5 Assessment is 1o recruit the PCHS
1o become an operational CHS, and thereforg the recruitment phase may focus only on a
speciflic named individual. Information from pr other information/intelligence
available to the SA may be used during the recruitment phase. If the recruitment is
successful, the Type 5 Assessment must be closed (See Section 5.6.3.4.9, below) and the
mdividual opened as a CHS 1 The Type 5 Assessment must also be closed if the
recruitment 1 not successiul, either because the individual declines 1o beeome a CHS or a
determination is made not to continue the recruitment.

5.6.34.2 (U DURATION

b7E

(U//ESEO) The cffective date of a Type 5 Assessment is the date the highest level of
authority required approves the opening EC (orl A Type5
Assessment may continue for as long as necessary 1o achieve 1ts authorized purpose and
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clearly defined objective(s) as set forth in the three phases above or when it is determined that
the individual named subject cannot or should not be recruited as a CHS.

5.6.3.4.3 (U) DOCUMENTATION
5.6.3.4.3.1 (U/FOBEE) IDENTIFICATION PHASE
U/ESHO)|

A) (ko]

(U/Feue

|1

B) (U/aotey |

(UEcee|

C) Uikeye) |

(U//Fergen|
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b7E

(UAFOYO) If a Type 5 Asscssment has alrcady been opened and an 1A or SA wishes to
utilize additional characteristics/search criteria or investigative methods in the
Identification Phase that were not documented in the opening EC. the additional
characteristics/scarch criteria and/or investigative methods must be documented by EC

5.6.3.4.3.2 (U/ESEEN) EVALUATION/RECRUITMENT PHASES

(U/HOBPO) A Type 5 Asscssment opened to evaluate and/or recruit a specific person as a
CHS must be opened with an EC (or|_ ___|using the appropriate b7E

A) fuweraeal |

B) (U/EQUSY

c') (U/EOUOH ] |

56344 (U)APPROVAL

(U/ESHE) A Type 5 Assessment must be approved by the appropriate supervisor and opened
with an EC (or| } Notwithstanding any other provision in the DIOG, a
Type 5 Assessment cannot be opened on oral approval. For SAs. a Type 5 Assessment must
be approved by their SSA. For IAs, a Type 5 Assessment must be approved by the SIA and
the SSA on the HUMINT or investigative squad that will petentially recruit the individual. An
SSA and/or SIA must use the standards provided in DIOG Section 5.5 when deciding whether
Lo approve a Type 5 Assessment. Additional approval requirements apply to Sensitive PCHSs,
as described below.

5.6.3.4.4.1 (1) CONFLICT RESOLUTION

(UAFOHO) If there is any conflict between th hr any other PG and b7E

the DIOG, the DIOG centrols. OGC, OIC and IPO should be immediately notified of any
such conllict.
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5.6.344.2 (U/FSE6) SENSITIVE POTENTIAL CHSS AND GROUPS

(U/EOHO) CDC review and SAC approval is required before a Type 5 Assessment may

be opened on a Sensitive PCHS or if. during the Identification Phase, a sensitive

characteristic is at least one aspeet being used to identily individuals with potential

placement and access 1o information of interest. I it is determined alter opening a Type 5

Asscssment that a PCHS is Sensitive or that a sensitive characteristic must be added 1o

the PCHS Identification Plan. the Asscssment activity may continue. but the matter must

be documented in an EC (o ~|and reviewed by the CDC and b7E
approved by the SAC as soon as practicable, but not more than 3 husiness davs ol 1his

delermination. Additionally, if the Type 5 Assessment involves

[A Sensitive PCHS or sensitive characteristic Tas part ol an '

Identification Plan) is defined as follows:

A) (U6 A domestic public ofticial {other than a mcrlnbc - of the U.S. Congress or White
House Staff — which requires higher approval authority, see I

for additional details);

B) (U/F6H6) A domestic political candidate;

C) (U//=e8) An individual prominent within a religious organization;
D) (U/408en An individual prominent within a domestic political organization;
E) (U/AaH) A member of the news media; or

F) (U/Eoue] |
L 1

(U//FOH6) DIOG Section 10 should be censulted for a deflinition of these terms.

(U/FOTO) For additional information regarding Sensitive PCHSs. sce {H5PG. Part 2,
DIOG Section10.1.4 and QG Appeadic & - Classified Provisicas.

56.345 (U) NoTICE

(U/AGH6S There 1s no requirement to provide notice (o FBIHQ or DOJ of opening or closing
Type 5 Asscssments.

56.34.6 (U) FILE REVIEW

{U//EQYOT The frcqucn{:f of a su?cr\fisory file review must be in accordance with DIQG

subsection 3.4.4.7. Se or Type 5 file review procedures. b7E

(U//FOTFO) The Type 5 Assessment file review must be documcntcd|:1 Because
Type 5 Assessments are conlidential, LthIlFilc Review must ot reveal information
that could identify the PCHS.
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5.6.34.7 (U} RESPONSIBLE ENTITY

(U//RSYEr A Type 5 Asscssment without a specific named individual may be opened by SAs
on HUMINT, investigative squads or FBIHQ, or IAs assigned to a ficld office or 1o FBIHQ. A
Type 5 Assessment on specific named individual may be opened by SAs on HUMINT or
invesligative squads, and by 1As (evaluation phase only) assigned to the field office
HUMINT. investigative squads, or at FBIHQ.

56348 (U AUTHORIZED INVESTIGATIVE METHODS IN TYPE 5 ASSESSMENTS

(U//FOPO3 Only the following investigative methods may be used in a Type 5 Assessment,
whether in the identification. ¢valuation, or recruitment phase. All of these investigative
methods may be used by SAs. IA’s may only use investigative methods (A) through (F).

A) (U/Fet) Public information;
B) (U/EESHE) Records or information — FBI and DOJ,

C) (U/FeH™) Records or information — Other Federal, state, local, tribal, or forcign government
agencies;

D) (U/AL0)) On-line services and resources;
E} (U/ABH8) Information voluntarily provided by governmental or private entitics;

FY (U//FOBE) Usc of AFID or the Covert Approach is only permitted for use during approved
activity in a Type 5 Assessment {See the note below and thc: b7E

G) (U//EQEY CHS use and recruitment;
H) (U//Fa88) Interview or request information from the public or private entitics;
) (U/AeS) Physical surveillance (not requiring a court order);

I (U/ESHS) Polygraph cxaminations (scc:]

K} (U/82aHe) Trash Covers (Searches that do not require a warrant or court order) (Nofe: SSA
approval and consultation with CDC/OGC is required prior to usc of this method. See DIOG
Section 18.6.12.5).

(U//FOYE) Note: Consent Searches are authorized in Assessments.”

(U/HOHO) Some investigative methods used during Assessments that may require higher
supervisory approval are set forth in DIOG Section 18.5.

(U/ESHO) In addition, as specified in division PGs, there may be agreements (e.g..
Memoranda of Understanding, etc.) that require additional coordination and approval prior o
conducting certain activities.

(U/HEOUO)| b7E

(U/AEHOY Note: The Covert Approach, which may be authorized in an approved Type 3
Assessment. pursuant to the procedures detailed in thg $ not undercover activity
subject to the provisions of DIOG Section 18.6.13. The distinction between the Covert

¢ (U/ /886 The DOJ has opined that Consent Searches are authorized in Assessments, as well as in
Predicated Investigations.
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Approach and undercover activity lies in the authorized purpose ol the Type 5 Assessment,
which 1s to seck inlformation o identify, evaluate, and recruit an individual as a CHS, not to
scek information relevant to federal crimes or national sccurity threats. Sec also DIOG
appendix G.

(UHEH0) Additionally. in the course of a predicated investigation, an agent cannot utilize
undercover activity (up to five times pursuant to UCO guidelines), with the specific purpose

to identify, evaluate or recruit a PCHS. The agent musy | b7E
(U/Eeue) |
(U/FOTOY|

5.6.34.9 (U} CLOSING TYPE 5 ASSESSMENTS

(U/ESYETA Type 5 Assessment must be closed under the following circumstances:

AY(U//FeHO) In a Type 5 Assessment opened without a specific named individual. it is
determined that the characteristics/scarch criteria used to identily individuals with
placement and access o needed information have not succeeded in identifying such
individuals. or the FBI no longer has a need for a CHS with the specified placement
and access. Additionally, the closing EC must document the factual basis for closing
the Assessment;

B} (U//FE&E6) The Identification Phase has succeeded in identifying specific named
mndividuals who might have appropriate placement and access. If the FBI wishes to
further evaluate and possibly recruit any such identified individuals. a separate Type 5
Asscssment must be opened on that person. The original Type 5 Asscssment may
remain open in the identification phase if the authorized purposc and clearly defined
objective still exist. Additionally. the closing EC must document the lactual basis for
closing the Assessment;

C)(U/ESYO) In a Type 5 Assessment opened on a specific named individual. it is
determined that the PCHS is not a suitable candidate for further evaluation and/or
recruitment cfforts. Additionally, the closing EC must document the factual basis for
closing the Assessment;

D)(U/BSHO) In a Type 5 Assessment opened on a specific named individual, SA
recruitment cfforts are successful and the PCHS has been opened as a CHS in

Once the successfully recruited PCHS’I:lis opened, all documents b7E
and records in the Type 5 Assessment must be maintained in the CHS’ open
or
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E) (U/AFeH63 In a Type 5 Assessment opened on a specific named individual, SA
efforts to recruit the PCHS have been unsuccess(ul or it is determined that [urther
recruitment cfforts are not likely to be successful. Additionally, the closing EC must
document the factual basis for closing the Asscssment.

(U) Sce also DIOG subsection 5.12.1.3 below for properly marking a closed Type 5
Asscssment that contains personal information.

5.6.3.4.9.1 (1)) CLOSING APPROVAL FOR TYPE 5 ASSESSMENTS

(U//BBHO) Type 5 Assessments must be closed, via EC, with SSA approval. il it was
opened by an SA. Type 5 Assessments must be closed with SIA and SSA approval. 1l it
was opened by an JA.

5.6.34.10 (U) EXAMPLES OF TYPE 5 ASSESSMENTS

5.6.3.4.10.1 (U//FOEEO) EXAMPLES OF A TYPE 5 ASSESSMENT OPENED
WITHOUT A SPECIFIC NAMED INDIVIDUAL

(U/FOTO) _ b7E
{(u/
U/EeHe)|
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(U/FOHeM)| bTE

5.6.3.4.10.2 (U//FOHO) EXAMPLES OF TYPE 5 ASSESSMENTS OPENED ON
SPECIFIC NAMED POTENTIAL CHSS

(U/FEHS] ] b7E

U//HSFO)

(UEewe)

(U/AeH6t
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(UHPOTOT If the Assessment is opened by ain SA: The SA may open a Type 5
Asscssment with his/her SSA approval. If the recruitment is successful. the Type S
Assessment must be closed when the CHS 1s opened ix'{zllf the recruitment is
unsuccessful, the Type 5 Assessment must be closed.

(U/BQYO) If the Assessment is opened by an IA: The 1A must obtain the approval ol
his/her SIA and the supervisor of the relevant investigative or HUMINT squad Lo open a
Type 5 Asscssment. (Note: An A may not open an individual as a CHS in i If
the Asscssiment determines the person has placement and access to information or
mntelligence that would be of value, the Type 5 Assessment must be translerred to the
appropriate investigative squad or the HUMINT squad to further evaluate and recruit the
PCHS.

5.6.35 (U} TYPE 6 ASSESSMENTS

{U) Type 6 Assessment defined: Scck information, proactively or in response to
mvestigative leads, relating to matiers ol foreign intelligence interest responsive to foreign
mntelligence requirements.

(U/ESH0) A Type 6 Assessment s designed to allow the FBI to determine whether the
circumstances within a field office’s territory would enable the office to conduct a Full
Investigation to collect information responsive 10 a Positive Foreign Intelligence (PFI)
requirement. PFI requirements are described in DIOG Section 9.1. A Type 6 Asscssment
focuses on a field office’s capability to collect on those PFI requirements. While no particular
[actual predication is required, the basis of the Assessment cannot be arbitrary or groundless
speculation, nor can the Assessment be based solely on the exercise of First Amendment
protecied rights or on race. ethnicity. gender, national origin, religion. sexual oricntation. or
gender identity. or a combination of only those factors.

(U//EGHO3 Foreign Intelligence is “information relating to the capabilities, intentions, or
activities ol foreign governments or elements thereol, foreign organizations. or foreign
persons.” The FBI defines a PFI requirement as a collection requirement issued by the USIC
and 1s accepted by the FBI DI that seeks to collect information outside the FBI's core national
sccurity mission.

(U//POTOTTBI cmployces must prioritize collection in response to FBI national collection
requirements before attempting to collect against a positive foreign intelligence collection
requirement. The IPG furnmishes guidance on the prioritization of collection.

(U//FOYOF Sce Scection 5.11 below for intelligence collection, {i.c.. incidental collection) and
documentation requirements. All incidental collection must be documented in the FBIHQ or
field office 8151 file.

5.6.3.5.1 (U) DURATION

(U/EQYE) There are no time limitations on the duration of a Type 6 Asscssment. The
cffective date of the Assessment is the date on which the DI
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|UC approves the EC. See DIOG section 5.6.2 above.
A Type 6 Assessment may continue for as long as necessary to achieve its authorized purpose
and clearly defined objective(s). Although a Type 6 Asscssment is not limited in duration.
when the authorized purpose and clearly defined objective(s) have been met. the Assessment
must be closed or cenverted to a Full Investigation with an EC approved by the field office
SSA or SIA and the FIMU UC. When closing a Type 6 Assessment that is designated as a
SIM. the SAC and the DCHMS SC must approve the closing EC.

5.6.3.5.2 (U) DOCUMENTATION

(U/FOTO) A Type 6 Asscssment must be opened by EC. using the appropriam: b7E
|The opening EC synopsis must identify the authorized purpose and the

clearly defined objective(s) of the Assessment. The authorized purpose and clearly defined

objective(s) should be described in more detail in the Details section of the EC. If additional

objectives arise during the course of the Assessment, they must also be documented in an EC

and approved by the field office SSA or SIA] |

(U B Nofe: Investigalive activily must not be conducted' out of]
5.6.35.3 (UYAPPROVAL

(U//FeF0) All Type 6 Asscssments must be opened by EC and approved in advance by an
SSA or SIA and the appropriate DI UC. A Type 6 Asscssment must be approved in
accordance with the standards provided in DIOG Section 5.5. Notwithstanding any other
provision i the DIOG. a Type 6 Assessment cannot be opened on oral approval.

5.6.354 (U) SENSITIVE INVESTIGATIVE MATTERS (SIM)

(U/EeHOT Il a Type 6 Assessment involves a sensitive investigative matter, the CDC/OGC
must review and the SAC and the DI HOS/SC must approve the Asscssment prior 1o opening.
If a sensitive investigative matter arises after the opening of a Type 6 Assessment,
Assessment activity may continue, but the matter must be reviewed by the CDC and approved
by the SAC and the DI HOS/SC, as soon as practicable. but not more than five (5) business
days after the sensitive investigative matter arises. The term “sensitive investigative matter’” is
defined in DIOG Section 5.7 and Section 10.

5.6.3.55 (U) NOTICE
(U/AeQ) FBIHQ authority, as specilied above, is required to open a Type 6 Assessment;

the opening EC will serve as notice 1o the DI There 18 no requirement to provide notice to
DOJ of opening or closing a Type 6 Assessment.

5.6.3.5.6 (U) FILE REVIEW

(U/FOTOT A Type 6 Assessment requires a file review in accordance with DIOG Section
3.4.4.

0 Uy | b7E
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5.6.3.5.7 (U) RESPONSIBLE ENTITY

(UPFOTO) A Type 6 Assessment may only be opened and conducted by the FIG and the DI
(Refer to IPG for further details). Under the management of the FIG, ficld office investigative
squads or FBIHQ divisions may support the collection of information in a Type 6
Assessment.

56.358 (U) TyPE 6 ASSESSMENT CLOSING

(U//BSHE) Sce DIOG subsections 5.12.1 and 5.12.1.2 below for guidance on closing a Type
6 Asscssment.

5.6.359 (U} EXAMPLES/SCENARIOS OF TYPE 6 ASSESSMENTS
5.6.3.5.9.1 (U)ExamprLE1
(Uipetoy| b7E
(Voo

5.6.3.5.9.2 (U)EXAMPLE 2
L/EaHN |

(UyEegen |
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5.7 (U) SENSITIVE INVESTIGATIVE MATTERS (SIM) IN ASSESSMENTS AND
SENSITIVE POTENTIAL CHS OR SENSITIVE CHARACTERISTIC
DESIGNATIONS IN TYPE 5§ ASSESSMENTS

KT”I‘E.(\LT_Q.\I l

[DIOG Section 10 contains the
required approval authority and factors l[or consideration when determining whether 1o open or
approvc an Assessment involving a SIM.

5.7.1 (U) SIM CATEGORIES IN ASSESSMENTS

(U/FET0) A SIM is an investigative matter involving the activities of a domestic public official
or domestic political candidate (involving corruption or a threat to the national security),
religious or domestic political organization or individual prominent in such an organization, or
news media. an academic nexus, or any other matter which. in the judgment of the official
authorizing an Assessment, should be brought to the attention of FBIHQ and other DOJ officials.

{AGG-Dom, Part VII.N.) As a matter of FBI policv, “judement” means that the decision QfIhT
authorizing official is discrctionarv.l

(Ve

572  (U)ACADEMIC NEXUS IN ASSESSMENTS

(U//FBH8) As a matter of FBI policy, an investigative activity having an “academic nexus” is
considered a SIM if:

A) (Uegen| l

B) (U/EOYES] |

(U/F6HO) The sensitivity related to an academic institution arises from the American tradition
of “academic freedom” (e g., an atmosphere in which students and faculty are free to express
unorthodox ideas and views and o challenge conventional thought without fear of repercussion).
Academic freedom does not mean. however, that academic institutions are off limits to FBI
investigators in pursuit of information or individuals of legitimate investigative interest.

U/
L

-
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{U) STANDARDS FOR OPENING OR APPROVING THE USE OF AN
AUTHORIZED INVESTIGATIVE METHOD

(U/ABH06) Prior (o opening or approving the use of an authorized investigative method, an FBI
employce or approving offictal must determine whether:

59

59.1

A) (U//BEY0) The usc of the particular investigative method is likely to further the authorized
purpose and clearly defined objective(s) of the Assessment;

B) (U/A6863 The investigative method selected is the least intrusive method reasonable based
upon the circumstances of the investigation;

C) (U/=265 The anticipated value of the Assessment justifies the use of the selected
Investigative method or methods;

D) (U//BOHER If the purpose of the Assessment is to collect positive foreign intelligence, the
mvestigative method complics with the AGG-Dom requirement that the FBI operate openly
and consensuzlly with an USPER. to the extent practicable; and

E} (U//F8¥63 The investigative method is an appropriate usc of personnel and financial
FESGLUIcCes.

(U) AUTHORIZED INVESTIGATIVE METHODS IN ASSESSMENTS

(U) TYyPE 1 THROUGH 4 AND TYPE 6 ASSESSMENTS

(U/A0H6) A complete discussion of these investigative methods, including approval
requirements. 1s contained in DIOG Section [8. The use or dissemination of information
obtained by the use of the below-methods must comply with the AGG-Dom and DIOG Section
4. Only the following investigative methods arc authorized in Type 1 through 4 and Type 6
Asscssments:

A}

{U} Public information. {Subsecction 13.5.1)

C) () Records or mformation - Other federal, state, local, tribal, or foreign government agency.
(Subscction 38.5.3)

D) (U) Grand jury subpocnas — to providers of electronic communication services {only available
inaType 1 & 2 Assessment). (Subsection | D

(U//EQH Nofe: Consent Scarches are authorized in Assessments.

59.2 (U)TyPE 5 ASSESSMENTS

(U//FeH6 In addition to those investigative methods listed above in 5.9.1(A) — (H). Type 5
Assessments only may also use the following investigative methods:
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A) {1} Use of AFID or Coverl Approach only permitted for use during approved activity in a
Type 5 Assessment. {See b7E
B) (U) Polygraph Examinations (Sece
C) (U) Trash Covers (Scarches that do not require a warrant or court order). (See Section {§.4.12)
(Note: SSA approval and consultation with CDC/OGC required prior to use of this method).
5,10 (U) OTHER INVESTIGATIVE METHODS NOT AUTHORIZED DURING
ASSESSMENTS
(U/dE6H6y Additional mvestigative methods, which are authorized lor Predicated
Investigations, may not be used in Assessments.
511 {U)INTELLIGENCE COLLECTION (I.E., INCIBENTAL COLLECTION)
(U/F8HS5 Incidental collection is information derived during the course of a pending
Investigation, assessment, or a Uatl 1s responsive 1o a PELL.
FBI. or IC collection requirement | b7E
(U/ARSH9) Incidentally collected information. responsive to the above-mentioned collection
requirements, may also be derived from| |
(U//EQUS) |
U/AQEe
(U/EBYe)| b7E
u/reten| |
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B7E

5.12 {U) RETENTION AND DISSEMINATION OF PRIVACY ACT RECORDS

(U/HeH6) The Privacy Act restricts the maintenance ol records relating to the exercise of First
Amendment rights by individuals who arc USPERs. Such records may be maintained if the
information is pertinent to and within the scope of authorized law enforcement activities or for
which there is otherwise statutory authority for the purposes of the Privacy Act (S U.S.C. §
522ale][7]). Activities authorized by the AGG-Dom are authorized law enlorcement activities.
Thus. information concerning the exercisc of First Amendment rights by USPERS may be
retained 1f it is pertinent to or relevant to the FBI's law enforcement or national security activity.
Relevancy must be determined by the circumstances. If the information 1s not relevant o the law
enforcement activity being conducted. then it may not be retained. For more information see
DIOG Scction 4.1. (AGG-Dom. Part 1.C.5)

(U} The Privacy Act. however, may not exempt [rom disclosure information gathered by the FBI
during Positive Foreign Intelligence Assessments (Type 6 Asscssments) and investigations of
qualified U.S. citizens or lawfully admitted permanent residents 1f personally identifying
mnformation about such persons resides in those [iles. FBI employees should therefore be
particularly vigilant about properly classilying any such information and should aveid
unnccessary references to, and the documentation of. identifying information about U.S. citizens
and lawfully admitted permancnt residents in Posttive Foreign Intelligence files. Sec DIOG
Section 4.1.3.

(U/H6456) Even if information obtained during an Asscssment does not warrant opening a
Predicated Investigation. the FBI may retain personally identilying information [or criminal and
national securily purposes. In this context. the information may eventually serve a variety of
valid analytic purposcs as picces of the overall ecriminal or intelligence picture arce developed to
detect and disrupt criminal and terrorist activitics. In addition. such information may assist FBI
personnel in responding to questions that may subsequently arise as to the nature and extent of
the Assessment and its results. whether positive or negative. Furthermore, retention of such
information about an individual collected in the course of an Assessment will alert other
divisions or ficld offices considering conducting an Asscssment on the same individual that the
particular individual 18 not a criminal or national security threat. As such, retaimning personally
identifying information collected in the course ol an Assessment will also serve Lo conserve
resources and prevent the initiation of unnecessary Asscssments and other investigative
activitics.

5.12.1 (U) MARKING TYPE 1 & 2, AND TYPE 3, 4 AND 6 CLOSED ASSESSMENTS
THAT CONTAIN PERSONAL INFORMATION

{U) Information obtained during an Asscssment that has tnsufficient value to justify further
mvestigative aclivity may contain personal mmformation such as when records retained in an
Asscssment specifically identify an individual or group whose possible invelvement in criminal
or national sccurity-threatening activity was checked out through the Assessment. Therefore,
whenever the Assessment turns up no sufficient basis o justily further investigation of the
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individual or group, then the records must be annotated with the caveats listed in subsection
5.12.1.1-3 below.

(U) Extreme care should be taken when disseminating personally identifiable information
collected during an Assessment that does not lead o suflicient facts to open a Predicated
Investigation. If personal information from the Assessment is disseminated outside the FBI
according to authorized dissemination guidelines and procedures. it must be accompanied by the
required annotation that the Assessment invelving this individual or group did not warrant
[urther mvestigation by the FBI at the time the Assessment was closed.

5.12.1.1 {ITyYPE 1 & 2 ASSESSMENTS

(U/EeUS)| »TE
the FD-71 or Guardian|

ihe FD-71 or Guardian. |
L IMorcovcr, any FBI employee who shares information outside the
FBI from such a closed Assessment file must cnsurc the following caveat is included in the
disscmination:

(U) “This person [or group] was identified during an Assessment but no information was
developed at that time that warranted further investigation of the person [or group].”

51212 (U} TYPE 3,4, AKD 6 ASSESSMENTS

U/ESUe] |

|Morcovcn any FBI employee who
shares information outside the FBI {rom such a closed Assessment file must ensure the

following cavcat is included in the dissemination:

(U) “This person [or group] was identified during an Assessment but no information was
developed at that time that warranted further investigation of the person [or group].”

31213 (U} TYPE 5 ASSESSMENTS
==

A) {U/FEHE) Type 5 AsscssmcntsL
| I
L

B} (U//Fedas All other Type 5 Assessments:

(U//EQGUS> Any dissemination {rom a closed Type 5 Assessment must be conducted in
accordance with dissemination guidance on CHS closed liles provided in th

5.13  {U) ASSESSMENT FILE RECORDS MANAGEMENT AND RETENTION

(U/EeBe b7E
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[the FD-7T or Guardian| |

[Records must be retained according to National Archives
and Records Administration (NARA) approved disposition authoritics.

U/Eouen| |G11;1rdi:m| |

[Guardian (FD-71a)
Guardian] [rccords in Guardian, or any
successor information technology system. must be retained according to NARA-approved
disposition authorities. Consult the RMD Help Desk for assistance.

(U/HFSHE) Type 3. 4. 5, and 6 Assessments must have| |

| |nust be approved by the SSA or SIA Il additional objectives arise
during the Asscssment. they must be documented n an EC, approved by the SSA or if
appropriatc, an SIA ] | Assessment classification files must be retained
according to NARA-approved disposition authorities.

5.13.1 (U) PENDING INACTIVE STATUS

(VIO
5.14  (U) OTHER PROGRAM SPECIFIC INVESTIGATION REQUIREMENTS

(U/ABH0) To facilitate compliance within an existing investigative program. the FBI employce

should consult the relevant division’s PG. FBIHQ division PGs, however, may not contradict,

alter or otherwise modify the standards established in the DIOG. This Page is Intentionally
Blank
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6 (U) PRELIMINARY INVESTIGATIONS
6.1 (U) OVERVIEW

(U) The AGG-Dom authorizes a second level of investigative activity—Predicated
Investigations. Predicated Investigations that concern federal crimes or threats to the national
sccurity arc subdivided into Preliminary Investigations (PI) and Full Investigations (Full}. A
Preliminary Investigation may be opened on the basis of any “allegation or information”
indicative ol possible criminal activity or threats to the national security.

6.2 {U) PURPOSE AND SCOPE

(U//FEHQ) A Preliminary Investigation may be opened (o detect. obtain information about. or
prevent or protect against [ederal crimes or threats 1o the national security. However. a

Preliminary Investigation cannot be opened or used solely for the purpose of collecting against
Positive Foreign Intelligence (PFI} requirements, or for conducting an Enterprisc Investigation

(ED.

{U) The purposes for conducting Preliminary Investigation include such matters as: determining
whether a [ederal crime has occurred or 1$ occurring. or 1l planning or preparation for such a
crime 1s laking place; identifying, locating, and apprehending the perpetrators; obtaining
evidence needed for prosccution; or identifying threats to the national sccurity.

(U) The investigation of threats to the national security may constitute an exercise of the FBI's
criminal investigation authority as well as its authority to investigate threats to the national
sccurity. As with criminal investigations, detecting and solving crimes and arresting and
prosccuting the perpetrators are likely objectives of investigations relating (o threats to the
national security. These investigations, however, serve important purposes outside the ambit of
normal criminal investigations, by providing the basis for decisions concerning other measures
nceded to protect the national security.

6.3 {U) C1vIL L1IBERTIES AND PRIVACY

{U) The pursuit of legitimate investigative goals without infringing upon the exercise of
constitutional freedoms is a challenge that the FBI meets through the application of sound
judgment and discretion. In order o protect civil liberties in the conduct of criminal and national
security investigations, every Preliminary Investigation under this subsection must have adequate
predication that is documented in the opening communication.

{U) No investigative activity, including Preliminary Investigations, may be taken solely on the
basis of activitics that arc protectied by the First Amendment or on the race. cthnicity, gender.
national origin, religion, sexual orientation, or gender identity of the subject. or a combination of
only those factors. Preliminary Investigations of individuals, groups or organizations must focus
on activities related to the threats and or crimes being investigated, not solely on First
Amendment rights or on the race, cthnicity, gender. national origin. religion, sexual orientation,
or gender identity of the subject. In this context. it is particularly important clearly to identify and
document the law enforcement or national security basis of the Preliminary Investigation.

(U} Example: Individuals or groups who communicate with cach other or with members of the
public in any form in pursuit of social or political causes—such as opposing war or [oreign
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policy, protesting government aclions. promoting certain religious beliels, championing
particular local. national. or international causes, or a change in government through non-
criminal means. and actively recruit others to join their causes—have a fundamental
constitutional right to do so. A Preliminary Investigation may not be opened based solely on the
exercise of these First Amendment rights.

(U) The AGG-Dom present investigators with a number of authorized investigative methods in
the cenduct of a Preliminary Investigation. Considering the effect on the privacy and civil
liberties of individuals and the potental to damage the reputation of individuals, some of these
investigative methods arc more intrusive than others. The least intrusive method if reasonable
based upon the circumstances of the investigation is to be used. but the FBI must not hesitate to
use any lawlul method consistent with the AGG-Dom. A more intrusive method may be
warranted in light of the seriousness ol a criminal or national security threat.

(U} By emphasizing the use of the least intrusive means (o obtain intelligence, information.
and/or evidence, FBI employees can effectively execute their duties while mitigating the
potential negative impact on the privacy and civil liberties of all pcople encompassed within the
investigation. including targets, witnesses. and victims. This principle is not intended to
discourage FBI employees from secking relevant and necessary mntelligence, information. or
evidence. but rather 1s intended o encourage FBI employees (o choose the least intrusive—but
still reasonable based upon the circumstances of the investigation — means from the available
options to obtain the intelligence, information or cvidence. (See DIOG Subscction 4.4).

6.4 {U) LEGAL AUTHORITY
6.4.1 (U) CRIMINAL INVESTIGATIONS

(U) The FBI has statutory authority to investigate all federal crime not assigned exclusively to

another federal agency. (Sec 28 U.S.C. § 533; 18 U.S.C. § 3052, 28 C.F.R. § 0.85 [a]}

(U) The FBI also has special investigative jurisdiction to investigate violations of state law In
Iimited circumstances. Specifically. the FBI has jurisdiction to investigate felony killings of state
law enforcement ofTicers (28 U.S.C. § 540), viclent crimes against interstate travelers (28 U.S.C.
§ 540A). and serial killers (28 U.S.C. § 540B). Authority 1o investigate these matters 1s
contingent on recciving a request by an appropriate state official.

6.4.2  (U) THREATS TO THE NATIONAL SECURITY

(U} The FBI has authority to investigate threats Lo the national securily pursuant (o execulive
orders. Attorney General authorities, and various statutory scurces. {See Appendix B: Executive
Order (EO) 12333; 50 U.S.C. §§ 3001 ct seq.; S0 U.S.C. §§ 1801 ct seq.)

(U) “Threats to the national security” are specifically defined to mean: international terrorism,
espionage and other intelligence activitics, sabotage. and assassination. conducted by, for. or on
behalf of foreign powers. organizations, or persons; foreign computer intrusion; and other
matters determined by the Attorney General. consistent with EO 12333 or any successor order.
{AGG-Dom. Part VILS)
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6.5 (U) PREDICATION

{U) A Preliminary Investigation may be opened on the basis of “information or an allegation”
mdicating the existence of a circurnstance described as follows:

A) (U) An activity constituting a federal crime or a threat to the national security has or may have
occurred, 1s or may be occurring, or will or may occur and the investigation may obtain
information or intelligence relating to the activity or the involvement or role of an individual.
group, or organization in such activity. {AGG-Dom. Part IL.B.3)

B) (U) An individual, group, organization. entity, information, property. or activity is or may be a
target of attack, victimization. acquisition. infiltration, or recruitment in connection with
criminal activity in violation of federal law or a threat to the national sceurity and the
mvestigation may obtain information or intelligence that would help to protect against such
activity or threat. (AGG-Dom, Part 11.B.3}

(U/FOHO) Examples: The following examples have sufficient predication to open a Preliminary
Investigation:

A) (U/BOTE) A CHS, with no established history, alleges that an individual is 2 member of a
terrorist group: this “allcgation™ is sufficient predication to open a Preliminary Investigation:
and

B) (U/FEYE6) If an analyst, whilc conducting an assessment, discovers on a blog a threat to a
specific person, this “information™ 1s cnough to open a Preliminary Investigation.
(U NOTE: See DI Appendis {6 - Classified Provisions for additional circumstances
warranting a Preliminary Investigation.

6.6 {(U) STANDARDS FOR OPENING OR APPROVING A PRELIMINARY
INVESTIGATION

{U) Before opening or approving the conduct of a Preliminary Investigation. an FBI employce or
approving official must determine whether:

A) (U/FEH6) Adequate predication exist for opening a Preliminary Investigation;

B) (U//F&65 The Preliminary Investigation 1s not based solely on the exercise of First
Amendment rights or on the race, ethnicity. gender, national origin. religion, sexuval
arientation, or gender identity of the subject or a combination of only such factors; and

C) (UFFEH3) The Preliminary Investigation is an appropriate use of personnel and financial
resources.
(U//FESYO) Additional policies regarding Preliminary Investigations involving any forcign
ambassador, foreign olficial, foreign student or exchange visitor, protected persens or premises
as subjects may be [ound in to DIOG Appendix G — Classilied Provisions [No Foreign Policy
Objection].

(U//ESHES A Preliminary Investigation cannot be opened based solely on an FBI collection
requircment.
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6.7 {U) OPENING DOCUMENTATION, APPROVAL, EFFECTIVE DATE, NOTICE,
EXTENSION, PENDING INACTIVE STATUS, CONVERSION, AND FILE
REVIEW

6.7.1 (U) OPENING DOCUMENTATION

(U/FeYQ) The predication to open a Preliminary Investigation must be documented in the
opening Electronic Communication (EC). In addition to the opening EC. division PGs may
require the use of other specific [orms to supplement the opening EC, 1.c. ED-920. etc. The
appropriate approving authority may grant oral authority to open a Preliminary Investigation if
the standards for opening or approving a Preliminary Investigation are mct. Should oral
authorization (o conduct a Preliminary Investigation be granted, an EC setting forth the
predicating facts. as well as the identity of the authorizing supervisor and date ol oral
authorization. must be documented to the supervisor who granted the oral authorization, as soon
as practicable, but not more than five (5) business days after granting oral authorization.

(U/AFSHO] bTE
(U//FOUQ) Note: Investigative activity must not be conducted'! out of b7E
6.7.1.1 (U} APPROVAL / EFFECTIVE DATE / NOTICE

(U//Fe8) The clfective date of the Preliminary Investigation is the date the final approval
authority (e.g.. Supervisory Special Agent (SSA) or Special Agent-in-Charge (SAC))
approves the EC|

[[f the Preliminary Investigation 1s opened on oral authority. the
date on which the oral authority was granted 1s the effective date. See DIOG subsection
3.4.2.2. Adding ancther subject after opening the Preliminary Investigation does not change
the original effective date or the extension date.

A) (U/FOUS) Opened By a Field Office: The opening of a Preliminary [nvestigation by the
field office requires prior approval of the SSA| | b7E

B) (U/FOY8) Opened By FBIHQ: The opening of a Preliminary [nvestigation by FBIHQ
requires prior approval of the Unit Chief (UC)] |

C) (U/FaP) Sensitive Investigative Matters (SIM}): The opening of a Preliminary
Investigation involving & SIM:

1 w b7E
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1 (U/FOHE) SIM Opened by a Field Office: requires prior Chief Division Counsel {CDC)
review and SAC approval, and written notification (EC). to the appropriate FBIHQ
operational unit with program respensibility within 15 calendar days following the
openine |

| b7E

|Additionally, the ticld office must notify the United
Statcs Attorney’s Office (USAO) in writing (bv LHM or similar documentation), as soon
as practicable] Jafter the investigation is opened. (Sce
|f01‘ details concerning notice in

counterintelligence and espionage investigations.)

(U/Feu0) |

| [in its written notice to the FBIHQ
operational unit with program responsibility. Upon receiving this notice. the FBIHQ
operational unit must notity DOJ in writing (by LHM or similar documentation), as soon as
pl'acticablcl laftc r the investigation is opened.

(UiFeue] |

(U/A0UQ) It a SIM ariscs after the opening of a Preliminary [nvestigation, investigative

activity may continue, but the matter must be reviewed by the CDC and approved by the

SAC as soon as practicable, but not morce than five (5) business days thereatter to continue

the investigation. Written notice must be furnished to the appropriate FBIH(Q operational

unit with program responsibility and to the appropriate USAQ or DOJ component as

specified in the preceding paragraphl | b7E

l I

2) (U/FPOYQ) SIM Opened by FBIHOQ: requires prior OGC review and SC approval, and
written notification (EC) to the appropriate field office(s) within 15 calendar days
following the opening.|

| Addrtionally, the appropriatc FBIHQ
Section must notify, the applicable USAQ or the appropriate DOJ official. in writing {(by
LHM or similar documentation}. as soon as practicable, but no later than 30 calendar days
after the investigation is opened. (Scel |

[f the
FBIHQ section does not provide notice to the applicable USAQ. the FBIH(} section must
state such in jts wiitten notice to the field office(s) and DOJ. Se

{(U/EBUQ) [t a SIM ariscs after the opening of a Preliminary Investigation, investigative
activity may continue, but the matter must be reviewed by the OGC and approved by the
appropriate FBIHQ operational SC as soon as practicable, but not more than five (5)
business days thercafter to continue the investigation. Written notice must be furnished to
the relevant field oftice(s) and to the appropriate USAO or DOJ component as specitied in
the preceding paragraph] H

| I

D) (U/FORQ) FBIHO Disapproves Opening: The Exccutive Assistant Dircetor (EAD) for the
National Security Branch must notity the Deputy Attorney General if FBIHQ disapproves a
ficld office’s opening of 2 Preliminary Investigation relating to a threat to the national security
on the ground that the predication for the investigation is insufficient. and the EAD for the
National Sccurity Branch is responsible for establishing a system that will allow for the
prompt retrieval of such denials. (AGG-Dom, Part 11.B.5.d)
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6.7.2 (U) EXTENSION

(UTBOH0)-A Preliminary Investigation must be concluded within six months of its opening but
may be extended for up (o six months by the SAC (delegable to the ASAC)"?. FBIHQ division
PGs may require written notification of this six month extension to the appropriatc FBIHQ
operational unit and scction. Extensions of Preliminary Investigations beyond a year arc
discouraged and may only be approved by the appropriate FBIHQ operational Section Chief lor
“good cause.” (AGG-Dom, Part IL.B.4.a.11)

6.7.2.1 (U) Goop CALSE
(U/TPOBQ) The following factors must be used to determine whether “good cause” exists to
extend the Preliminary Investigation beyond one year:

A) (U/POYQ) Whether logical investigative steps have yiclded information that tends to
inculpate or exculpate the subject;

B) (U/A6HQ) The progress that has been made toward determining whether a Full Investigation

should be opened or the Preliminary Investigation should be closed;

) (U/PEHQ) Whether, hased on the planned course of investigation for the following six
months, it is reasonably [ikely that information will be obtained that will lead to predication
for a Full Investigation, thereby warranting an cxtension for another six months, or will Icad to
exculpatory information. thereby warranting closing the Preliminary Investigation; and

D) (U//FOHE) Whether adequate predication has been developed to justify opening a Full
Investigation or whether sufficient information has been developed that justifies closing the
Preliminary Investigation.

6.7.3 (U) PENDING INACTIVE STATUS
(U/FOH)]

6.74  (U) CONVERSION TO FULL INVESTIGATION

(U/FOBE6y When converting a Preliminary Investigation to a Full Investigation. see DIOG
Scction 7 for approval and notification requircments.

6.7.5 (U) FILE REVIEW

(U/FeHO) Supervisory [ile reviews must be conducted at least once every 90 days in
accordance with DIOG Scction 3.4.4. File reviews for probationary FBI employees must be
conducted at least every 60 days.

6.8 {(U) STANDARDS FOR OPENING OR APPROVING THE USE OF AN
AUTHORIZED INVESTIGATIVE METHOD IN PRELIMINARY
INVESTIGATIONS

(U/FOHS Prior 1o opening or approving the use of an investigative method., an FBI employee
or approving official must determine whether:

12 (J/ /Fa69 SAC approval required to extend Preliminary Investigations was non-delegable in the previous
version of the DIOG. That restriction has been removed in this version.

6-6

UNCLASSIFIED — FOR-OFRIGIAL-USEONLY Version Dated:

March 3, 2016

B7E



UNCLASSIFIED - KOR-OREHAEESEONEY
Domestic Investigations and Operations Guide §6
A) (U/Ea8) The use of the particular investigative method is likely to further the authorized
purpose of the Preliminary Investigation,
B) (U/AQHeh The investigative method selected is the least intrusive method, if reasonable
based upen the circumstances of the investigation; and

C) (U/FOHEn The method to be used is an appropriate use of personnel and financial resources.

6.9 {U) AUTHORIZED INVESTIGATIVE METHODS IN PRELIMINARY
INVESTIGATIONS

(U} All law[ul methods may be used in a Preliminary Investigation, except lor mail opening.
physical scarch requiring a Federal Rules of Criminal Procedure (FCRP) Rule 41 scarch warrant
or a Foreign Intelligence Surveillance Act (FISA) order. clectronic surveillance requiring a
judicial order or warrant (Title I1I or FISA), or Title VII FISA requests. Authorized methods
include, but are not limited to, those listed below. Some of the metheds listed are subject o
special resirictions or review or approval requirements. {AGG-Dom, Part V.4.A)

(U/FEOH8) A complete discussion of these investigative methods. including approval
requirements. 1s contained in Sectien 18. The use or dissemination of information obtained by
the use of the below methods must comply with the AGG-Dom and DIOG Section 14. The
following investigative methods arc authorized to be used in Preliminary Investigations:

B) () Records or information - FBI and DOI. (Sce subsection $8.5.2)

C) () Records or information - Other federal, state, local, tribal, or foreign government agency.

D) (L) On-line services and resources. {See subsection 18 3.4

Fy (1) Interview or request information from the public or private entities. (See subsection
i8.5.8)

G) () Information voluntarily provided by governmental or private entities. (See subsection

-
in D/

H) (U) Physical Surveillance (not requiring a court order ;. (Sce subsection {8.5.4)

D) (U} Consensual monitoring of communications, including electronic communications. (See

K3 (1) Closed-circuit television/video surveillance. direction finders. and other monitoring
devices. (Sce subsection 13.6.3)
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P} (1) Stored wire and electronic communications and transactional records. {See subsection
s o T
R.eR8)"

S) (L) Polygraph examinations. {See subsection i8.4.1 1)

T) (U) Trash Covers (Scarches that do not require a warrant or court order}. (See subsection

n

(U) Sce 220G Appendiv G - Classified Provivions lor additional inlformation.

6.10  (U) SENSITIVE INVESTIGATIVE MATTERS (SIM) IN PRELIMINARY

INVESTIGATIONS
(UHeuey| | bIE
l _IDIOG Section 10

contains the required approval authority and factors for consideration when determining whether
to conduct or approve a Preliminary Investigation mnvelving a SIM.

6.10.1 (U) SIM CATEGORIES IN PRELIMINARY INVESTIGATIONS

(U/FOHPEI A SIM is an investigative matter involving the activities of a domestic public official
or domestic political candidate (invelving corruption or a threat (o the national security).
religious or domestic political organization or individual prominent in such an organization, or
ncws media, an academic nexus. or any other matter which, in the judgment of the official
authorizing an investigation. should be brought to the attention of FBIHQ and other DOJ
officials. (AGG-Dom, Part VILN.) As a matter of FBI policy, “judement” means that the
decision of the authorizing oflicial is discretionary.

6.10.2 (U) ACADEMIC NEXUS IN PRELIMINARY INVESTIGATIONS

(U/FOUOY | bTE
I

A) (UIeHe)] |

B) (U//+666)

13 (U/ /FOH6) The use of Search Warrants to obtain this information in Preliminary Investigations is
prohibited. (See DIOG Section 18.6.8.4.2.3)
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(U//POES-The sensitivily related to an academic institution arises from the American tradition
of “academic freedom” (e g., an atmosphere in which students and faculty are free to express
unorthodox ideas and views and to challenge conventional thought without fear of repercussion).
Academic freedom does not mean, however. that academic institutions are off [imits to FBI
investigators in pursuit of information or individuals of legitimate investigative interest.

U/

]

6.11 (U)INTELLIGENCE COLLECTION (LE., INCIDENTAL COLLECTION)

(U//FOYQ) Incidental collection is information derived during the course of a pending

investigation

assessment, or a that 1s responsive 10 a PFI, FBI, or IC collection

requirement.

l

1

(U//FOH6. Incidentally collected information. responsive to the above-mentioned collection

requirements,

may also be derived from| |

=

(U//FOTS

R

(uyrotel

——— " [See DIOG subsection 15.6.1.2 - Written Intellisence Pr”}duclsl J
—/

 —
|

wireual
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6.12  (U) STANDARDS FOR APPROVING THE CLOSING OF A PRELIMINARY
INVESTIGATION
6.12.1 (U) STANDARDS

(U//FOE) Al the conclusion ol a Preliminary Investigation, each of the [ollowing items must
be documented in the closing communication (EC and/or LHM):

A) (U/H0H8) A summary of the results of the investigation;

B) (U/A0H0) Whether all logical and reasonable investigation was completed,;

C) (U/FOYO) Whether all investigative methods/techniques initiated have been completed
and/or discontinucd;

D) {(U/HEEe) Whether all Ieads set have been completed and/or discontinued;

E) (U/FEH6y Whether all evidence has been returned, destroyed or retained in accordance with
cvidence policy; and

F) (U/FOTEN A summary statement of the basis on which the Preliminary [nvestigation will be
closed, and a selection of the appropriate closing status:

1) (U/Bees) C-4: Administrative Closing, which includes:

a) (U/FOTE) No further investigation is warranted because logical investigation and/or
leads have been exhausted, and the investigation to date did not identify a criminal
violation or a priority threat to the national sccurity

b) (U/POHQ) Investigation assigned 4 new file number

¢) (U/PSra0) Investigation consolidated into a new file number or an existing file
number, or

d) (U/FOHE-Unaddressed Work investigation file closed because no investigation or no
further investigation will be conducted

2) (U/FeR0) C-5: USA Declination Closing, which includes:
a) (U/FOHO) The USAGC declined prosccution — individual matter declination
b) (U/FOFe) The USAQ declined prosecution — blanket declination
3) (U/FOTE C-6: Other Closing, which includes:
a) (U/FOL) National security investigation has been completed
b) (UAFEHO) Prosccution became non-viable for national sccurity reasons

<) (UARSHLN Any other reason to close
6.12.2 (U)ApPPROVAL REQUIREMENTS T0O CLOSE

(U//FOY) The appropriate closing supervisor described below must review and approve the
closing communication {as described in subscction 6.12.1} to ensure it contains the above
required information and sufficient details of the investigation on which to base the decision to
close the Preliminary Investigation. The appropriate closing supervisors are:
A) (U/F0H6) Opened by a Field Office: Closing a Preliminary Investigation opened by & field
office requires approval from the SSA |
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Nonhcahion to the FBEIHQ) operabonal unit may be required by division PGS,

B) (U0 Opened by FBIHQ: Closing @ Preliminary Investigation opened by FBIHQ
requires approval from the UC and notification to any appropriate ficld office.

C) (U/A-6663) SIM Opened by a Field Office: Closing a Preliminary Investigation opened by a
field office involving a SIM requires approval from the SAC, written notitication to the
FBIHQ operational unit and section.

D) (U/A9H0) SIM Opened by FBIHQ: Closing a Preliminary Investigation opened by FBIHQ
mvolving a SIM requires approval from the SC and written notification to any appropriate
field office.

{U) OTHER PROGRAM-SPECIFIC INVESTIGATIVE REQUIREMENTS

{(U/FOE63 To facilitate compliance with investigative program specific requirements, the FBI
cmployce should consult the relevant division’s PG. No policy or PG may contradict, alter or
otherwise modily the standards of the DIOG. A DIOG related policy or PG must adhere to the
standards. requirements and procedures established by the DIOG. Requests [or DIOGG
modifications can be made to the Internal Policy Office (IPO) pursuant to DIOG subsection 3.2.2
paragraphs (A), (B). (C) and (D).
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7 (U) FULL INVESTIGATIONS ALL TMFORMATICH CCMTATHED

HEREIN IS UNCLASSIXIED

DATE 0F-0%-2018 BY FSICC
7.1 {(U) OVERVIEW '

(U//FelQ) The AGG-Dom authorizes a second level ol investigative activity—Predicated
Investigations. Predicated Investigations that concern federal crimes or threats to the national
sccurity are subdivided into Preliminary Investigations (PI) and Full Investigations (Full). A Full
Investigation may be opened if there is an “articulable factual basis” of possible criminal or
national threat activity. as discussed in greater detail in Section 7.5, below. There are three types
of Full Investigations: (1) single and multi-subject; (11) Enterprise; and (iii) positive foreign
intelligence collection.

7.2 {U) PURPOSE AND SCOPE

(U} A Full Investigation may be opened to detect, obtain information about, or prevent or protect
against federal crimes or threats 1o the national security or to collect forcign intelligence.

{U) The purposes for conducting Full Investigations include such matters as:
A) (U) determining whether a federal crime is being planned, prepared for, occurring or has
occurred;
B) (1) identifying. locating, and apprehending the perpetrators;
C) (U) obtaining evidence for prosecution;
D) (1) identifying threats to the national sccurity;
E} (U) investigating an cnterprise {as defined in DIOG Scction 8); or
Fy (U) collecting positive foreign intelligence {PFI} {as defined in DIOG Section 93.

(U) The investigation of threats to the national security can be investigated under the FBI's
criminal investigation authority or its authority to investigate threats to the national security. As
with criminal mvestigations, detecting and solving crimes, gathering evidence and arresting and
prosccuting the perpetrators arc frequently the objectives of investigations relating to threats to
the national sccurity. These investigations also serve important purposcs outside the ambit of
normal criminal investigations. however, by providing the basis [or decisions concerning other
measures needed Lo protect the national security.

(U/FEHQ) A Full Investigation solely for the collection of positive foreign intelligence extends
the sphere of the FBI's information gathering activities beyond federal crimes and threats to the
national sccurity and permits the FBI 1o seck information regarding a broader range of matters
relating to forcign powers. organizations. or persons that may be of interest to the conduct of the
United States’ foreign affairs. (See DIOG Section 9)

7.3 {U) C1vIL LIBERTIES AND PRIVACY

{U) The pursuit of legitimate investigative goals without infringing upon the excreise of
constitutional freedoms is a challenge that the FBI meets through the application of sound
judgment and discretion. In order o protect civil liberties during the conduct of eriminal and
national sccurity investigations. cvery Full Investigation under this subsection must have
adcquate predication that is documented in the opening communication.
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(U} No investigative activity, including Full Investigations, may be taken solely on the basis ol
rights that are protected by the First Amendment or on the race. ethnicity. gender, national
origin, religion. sexual orientation. or gender identity of the subject. or a combination of only
thosc factors. Full Investigations of individuals, groups or organizations must focus on activitics
related to the threats or crimes being mvestigated, not solely on First Amendment rights or on the
race, ethnicity, gender, national origin, religion. sexual orientation, or gender identity of the
subject. In this context, it is particularly important clearly to identify and document the law
enforcement or national sccurity basis of the Full Investigation.

(U) Example: Individuals or groups who communicate with cach other or with members of the
public in any form in pursuit of social or political causes—such as opposing war or foreign
policy, protlesting government actions. promoting certain religious beliels, championing
particular local. national. or international causes, or a change in government through non-
criminal means. and actively recruit others to join their causes—have a fundamental
constitutional right to do so. A Full Investigation may not be opened based solely on the exercise
of these First Amendment rights.

{U) The AGG-Dom authorizes all lawful investigative metheds in the conduct of a Full
Investigation. Considering the effect on the privacy and civil liberties of individuals and the
potential to damage the reputation ol individuals, some ol these investigative methods are more
intrusive than others. The least intrusive method if reasonable based upon the circumstances of
the investigation is to be used, but the FBI must not hesitate 1o use any lawful method consistent
with the AGG-Dom. A more intrusive method may be warranted in light of the seriousness of a
criminal or national security threat or the importance of a foreign intelligence requirement.

(U} By emphasizing the use of the [east infrusive means (o obtain intelligence or evidence, FBI
employees can effectively execute their duties while mitigating the potential negative impact on
the privacy and civil libertics of all pcople encompassed within the investigation. including
targets, witnesses, and victims. This principle is not intended to discourage FBI employees from
secking relevant and necessary intelligence. mformation, or evidence, but rather is intended to
encourage FBI employees o choose the least intrusive—but still reasonable based upon the
circumstances of the investigation—{rom the available options to obtain the intelligence,
information or evidence. (Sce DIOG Scction 4)

7.4 {U) LEGAL AUTHORITY
7.4.1 (U) CRIMINAL INVESTIGATIONS

{U) The FBI has statutory authority to investigate all federal crime not assigned exclusively to
another federal agency. (Sec 28 U.S.C. § 533; I8 U.S.C. § 3052; 28 C.FR. § 0.85 [a].)

{U) The FBI also has special investigative jurisdiction to investigate violations of state law in
limited circumstances. Specifically. the FBI has jurisdiction to investigate felony killings of state
law enforcement officers (28 U.S.C. § 540), violent crimes against interstate travelers (28 U.S.C.
§ 540A). and serial killers (28 U.S.C. § 540B). Authority to investigate these matlers is
contingent on receiving a request by an appropriate state official.
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7.4.2 (U) THREATS TO THE NATIONAL SECURITY

(U} The FBI has authority to investigate threats Lo the national securily pursuant (o execulive
orders. Attorney General authorities, and various statutory sources. {(See E.OQ. 12333; 50 U.S.C.
§8 3001 ct seq.; 50 U.S.C. §§ 1801 ct seq.)

(U) “Threats to the national security” are specifically defined to mean: international terrorism,
espionage and other intelligence activitics, sabotage. and assassination. conducted by. for, or on
behalf of foreign powers. organizations, or persons; foreign computer intrusion; and other
matters determined by the Attorney General. consistent with Executive Order 12333 or any
successor order. {AGG-Dom. Part VIL.S)

7.4.3 (U) FOREIGN INTELLIGENCE COLLECTION

(U} The FBI authority to collect [oreign intelligence derives [rom a mixture ol administrative and
statutory sources. {Sce E.O. 12333; 50 U.S.C. §§ 3001 et seq.; 50 U.S.C. §§ 1801 et seq.; 28
U.S.C. § 532 note (incorporates the Intelligence Reform and Terrorism Protection Act. P.L. 108-
4358 §§ 2001-2003).

(U) “Foreign Intelligence” is defined as information relating to the capabilities, intentions, or
activitics of foreign governments or clements thercof. foreign organizations or foreign persons.
or infernational terrorisis. {AGG-Dom, Part VILE)

7.5 {U) PREDICATION

(U} A Full Investigation may be opened if there 1s an “articulable factual basis™ that reasonably
indicates one of the following circumstances cxists:

A) (U An activity constituting a federal crime or a threat to the national sccurity has or may have
oceurred, is or may be occurring, or will or may occur and the investigation may obtain
mmformation relating to the activity or the involvement or role of an individual, group. or
organization in such activity;

B) () An individuoal, group, organization. entity, information, property. or activity is or may be &
target of attack, victimization, acquisition. infiltration, or recruitment in connection with
criminal activity in violation of federal law or a threat to the national security and the
investigation may obtain information that would help to protect against such activity or threat;
or

) (U) The investigation may obtain foreign intelligence that is responsive to a PFI requirement,
as defined in DIOG Section 7.4.3, ahove.

(U/FOHQ) Examples: The [ollowing examples have sufficient predication o open a Full
Investigation:

A) (U//POWL) corroborated information from an intelligence agency states that an individual is a
member of a terrorist group;

B) (U/FOH an analyst discovers on a blog a threat to & specific home builder and additional
imformation connecting the blogger to a known terrorist group; and

C) (U/FoHes-FBI DI has posted an authorized PFI requirement for collection.

(U) NOTE: Sce £i03; Appendis G - Classifivd Provisions for additiona] circumstances warranting a Full
Investigation.
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7.6 (U) STANDARDS FOR OPENING OR APPROVING A FULL INVESTIGATION

{(U//FOUOQ) Before opening or approving the conduct ol a Full Investigation, an FBI employee or
approving official must determine whether:

A) (U//POH6) Adequate predication exist for opening a Full Investigation;

B) (U/FOH) The Full Investigation is not hased solely on the exercise of First Amendment
rights or on the race, ethnicity. gender. national origin. religion, sexual orientation, or gender
identity of the subject or a combination of only such factors; and

C) (U/FOBe3 The Full Investigation 1s an appropriate usc of personnel and financial resources.
(U/FOF6) Additional policies regarding Full Investigations involving any forcign ambassador,
foreign olficial. foreign student or exchange visitor, protecled persons or premises as subjects
may be [ound in DIOG Appendix G - Classified Provisions (No Foreign Policy Objection
[NFPO]).

(U//FOH3-A Full Investigation cannot be opened solely based on an FBI collection
requircment.

7.7 {(U) OPENING DOCUMENTATION, APPROVAL, EFFECTIVE DATE, NOTICE,
PENDING INACTIVE STATUS, FILE REVIEW, AND LETTER HEAD
MEMORANDUM

7.7.1 (U) OPENING DOCUMENTATION

(U/F6H6) The predication to open a Full Investigation must be decumented in the opening EC.
In addition to the opening EC, division PGs may require the use of other specilic forms to
supplement the opening EC. 1.c. FD-920. ctc. The appropriate approving authority may grant oral
authority 10 open a Full Investigation if the standards for opening or approving a Full
Investigation are met. Should oral authorization o conduct a Full Investigation be granted, an EC
setting forth the predicating facts, as well as the identity of the authorizing supervisoer and date of
oral authorization. must be documented to the supervisor who granted the oral authorization, as
soon as practicable. but not more than five (3) business days afier granting the authorization.

(UHFeEe)|

(U/FEH0) Note: Investigative activity must not be conducted" out of]

7.7.1.1 (U APPROVAL / EFFECTIVE DATE / NOTICE

(U/FeH83 The clfective date of the Full Investigation 1s the date the final approval authority
{e.g.. SSA or SAC) approves the EC| |
| |1f the Full Investigation 18 opened on oral
authority. the date on which the oral authority was granted is the date the investigation was
opened. See subsection 3.4.2.2.

14 (U][ I
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A) (U//FOO) Opened By a Field Office: The opening of a Full Investigation for circumstances
described in subsections 7.5.A and 7.5.B (i.c., for any reason other than to collect intelligence
that is responsive to a PFI requirement) by a ficld office requires prior approval of the SSA
with written notification within 15 calendar days of the opening to the responsible FBIHQ
operational unit. The opening of a Full [nvestigation of a United States person (USPER}
relating to a threat to the national sceurity for circumstances described in Sections 7.5.A and
7.5.B (i.c.. for any reason other than te collect intelligence that is responsive to & PFI
requirement) requires the responsible FBIHQ-NSB unit to notity DOJ NSD as soon as
practicable, but in all events within 30 calendar days after the investigation is opened or the
subject is determined to be an USPER. It the subject of the investigation is a non-USPER and
later becomes or is determined to be an USPER, the notice provisions in this subsection to
DOJ NSD also apply.

B) (U/FOUO) Opened By FBIHQ: The opening of a Full Investigation by FBIHQ for
circumstances described in Sections 7.5.A and 7.5.B (i.c.. for any reason other than to collect
intelligence that is responsive to a PFI requirement) requires prior approval of the UC with
written notification within 15 calendar days of the opening to any appropriate ficld oftfice. The
opening of a Full Investigation by FBIHQ of an USPER relating to 4 threat to the national
security for circumstances described in Scetions 7.5.A and 7.5.B (i.c., for any reason other
than to collect intelligence that is responsive to a PFI requirement) also requires notice to DOJ
NSD as soon as practicable, but in all events within 30 days after the investigation is opened
or the subject 1s determined to be an USPER. If the subject of the investigation is a non-
USPER and later becomes or is determined to be an USPER, the notice provisions in this
subsection to the field office and DQJ also apply.

C) (U//=0H0Q) Sensitive Investigative Matters (SIM): The opening of a Full Investigation
mvolving a sensitive investigative matter:
1 (U/FeY0) SIM QOpened by a Field Office: requires prior Chiet Division Counsel {CDC)
review and SAC approval, and written notification {EC), to the appropriate FBIHQ
operational unit with program responsibility within 15 calendar days following the
opening | b7E
JAdditionally, the ficld officc must notify the United
States Attorney's Office (USAQ) in writing (bv LHM or similar documentation), as soon

as practicablc, but no later than 30 calendar days after the investigation is opened. (See
tor details concerning notice in

counterintelligence and espionage investigations.)

(U/A680) If the field office does not provide notice to the USAQ. the field office must
state the circumstances for not notifying the USAQ in its written notice to the FBIHQ
opcrational unit with program responsibility. Upon receiving this notice the FBIHQ

operational unit must notify DO i writing {by LHM or similar docwmentation). as soon as

practicable, after the investigation is opened. See {4/ (M5

Appendin G Classified Provigions tor additional notice requirements.

(U/POUQ)| | b7E

(U/reuay I

‘ Written notice must be furnished to the appropriate FBIHQ operational unit
with program responsibility and to the appropriatc USAO or DOJ component as specified
in the preceding paragraph) I

l
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2) (U/FOTes SIM Opened By FBIHQ: requires prior OGC review and SC approval, and
written notification (EC) to the appropriate field office(s) within 15 calendar davs
followine the openine]

i Additionally, the appropriate FBIHQ
Scetion must notify the applicable USAO or the appropriate DOJ official, in writing {(by
LHM or similar documentation). as soen as practicable, but no later than 30 calendar days
after the investigation is opened. (See {nnterinieiligence IXvivion Polioy Guide,
G7178P¢ for details concerning notice in counterintelligence and espionage
investigations.) | | If the
FBIHQ section does not provide notice to the applicable USAQ, the FBIHQ section must
statc such in its written notice to the ficld office(s) and DOJ. Sce {34 Appendix &
Classified Provigaens for additional notice requirements.

Written notice must be furnished to the relevant

tield oftice(s) and to the appropriate USAQ or DOJ component as specified in the
i)rcccdinfz paragraph] |
l

D) (UHNFOTOT Positive Foreign Intellipence Full Investigation: The opening of a Full
Investigation in order to collect positive foreign intelligence for circumstances described in
Section 7.5.C above must be approved as provided in DIOG Section 9. Additionally, written
notification to FBIHQ Domain, Collection, HUMINT Management Scetion (FIMS) SC and
D(QJ NSD is required as soon as practicable but no later than 30 calendar days after opening
the investigation.

E) (U//FOYE) FBIHQ Disapproves Opening: The EAD for the National Security Branch (NSB})
must notify the Deputy Attorney General if FBIHQ disapproves a ficld office’s opening of a
Full Investigation relating to a threat to the national security on the ground that the predication
for the investigation is insufficient. and the EAD for the NSB is responsible for establishing a
system that will allow for the prompt retrieval of such denials. (AGG-Dom, Part [1.B.5.d)

7.72  (U) PENDING INACTIVE STATUS

(U//FOBO) A Full Investigation may be placed in “pending inactive” status once all logical
investigation has been completed and only prosccutive action or other disposition remains to be
reported. Examples of Full Investigations that may be placed in “pending inactive” status would
include. but not be [imited to: criminal investigations pending an appeal; fugitive investigations.
when all logical investigation has been conducted and the subject is still in fugitive status;
parcental kidnapping investigations, when the parent who kidnapped the child is residing in a
foreign country and the [ocal authorities will not or cannot extradite the subject back to the
United States.

7.7.3 (U) FILE REVIEW

(U/ABH0) Supervisory file reviews must be conducted at least once every 90 days in
accordance with DIOG Section 3.4.4. File reviews [or probationary FBI employees must be
conducted at least every 60 days.
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774  (U)ANNUAL LETTERHEAD MEMORANDUM

(U/FSHL) Annual letterhead memoranda regarding the status of Full Investigations are not
required by the AGG-Dom; however. the FBIHQ operational divisions may require such reports
in their PGs. See foreign intelligence collection in Section 9 for annual reporting requirements 1o
FBIHQ FIMS and DOJ.

7.8 (U) STANDARDS FOR OPENING OR APPROVING THE USE OF AN
AUTHORIZED INVESTIGATIVE METHOD IN FULL INVESTIGATIONS
(U/H667 Prior to opening or approving the usc of an investigative method, an FBI employee

or approving olficial must determine whether:

A) (U//FOY The use of the particular investigative method is likely to further the authorized
purposc of the Full [nvestigation;

B) (U/FOHO) The investigative method sclected 1s the least intrusive methed. if reasonable
based upon the circumstances of the investigation;

C) (U/FOYO) If the Full Investigation is for collecting positive foreign intelligence, the FBI 1s
operating openly and consensually with a USPER. to the extent practicable; and

D) (U/FOWQ) The method to be used is an appropriate use of personnel and tinancial resources.
7.9 {U) AUTHORIZED INVESTIGATIVE METHODS IN FULL INVESTIGATIONS

(U} All law([ul methods may be used in a Full Investigation, unless the investigation 1s to collect
foreign intelligence. A complete discussion of these investigative methods. including approval
requircments. is contained in Section 18. The usc or dissemination of information obtained by
the use of these methods must comply with the AGG-Dom and DIOG Section 14. The following
mvestigative methods are authorized to be used mn all Full Investigations. other than
investigations to collect foreign intelligence:

B) (U) Records or information - FBI and DOJ. (Subscction 2

C) (U) Records or information - Other federal, state, local, tribal, or foreign government agency.

G) (U) Information voluntarily provided by governmental or private entities. (Subsection $8.5.7)
H) (U) Physical Surveillance (not requiring a court order). (Subsection §§.5.4)

) (U) Consensual monitoring of communications, including electronic communications.
(Subsection {£.6.1)

(U/AOT Sce the classified provisions in Appendix G for additional information.
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V) (U) Scarches — with a warrant or court order. {(Subscetion 18.7.1)

X3 (U) Electronic surveillance — FISA and FISA Title VII (zcquisition of foreign intelligence
information). (Subscction 18 7.3)

{(U) See 700 Appendic (G - Classified Provisions for additional information.

7.10  (U) SENSITIVE INVESTIGATIVE MATTERS (SIM) IN FULL INVESTIGATIONS

(U//FeBe)| _ ] b7E
l |DIOG

Section 10 contains the required approval authority and factors to be considered when

determining whether to conduct or approve a Full Investigation involving a SIM.

7.10.1  (U) SIM CATEGORIES IN FULL INVESTIGATIONS

(U/FOUQO) A SIM is an investigative matter involving the activities of a domestic public official
or domestic political candidate (involving corruption or a threat 1o the national security).
religious or domestic political organization or individual prominent in such an organization, or
ncws media, an academic nexus. or any other matter which, in the judgment of the official
authorizing an investigation. should be brought to the attention of FBIHQ and other DOJ
officials. (AGG-Dom, Part VILN). As a matter of FBI policy, “Jjudgment” means that the
decision of the authorizing official is discretionary. DIOG Section 10 and/or the DIOG Appendix
G — Classificd Provisions defind |

7.10.2 (U) ACADEMIC NEXUS IN FULL INVESTIGATIONS

(UHEQUO)| ]
L |

A) (U/AeYe| —

7-8

. Version Dated:
—FORUOFRICIATTSEONY '
UNCLASSIFIED March 3, 2016



UNCLASSIFIED —FOR-OFFCHATTHSEONEY
Domestic Investigations and Operations Guide §7

B) (U/AFOHEN | b7E

{(U/OP6) The sensitivity related to an academic institution ariscs from the American tradition
of “academic freedom” (i.e., an atmosphere in which students and faculty are free to express
unorthodox 1deas and views and (o challenge conventional thought without [ear of repercussion).
Academic freedom does not mean. however, that academic institutions are off [imits to FBI
investigaters In pursuit of information or individuals of legitimate investigative interest.

(U/FOHO) |

7.11  (U) INTELLIGENCE COLLECTION (1.E., INCIDENTAL COLLECTION)

(U/AeH0) Incidental collection 18 information derived during the course of a pending
investigation. Assessment, orl hhat is responsive 1o a PEIL, FBI or IC collection
requirement] |

l

(U/FOTO) Incidentally collected information, responsive 1o the above-mentioned collection
requirements. may also be derived from| | b7E

| |
(U/FeH0)| |

(U/redef

(U/FeEO)

{Sce DIOG Subscction
15 6 1.2 - wiitien Intelliecnce Producls)| |

|
(U/AFOYOY
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(U) Because the authority to collect positive foreign intelligence enables the EBI to obtain
information pertinent to the United States’ conduct of its foreign affairs, even if that information
is not related to criminal activity or threats to the national sccurity. the information gathered may
concern lawful activities. Accordingly, the FBI must operate openly and consensually with an
USPER (o the extent practicable when collecting positive [oreign intelligence that does not
concern criminal activitics or threats to the national sccurity.
7.12  {U) STANDARDS FOR APPROVING THE CLOSING OF A FULL
INVESTIGATION
7.12.1 (U) STANDARDS

(U//PE&EO) At the conclusion of a Full Investigation. cach of the following items must be
documented in the closing communication {EC and/or LHM):

A) (U/PFEUQ) A summary of the results of the investigation;

B) (U/PEHLQD) Whether sutficient personnel and financial resources were expended on the
investigation, or an cxplanation/justification for not expending sutficient resources;

C) (U/FUUTO) Whether logical and reasonable investigation was completed;

D) (U/FOY8) Whether all investigative methods/techniques initiated have been completed
and/or discontinucd;

E} (U/EeHS) Whether all leads set have been completed and/or discontinued;

F} (U/FSHQ) Whether all cvidence has been returned, destroyed or retained in accordance with
cvidencee policy; and

G) (U/AEHO) A summary statement of the reason the Full Investigation will be closed. and
selection of the appropriate closing status:

) (U/Eee8) C-4: Administrative Closing, which includes:

a) (U/EeH0) No further investigation is warranted because logical investigation and/or
leads have been exhausted, and the investigation to date did not identify 4 criminal
vicolation or & priority threat to the national security

b) (U/FORQY) Investigation assigned & new file number
¢) (Uil Investigation consolidated into @ new file number or an existing file number

d) (U/FOHEeY Unaddressed Work investigation file closed beciuse no investigation or no
further investigation will be conducted

2) (U/FDHQ) C-5: USA Declination Closing, which includes:
a) (U//FOYE) The USAQ declined prosecution — individual matter declination
b) (U/FEH6) The USAO declined prosccution — blanket declination

3) (U/Ee€) C-6: Other Closing, which includes:

a) (U//FO00) Final prosccution or final prosceutive action has been completed
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h) (U/FEOHE) National security investigation has been completed
¢) (U/FOHO) Prosccution became non-viable for national sccurity reasons
d) (U/FeYO) A federal grand jury returned a "No True Bill™
¢) (U/FONQ) A nolle proscqui has been entered with the court
)y (U/EQUOY any other reason for closing
7.12.2  (U) APPROVAL REQUIREMENTS TO CLOSE

(UFOYO) The appropriate closing supervisor described below must review and approve the
closing communication {as described in Section 7.12.1) to ensure it contains the above-required
information and sullicient details of the investigation on which to base the decision o close the
Full Investigation. Although there is no duration limit for a Full Investigation, the investigation
must be closed upon all investigative activity being exhausted. The appropriate closing
SUPCTVISOrS are:

A) (UAFOHQ) Opened by a Field Office: Closing a Full Investigation opened by a field office
requires approval from the SSA. Closing a Full Investigation involving cspionage or an
espionage related matter. requires the concurrence of the FBIHQ Counterespionage section
chief. Notification to the FBIHQ operational unit may be required by division PGs.

B) (U//Fa8e) Opened by FBIH(Q: Closing a Full Investigation opened by FBIHQ requires
approval from the UC and notification to the appropriate ficld office.

C) (U/FOYS) SIM Opened by a Field Office: Closing a Full [nvestigation opened by a ficld
office involving a SIM requires approval from the SAC. written notification to the FBIHQ
operational unit and section.

D) (U/FOHe) SIM Opened by FBIHQ: Closing a Full Investigation opened by FBIHQ
involving a sensitive investigative matter requires approval from the SC and written
notification to the appropriate ficld office.

E) (U/FOUS) Positive Foreign Intelligence: (See DIOG Scction 9)

7.13  (U) OTHER PROGRAM SPECIFIC INVESTIGATIVE REQUIREMENTS

(U/FOTO) To facilitate compliance with investigative program-specific requirements, the FBI
employee should consult the relevant division’s PG to ascertain any program-specific
requirements. No policy or PG may contradict, alter or otherwise medily the standards of the
DIOG. DIOG related policy or PGs must adhere to the standards, requirements and procedures
established by the DIOG. Requests for DIOG modifications can be made to the Internal Policy
Office (IPO) pursuant to DIOG Scction 3.2.2 paragraphs (A), (B). (C) and (D).
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3 (U) ENTERPRISE INVESTIGATIONS (EI)
8.1 {(U) OVERVIEW

(U) An Enterprise Investigation (EI) may only be opened and operated as a Full Investigation
and is subject to the same requirements that apply to a Full Investigation as described in DIOG
Secction 7. although there arc additional approval requircments that affect Enterprisce
Investigations. An Enterprise Investigation [ocuses on a group or organization that may be
involved 1n the most serious criminal or national security threats to the public, as described in
Scction 8.5 below. An Enterprisc Investigation cannot be conducted as Preliminary Investigation
or an Asscssment, nor may they be conducted for the sole purpose of collecting positive forcign
intelligence (PFI). See Section 8.2, below. regarding Preliminary Investigations and
Assessments.

8.2 {U) PURPOSE, SCOPE AND DEFINITIONS

(U) Enterprise defined: An enterprise 1s a group of persons associated together [or a commeon
purpose of engaging in a course ol conduct. The term “enterprise” includes any partnership,
corporation. association, or other legal entity, and any union or group of individuals assoclated in
fact. although not a legal entity.

{U) Associated in fact defined: The term "assoctated in fact” means the persons have an
ongoing organization. formal or informal, and that the persons function together as a continuing
unit.

{U) Purpose/Scope: The purposc of an Enterprise Investigation is to examine the structure,
scope, and nature of the group or organization including: its relationship. 1l any, to a foreign
power; the identity and relationship ol its members, employees. or other persons who may be
acting in furthcrance of its objectives; its finances and resources; its geographical dimensions; its
past and future activities and goals; and its capacity for harm. (Attorney General’s Guidelines for
Domestic FBI Operations (AGG-Dom). Part 11.C.2)

(U//FOYA) Although an Enterprisc Investigation may not be conducted as a Preliminary
Investigation. a Preliminary Investigation may be used o determine whether a group or
organization is a criminal or terrorist enterprise if the FBI has “information or an allegation” that
an activity constituting a federal crime or a threat to the national sccurity has or may have
occurred, 1s or may be occurring, or will or may occur, and the investigation may obtain
information relating to the activity of the group or organization in such activity. An Assessment
may also be opened to determine whether a group or organization 1s involved in activities
constituting violations of federal criminal law or threats to the national sccurity.

8.3 (U) C1vIL LIBERTIES AND PRIVACY

(U} The pursuit of legitimate investigative goals without inlringing upon the exercise of
constitutional freedoms is a chailenge that the FBI meets through the application of sound
judgment and discretion. In order to protect civil liberties in the conduct of criminal and national
security investigations, every Full Investigation, including an Enterprise Investigation under this
subsection. must have adequate predication documented in the opening communication.

8-1
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(U) No investigative activity, including an Enterprise Investigation, may be taken solely en the
basis ol rights that are protected by the First Amendment or on the race. ethnicity. gender.
national origin, religion, sexual orientation, or gender identity of the subject or a combination of
only those factors. An Enterprisc Investigation of groups and organizations must focus on
activities related to the threats or crimes being investigated. not solely on First Amendment
rights or on the race. ethnicity. gender. national origin. religion. sexual orientation, or gender
identity of the members of the group or organization. In this coniexL it is particularly important
clearly to identify and document the law enforcement or national sccurity basis of the Enterprisc
Investigation.

(U//POYQ) Example: Groups who communicate with cach other or with members of the public
in any [orm in pursuit of social or political causes—such as opposing war or [oreign policy.
protesling government actions. promoting certain religious beliefs. championing particular local,
national, or international causes. or a change in government through non-criminal means. and
actively recruit others to join their causes—have a fundamental constitutional right to do so. An
Enterprise Investigation may not be opened based solely on the exercise of these First
Amendment rights.

(U} The AGG-Dom authorizes all law[ul investigative metheds m the conduct ol an Enterprise
Investigation. Considering the effect on the privacy and civil liberties of individuals and the
potential to damage the reputation of individuals. some of these investigative methods are more
intrusive than others. The least intrusive method if reasonable based upon the circumstances of
the investigation 1s 1o be used. but the FBI must not hesitate to use any law[ul method consistent
with the AGG-Dom. A more intrusive method may be warranted in light of the seriousness of a
criminal or national sccurity threat.

(U) By emphasizing the use of the least infrusive means 1o obtain information, intelligence
and/or evidence. FBI employces can effectively exccute their duties while mitigating the
potential negative impact on the privacy and civil liberties of all pcople encompassed within the
investigation, including targets. witnesses, and victims. This principle 1s not intended o
discourage FBI employees from secking relevant and necessary intelligence, information. or
cvidence, but rather is intended to encourage FBI employeces to choose the least intrusive—but
still effective means—from the available options to obtain the information . intelligence or
evidence. See DIOG Section 4.4.

8.4 {U) PREDICATION

{U) A Full Investigation of a group or organization may be opened as an Enterprise Investigation
1 there is an articulable lactual basis for the investigation that reasonably indicates the group or
organization may have engaged, or may be engaged in. or may have or may be engaged in
planning or preparation or provision of support for: (AGG-Dom. Part IL.C.1)

A) (U) Racketeering Activity:

(U) A pattern of racketeering activity as defined in 18 U.S.C. § 1961{5) - (92 and 305A
matters miy be opened as Enterprise Investigations-Racketeering Activity (EVRA));

B) (U) International Terrorism:

(U) International terrorism, as defined in 18 U.S.C. § 2331 and AGG-Dom, Part VILJ — {415
matters miy be opened as Enterprise Investigations);
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Q) (U) Other National Security Threats, zs listed in AGG-Dom, Part VIL] b7E

D) (U) Domestic Terrorism:

1) (1) Domestic terrorism as defined in 18 U.S.C. § 2331(5) involving & violation of federal
criminal law — {100 matters may be opened as Enterprise Investigations);

2) (U) Furthering political or social goals wholly or in part through activities that involve
force or violence and a violation of federal criminal law — (100 matters may be opened as
Enterprise Investigations); or

3) (U) An offense deseribed in 18 US.C. § 2332h(2)(5XB) or 18 U.S.C. § 43 — (100 matters

may be opened as Enterprise Investigations).

(U) The “articulable factual basis” for opening an Enterprise Investigation is met with the
identification ol a group whose statements made in furtherance ol its objectives or its conduct
demonstrate a purposc of committing crimes or sccuring the commission of crimes by others.
The group’s activitics and statements of its members may be considered in combination to
comprise the “articulable factual basis,” even if the statements alone or activities alone would not
warrant such a determination.

(U} Note: Enterprise Investigations were designed, among other things, to combing and replace

th |and|
| | An Enterprise Investigation is only authorized to
be opened on the most scrious criminal or national sccurity threats. The term Enterprise b7E
Investigation as used in the DIOG should not be conlused with other usages of the word
“enterprise,” such as criminal enterprise investigationg
|which arc not Enterprisc Investigations as defined in DIOG Scction 8. Sce
DIOG Sections 8.4 and 8.5.
Whasiziss) .
|
A) (U/FeHey
B) (U/Feu0)| B
I | b7E
O) (UiFreER)|

8.5 {U) STANDARDS FOR OPENING OR APPROVING AN ENTERPRISE
INVESTIGATION

(U//FOYO) Before opening or approving the conduct of an Enterprise Investigation. an FBI

cmployce or approving official must determine whether:

A) (U//FOHS¥Adequate predication cxists for opening an Enterprisc Investigation;
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B) (U/AeH6) The Enterprise Investigation is not based solely on the exercise of First
Amendment rights or on the race, ethnicity. gender. national origin. religion, sexusl
orientation, or gender identity of the subject or a combination of only such factors; and

C) (U/FOTE) The Enterprise Investigation 1s an appropriate usc of personnel and financial
ICSGLUICES.

(U/AEOH0) In addition o the abeve, the FBIHQ SC reviewing the EI opening request, must also
consider whether the request involves an organization or group involved in the most serious
violations of federal crime or threats to national security, whether the ficld office requesting to
open the EI is the logical Office of Ongm (O0) 10 oversee the mvestigation, what impact. 1l any.
opening the EI may have on other [ield offices, and whether the FBIHQ Section 18 best
positioned 1o support the OO’s investigative strategy and provide deconfliction guidance among
affected ficld offices or operational programs. as appropriate.

(U/FOYQ) Additional policies regarding Enterprisc Investigation involving any foreign
ambassador. forcign offictal. forcign student or exchange visitor. protected persens or premiscs
as subjects may be found n 270G Appendix & Classified Provisicns [No Foreign Policy
Objection (NFPO)].

(U/FSHQ) A Predicated Investigation. including an Enterprise Investigation, cannot be opened
solely based on an FBI collection requirement.

8.6 {(U) OPENING DOCUMENTATION, EFFECTIVE DATE, APPROVAL, NOTICE,
AND FILE REVIEW
8.6.1 (U) OPENING DOCUMENTATION

(U//FOH6) The predication to open an Enterprise Investigation must be decumented in the
opening clectronic communication (EC).

(U//FOHO]

(U/AF6H9) The appropriate approving authority {Scction Chicf) may grant oral authority to open
an Enterprisc Investigation if the standards for epening or approving an Enterprise Investigation
are met. Should oral authorization to conduct an Enterprise Investigation be granted, an EC
setting [orth the predicating lacts, as well as the identity of the approving official(s) (i.c.. SC),
and the date of oral authorization must be documented to the approving official(s) who granted
the oral authorization as soon as practicable. but not more than five (5) business days after
granting oral authorization.

(U/EOUQ) Note: Investigative activily must not be conducted" out of]

8.6.2 (U) EFFECTIVE DATE

(U//EOH) The cffective date of the Enterprise Investigation is the date the final approval
authority (i.c.. SC) approves the
[ (I the Enterprise Investigation 1s opened on oral

qO |
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authority, the date on which the oral approval authority was granted 1s the effective date. See
DIOG Section 3.4.2.2.
8.6.3 (U) APPROVAL REQUIREMENTS FOR OPENING AN ENTERPRISE
INVESTIGATION (EI)

8.6.3.1 {U} EI OPENED BY A FIELD OFFICE

{(U/FOYO) The opening of an Enterprise Investigation by an FBI ficld office requires the
prior approval of the appropriate FBIHQ SC, as well as written notilication to the United
States Attorney’s Office (USAO) and the Department of Justice (DOIJ) as specified below.

8.0.3.2 (U} EI OPENED BY FBIHQ

(U//FOEO) The opening of an Enterprise Investigation by an FBIHQ division requires the
prior approval of the appropriate FBIHQ SC. as well as writien notification to the appropriate
ficld office(s). USAO and DOJ as specified below.

8.6.3.3 (U} SENSITIVE INVESTIGATIVE MATTER (SIM) E1 OPENED BY A FIELD OFFICE

(U//FOTO) A SIM Enterprise Investigation opened by a [ield oflice requires prior CDC
review. SAC and appropriate FBIHQ SC approval. and writien notification to DOJ in the
form of an LHM or similar documentation within 15 calendar days following the opening.

Additionally, the ﬁcld olfice must notily Ih(. USAO n
writing (by LHM or similar documentation). as soo racticable cr 3
calendar days after the investigation is opened. (Sce

| b7E
(UIFerS)
(U/FreBe) -
(U/HOHQ)
b7E
8.6.3.4 {U) SENSITIVE INVESTIGATIVE MATTER EI OPENED BY FBIHQ

(U/A6H58) The opening by FBIHQ of an Enterprise Investigation invelving a SIM requires
prior OGC review and SC approval, and written notification (EC) to the appropriate ficld
office(s) within 15 calendar days [ollowing the opening. The opening EC must identify all
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b7E

(Un‘r—"«eﬁe)| | | b7E

8.64 (U} NOTICE REQUIREMENTS

(U//FOHe) FBIHQ division PGs may require specilic [acts to be included 1n a [ield office
request to open an Enterprisc Investigation. At a minimum. the request must include whether the
Enterprise Investigation is a SIM.

(U//POHQ) The responsible FBIHQ section must notify the DOJ NSD or the Organized Crime
and Racketeering Section (OCRS) of the opening of an Enterprise Investigation by a ficld office
or by FBIHQ, as soon as practicable but no later than 30 calendar days after the opening of the
investigation.

(U//FOH) For Enterprise Investigations that invelve groups of persens who pose a national
security threat, the responsible DOJ component for the purpose of notification and reports 1s the
NSD. For Enterprise Investigations relating 1o a pattern of racketeering activity that does not
involve a national sccurity threat, the responsible DOJ component is the OCRS of the Criminal
Division. (AGG-Dom. Part 11.C.3)

(U} The Assistant Attorney General for National Sccurity or the Chicf of the OCRS. as
appropriate. may at any time request the FBI to provide a report on the status of an Enterprise
Investigation. and the FBI will provide such reports as requested. (AGG-Dom, Part 11 C.3.d)

8.6.5 (U)FILE REVIEW

(U/FEHQ) Supervisory [ile reviews must be conducted at least once every 90 days in
accordance with DIOG Section 3.4.4. File reviews [or probationary agents must be conducted at
Icast once cvery 60 days.

8.6.6  (U) PENDING INACTIVE STATUS

(U//FEH0)| b7E
| |
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8.7 {U) AUTHORIZED INVESTIGATIVE METHODS IN AN ENTERPRISE

INVESTIGATION
(U//FOY6) An Enterprise Investigation may only be opened and operated as a Full Investigation
and is subject to the same requirements that apply to a Full Investigation. Therefore, the
standards for epening or approving the use of investigative metheds and the availability of
investigative methods that may be used in an Enterprise Investigation are the same as set [orth in
Sections 7.8 and 7.9.
8.8 {(U) SENSITIVE INVESTIGATIVE MATTERS (SIM) IN ENTERPRISE

INVESTIGATIONS
(/PO |

DIOG Section 10 contains the required approval authority and factors to be considered
when determining whether to conduct or approve a Full Enterprise Investigation involving a
SIM.

8.8.1 (U) SIM CATEGORIES IN ENTERPRISE INVESTIGATIONS

(U//FeH0) A SIM is an investigative matter involving the activities of a domestic public olficial
or domestic political candidate (involving corruption or a threat to the national security),
religious or domestic political organization or individual prominent in such an organization, or
news media. an academnic nexus, or any other matter which. in the judgment of the official
authorizing an investigation, should be brought o the attention of FBIHQ and other DOJ
officials. (AGG-Dom, Part VILN). As a matter of FBI policy, “judgment” means that the
decision of the authorizing official is discretionary. DIOG Section 10 and/or the DIOG Appendix
G — Classilied Provisions define]

8.8.2 (U} ACADEMIC NEXUS IN ENTERPRISE INVESTIGATIONS

(L/raraa | |
A (U/Feuo) l
B) (U/F6H0) |

(U063 The scensitivity related to an academic institution arises from the American tradition
of “academic freedom™ (e.g., an atmosphere in which students and faculty are free to express
unorthodox ideas and views and (o challenge conventional thought without fear ol repercussion).
Academic freedom does not mean, however. that academic institutions are off limits to FBI
investigators in pursuit of information or individuals of legitimate investigative interest.
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(U//FOHQ] | b7E
| |

8.9 (U) INTELLIGENCE COLLECTION (I.E., INCIDENTAL COLLECTION)

(U/FOH0) Incidental collection is information derived during the course of a pending
investigation, Assessment, 01{ Ihat 15 responsive 10 a PEL FBI, or IC collection
requirement

| il

(U//FOY) Incidentally collected information, responsive to the above-mentioned collection

requirements, may also be derived fromy -

(U//PE&Y09) Example I:l l bTE
(U//FEHE) Example 2

(U//ReH0) Intelligence that is responsive to PEI requirements, FBI national collection
requircments and FBI ficld office collection requirecments may be cellected incidental 1o an

Enterprise Investigation] |

[ (Sec DIOG Section 15.6.1.2 - Written Intelligence Products]
L |
(U/FOYS)

b7E
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8.10 {U) STANDARDS FOR APPROVING THE CLOSING OF AN ENTERPRISE
INVESTIGATION
8.10.1 (U) STANDARDS

(U/AFSH0) At the conclusion ol an Enterprise Investigation. cach ol the following items must be
documented in the closing communication (EC and/or LHM):

A) (U/FOYS) A summary of the results of the investigation;
B) (U/FOH8) Whether logical and reasonable investigation was completed;

C) (U/FEHQ) Whether all investigative methods initiated have been completed and/or
discontinued;
D) {(U/FOHE) Whether all leads set have been completed and/or discontinued;
E) (U//FOB8) Whether all evidenee has been returned, destroyed or retained in accordance with
cvidence policy; and
FY (U/FOHE3-A summary statement of the basis on which the Enterprise [nvestigation will be
closed, and selection of the appropriate closing stitus:
1) (U/AOB6) C-4: Administrative Closing, which includes:
a) (U/EGUQ) No further investigation is warranted becausc logical investigation and/or
leads have been exhausted, and the investigation to date did not identify & criminal
violation or a priority threat to the national sccurity

by (U/EGLD) Investigation assigned a new file number, or

¢) (U/FeYE) Investigation consolidated inte a new file number or an existing file
number.

2y (U/FOEe) C-6: Other Closing, which includes:
a) (U/FOEQ) Enterprise Investigation has been completed; or
b) (U/FORQ) Any other type of closing
8.10.2 (U)APPROVAL REQUIREMENTS TO CLOSE

(U/AFeH0) The appropriate closing supervisor described below must review and approve the
closing communication (as described in Section 8.10.1) to ensure it contains the above-required
information and sufficient details of the investigation on which to basc the decision to close the
Enterprise Investigation. Although there is no limit on the duration of an Enterprise
Investigation. the investigation must be closed upon all investigative activity being exhausted.
The appropriale closing supervisors are:
AY (U/FeHQ) Qpened by a Field Office with FBIHQ SC Approval: Closing an Enterprise
Investigation opened by a field office requires the prior approval of the appropriate FBIHQ
SC.

B) (U/AQY0) Opened by FBIHQ: Closing an Enterprise Investigation opencd by FBIHQ
requires approval from the appropriate SC and notification to the appropriate ficld office.

C) (U/HFOYS SIM Opened by a Field Office with FBIHQO SC Approval: Closing an Enterprisc
Investigation opened by a field oftice involving a sensitive investigative matter requires
approval from the appropriatec FBIHQ SC.
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(U/FOY8) SIM Opened by FBIHQ: Closing an Enterprise Investigation opencd by FBIHQ
mvolving a sensitive investigative matter requires approval from the SC. and written
notification to the appropriate ficld office.

811 {(U) OTHER PROGRAM SPECIFIC INVESTIGATIVE REQUIREMENTS

(U/PeEe) To facilitate compliance with investigative program-specific requirements., the FBI
employee should consult the relevant division’s PG to ascertain any program-specific
requirements. No policy or PG may contradict, alter or otherwise modily the standards of the
DIOG. DIOG related policy or PGs must adhere o the standards, requirements and procedures
established by the DIOG. Requests for DIOG modifications can be made to the Internal Policy
Office (IPO) pursuant to DIOG Scction 3.2.2 paragraphs (A), (B). (C) and (D).
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9 (U) FOREIGN INTELLIGENCE aALL INFORMATION CONTAINED

HEREIM IS UNCLASST:IEC —_

9.1 (U) OVERVIEW CATE 05-03-201% BY |N5155 bE

B7C

(U) Foreign Intelligence defined: Foreign intelligence is “information relating to the
capabilitics. intentions. or activities of forcign governments or clements thercof, foreign
organizations, or foreign persons, or international terrorists.” A “Foreign Intelligence
Requirement” is a collection requirement issued under the authority of the Director of National
Intelligence (DNI) and accepted by the FBI Directorate of Intelligence (DI). Additionally. the
President. a United States Intelligence Community (USIC) office designated by the President. the
Attorney General. Deputy Attorney General, or other designated Department of Justice (DOJ)
official may levy a foreign intelligence requirement on the FBI. Foreign intelligence collection
by the FBI 1s based upon requirements.

(U//FEHE6) Foreign intelligence requirements issuced by one of the parties listed above and
acceptled by the FBI DI will fall into one of two categories: (1) those that address national
security issues that are within the FBI’s core national security mission (FBI collection
requircments); and (i1} information relating to the capabilitics, intentions, or activities of foreign
governments or elements thereof, foreign organizations, foreign persens, or international
terrorists which are not within the FBI's core national security mission (PFI Collection
Requirements).

(U//FOHO) Requirements which fall into the first category may correspend o FBI national
collection requirements as defined in DIOG Section 5.12. FBI national cellection requirecments
arc addressed in properly authorized Asscssments (Sce DIOG Scction 5.6.3.5) or Predicated
Investigations. (See the fireificence Erogram Policy Guide (1RG), 87 18P, for specilic
requirements. )

(U/A6H8) Requirements which fall into the second category are known as Positive Foreign

Intelligence (PFI) Collection Requirements and may only be addressed under the authorities

described in this section. Type 6 Assessments opened for the purposc of determining whether a

ficld office has the ability to collect on a PFI Collection Requirement (Sec DIOG Scction

5.6.3.5), and Full Investigations opened for the specific purpose of collecting on PEI Collection

Requirements must be predicated on an established PFI Collection Requirement that has been

accepted and approved by the FBIHQ Dircctorate of Intelligence (DI) — Humint Operations

Section (HOS). Humint Program Management Unit (HPMU) Unit Chicef (UC). Preliminary

Investigations for the sole purpose of collecting on PFI requirements are not authorized by the

AGG-Doml | b7E

A Full PFI Investigation opened for the intended

purposc of collecting on PFI requirements must be approved by the HPMU UC. A Full PFI
Investigation cannot be opened on cral authority.

(U/FOH) “The general guidance of the FBI's foreign intelligence collection activities by DNI-
authorized requirements does not limit the FBI's authority to conduct investigations supportable
on the basis ol its other authorities—to investigate [ederal crimes and threats to the national
sccurity—in arcas in which the infermation sought also falls under the definition of forcign
intclligence.” (Attorney General’s Guidelines for Domestic FBI Operations (AGG-Dom).
Introduction A.3) Accordingly, the AGG-Dom authorizes the collection of foreign intelligence
incidental to predicated criminal, counterintelligence, counterterrorism, cyber, and weapons of
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mass destruciion investigations] ] B7E
[ [See DIOG Sections 5.2 and 7.5.A and B.

(U//FOU.A Full PEI Investigation can be opened based solely on a PFI Cellection

Requirement. The authorized purpose (the PFI Collection requirement) must exist and have been

accepted by the FBL

(U) Examples:
A) (U/FOEe]

B) (U/FOH)|

(U//F6e0) FBIHQ DI provides specific guidance in its IPG regarding FBI national collection
requirements. FBI [ield office collection requirements, and PFI requirements.

9.2 {(U) PURPOSE AND SCOPE

(U//FOFO) As stated above, foreign intelligence is “information relating to the capabilities,
intentions. or activities ol foreign governments or elements therecl. [oreign organizations, or
foreign persons, or international terrorists.” The collection of positive foreign intelligence
extends the sphere of the FBI’s information-gathering activitics beyond federal crimes and
threats to the national security and permits the FBI to seck infermation regarding a broader range
of matters relating (o foreign powers, organizations, or persens that may be of interest to the
conduct of the United States’ foreign affairs. (AGG-Dom. Introduction A.3)

(U/POYQ) While employees may collect positive foreign mtelligence in already opened
Assessments and Predicated Investigations (incidental collection). this section is focused on the
policics and procedures that govern opening and managing Full Investigations for the specific
purposc of collecting on PFI Collection Requirements published by the DI DIOG Section
5.6.3.5 governs opening and managing Type 6 Assessments.

93 {(U) C1vIL LIBERTIES AND PRIVACY

{U) Because the authority to collect positive forcign intelligence pursuant to PFI Collection
Requirements enables the FBI to obtain information pertinent to the United States’ conduct of its
foreign affairs, even 1l that infermation is not related o criminal activity or threats to the national
sccurity. the information collected may concern lawful activitics. Accordingly, the FBI must
operate openly and consensually with an US Person (USPER), 10 the cxtent practicable. when
collecting pesitive foreign intelligence. (AGG-Dom, Introduction A.3)
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(U} The pursuit of legiimate investigative goals without inlringing upon the exercise of
constitutional freedoms is a challenge that the FBI meets through the application of sound
judgment and discretion.

(U} No investigative activity. including the collection of positive [oreign intelligence pursuant to
PFI Collection Requirements. may be taken solely on the basis of rights that arc protected by the
First Amendment or on the race, cthnicity, gender, national origin religion. Sexual orientation or
gender 1dentity of the subject or a combination ol only those [actors. In order to take action
intentionally to collect positive [oreign intelligence. an FBI employee must open a Full
Investigation that is predicated on a PFI requirement.

(U) The AGG-Dom present mvestigators with a number of authorized investigative methods mn
the conduct of a Full Investigation to collect positive foreign intelligence. Considering the effect
on the privacy and civil libertics of individuals and the potential to damage the reputation of
mdividuals, some ol these investigative methods are more intrusive than others. The [east
mtrusive method 1l reasonable based upon the circumstances ol the investigation 1s 1o be used,
but the FBI must not hesitate to usc any lawful method consistent with the AGG-Dom. For
further explanation of the least intrusive method refer to DIOG Section 4.

(U) Morcover, when cellecting positive foreign intelligence. as part of a Full Investigation
predicated on a PFI requirement. the FBI must operate openly and consensually with an USPER.
to the extent practicable.

(U) By emphasizing the usc of the least intrusive means to collect positive foreign intelligence
and by emphasizing the need o operate openly and consensually with an USPER, to the extent
practicable. FBI employees can effectively execute their duties while mitigating the potential
ncgative impact on the privacy and civil libertics of all people encountered as part of the
collection. This principle is not intended to discourage FBI employees from secking relevant and
necessary positive foreign mtelligence. but rather 18 intended 1o make sure FBI employees
choose the least intrusive—but suill reasonable based upon the circumstances of the investigation
— from the available options to obtain the information.

(U) The Privacy Act may not exempt from disclosure information the EBI collects during
Positive Forcign Intelligence Asscssments and investigations to qualified U.S. citizens or
lawfully admitted permanent residents when personally identifying information about such
persons resides in those files. EBI employees should therefore be particularly vigilant about
properly classilymng any such information and aveiding uninecessary references to. and the
documentation of, identifying information about U.S. citizens and lawfully admitted permanent
restdents in Positive Foreign Intelligence files.

94 {U) LEGAL AUTHORITY

(U) The FBI’s legal authority to collect positive forcign intelligence derives from a mixture of
administrative and statutory sources. (Sce E.O. 12333; 50 U.S.C. §§ 3001 ctseq.; S0 U.S.C. §§
[801 et seq.; 28 U.S.C. § 532 note [incorporates the Intelligence Relorm and Terrorism
Protection Act, P.L. 108-458 §§ 2001-2003]). In collecting pesitive foreign intelligence. the FBI
will be guided by collection requirements issucd under the authority of the DNI. including the
National Intelligence Prioritics Framework and the National Human Intelligence (HUMINT)
Collection Directives, or any successor directives issued under the authority of the DNI and
accepted by EBIHQ DI (PFI Collection Requirements).
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94.1 (U) FULL INVESTIGATION ACTIVITIES

(U/AFBHO) As discussed in Section 7 of the DIOG, the AGG-Dom cites three predication
circumstances warranting a Full Investigation, one ol which specilically applies to the collection
of positive foreign intelligence: “The Full Investigation may obtain foreign intelligence that is
responsive to a [positive] foreign intelligence requirement”

(U/EQHE A PFI investigation may only be commenced if the Office of the DNT has levied a
foreign intelligence collection requirement on the FBI and the DI has accepted the requirement
as onc to which the FBI will endeavor to respond to as part of its PFI Program (i.c., PFI
Collection Requirements). The FBI is authorized to open a Full Investigation to collect on a
USIC intelligence requirement only if it has been accepted and designated by FBIHQ DI as a PFI
Collection Requirement.

9.5 {(U) GENERAL REQUIREMENTS AND FBIHQ STANDARDS FOR APPROVING
THE OPENING OF POSITIVE FOREIGN INTELLIGENCE INVESTIGATIONS

8.5.1 (U) GENERAL REQUIREMENTS AND PROGRAM RESPONSIBILITIES

(U/FSH) The HOS is responsible for promulgating FBI policy and oversight of the Foreign
Intelligence Collection Program (FICP). HOS, HPMU will provide notice to the DGJ NSD upon
the opening ol a positive foreign intelligence Full Investigation. To ensure that all positive
forcign intelligence cellection is focused on authorized PEI Collection Requircments, only
HPMU may approve the opening of a Full Invcstigationl |
[ |Field offices must request., by
EC to the appropriate HPMU Unit Chief (UC) approval (o open Full Investigations to collect on
PFI Collection Requircments.

(U/Fove] 1

(U//FOTO) Note: Investigative activity must not be conducted'® out oil |

9.52  (U) STANDARDS FOR OPENING A FULL INVESTIGATION TO COLLECT
Positive FOREIGN INTELLIGENCE

(U/A6H9) Before opening or approving a Full Investigation for the purpose of collecting PFL
the approving olficial must determine whether:

A) (U/AH) The FBI DI has established an PFI Collection Requirement for opening a Full
Investigation;

B) (U/FOHE) The Full Investigation is not based solely on the exercise of First Amendment
rights or on the race, ethnicity. gender. national origin. religion, sexual orientation, or gender
identity of the subject or & combination of only such factors; and

C) (U The Full Investigation is an appropriate use of personnel and financial resources.

) |
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(U/FEOHE) Additional policies regarding Predicated Investigation involving any foreign

ambassador, foreign olficial, foreign student or exchange visitor, protected persons or premises

as a subject may be found in DI Appendix G - Classified Provisions [No Foreign Policy

Objection (NFPO)].

5.6 (U) OPENING DOCUMENTATION, APPROVAL, EFFECTIVE DATE, AND FILE
REVIEW

9.6.1 (U) OPENING BY A F1ELD OrrFICE WiTH FBIHQ HPMU UC APPROVAL
OR OPENING BY FBIH(}

(U/EQLIY The predication for a Full PFI Investigation must be documented in the opening
clectronic communication (EC). A Full PFI Investigation may not be opened on oral authority.

9.6.1.1 (U APPROVAL TO OPEN A FULL PFI INVESTIGATION
(U//FOY®) Opened by a Field Office or Opened by FBIHQ: HPMU UC will approve the
opening of a Full Investigation based on PFI Collection Requirements.

9.6.1.1.1 (U) EFFECTIVE DATE

(U//FeQ) Opened by a Field Office or Opened by FBIHO: The cffective date of the Full
Investigation is the date the HPMU UC approves the E

96.1.2 {Uy APPROVAL TO OPEN A FULL PFI INVESTIGATION INVOLVING A SENSITIVE
INVESTIGATIVE MATTER (SIM)

(U/AOT0) The opening of a Full PFI Investigation involving & SIM:
9.6.1.2.1 (U)SIM FuLL PFI INVESTIGATION OPENED BY A FIELD OFFICE
(UHFOHO)Y

(U//FOBe3]

|

9.6.1.2.2 (U} SIM FuLt PFI INVESTIGATION OPENED BY FBIHQ
(U/roTe)|
9-5 _
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(U/Feue)| |

9.6.1.2.3 (U} EFFECTIVE DATE

(U//POTO) Opened by a Field Office or Opened by FBIHQ: The cffective date of the Full
Investigation involving a SIM is the date the HOS SC approves the EC| |

I |
9.6.2  (U) PENDING INACTIVE STATUS
(uyFoge)

9.6.3 (U) Notice 10 DOJ
9.6.3.1 {UyFOR A FULL PFI INVESTIGATION

(U//FOB) Notice to DOJ is required when a Full Investigation to cellect information
responsive Lo a loreign intelligence requirement is opened. Notice must be forwarded from
HOS/HPMU to the DOJ NSD as soon as practicable but no later than 30 calendar days after
the opening of the investigation. (AGG-Dom. Part [1.B.5) For Full PFI Investigations that arc
a SIM. sce DIOG Section 9.6.1.2 above.

0.6.4 (U)DURATION

(U/FOH6) A Full PFI Investigation may continue for as long as necessary until the requirement
is met. or the investigation concludes they cannot satisfy the requirement.

3.6.5 (U) FILE REVIEW
9.6.5.1 {U) FULL INVESTIGATIONS

(U/FOHO) Supervisory [ile reviews of a Full PFI Investigation must be conducted at least
every 90 days in accordance with DIOG Section 3.4.4. File reviews [or probationary agents
must be conducted at least every 60-days.

9-6
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9.6.6  (U) ANNUAL LETTERHEAD MEMORANDUM
9.6.6.1 (U) FIELD OFFICE RESPONSIBILITY

(U/E8H) All FIGs must submit an annual report on cach Full PFI Investigation that was
open for any period of time during the previous calendar year. This report is duc to FBIHQ
HPMU no later than January 30th of the calendar year [ollowing each year during which a
Full Investigation 1s open and must include the following:

A) (U//POHE) The PFI requirement to which the investigation was responding;

B) (U/FSU All methods of collection used;

C) (U//reten All Sensitive [nvestigative Matters encountered;

D) (U/F80) A list of all [IRs by number issued bascd on information collected during the
Investigation,

E) (U/AFOH6) A summary of the PFI collected; and

F) (U/FOU® The date the Full [nvestigation was opened and. if applicable, the date 1t was
closed.

(U//FHO) These reports should be submitied by EC. The EC must be serialized as
designated in the IPG.

9.6.6.2 (U} FBIHQ RESPONSIBILITY

{(U/EEOY9y HPMU must compile data from cach field office regarding the scope and nature
of the prior year’s PFI collection program No later than April 1* of cach ycar. the
HOS/HPMU must submit a comprehensive report of all activity described above to DOJ
NSD. The report must include the [ollowing information:

A) (U/FUID) The PFI requirement to which the investigations were responding;

B) (U/FEHE) All Sensitive [nvestigative Matters encountered; and

C) (U//FOB6) The date all Full Investigation were opened and closed (if applicable).

9.7 {U) STANDARDS FOR OPENING OR APPROVING THE USE OF AN
AUTHORIZED INVESTIGATIVE METHOD IN A FULL POSITIVE FOREIGN
INTELLIGENCE INVESTIGATION

(U/FOTO) Prior o opening or approving the use of an investigative method 1n a Full

Investigation for the purposc of collecting positive forcign intelligence pursuant to a PF]
Collection Requirement, an FBI employcee or approving official must determine whether:

A) (U/EQUD) The usce of the particular investigative method is likely to further the authorized
purpose of the Full Investigation;

B) (U//FEU0) The mnvestigative method sclected 1s the least intrusive method. if reasonable
hased upon the circumstances of the investigation and. if taken relative to an US person
(USPER), the method involves open and conscensual activities, to the extent practicable;

C) (U/FOTE) Open and consensual activity would likely be successful (if it would, covert non-
conscnsual contact with an USPER may not be approved); and
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D) (U/POBE) The investigative method is an appropriate use of personnel and financial
resources.

9.8 {U) AUTHORIZED INVESTIGATIVE METHODS IN A FULL POSITIVE
FOREIGN INTELLIGENCE INVESTIGATION

(UHESHS-Prior 1o opening or approving the use ol an investigative method, an FBI employee
and approving official must apply the standards as provided in DIOG Scction 9.7. With the
exceptions noted below. all lawful methods may be used during a Full Investigation to collect
positive foreign intelligence pursuant o PFI Collection Requirements. Il actions are to be taken
with respect to an USPER, the method used must be open and consensual. o the extent
practicable.

(U) See DIOG Section 18 for a complete description of the [ollowing methods that may be used
in Full PFI Investigations. The methods arc:

H) (U) Physical Surveillance (not requiring a court order). (Sce Section 18.5.8)

I} (U) Searches that Do Not Require 2 Warrznt or Court Order (Trash Cover. Abandoned
Property from a Public Receptacle, Administrative Inventory Search of a Lost/Misplaced

i

Item) and Inventory Scarches Generally (Section (4.6.10

(U/HSHO)|

(U//FOUT) Sce the classified provisions in Appendix G for additional information.

N) (U} Undercover Operations {Scction i8.6.13)
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) (U/FOUO) Pen registers and trap/trace devices for non-USPERs using FISA. (See Section
ig69)

Q) (U/AFOHE)) Scarches — with a warrant or court order using FISA or E.0O. 12333 § 2.5. The
DIOG classified Appendix G provides additional information regarding certain scarches.

R) (U) FISA Title VII - Acquisition of positive foreign intelligence information. {Scc Section

S) (UAFEHO) FISA Order for business records (for records relating to a non-USPER only). (See
9.9 (U) INVESTIGATIVE METHODS NOT AUTHORIZED DURING A FULL
POSITIVE FOREIGN INTELLIGENCE INVESTIGATION

(U/FEGH65 The following investigative methods are not permitted to be used [or the purpose of
collecting positive foreign intelligence pursuant to PFI Collection Requircments:

A) (U/AQLICG) National Sccurity Letters {15 U.S.C. §§ 1681u, 1681v; I8 U.S.C. § 2709; 12

C) (U/FOTO) Pen registers and trap/trace devices in conformity with FISA {on an USPER).
(Scetion 18.6.9)

D) (U/FOWR) Pen registers and trap/trace devices in conformity with chapter 206 of 18 U.S.C.

G) (U/FOH9) Administrative subpoenas. (Section 18.6.4)

H) (U//Faa) Stored wire and electronic communications and transactional records. {Section

9.10  {U) SENSITIVE INVESTIGATIVE MATTERS (SIM) IN A FULL POSITIVE
FOREIGN INTELLIGENCE INVESTIGATION

(U/FOHS) The title/caption of the opening or subsequent EC [or a Full Investigation [or the
collection of PF1 involving a SIM must contain the words “Sensitive Investigative Matter.”
DIOG Section 10 contains the required approval authoritics and factors to be considered relative
o a Predicated Investigation involving a SIM.

9.10.1 (U) SENSITIVE INVESTIGATIVE MATTERS (SIM)

(U//ESOS A SIM is an investigative matter involving the activities of a domestic public official
or domestic political candidate (involving corruption or a threat to the national sccurity),
religious or domestic political organization or individual preminent in such an organization. or
news media. an academic nexus, or any other matter which. in the judgment of the official
authorizing an investigation. should be brought to the attention of FBIHQ and other DOJ
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officials. (AGG-Dom, Part VIL.N.) As a matter of FBI policy, “judgment” means that the
decision of the authorizing official is discretionary. DIOG Section 10 and/or the classified
provisions in DIOG Appendix G define domestic public official. political candidate, religious or
political organization or individual prominent in such an organization, and ncws media.

(U//FPOY6) All Full PFI Investigations involving a SIM must be reviewed by the CDC/OGC,
approved by the SAC and the FIMS SC.

9.10.2 (U)ACADEMIC NEXUS

(U/E0HO) | I
|
A) (U/FeBe) |
B) (U/AeHO] |

(U//FOHQ) The sensitivily related 1o an academic institution arises from the American tradition
of “academic freedom” (e.g.. an atmosphere in which students and [aculty are free 1o express

unorthodox ideas and vicws and to challenge conventional thought without fear of repercussion).

Academic freedom does not mean, however. that academic institutions arc off [imits to FBI
mvestigators in pursuit of information or individuals of legitimate investigative mnterest.

(U/Fewo] |06

Appergly ] |

911 (U) RETENTION OF INFORMATION

(U//FOYQ)FIMS must maintain a databasc or records systems that permits the prompt retricval

of the status of cach positive foreign intelligence collection Full Investigation (open or closed),

the dates of opening and closing. and the basis for the Full Investigation.

9.12 (U/FOUEO) STANDARDS FOR APPROVING THE CLOSING OF A FULL
PoSITIVE FOREIGN INTELLIGENCE INVESTIGATION

9.12.1 (U) STANDARDS

(U//FeB8) Al the conclusion of a Full positive foreign intelligence Investigation, each ol the
following items must be documented in the closing communication (EC and/or LHM):
A) (U/FOUQ) A summary of the results of the investigation,;

B) (U/FOH) Whether logical and reasonable investigation was completed (i.c. the matter
acquired the positive foreign intelligence information sought);

Q) (U6 Whether all investigative methods initiated have been completed and/or
discontinued;

D) (U//rode) Whether all leads set have been completed and/or discontinued;
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E) (U/Fede) Whether all evidence has been returned, destroyed or retained in accordance with
evidence policy; and

F) (U/FOHQ) A summary statement of the basis on which the foreign intelligence investigation
will be closed, and the selection of C-4 for Administrative Closing, which includes:

1) (U/FOBE3 No further investigation is warranted and/or leads have been exhausted;
2) (U/FOWE) Investigation assigned a new file number; or

3 (U/ASTOT Investigation consolidated into & new file number or an existing file number.
9.12.2 (U) APPROVAL REQUIREMENTS

(U8 The appropriate closing supervisor described below must review and approve the
closing communication (as described m Section 9.12.1) 1o ensure 1t contains the above-required
information and sufficient details of the investigation on which 1o basc a decision to close the
forcign intelligence investigation. The appropriate closing supervisors arc:

9.122.1 {U} OPENED BY A FIELD OFFICE WITH FBIHQ APPROVAL

(U/FaLIQ) Closing a Full PFI Investigation opened by a field office requires a written
request [rom the FIG SSA and the approval of the HPMU UC.

9.12.2.2 {(U) OPENED BY FBIHQ

(U//FOH6) Closing a Full PFI Investigation opened by FBIHQ requires approval from the
HPMU UC and notification to the appropriate ficld office.

9.122.3 (U} SIM OPENED BY A FIELD OFFICE WITH FBIHQ APPROVAL

(U/FO0) Closing a PFI Full Investigation opened by a ficld office involving a SIM requires
approval from the SAC and the HOS SC.

9.1224 {UYSIM OreNED BY FBIHQ

(UAQLI0) Closing a PFI Full Investigation opened by FBIHQ involving a SIM requires
approval from the HOS SC, and written notification to the appropriate ficld office.

9.13  (U) OTHER PROGRAM SPECIFIC INVESTIGATION REQUIREMENTS

(U/EeHE5 To lacilitate compliance with investigative program-specilic requirements, the FBI
employee should consult the relevant division’s PG to ascertain any program-specific
requirements. No policy or PG may contradict, alter or otherwise modify the standards of the
DIOG. DIOG related policy or PGs must adhere o the standards, requirements and procedures
established by the DIOG. Requests for DIOG modifications can be made to the Internal Policy
Office (IPO) pursuant to DIOG Section 3.2.2 paragraphs (A), (B), (C) and (D).
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10 (U//FQHO) SENSITIVE INVESTIGATIVE MATTER (SIM)
AND SENSITIVE OPERATIONS REVIEW COMMITTEE
(SORC)

10.1  (U) SENSITIVE INVESTIGATIVE MATTERS (SIM)
10.1.1 (U) OVERVIEW

(U) Certain investigative matters should be brought to the attention of FBI management and
Department of Justice (DOJ) officials because ol the possibility of public notoriety and
sensitivity. Accordingly. Assessments and Predicated Investigations involving “sensitive
investigative matters” have special approval and reporting requirements.

10.1.2  (U) PURPOSE, SCOPE, AND DEFINITIONS
10.1.2.1 (U} DEFINITION OF SENSITIVE INVESTIGATIVE MATTERS (SIM)

(U//FOTO) A sensilive investigative matter (SIM) is delined as an investigative matter
mnvelving the activities of a demestic public official or domestic political candidate (involving
corruption or a threat to the national security). a religious or domestic political organization or
individual prominent in such an organization. or the news imedia; an investigative matter
having an academic nexus; or any other matter which, in the judgment of the official
authorizing the mvestigation, should be brought (o the attention of FBI Headquarters (FBIHQ)
and other DOJ offictals. (Attorney General’s Guidelines for Domestic FBI Operations (AGG-
Dom), Part VIL.N.) As a matter of FBI policy, “judgment” means that the decision of the
authorizing official 1s discretionary.

(U/AOUQ) The phrase “investigative matter involving the activities of”’ is intended to focus
on the behaviors and/or activities of the subject. target, or subject matter of the Assessment or
Predicated Investigation. The phrase 1s generally not intended to include a witness or victim in
the Assessment or Predicated Investigation. This definition dees not. however. prohibit a
determination that the status, invelvement, or impact on a particular witness or victim would
make the Assessment or Predicated Investigation a SIM under subsection 10.1.2.2.7 below.

10.1.2.2 {U) DEFINITIONS/DESCRIPTIONS OF SIM OFFICIALS AND ENTITIES

(U} Descriptions for each of the officials and entities contained in the SIM definition are as
follows:

10.1.2.2.1 (U) DOMESTIC PUBLIC OFFICIAL

(U//FEH6) A domestic public official is an clected official or an appointed official serving in
a judicial, legislative. management, or exccutive-level position in a Federal. state, local, or
tribal government entity or political subdivision thereof. A matter involving a domestic public
official is a SIM il the Assessment or Predicated Investigation involves corruption or a threat
to the national sccurity.

(U/FOH6-This delinition 1s intended 1o exclude lower [evel positions and most line
positions, such as a patrol officer or office sceretary fram the SIM category. but it does
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include supervisory personnel {e.g.. police Sergeant or Licutenant). The SIM definition also
eliminates the “position of trust” language.

10.1.2.2.2 (U) DOMESTIC POLITICAL CANDIDATE

(U//FOYQ) A domestic political candidate is an individual who is secking clection to. or
nomination for clection to. or who has authorized others to explore on his or her behalf the
possibility of clection to an office in a federal, state. local or tribal governmental entity or
political subdivision thereol. As with demestic public officials. a matter involving a political
candidate is a SIM if the Assessment or Predicated Investigation involves corruption or a
threat to the national security.

10.1.2.2.3 (U) DOMESTIC POLITICAL ORGANIZATION OR INDIVIDUAL PROMINENT
IN SUCH AN ORGANIZATION

(Lo |

10.1.2.2.4 (U) RELIGIOUS ORGANIZATION OR INDIVIDUAL PROMINENT IN SUCH AN
ORGANIZATION

(U//Fotren

10.1.2.2.5 (U) MEMBER OF THE NEWS MEDIA OR A NEWS ORGANIZATION

(u/FoTos|

(U/Eeue) [

(U//FSH) Examples of news media entitics include television or radio stations broadcasting
to the public at large and publishers of newspapers or periodicals that make their products
available 1o the public at large i print form or through an Internet distribution. A [reelance
journalist may be considered (o be @ member of the media il the journalist has a contract with
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the news entity or has a history of publishing content. Publishing a newsletter or operating a
website does not by 1tself qualify an individual as a member of the media. Businesses, law
firms, and trade associations offer newsletters or have websites; these are not considered news
media. As the term 1s used in the DIOG, “news media” is not intended to include persons and
entities that simply make information available. Instead, it is intended to apply (o a person or
entity that gathers information of potential interest 1o a segment of the general public, uses
cditorial skills to turmn raw materials into a distinct work. and distributes that work to an
audicnce, as journalism professional.

(U//FOTO7 If there is doubt about whether a particular person or entity should be considered
part of the “news media,” the doubt should be resolved in favor of considering the person or
entity to be the “news media.”

(U/ASYO) Sce 10 Appendiy (G - Clussified Provisions for additional guidance on SIMs.

10.1.2.2.6 (U) ACADEMIC NEXUS

U/ROHO5

A) (U/EQHSY

B) (U//FEH8] |

(U//F&HY) The sensitivity related to an academic institution arises from the American
tradition of “academic freedom” (i.c.. an atmosphere in which students and faculty arce free to
express unorthodox ideas and views and to challenge conventional thought without fear of
repercussion). Academic freedom does not mean, however, that academic institutions are of [
limits to FBI investigators in pursuit of information or individuals of legitimate investigative
interest.

U/Eedert

10.1.2.2.7 (UYyOTHER MATTERS

(U/FOHLQ) Any matter that in the judgment of the official authorizing an investigation should
be brought to the attention of FBIHQ and other DOJ olTicials is also a SIM. As a matter of
FBI policy, “judgment” means that the decision of the authorizing official is discrctionary.

10.1.3  (U) FACTORS TO CONSIDER WHEN OQPENING OR APPROVING AN
INVESTIGATIVE ACTIVITY INVOLVING A SIM

(U/FOTO) In addition to the standards for approving investigative activity in Sections 5, 6, 7. 8

and 9. the following factors should be considered by (1) the FBI employee who secks to open an

Assessment or Predicated Investigation involving a SIM, as well as by the (i1} Chiel Division

Counsel (CDC) or Office ol the General Counsel (OGC) when reviewing such matters, and (ii1)
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the approving official when determining whether the Assessment or Predicated Investigation
mvelving a SIM should be authorized:

A) (U//FOHO) Seriousness/severity of the violation/threat;

B) (U/FOHE) Significance of the information sought to the violation/threat;

C) (U/A¥6HQ) Probability that the proposed course of actien will be successful;

D) (U/F6HQ0 RIsk of public exposurc, and if there is such a risk. the adverse impact or the
perception of the adverse impact on civil liberties and public confidence; and

E} (U/FOTO) Risk to the national sccurity or the public welfare if the proposed course of action
is not approved (i.e.. risk of doing nothing).

(U/BOHEQ). In the context ol a SIM, particular care should be taken when considering whether
the planned course of action is the least infrusive method il reasonable based upon the
circumstances of the investigation.

10.1.4 (U) OPENING DOCUMENTATION, APPROVAL, NOTICE, CHANGE IN SIM
STATUS, AND SENSITIVE POTENTIAL CHS OR SENSITIVE
CHARACTERISTIC DESIGNATIONS IN TYPE 5 ASSESSMENTS

(U/FOHO)

(U//FOUQ) In a Type 5 Assessment,| |

[1f' a sensitive characteristic 18 an aspect being used to rdentity individuals during

the Identiication Phase. See DIOG Sections 5.6.3.4.4.1 and 5.7 for guidance on “Sensitive
PCHS” and “Scnsitive Characteristic” designations.

(U//FeH0) The following are required approval and notification levels for mnvestigative
activitics involving SIMs:

10.1.4.1 {U)} REVIEW AND APPROVAL OF SIM ASSESSMENTS BY A FIELD OFFICE
10.1.4.1.1 (UyTyprE 1 & 2 ASSESSMENTS

(U//FOBQ) An FBI employee may open a Type 1 & 2 Assessment, as described in Section
5.6.3.1. without prior supervisory approval. A Type 1 & 2 Asscssment involving a SIM must
be reviewed by the CDC and approved by the Special Agent-in-Charge (SAC) as soon as
practicable. but no later than five (5) business days alter the opening 1o authorize the
Assessment 1o continue.
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10.1.4.1.2 (U)TYPE 3 AND 4 ASSESSMENTS

(U/FOPO¥ An FBI empleyce must obtain the following review and approval to open a Type
3 and 4 Asscssment as a SIM: CDC review and SAC approval. If a SIM arises after the
opening of a Type 3 or 4 Assessment, the Assessment may continue, but the matter must be
reviewed by the CDC and approved by the SAC as soon as practicable. but ne later than five
(5) busincss days after the SIM arises to authorize the Assessment to continue. (Sce DIOG
Sections 5.6.3.2.4 and 5.6.3.3.4.)

10.1.4.1.3 (U) TYPE 5 ASSESSMENTS

(U/FEHOr An EBI employee must obtain CDC review and the SAC's prior approval Lo open
a Type 5 Assessment on a sensitive potential conlidential human source (CHS) in the
cvaluation/recruitment phase. or if a sensitive characteristic 1s being used as an aspect to
identify individuals in the identification phase. If 1t is determined after the opening of a Type
5 Assessment that the individual is a sensitive PCHS, the Assessment may continue. but the
matter must be approved by the SAC as soon as practicable, but no later than [ive (5) business
days after this determination is made to authorize the Assessment to continue.

(U/BOHO) Sce DIOCG Sections 5.6.3.4.4.1 and 5.7 for guidance on captioning Type 5
Asscssments involving a “Sensitive PCHS” or Sensitive Characteristic.”

10.1.4.14 (U) TYPE 6 ASSESSMENTS

(U/FSHQ) An FBI cmployce must obtain the following review and approval to open a Type
6 Asscssment as a SIM: CDC review, SAC approval, and HUMINT Operations Scction
(HOS) Section Chief (SC) approval. Il the SIM arises after the opening of a Type 6
Assessment, the Assessment may continue, but the matter must be reviewed by the CDC and
approved by the SAC and HOS SC as soon as practicable. but no later than five (5) business
days after the SIM ariscs to authorize the Assessment to continue. (See DIOG Scction
5.63.54)

(U/FOEE) FBIHQ must receive notice and approve all Type 6 Assessments whether or not
they mnvolve a SIM.

10.1.4.2 {U} NOTICE FOR SIM ASSESSMENTS BY A FIELD OFFICE

(U//BOTO) Nolice for SIM Assessments—There 1s no requirement to notifly FBIHQ, DOIJ. or
the United States Attorney (USA) of the opening of an Assessment involving a SIM. (AGG-
Dom. Part I1.LB.5.a)

10.1.4.3 (U} REVIEW AND APPROVAL OF SIM PREDICATED INVESTIGATIONS BY A
FIELD OFFICE

10.1.4.3.1 (U) PREDICATED INVESTIGATIONS INVOLVING A SIM
(U//FOQ) CDC review and SAC approval. (Sec Scctions 6.7 and 7.7)
10.1.4.3.2 (U) ENTERPRISE INVESTIGATIONS INVOLVING A SIM

(U//FOUQ) CDC review. SAC approval. and SC approval. {Sce Scction 8.6)
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10.1.4.3.3 (U) POSITIVE FOREIGN INTELLIGENCE FULL INVESTIGATIONS
INVOLVING A SIM

(U/ASHQ. CDC review. SAC approval, and HOS SC approval. (Sce DIOG Sections 9.6)
10.1.4.4 (U} NOTICE FOR SIM PREDICATED INVESTIGATIONS BY A FIELD OFFICE

10.1.44.1 (U) NOTICE FOR SIM PREDICATED INVESTIGATIONS

(U//EeH6s The ficld office must provide writlen notification (EC) to the appropriate FBIHG
unit {or FBIHQ Section for Enterprise and Full PFI investigations) with program
responsibility within 15 calendar days following the opening. Except for Full PRI
investigations, the field office must notify the United States Attorney’s Office (USAO) in
writing (by LHM or similar documentation) as soon as practicable, but no later than 30
calendar days after the investigation 18 opcncd”. {Sce CD PG for details concerning notice in
counterintelligence and espionage investigations. ) If the ficld office does not provide notice to
the USAOQ. the ficld office must state such in its written notice to the FBIHQ unit (or Scction
for Enterprise Investigations) with program responsibility. The FBIHQ unit {or Section for
Enterprise Investigations) must notily the appropriate DOJ official in writing (LHM or similar
documentation). as soon as practicable, but no later than 30 calendar days after the

investigation is opened | IScc
OO0 Apnendix & Classitied Frovisions [on
(U//ror5es| |

10.1.44.2 (U} NOTICE FOR SIM ENTERPRISE INVESTIGATIONS

(U/ABHEe) Sce DIOG Scction 8.6 for notice requirements.

10.1.44.3 (U) NoTICE FOR SIM PosrTive FOREIGN INTELLIGENCE FULL
INVESTIGATIONS

(U/FOYO) Sce DIOG Scction 9.9 for notice requirements.
10.1.4.5 {U) REVIEW AND APPROVAL OF SIM ASSESSMENTS OPENED BY FBIHQ
10.1.4.5.1 (UyTYPE 1 & 2 ASSESSMENTS

(U//FOHOT An FBI employee may open a Type | & 2 Assessment, as described i Section
5.6.3.1, without prior supervisory approval. An Assessment involving a SIM must be
reviewed by the OGC and approved by the SC as soon as practicable, but no later than five (5)
business days after the opening 1o continue the Assessment|
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10.1.45.2 (U) TyYPE 3 AND 4 ASSESSMENTS

(U/ROTO) An FBI employce must obtain the following reviews and prior approvals 10 open
a Type 3 or 4 SIM Asscssment: OGC review and SC approvall

10.1.4.5.3 (U} TYPE 5 ASSESSMENTS

(U//F696) An FBI cmployce must obtai{g OGC review and his/her SC’s approval to open a
Type 5 Assessment on a sensitive PCHS.

10.1.4.54 (U} TYPE 6 ASSESSMENTS

(U//APeE) An FBI employce must obtain the following revicws and approvals to open a
Type 6 Assessment as a SIM: OGC review and SC approval.|

10.1.4.6 (U} NOTICE REQUIREMENTS FOR SIM ASSESSMENTS BY FBIHQ

(U/FHQ) There is no requirement to notily DOJ or the United States Attorney of the
opening of ant Assessment mvolving a SIM (including opening a sensitive PCHS). (AGG-
Dom. Part [1.B.5.a)

10.1.4.6.1 (U) REVIEW AND APPROVAL OF SIM PREDICATED INVESTIGATIONS BY
FBIHQ

10.1.4.6.2 (U) PREDICATED INVESTIGATIONS INVOLVING A SIM

(U#FeHO) OGC review and SC approval. (See DIOG Sections 6.7, 6.10; 7.7 and 7.10)
10.1.4.6.3 (U)Y ENTERPRISE INVESTIGATIONS INVOLVING A SIM

(U//FO03 OGC review and SC approval. (See DIOG Sections 8.6)

10.1.4.64 (U} PostTivE FOREIGN INTELLIGENCE FULL INVESTIGATIONS
INvoLvInG A SIM

(U//POEO) OGC review and SC approval. (See DIOG Scction 9.9)
10.1.4.7 (U) NOTICE FOR SIM PREDICATED INVESTIGATIONS BY FBIH(Q
10.1.4.7.1 (U) NOTICE FOR SIM PREDICATED INVESTIGATIONS

(U//ESGHO) The responsible FBIHQ section must provide writlen notification (EC) to the
appropriate ficld office(s) within 15 calendar days following the opening. Except for Full PFI
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investigations, the FBIHQ Section must notily the applicable USAO. in writing (LHM or
similar documentation), as socn as practicable, but no later than 30 calendar days alier the
investigation is opened."™ (See CD PG for details concerning notice in counterintelligence and
espionage investigations.) If the FBIHQ Section does not provide notice to the USAQ, the
FBIHQ Secction must state such 1t its written notice o the appropriate field olfice(s) or DOJ
official, as soon as practicable, but no later than 30 calendar days affer the investigation 1$
opencd,

(Uiree [ |

10.1.4.7.2 (UYNOTICE FOR SIM ENTERPRISE INVESTIGATIONS

(U//FEH63 See DIOG Section 8.6 for notice requirements.

10.1.4.7.3 (U)Y NoTICE FOR SIM FULL POSITIVE FOREIGN INTELLIGENCE
INVESTIGATIONS

(U//FeHEE) Sce DIOG Section 9.6 [or notice requirements.
10.1.4.8 (U) ClIANGE IN SIM STATUS

(U/rOHe

10.1.4.8.1 (U} DOCUMENTATION

(U//FOEQ) The FBI employee must:

A) (U//Fedes-In Type I & 2 Assessments: Submit an updated FD-71 or Gum‘dianI:I
[ [The FD-71 or Guardian must be
approved by the supervisor responsible for the Assessment, reviewed by the CDC, and
approved by the SAC. No notice to FBIHQ is required.

B) (U/AOH) In Type 3 through 6 Assessments:

1) (U/FeH8) Opencd by a Field Office - Submit an EC (for Type 5 Assessments. an EC or a
successor form i11|:| that must be approved by the supervisor responsible for the
Assessment, reviewed by the CDC, and approved by the SAC. No notice to FBIHQ is
required.
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2) (U/#eH86) Opened by FBIHQ - Submit an EC that must be approved by the appropriate
UC responsible for the investigation, reviewed by OGC. and approved by the 5C.

C) (U/FOT) Predicated Investigations:

1) (U//PEHQ) Opened by a Field Office - Submit an EC and a Letterhead Memorandum
(LHM) or similar documentation that must be approved by the supervisor respensible for
the investigation, revicwed by the CDC, and approved by the SAC. For Predicated
Investigations, notification must be provided to the same FBIHQ entities {appropriate Unit
and Scction) that reeeived notice of the SIM.

2) (U/A=ede) Opened by FBIHQ - Submit an EC and a Letterhead Memorandum (LHM) or
similar documentation that must be approved by the appropriate UC responsible for the
investigation, reviewed by OGC. and approved by the SC.

D) (U//FE&YS) Enterprise Investigations:

1) (U/Ae88) Opened by a Field Office - Submit an EC and a Letterhead Memorandum
(LHM) or similar documentation that must be approved by the supervisor responsible for
the investigation, reviewed by the CDC, and approved by the SAC and the appropriate SC.

2) (U//FOH6) Opened by FBIHQ - Submit an EC and a Letterhead Memorandum (LHM) or
similar documentation that must be approved by the appropriate UC responsible for the
investigation, reviewed by OGC. and approved by the SC.

EY (U//Fee) Positive Foreign Intelligence Full Investigations:

1) (U/ESEE) Opened by a Ficld Office - Submit an EC that must be approved by the
appropriate supervisor, reviewed by the CDC. approved by the SAC and the appropriate DI
SC.

2) (U//FOYE) Opened by FBIHQ - Submit an EC that must be approved by the appropriate
UC responsible for the investigation, reviewed by OGC, and approved by the DI SC.

10.1.4.9 (U) CLOSING SIM INVESTIGATIONS
10.1.4.9.1 {(U) SIM ASSESSMENTS CLOSED BY A FIELD OFFICE

A) (U/FOHR) Type 1 & 2 Assessments - These SIM Assessments must be closed on the FD-
71 or FD-71a (Guardian} with approval of the supervisor responsible for the investigation
and the SAC. (See DIOG Section 5.6.3.1)

B) (U/FaH) Type 3, 4, and § Assessments - The closing EC (or successor form i:fm‘
Type 5 Asscssments) must be approved by the supervisor responsible for the investigation and
the SAC. (Sce DIOG Scction 5.6.3.2, 3, and 4)

C) (U/FSHO) Type 6 Assessments - The closing EC must be approved by the supervisor
responsible for the investigation. SAC and the DI SC. {(See DIOG Section 5.6.3.5)

10.1.4.9.2 (U) SIM PREDICATED INVESTIGATIONS CLOSED BY A FIELD OFFICE

(U/FOYE The closing standards, approvals and notice requirements for SIM Predicated
Investigations. including Enterprisc Investigations and foreign intelligence Full
Investigations, are specified in DIOG Sections 6.12; 7.12; 8.10; and 9.12 above.

10.1.4.9.3 (U) SIM ASSESSMENTS CLOSED BY FBIHQ
A) (U/ESHE) Type I & 2 Assessments - May be closed on the FD-71 or FD-71a {Guardian)

with the approvil of the UC responsible tor the investigation and his/her SC.
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B) (U/FOEQ) Type 3, 4, and § Assessments - The closing EC (or successor form il'{:]m'
Type 5 Assessments) must be approved by the UC responsible for the investigation an

his/her SC.

C) (U/FeBe-Type 6 Assessments - The closing EC must be approved by the DI UC responsible
for the mvestigation and his/her DI SC.

10.1.494 (U} SIM PREDICATED INVESTIGATIONS CLOSED BY FBIH(Q

(U/FOH0) The closing standards, approvals and notice requirements for SIM Predicated
Investigations, including Enterprise Investigations and Full foreign intelligence investigations.
are specilied in DIOG Sections 6.12; 7.12; 8.10; and 9.12 above.

10.1.5 (U) DISTINCTION BETWEEN SIM AND SENSITIVE CIRCUMSTANCE IN
UNDERCOVER OPERATIONS

(U/FOH0) The term “sensitive investigative matter,” as used in the DIOG, should not be
confused with the term “sensitive circumstance.” as that term 1s used in undercover operations,
“Sensitive circumstance” relates to an undercover operation requiring FBIHQ approval. A
comprehensive list of sensitive circumstances for eriminal activities 1s contained in the Atlorney
General’s Guidelines on FBI Undercover Operations and in Section 18 of the DIOG. The
Criminal Undercover Operations Review Committee {CUORC) and the
must review and approve undercover operations that
mvolve sensitive circumstances. The policy [or undercover operations 1s described in DIGG
Scction 18.6.13, the {Jifercaver qivd Sensitive Opergtio Folive Guide {USORGL 043220,
Natonal Secucice Undercover Operations Poficy Guide (INSUCOPG) 38726 and the FBIHQ
operational division program implementation guides.

10.1.6  (U) DISTINCTION BETWEEN SIM AND SENSITIVE UNDISCLOSED
PARTICIPATION

(U/FeY8) The term “sensitive investigative matter,” as used in the DIOG, should not be
confused with “sensitive UDP (undisclosed participation).” The rules regarding “sensitive
investigative matter” and “sensitive UDP” (scc DIOG Scction 16.2.3.5), while similar, must be
applicd independently. The SIM designation applics to the overall investigation of which FBI
and DOIJ officials should be aware due (o potential public notoriety and sensitivity. Sensitive
UDP, on the other hand. applies to participation by employees or CHSs in law[ul organizations
that arc designated as sensitive. Sensitive UDP can occur in cither SIM or non-SIM designated
investigations because sensitive UDP focuses on the activity (UDP) - not on the type of
mvestigation in which it is taking place. Certain investigative or intelligence activity, particularly
In situations mnvolving academic institutions or student groups, may be covered by one or both
these rules. The following scenarios demonstrate how these policies are to be applicd:

10.1.6.1 (U} SCENARIOS

(UFOTe) |
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(uyrese) |

(uree

(uFeEe)| |

(Uy/peE]

(U//RQUO)|

10.2  (U/EQUQ) SENSITIVE OPERATIONS REVIEW COMMITTEE

(U//FOHQY At the request ol the Director, a new joint DOJ/ FBI oversight committee, the
Sensitive Operations Review Committee (SORC). has been established to review and monitor
certain aspects of FBI investigative activities that arc not within the purview of other oversight
committees, particularly with regard to Assessments. The SORC is described as [ollows:

10.2.1 (U) MEMBERSHIP AND STAFFING
A) (U/F&H0) Chair: | |

B) () Members:
1y (U/FESeO1 Bl: Assistant Directors or desienated Deputy Assistant Dircetors for the

2) (U//Foe) DOJ: Assistant Attorneys General of thg
L | and any other appropriate
represcntative, given the issuc bemg considerced by the SORC.
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C) (U/A9H8) Advisors: The Unit Chief or a designee of the FBI's Internal Policy Office (IPO)
will serve as a policy advisor to the SORC. In addition, DOJ's Chicf Privacy and Civil
Libertics Officer or a designec will also serve as an advisor to the SORC.

D) (U/re6d Staff: The staft of the SORC shall be from the exccutive statfs of the Executive
Assistant Directors of the NSB and the CCSB. Proposals from the NSB shall be handled by its
executive staft; proposals from CCSB shall be handled by its executive staff. The staffs will
be collectively referred to here as “SORC Staff.™ The SORC Staff is responsiblc for ensuring
that FBI and DOJ members of the SORC have the information required to perform their
SORC duties and are kept fully informed of process developments in matters reviewed by the

SORC.
10.2.2  (U) FUNCTION

(U/EQLQ) The SORC will review and provide recommendations to the Director on matters
submitted. as described below.

10.2.3  (U) REVIEW AND RECOMMENDATION

(U//FOHQ) The SORC shall review sensitive activities in the categories described below and
provide recommendations to the Director. who shall be the approval authority:

A) (UL,

(U/POHOY |
B) (U/FOUO)] l
<) (U/FeQ)| |
D) (ULFOEe 1
E) (U/fFB’d@f)r |
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10.2.3.1 (U) FACTORS TO CONSIDER FOR REVIEW AND RECOMMENDATION

(U/AF66) In addition to factors unique to the proposal being considered. the SORC will
consider the following in determining whether to recommend that a proposed activity be

approved:
A) (U/FEBS) b7E
B) (U/FEBS)
C) (U//FEHS)

D) (U/Eowe) |
[

E) (U/ESHO)] ‘ |
L [

5y (U/Feued] |
L |

G) (U//EaWQ)] |
L l

H) (U/FOTO)| |

) (UIFOU6| ]

10.2.3.2 (U} PROCESS FOR REVIEW AND RECOMMENDATION

(U/FOUO) [ | b7E

ailize ue=-100

A) (U/EQHO) The applicable FBIHQ operational| |

B) (U//FEH8) Upon reecipt of the EC and| khe proposal, the

10-13

UNCLASSIFIED - FOR OFFICIAC USEGiNEr— Version Dated:
March 3, 2016




UNCLASSIFIED - FOROFRCTAEHSEONEY

Domestic Investigations and Operations Guide §10
1or to a scheduled SOR ting, the SORC Staft must
C)M |p110| o a scheduled SORC meeting, the SORC Staff mus
/

D)

E) (U/FesQ) If there 18 no consensus among the SORC mcmbcrs| |

Fy (U/FOYQ) Once the SORC has made its recommendation. the SORC Staff |

(‘MSORC meetings are to be conducted with the expectation thag

G) (L/Fettartor cach proposal, at the next SORC meetine the SORC Staftl |
10.2.4 (U) EMERGENCY AUTHORIZATION
(U//FOYE) When necessary o] SORC
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10.24.1 {U) NOTICE/OVERSIGHT FUNCTION OF SORC

U/RQHO) To facilitate its ability tof | b7E
A) (Urrege) In Jl any approval to task a
B) (U//Fota) In al _ [any

approval to task a |

CLU/FEHN [n |

D) (U/AedQ) In an| |

E) (U/FOH) In an| to obtain

(U/H-0E0) Notel falling into any of the above-listed categories must be

F) (U//FoPeEThe SORC mayl fo provide it:
1) (Uireye) |

L I
2) (U/ASUQ 1

IS
3) (U/FOHO)| -
| I—

G) (U/FOBE) The SORC must| |
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H) (U/FOB8| fo the SORC as

10.2.5 (U) LocGistICS

(U//POB6) The Executive Assistant Director for the NSB is responsible for all logistical support
required for the proper [unctioning of the SORC (i.¢., schedule meetings, provide place for
meetings. draft agendas, record keeping and retention functions. all necessary communications.
cte.). The IPO and the OGC will assist in cstablishing the logistical support required for the
SORC.
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11 (U) LIAISON ACTIVITIES AND TRIPWIRES
11.1  {U) OVERVIEW

(U/AeH0) FBI employees are encouraged o engage in liaison with the general public, private
entitics, and with local. state, federal. tribal, and foreign government agencics for the purpose of
building partnerships. As part of our liaison, community outrcach, or investigative/intelligence
mission, FBI employees may also establish tripwires with public entities. private entities, and
other governmental agencies. Liaison and tripwire activities or initiatives are mutually benelicial
for the FBI and the public not only because they help build cooperative relationships and educate
about suspicious activitics or potential threats. but also because they encourage the public to
contact the FBI should they become aware of such suspicious activities or threats.

11.2 (U) PURPOSE AND SCOPE

(U//FOB63~The FBI is authorized to engage in ltaison and tripwire activities. The procedures for
[1aison and seting tripwires, together with documentation and requirements for an Assessment or
Predicated Investigation, are set [orth below.

11.3 (U) APPROVAL REQUIREMENTS FOR LIAISON AND TRIPWIRES

{(U/FOBQ). Conducting liaison and tripwire activities or tnitiatives do not require approval or the
opening of an Assessment or Predicated Investigation unless they use an investigative method set
forth in DIOG Sections 18.5 — [8.7. Liaison and iripwire activities or initiatives may be
conducted as part of an alrcady-opened Asscssment or Predicated Investigation.

11.3.1 (U)SCENARIO 1

(UMFOHEY An EBI employee makes contact with a chemical supply company o introduce
himself/herself and educate the owner about the Bureau’s investigative focus on the illegal use of
precursor chemicals to make improvised explostve devices. The employce advises the owner 1o
contact the FBI 1l he/she observes any unusual or suspicious purchases of certain precursor
chemicals.

(U/AFOH0) Response: Such a contact would not require approval or the opening of an
Assessment or Predicated Investigation because no investigative metheds are used o conduct
this activity.

11.3.2 (U) SCENARIO 2
(U/EQUO)

(U//reuo)|
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11.4 (U) DOCUMENTATION & RECORDS RETENTION REQUIREMENTS

(U//POYE The terms “liaison” and “tripwire” have been defined in various ways and may differ
by FBIHQ division, program, or field office. Not every contact with a member of the public will
be considered liaison or tripwire activity that needs to be documented. As stated above.
cmployces arc encouraged 1o engage and converse with the public as part of their routine FBI
investigative and mtelligence mission.

(U//FeH6) Often, however, these terms are used and/or defined in a formal policy or EC to
accomplish a particular investigative or intelligence objective. When an employee 1s directed by
a supervisor. FBI policy. or a FBIHQ division to establish a liaison relationship or through an
overarching tripwire initiative, acquire information or intelligence from a tripwire, that directive,
as well as the actions taken by the employee, must be documented. If an employee on his or her
own initiative contacts a member of the public and subsequently determines the contact was a
[taison or tripwire aclivity. the contact must be documented using the FD-999. Any questions
regarding whether the employee’s contact with the public should be documented as liaison or
tripwire activities should be directed to the employee’s supervisor. The intent of this section is to
ensure that contacts with the public which are considered o be liaison or tripwire activities be
documented with the FD-999 1nto a single database system for tracking and reporting purposes.

(U/BOEO) When the FD-999 is used to document liaison or tripwire activities, the FD-999 must

be filed pursuant to either A or B below and must be serialized| |
| laflcr the activity has occurred:

A) (U/EOYER No Investigative Methods Used: If no investigative methods (DIOG Sections
18.5 - 18.7) are used in the liaison activity or tripwire. the FD-999 may be serialized into an
Investigative file, intelligence file, control file, or into casc number 319X-HQ-A1487718-
| Division sub-file name].

B) (U/FOUU) Investigative Methods Used: [f investigative methods (DIOG Scctions 18.5-
18.7) are used in the lizison activity or tripwire, the FD-999 must also be serialized in one of
the following:

1 (U/Haa) an Assessment file;
2Yy (U/Fe8) a Predicated Investigation file;

3) (U/Fe6e” a domestic police cooperation file {343 classification);
4) (U/ASM0) a foreign police cooperation file {163 classification); or

3) (U//FEHE a technical assistance control file (it only technical assistance is provided).
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12 (U) ASSISTANCE TO OTHER AGENCIES

12.1  (U) OVERVIEW

(U//FEY6) Part 11 of the Attorney General’s Guidelines for Domestic FBI Operations (AGG-
Dom) authorizes the FBI 1o conduct investigations in order to detect or obtain information about,
and prevent and protect against. federal crimes and threats to the national security and to collect
foreign intelligence. (See DIOG Section 2.) Section 12 does not apply to assistance the FBI may
provide to other agencies while conducting joint investigations. In such instances, other sections
of the DIOG dcaling with Asscssments and Predicated Investigations would apply.

(U//BOHO) Scction 12 specifically addresses those situations in which the FBI has been
requested or is secking to provide assistance to other agencics and does not have an open
substantive Asscssment or Predicated Investigation (Note: file classifications related to providing
assistance using the 343 or 163 [ile classilication series lall within the scope of this Section). Part
I1I of the AGG-Dom. Assistance 1o Other Agencies, authorizes the FBI to provide mvestigative
assistance to other federal. state. local or tribal. or foreign agencics when the investigation has
the same objectives as Part 11 of the AGG-Dom or when the investigative assistance is otherwise
legally authorized. Accordingly, EBI employees may provide assistance even if it 1s not for one
of the purposes identified as grounds for an FBI investigation or Assessment il providing the
assistance is otherwisc authorized by law. For example, investigative assistance 1s legally
authorized in certain contexis 1o state or local agencies in the investigation of crimes under state
or local law, as provided in 28 U.S.C. § 530C(b)( [} M)(i)—violent acts and shootings occurring
in a “place of public use;” 28 U.S.C. § 540—[clonious killing of state and local law enforcement
officer; 28 U.S.C. § 540A—violent crime against travelers; 28 U.S.C. § 540B—serial killings,
and to foreign agencics in the investigation of foreign law violations pursuant to international
agreements. The FBI may use appropriate lawful methods in any authorized investigative
assistance aclivity.

12.2  (U) PURPOSE AND SCOPE

(U} The FBI may provide investigative and technical assistance to other agencies as set forth
below.

12.2.1 (U) INVESTIGATIVE ASSISTANCE

(U} The AGG-Dom permits FBI personnel to provide mvestigative assistance to:

A) () Authorized intelligence activities of other United States Intelligence Community (USIC)
agencics;

B) (U) Any federal agency in the investigation of federal crimes. threats to the national sceurity,
foreign intelligence collection, or any other purpose that may be lawfully authorized;

C) (U) Assist the President in determining whether to usc the armed forces pursuant to 10 U.S.C.
$§ 331-33, when authorvized by Department of Justice (DQJ). as described in Section
12.3.2.2.1.1, below;

D) (1) Collect information necessary to facilitate public demonstrations and to protect the
exercise of First Amendment rights and ensure public health and safety, when authorized by
DOT and done in accordance with the restrictions described in Section 12.3.2.2.1.2 helow;
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E) (U) State or local agencies in the investigation of erimes under state or local law when
authorized by federal law {e.g.. 28 U.S.C. §§ 540—felonious killing of state and local law
cnforcement officer; 540A—violent crime against travelers; 540B—scrial killings);

F) (U) State, local, or tribal agencies in the investigation of matters that may involve federal
crimes or threats to national security. or for such other purposes as may be legally authorized;

G) (U) Forecign agencies in the investigations of forcign law violations pursuant to international
agreements, and as otherwise set forth below. consistent with the interests of the United States

(including national security intercests) and with due consideration of the ctfect on any US
Person (USPER); and

H) (U) The Attorney General has also authorized the FBI to provide law enforcement assistance
to state or local law enforcement agencies when such assistance is requested by the governor
of the state pursnant to 42 U.S.C. § 10501 (for example, federal law enforcement assistance
following Hurricane Katrina). The Attorney General must approve any request for assistance
under 42 U.S.C. § 10501.

(U) The procedures for providing investigative assistance, together with the standards. approval.
notilication, documentation. and dissemination requirements are set [orth in Sections 12.3, 12.5.
and 12.6 helow.

12.2.2 (U) TECHNICAL ASSISTANCE

(U} The FBI 1s autherized o provide technical assistance to all duly constituted law enlorcement
agencics, other organizational units of the DOJ, and other federal agencies and to foreign
governments (1o the extent not prohibited by law or regulation). The procedures for providing
lechnical assistance, together with the approval, notification. documentation. and dissemination
requirements are set forth in Sections 2.4, 12.5 and 12.6 below.

12.3  (U) INVESTIGATIVE ASSISTANCE TO OTHER AGENCIES - STANDARDS,
APPROVALS AND NOTICE REQUIREMENTS

{U) The FBI may provide investigative assistance to other agencics by participating in joint
operations and investigative activitics with such agencies. (AGG-Dom, Part [ILE. 1)

(U/FOHQ) Disscmination of information to other agencics must be consistent with Director of
National Intelligence (DNI) dircctives. the AGG-Dom. DIOG Section 14, FBI Forcign
Dissemination Manual, the Privacy Act of 1974, and any applicable memoranda ol
understanding/agreement (MOU/MOA), laws. reaties or other policies. {See Sections 12.5 and
12.6 below for documentation and dissemination of information requirements.)

12.3.1 (U} STANDARDS FOR PROVIDING INVESTIGATIVE ASSISTANCE TO OTHER
AGENCIES
(U//FOH) The determination whether to provide FBI assistance to other agencics is
discretionary but may only occur if:

A) (U/FERQ) The assistance 1s within the scope authorized by the AGG-Dom., federal laws,
regulations. or other legal authoritics;

B) (U/FOHOF The investigation being assisted 1s not based solely on the exercise of First

Amendment rights or on the race, ethnicity. gender. national origin. religion, sexual
orientation, or gender identity of the subject or a combination of only these factors; and
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C) (U//POTOT The assistance is an appropriate use of FBI personnel and financizl rescurces.
12.3.2 (U) AUTHORITY, APPROVAL AND NOTICE REQUIREMENTS FOR PROVIDING
INVESTIGATIVE ASSISTANCE TO OTHER AGENCIES

(U//FOYO) Investigative assistance that may be furnished to other agencics is described below
by agency type.
12.3.2.1 (U} INVESTIGATIVE ASSISTANCE TO UNITED STATES INTELLIGENCE
CoMMUNITY (USIC) AGENCIES
12.3.2.1.1 (UYAUTHORITY
A) (U//FEBE3 The FBI may provide investigative assistance {including opcerational support) for
authorized intelligence activities of other USIC agencies. (AGG-Dom. Part I11.A)

B) (U/FOHE) Investigative assistance must be in compliance with interagency MOU/MOA, if
applicable. For example. specific approval and notification requirements exist for assisting the
Central Intelligence Agency (CIA) and the Department of Defense (DOD) with domestic
activities.

12.3.2.1.2 (U) APPROVAL REQUIREMENTS

A) (U/resal

B) (U//FOY) Sensitive Investigative Matters {SIM): Any investigative assistance to other
USIC agencies involving a SIM requires Chiet Division Counsel {CDC)YOtfice of the General
Counsel (OGC) review. SAC/Section Chief (SC) approval. and notification, as specified in
12.3.2.1.3.B. below.

12.3.2.1.3 (U) NOTICE REQUIREMENTS

A} {(U/F8EQ) General: Notice must be provided for the investigative activity or investigative
method as specified m the DIOG or applicable MOU/MOAs.

B) (U//FOTO Sensitive Investigative Matters {SIM): In addition to the shove-required
approvitls. any investigative assistance to USIC agencies involving a SIM requires notification
to the appropriate FBI Headquarters (FBIHQ) operational Unit Chief (UC) and SC by
Electronic Communication (EC) as soon as practicable, but no later than 15 calendar days
after the initiation of the investigative assistance. The appropriate FBIHQ operational unit
must provide notice to the DOJ Criminal Division or National Sccurity Division (NSD) as
soon as practicable, but not later than 30 calendar days after the initiation of any investigative
assistance involving a SIM.

Q) (U/Aa8e) Classified Appendix: Sce INOG Appendiv & - Clussified Provivions for
additional notice requirements.
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12.3.2.14 (U) DOCUMENTATION REQUIREMENTS

(UHAFOHO) Investigative assistance (including expert) to USIC agencics using an
investigative method. other than thosc authorized in assessments. must be documented with
the FD-999. filed and serialized to an appropriate file as specified in Sections 2.5 and 12.6
below. Division PGs may require specific additional reporting requirements for their
programs.

12.3.2.2 (U} INVESTIGATIVE ASSISTANCE TO OTHER UNITED STATES FEDERAL
AGENCIES

12.3.2.2.1 (U) AUTHOGRITY

A) (U/FOUD) The FBI may provide investigative assistance to any other federal agency in the
investigation of federal crimes or threats to the national security or in the collection of
positive foreign intelligence. (Pursuant to DIOG Section 9, cellection of positive foreign
intelligence requires prior approval from the Collection Management Section (CMS),
FBIHQ.) The FBI may provide investigative assistance to any federal agency for any other
purposc that may be [cgally authorized, including investigative assistance to the United
States Secret Service (USSS) in support of its protective responsibilities. (AGG-Dom, Part
[I1.B.1) Sce BIOG Section 12.4 below for guidance in providing technical assistance 1o
tfederal agencies.

B) (U//FOHYSS Investigative assistance must be in compliance with interagency MOU/MOA if
applicable.
12.3.2.2.1.1 (1) ACTUAL OR THREATENED DOMESTIC CIVIL DISORDERS

A} (U} At the direction of the Attorney General. the Deputy Attorney General. or the Assistant
Attorney General for the Criminal Division, the FBI shall collecet information relating to
actual or threatened civil disorders to assist the President in determining {pursuant to the
authority of the President under 10 U.S.C. §§ 331-33) whether use of the armed forces or
militia is required and how a decision to commit troops should be implemented. The
information sought shall concern such matters as (AGG-Dom. Part I11.B.2):

1) () The size of the actual or threatened disorder. both in number of people involved or
affected and in geographic arca;

2) (1) The potential for violence;

3) (U) The potential for expansion of the disorder in light of community conditions and
underlying causes of the disorder;

4) (U) The relationship of the actnal or threatened disorder to the enforcement of federal law
or court orders and the likelihood that state or local authoritics will assist in enforcing those
laws or orders; and

5) (U) The extent of state or local resources available to handle the disorder.

B) (U) Civil disorder investigations will be authorized only for a period of 30 days, but the
authorization may be renewed for subsequent 30 day periods.

C) (U) The only investigative methods that may be used during a civil disorder investigation are:
1) (W) Public information (Sce DIOG Scetion 18.5.1);
2) (U) Records or information - FBI or DOJ (Sce DIOG Section 18.5.2);
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3) (U) Records or information - Other Federal, state. local. or tribal, or foreign governmental

agency {See DIOG Section 15.5.3

4) (1) Online services and resources (See DIOG Section 18.5.4);

5) (U) Interview or request information from the public or private entities (See DIOG Section

18.5.6);

(U/FOU0) Note: Such imterviews may only be conducted if the FBI employee
identitics himself or herself as an FBI employee and accurately discloses the purpose of
the interview.

6) (U) Information voluntarily provided by governmental or private entitics (Sce DIOG

7y (1) Any other methods may be used only if authorized by the Attorney General, the

Deputy Attorney General. or the Assistant Attorney General for the Criminal Division.
12.3.2.2.1.2 {U) PUBLIC HEALTII AND SAFETY AUTHORITIES IN RELATION TO
DEMONSTRATIONS

(U} At the direction of the Attorney General. the Deputy Attorney General, or the Assistant
Attorney General for the Criminal Division. the FBI shall collect information relating to
demonstration activitics that are likely to require the federal government to take action to
facilitate the activities and provide public health and safety measures with respect to those
activities. The information sought in such an investigation shall be that needed to facilitate
an adequate federal response to ensure public health and safety and to protect the exercisc
of First Amendment rights, such as:

1) (U) The time, place, and type of activitics planned;

2) (U) The number of persons expected to participate;

3) (U) The expected means and routes of travel for participants and cxpected time of arrival;
and

4) (U) Any plans for lodging or housing of participants in connection with the demonstration.

B) {(U) The enly investigative methods that may be used in an investigation under this paragraph

dre:!
1) (U) Public Information {See DIOG Section 18.5.1);
2) (U) Records or information — FBIL and DOJ {Sce DIOG Scction 18.5.2)

3) {U) Records or information — other Federal, state, local, tribal, or foreign government
agencics (See DIOG Section 18.5.3);

4) (U) Usc online scrvices and resources {(Sce DIOG Scction 18.5.4);
5) (U) Interview or request information from the public or private entities (See DIOG Scction
18.5.6);

(U/FOTG) Note: Such interviews may only be conducted it the FBI employee identitics
himself or herself as an FBI employee and accurately discloses the purpose of the
Interview;

6) (U) Accept information voluntarily provided by governmental or private entities (See
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7y (1) Any other methods may be used only if authorized by the Attorney General. the
Deputy Attorney General. or the Assistant Attormey General for the Criminal Division.

[2.3.22.2 (U) APPROVAL REQUIREMENTS
A) (U/roTD) |

B) (U/FOYO) Sensitive Investigative Matters (SIM): Any investigative assistance to other
federal agencies mvolving a SIM requires prior CDC/OGC review and SAC/SC approval. and
notification. as specified in 12.3.2.2.3.B beclow.

123.2.2.3 (U} NOTICE REQUIREMENTS

A) (U/FEH0) General: Notice must be provided for the investigative activity or investigative
method as specified in the DIOG and applicable MOU/MOAs.

B) (U/RQE)) Sensitive Investigative Matters {SIM): In addition to the ahove-required
approvals, any investigative assistance to another federal ageney involving a SIM requires
notification to the appropriatec FBIHQ operational UC and SC by EC as soon as practicable,
but no later than 15 calendar days after the initiation of the assistance. The appropriate FBIHQ
operational unit must provide notice to the DOJ Criminal Division or NSD as soon as
practicable, but not later than 30 calendar days after the initiation of any assistance involving a
SIM.

C) (U/FOUOY Classified Appendix: Sec the {H{K; Apneudiy § - Clussified Provisions for

additional notice requirements.

12.3.224 (UYDOCUMENTATION REQUIREMENTS

(U//FEBE) Investigative assistance {(including expert) to other Federal agencies using an
investigative method. other than those authorized in asscssments. must be documented with
the FD-999, filed and serialized to an appropriate file as specified in Sections 12.5 and 12.6
below. Division PGs may require specific additional reporting requirements [or their
programs.

12.3.2.3 {(UYINVESTIGATIVE ASSISTANCE TO STATE, LOCAL, AND TRIBAL AGENCIES

(U) The FBI's authority to provide investigative assistance to state, local. and tribal law
enforcement agencies has been addressed in several legal opinions by DOJ’s Office of Legal
Counsel {OLC). OLC’s formal legal opinions are binding on the FBI and the policies herein
thus conform to their writlen epinions.

(U} The EBI has substantal authority to assist our domestic law enforcement partners in their
investigations given the broad range ol federal olfenses that may be investigaied by the FBL

|

I

his authortty was greatly augmented by cnactment of the

Investigative Assistance for Vielent Crimes Act of 2012 (discussed in paragraph B below).

l

|
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(U} The FBI may provide investigative assistance to state. local, and tribal agencics only in
the circumstances described below. '

A) (U} Investigations Involving Possible Violations of Federal Law: The FBI is authorized to
assist state, local and tribal agencies in the investigation of any matter that may involve
federal crimes or threats to the national security, except where federal law exclusively
assigns investigative responsibility to another federal agency. See DIOG Section 2.2.1
above. The authority to provide such assistance flows from the statutes and regulations that
cstablish the FBI's jurisdiction.

(U) Thus, so long as the FBI's federal jurisdictional requirement is fulfilled, the fact that
violations of state law are also present, or that local authorities are also involved in the
investigation, 1s irrelevant. When the FBI assists state. local. or tribal authorities in the course
of a federal investigation, the FBI's investigative ¢fforts (e.g.. witness interviews, or execution
of search or arrest warrants) |

| |Of course. there will often be substantial or even complete overlap between the two
investigations.

(U) Investigations mvolving possible violations of statc or local law will often involve
possible violations of federal law as well. permitting the FBI to open an assessment or
predicated investigation, as appropriate, and provide investigative assistance to state and local
authorities. Narcotics. carjacking, terrorism, and WMD offenses generally provide a basis for
FBI assistance. as such violations almost invarizhly violate federal law. Qther frequently
encountered examples include the following:

1) (U) Shootings and other crimes committed with fircarms may involve violations of the
federal gun laws, c.g.. 18 U.S.C. §8§ 922(a)(3)-(4) (transportation across state lines), 922(g)
(possession by felons. fugitives, illegal aliens, and others); and 922{q) (possecssion in. on
the grounds of, or within 1,000 fect of a school).

2) (U) Assaults and other acts of violence resulting in death or bodily injury may constitute
hate crimes under 18 U.S.C. § 249, or otherwise violate the federal civil rights laws, c.g..
18 U.5.C. § 245(b)} (interference with federally protected activities).

3) (U) Armed robberies and threats of physical violence that affect commerce or the
movement of articles in commerce may involve violations of the Hobbs Act.

18 US.C. § 1951,

4) (U) Murder and certain other state law crimes, when committed in aid of a racketeering
cnterprise or as part of a pattern of racketeering activity, may implicate 18 U.S.C. § 1959
(violent crimes in aid of racketeering activity) or 18 U.S.C. § 1961-1663 (RICQ).

" (U) This scction addresses the FBI's authority to provide investigative assistance. For discussion of FBI agents”
authority to make warrantless arrests for non-federal felonies and violent misdemeanors committed in their presence.
see Section 19.3.3 below.
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5) (U) Sex crimes against children that affect commerce or invelve cross-border
transportation or travel may violate the federal sex trafficking statute, 18 US.C. § 1591, or
other federal laws protecting children against sexuval cxploitation and abusc. e.g., 18 U.S.C.
$8§ 2241(c). 2251-2252A, 2423, and 2425.

6) (1) Kidnappings violate 18 U.S.C. § 1201(a)(1) if they involve cross-border transportation
or triavel, and federal jurisdiction is presumed to exist 24 hours after the abduction
(although the FBI may initiatc an investigation sooner where there is some reasonable
indication that a violation of 18 U.S.C. § 1201(2)(1} has been. or is being. committed). See
18 US.C. § 1201(b).

7) (U) Hostage taking may violate 18 U.S.C. § 1203(a) where there is reason to believe that
onc of the offenders or victims is a forcign national. or demands are madce upon the U.S.
Government. Sce 18 US.C. § 1203(b)Y2).

8) (U) Transporting stolen vehicles and other stolen goods across state lines may violate 18
US.C. §$2311-2323.

9) (L) FBI agents are authorized to investigate state law fugitives when there is i reasonable
basis to believe that doing so will detect or prevent the commission of any federal crime.
including violations of the Fugitive Felons Act (FFA), 18 U.S.C. § 1073, The FFA makes
it a federal crime to move in interstate or foreign commerce with intent to avoid
prosecution or confinement after conviction in connection with a state felony. FBI agents
have authority to pursuc and arrcst fugitives who, in evading arrcst, manifest an intent to
cross state lines {as for example. by traveling on an interstate highway or purchasing a bus
or airplanc ticket to another state), cven if they have not yet been detected crossing state
lines.

10} (U} Conspiracies to commit these and other federal offenses may violate 18 U.S.C. § 371.

(U) The FBI may continue to assist state, local and tribal authoritics as long as there remains a
reasonable expectation that the investization could lead to evidence of violations of federal
Iaw.l b7E

B} (U} Investigations of Certain Non-Federal Violations: At the request of an appropriate
state or local law enforcement official.” the FBI is authorized by federal statute to assist in
the investigation of the following crimes:

1) (U) Violent acts and shootings occurring in a place of public usc. ““Place of public use™ is
defined broadly as “thosc parts of any building, land, street, waterway, or other location
that arc accessible or open to members of the public, whether continuously. periodically, or
occasionallyv,” and expresslv cncompasses “any commereial, business, cultural, historical,
educationl, religious, governmentsl. entertainment. recreational, or similar place that is so
accessible or open to the public.”™ Sce Investigative Assistance for Violent Crimes Act of
2012, Pub. Law 112-265 (1o be codified at 28 U.S.C. 530C{b) (M X1)} and A.G. Order

N
20 {U} The authorities described in paragraph B of Section 12.3.2.3 address requests for assistance by state and local
officials only. Other federal law permits the ['Bl to conduct or assist in investigations in Indian Country. See 18
U.S.C.§ 1152 (Assimilative Crimes Act) and § 1153 (Major Crimes Acty: fiulfun Conmpn Podicv (uide 852100,
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3365-2013. Investigative Assistance provided under this authority must utilize file
classification 356E.

2) (1) Mass killings: defined as three or more killings in a single incident and attempted mass
killings. Sce Investigative Assistance for Violent Crimes Act of 2012, Pub. Law 112-265
(to be codified at 28 U.S.C. 530C(HY(1(M)(1)) and A.G. Order 3365-2013.

3) (U) Serial killings: defined as a series of three or more killings having common
characteristics. See 28 U.S.C. § 540B.

4) (U) Felony killings of state and local law enforcement officers. See 28 U.S.C. § 540.

3) (U) Felonv erimes of violence against travelers: “travelers™ is defined as victims who do
not reside in the State where the crime occured. See 28 U.5.C. § 540A.

(1) Prior to conducting any investigative activity under the authority of one of the above listed federal
statutes. a Predicated Investigation must be opened. An applicable PG can provide additional guidance
on procedures to follow. Investigative Assistance provided under 12.3.2.3.B.1 (violent acts and
shootings occurring in a place of public use} above, must utilize file classification 356E to document
all activitics associated with the investigative assistance.

(U) FBI personnel providing assistance under the guthority of one of these federal statutes may
participatc in the cxecution of state-issued process (following whatever FBI approval process is
required for such pm‘ticipzltion)l I

[See

Section 19.3.3 below.

C) (U) Crime Emergencies and Major Disasters: The FBI may provide certain law
enforcement assistance to states when acting pursuant to the following limited emergency
authoritics.

1) (L) Crime Emergencies: Under the Emergency Federal Law Enforcement Assistance
provisions of the Justice Assistance Act of 1984, 42 U.S.C. § 10501 ctseq. ("EFLEA™), the
Attorney General may provide federal law enforcement assistance at the request of a
Governor of a state during a law enforcement ecmergency, when state and local resources
are insufficient to maintain public safety and security. Such assistance may include funds.
equipment. training, intelligence information, and persennel. 42 U.S.C. § 10502(1).

2) (U) Major Disasters: Under the Robert T. Statford Disaster Relief and Emergency
Assistance Act, 42 U.S.C. §§ 5121-5208 (“Stafford Act™), the President may dircet federal
personnel, including federal law enforcement officers. to undertake various activities in
support of state and local authoritics in the cvent of any “major disaster.”

(U) Where the Attorney General directs federal officers to assist in the enforcement of state
criminal law pursuant to the EFLEA. or federal officers are properly carrying out disaster
reliet in a local community pursuant to a Stafford Act deployment, they should, if possible,
he deputized under state law to act as state peace officers. |

D} (U} Laboratory and QOther Expert Assistance: The FBI is authorized to provide laboratory
and certain other expert assistance to state, local, and tribal law enforcement agencies upon
request. even when no federal crimes are possibly involved.
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e aboratories are authorized to provide technical and scientific assistance.
to all duly constituted law enforcement agencies. This

authority extends to FBI ficld office personnel onf

| The FBI's
authority and proccdurces for providing laboratory assistance arce sct torth in more detail in
relevant policy guides and policy directives.

(U) In addition, the FBI is authorized to provide the assistance of expert personncl to
support state, local, and tribal law ¢nforcement agencics “when lives are endansered,”
Exec. Order 12333 § 2.6{(c), provided that such assistance is either approved by the FBI
GC or in accordance with written guidelines approved by the FBI GC. Scc id; A.G. Order
No. 2954-2008. Thus. cven when the FBI lacks dny other basis of duthmlty PBI cxpelt
personnel may respond to requests tor

involving the safets of human Jifc

(U) Finally, the FBI may provide certain limited non-laboratory cxpert assistance pursuant
to its authority to “assist in conducting, at the request of a State [or] unit of local
govermment ... local and regional training programs for the training of State and local
criminal justice personnel engaged in the investigation of ¢rime and the apprchension of
criminals. ™ 42 U.S.C § 3771(a}{3). While such training tvpicallv takes place at the

(U) The authority to assist in a non-federal investigation through on-the-job training is

narrow.|

To come within this authority, the state or local agency requesting assistance must be
brought into the planning and ¢xccution of the FBI's investigative ¢fforts, and FBI
personnel must provide their state or local counterparts with & thorough briefing and/or
debrieting regarding proccdures and techniques being used. Moreover, where local
officials are sufficiently qualified to act, the authority to provide training cannot justify FBI
involvement in a violation of local law.
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anl

B)

O

12.3.2.31 (UyAPPROVAL REQUIREMENTS

A) (U) General: Requests for assistance based on Section 12.3.2.3.B.1 and 12.3.2.3.B.2 above
must be approved pursuant to the FBI Director’s Delegation of Authoritv Memorandum, dated
March 14, 2013, which delegates the approval authority. This delegated authority may not be
redelegated.

(U) Requests made to Field Offices: Any ADIC or SAC.

(U) Regquests made to FBIH(: The Deputy Director. the Associate Deputy Director, the
Executive Assistant Director for the Criminal. Cyber, Response and Services Branch, the
Assistant Director for the Criminal [nvestigations Division, the Assistant Director for the
Critical Incident Response Group, the Executive Assistant Director tor the National Security
Branch, the Associate Executive Assistant Director for the National Security Branch, the
Assistant Director of the Counterterrorism Division, and the Assistant Director for the
Weapons of Mass Destruction Division.

(U) Requests for investigative assistance based on Scction 12.3.2.3 A, or 12.3.2.3.B.3 through
B.5 above. must be approved pursuant to the requirements specified in DIOG Sections 6.7 or
7.7.

(U) Request for investigative assistance based on Scetion 12.3.2.3.C above, must be approved
by the Attorney General.

(U} Non-Laboratory Expert Assistance: Investigative assistance based on Scction
12.3.2.3.13.2 above must be approved in accordance with approval guidelines contained in
an applicable PG or Policy Directive or. if no such guidelines exist, in advance by the FBI
GC, cxcept that if the FBI GC cannot be contacted through reasonable means, emergency
approval may be granted by the ADIC/SAC in the ficld office (or the FBIHQ SC if the
request is received at FBIHQ) in accordance with this policy, with notification to the GC as
soon as practicable but no later than 5 business days. If the request for mvestigative
assistance is based on Section 12.3.2.3.D.3 above and it is not covered by an existing PG or
Policy Directive. the ADIC/SAC in the field oftice or the FBIHQ SC. as appropriate, may
approve the request in accordance with this policy. with notification to the GC as soen as
practicable but no later than 5 business days.

(U} Assistance based on Section 12.3.2.3.D.2 or 12.3.2.3.D.3 may be approved solely if the
following conditions are met:

1) (U) The head (or designee) of the state, local or tribal law enforcement agency has
submitted a written request {including by cmail) to the FBI that identifics the need for
specific expertise from the FBI and either:

a) (W) articulates how [ives are endangered (assistance based on Section 12.3.2.3.D.2); or

b) (U) represents that the agency docs not have available employees with the needed
expertise or that the employees who do have the needed expertise are not sufficiently
well trained to handle the immediate situation (assistance based on Section
12.3.2.3.D.3).

(U) Note: [f due to the exigency of the situation there is not time for the request to be
submitted in writing, the request may be madc orally. Any such oral request must be
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followed by a written request as soon as practicable, but no later than five {5) business
days.

2) (U) The CDC. who is encouraged to consult with the FBI GC or attorneys in the
Investigative Law Unit, OGC {ILU), has reviewed the request and concluded and
documented that providing the requested assistance is consistent with this policy and does
not create a significant risk of civil liability to the FBI or the individoal employee. If the
CDC assecsscs that the assistance will create a substantial risk of civil liability, the CDC
must consult with QOGC.

3) (U) The requesting agency is acting in the lawful execution of an authorized function of
that organization.

4) () The loan of FBI personnel is an appropriate use of personnel and financial resources
and does not jeopurdize any ongoing FBI investigation.

12.3.2.3.2 (U) NOTICE REQUIREMENTS

A) (U/ABHO) General: Notice must be provided for the investigative activity or investigative
method as specified in the DIOG, and applicable MOU/MQOAs and/or treaties.

B) (U/PEHLQ) Sensitive Investigative Matters (SIM): In addition to the above-required
approvals, any investigative assistance provided to a state, local, or tribal law enforcement
ageney involving a SIM requires notification to the appropriate FBIHQ operational unit and
section by EC as soon as practicable. but no later than 15 calendar days after the initiation
of the assistance. The appropriate FBIHQ operational unit must provide notice to the DOJ
Criminal Division or NSD as soon as practicable, but not later than 30 calendar days after
the initiation of any assistance mvolving @ sensitive investigative matter.

(U/FOY) Classified Appendix: Sce IO Appendix G - Clussified Provisions for
additicnal notice requirements.

12.3.2.3.3 (U) DOCUMENTATION REQUIREMENTS

(UFFOYE) Investigative assistance (including cxpert) using an investigative method, other
than thosc authorized in assessments, must be documented with the FD-999. filed and
serialized Lo an apprepriate [ile as specilied i1 Sections 12.5 and 12.6 below. Division PGs
may require specific additional reporting requirements for their programs.

12.3.2.34 (U) ExaMPLES OF EXPERT ASSISTANCE IN INVESTIGATIONS OF NON-
FEDERAL CRIMES
(U/A6H63 Example 1 |
12-12
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(UAFOH6YResponse 1:]
(U//FEHER Example 2;
{U//FEHS Response 2:
a
(U/FE50) Example 3: |

12-13

UNCLASSIFIED - FOR-OFFEHEYSEONEY Version Dated:
September 28, 2016

b7E



UNCLASSIFIED — FOR OFFICTAT USESONEY
Domestic Investigations and Operations Guide §12

12.324 (U} INVESTIGATIVE ASSISTANCE TO FOREIGN AGENCIES

(U/FOH0O) The foundation of the FBI’s international program is the Legal Attaché (LEGAT).
Each LEGAT is the Director’s personal representative in the foreign countries in which he/she
resides or has regional responsibilities. The LEGAT s job is to respond to the FBI’s domestic
and forcign investigative needs. The LEGAT can accomplish this because he/she develops
partnerships and fosters cooperation with his or her foreign counterparts on cvery level and is
familiar with investigative rules. protocols, and practices that differ from country to country.
This is the LEGAT’s primary responsibility. As such, foreign agency requests for assistance
will likely come to the FBI through the LEGAT or International Operations Division (IOD).

12.3.24.1 (U} AUTHORITIES

A) (U/FOHE) At the request of foreign law enforcement. intelligence. or security agencies, the
FBI may conduct investigations or provide assistance to mvestigations by such agencies,
consistent with the interests of the United States (including national security interests) and
with due consideration of the cffect on any US person (USPER). (AGG-Dom, Part LIL.D.1)
The FBI must follow applicable MOUs and MOAs (to mclude those with other US
Government (USQG) agencies). Mutual Legal Assistance Treaties (MLAT), Letters Rogatory,
and other treatics when 1t provides assistance to foreign governments.

1) (U/AeEe |

2) (U/FEHE) l

B) (U/FeHO] l

C) (U/FOTe) The FBI may not provide assistance to a foreign law enforcement, intelligence, or
security officer conducting an investigation within the United States unless such officer has
provided prior written notification to the Attorney General of his/her status as an agent of a
forcign government, as required by 18 U.S.C. § 951. (AGG-Dom, Part [11.3.2} The
notification required by 18 U.S.C. § 951 is not applicable to diplomats, consular officers or
attachés.
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D) (U/PT09) Upon the request of & foreign government agency. the FBI may conduct
background inquiries concerning individuals whose consent is documented. (AGG-Dom. Part
1HLD.3)

12.3.24.2 (U) APPROVAL REQUIREMENTS

A} (U//FOEE) When a request to assist a foreign agency is received from a LEGAT or 10D,
and such assistance will require the use of investigative methods other than thosc that arc
authorized in Asscssments, prior SSA approval must be obtained and documented as
specified in 12.3.2.4.4 helow.

B) (U/A<a8) If a request for assistance is received directly from a toreign law enforcement or
mntelligence service and is not processed through a LEGAT or 10D, written notification
documenting the foreign assistance request must be provided to the appropriatc LEGAT and
IOD by the FD-999. an EC 01‘] Lead Request form. and IOD must grant approval prior
to providing assistance. regardless of what investigative methods arc used. {Scc also £8¢¢
Appendiv G - Ofassified Provisions)

C) (U/Ae86n The Office of Intermational Affairs (OIA) in the DOJ's Criminal Division, has the
responsibility and authority for the execution of all foreign assistance requests requiring
judicial action or compulsory process. FBI IOD must coordinate all such requests with the
DOJ OIA. (Sce DAG Mcmorandum, dated 5/16/2G11, titled “Exccution of Forcign Requests
for Assistance in Criminal Cascs.”™)

D) (U/FOH0) Higher supervisory approvals and specific notifications may be required for
assistance to foreign agencies involving joint operations. SIMs. and using particular
mvestigative methods, as noted below and in Sections 10 and 18 of the DIOG, and in division
PGs.

E) (U/FOWE) Investigations and assistance conducted overseas, as well as related or official
foreign travel of FBI personnel, require country clearances and notification to the Chief of
Mission {COM) or designee. Such overseas investigations and assistance must adhere to the
supplemental guidance in the 10D PG.

12.3.24.3 (U} NOTICE REQUIREMENTS

A} (U/FEHO) When a foreign assistance request is submitted directly to 2 LEGAT or [OD by
a foreign agency or through an FBIHQ-authorized joint task foree operation involving
foreign agencies that has previously been briefed to the LEGAT. IOD has notice of the
request and the FBI employee does not need 10D approval prior to providing the assistance.
The FBI employee must provide [OD and the LEGAT the results of the assistance.

B) (U) The FBI must notity the DOJ NSD concerning investigation or assistance when: (i}
FBIHQ s approval for the activity is required {¢.g., FBIHQ approval is required to usc a
particular investigative method}; and (i1} the activity relates to a threat to the United States
national sccurity. The FBIHQ division approving the use of the investigative method must
notify DQJ NSD as soon as practicable. but 1o later than 30 calendar days after FBIHQ
approval (see classified appendix for additional notice requirements). (AGG-Dom, Purt
HLD.1)

C) (UAFET0) Classified Appendix: Sce the classitied provisions in DIOG Appendix G for
additional notice requirements.

D) (U//FOU0) Sensitive Investigative Matters (SIM): Any request for investigative assistance to
a foreign agency involving a SIM requires OGC review and [QD SC approval, and
notification as specitied below. In addition to these approvals, any investigative assistance to a
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foreign agency involving & SIM requires notification to the appropriate FBIHQ operational
UC and SC by EC with an LHM suitable for dissemination 1o DQJ as soon as practicable, but
no later than 15 calendar days after the initiation of the assistance. Additionally, the
appropriate IO unit must provide notice to the DOJ Criminal Division or NSD as soon as
practicable, but not later than 30 calendar days after the initiation of any assistance mvolving a
SIM.

123244 (U) DOCUMENTATION REQUIREMENTS

(U//FeH6 Investigative assistance to foreign agencies must be documented with an FD-999
and serialized to an appropriate [ile as specified in Sections [2.5 and 12.6 below.

123245  (U) EXAMPLES
(U//EFOUO) Example 1:| b7E

(U/FEH6) Example 2:|

124 (U) TECHNICAL ASSISTANCE TO OTHER AGENCIES — STANDARDS,
AUTHORITY AND APPROVAL REQUIREMENTS

(U//FOHO3-Certain FBI technical assistance may be provided to certain other agencics when:

Ay (ol I

BY  (U/FouQl 7

) C) (Um0 ]
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(U) AUTHORITY

(U//FeE Pursuant to 28 C.E.R. §0.85(g), EBI laboratories. including but not limited to, the
Laboratory Division, Operational Technology Division’s Digital Evidence Laboratory, and
Regional Computer Forensic Laboratorics. are authorized to provide technical and scientific
assistance. including expert testimony in federal or local courts, to all duly constituted law
enforcement agencies, other organizational units ol the Department of Justice, and other federal
agencies (and to certain foreign agencies, see Section 12.4.2.4 below).

(U//FOHes Additionally, pursuant to AG Order 2954-2008, the EBI is authorized to provide
reasonable technical assistance (o federal, state, and local law enforcement agencies (and to
certain foreign agencics, sce Section 12.4.2 4 below) to assist such agencies in the lawful
cxecution of their authorized functions.”! Under the Order, such technical assistance includes:

A}
B)
O

D}
E)

F}

G)

(U) Lending or sharing cquipment or property;

(U) Sharing facilitics or services;

(U) Collaborating in the development. manufacture. production, maintenance.
improvement, distribution, or protection of technical investigative capabilitics;

(U) Sharing or providing transmission, switching. processing, storage or other services;
(U) Disclosing technical designs. knowledge, information or expertise, or providing

training in the same;

(U) Providing the assistance of expert personnel in accordance with written
guidclines 1ssued by the FBI GC or approved by the GC (Sce Section 12.3.2.3.D.2
above); and

{U) Rendering other assistance and cooperation to such agencies that is not
expressly precluded by applicable law.

12.42 (U) APPROVAL REQUIREMENTS

12.42.1 (U TECHNICAL ASSISTANCE TO USIC AGENCIES
(U/FOHO
12422 (U) TECHNICAL ASSISTANCE TO FEDERAL, STATE, LOCAL AND TRIBAL

(DOMESTIC) AGENCIES REGARDING ELECTRONIC SURVEILLANCE,
EQUIPMENT, AND FACILITIES

(U) Ficld-bascd technical assistance requests under this section must be approved by the ficld

Ll

Technicul Assistance (DA Police Guide, 03340 F 4. 1f the request for technical assistance

involves equipment, facilitics or property from more than one ficld office, cach ficld office
must approve the usc of its resources.

21y AG Order 2954-2008 addresses the FBI's authority 1o assist federal. state, local and toreign law entorcement
agencies only. Other tederal law permits the [‘Bl to conduct or assist in investigations in Indian Country. See 18
U.S.C. § 1152 (Assimilative Crimes Act) and § 1153 (Major Crimes Acth fislian Ot Podioy Gudde $85210¢,.
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(U} As specilied below, FBIHQ senior executive officials and/or officials of the DOJ must
approve a request for FBI technical assistance that involves:

A)I(U) I IJ

B) (U)] ]

O ()] |

D) (U} Assistance to foreign law enforcement agencies (See Section 12.4.2.4 helow).

(U Thc| |Dr0vidcs add, g
details specifying the procedures and approval process that must be followed when the

(U3 For technical assistance to forcign law enforcement agencies sce Section 12.4.2.4 and the

12.4.2.3 {U} TECHNICAL ASSISTANCE TO FEDERAL, STATE, LOCAL AND TRIBAL
(DOMESTIC) AGENCIES INVOLVING EQUIPMENT OR TECHNOLOGIES OTHER
THAN ELECTRONIC SURVEILLANCE EQUIPMENT

(U} There are limited other situations in which, i the absence of a federal nexus, a domestic
law enlorcement agency may seek technical assistance through the short term loan of
cquipment from the FBI. If there 1s an applicable PG or Policy Directive, the policy and
Weupons and Tactioy Policy Guide, §44F4). 1f no PG or Policy Directive governs the
particular equipment sought to be borrowed and 1l the loan of the equipment does not
nccessarily also entail the Ioan of personnel to use or operate the equipment, then the
ADIC/SAC of the ficld office must approve the loan of the equipment in accordance with the
[ollowing policy and procedures. Il the loan ol the equipment necessarily entails the loan of
FBI employees. the policies governing expert assistance set forth above must also be
followed.

(U} Any loan of equipment must be documented through a written agreement between the
ADIC/SAC and the head of the borrowing law enforcement agency or his/her designee. At a
minimum, the agreement must provide that the borrowing law enforcement agency will
reimburse the FBI sheuld the equipment be lost or damaged and that the borrewing law
enforcement agency will promptly retum the equipment when asked te do so by the EBL I
due 1o the exigency of the situation there is not time for the request to be submitted in writing,
the request may be made orally but must be followed by a written agreement as soon as
practicable. but not more than five (5) business days [ellowing the loan.

(U} In considering whether to lend the equipment to the federal, state. local and tribal law
enforcement agency. the ADIC/SAC must take inte account the lollowing:
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A) (1) The purpose for which the equipment is being requested and how the equipment will be
used to advance that objective;

B) () The likelihood that the eqnipment will be damaged by the requested use;

C) (U) The likelihood that the field office will need the equipment during the proposed loan
period; and

) (1) Whether the borrowing law enforcement agency has previously violated the terms of any

loan of equipment or damaged any equipment previously lent by the FBL

(U} For !CCIE?IC? assistance to forcign law enforcement agencies see Section 12.4.2.4 below

and the b7E

12.42.4 {U) TECHNICAL ASSISTANCE TO FOREIGN AGENCIES

[2.4.24.1 (UYAUTHORITIES

A} (U//POHO) The AGG-Dom, Part 111.D.4 authorizes the FBI to provide other technical
assistance to forcign governments to the extent not otherwise prohibited by law.

B) (U//FOBE) AG Order 2554-2008 authorizes the FBI to provide technical assistance to forcign
national security and law enforcement agencies cooperating with the FBI in the execution of
the FBI's counterterrorisn and counterintelligence duties and to forcign law enforecment
agencics to assist such agencies in the lawful exccution of their authorized functions. Requests
under this section for techniczl assistance with respect to electronic surveillance and other
OTD technologics are to be handled pursuant to the #7APG.

124242 (U)APPROVAL REQUIREMENTS

(U//FEBQ) Approvals of rec? uests for| hre to be

handled pursuant to the

12.4.24.3 (U) NOTICE REQUIREMENTS

A) (U/FOER) General: Notice must be provided for the investigative activity or investigative
method as specified in the DIOG, and applicable MOU/MOASs and/or treatics.

B) (UAEI0) Sensitive Investigative Matters (SIM): In addition to the above-required
approvals. any investigative technical assistance to the agencies listed in this section involving
a SIM requires approval by the SAC (HQ assistance requires SC approval) with notification to
the appropriatc FBIHQ operational unit and section and appropriatc OTD section by EC as
soon as practicable, but no later than 15 calendar days after the initiation of the assistance. The
appropriatc FBIHQ opcrational unit must provide notice to the DOJ Criminal Division or
NSD as soon as practicable, but not later than 30 calendar days after the initiation of any
assistance involving a SIM.

C) (U//POYR) Classified Appendix: Sec LM Apneiwiiy - {husified Provisions for
additional notice reguirements.

[2.4.24.4 (U)Y DOCUMENTATION REQUIREMENTS

(U/FOE8) All technical assistance rendered must be documented in the appropriate
I tase classification file. and completed in
accordance with standards and requircments sct out in the

12-19

UNCLASSIFIED - TOR GFFHCIAETTSEOMNEY Version Dated:
March 3, 2016



UNCLASSIFIED - FOR ORRICTAT HSE-ONEY
Domestic Investigations and Operations Guide §12

12.5 {U) DOCUMENTATION REQUIREMENTS FOR INVESTIGATIVE ASSISTANCE
TO OTHER AGENCIES

12.5.1 (U) DOCUMENTATION REQUIREMENTS IN GENERAL

(U b7E

(U/FeEO-When an FD-999 is used to document the “dissemination” of information to another
agency, it is understood that “assistance” was provided to said agency and a separate FD-999
does not have to be completed to document the assistance (o that agency (domestic or [oreign).

12.5.2 (U) DOCUMENTATION REQUIREMENTS FOR INVESTIGATIVE ASSISTANCE
(INCLUDING EXPERT ASSISTANCE) TO OTHER AGENCIES (DOMESTIC OR
FOREIGN)

(U//POYQ) Mandatory use of the FD-999: The FD-999 must be used when providing

b7E

A) (U)
B) (U)
) (U)
D) ()
(U//POEQ)

(U/EQUO)
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12.5.3 (U) DOCUMENTATION REQUIREMENTS FOR TECHNICAL ASSISTANCE TO
OTHER AGENCIES (DOMESTIC OR FOREIGN)

(U/EOH6-The FBI Domestic Technical Assistance PG and Ihcl |

[ |provide guidance and standardized sample templates and certification documents
to assist employees on the procedures for providing assistance to domestic and forcign agencices.
The Domestic Police Cooperation — Technical Assisiance (343V) case c¢lassification and the

[ | case classification were created (o
maintain technical assistance documentation. Additionally, technical assistance program
management related centrol [files may be used in certain circumstances.

12.6 {(U) DISSEMINATION OF INFORMATION TO OTHER AGENCIES —
DOCUMENTATION REQUIREMENTS

(U/FOHO) Dissemination of investigative or intelligence information to other agencies must be
consisient with Director of National Intelligence directives, the AGG-Dom. DIOG Section 14,
FBI Forcign Disscmination Manual. the Privacy Act of 1974, and any applicable MOU/MOA.
law. treaty or other policy.

(U/A0Y0) Classificd information may only be disseminated pursuant to applicable federal law,
Presidential directive, Attorney General policy and FBI policy.

(U} The Privacy Act mandates specific documentation of any dissemination of information to an

agency outside the DOJ involving a U.S. Citizen or alien lawfully admitted for permanent
residence. L.e.. a U.S. person {(USPER).

(U//FSR) Dissemination of information to foreign agencics must be in accordance with the
FBI Foreign Dissemination Manual, dated May 23, 2008, or as revised.
(U//FE©» Mandatory use of the FD-999: The FD-999 must be used to document the
dissemination of all unclassified or classified {(up to Secret level) information to:

A) (L) USIC Agencies;

B) (L) United States Federal Agencies - when the disseminated information is related to their
respective responsibilities;

C) (L) State, Local. or Tribal Agencies - when the disseminated information is related to their
respective responsibilities; or
D) (U) Forcign Agencics.
(U/MPSY0) Note: Dissemination of Top Secret or higher classified information must be

documented in the appropriate classilied file or the Sensitive Compartmented Information
Operaticnal Network (SCION).

(U/FeH0) Optional use of the FD-999: The FD-999 1s permitted, but is not required to be
used, for the dissemination ol information 1f:

A) (U/=UQ) the information disseminated is being furnished to an agency within the DOJ with
which the FBI is working a joint investigation; or

B) (U/6H8) the information is disseminated with a document intended for dissemination such
as an lIR, or through another FBI document, such as an official letter, that is maintained in an
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approved database that permits the prompt retrieval information in accordance with DIOG
Section 12.7.1 helow. For example) I b7E

12.7  (U) RECORDS RETENTION REQUIREMENTS
12.7.1 (U) SERIALIZING THE FD-999 rOR DISSEMINATION OF INFORMATION

(U/FOE6) When using the FD-999 to document the dissemination of information pursuant to
section 12.6, the FD-999 must be sertalized in the [ile from which the information was
disseminated, which may be:

A) (U) an Assessment file;
BY (1) a zero sub-assessment file;
C) (U) a Predicated Investigation file;

D) (U) a domestic police cooperation file — 343 Classification (the new 343 file classification
system replaces the former 62 classification) as described below;

E) (U) a foreign police cooperation file — 163 Classification {the revised 163 file classification
system) as described below;

Ey (1) a zero classification file;
() () an unaddressed work file; or

H) (U) a control file using a unique file number created by the field office. LEGAT, or FBIHQ
division to document the dissemination of information.

(U/POB63-These records will assume the NARA approved retention periods approved for the
file classification in which they are mamntained.
12.7.2  (U) SERIALIZING THE FD-999 FOR INVESTIGATIVE ASSISTANCE

(U//FOH6) The AGG-DOM, Part I11.E.3¢ mandates the FBI to maintain a database or records
system to document assistance it provides to other agencies for the prompt retrieval of:

A) (1) the status of the assistance activity {opened or closed);
B) (L) the dates of opening and closing; and
C) (U) the basis for the activity.

(U/ARQLLQ) When using the FD-999 to document investigative assistance 10 other agencies
pursuant to section 12.5, the FD-999 must be scrialized to the appropriate file, which may be:

A) (U) an Assessment file;
B) (U) a Predicated Investigation file;

C) (L) a domestic police cooperation file — 343 Classification (the new 343 file classification
system replaces the former 62 classification) as deseribed below;

D) (U) a foreign police cooperation file — 163 Classification {the revised 163 file classification
system) as described below;
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E) (1) a control file using a unique file number created by the field office. LEGAT, or FBIHQ
division to document investigative assistance to another agency.

(U//Fe0) These records will assume the NARA approved retention periods approved for the
file classification in which they are mamntained.

12.7.3  (U) REQUEST FOR FD-999 EXEMPTION

(U//FeF) FBI cntitics/programs may submit to the Internal Policy Office (IPO), Director’s
Office. a written request for an exemption o the mandatory FD-999 requirements contained in
DIOG Section 12 provided the entity/program maintains a similar database to permit the prompt
retricval of the information required above. The IPO. in conjunction with personnel from the
Office of Integrity and Compliance (OIC) and the OGC, will evaluate the exemption request 1o
determine database compliance with the AGG-Dem. The IPO will approve or deny the

12.7.4 (U/ABEOY 343 FiLE CLASSIFICATION - DOMESTIC POLICE
COOPERATION FILES
(UMFOH6s The former 62 file classification may ne longer be utilized o document domestic
police cooperation. The new 343 file classification system with alpha-designators must be
utilized to document domestic police cooperation matters.
12.7.5 (U/FOUQ) 163 FILE CLASSIFICATION — FOREIGN POLICE COOPERATION
FILES

(U//F696) The 163 file classification was revised with “new” alpha-designators. The 163 file
classification system must be utilized to document [oreign police cooperation matiers.

12-23

UNCLASSIFIED — FeROFHEAETSEONEY Version Dated:
March 3, 2016



UNCLASSIFIED - FOR CFFICTAL USE ONLY
Domestic Investigations and Operations Guide

This Page is Intentionally Blank.

UNCLASSIFIED — FOROBHRICALUSE-OMY-



ALL INZORMATION CQOWTAIMEL
JEREIN IS MICLASSITIED

DATE d5-09-2012 EBY ‘I-ISICG
UNCLASSIFIED - FOROFRICIAEHSE-ONEY
Domestic Investigations and Operations Guide §13

13 (U) EXTRATERRITORIAL PROVISIONS
13.1  {(U) OVERVIEW

(U/ASH9) The FBI may conduct investigations abroad. participate with foreign officials in
investigations abroad. or otherwise conduct activities outside the United States. The guidelines
for conducting invcs[igativc activitics outside of the United States arc currently contained in:

7 ) LI T .. AT ieraden et TR ST Y e e namiad
Hovirey Geperl s Condelines for bxrraicrriional PRI OGoernnons and O rimiag

R i O ,-...--\/ W 3002 - oty
B) (U) fhe ditonev General s Gridelines 7')' R Novong! Seonriiv fr sveyiivatlons cid oreion

figedlivence Cotieerion t(NSIG Furt } NN

C) (W) The Antprney Generad Guidelings on the Developoent gid Greraiion of F5L Crinnngl

4

Iufermuons cond Cooperathve Witnesses in Extragereiiorial Jurisdictions:

D) (U) Fhe Attorney General Procedure oy Repnutine and Use of fifnseation Concerning
darious of Lo and Awitbiorization jor Pasticipasion m Otherwise Hleea! Avtiviny in FBS
Foredea buellipence, (muf?.wuﬁu”uw:w or hdesnanonal Terroricg fatellicene

Frvestivations {Auenst B, 19885 and

EY (U) Mamorandion nf Lindersiandiog Concerinng Cverseas pud Domesrie Acivities of the
Central fnelliponce Apeney gad the Federad Buregu of Broestication {20035,

(UHFETO) Collectively, these guidelines and procedures arc referred to in the DIOG as the
Extraterritorial Guidelines.

13.2 (U)PURPOSE AND SCOPE

(U/ASH0O) As a general rule, the Extraterritorial Guidelines apply when FBI personnel or
conlidential human sources (CHS) are actively engaged in investigative activity outside the
borders of the United States] ]

A) (Urao] |
L |

B) (U/Feua] |
[ ]

C) (U/Fote| |
L1

D) (U/rroto
E) (U//Febo
B (Uirrete
G) (U/FEHO
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I [
D (Ui | b7E
I
D (U/EQHOH I b7E

(U//F680) FBI personnel planning to engage in any of the investigative activities described in
the subsection above must obtain the concurrence of the appropriate Legal Attaché (LEGAT)
and must comply with the remaining procedural requirement of the Extraterritorial Guidelines,
which may be found in the classified provisions in DIOG Appendix G.

13.3  {U)JOINT VENTURE DOCTRINE

(U/EQY0) The “joint venture” doctrine provides that in certain circumstances, Fourth or Fifth
Amendment rights may attach and evidence seized overscas. including statements of a defendant.
may be subject (o suppression if the foreign law enforcement officers did not comply with U.S.
law. A determination that a “joint venture” exists requires a finding of “active” or “substantial”
invelvement by U.S. agents in the foreign law enforcement activity. Because the determination
will be fact specific and very few cases illuminate what constitutes “active” or “substantial”

134 (U) LEGAL ATTACHE PROGRAM

(U/ASH03 The foundation of the FBI's international program is the LEGAT. Each LEGAT is
the Director’s personal representative in the foreign countries in which he/she resides or has
regional responsibilitics. The LEGAT’s job is to respond to the FBI's domestic and
cxtraterritorial investigative needs. LEGATSs can accomplish this mission because they have
developed partnerships and fostered cooperation with their foreign counterparts on every level
and are [amiliar with local investigative rules. protocols, and practices which differ [rom country
to country. For additional information consult the FBIHQ 3D Intranct sitc.
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14 (U) RETENTION AND SHARING OF INFORMATION

14.1  (U) PURPOSE AND SCOPE

(U/ABYH0) Every FBI component is responsible [or the creation and maintenance of authentic,
rcliable. and trustworthy records. Without complete and accessible records, the FBI cannot
conduct investigations. gather and analyze intelligence, assist with the prosccution of criminals.
or perform any of its ¢ritical missions effectively.
(U/fFO0) The FBI is committed 1o ensuring that its records management program
accomplishes the following goals:

A) (U//FeH6) Facilitates the documentation of official decisions. policies. activities. and

transactions;

B) (U/E6y-Facilitates the timely retrieval of needed information;

C) (U/FeHQ) Ensures continuity of FBI business;

D) (U//F6363 Controls the creation and growth of FBI records;

E) (U/FOHE) Reduces operating costs by managing records according to FBI business needs
and by disposing of unneeded records in 4 timely manner;

BY (U//POHE Improves efficienicy and productivity through effective records storage and
retricval methods;

G) (U//FOBE) Ensurcs compliance with applicable laws and regulations;
H) (U/POH6) Safcguards the FBI's mission-critical information;
D) (U/FSUQD) Preserves the FBI's corporate memory and history: and

I} (U/FEe8) Implements records management technologies to support all of the goals listed
above.

14.2  (U) THE FBI'S RECORDS RETENTION PLAN, AND DOCUMENTATION

(U/A6H0) The FBI must retain records relating 1o investigative activities according to the FBI's

records retention plan which has been approved by the National Archives and Records
Administration (NARA). (AGG-Dom. Part VLA.1)

(U//Eee5 The FBI's records retention plan provides specilic instructions about the length of
time that records must be maintained. In some instances, records may be destroyed alter a
prescribed period of time has clapsed. Other records are never destroyed and are transferred to
NARA a certain number of years after an investigation is closed. The Records Management
Division has the responsibility for the disposition of the FBI’s investigative records. All
disposition related questions should be directed to RMD via email at HQ_DIVI17_RDU.

14.2.1 (U) DATABASE OR RECORDS SYSTEM

(U/AEH) The FBI must maintain a database or records system that permits, with respect to
cach Predicated Investigation. the prompt retrieval of the status ol the investigation {(open or
closed). the dates of opening and closing. and the basis for the investigation. {AGG-Dom. Part
VI.A.2)
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(U//FeH8) The FBI's official File Classification System covers records related to all
mnvestigative and intelligence collection activities, including Assessments. Records must be
maintained i r other destgnated systems of records. which provides the required
maintenance and retricval functionality.

14.2.2 (U) RECORDS MANAGEMENT DIVISION DISPOSITION PLAN AND
RETENTION SCHEDULES

(U/AOE0) All investigative records, whether from Asscssments or Predicated Investigations,
must be retained it accordance with the Records Management Division Disposition Plan and
Retention Schedules (Sce the Revards Management Policy Guide, 076980, No records,
including those gencrated during Assessments, may be destroyed or expunged carlier than the
destruction schedule without written approval from NARA, except in “expungement”
circumstances as [urther described in RMD policy. Records, including those generated during
Asscssments, may not be retained longer than the destruction schedule unless otherwise directed
by RMD to include, “legal hold” circumstances as described in the Legai Hold Policy Direvtive,

schedule. they should contact RMD for [urther guidance.
14.3  {U) INFORMATION SHARING

(U/FOHO) The National Sirategy for information Sharing and Safcpuarding (NISS) provides
the common vision., goals, and framework needed (o guide information sharing mitiatives with
our federal. state, local, and tribal agency partners. [oreign government counterparts. and private
scctor stake holders. The FBI NISS addresses the cultural and technological changes required to
movc the FBI to “a responsibility to provide” culture,

14.3.1 (U) PERMISSIVE SHARING

(U//BSAQ) Consistent with the Privacy Act. FBI policy, and any other applicable laws and
memoranda of understanding or agreement with other agencies concerning the dissemination of
information, the FBI may disseminate information obtained or produced through activities under
the AGG-Dom:

A) (U/EQUE) Within the FBI and to all other components of the DOJ if the recipients need the
mformation in the performance of their official duties.

B) (U/FOBE) To other federal agencies if disclosure is compatible with the purpose for which
the information was collected and it is related to their responsibilities. In relation to other
USIC agencies. the determination whether the information is related to the recipient
responsibilities may be left to the recipient.

C) (U/iEee) To state. local. or Indian tribal agencies directly engaged in the criminal justice
process when access is directly related to a law enforcement function of the recipient agency.

D) (U//FOH) To Congress or to congressional committees in coordination with the FBI Office
of Congressional Affairs (OCA) and the DOJ Office of Legislative Affairs.

E)} (U/EeHa) To foreign agencies if the FBI determines that the information is related to their
responsibilitics; the dissemination is consistent with the interests of the United States
(including national security interests); consideration has been given to the effect on any
identitiable USPER; and disclosure is compatible with the purpose for which the information
was collected.
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Fy (U/AeHQY If the information is publicly available. does not identify USPERs, or is
disseminated with the consent of the person whom it concems.

G) (U/FaQ) If the dissemination is necessary to protect the safety or security of persons or
property, to protect against or prevent a crime or threat to the national sceurity, or to obtain
imformation for the conduct of an authorized FBI investigation.

H) (U/FOHS6) If disscmination of the information is otherwisc permitted by the Privacy Act (5
U.S.C.§ 5522) (AGG-Dom, Part VILB.1)

(U/AFEH0) All FBI information sharing activities under this section shall be done in accordance
with the £8{ fsformation Sharing Activifics with Oher Governnguant Avencies Polioy Directive,
G213 and the Proiegiing Privaey i the Inforawdion Sharing Envivomment Policy Direciive,

{19513, and any amendments thereto and applicable succeeding policy directives.

14.3.2 (U} REQUIRED SHARING

(U//FOYO) The FBI must share and disseminate information as required by law and applicable
policy. Working through the supervisory chain and other appropriate entitics, FBI employees
must ensure compliance with statutes, including the Privacy Act treaties. Executive Orders.
Presidential directives, National Security Council (NSC) directives. Homeland Security Council
(HSC) directives, Director of National Intelligence directives, Attorney General-approved
policics. and MOUs or MOAs.

14.4  (U) INFORMATION RELATED TO CRIMINAL MATTERS
14.4.1 (U) COORDINATING WITH PROSECUTORS

(U//FOHE) In an investigation relating to possible criminal activity in violation of [ederal law,
the FBI employce conducting the investigation must maintain periodic written or oral contact
with the appropriate federal prosecutor, as circumstances warrant and as requested by the
prosccutor. When. during such an investigation. a matter appears arguably to warrant
prosccution. the FBI employee must present the relevant [acts to the appropriate [ederal
prosccutor. Information on investigations that have been closed must be available on request 1o a
United States Attorney (USA) or his or her designee or an appropriate DOJ official. (AGG-Dom.
Part V1.C)

14.4.2 (U) CRIMINAL MATTERS OUTSIDE FBI JURISDICTION

(U/FOTO) When credible information is received by an FBI employee concerning serious
criminal activity not within the FBI's investigative jurisdiction, the FBI employee must promptly
transmit the mnfermation or refer the complainant to a law enlorcement agency having
jurisdiction. except when disclosure would jeopardize an ongeing investigation. endanger the
safety of an individual. disclose the identity of a CHS. interfere with the coeperation of a CHS,
or reveal legally privileged informaton. Il full disclosure 1s not made [or any ol the reasens
indicated. then, whenever [easible. the FBI employee must make at least limited disclosure 1o a
law enforcement agency or agencics having jurisdiction. and full disclosure must be made as
soon as the need for restricting disclosure is no longer present. Where full disclosure s not made
o the appropriate law enforcerment agencies within 180 days. the FBI employee/[ield oflice must
promptly notify FBIHQ in writing of the lacts and circumstances concerning the criminal
activity. The FBI must make periodic reports to the Deputy Attorney General of such non-
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disclosures and incomplete disclosures, in a form suitable to protect the identity of a CHS.
{AGG-Dom. Part VI.C)

14.4.3  (U) REPORTING CRIMINAL ACTIVITY OF AN FBI EMPLOYEE OR CHS

(U//4eH0) When it appears that an FBI employee has engaged in eriminal activily in the course
of an Investigation, the FBI must notily the USAO or an appropriate DOJ division. When 1t
appears that a CHS has engaged in criminal activity in the course of an investigation. the FBI
activity by any other person appears in the course of an investigation. the FBI may open an
mvestigation of the criminal activity if warranted. and must proceed as provided 1n Sectionl4.4.1
and 14.4.2 above. {AGG-Dom. Part VI.C.3)

(U//BOTO) The reporting requirements under this paragraph relating to criminal activity by an
FBI employee or a CHS do not apply to otherwise illegal activity that is autherized in conformity
with the AGG-Dom or other Attorney General guidelines or to minor traffic offenses. (AGG-
Dom, Part VI.C.3)

145 (U)INFORMATION RELATED TO NATIONAL SECURITY AND FOREIGN
INTELLIGENCE MATTERS
(U/FOTFO) All information sharing with a foreign government related to classified national

security and foreign intelligence must be done in accordance with the unclassified, law
cnforcement sensitive and classified foreign dissemination policics, | |

nd eflective policies governing MOUS.

(U/FEH6) The general principle rellected mn current law and policy 1s that there 1s a
responsibility (o provide inlformation as consistently and {ully as possible to agencies with
rclevant responsibilities to protect the United States and its people from terrorism and other
threats to the national sccurity. except as limited by specific constraints on such sharing. Sce
Ior guidance on providing state, local, tribal or private seclor partners emergency or term acccssl
to classified information.

(U//F6H0) The FBI’s responsibility in this area includes carrying out the requirements of the
MOU Between the Intelligence Community, Federal Law Enforcement Agencies, and the
Department of Homeland Sccurity Concerning Information Sharing (March 4, 2003), or any
successor memorandum of understanding or agreement. Specilic requirements also exist for
internal coordination and consultation with other DOJ components. and [or sharing national
security and foreign intelligence information with White House agencics. as provided below.
{AGG-Dom, Part VI.D)

14.5.1 (U) DEPARTMENT OF JUSTICE

(U/ASH6) The DOJ National Sccurity Division {NSD} must have access to all information
obtaincd by the FBI through activitics relating to threats 1o the national sccurity or foreign
intelligence. The Director of the FBI and the Assistant Attorney General [or NSD must consult
concerning these activities whenever requested by either of them. and the FBI must provide such
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reports and information concerning these activities as the Assistant Attorney General for NSD
may request. In addition o any reports or information the Assistant Attorney General for NSD
may specially request under this subparagraph. the FBI must provide annual reports to the NSD
concerning its foreign intelligence collection program, including information concerning the
scope and nature of loreign intelligence collection activities in each FBI field office. (AGG-
Dom, Part VL.D.1)

(U/AeH6) The FBI must keep the NSD apprised ol all information obtained through activitics
under the AGG-Dom that is necessary to the ability of the United States 1o investigate or protect
against threats to the national security; this should be accomplished with regular consultations
between the FBI and the NSD to exchange advice and information relevant to addressing such
threats through criminal prosecution or other means. (AGG-Dom, Part VI.D.1)

(U/FEOHQ) Except for counterintelligence investigations, a relevant USAO must have access 1o
and must receive information [rom the EBI relating to threats to the national security. and may
engage in consultations with the FBI relating o such threats, to the same extent as the NSD. The
relevant USAQ must receive such access and information from the FBI ficld effices. (AGG-
Dom. Part VI.D. 1)

(U/BSHO) In a counterintelligence investigation — i.c.. an investigation of cspionage or other
intelligence activities. sabotage. or assassination. conducted by, for, or on behalf of forcign
powers, organizations. or persons [AGG-Dom. Part VII.S.2]- the FBI may only provide
information to and consult with a relevant USAQ il authorized o do se by the NSD. Until the
policies required by AGG-Dom, Part VI.D.1.d arc promulgated. the FBI may consult frecly with
the USAO concerning investigations within the scope of this subparagraph during an emergency,
so long as the NSD 1s notilied of such consultation as soon as practicable after the consultation.
(AGG-Dom. Part VL.D.1).

(U/PFOHE) Information shared with a USAQO pursuant to DIOG Section 14.5 (National Security)
must be disclosed only to the USA or any AUSA designated by the USA as points of contact to
receive such information. The USA and designated AUSA must have an appropriate sccurity
clearance and must receive training in the handling of classified information and information
derived [rom FISA, including training concerning the secure handling and storage ol such
information and fraining concerning requirements and [imitations relating to the use. retention.
and dissemination of such information. (AGG-Dom, Part VI.D.1)

(U/AEHG) The disclosure and sharing of information by the FBI under this paragraph is subject
to any limitations required in orders issued by the FISC, controls imposed by the originators of
sensitive material, and restrictions established by the Attorney General or the Deputy Attorney
General in particular investigations. The disclosure and sharing of information by the FBI under
this paragraph that may disclose the identity of a CHS 1s governed by the relevant provisions of
the AGG-CHS. (AGG-Dom. Part VI.D.1}

14.5.2 (U) THE WHITE HOUSE

(U/PEHQ) In order to carry cut their responsibilities, the President, the Vice President. the
Assistant to the President for National Sccurity Affairs, the Assistant to the President for
Homeland Sccurity Affairs, the NSC and 1ts staff, the HSC and its staff, and other White House
officials and offices require information [rom all federal agencies. mcluding foreign mtelligence,
and information relating (o international terrerism and other threats 1o the national security.
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Accordingly. the FBI may disseminate to the White House [oreign intelligence and national
security information obtained through activities under the AGG-Dom, subject 1o the [ollowing
standards and procedures.

14.5.2.1 (U} REQUESTS SENT THROLGH NSC or HSC

(U//FOEE) The White House must request such information through the NSC staff or HSC
stall including, but not limited to. the NSC Legal and Intelligence Directorates and Olffice of
Combating Terrorism, or through the President’s Intelligence Advisory Board or the Counsel
to the President. (AGG-Dom. Part VI.D.2.a)

(U//EQHQ) Il the White House sends a request [or such information to the EBI without first
sending the request through the entities described above. the request must be returned to the
White House for resubmission.

14522 {U} APPROVAL BY THE ATTORNEY GENERAL

(U/FeHEQ) Compromusing mnformation concerning domestic officials or domestic political
organizations. or information concerning activities ol USPERS intended to affect the political
process in the United States, may be disseminated to the White House only with the approval
of the Attorney General. based on a deterimination that such dissemination is needed for
forcign intelligence purposes, for the purpose of protecting against international terrorism or
other threats to the natienal security. or for the conduct of loreign aflairs. Such approval is not
required. however, for disscmination to the Whitc Housc of information concerning cfforts of
foreign intelligence services to penctrate the White House or concerning contacts by White
House personnel with foreign intelligence service personnel. (AGG-Dom, Part VI.D.2.b)

14.5.2.3 {(U) INFORMATION SUITABLE FOR DISSEMINATION
(U//FEOEE) Examples of the type of mformation that is suitable for dissemination 1o the
White House on a routine basis includes. but is not limited to (AGG-Dom, Part VI.D.2.c):
A) (U/AUQY Information concerning international terrorism;

B) (U/FOUTO) Information concerning activitics of foreign intelligence services in the United
States;

C) (U/FeP8) Information indicative of imminent hostilities involving any foreign power;
D) (U//FOTT] Information concerning potential cyber threats to the United States or its allies;

E) (U/HEEW8) Information indicative of policy positions adopted by foreign officials.
governments, or powers. or their reactions to United States foreign policy initiatives;

F) (U//FOY6) Information relating to possible changes in leadership positions of foreign
governments, parties. factions. or powers;

G) (U/FeHE Information conceming foreign economic or foreign political matters that might
have national security ramifications; and

H) (U/FOUO) Information set forth in regularly published national intelligence requirements.
14.52.4 (U) NOTIFICATION OF COMMUNICATIONS

(U/FEHy Communications by the FBI to the White House that relate to a national security
matter and concern a litigation issue for a specific pending investigation must be made known
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1o the Office of the Attorney General. the Office of the Deputy Atterney General. or the
Office of the Associate Attorney General. White House policy may limit or prescribe the
White House personnel who may request information concerning such issues from the FBL
{AGG-Dom Part VILD.2.d}

14.5.2.5 (U} DISSEMINATION OF INFORMATION RELATING TO BACKGROUND
INVESTIGATIONS

(U/FOHO) The limitations on dissemination of information by the FBI to the White House
under the AGG-Dom do not apply 1o dissemination to the White House ol information
acquired in the course of an FBI investigation requested by the White House into the
background of a potential employee or appointce. or responses to requests from the White
House under E.O. 10450 relating to securily requirements for government employment.
{(AGG-Dom. Part VL.D.2.¢)

1453 (U) CONGRESS

(U//FOP63 FBI cmployces must work through supervisors and the FBI OCA to keep the
Congressional intelligence committees fully and currently informed of the FBI's intelligence
activities as required by the National Security Act of 1947, as amended. Advice on what
activities fall within the scope of required congressienal notification can be obtained from OCA.

Scc{ I

146 {(U) SPECIAL STATUTORY REQUIREMENTS

(U) Information acquired under the FISA may be subject to thq |
| land other requirements specificd in that Act. {AGG-Dom,
Part VI.D.3.a)

{U) Information obtained through the use of National Sccurity Letters {(NSLs) under 15 U.S.C. §
1681v (full credit reports) may be disseminated in conformity with the gencral standards of
AGG-Dom. Part VL. and DIOG Section 18.6.6.6.1.8. Inlormation obtained through the use of
NSLs under other statutes may be disseminated in conformity with the general standards of the
AGG-Dom, Part VI, subject to any specific limitations in the governing statutory provisions {(scc
DIOG Scction 18): 12 U.S.C. § 3414(a)}(5¥B); 15 U.S.C. § 1681u(f); 18 U.S.C. § 2709(d); 50
U.S.C. § 3162(¢c). (AGG-Dom, Part VI.D.3.b)

(U) Federal Rule of Criminal Procedure (FRCP) 6(e) generally prohibits disclosing “matters
occurring before the grand jury” (sometimes referred to as “core grand jury material”™).
Unfortunately, there 18 no uniform definition ol matters occurring beflore the grand jury
applicable to all FBI employces, in all ficld offices. Generally, information developed or
requested during a federal grand jury investigation does not automatically become a matter
occurring before the grand jury requiring adherence to FRCP 6(¢) secrecy requirements. Il an
employee is unsure whether the information constitutes a matter occurring before the federal
grand jury, he or she must consult with the AUSA or the DOJ attorney assigned to the
investigation to determine what constitutes such material in the applicable jurisdiction. Until any
question 18 resolved. FBI employees must treat all information obtained [rom a lederal grand jury
(FGJ) subpoena as a matter occurring before the federal grand jury, and therelore protected by
the special handling, nondisclosure, and secrecy rules of the FRCP 6{c).
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U] |

L |
(U) The Auorney General has also issued revised Guidelines for the Bisclosare and Use of
Grand Jury Infonnetion voader Rule 60003103 On May 15. 2008, the Deputy Attorney General
tssued a memorandum which provides amplifying guidance as to lawful use and disclosure of
6(c) information. Sce also AGG-Dom, Part V.A 8 and DIOG subsections 18.6.5.11 and 12.

147 (U) THREAT TO LIFE — DISSEMINATION OF INFORMATION

14.7.1 (U) OVERVIEW

(U/H690) The FBI has a responsibility to notify persons of threats to their life or threats that
may result in serious bedily injury and to notify other law enforcement agencics of such threats
(Extracted from RO Qffice of Investigative Policies, Resolution 20, dated 12/16/96). Depending
on the exigency of the situation. an employee. through his or her supervisor, must notily the
appropriatc operational division at FBIHQ of the existence of the threat and the plan for
notification. That plan may be followed unless advised to the contrary by FBIHQ.

14.7.2 (U/FOEH INFORMATION RECEIVED THROUGH FISA SURVEILLANCE

(U/AQH6) Il information 1s received through a FISA-authorized investigative technique
indicating a threat to lifc or sericus bodily harm within the scope of Section 14.7. the ficld office
casc agent responsible for that FISA must immediately coordinate the matter with the FBIHQ
SSA responsible for that investigation and an NSLB attormney [rom the applicable
counterintelligence or counterterrorism law unit. These individuals must consult the applicable
FISA minimization procedures, consider the operational posture of the investigation. and
collectively determine the apprepriate manner in which (o proceed. FBI executive management
may be consulted, as appropriate (¢.g., if DIDO or declassification authority is needed). The field
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oflice case agent must document the dissemination. Il the decision is made not o disseminate the
threat information, that decision must be approved by an ASAC or higher and the reasons must
be documented in the applicable investigative file.

14.7.3  (U) DISSEMINATION OF INFORMATION CONCERNING THREATS AGAINST

INTENDED VICTIMS (PERSONS)
14.7.3.1 (U} WARNING TO THE INTENDED VICTIM (PERSON)
14.7.3.1.1 (U} ExPEDITIOUS WARNINGS TO IDENTIFIABLE INTENDED VICTIMS

(U/FOTO) Except as provided below in Sections 14.7.3.1.1.1 (Exceptions) and 14.7.3.1.2
(Custody or Protectee). when an employce has information that a person who is identified or
can be identified through reasonable means (hereafter a “intended victim™) is subject to a
credible threat to his/her life or of serious bodily injury, the FBI employee must attempt
expeditiously to warn the intended victim of the nature and extent of the threat.

14.7.3.1.1.7 (I1) EXCEPTIONS TO WARNING
(U/FOEO) An cmployee is not required to warn an intended victim if
A) (U/FOBQ] | B7E

I |

B} (U/FOUO) the intended victim knows the nature and extent of the specific threat against
him/her.

14.7.3.1.1.2 (U) MEANS, MANNER, AND DOCUMENTATION OF
WARNING/NOTIFICATION OR DECISION NOT TO WARN

(U/FOO) The FBI employee. in consultation with his or her supervisor, must determine the
mcans and manner of the warning. using the methoed most likely to provide direct notice to the
mtended victim. In some cases, this may require the assistance ol a third party. The employee
must document on an FD-999 the content ol the warning, as well as when, where and by
whom it was delivered to the intended victim. The FD-399 must be placed in a zero file or 1f
investigative methods arc used, the appropriate investigative file.

(U/AFOH59) The empleyee. in consultation with his or her supervisor, may seck the assistance
of another law enforcement agency to provide the warning. If this 1s done, the employee must
document on an FD-999 that notice was provided by that law enlorcement agency, as well as
when, where and by whom (i.e.. the name of the other agency’s representative) it was
delivered. The employce must also document the other agency's agreement to provide a
timely warning. The FD-999 must be filed as specified above.

(U/AFOHO9) Whenever time and circumstances permit, an employee’s decision not to provide
a warning in these circumstances must be approved by an ASAC or higher. In all cases, the
reasons [or not providing a warning must be documented by EC or similar successor form in a
zero file or i mvestigative methods are used, the appropriate investigative [ile.

22 (u/ /roua)| b7E
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14.7.3.1.2 (U) WARNINGS WHEN INTENDED VICTIM IS INCUSTODY OR IS A
PROTECTEE

{(U/A0HQ) When an employee has information that a person described below is an intended
victim. the employce. in consultation with his or her supervisor, must expeditiously notify the
law enlorcement agency that has protective or custodial jurisdiction of the threatened person.

(U/fPOUO0) This scction applics when the intended victim is:

A) (U//FS8) a public official who, because of his/her official position, is provided a protective
detail;

BLAI/FEHEN]

L

J
C) (U/HTU0) detained or incarcerated.

(U//BOYE) This paragraph does not apply to employees serving on the security detail of the
FBI Dircctor or any other FBI protected persons when the threat is to the individual they
protect.

14.7.3.1.2.1 (1)) MEANS, MANNER, AND DOCUMENTATION OF
WARNING/NOTIFICATION

{(U//FO6 The employcee. in consultation with his or her supervisor. may determine the
means and manner ol the netification. When providing notification. the employee shall
provide as much information as possible regarding the threat and the credibility ol the
threat. The employee must document on an FD-999 what he or she informed the other
law enforcement agency. and when. where, how (c.g.. telephone call, email) and 1o whom
the notice was delivered. The FD-999 must be placed in a zero file or if investigative
methods are used. the appropriate investigative file.

14.7.3.2 {UY NOTIFICATION TO LAW ENFORCEMENT AGENCIES THAT HAVE
INVESTIGATIVE JURISDICTION

14.7.3.2.1 (U} EXPEDITIOUS NOTIFICATION
14.7.3.2.1.1 {U) THREATS TO INTENDED PERSONS

(U//BOHS) Excepl as provided in Sections 14.7.3.2.2, when an employee has
information that a person {other than a person described above in Section 14.7.3.1.2) who
is 1dentified or can be identified through reasonable means 1s subject 1o a credible threat
o his/her life or of serious bodily injury, the employee must attempt expediticusly o
nolily other law enforcement agencies that have investigative jurisdiction concerning the
threat.

14.7.3.2.1.2 () THREATS TO OCCUPIED STRUCTURES OR CONVEYANCES

(U//FOE63 When an employee has information that a structure or conveyance which can
be identified through reasonable means is the subject of a credible threat which could
cause a loss of lile or serious bodily mnjury to its occupants, the employee. in consultation
with his or her supervisor, must provide cxpeditious notification to other law enforcement
agenctes that have jurisdiction concerning the threat.
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14.7.32.2 (U) EXCEPTIONS TO NOTIFICATION

(U/AEH0) An ecmployee need not attempt to notify another law enforcement agency that has
investigative jurisdiction concerning a threat:

A) (U/Fouey)|

|
B) (U/#€10) when the other law enforcement agency knows the nature and extent of the
specific threat to the intended victim.

(U/AFOTI0) Whenever time and circumstances permit. an employee's decision not to provide
notilication to another law enforcement agency in the foregoing circumstances must be
approved by an ASAC or higher. In all cases, the reasons for an employee's decision not to
provide notification must be documented in writing in a zero file or if investigative methods
are uscd. the appropriate investigative file.

14.7.3.2.3 MEANS, MANNER, AND DOCUMENTATION OF NOTIFICATION

(U/FEE6) The employee may determine the means and manner ol the notification. The
cmployce must document in writing in the applicable investigative file the content of the
notification. and when. where, and to whom it was delivered.

14.7.4 (U//FOEE) DISSEMINATION OF INFORMATION CONCERNING THREATS,
PoOSSIBLE VIOLENCE OR DEMONSTRATIONS AGAINST FOREIGN
ESTABLISHMENTS OR OFFICIALS IN THE UNITED STATES

(U/FeH0) Il inlormation is received indicating a threat o life within the scope of Section 14.7.
or possible violence or demonstrations against foreign cstablishments or officials in the United
States, the ficld office case agent must immediately coordinate the matter with the FBIHQ SSA
responsible [or the case, who must notily the Department of State (DOS). United States Secret
Service (USSS). and any other Government agencies that may have an interest. See Section 1V
of the 1973 MU hetween the FBI and USSS, for the FBI's information sharing responsibilitics
with the USSS in such casces.

14.7.5 (U) DISSEMINATION OF INFORMATION CONCERNING THREATS AGAINST
THE PRESIDENT AND OTHER DESIGNATED OFFICIALS

(U/FEHO) The United States Secret Service (USSS) has statutory authority 1o protect or to
erngage n cerlain aclivities to protect the President and certain other persons as specified in 18
U.S.C. § 3056. An MOLU between the PRI and 1ISSS specifics the FBI information that the
USSS wants to receive in connection with its protective responsibilities.

(U//POFO) Detailed guidelines regarding threats against the President of the United States and
other USSS protectees can be found in "Presidential and Presidential Staff Assassination,
Kidnapping and Assault.” (See the
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15 (U) INTELLIGENCE ANALYSIS AND PLANNING

15.1  {U) OVERVIEW

(U/EeH63 The Attorney General’s Guidelines for Domestic FBI Operations (AGG-Dom)
provide specific guidance and authorization for intelligence analysis and planning. This authority
cnables the FBI to identify and understand trends. causes. and potential indicia of criminal
activity and other threats to the United States that would not be apparent [rom the investigation
of discrete matlers alone. By means of mntelligence analysis and planning, the FBI can more
cffectively discover criminal threats. threats to the national security. and other matters of national
intelligence interest. and can provide the critical support needed for the effective discharge of its
investigative responsibilities and other authorized activities. (AGG-Dom, Part 1V)

(U/AOTO) In carrying out its intelligence analysis and planning functions, the FBI is authorized
to draw on all law{ul sources of information. including analysis ol historical information in FBI
files (open and closed). records and database systerns, and information collected from
investigative activities perimitied without opening an Assessment sct forth in DIOG Section
5.1.1.

{(U/AOT0) Note: In the DIOG, the word “assessment” has two distinct meanings. The AGG-
Dom authorizes as an investigative activity an “Assessment,” which requires an authorized
purpose as discussed in DIOG Section 5. The United States Intelligence Community (USIC).
however, also uses the word “assessment” to describe written intelligence products, as discussed
in Section 15.6.1.2 helow.

15.2 {U) PURPOSE AND SCOPE
15.2.1 (U) FUNCTIONS AUTHORIZED

(U//FOH65 The AGG-Dom authorizes the FBI to engage in intelligence analysis and planning to
facilitate and support investigative activitics and other authorized activitics. The functions
authorized include:

A) (U/FEHE3 Development of overviews and analyses concerning threats to and vulnerabilitics
of the United States and its interests, such as domain management as rclated to the FBI's
responsibilities;

B) (UAFEH) Research and analysis to produce reports and assessments (analytical products)
concerning matters derived from or relevant to investigative activities or other authorized FBI
activitics; and

C) (U/ESHOY The operation of intelligence and information systems that facilitate and support
mvestigations and analysis throngh the compilation and analysis of data and information on an
ongoing basis. (AGG-Dom, Introduction B)

15.2.2 (U) INTEGRATION OF INTELLIGENCE ACTIVITIES

(U//EGHO3 In order to protect against national sccurity and criminal threats through intelligence-
driven operations, the FBI should integrate mntelligence activities into all investigative efforts by:
A) (U/A0H8) Systematically assessing particular geographic areas or sectors to identify
potential threats, vulnerabilities, gaps, and collection opportunitics in response to FBI

collection requirements that support the broad range of FBI responsibilities;
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B) (/A0 Proactively directing rescurces to collect against potential threats and other
matters of interest to the nation and the FBI, and developing new collection capabilities when
needed;

C) (U/FOUOContinuously validating colleetion capabilities to ensure information integrity;

D) (U/ABOYES Deliberately gathering information in responsc to articulated priority intelligence
requirements using all available collection resources, then expeditiously preparing the
collected information for analysis and dissemination and promptly disseminating it to
appropriate partners at the local, state, national and forcign level; and

E) (U/FOUT) Purposcfully evaluating the implications of collected information on current and
cmerging threat issucs.

15.2.3 (U) ANALYSIS AND PLANNING NOT REQUIRING THE QPENING OF AN
ASSESSMENT (SEE DIOG SECTION 5)

(U//FOFE) Without opening an Assessment, an FBI employee may produce written intelligence
products that include. but are not [imited to, an Intelligence Assessment {analytical product},
Intelligence Bulletin and Geospaual Intelligence (mapping) from information already within EBI
records. An FBI employce can also analyze information that is obtained pursuant to DIOG
Section 5.1.1. If the employec needs information in order to conduct desired analysis and
planning that requires the use of Assessment investigative methods beyond those permitied in
DIOG Section 5.1.1. the employee must open a Type 3 Assessment or Type 4 Assessment in
accordance with DIOG Scctions 5.6.3.3. The applicable 801H - 807H classification file (or other
80 1-scries classification file as directed in the frteilivence Frograpt Fofiov Guide (1P}
71808 must be used to document this analysis. See the 2 for ile classilication guidance.

15.3 {U) C1viL LIBERTIES AND PRIVACY

(U) The FBI must collect intelligence critical to the FBI’s ability to carry out its intelligence and
law enlorcement mission. While conducting intelligence analysis and planning. the FBI will
conduct its activities in compliance with the Constitution, federal laws, the AGG-Dom and other
relevant authoritics in order to protect civil libertics and privacy.

154 (U)LEGAL AUTHORITY

(U} The FBI 1s an intelligence agency as well as a law enlorcement agency. Accordingly. its
basic functions extend beyond limited investigations of discrete matters. and include broader
analytic and planning functions, The FBI’s responsibilities in this arca derive from various
administrative and statutory sources. See. ¢.g., (1) 28 U.S.C. §§ 532 note (incorporating P.L. 108-
458 §§ 2001-2003) and 534 note (incorporating P.L. 109-162 § 1107); and (11) E.O. 12333 §
L7(g).

(U//FOH65- The scope of autherized activities under Part I of the AGG-Dom 1$ not [imited to
“investigations” in a narrow sense, such as solving particular investigations or obtaining
cvidence for use in particular criminal prosccutions. Rather, the investigative activitics
authorized under the AGG-Dom may be properly used to provide critical information needed for
broader analytic and intelligence purposces to facilitate the solution and prevention of crime,
protect the national sccurity. and further foreign intelligence objectives. These purposes include
usc of the information in intelligence analysis and planning under AGG-Dom. Part IV, and
dissemination of the mformation to other law enforcement. USIC, and White House agencies
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under AGG-Dom. Part VI. Accordingly, information obtained at all stages ol investigative
actlivity is o be retained and disseminated for these purposes as provided in the AGG-Dom, or in
FBI policy consistent with the AGG-Dom. regardless of whether 1t furthers tnvestigative
objectives in a narrower or morc immediate sense. (AGG-Dom, Part 11)

15.5 (U)INTELLIGENCE ANALYSIS AND PLANNING — REQUIRING A TYPE 4
ASSESSMENT

(U/ROTO) If an FBI cmployec wishes to cngage in intelligence analysis and planning that
requires the collection or examination of information not available in existing FBI records or
databasc systems. or from information that cannot be obtained using the activitics authorized in
DIOG Scction 5.1.1, a Type 4 Asscssment must be opened and conducted in accordance with
DIOG Section 5.6.3.3.

156 {(U) AUTHORIZED ACTIVITIES IN INTELLIGENCE ANALYSIS AND PLANNING

{U) The FBI may engage in intelligence analysis and planning to facilitate or support
investigative activitics authorized by the AGG-Dom or other legally authorized activitics.
Activities the FBI may carry out as part of Intelligence Analysis and Planning include:

15.6.1 (U) STRATEGIC INTELLIGENCE ANALYSIS

(U/FOPOY The FBI is authorized to develop overviews and analyses of threats 1o and
vulnerabilities of the United States and its interests in areas related to the FBI's responsibilities,
mcluding domestic and international criminal threats and activities; domestic and international
activitics, circumstances. and developments affecting the national security. FBI overviews and
analyscs may cncompass present. emergent, and potential threats and vulnerabilities, their
contexts and causes, and identification and analysis ol means ol responding to them. (AGG-
Dom, Part IV}

15.6.1.1 {U) DOMAIN MANAGEMENT

(U7PFOTOT As part of Strategic Analysis Planning activitics. the FBI may collect information
in order to improve or facilitate “domain awareness” and may engage in “domain
management.” “Domain management” is the systematic process by which the FBI develops
cross-programmatic domain awareness and leverages its knowledge (o enhance its ability to:
(1) proactively identify threats. vulnerabilitics, and intelligence gaps; (i1) discover new
opportunitics for nceded intelligence collection and prosccution; and (iii) sct tripwires 10
provide advance warning of national security and criminal threats. Tripwires are described in
DIOG Section 11. Effective domain management enables the EBI to identily significant
threats, detect vulnerabilitics within its local and national domain. identify new sources and
threat indicators, and recognize new trends so that resources can be appropriately allocated at
the local level in accordance with naucnal priorities and local threats.

(U/EOHO) The field office “domain” is the territory for which a field office exercises
responsibility. also known as the [ield office’s area-of-responsibility (AOR). Domain
awareness 1s the: (1) strategic understanding of national security and criminal threats and
vulnerabilities that exist in the domain; (i1) FBI’s positioning to collect against those threats
and vulnerabilitics; and (iti) the ability to recognize intelligence gaps related to the domain.
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(U/BOTO) Through analysis of previously collected information, supplemented as necessary
by properly autherized Type 4 Assessments, domain management should be undertaken at the
local and national levels] b7E

Sce DIOG Section 11 for further discussion of

tripwires. Further guidance regarding domain management and examples of intelligence
products are contained i the FBIHGQ 1PG.

{(U/AEE) All information coliected during a Type 4 Domain Assessment must be
documented in
[ hs directed in thd

b7E

[or Predicated

Investigation must be opcncq

I |
(U//FOTO) FBIHQ DI provides specific guidance in its PG regarding. the opening,
coordination and purpose for a [1eld office and national domain Type 4 Assessments.

15.6.1.2 {(UY WRITTEN INTELLIGENCE PRODUCTS

(U/FeE3 The FBI is authorized o conduct rescarch, analyze information, and prepare
reports and intelligence asscssments {analytical written products) concerning matters relevant
to authorized FBI activitics, such as: (i) reports and intelligence assessments (analytical
product) concerning types of criminals or criminal activities; (i1} organized crime groups,
lerrorism. espicnage. or other threats (o the natonal security; (1ii) foreign intelligence matters;
or {iv) the scope and nature of criminal activity in particular geographic arcas or sectors of the
cconomy. (AGG-Dom. Part IV)

(U/FOY-Pursuant 1o Rule 16 of the Federal Rules of Criminal Procedure, 18 U.S.C.
Section 3500, and Departiment of Justice (DOJ) pelicy, written intelligence products.
mcluding classified mtelligence products, may be subject to discovery in a criminal
prosccution. if they relate to an investigation or are preduced from information gathered
during an investigation. Therefore. a copy of writlen intelligence products that arc directly
rclated to an investigation must be filed in the appropriate investigative file(s) and must
mclude appropriate classification markings.
(U/AFOE63 A sub-file named “INTELPRODS?” cxists for all investigative classifications.
and a copy of all written intelligence products described above must be placed in the
appropriate investigative classification INTELPRODS sub-file.

15.6.1.3 {UY UNITED STATES PERSON {USPER) INFORMATION
(UMRSH3 Reports, Intelligence Assessments. and other FBI intelligence preducts should not
contain USPER information. including the names of United States corporations or business
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entities. 1f the pertinent mntelligence can be conveyed in an understandable way without
including persenally 1dentilying information.

(U/FOH6T Intelligence products prepared pursuant to this Section mclude. but are not [imited
to: Domain Management, Special Events Management Threat Assessments. Intelligence
Asscssments, Intelligence Bulletins. Intelligence Information Reports. Weapens of Mass
Destruction (WMD) Scicntific and Technical Assessments, and Regional Ficld Office
Assessments.

15.6.1.4 (U} INTELLIGENCE SYSTEMS

(U/FeQ) The FBI 1s authorized o operate mielligence. 1identification, tracking. and
information systems in support of authorized investigative activities, or for such other or
additional purposcs as may be legally anthorized. such as intelligence and tracking systems
relating to terrorists, gangs. or erganized crime groups. (AGG-Dom. Part IV)

(U/FreHer bTE

(U/AREEQ) When developing a new database, the FBI Office of the General Counsel Privacy
and Civil Libertics Unit must be consulted to determine whether a Privacy Impact Assessment
(PIA) must be prepared.

15.6.1.5 (U} GEOSPATIAL INTELLIGENCE (GEOINT)

(U/FOHE) Geospatial Intelligence (GEOINT) is the exploitation and analysis of imagery and
geospatial information to describe. assess and visually depict physical [eatures and
geographically-referenced activities on the Earth. As an intelligence discipline. GEOINT in
the FBI encompasses all the activitics invelved in the collection. analysis, and exploitation of
spatial information in order to gain knowledge about the national security/criminal
environment and the visual depiction of that knowledge. GEOINT also represents a type of
information or intelligence product. namely the information and knowledge that s produced
as a result of the discipline’s activities.

(UHROEO L7E
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16 (U) UNDISCLOSED PARTICIPATION (UDP)

16.1 (U) OVERVIEW

(U//BSH6F Undisclosed participation (UDP) takes place when anyone acting on behalf of the
FBL. including but not limited to an FBI ecmploycc or confidential human source (CHS). becomes
a member or participates in the activity of an organization on behalf of the U.S. Government
(USG) without disclosing FBI affiliation to an appropriate official of the organization.

16.1.1 (U)AUTHORITIES

(U} The FBI derives its authority to engage in UDP in organizations as part of its investigative
and intelligence collection missions [rom two primary sources.

(U} First. Exceuuve Order (.03 12333 broadly establishes policy for the United States
Intelligence Community (USIC). Executive Order 12333 requires the adoption ol procedures for
undisclosed participation i organizations on behall of elements of the USIC within the United
States. Specifically, the Order provides "No one acting on behalf of elements of the Intelligence
Community may join or otherwisc participate in any organization in the United States on behalf
of any element of the Intelligence Community without first disclosing such person’s intelligence
alfiliation to appropriate officials ol the organization. except in accordance with procedures
cstablished by the head of the Intelligence Community clement concerned ... Such participation
shall be authorized only if it is essential 1o achieving lawful purposcs as determined by the
Intelligence Community element head or designee” (E.O. 12333, Section 2.9, Undisclosed
Participation in Organizations within the United States). The Order also provides, at Section 2.2,
that “[n]othing in [E.O. 12333] shall be construed to apply to or interfere with any authorized
civil or criminal law enforcement responsibility of any department or agency.”

(U} Sccond, in addition to its role as member of the USIC, the FBI is also the primary criminal
investigative agency of the federal government with authority and responsibility to investigate all
violations of federal law that are not exclusively assigned to another federal agency. This
includes the investigation of crimes involving international terrorism and espionage. As a
criminal investigative agency. the FBI has the authority to engage in UDP as part of a Predicated

(U//FOH9) The FBI’s UDP policy is designed to incorporate the FBI’s responsibilities as both a
member of the USIC and as the primary criminal investigative agency of the federal government
and, therefore. applies o all investigative and information collection activities ol the FBL It is
intended to provide uniformity and clarity so that FBI employees have one set of standards to
govern all UDP. As is the case throughout the DIOG, however. somewhat different constraints
cxistif the purpose of the activity is the collection of positive foreign intelligence that falls
outside the FBI's law enforcement authority. Those constraints are reflected where applicable
below.

16.1.2 (U) MITIGATION OF RISK
(U/FOHQY
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16.1.3  (U) SENSITIVE UDP DEFINED
(U/FOTONT
16.1.4 (U) NON-SENSITIVE UDP DEFINED
(U/reoe] |
16.1.5 (U)TypPE OF ACTIVITY
b7E

/rege)]

162 (U) PURPOSE, SCOPE, AND DEFINITIONS
16.2.1 (U) ORGANIZATION
(U/FeBQ)

16.2.2 (U) LEGITIMATE ORGANIZATION
U/roto]
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16.2.3 (U) PARTICIPATION
(wyreoen| ]
(U/FOHO) UDP may involve the following:
A) (U
B) (U/AOWQ |
O (uyresal ]

(U/FOHES) Examples of| |

A) (U/FEHE)

l 1
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(U/FeUQ] b7z

B) (U/HOTO

(U/FOUSY

16.2.3.1 (U UNDISCLOSED PARTICIPATION

(U/EOYS| b7E

16.2.3.2 (U/FOE INFLUENCING THE ACTIVITIES OF THE QORGANIZATION
(Uirevey

16.2.3.3 (U//FOBQ) INFLUENCING THE EXERCISE OF FIRST AMENDMENT RIGHTS

(U/FeQ) I

16.2.3.4 (U} APPROPRIATE OFFICIAL

(UTPOLQ) | ]

16.2.3.5 (U) UNDISCLOSED PARTICIPATION

(U//retFOy Undisclosed participation In the activity of:

16-4
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A) (U/Feue| ] b7E
|
B) (U//EQUIQL _ ]
O) (U/FeHST |
(U/Fete) |
(U/PoEey] |

16.2.3.6 {U)} ALREADY A MEMBER OF THE ORGANIZATION OR A PARTICIPANT IN ITS
ACTIVITIES

(U//Feo]

16.3 {U) REQUIREMENTS FOR APPROVAL

16.3.1 (U) GENERAL REQUIREMENTS

(U/FeEe)

| b7E

16.3.1.1 {UY UNDERCOVER ACTIVITY

(U//FOTO)
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16.3.1.2 {U)} CONCURRENT APPROVAL
(UFeEQ)|
16.3.1.3 (U} DELEGATION AND “ACTING” STATUS
{U// By
(U/FOHQ)
16.3.1.4 {U} SPECIFIC REQUIREMENTS FOR GENERAL UNDISCLOSED PARTICIPATION
(NON-SENSITIVE UDP)
[16.3.14.1 (U/FOH6) | b7E
I
A) (U/FOHS I
B) (U/#6HO)|
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163.142  (UunFeta) | b7E

(U//Fee
A) (UdEQuon| _|

B) (U;’XFG‘U'G_"

C) (UFFOU0) b7E

D) (U/EQUO)|

16.3.1.5  (U) SPECIFIC REQUIREMENTS FOR SENSITIVE UNDISCLOSED PARTICIPATION
(SENSITIVE UDP)

163.15.1  (U/FOYE) | b7E
NN g |
B) (u/Fee] ]
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163.152  (U/FoEQ] |
(L//Eetel |
.
163.1.53 (U/FOEQ]
(U/FOHO)| |
A) (U/resQl
B) (U/AQUO]
C) (UVEDBQY
164 {(U) SUPERVISORY APPROVAL NOT REQUIRED
(U/FOBG] | b7E

A) (UJ’H*@HQJ.I_ e
- 1]

B) (U/FoHey| |
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O) (U/rerse)] |

D) (U//reoyf —

ewweyed

16.5 (U) STANDARDS FOR REVIEW AND APPROVAL
(U//FOHO)| ]

b7E

A) (Uiretal |
[

B) (U ]

C) (U/Feto

—
D) (U/FEUS) ]
By (urore] ]

e

R ]

e

A) fwaUUO“r: — ]

B) (uyrodl_ |
( Uffﬁeﬂﬁ{j ]
\/
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(U//FOEO)
16.6 {(U) REQUESTS FOR APPROVAL OF UNDISCLOSED PARTICIPATION
(U/FeUQ)| I
(Uyret0) |
A) (U//FeHen
B) (U/FOHO)
b7E

C) (U] |
Dy (UirFoaa)|
E) (U//FOon| |
F) (U/reua] N |
L |
(U/reeey[ |
2 yreue)] B
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16.7 (U) DURATION
(U//FOYRE |

16.8 (U/FOHQLSENSITIVE OPERATIONS REVIEW COMMITTEE (SORC)
16.8.1 (U/FOHQ) SORC NOTIFICATION

(U/FOTO)} As indicated above. the field office will provide notification to the SORC. through
the AD of the FBI Headquarters division with oversight responsibility for the investigation or
Assessment concerning the lollowing approved UDP:

A) (Uirreue)| |

B) (U/Foue)| |

(U//REQ) Such notifications will be received by the FBI staff supporting the SORC. The
SORC will receive reports of such UDP [rom the supporting stafl on a schedule and in a [orm to
be determined by the SORC.

16.8.2 (U/FOEG-SORC REVIEW
(U/FOHELQ) The SORC will review any proposed sensitive UDP in an organization I:

(U//peEe-For more details regarding the organization and [unctions of the SORC, see DIOG
Section 10.2 above and Section 16.9 below.

169 (U)FBIHQ APPROVAL PROCESS OF UDP REQUESTS
16.9.1 (U) SuBmitTING THE UDP REQUEST TO FBIH()
(uyFesol ]

16-11

UNCLASSIFIED — FQRGEEICIAL USE ONLY. Version Dated:

March 3, 2016

b7E

b7E



UNCLASSIFIED - FeR-oHHEAL-USEONLY
Domestic Investigations and Operations Guide 3§16

b7E

U/FOYO

169.2 (U/EQLL))

(U/FetO] |

169.3 (U/FOUO) il

m————

— o wrosel ]

A) (DI
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B) (U/FOHa] |
| |
D (uireoo)| |
2) (U/EeHO]
3) (U/FSUDH
' [
a) (UNEOBQ)] I
b) (U/FONQ] |
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16.9.4 (U/FOUO) PROCEDURES FOR APPROVING EMERGENCY UDP REQUESTS

THAT OTHERWISE REQUIRE FBIH(Q APPROVAL

(UrEaTo)

_(UffFGUQ-)

(UEIPBIHQJF
 —

16.10 (U) UDP EXAMPLES
A) (UirrOH6t

B)

(U/Peu0)

(U//FOEeH
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(U//FEH0)| |
o) (ireuQ)|
(u/reTo| l
D) (UFOHe]
Waeisis)]

E) (Us’s’F@HQ)l ,

(unrovet
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Fy (U/renay) |
(U/AEQUO)
G) (U/rerdon
(UFeney]
(U/FeH65 |
(U/FeUQ)
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H) (U//regey [
(U/FEHON
) _(UnFegel
@8 iuvinivi] I
I (UHFGH-Q_)l ’

(U//FOEE]
K) (U/FOHO] J
(U//FeU0]
L) (U/FOBQ
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(U//rea)|
M) (U/AFeEe) | l
Whseisie|
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17 (U) OTHERWISE ILLEGAL ACTIVITY (OIA)

17.1  (U) OVERVIEW

(U/FOEO) Otherwise lllegal Activity (OIA) is conduct in the course of duties by an FBI
cmployee (1o include an undercover employce (UCE)) or a confidential human source (CHS)
which constitutes a crime under local, state, or federal law if engaged in by a person acting
without authorization. Certain types ol OIA cannot be authorized. such as participation in
conduct that would constitute an unlawlul investigative technique (e.g., an 1llegal wiretap) or
participation in an act of violence. In this context. "participation in an act of violence” does not
include acts taken in sclf-defense and defense of others by the FBI employee or CHS because
such actions would not be illegal.

17.2  (U) PURPOSE AND SCOPE

(U//FeH6) The use of GIA may be approved in the course of undercover activities or operations
that involve an FBI employec or that invelve use of a CHS. When approved, OIA should be
[imited or minimized in scope (o only that which is reasonably necessary under the
circumstances including the duration and geographic arca to which approval applics. if
appropriate.

17.3  (U/FOYO) APPLICATION
(U/FOH65 OIA can be authorized lor an FBI emplovee or CHS to obtain information or
cvidence necessary for the success of an investigation under the following limited circumstances:

A) (U//FeE3 when that information or evidence is not rcasonably available without
participation in the QIA;
B) (U/F&Ee)
[ [oT

Q) (U/FOUO) when necessary to prevent serious bodily injury or death.

174 (U) LEGAL AUTHORITY

A) () The Attorney General's Guidelines for Domestic FBI Operations, Part V.C;

B) (U) The Attorney General’s Guidelines on Federal Burcau of [nvestigation Undercover
Operations, Part IV.H.

17.5 (U//FOPO3 STANDARDS AND APPROVAL REQUIREMENTS FOR OIA

17.5.1 (U) GENERAL APPROVAL REQUIREMENTS

(U/A6HQ) OIA that is not within the scope ofr |section 17.5.3, or is
not part of an approved UCO, must be approved byl

| [ See AGG-Dom Part V, Section C.3. For
pagonal sccurity related mvestigations |

s the approving component for OIA that requires approval beyond that

authorized Tor SAC aporoval. However, as authorized by |
may approve OIA in such investgations. For criminal
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mvestigations,| 1is 1lie approving component for OIA that
requires approval beyond that authorized

17.5.2 (U) OIA IN AN UNDERCOVER ACTIVITY

{(U/REH65 General: The use of the undercover method is discussed in the DIOG Section
[8.6.13. OIA 15 often proposed as part ol an undercover scenario or in making the initial
undercover contacts before the operation is approved. Specific approval for OIA must be
obtained in the context of these undercover activities or operations in addition to gencral
approval ol the scenario or the operation.

(UMPFOTO-OIA by an FBI ecmployee in an undercover operation relating to activity in vielation
of lederal criminal law that does not concern a threat to the national security or foreign
intelligence: must be approved in conformity with The Aftorney General’s Guidelines on I'BI
Undercover Operations (AGG-17C0). Approval of OIA in conformity with the AGG-UCO is
sufficient and satisfics any approval requirement that would otherwisc apply under the AGG-
Dom. Additional discussion is provided in the Undercover and Sensitive Operations Policy
Implementation Guide. A Special Agent in Charge (SAC) may approve the OIA desceribed in
subsection 17.5.3.

(UASHQ) OIA by an FBI employee in an undercover operation (UCO) relating to a threat 1o
the national security or foreign mtelligence collection must conform to the AGG-Dom and the

FBI's Narionai Secarity Undercover Onarytions Polioy CGuide (NSECOPG 330780,
17.5.3 (U/FOEIFIELD OFFICE REVIEW AND APPROVAL OF OIA FOR AN FBI
AGENT OR EMPLOYEE

(U/MPOHANn SAC may authorize the following OIA [or an FBI employee only when consistent
with other requirements of this section. the AGG-Dom. the AGG-UCO, and other FBI policy.
OIA activitics described in subscctions B. C. D, and F below, require CDC review prior to SAC
approval:
A) . } erwise illegal activity that would not be a felony under federal. state, local, or
tribal law;

B) (U/FODO) l

(U/E=euy |

.

Q) (U:’:’FO‘UG)' I

D) (U//FOH63 The payment of bribes or kickbacks™;

24 (U / /FOBEY In a controlled transaction, the item(s} will be monitored by the FBI and retained or seized at
the conclusion of the transaction.

17-2
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(U//F8H8) Note: the payment of bribes and the amount of such bribes in 2 public corruption
matter may be limited by other FBI policy (see the Public Corruption Policy Guide, C7U0Z0PE
and the Confideniiod Funding Podicy Guide, 248 BOGY;

EY (U//ESW6Y The making of false representations in concealment of personal identity or the true
ownership of & proprietary, but not including sworn testimony; and

F} (U/AeH6) Conducting a money laundering transactions[

nvolv INE an aggreyg iale

dMOUDL oL CXCeCaIng &1 million,
G) (U//ESHD) The advertising or soliciting of unlawful goods or services; and
H) (U/A6H8) Gambling activities.
(U//FOHES Howcvcr] lnay not authorize an activily thal may constitute a viclation of

[In an investigation relating to a threat tof | |
may authorizc an activity that may otherwisc violate prohibitions
off only in accordance with standards established by the Director of
the FBI and agreed (o by the Assistant Attorney General for National Security. {(See DIOG
subscction 17.5.5 for OIA rclated 1 |

l _|

(U//FeH0) The field office should notify the appropriate FBIHQ operational division and OGC
of any OIA proposed activity that in the judgment of the approving official may exposc
employces or others to significant personal safety risks. create a risk of civil liability, result in
adverse publicity, or raise any other sensitive operational concern. As a matter of FBI policy,
“judgment” means that the decision of the authorizing official is discretionary.

(U/F6H0) An SAC may not authorize a violation of export control laws or laws that concern
the prolifcration of weapons of mass destruction during an investigation relating 1o a threat to the
national security or foreign intelligence collection. See| ]

ffor additional guidance on OIA involving

Sece als(

|for additional guidance on|

2

17.5.4 (U/FOEQ) OIA BY A CONFIDENTIAL HUMAN SOURCE (CHS) APPROVAL

(U//FOTO¥F OIA by a CHS must be approved and documented in conformity with the A{G-CHS
and the FBI Confidenial Hivnan Source Polioy Guide (CHSPGL HIGP.

17.5.5 (U/EGE6 OIA RELATED Td |
INVESTIGATIONS

{(U/PEEER In accordance with Part V.C.3 of the AGG-Dom, the Director of the FBI and the
Assistant Attorney General for the NSD of the DGJ established the following policy lor FBI

25 {1J} Additional approval authority is necessary for the payment of bribes and kickbacks in undercover
operations that are considered |See] |
ﬁmd the AGG-UCO.

17-3

Version Dated:

— FOR-BHEREHSEONLY '
UNCLASSIFIED March 3, 2016

b7E

b7E

b7E



UNCLASSIFIED - FOR-SHFIETAEHSEONEY

Domestic Investigations and Operations Guide §17
employees and CHS’ concerning OIA as it relates 1 |
ﬁ] investigations (see as reference EC dated 01/16/2009, 319W-HQ-A 1487699-OGC Serial

35).

A) (U//rebe) |

B) (U//FE&T0) NSD has represented that, except in exceptional circumstances, NSD shall act
upon such an oral request within 24 hours and shall. within 72 houwrs. provide the FBI
documentation of the authorization, including any terms and conditions.

Q) (U/Fegal] J

D) (U/FOBET Except in cxceptional circumstances, any request for approval of OlA tha
| bther than those described in paragraph A. must be
made in writing to NSD.

(U/FOTO) For additional information regarding other governmental approvals that may be
required for activities that are in viclation ol federal laws and regulations overseen by lederal
agencies other than the Deparument of Justice, see section 17.10.

17.5.5.1 (U//EQH} PROCEDURES ON REQUESTS AND APPROVAL FOR OIA RELATED
To| i
(U/FOESS For requests. standards of review. and approval procedures of OlA related (o
| [see the| |

| l

(U//EQH9) Any questions about this policy or its implementation should be directed to OGC.
National Security Law Branch, Counterterrorism Law Units.

17.6  (U/FOH6} DOCUMENTATION OF REQUESTS TO ENGAGE IN OIA BY AN
FBI AGENT OR EMPLOYEE
(U/EEHE) Requests engage in OIA by an EBI Agent or Employee must be documented in an

EC and electronically placed into the appropriate
mnvestigative case lile. The request must mnclude:

A) (U//FOUTT A synopsis of the investigation to date in which the OIA is being
requested;

B} (U/AABH6+The name of the agent or employee who will engage in the OIA;
C) (U/AY83The specific proposed OIA in which the agent or employee will engage;
D) (U//F6H6 The expected duration of the OIA; and
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E) (UAEQLIQ) Explanation of the justification for the use ol GIA.
17.7  (U/FOBPO) STANDARDS FOR REVIEW AND APPROVAL OF OIA

(U/FOEO) The appropriate approving official for the particular OIA must determine that the
benelits (o engaging in the requested OlA outweigh the risks involved and are necessary o:

A) (U/FOHY To obtain information or evidence necessary for the suceess of the investigation
and not reasonably available without participation in the otherwise illegal activity;

B) (U/edy
C) (U/ELLID) To prevent death or serious bodily injury.

¢ approval of GIA must be documented in an ECI
and electronically placed into the appropriate mvestigative case file. The

approval must include:
A) {U/AA8E6) the specific OIA activities approved;
B) (U/FOTOTTthe duration of the OIA;

C) (U//FEHEY If the OIA is required to be approved byl |2 copy
of tth ]appmval letter must be electronically placed into the case
tile.

17.8  (U) OIA NOT AUTHORIZED

(U//Fe63 The following activities may not be authorized as OlA:

A) (U/FETE Directing or participating in acts of violence;
(U/FBY6s Sclf-defense and defense of others. FBI employeces are authorized to engage in
any lawful use of force, including the use of force in self-defense or defense of others in the
lawtul discharge of their duties.

B) (U/AEHEY Activities or investigative methods that cannot be authorized because they
arc prohibited by law, including activitics that would violate protected constitutional or federal
statutory rights in the absence of 2 court order or warrant such as illegal wiretaps and searches.
For example. approving & non-consensual, non-emergency wiretap without a court order;

approving the scarch of a home without a warrant or an exccption to the warrant requirement,
crLe.

179 APPROVAL AND DOCUMENTATION OF EMERGENCY OIA

(U//H0H6 Withoul prior approval, an FBI employee may engage in OIA that could be
authorized under this section only if necessary to meet an immediate threat o the safety of
persons or property or to the national sccurity. or to prevent the compromise of an investigation
or the Toss of a significant investigative opportunity. In such a situation. prior to engaging in the
OIA. every effort should be made by the EBI employee (o consult with the SAC. and by the SAC
o consult with the United States Attorney’s Office (USAO) or appropriate DOJ Division where
the authorization of that office or division would be required unless the circumstances preclude
such consultation. Circumstances in which OIA occur pursuant to this paragraph without the
authorizaton required must be reported as soon as practicable, but not more than five (5)
business days to the SAC, and by the SAC 10 FBIHQ and to the USAO or appropriate DOJ
Division within five (5) business days of being notified. For the requirements for emergency
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[

authorization of OIA inl L‘cc the] | b7E
Ior th |

17.10 OTHER GOVERNMENTAL APPROVALS

(U/H6H0) In addition Lo the approvals set forth above, additional coordination with other
federal agencics may be necessary. Extraterritorial activity may involve conduct which would be
in violation of laws and rcgulations overscen by federal agencics other than the Department of
Justice) |

[ Upon FBI request, when necessary, cach of those

agencics may issuc licenses to authorize activity that is otherwise prohibited.
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18 (U) INVESTIGATIVE METHODS
18.1 {(U) OVERVIEW

M5ICS b6
b7c

18.1.1 (U} INVESTIGATIVE METHODS LISTED BY SUB-SECTION NUMBER
(U} The lollowing investigative methoeds are listed by DIOG Sub-Section number:

________________ (U) Grand jury subpoenas — (o providers ol electronic communicalion $ervices or remote
computing scrvices for subscriber or customer information only In Type 1 & 2 Asscssments.

18.6.3 (U) Closcd-circuit television/video surveillance. direction finders. and other menitoring
devices.

18.6.4 (U) Administrative subpocnas.

18.6.12 (U) Scarches that Do Not Require a Warrant or Court Order (Trash Cover, Abandoned
Property [rom a Public Receptacle, Administrative Inventory Scarch of a Lost/Misplaced Item)
and Inventory Searches Generally
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12.7.3 (U) Electronic surveillance — FISA and FISA Title VII (acquisition of foreign intelligence
mformation).

18.1.2  (U) INVESTIGATIVE METHODS LISTED BY NAME (ALPHABETIZED)
(U} The lollowing investigative methods are listed alphabetized by DIOG name:
{U) Administrative subpocenas. (Section 18.6.4)

(U CHS usc and recruitment. (Scction (8.5.5)

(U} Electronic surveillance — FISA and FISA Tiue VII (acquisition of foreign mtelligence

information). (Section }8.7.3

1373

(U} Electronic surveillance — Title 11 (Section 12.7.2)
(U} FISA Order for business records. (Section 18.6.7)

(U) Grand jury subpocnas. (Section 18.6.3)

(U} Grand jury subpoenas —to providers ol electronic communication services or remote
computing scrvices for subscriber or customer information only in Type 1 & 2 Asscssments.

{U) Mail covers. {Scction 18.6.16)
(U) National Sccurity Letters. (Scction {8.6.6)
(U) On-line services and resources. {(Section 38.3.4)

(U} Pen registers and trap/trace devices. (Section §8.6.9)

{U) Polygraph cxaminations. {Section 18.6.11)

(U} Public informatoen. {Scction {8.5.1)

(U} Scarches — with a warrant or court order. (Scction i8.7.1)

18-2 Version Dated:

UNCLASSIFIED - FOR UFFICIAC USEONEY March 3,2016



UNCLASSIFIED - FOR GFFICTAC USEONEY
Domestic Investigations and Operations Guide §138

{U) Scarches that Do Not Require a Warrant or Court Order (Trash Cover, Abandoned Property
from a Public Receptacle, Administrative Inventory Search of a Lost/Misplaced Item) and
Inventory Scarches Generally. (Section 18.6.17

R& i3

(U} Undercover Operations. (Section }
18.1.3 (U) GENERAL OVERVIEW

(U/AOHO7T The conduct of Assessments. Predicated Investigations (Preliminary Investigations
and Full Investigations) and other activities authorized by the Attorney General’s Guidelines for
Domestic FBI Operations {AGG-Dom) may present choices between the use ol dilferent
investigative methods (formerly investigative “techniques™) that are each reasonable and
cffective based upon the circumstances of the investigation, but that are moere or less intrusive,
considering such factors as the elfect on the privacy and civil [iberties of individuals and the
potential damage to reputation. The [east infrusive method if reasonable based upon the
circumstances of the investigation is to be used in such situations. However. the choice of
methods 1s a matter of judgment. The FBI is authorized to use any lawful method consistent with
the AGG-Dom, even il intrusive. where the degree ol intrusiveness is warranted in light of the
sericusness of a eriminal or national security threat or the strength of the information mndicating
its existence, or in light of the importance of the foreign intelligence sought to the United States’
interests. (AGG-Dom, Part 1.C.2.)

(U} The availability of a particular investigative methed in a particular investigation may depend
upon the level of investigative activity {(Assessment, Preliminary Investigation. Full
Investigation. and Assistance to Other Agencies).

18.1.4 (U) CONDUCTING INVESTIGATIVE ACTIVITY IN ANOTHER FIELD OFFICE’S
AOR

{U) Investigative information that may be within another field office’s AOR can generally be
obtlained by selting an investigative lead to that field office. However, investigative
circumstances may require employees to travel to another office’s AQR to conduct investigative
activily. In such circumstances. an employee, with the approval of| land the
in the other field office, may enter that office’s AOR and
conducl (c necessary mvestugauve activity {e.g. interview). However, if unplanned
investigative activities or exigent circumstances prevent an employee from obtaining advance

[ knd advancd before entering another field office’s AOR,
notitication should be made as soon as practicable to the| ~ |and in
the other office’s AOR, including the type of investigative activity(s) that occurred and (hc
circumstances that made obtaining prior approval and concurrence unfeasible.

18.2 {U) LEAST INTRUSIVE METHOD

(U} The AGG-Dom requires that the "least intrusive” means or methoed be considered and—il
reasonable based upon the circumstances of the investigation—used to obtain intelligence or
cvidence in licu of more intrusive methods. This principle is also reflected in Executive Order

concept ol [east intrusive method applies o the collection ol intelligence and evidence.
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(U} Selection of the least intrusive means 1s a balancing test as to which FBI employees must use
common sense and sound judgment to elfectively execute their duties while mitigating the
potential negative impact on the privacy and civil liberties of all people encompassed within the
Asscssment or Predicated Investigation, including targets, witnesses. and victims. This principle
1s not intended to discourage investigators from seeking relevant and necessary intelligence,
mformation, or evidence, but rather i1s intended to encourage investigators to choose the least
intrusive—yect still reasonable —means from the available options to obtain the material.
Additionally. FBI ecmployces should operate openly and consensually with United States persons
(USPERs) to the extent practicable when collecting [oreign intelligence that does not concern
criminal activities or threats (o the national security.

(U} DIOG Scction 4.4 describes the Ieast intrusive methods concept and the standards to be
applied by FBI employees.

183.3 (U) PARTICULAR INVESTIGATIVE METHODS

(U//BEHEy All law[ul investigative methods may be used in activities under the AGG-Dom as
authorized by the AGG-Dom. Lawlul investigative methods include those investigative methods
contained in this DIOG as well as additional investigative methods and resources authorized in
other FBI policy and guidance (for example, future additions to DIOG Scctions 18. as well as
PGs). In some instances the authorized investigative methods are subject to special restrictions or
review or approval requirements. {AGG-Dom, Part V.A))

18.3.1 (U) USE OF CRIMINAL INVESTIGATIVE METHODS IN NATIONAL SECURITY
INVESTIGATIONS

(U/Fe6y Because national security investigations may implicate criminal issues as well. the
availability of criminal investigative methods should be considered when appropriate. However,
any usc of criminal investigative methods should be closely coordinated with FBIHQ. both
operational units and the NSLB. prior to any anticipated use of this criminal investigative
process. The NSLB maintains liaison with DOJ OI respecting the use of FISA authorized
investigative methods in national security investigations.

184 (U) INFORMATION OR EVIDENCE OBTAINED IN ASSESSMENTS AND
PREDICATED INVESTIGATIONS

{U) The usc, retention and/or dissemination of information obtained during authorized
mnvestigations must comply with the AGG-Dom and the DIOG. If the originator of information
reported to the FBI characterizes an individual, group, or activity in a certain way, and that
characterization should be documented for completeness of the FBI record, the FBI record (i.c..
302, EC. LHM) should reflect that another party, and not the FBL. is the originator of the
characterization.

{U) During the course of an Asscssment or Predicated Investigation, FBI employees lawfully
may collect or passively receive items of evidence or inteiligence from a variety of sources.
Experience has demonstrated that the relevance of every item ol evidence or intelligence
collected or received 1s not always apparent at the time it is obtained. Accordingly, FBI
cmployces have wide latitude to establish or determine the relevance of information as the
Assessment or investigation develops. Nevertheless, as a matter of administrative efficiency and
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sound business practice. 1f an FBI employee obtains an item ol evidence which clearly is not
relevant to the Assessment or investigation and there 1s no foresceable future evidentiary or
intelligence value of the ttem for the FBI or the USIC, the item should be returned or destroyed
as circumstances warrant. with a record of the disposition documented in the file or on the FD-71
or Guardian (FD-71a). Inn the alternative, such item of evidence may be sequestered i the
mvestigative file. Il 1t 18 later determined that the item ol evidence is relevant, the 1tem may be
uscd in the investigation upon such determination. The determination of relevancy will be made
on a casc-by-casc basis with supervisory dircction and may include consultation with the
appropriate [ederal prosecuting office and/or the Chief Division Counsel (CDC) or the Office of
the General Counsel (OGC). This policy does not supersede Sections 18.6.4.1.5 (Administrative
Subpocnas); 18.6.5.1 (Federal Grand Jury Subpocna); 18.6.6.1.7 (National Sccurity Letters); or
18.6.7.1.6 (FISA Order for Business Records). or any requirecment imposed by statute. regulation
or other applicable law.

18.5 (U) AUTHORIZED INVESTIGATIVE METHODS IN ASSESSMENTS
() Sce AGG-Dom, Part 11.A 4.
(U/Aregen| [FD-71. in Guardian] b7E

(U} In conducting an Asscssment. only the following investigative metheds are authorized:

D (U/FOUS) Grand jury subpoenas - to providers of electronic communication services or
remote computing services for subscriber or customer information only during a Type 1 & 2
Asscssment (Sce Sections (8.3.% and 1365

{(U/AFOE63 In Asscssments, supervisory approval is required prior to usc of the following
investigative methods: certain intervicws. tasking of a CHS. and physical survcillance not

requiring b7E
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18.5.1 (U) INVESTIGATIVE METHOD: PUBLIC INFORMATION (“PUBLICLY
AVAILABLE INFORMATION")

(U} See AGG-Dom. Part I1LA 4.2 and Part VILL.
18.5.1.1 (U)ScorE

(U/FOTO) Public information is “Publicly Available Information™ that is:
A) (U) Published or broadcast for public consumption;
B) (U) Available on request to the public;
C) (U) Accessible on-line or otherwise to the public;
D) (1) Available to the public by subscription or purchase;
E) (1) Made available at @ meeting open to the public;

Fy (1) Obtained by visiting any place or attending an event that is open to the public (e.g.. public
places); or

G) (1) Observed, heard. smelled, detected or obtained by any casual observer or member of the
public and docs not involve unconsented intrusion inte private places.

(U/FOHO) The phrase “observed, heard, smelled, detected or obtained by any casual
observer or member of the public” includes, for example, plain view observations;
overhearing a conversation laking place at an adjacent table in a public restaurant; odor
detection (by a person. drug dog. or technical device) emanating from a vehicle, in a public
place, or from locations to which the employce has gained lawful access; scarching property
that has been intentionally abandoned. including property discarded in public trash containers
or public dumpsters (but does not include a “trash cover” as set forth in DIOG Section
18.6.12).

(ULEQHO) The following are examples:

1) () Viewing the vehicle identification number or personal property that is exposed to
public vicw and may be scen when looking through the window of a car that 1s parked in
an arca that is open to and accessible by members of the public;

2) (U) The cxamination of books and magazines in a book storc or the purchase of such items.
Sece Maryland v. Macon, 472 U.S. 463 (1985); and

3) (U) A deliberate overtlight in navigable air space to photograph marijuana plants is not a

scarch. despite the landowner’s subjective expectation of privacy. See California v.
Ciraolo. 476 U.S. 207 (1686).

(U/ESHA) Note: Consent Scarches are authorized in Assessments. as well as in Predicated
Investigations.

(U/FOHQ) Note: If the originator of information reported to the FBI characterizes an
individual, group. or activily in a certain way, and that characterization should be documented
for completeness of the FBI record. the FBI record (1.e.. 302, EC. LHM) should reflect that
another party, and not the FBI, is the originator of the characterization.
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18.5.1.2 {U) APPLICATION
(U/Feoud |

18.5.1.3 {(U) APPROVAL

(U//FOU0) Supervisory approval is not required lor use of this method, except [or the special
rule for attending a religious service, even if it is open to the public. (Sce DIOG Scction
18.5.1.3.1)

18.5.1.3.1 (U/FOE6) SPECIAL RULES: “SPECIAL RULE FOR RELIGIOUS

SERVICES” AND “SPECIAL RULE FOR OTHER SENSITIVE
ORGANIZATIONS”

18.5.1.3.1.1 (U//FOBO) SPECIAL RULE FOR RELIGIOUS SERVICES —
REGARDLESS OF WILETHER IT IS OPEN TO THE GENERAL PUBLIC

A) (U/AOHOT In Assessments,
[ |An FBI employee attending a religicus service overtly
must have SSA approval. Higher approvals may be required under certain circumstances, such

as attendance that rises to the level of UDP (see DIOG Section 16)[

B) (U/AOHO) In Predicated Investigations
An FBI employec aticnding a rel1gious SCrvice Overlly must have sSA

approval. Higher approvals may be required under certain circumstances, such as attendance
that rises to the level of UDP (see DIOG Section 16)' |

:(scc DIOG Section 18.6.13).

18.5.1.3. 1.2 (U//FOE) SPECIAL RULE FOR OTHER SENSITIVE
ORGANIZATIONS

Ay (U/FOUOT In Assessments|

B) (UnPOYexIn Predicated Investigations |

18.5.1.4 {U) USE/DISSEMINATION

{(U//FEHO) The use or disscmination of information obtained by this method must comply with the
AGG-Dom and DIOG Scction 14,

18-7
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18.5.2 (U) INVESTIGATIVE METHOD: RECORDS OR INFORMATION — FBI AND
DEPARTMENT OF JUSTICE (DOJ)

(U) See AGG-Dom. Part IILA4.b.
18.5.2.1 (U} SCOPE

(U/FOTO) An FBI ecmpleyee may access and examine FBI and other DOJ records and may
obtain information from any FBI personncel or other DOJ personnel. Access to certain FBI
records may be restricted (o designated FBI personnel because of the sensitive nature of the
information in the record. the classification of the record. or the (ool used to gather the
information contained in the record. These include, but arc not limited to: EBI records
concerning human source identification; cspionage investigations; code word; other
compartmented information; records that include raw FISA collections; and Rule 6(¢)
material.

(U/ROHS) Note: 1l the originator of information reported o the EBI characierizes an
individual, group, or aclivity it a certain way. and that characterization should be documented
for completencess of the FBI record, the FBI record (i.c., 302, EC, LHM) should reflect that
another party. and not the FBL is the originator of the characterization.

18.5.2.2 (U} APPLICATION

(U/FOTEY b7E

18.5.2.3 (U} APPROVAL

(U/ASHOy Supervisory approval is not required to usc this method. except that if the usc of
records constitules pattern-based data mining under the Federal Data Mining Reporting Act of
2007, it must be reviewed and approved according to Section 18.5.2.4 below.

18.5.2.4 {U} PATTERN-BASED DATA MINING

(U/FOYO) As usced here. pattern-based data mining (PBDM) means querics or other analysis

of clectronic databases using two or morc scarch criteria designed to discover or locate a

predictive patiern or anomaly indicative of terrorist or criminal activity on the part of any

individual or individuals (as delined in| | b7E
Any such analysis based solely on ractal. cthnic. national origin or

religious characteristics 18 strictly prohibited.

(UAFOTO) For purposcs of this requirement. pattern-based data mining doces not include
activitics using onc or morc personal identifiers to identify an individual or analysis designed
o discover links between a specific subject and unknown individuals or entities. even if the
subject’s actual identity is not yet known. Pattern-based data mining does not include queries
or analysis designed solely to identify potential human sources of intelligence nor docs it
include activitics designed to identify an individual or individuals associated with criminal or
Lerrorist activity that has already occurred.

b7E
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pecausc the queries are being used 1o investigate a crime
that has already occurred. Querics designed to identify individuals or entitics who have had
contact with a specific individual are not pattern-based data mining; rather, such queries are
subject-based data mining, even if the specific individual’s actual identity is presently
unknown.

hn contrast, database gueries using criterial l b7E

(U/ASH6F The majority of data analysis performed during FBI Assessments and Predicated
Investigations is based on specific individuals or events and thercfore does not constitute
pattern-based data mining because it is cither link analysis or is not predictive of future
behavior.

{(U/AOHO3 A Privacy Threshold Analysis (PTA) for pattern-based data mining must be
completed and forwarded to the Privacy and Civil Liberties Unit. OGC. See the Erivgey
Eolicy Implementution Gidde, 075984, for additional details.

(U//FeHE6s The Sensitive Operations Review Committee (SORC) must also receive notice of
any propesal to use pattern-based data mining as defined above. Additionally, pursuant to the
Federal Agency Data Mining Reporting Act of 2007.% the FBI must advise the DOJ of all
ageney initiatives that involve the use of PBMD. so that thosc activitics may be included in
the Department’s annual report to Congress. (See the Puftari-baved Duto Maiing Heporting

Reairements Polioy Directive, 931000,

18.5.2.5 {(U) USE/DISSEMINATION

(U/FOTO) The usce or disscmination of information obtained by this method must comply
with the AGG-Dom and DIOG Scction 14.

{U/POT6Y The request for the records and the records received from DOJ and used during an

Asscssment or Predicated Investigation must be maintained as part of the appropriate file
| b7E

26 (U} 42 U.S.C. § 2000ee-3

18-9
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18.5.3 (U) INVESTIGATIVE METHOD: RECORDS OR INFORMATION — OTHER
FEDERAL, STATE, LOCAL, TRIBAL, OR FOREIGN GOVERNMENT AGENCY

(U} See AGG-Dom, Part ILA4.c.
18.5.3.1 (U)ScorE

(U/Ae56) An FBI ecmployce may access and examine records maintained by. and request
information from, other federal. state, local, or tribal. or forcign governmental entities or
agencies. When requesting information using this authority, care must be taken to ensure the
entity to which the request 1s made understands that 1t 18 not compelled o provide such
information or creatc a new record 1o assist the FBIL

(U/BOY6) Note: Il the originator of information reported o the FBI characterizes an
individual, group. or activily in a certain way, and that characterization should be documented
for completeness of the FBI record, the FBI record (i.c.. 302, EC, LHM) should reflect that
another party, and not the FBI, is the originator of the characterization.

18.5.3.2 (U} APPLICATION

(U/rFoTet B7E

18.5.3.3 (U} APPROVAL
(U//FOHS

b7E

(U//FOYES Requests to other Federal Agencies: The FBI may request. for a law
enforcement purposc. that another federal agency disclose Privacy Act-protected records
through a written request (5 U.S.C. 552a(b)(7)). Such writien requests must be for a ¢ivil or
criminal law enforcement purpese and must be made by the Director or his designee. (See 28
CFR 16.40(c); OMB Guidelines. 40 Fed. Reg. at 28 sec. 955.) Pursuant 1o these provisions.
the Director hereby delegates his authority to request formally from federal agencics
information and records otherwise protected from disclosure by the Privacy Act. at FBIHQ, to
all Section Chiels and abeve, and in the [ield, to all SACs and ADICs. This authority may not
be redelegated o a person below the rank of SAC 1n the field and SC in FBIHQ.

(U} The FBI may alse request another federal agency to disclose Privacy Act-protected
records pursuant to that agency’s published routine uses. See 5 U.S.C. sec. 552a(b)}(3). These
requests need not be made in writing, and there arce no restrictions on which FBI personnel
may ask for such information.

(U//FOYO) Requests to Foreign Agencies: Requests for records or information from a
foreign government entity or agency must be appropriately coordinated through the applicable
FBI LEGAT ollice. International Operations Division (IOD), INTERPOL. relevant FBIHQ
operational division, and/or DOJ Olflice of International AlTairs. as necessary. Direct contact
with foreign government agencics is authorized in certain circumstances. such as an imminent
threat situation.

18-10
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(UFROHS) Il the analysis ol records obtained in this manner constitutes Pattern-based Data
Mining (PBDM) under the Federal Data Mining Reporting Act of 2007, 1t must be reviewed
and approved according to Scction 18.5.2.3, above.

(U/FOH6s Example: b7E

18.5.3.4 (U) USE/DISSEMINATION

(UABHE) The use and/or dissemination of information obtained by this method must
comply with the AGG-Dom and DIOG Section 14.

(U/BEGHO) The request for the records and the records received [rom an outside entity and
used-during an Assessment or Predicated Investisation must be maintained as part of the
appropriate file

L7E
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18.5.4 (U} INVESTIGATIVE METHOD: ON-LINE SERVICES AND RESOURCES

(U} See AGG-Dom. Part I1LA4.d.
18.54.1 (U} SCoPE

(U/FE8&) An FBI employee may use any publicly available on-line service or resource
including thosc that the FBI has obtained by subscription or purchase for official use,
including scrvices avatlable only to law enforcement entitics.

(U//POTU) Note: If the originator of information reported to the FBI characterizes an
individual, group. or activity in a certain way, and that characterization should be documented
for completeness of the FBI record. the FBI record (i.c.. 302, EC. LHM) should reflect that
another party. and not the FBI, is the originator of the characterization.

18.5.4.2 (U} APPLICATION

(U/FOYS) This investigative method may be used prior (o opening an Assessment, in
Asscssments, Predicated Investigations, foreign intelligence collection investigations. and for
assistance to other agencies.

18.54.3 (U} APPROVAL

(U/HEHS5 Supervisory approval is not required to use this method. although subscribing Lo
or purchasing any new service or resource must be done according Lo FBI contracting
proccdures.

(U/FOE0) Example: Publicly available on-line services or resources include, but are not
limited 0] |Online resources that may be b7E
purchased by the FBI for offictal use include, but are not limited tof |

I [
18.5.4.4 (U} USE/DISSEMINATION

(U/FOYO3 The use or dissemination of information obtained by this method must comply
with the AGG-Dom and DIOG Section 14.

(U Sce £M0OG Appendin L Op-line hivestieatinas for additional information.

18-12
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18.5.5 (U) INVESTIGATIVE METHOD: CHS USE AND RECRUITMENT

(U} See AGG-Dom. Part [1LA4.¢.

18.5.5.1 (U} SCOPE

§18

(U/A0H0) The FBI may use and recruit human sources i Assessments and Predicated
Investigations in conformity with the AGG-Dom, Attorncy General Guidelines Regarding the

Ilse of FRI Confidential H

1man Sources (AGG-CHS. thd

and the

[In this context, “use” means obtaining information from, tasking, or

otherwisce operating such sources. Sce AGG-Dom, Part VILV.

(UAFEHO) Note: Il the originator of information reported o the EBI characterizes an
individual, group. or activity in a certain way, and that characterization should be documented
for completeness of the FBI record, the FBI record (i.c., 302, EC. LHM) should reflect that

another party, and not the FBI, is the originator of the characterization.

(U]

- ]

| (W ausserss)

L |

18.5.5.2 (U} APPLICATION

(UAFSHE This investigative method may be used it Assessments. Predicated Investigations,
foreign intelligence collection investigations, and [or assistance to other agencies when it is
not otherwise prohibited by AGG-Dom, Part I11.B.2.

(U) When collecuing positive foreign intelligence, the FBI must operate openly and
consensually with an USPER. to the extent practicable.

(U/EQHO3 A CHS can be “used” in support of an Assessment and a Predicated Investigation
or for the purposc of validating, vetting or determining the suitability of another CHS as part

of an Asscssment.

18.5.5.3 {U} APPROVALS

(U/FeHe) All mnvestigative methods should be evaluated o ensure compliance with the
admonition that the FBI should use the [east intrusive method 1l reasonable based upon the
circumstances of the investigation. That requirement should be particularly observed during
an Asscssment when using a CHS because the use of a CHS during an Assessment may be
more intrusive than many other investigative metheds. Use of a CHS 1n an Assessment should
take place only after considering whether there are effective, less infrusive means available to
obtain the desired information. The CHS must comply with all constitutional, statutery. and
regulatory restrictions and limitations. In addition:

A) (WHFEHO) CHS use and direction must be limited in focus and scope to what is necessary to

accomplish the authorized purpose and objective of the Asscssment or Predicated

Investigation

]

l
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B) (L/F During an Asscssment]

|(:-;ce the Special Rule for Religious Services and the Special
Rule for Other Sensitive Organizations below) only to the extent that such information is
necessary to achieve the specific objective of the Assessment. If soch contact reveals
information or facts about an individual, group or erganization that meets the requirements to
open a Predicated Investigation, a Predicated [nvestigation may be opened, as appropriate.

C) (U/AOT0T Special Rule for Religious Services — regardless of whether it is open to the

general public:

1) (UHFOYO) In Assessments ]

[ An FBI cmployee attending a religious service
overtly must have SSA approval. Higher approvals may be required under certain
circumstances, such as attendance that riscs 1o the level of UDP (sce DIOG Scetion 16).

[ _

2) (U/FOTO) In Predicated Investigations:|

n FBI employce attending a religious service overtly must have

SSA approval. Higher approvals may be required under certain gircumstances, such gs

attendance that rises to the level of UDP {see DIOG Section 16

[ Jsee DIOG Section 18.6.13).
D) (U/#0163 Special Rule for Other Sensitive Organizations:

1) (U/FeUQ) In Assessments: L

|

2) (U/OYE" In Predicated Investigations]

) (W/#ebe) Public Information]

(U//FEee-Non-Public Information:]

AUTPSHO]
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[This b7E

principle does not, however., climimate the legal concept of & consent search or the doctrine
of misplaced confidence that may be relied on by the government to gain access to
otherwise protected places or information when the CHS has been granted sccess by a
consenting party and the CHS stays within the scope of the consent provided. The doctrine
of misplaced confidence provides that a person assumes the risk when dealing with a third
party that the third party might be a sovernment aeent and might breach the person’s

confidence| b7E
(W) Example:
(U0 S(.’enarin:l | B7E

| b7E

(U/FOY0) Respoiise:

(U7reHeL b7E

18.55.4 (U/FOU0) APPLICABILITY OF THE MISPLACED CONFIDENCE DOCTRINE
DURING CHS ONLINE ACTIVITY
U/ESUg)|

B7E
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(U//FEten| |

L7E

(Unrotoy b7E

|uidc1incs.

18.5.5.5 (U} USE/DISSEMINATION

(UAFOEO) The usc or disscmination of information obtained by this method must comply

with the AGG-Dom, DIOG Section 14, and the[ ] b7E
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18.5.6 (U) INVESTIGATIVE METHOD: INTERVIEW OR REQUEST INFORMATION
FROM THE PUBLIC OR PRIVATE ENTITIES

(U} See AGG-Dom. Part ILA 4.f; AGG-Dom, Part I1.B.4.
18.5.6.1 {U) SCoPE

(U/FOBOY An interview is the questioning of an individual (including a subject or target) in
order to gather information that is pertinent to and within the scope of an authorized
Assessment or Predicated Investigation, or otherwise within the scope of FBI authority. An
“Interrogation” is a type of interview. For purposes of this policy provision, the terms
“interview” and “interrogation” are interchangeable. In accordance with DIOG Section 5.1.1,
the initial questioning of a complainant is not an interview, nor is re-contacting a complainant
to clarily mnformation that was initially provided. Normally. an FBI employee should disclose
the employee’s affiliation with the FBI and true purpose of the interview at the outset. The
person being interviewed is voluntarily providing information and his/her Constitutional
rights must be respected.

(UHFOHYOHL is the policy of the FBI that an employee®’ must not use force. threats. improper
promiscs. or physical abuse when conducting an interview. or the threat of such abusc 1o the
person being interviewed, or o any third party. It is also the policy of the FBI that an
employee must not impose severe physical conditions on the person being interviewed.

(U664 All persons, whether in custody or not. located domestically or overseas, who are
interviewed by EBI employees must be treated in accordance with FBI policy at all times. In
addition. FBI employces must adhere. at all times. to the Constitution and laws of the United
States, including but not Iimited to the prohibition against torture found in chapter 113C of
title 18, United States Code., when conducting any interview or interregation regardless of
geographic location of the mnterview or interrogation.

(U/A<GHQ) FBI employees may not obtain a staternent by force, threats, or improper
promises. EBI employees do not have the authority to promise leniency or immmunity [rom
prosccution. Additicnally, the interviewer should make reasonable efforts to obtain
information that is accurate. relevant. timely. and complete. An interview may only clicit a
description ol how an individual exercises a right guaranteed by the First Amendment to the
Constitution 1f such information is pertinent 1o and within the scope of an authorized activity;
similarly, regardless of how such information is clicited. it may not be maintained in FBI files
unless it ts pertinent to and within the scope of an authorized activity.

(UAFOTOY Nothing in this scction prohibits asking for or accepting volunteered access to
personal or real property. “Consent Searches” are authorized in Assessments, as well as in
Predicated Investigations.

(U/FHO)| | b7E

27 The term “FBI employee” includes, but is not limited to, an operational/administrative professional staff
petson, intelligence analyst, special agent, task force officer {TFO), task force member ([TFM), task force
participant (TFP), detailee, and FBI contractor.
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(U//FEYTO) Note: Il the originator of information reported to the EBI characterizes an
mdividual. group, or activily inn a certain way. and that characterization should be documented
for completeness of the FBI record, the FBI record (i.c., 302, EC, LHM) should reflect that
another party. and not the FBL. is the originator of the characterization.

18.5.6.2 (U) APPLICATION
(U/FeHO)

18.5.6.3 {U)} VOLUNTARINESS

{(U/FOTOT Information that is sought during an interview must be provided voluntarily. It is
the policy of the FBI that an employee must not use force, threats, improper promises, or
physical abuse when conducting an interview. or the threat ol such abuse o the person being
interviewed. or 1o any third party. It is also the policy of the FBI that an employee must not
impose severe physical conditions on the person being interviewed.

{(U//H9405 FBI employces do not have the authority to promise lenicncy or immunity from
prosccution. If, during a non-custodial interview. the intervicwee indicates he or she wishes to
consult an attorney, the interviewer should assess whether continuing the interview would
negatively alfect the voluntariness ol any [urther information provided. In determining
whether a statement has been given voluntarily, courts evaluate a “totality of the
circumstances,” which may include consideration of the following factors:

A) (U/HFEHE» Whether the intervicwee was notificd of any charges against him/her or advised of
his/her rights;

B) (U//EOHE3-The interviewee's age, intelligenee, experience, and physical condition:
C) (U//rOU0) Whether there was any physical abuse or threats of abuse during the interview;

D) (U/AeHO) The number of officers present and whether weapons were displayed during the
mterview;

E} (U/TOHE) Whether threats or psychological pressure was used during the interview;

F) (U/FOTTTY Whether the interviewee was deprived of food, sleep, medication, or outside
communication during the interview;

18-18
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() (U/ABH6) The duration of the interview, and whether any trickery, ruse, or deception was
used; and

H) (U/OH6) Whether there were any promises of leniency or other inducements made during
the interview.

(U/AOHO) Sce Scctions 18.5.6.3.8. 18.5.6.3.9, and 18.5.6.4.13 below for additional
considerations when interviewing juveniles.

(U/fFOO) These factors arc illustrative. The presence of any one or more of the factors
mentioned above will not necessarily make a statement involuntary.

18.5.6.4 (U} APPROVAL / PROCEDURES
(U/IFGH0) Generally, interviews do not require supervisory approval, except for:

A) (U/APEHD) Circumstances involving the Advice of Rights in Connection with Operational
Terrorists inside the United States (Sce Section 18.5.6.4.1.4 below);

B} {U) Contact with Represented Partics {Sce Scetion 18.5.6.4.5 below),

C) {U) Member of the U.S. Congress and their Staffs (See Section 18.5.6.4.6 below);

D) {U} White House Personnel (See Section 18.5.6.4.7 below);

E) {U} Members of the News Mediz (See Section 18.5.6.4.8 below); and

F) {(UHESUS | b7E
[ Il

(U/ALHE0) No policy or PG may contradict, alter or otherwise modily the interview
standards ol the DIOG, i.e., requiring approvals for other types of interviews not speciflied
above, ctc. PGs may, however. require prior notice to FBIHQ for other interview types.

185.64.1  (U)DOMESTIC CUSTODIAL INTERVIEWS

(U/FOTTO) An FBI cmployce must advise a person who 1s in custody of his’her Miranda
rights. per the | £1-3%% form, belore beginning an interview inside the
United States with the exception of questioning reasonably prompted by a concern for public
safety (discussed below) including the exception of questioning reasonably prompted by a
concern for public safety (See DIOG Scction 18.5.6.4.1.3 below])

| [ Sce DIOG Section
18.5.6.4.1.4 below). It 1s critical that the person understand his/her rights before questioning.
By signing the FD-395. the defendant acknowledges that he/she has been advised of his/her
rights and is willing to proceed without a lawyer present. Once the advice of rights is provided
and the interviewee voluntarily, knowingly, and intelligently waives those rights, the
mterview may proceed until such time as the interviewee invokes a right to silence and/or
counscl |

(U/FOHO) A person is “in custedy” for purposes of Miranda when his/her freedom of
movement 1 signilicantly restricted. Custody can arise short ol formal arrest when, judging
[rom the totality ol the circumstances, a reasonable person in the position of the interviewee

30 (U)L | b7E
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would believe that he/she 1s in custedy. A briel, temporary investigative detention 1$ not
custody provided 1t 1s reasonable In scope. In assessing whether a temporary detention 1s
reasonable in scope and thus not custody for purposes of Miranda, factors to consider include
the degree of force used to affect the detention, use of restraining devices and whether the
individual was moved [rom the location of the stop. Employees can clarify custodial status by
lelling the person that he/she is not under arrest. See DIOG subsection 18.5.6.4.17.3 below
regarding requircments for recording custodial interviews. All statements made during a
custodial interview of persons arrcsted by the FBI for federal crimes,”! prior 1o initial
appearance and while in a place of detention with suitable recording equipment, must be
clectronically recorded (with very limited exceptions as listed in DIOG subsection
18.5.6.4.17.4, below).

18.5.6.4.1.1 () MIRANDA WARNINGS REQUIRED DOMESTICALLY

(UHPFOTO) Miranda warnings arc required when a person:
A) (U/FE&TE) Has been arrested and is in federal, tribal. state, or local custody;

B) (U/HGYB) Is significantly restricted in his freedom of movement to a degree normally
associated with a formal arrest; or

C) (U//FEH6) Regardless of custody. has previously been formally charged., prosecution is
pending. and the subject matter of the interview concerns the pending charge.

(U/AOH6) For the purposes ol Miranda, an interview refers to express questioning and
any words or actions that arc rcasonably likely 1o clicit an incriminating response. In a
custedial interview. the individual must be advised of the names and official identitics of
the employee(s) conducting the interview, the nature of the inquiry. and provided
Miranda warmings, per the FD-395 form. before being interviewed. Alier being advised
of his/her rights. if an interviewee who is in custody, invokes the right to counsel and/or
the right to remain silent, this must be honored and the interview must ccase. However.
once the advice ol rights 1s provided and the interviewee voluntarily. knowingly, and
mtelligently waives those rights. the interview may proceed until such time as the
interviewee invokes a right to silence and/or counscl. While an express waiver, including

Ijgning a waiver portion of the FD-393, is preferred| | b7E
Once the mterviewee invokes his or her right to remain silent and/or right (o counsel, Ih!:
interview must immediately be terminated. The fact that the interviewee invoked the right
to counsel and/or the right to remain silent should be recorded on the FD-395 and the
form should be executed in all other respects.

18.5.6.4.1.2 (U) MirRaANDA WARNINGS NOT REQUIRED DOMESTICALLY

(U//EOHO) There are certain custodial interviews in which the protection Miranda
provides against sclf-incrimination may not be served by reading the standard warnings
and obtaining a waiver. In the following circumstances, Miranda warnings arc not
required for custodial interviews:

A) (U/A0H6 standard booking questions;

3| s . - . . . - . . . -
Ihis policy does not apply to a person arrested for a state or local crime during a joint or Task Force investigation.
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B) (UAEHO) an interview of the incarcerated individual as a victim or witness in an unrelated
matter that does not pertain to any pending charges against the interviewee;

C) (U/POYS) the public safety exception (discussed in more detail below); and

D) (U//FTUOT in connection with arrests of operational terrorists inside the United States
(discussed in more detail below).

18.5.6.4.1.3 (UMEGEO) PUBLIC SAFETY EXCEPTION

(U/EGH&Y The warning and waiver of rights is not required when questions are asked

that arc rcasonably prompted by a concern for public safety]| | b6
B7C

I [This public safety exception could also apply to other
sttuations where Imminent threat{s) to the safety of law enforcement officers or
member(s) of the public could be alleviated by questions necessary o neutralize the
threat.

18.5.6.4.1.4 (U//FOO) ADVICE OF RIGHTS IN CONNECTION WITIL ARRESTS
OF OPERATIONAL TERRORISTS INSIDE THE UNITED STATES™

(U//FeHO Identiflying and apprehending suspected terrorists, interrogating them to
obtain intelligence about terrorist activitics and impending terrorist attacks, and lawfully
detaining them so that they do not posc a continuing threat to our communities are critical
Lo protecting the American people. The DOJ and the FBI believe that we can maximize
our abilily to accomplish these objectives by continuing to adhere to FBI policy regarding
the use of Miranda warnings for custodial interrogation of operational terrorists™ who are
arrcsied instde the United States:

A) (U/AECUO) If applicable. agents should ask any and all questions that arc rcasonably
prompted by an immediate concern for the safety of the public or the arresting agents without
advising the arrestee of his Mirandu vights.™

B) (U//FaB83 After all applicable public safety questions have been exhausted, agents should
advise the arrestee of his/her Miranda rights and seck a waiver of those rights before any
further interrogation occurs, absent the exceptional circumstances deseribed below.

 (U/40Ye) This guidance applies only to arrestees who have not been indicted and who are not known to be
represented by an attorney. For policy concerning the interrogation of indicted defendants, see Section 18.5.6.4.1:
and for policy concerning contact with represented persons. see DIOG Section 18.5.6.4.5,

UMPEHSS For these purposes. an operational terrorist is an arrestee who is reasonably believed to be either a
high-level member of an international terrorist group: or an operative who has personally conducted or attempted to
conduct a terrorist operation that involved risk to [ife: or an individual knowledgeable about operational details of a
pending terrorist operation.

U ESHE) The Supreme Court held in New York v. Quarles. 467 11.S. 649 (1984), that it law entorcement
officials engage in custodial interrogation of an individual that is "reasonably prompted by a concern for the public
safety.” any stutements the individual provides in the course of such interrogation shall not be inadmissible in any
criminal proceeding on the basis that the warnings described in Miranda V. Arizona, 384 1).5. 436 (1966). were not
provided. The Court noted that this exception to the Miranda tule is a narrow one and that "in each case it will be
circumseribed by the {public satety} exigency which justities it.” 467 U.S. at 657.
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C) (U//FatIOT There may be exceptional cases in which. although all relevant public safety
questions have been asked, agents nonetheless conclude that continued unwarned interrogation
18 necessary to collect valuable and timely intelligence not related to any immediate threat, and
that the government=s interest in obtaining this intelligence outweighs the disadvantages of
proceeding with unwarned interrogation.™

(LU/A<48) In these exceptional cases. agents must seck SAC approval, which cannot be
delegated. to proceed with an unwarned interrogation after the public safety questioning is
concluded. Whenever feasible, the SAC will consult with FBIHQ (including OGC) and DOJ
attorneys before granting approval. Presentment of an arrestee may not be delayed simply to
continue the interrogation, unless the arrestee has timely waived prompt presentment.

(U//FOT0) The determination whether particular unwamed questions arc justified on
public safety grounds must always be madc on a casc-by-casc basis bascd on all the facts
and circumstances. In light of the magnitude and complexity of the threat often posed by
lerrorist organizations, particularly international terrorist organizations, and the nature of
their attacks. the circumstances surrounding an arrcst of an operational terrorist may
warrant significantly morc extensive public safety interrogation without Miranda
warnings than would be permissible in an ordinary criminal investigation. Depending on
e (acts, such interroeation might include, for examplel

(U/HSH) As noted above, if there 1s time to consult with FBIHQ (including OGC) and
Department of Justice attorneys regarding the interrogation strategy (o be followed prior
to reading the arrestee his Miranda rights. the ficld office should endeavoer to do so.
Nevertheless. the agents on the scene who are interacting with the arrestee are in the best
position Lo assess what questions are necessary to secure their safety and the salety of the
public. and how long the post-arrest interview can practically be delayed while
intcrrogation strategy is being discussed.

18.5.64.2 (UH/FOEEG) MIRANDA WARNINGS FOR SUSPECTS IN CUSTODY OVERSEAS

(U/EQHO) The decision to usc or not use Miranda warnings during an overscas custodial
Interrogation will have to be made on a case-by-case basis and weigh many lactors. Overall, il
there 1s a reasonable likelihood of a prosecution in a U.S. civilian criminal court of the person
being interrogated while in custody overscas. agents should discuss with FBIHQ, FBI OGC.
and DOJ whether warnings should be provided to the person being interrogated. Once the
determination is made (o provide Miranda warmnings as part ol an overseas custodial

#5(U/ /ReH8) The Supreme Court has strongly suggested that an arrestee’s Fifth Amendment right against
self-incrimination is not violated at the time a statement is taken without Miranda warnings, but instead may
be violated only if and when the government introduces an unwarned statement in a criminal proceeding
against the defendant. See Chavez v. Martinez, 538 U.S. 760, 769 (2003) (plurality op.); id. at 789 {Kennedy, ],
concurring in part and dissenting in part); ¢f. afso id. at 778-79 (Souter, |, concurring in the judgment)}; See
also United States v. Patane, 542 U.S. 630, 641 (2004) (plurality opinion) ("[V]iolations [of the Fifth
Amendment right against self-incrimination] occur, if at all, only upon the admission of unwarned statements
into evidence at trial."}; United States v. Verdugo-Urguidez, 494 U.S. 259, 264 (1990} ("[A] violation [of the
Fifth Amendment right against self-incrimination] occurs only at trial.").
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interrogation, if the person being interrogated invekes his right to remain silent or consult
with an attorney, this invocation should be honored. If use ol Miranda warnings is appropriate
given the circumstances of the casc. the following DOJ-approved modified waiver form
should be used. The form is the Standurd Advice of Righes for Sispects in Foreien Custedy,
1084,

18.5.6.4.3 (U) CONSTITUTIONAL RIGHTS TO SILENCE AND COUNSEL UNDER
MIRANDA

A) (U//FeH6) Silence: If a custodial intervicwee invokes his/her right to remain silent, FBI
employees should not attempt @ subsequent interview until a significant period of time has
clapscd {a two-hour period has been held to be significant) or the interviewee requests to be
interviewed ancw. In either case, an FBI employee will ensure that the interviewee is again
advised of his/her Miranda rights and indicates that he/she understand those rights before
further questioning. If the interviewee again asserts his/her right to remain silent or the right to
counsel, questioning must cease at that time. Assertion of the right to silence, like assertion of
the right to counsel, must be unequivocal and unambiguous. A waiver of the right to remain
silent occurs when an interviewee knowingly and voluntarily makes a statement; assertion of
the right to remain silent requires more than mere silence in the face of guestioning. This right,
like the right to counscl, can be invoked at any time during custodial interrogation. Agents
may continuc questioning someone who has not clearly invoked his/her right to remain silent,
but if the custodial interviewee asserts his/her right to silence, questioning must cease at that
tme.

B) (U/=888) Counsel: It a custodial interviewee invokes his/her right to counsel, guestioning
must cease. FBI cmployces may not attempt a subscquent interview unless counsel is present,
the custodial mterviewee initiates contact, or there has been a break in custody of at least 14
days.

1) (U/FAHE) When a custodial interviewee who has invoked his/her right to comnsel
Initiates a subscquent terview, an FBI employee must ensurc that the interviewee is
advised of and understands his/her Mirande rights before proceeding with the interview.
Not every statement by a custedial interviewee can fairly be interpreted as initiating a
subscquent interview. In order to constitute the initiation of an interview, the custodial
interviewee must either directly request such or use words that are reasonably interpreted
as expressing a desire to be interviewed. If the words used are ambiguous. the FBI
cmployvee should clarify the custodial interviewees intent by asking dircetly whether the
custodial interviewee wants to be interviewed. The words and responses, if any, to such
clarifying questions should be documented. General conversation by a custodial
Interviewce cannot be interpreted as indicating a desire to be interviewed and cannot be
used stunding alone to predicate @ second interview after the right to counsel has been
invoked. If the interviewee again asserts his/her right to counscl, or invokes his/her right to
silence, questioning must ccase at that time.

2) (U/AF6H0) When an uncharged and/or unrepresented interviewee who has previously
invoked his/her right to counsel experiences a break-in-custody of at least 14 days, he/she
may be approached for a subsequent interview. FBI employees. however, must ensure that
the custodial intervicwee is again advised of and waives his/her Miranda rights before
proceeding with the interview. A hreak-in-custody for these purposes can occur even if an
interviewce is continuously incarcerated. Questions as to what constitutes a break-in-
custody should be directed to the CDC or OGC.
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3) (U//Fa6y Contact with a represented person outside the presence of his/her counsel may
implicate state ethics roles for attorneys (AUSAs). Before making such contact, employees
arc encouraged to contact the CDC, OGC, or the USAQ. Once a represented person has
been charged, information may only be clicited from the person: 1) regarding an unrelated
or uncharged matter or 2) when counscl is present. Questions as to whether an individual is
in fact represented or may be questioned as to a particular matter should be direeted to the
CDC or OGC.

18.5.6.4.4 (U) SIXTH AMENDMENT RIGHT 76 COUNSEL

(U//FO) The Sixth Amendment Right 1o Counsel requires the government to advise and
obtain a waiver of the Right to Counscl prior to intervicwing the person to whom the right has
attached. The Right to Counsel attaches upen indictment regardless of whether the indicted
person realizes an indictment has been returned. The Right to Counsel also attaches upon the
filing of information and at the time of an initial appcarance on a Federal Complaint. The
Right to Counsel is offense specific. When applicable, a warning regarding the Right to
Counsel and subsequent knowing and voluntary waiver must occur prior 1o an interview,
regardless ol whether the person 1s in custody. Providing a person with a Miranda warning
and obtaining a waiver per the use of Form FD-395 will permit the interview of the person
after the Right to Counscl has attached. The Sixth Amendment right to counsel does not
prohibit the government from re-contacting the subject if the subject refuses nitially 1o waive
this right or otherwise has requested or obtained counsel lollowing an Initial Appearance.
However, further attempts to interview the subject may be prohibited if the subject invoked
his right to counscl and remained in continuous custedy or therg was an insufficient break jn
custody (consistent with Miranda and its progeny). In addition,

18.5.64.5 (UY CONTACT WITH REPRESENTED PERSONS

(UH/BEHO) CDC or OGC review 18 required belore contact with represented persons in the
abscnce of prior notice to counscl. Such contact may implicate legal restrictions and affect the
admissibility of resulting evidence. Hence. 1f an individual 1s known to be represented by
counsel in a particular matter., the CDC must follow applicable law and DOJ procedure when
reviewing the request to contact the represented individual in the absence of prior notice o
counscl. The SAC, CDC, or their designees. and the United States Attorney or his or her
designees must consult periodically on applicable law and DOJ procedure relative to contact
wilh represented persons. The field office may raise inconsistent application of: (1) state ethics
rules; or {i1) rules for contacts with represented persons with the USAO and request that it
consult with the DOJ Professional Responsibility Advisory Office. (AGG-Dom. Part V.B.1)

18.5.6.4.6 (U) MEMBERS OF THE UNITED STATES CONGRESS AND THEIR STAFFS

(U//FOBO¥ Generally. FBI employees may accept information offered from Congressional
offices just as they would accept information [rom other sources, and they may act upen it
accordingly.
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18.5.6.4.7 (U} WHITE HOUSE PERSONNEL

(U/AAetay FBI employees may accept infermation offered by White House personnel just as
they would accept information frem other sources, and they may act upon it accordingly.:] b7E
I |
| Additional
guidance regarding contact with White House persennel may be found in the AG
Memorandum captioned “Communications with White House and Coneress” dated Mav 11,
2009. {Scc DIOG Appendix D) Note:

18.5.6.4.8 (Uy MEMBERS OF THE NEWS MEDIA
18.5.6.4.5.1 {U) APPROVAL REQUIREMENTS

(U) Attorney General approval, including notice to the Director of the DOJ’s Office of

Public Affairs, must be obtained prior to conducting an interview of a member of the

news media for any offense which the member of the news media is suspected of having

committed inn the course of, or arising out of. the coverage or investigation ol a news

story, or while engaged in the performance ol his/her official duties as a member ol the

news media.| I b7E

(UHROHSy Requests [or this approval must be submitied with an EC o the AD ol the
operational FBIHQ division that is responsible for the investigative classification and the
AD of the Office of Public Affairs (OPA). The requesting EC must be reviewed by the
CDC and approved by the SAC after coordinating the request with the local USAQO. The
EC must contain the necessary [acts and investigative justilication for the inlerview
consistent with the DOJ guidelines set forth in 28 C.E.R. § 50.10([).

(U) Note: 28 C.F.R. § 50.10{(b)(1)(ii} provides guidance on categorics of individuals and
cntitics not covered under the requirements set out above.

[18.5.6.4.8.1.1 (U} EXIGENT CIRCUMSTANCES

(U] Imay
authorize the questioning of a member of the news media as described m DIOG

subsection /8.5.6.4.8.1 1I he/she determines that exigent use ol such a technique 1s
necessary
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b7E

and

{U} Sce also the DO MNews Modia Policy Moemo, daied February 21, 2014, DO News
Mudia Policy. and the 301 Nows Mcedia Policy Mcwmio, dated January 14, 2018

18.5.6.4.8.2 (U) USE OF SUBTERFUGE WITH A MEMBER OF THE NEWS MEDIA

(U/AFBHE6) To the extent operational needs allow, investgators must operate openly and
consensuallv with members of the news medial

b7E

After consultation with the OPA and OGC. the AD ol the operational division must
decide whether to approve the request. If the request requires approval by DOJ (because
the imnterview is related to an offense committed by the member of the news media during
the course of news gathering) the AD of the operational division is responsible for
submitting all requests for approval to the DOJ per 28 C.E.R. 50.10.

(U/EQHQ) FBIHQ operational division PGs may contain additional notice requirements.

18.5.6.4.9 (U) DURING AN ASSESSMENT - REQUESTING INFORMATION WITHOUT
REVEALING FBI AFFILIATION OR THE TRUE PURPOSE OF A REQUEST

A) (U/AOHE In the normal course of an interview, an FBI employce should divulge the
emplovee's affiliation with the FBI and the true purposc of the intcrvicwl ,

[ ]

| | b7E

B) (U/ECUO] | b7E
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C) (UiFeboet J

D) (U/Feue] |

pa—y

U/AeYer

2) (UHOHO]

3) (UiFede)
L l
4) (Uyrede]

5) (U/reuey |

L1
6) (U/FeHo) |

7) (UAOB6

(U/Eouo] |

(Uirrebo) 1

(U/reus) |

ureee]
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18.5.64.10  (U)CONSULTATION AND DISCUSSION

§18

(U/AHSTO

18.5.64.11 (U) EXAMPLES
18.5.6.4.11.1 (UyEXAMPLE 1

(U/AFeYe

(U/HESHE)|

18.5.6.4.11.2 {(UyEXAMPLE 2

(U//FOTO]

(U/AeB0)

18.5.6.4.11.3 {(UyEXAMPLE 3

(UHFEHO)|

(U//rega]
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18.5.64.11.4 (UYEXAMPLE 4
(U/EOUO] b7E

(U//FeHQ] b7E

18.5.64.11.5 (UYEXAMPLES
(U/FeE6y| l b7E

(UrFeBo] b7E

18.5.64.11.6 (UYEXAMPLE 6
(U//FOBO b7E
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§18

(UxFeEO]

18.5.6.4.11.7 {(UyEXAMPLE7

(U//Fegod

(U/FOHO]

18.5.64.11.8 (UYEXAMPLE 8

(U/HFOTO)

(U/FOHO)

18.5.6.4.11.9 (UyEXAMPLE 9

(U/FOES) |

(VPO
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18.5.64.12 (UHFOEE} PREDICATED INVESTIGATIONS ~ REQUESTING INFORMATION
WITHOUT REVEALING FBI AFFILIATION OR THE TRUE PURPOSE OF A
REQUEST
(U/FOH6) In the normal course of an interview. the FBI employee should divulge the
employee’s affiliation with the FBI and the true purpose of the interview.

b7E

(U/FOE0®) b7E

18.5.64.13  (U)INTERVIEWS OF JUVENILES

(U/FEH0) When determining whether o mterview a juvenile (anyone under the age of
cighteen) who does not fall within the provisiens of the JIDA abeve, e.g.. when interviewing a
juvenile as a witness or subject prior 1o arrest, and. if so, determining the scope and tactics
that will be used. the FBI employee should consider the age and competency of the juvenile,
whether the juvenile is emancipated, the juvenile’s relationship to the suspect(s), safety
concerns. the gravity of the offense at 1ssue, any alternative sources of evidence, the
importance of the information or potential testimony to the investigation, and the juvenile’s
degree of involvement, if any, with the offense. If the interview is custodial, compliance with
the provisions of the Juvenile Delinquency Act (JDA) below is necessary. In determining
whether a juvenile is in custody the test remains an objective test —was there a formal arrest or
a deprivation of freedom of movement cquivalent to an arrest. However. with respect to
juveniles, if the juvenile’s age is known to the interviewer or is objectively apparent, the
juvenile’s age is to be considered in the custody analysis. This is not to say that age is the
determining or decisive l[actor in every case, but it recognizes that age 1s to be considered
given a rcasonable adult may view the circumstances surrounding the interview differently
than a rcasonable juvenile. If the juvenile is placed under arrest. the procedures listed in
[8.5.6.4.14 must be followed. Il not under arrest. but based on the objective circumstances
surrounding the interview, including the juvenile’s age, the juvenile is deemed to be in
custody, the interviewer should advise the juvenile of their rights as sct forth in the FD-395
and ccasc the interview if the juvenile invokes a right. Parcntal consent for a juvenile
interview should be obtained when [easible under the circumstances ol the investigation.

A) (UMY Special consideration should be given to child interviews and to interviews of
Juveniles who are of a tender age. maturity, or have a significant developmental disability. To
the cxtent appropriate. agents should make usc of local child protective services to aid in
interviewing a child -- especially for an offense involving sexual exploitation of the child. The
agents should consider secking approval to video and/or audio record child interviews to
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address potential allegations that the child was manipulated and to have an unimpeachable
record in case the child's statement changcs.

B) (U/4aH0) Federal statutes and the Attorney General Guidelines on Victim and Witness
Assistance require federal investigators to wtilize sensitive and developmentally appropriate
practices designed to elicit the most accurate information from child victims and witnesses and
to reduce mmecessary and additional trauma to these children. An interview should be
appropriate for the age and developmental level of the child. It may be advisable in some
instances for FBI employees to seek assistance with interviewing children — possibly by
utilizing local child protective services — particularly. when the child is very young,
developmentally disabled. or extremely traumatized. Interviews of child victims and
witnesses. regardless of the type of crime, should be conducted by personnel properly trained
in the techniques designed to best elicit accurate information from a child while minimizing
additional trauma.

18.5.6.4.14  (U)INTERVIEWS OF JUVENILES AFTER ARREST

(U//FOTO) Under the Juvenile Delinquency Act (JDA). a juvenile is anyone who commits a
federal crime before his or her eighteenth birthday and who has not yet reached age twenty-
one (21) beflore being charged. The provisions of the JDA, 18 U.S.C. § 5031 ¢t seq.. apply
upon arrest. When an agent interviews a juvenile in custody, after arrest and prior to initial
appcarance while in a place of detention with suitable recording equipment, the statement
must be recorded in accordance with DIOG subsection 18.5.6.4.17.3.

A) (U/FOY0) Whenever a juvenile is arrested for a vielation of federal law, he/she must be
immediately advised of his/her legal rights and the United States Attorney must be notified.
The juvenile’s parcnts, guardian or custodian must alse be immediately notified of his/her
arrest as well as his/her rights and the nature of the alleged offense. After notification has been
made, FBI cmployees must allow a parent, guardian, or custodian aceess to the juvenile if
requested by the juvenile or by a parent. guardizn or custodian of the juovenile. The juvenile
must be promptly taken before a magistrate if @ magistrate Is available. If no magistrate is
immediately available, the juvenile must be taken to a magistrate without unduce delay.

B) (U//FOU0) Whether a juvenile may be interviewed for a confession or admission of his own
guilt between the time of his arrest for a federal offense and his initial appearance before the
magistrate depends on the law of the circuit in which the arrest occurs. If the interrogation is
not allowed under the law of the circuit, information voluntecred by the arrested juvenile
concerning his own guilt should be recorded in the FBI employee's notes for use in subsequent
proceedings; clarifying questions may be asked as necessary to make certiain the FBI
cmployee correctly understands what the juvenile intends to say. The volunteered statement
may be reduced to writing if such action does not involve any delay in the juvenile's
appearance before the magistrate. Any questions concerning the law that applies in the
particular circuit should be directed to the CDC.

C) (U/FEHEA juvenile may be questioned concerning the guilt of a third party if such
questioning does not cause any delay in bringing him/her before the magistrate.

D) (U/EQI4G) These special requirements apply only after the arrest of a juvenile, as defined by
federal law, for a federal oftfense. They do not apply when the juvenile is under arrest by state
or local officers on a state or local charge but is suspected of having committed a federal
offense. FBI ecmplovees may guestion a juvenile in custody on a non-federal charge about a
federal offense for which he/she is a suspect. FBI employees are cautioned. however. that they
may not collude or create the appearance of collusion with non-federal ofticers to delay an
arrest on federal charges to circumvent the JDA requircments.
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E) (UAOYO) A juvenile may walve his Fifth Amendment rights and consent to 2 post-arrest

custodial interview if permitted by the law of the circnit. Whether & waiver is knowing and
voluntary will be determined based on the totality of the circumstances surrounding the
intcrview. Among the factors the court will likely consider are the juvenile's age. experience.,
cducation. background, and intelligence, and whether he/she has the capacity to understand the
warnings given, the nature of Fifth Amendment rights, and the conscquences of waiving them.
The presence and co-signature of a parent or guardian during the waiver of rights (FD-395) is

not required for a voluntary waiver, although it is a factor to be considered and might help
dispel any notion that the juvenile was cocrced. The AUSA must approve a post-arrest

custodial interview of a juvenile.

18.5.64.15 (U)DOCUMENTATION

(U/ARGHO) When it is anticipated that the results of an interviesw mav hecome the qiihiect of
court testimony. the interview must be recorded on an FD-302

Sce DIOG subsection 18.5.6.4.15.1 below for guidance on the use of the FD-302. The

FD-302 must contain a record of staterments made by the interviewee and not contain the

interviewer’s opinion or contextual comments. If th
comments arc relevant. they must be documented in

intery

ewer’s opinions or contextual
or other appropriate document.

If the interviewee characterizes an individual, group, or activity in a certain way, FBI records
(i.c.. 302s, ECs, LHMSs) should reflect that the interviewee. not the FBI, is the source of the

characterization.

(U/A09) Certain types of written material developed during the course of an interview

must be retained including:

A) (U/AUQ) Written statements signed by the witness. When possible, written statements
should be taken in all mvestigations in which a confession or admission of guilt is obtained
unless the confession is obtained during an electronically-recorded interview session. If &

statement and the oral information should be recorded on an FD-302 or

witniess gives a signed statement, and then gives additional information omllfr. both the signed

B) (U/ABH9) Writien statements, unsigned by the witness, but approved or adopted in any
manner by the witness. An example of such & written statement would be a written statement
that the subject orally admits is true bat will not sign; and

C) (UAHa Original notes of an interview when the results may become the subject of court
testimony. Materials generated via cmail, text messages, or similar means during an online
mntervicw must be retained as original notes. Because some forms of synchronous
communication tools. such as text messiging, have limited or no storage. print., or production
capabilitics, they should not be used for substantive communications with law enforcement
colleagues or civilians who may become witnesses. If these tools are, nonetheless, used for
substantive communications as part of an interview, the communications must be

memorialized verbatim in an FD-302.

D) (U/F683) It an FBI employee and an AUSA conduct an interview, and the AUSA asks or

tells the FBI cmployee to refrain from recording the substance of the interview or taking notes.
the FBI employee should decline to participate in the interview and should not be present
when it takes place unless the interview is part of the trial preparation of the witness (or unless
another law enforcement agent present is given the responsibility for taking notes and
documenting the substance of the interview). FBI employees generally do not report the
substancc of trial preparation unless new material information or impeachment information is
developed. FBI employees should consult with the trizl AUSA to determine how to document
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any new information. including impeaching information, developed during the trial
preparation interviews.

E) (Ui b7E

(U) See alse DIOG Section 3.3.1.14 (Retain Original Notes Made During An Investigation).

(U/Aeo) All original handwritlen interview notes must be retained as "original note
material” in of a lile. The original handwritten notes may be scanned, but the
physical original handwritien notes must be retained regardless of whether or not the notes are

scanned. Also scel |

18.5.64.16 (U)Ust oF THE FD-302

{U) Documenting Information of Record: Any maticr that may be testimonial must be
documented using an FD-302 within

(U} Whenever a person being interviewed could be called upon to testify at any time ina

. . . . . b7E
future trial. or hearing. the results of the interview must be reported in an FD-302.
(U) All FBI ecmployees present during an interview] |
[ [must be identified by name on the FD-302.

The employee preparing the FD-302 is listed as the author of the document and all other
cmployees present must be listed as co-authors. The author and co-author(s) of the FD-302
must review the FD-302. and then clectronically sign the final FD—302@0 attest it is
accurate and complete. If someone other than an FBI employee and co-author(s) are present
during the interview,| |
[the third party’s presence during all or part of the Interview must

be noted in the FD-302.

(U) The FD-302 opening paragraph must state the official identity of the interviewing
ageni(s), the purpose of the interview, and the identity of the individual being interviewed to
include relevant identifying information such as a date of birth, address. or other identilying
data. It is also permissible to place more details or extensive personal, biographical, criminal
history, business related information, other agency record information, etc in the body or at

oy
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the end of the repert. When an ongoing interview is carried out over a period of days, the
dates should also be set cut in the details ol the FD-302. In such cases. the report should
clearly delincate the particular date(s) the information was obtained. A composite interview
report may be utilized in certain circumstances (sce “composite FD-302" below for additional
guidance).

(U} If during an interview, the interviewee provides unrclated information relevant to other
criminal. national security. intelligence, or public safety matters from the original purpose of
the mterview. the interviewer may take the infermation. When documenting such unrelated
information. cach topic must be documented in a separate FD-302. filed to the appropriate
investigative classification. and disseminated as appropriate.

{(UJ) The preparation of the FD-302 must be initiated as soon as practicable
following the conclusion of the interview or other activity that may be

lestimonal.

{U} Interview notes must be retained in accordance with DIOG subsections 3.3.1.14 and
18.5.6.4.15 above.

(U) Composite FD-302: In limited situations involving an cxtended or a scrics of related
interviews ol a subject. witness. or victim, the preparation of a composite FD-302 may be
necessary. Preparation of a composite FD-302 at the conclusion ol the interview may be the
most logical and orderly way in which to document the totality of the interview. In these
sttuations. in the judgment of the interviewer. a single composite FD-302 might be appropriate
when:

(U}
(H

|

(U |

|

U] I

: —

(UY ]

|

(U} If agents elect to prepare a composite ED-302, they must, without exception. ensure the
composite FD-302 captures all material information in the extended interviews. including that
which may also be considered exculpatory or impeaching. This includes. but s not limited to,
any materially inconsistent statements of the witness and anything that may tend to mitigate
guilt or punishment of the accused.

(U} The preparation of the composite FD-302 must be initiated as soon as practicable,
following the conclusion of the last interview.

{U} Interview notes must be retained in accordance with DIOG subsections 3.3.1.14 and
18.5.6.4.15.
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(U) Adoption of an FD-302: In consultation with the assigned AUSA or DOJ attorney, the
agent may seek o have the interviewee adopt an FD-302 as the statement he/she intended to
give. Adoption by the witness may be in the form of (1) a signed statement. (2) an unsigned
statement adopted by oral declaration. or (3} the report of information furnished by the
witness. the substance of which was reviewed [ully with the witness and adopted by the
interviewee as the [ull and correct report of the statement he/she desired to [urnish. Should the
witness adopt an FD-302 as their statement. the agent must have the witness declare that it
represents a full and correct report of their statement and then sign and date the first page of
the FD-302. including any corrections, edits or additions he/she make on that page. The
witness should alse mnitial and date each subsequent page ol the report and also make any
corrcctions. edits or additions to the FD-302. The adoption of the FD-302 by the witness can
provide a defense to any allegations that the FD-302 represents information the interviewer
claims the witness said, rather than what the witness actually stated. The original | |

I |FD-302 adopted by the witness should be retained in ol the
investigative file after it has been scanned and clectronically placed into the relevant
investigative file(s).

18.5.6.4.17 (U} ELECTRONIC RECORDING OF INTERVIEWS

18.5.6.4.17.1 (UYOVERVIEW

(U)

(U/FFeH0)|

(U/EcEs|

(U/Feu) |
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18.5.6.4.17.2 {U) RECORDED NON-CUSTODIAL INTERVIEWS
18.5.6.4.17.2.1 (U} OVERTLY RECORDED NON-CUSTODIAL INTERVIEWS

(UHESHGS-FBI employees have the option 1o conduct an overtly recorded non-custodial
interview. An overtly recorded interview occurs when an FBI employee, identified as
such. advises the interviewee that the interview is or will be recorded. or the interviewee

is otherwisc clearly aware that the interview is in fact being recorded| | b7E
(U/HF66) The FBI cmployee must provide notification Iol Ias S00n as
practicable hﬁcr completion of an overtly recorded non-

custodial interview(s). The notification may be 1 the [orm of the interview summary ED-
302 described in DIOG subsection 18.5.6.4.17.2.2 below.

(U/AeEy Additionally, prior to conducting the interview, the interviewing employee
should consider the factors listed below| _I

A. (U7TFOYO) Whether the purposc of the interview is to gather evidence for
prosccution or intelligence for analysis or botly

B. (U//BOYSs Il prosecution 1s anticipated, the type and sericusness of the crime,
including, in particular, whether the crime requires mens rea, or a mental clement,
such as knowledge or intent to defraud. proof of which would be considerably
aided by the interviewee’s admissions in his/her own words;

C. (U/FOH6 Whether the interviewee’s own words and appearance (in video
recordings) would help rebut any doubt about the meaning. context or
voluntariness of his/her statement or confession raised by his/her age. mental
state, educational level, or understanding ol the English language; or 1s otherwise
expected o be an issue at trial, such as to rebut an insanity deflense; or may be of
value to behavioral analysts;

D. (UABHOS If interviewers anticipate that the interviewee might be untruthful
during an interview, whether a recording of the [alse statement would enhance the
likelihood of charging and convicting the person [or making a false statement;

E. (U/AFOHE6 The sufficiency of other available evidence to prove the charge
beyond a reasonable doubt;

E. (U/FeH The preference ol the USAQO and the Federal Distriet Court regarding
recorded nterviews or conlessions;

G. (U/EEOYEO) Local laws and practice—particularly in task force investigations
where state prosccution 1s possible;

H. (U/FROHS) Whether interviews with other witnesses or subjects in the same or
related investigations have been electronically recorded; and

I (UJFOTO) The potential to enlist the witness or subject’s cooperation and the
value of using his/her own words 1o clicit his/her cooperation.
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18.5.6.4.17.2.2 (U) OVERTLY RECORDED NON-CUSTODIAL INTERVIEW: DOCUMENTATION
AND HANDLING

(U/FOTO0) After completing the recorded interview, the FBI emplovee must document
the fact that the interview took place in an FD-302.

(U/A0E0

(U/FOT0)

(U//F&YO¥Any handwritten notes taken during the recorded interview must be retained
as original note material. See also DIOG Section 3.3.1.14 (“Retain Original Notes during
an Investigation™).

18.5.6.4.17.2.3 (U) SURREPTITIOUSLY RECORDED NON-CUSTODIAL INTERVIEWS

(U/FeEO) | H
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18.5.6.4.17.2.4 (U} SURREPTITIOUSLY RECORDED NON-CUSTODIAL INTERVIEW:
DOCUMENTATION AND HANDLING

(U/Fege] l
(U/#Feu0)| |
(U/EOUQ] |

(U/EFH) Any handwritten notes taken during the recorded interview must be retained
as original note material. See also DIOG Section 3.3.1.14 (“Retain Original Notes during
an Investigation”),
18.5.6.4.17.3 (U} CUSTODIAL RECORDED INTERVIEWS { WARRANT/PROBABLE
CAUSE)
18.5.6.4.17.3.1 (U) OVERVIEW

(U/FOTO) There 1s a presumption that statements made by persons in FBI custody must
be recorded following arrest and prior to initial appearance when the arrestee 18 in a place
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of detention with suitable recording equipment. All statements made during a custedial

mterview ol persons arrested by the FBI for [ederal crimes.”’ prior lo initial appearance

and while in a place of detention with suitable recording equipment, must be

clectronically recorded (with very limited cxceptions as listed in DIOG subsection

18.5.6.4.17.4. below)] | b7E

(U/POYSY

[For factors bearing on
voluntariness, see DIOG subsection 18.5.6.3. For [actors bearing on Miranda compliance.
sce DIOG subsection 18.5.6.4.1.1

(U//FOH63 Employees must use suitable equipment as approved byl

(U/FeEes|

(UHFOHO)] |

[8.5.6.4.17.3.2 (U) OVERTLY RECORDED CUSTODIAL INTERVIEWS

(U/FOTOY FBI employces may conduct an overtly recorded custodial interview. An
overtly recorded custodial mterview occurs when an FBI employee. identified as such,

T7 erp o . - . . . rn . . . .
" This poelicy does not apply to a person airested for a state or local erime during a joint or Task Force investigation.
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advises the interviewee that the interview 1s or will be recorded, or the interviewee 1s
otherwise clearly aware that the interview is in fact being recorded, | | b7E

18.5.6.4.17.3.3 (U) OVERTLY RECORDED CUSTODIAL INTERVIEW: DOCUMENTATION AND
HANDLING

(U/ECQLLY After completing the recorded ramwwmm
that the interview took place in an FD-302.

{U) The FBI will provide clectronic copies for distribution pre-indictment. Post-
mdictment, the USAO will pay for transeripts of recordings as necessary.

(UMEOHOY Any handwritten notes taken during the recorded interview must be retained
as original note material. See DIOG Section 3.3.1.14 (“Retain Original Notes during
Investigation™).

(U/Feuef I

18.5.6.4.17.34 (U) SURREPTITIOUSLY RECORDED CUSTODIAL INTERVIEWS

(UHFOEETBI employees may conduct a surreptitiously recorded custodial imcrvicwl |
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b7E

18.5.6.4.17.3.3 (U} SURREPTITIOUSLY RECORDED CUSTODIAL INTERVIEW:
DOCUMENTATION AND HANDLING

(U/FOH6S5 After completing the recorded interview. the agent must document the fact
that the interview took place in an FD-302] |

{U) The FBI will provide clectronic copics for distribution pre-indictment. Post-
indictment, the USAO will pay for transcripts of recordings as necessary.

(U/A*656) Any handwritten notes taken during the recorded interview must be retained
as original note material. See DIOG Section 3.3.1.14 (“Retain Original Notes during
Investigation™).

(UiFeHey|

18.5.6.4.17.4 (U} EXCEPTIONS TO MANDATORY RECORDING OF POST-ARREST
CUSTODIAL INTERVIEWS

(U/AEHOUnless conducted pursuant to prior written approval. the interviewing

employee must document in as soon as practicable
18-42
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:]aﬁcr the completion ol the interview. the exercise of an exception to the mandated b7E
requircment o record a custodial post-arrest interview must be captioned.
I and must

specifically address the recason(s) why the interview was not recorded

I

] Upon 1pprovalj:}nust be elecironically

placed into the substantive mvestigative case [ile, and a notification copy sent to the
FBIHQ operational unit with program responsibility over the investigative classification.
appropriate OGC/ILU or NLSB Unit, and to the Division’s Compliance Officer. For

tracking purposes and for a periodic review by DOJ, must be clectronically placed
mto ﬁlcl | A copy ofljocumcming the basis for utilizing an
exception to the mandatory recording of post-arrest custodial recorded interview policy

must be made available to the AUSA by the “office of origin™ field office overseeing the
investigation.

(U//POTO) Refusal of subject 1o be recorded during the interview: If the subject is
advised that the interview will be recorded and they indicate that they are willing Lo
provide a statement but wish not te be recorded. then the recording need not take place.

a. (U/AFeBer

(U/FOH6) Public Salety Exception: If the questioning is reasonably prompted by an
immediate concern [or the salety of the public or the arresting agent under New York v.
Quarles then recording ts not mandatory (scc, ¢.g. DIOG 18.5.6.4.1.3).

(U/FeH9)| |

a. { U/fFeHQ-i [

b. (U/FOTeH
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c. (U/ASHUQ)

d. r( U/Fo5o)

1. (UFFEHOS)|

. (UAESHE

. (U/AReH0y

iv. _{U/FOToN
L

v. (U/A06

vi. (U/AFEES)|

B

c. (U//V;@ This 1s not meant to be an exhaustive list and other considerations

may counscl in favor of]

D. (U/EQEErRecording is nol reasonably practicable: In the event that the circumstances

of the arrest docs not allow for the recording of the intervicw]
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E. (U#eH6y “Residual” Exception: Thel|
L agree that a sigmficant and articulable law en forccmcm| b7E
[ |purposc requires not recording the
interview. Some considerations may includd |

This exception 1s (o be used judiciously and very infrequently.
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18.5.6.4.17.5 (U} ELECTRONICALLY RECORDED INTERVIEW REFERENCE
TABLE

(U/AeHET Sce below quick reference table regarding electronically recorded mterviews:

BTE
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18.5.64.18 (UYINTERVIEWS RELATING TO CLOSED FILES

(U/FOHE) An intervicw initiated by an employce should only be conducted if it is within the
scope of an open authorized Asscssment or Predicated Investigation. On the other hand. there
are situations in which an individual contacts the FBI to report information concerning a
matter that has been closed or placed in a zero file classilication, or 1s unrelated o any current
or previous investigation. In these situations, an FBI employce may collect whatever
information the person is willing to provide. except solely First Amendment information. and
may document the results ol the contact in an FD-7[/Guardian. or with an EC or FD-302.
These documents may be eiectrenically placed in [iles that ave relevant to an open Assessment
or Predicated Investigation, a closed Assessment or Predicated Investigation. a zero
classification file, or a control file (if no further investigative activity is required).

(UHFOBQ] | BTE

18.5.6.4.19 (U} FBIHQ OPERATIONAL DIVISION REQUIREMENTS
A) (UMOUON Copreripellivence Division 1 | b7E

B) (U/H50) Other FBIH(Q Divisions: Each FBIHQ division may provide additional mterview
notice requircments in its PG.

18.5.6.5 (U) USE/DISSEMINATION

(U/FOUO) The use or dissemination of information obtained by this method must comply
with the AGG-Dom and DIOG Scction 14.

18.5.6.6 (U/HFOH OVERSEAS INTERVIEWS
18.5.6.6.1 (U//FEEO) INTERVIEWS QUTSIDE THE UNITED STATES
(UMFOYO) It is the policy of the FBI that an employee™] | b7E

38 The term “FBI employee” includes, but is not limited to, an operational/administrative professional staff
person, intelligence analyst, special agent, task force officer (TFO), task force member (TFM), task force
participant (TFP), detailee, and FBI contractor.,
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(U/reHe] |

(U)I |

18.5.6.6.2 (U/HAGE6) MIRANDA WARNINGS FOR PERSONS IN CUSTODY OVERSEAS
(U regon I
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18.5.7 (U) INVESTIGATIVE METHOD: INFORMATION VOLUNTARILY PROVIDED BY
GOVERNMENTAL OR PRIVATE ENTITIES

(U} See AGG-Dom. Part [LLA4.g.
18.5.7.1 {U) SCOPE

(U/FOYE) An FBI ecmployce may accept information voluntarily provided by federal. state,
local, tribal, or forcign governmental or private entitics and individuals. Voluntarily provided
informatien includes, but is not limited to, oral as well as documentary and physical evidence
such as a computer hard drive or other electronic media that contains information. paper
documents containing information, or physical objects (c.g.. handgun or narcotics).

(U//EGHO) Nothing 1n this section prohibits asking for or accepting volunteered access to
personal or real property.
(U/FOE6) Nofe: Consent Scarches are authorized in Assessments, as well as Predicated

Investigations.

(U/ROH6 Note: 1l the originator of information reported to the EBI characterizes an
individual, group. or activily in a certain way, and that characterization should be documented
for completeness of the FBI record, the FBI record (i.c., 302, EC, LHM) should reflect that
another party, and not the FBI, is the originator of the characterization.

18.5.7.2 (U} APPLICATION

(U/FeOHe] b7E

18.5.7.3 (U} APPROVAL

(U//BOB6 Supervisory approval is not required (o accept voluntarily provided information.
Personnel may not request nor knowingly accept information where disclosure would be
prohibited by federal law. Sce, e.g.. 18 U.S.C. § 2702 (prohibiting an entity providing
clectronic communications services from divulging certain communications and other
records. excepl in certain circumstances).

18.5.7.4 (U} USE/DISSEMINATION

(U/FeH0) The use or dissemination of mfermation obtained by this method must comply
with the AGG-Dom and DIGG Section 14.
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18.5.8 (U) INVESTIGATIVE METHOD: PHYSICAL SURVEILLANCE (NOT REQUIRING
A COURT ORDER)

(U) See AGG-Dom. Part ILLA.4.h — “Engage in observation or surveillance not requiring a court
order.” Nofe: Consent Scarches arc authorized in Assessments.

(U

I

18.5.8.1 (U} Scorke

(U/fPOUT]) Physical Surveillance Defined: Physical surveillance is the deliberate
observation of persons, places, or events. on either a limited or continuous basis, 1t arcas
where there is no reasonable expectation of privacy.

(U/FOHOY

(U/fFONeL

A) (LUESUSY |

B) (UAEH

-

) (UHOUQ] |

D) (U/FOHe

(U/Fee) Surveillance Enhancement Devices: The use of mechanical devices operated by
the user {¢.g., binoculars; hand-held photographic or video cameras] ]

| [is authorized as
part of physical surveillance provided that the device is not used to collect information in
which a persen has a reasonable expectation of privacy |

18-50
UNCLASSIFIED - FOROFRICTAT USEONEY March 3, 2016

Version Dated:

LTE

LTE

b7E

b7E

b7E

b7E

b7E

BLTE



UNCLASSIFIED - FOR-OFHCHAEHSE-OMN Y
Domestic Investigations and Operations Guide §18

18.5.8.2 (U} APPLICATION

(U/PoBe] | bTE

18.5.8.3 (U} APPROVAL

(U/BEGHOT During an Assessment, physical surveillance may be approved for a period of
time not to cxceed as cxplained further below.

b7E

18.5.8.3.1 (U/AFOEOT STANDARDS FOR OPENING OR APPROVING PHYSICAL
SURVEILLANCE DURING AN ASSESSMENT

(U/FOHO) During an Asscssment. in addition to the standards contained in DIOG Sections
5.5 and 5.8. the FBI employee and supervisor must consider the following:

A) (U/AEH6) Whether the physical surveillance is rationally related to the articulated purpose
and objective of the Assessment;

B) (U/ASBE33 Whether the physical surveillance is the least intrusive alternative for acquiring
needed information;

C) (U/FeH6) It the physical surveillance is for the purpose of determining a pattern of activity,
whether there 1s a logical nexus between the purpose of the Assessment and the pattern of
activity the cmployce is seeking to determine; and

D) (U/ABH6n If being conducted in order to gather positive foreign intelligence, whether the
surveillance is consistent with the requirement that the FBI employee operate openly and
consensually with a USPER, to the extent practicable.

185832  (U/HOHQ)| [FOR ASSESSMENTS b7E

™
-3

Igi®

~t
S

(U/HFOHO) In an Assessment. an FBI employee must usc thef |
| #8372 cad
Reguest form, or an EC| | b7E

FD-71. Guardian.|

(U/Feug b7E
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18.5.8.3.3 (UHFOHO] | bTE
(U/Feto| I BIE
[ [in an ED-71, Guardian. an
EC. or other appropriate form requesting Assistant Special Agent in Charge (ASAC)
approval. (Note: Th(] meroval standard, renewable for additiona |is
(UHEeE8] | b7E

18.5.8.34 (U1 | b7E

(U/FOHS | b7E

18.5.8.3.4.1 (U/A=0661 APPROVAL REQUIREMENTS

(U/BSHO) L7E
| [must document the reason and

objective for its usc and be approved by an ASAC. The request and approval must be

documented in ‘L puardian. an EC. or other appropriate

form and clectronically placed into the appropriate investigative file.

18.5.8.3.4.2 (UHFOBO) | b7E

(U/FOtO) 1 b7E
18.5.8.3.4.2.1 (U/H=656 )| | bTE

(U/FOto) bTE

18-52

Version Dated:

UNCLASSIFIED —FoOR-BFHCHAEUSEONEY September 28, 2016



UNCLASSIFIED - FORORFICTATUSEONEY
Domestic Investigations and Operations Guide §18

%) (U/FOHE)] |

S

iWhuvivicy | |

4) (U/ESHE) J

5) (U/FeHe] |

(u/Fove] |

18.5.8.34.3 (U/FOTO)
(U/Eaug] il

(U//FOHO) Note:]| |

18.5.8.3.4.4 (U/AFOE6) COMPLIANCE AND MONITORING

(U//FOHO) The request and approval documentation for the use of| |
must be clectronically placed into the appropriate investigative file.

18-53 Version Dated:
UNCLASSIFIED - FOROFFICTATTSEONEY March 3, 2016

b7E

bT7E

b7E

b7E

b7E

B7E

b7E

P7E

b7E

B7E

b7E

BLTE

b7E



UNCLASSIFIED —FORSFHCIATUSEONEY
Domestic Investigations and Operations Guide §138

18.5.8.4 {(UY OTUHER PHYSICAL SURVEILLANCE

(U//FOY63 Physical surveillange conducted by emplovees, other than through usc of the
resources discussed above (i.c. during a Predicated Investigation
does not require supervisory approval. In addition] |

I |

18.5.8.5 {(UY MAINTAIN A “*SURVEILLANCE LOG™ DURING PIIYSICAL SURVEILLANCE

b7E

(U/ASY6) A survceillance log must gencrally be maintained for the purpose of documenting
obscrvations made during the period of physical survetllance. The log is a chronological
narrative detailing the observations noted during the surveillance. A team member must be
assigned (o maintaining the surveillance log. At the end of the shift. cach individual must
initial on the surveillance log the notations of the activitics he or she observed. Completed
physical survcillance logs must be clectronically placed in the investigative main file or in the
FISUR sub-[ile. il the sub-{ile has been opened for the investigation. Any original notes must
be permanently retained in a 1A envelope (FD-340a) in the investigative [ile. Surveillance
logs must be concise and factual. When reporting locations, the surveillance log must be as
specific as possible. Surveillance tcam members must aveid over-reporting and including
unnecessary information; logs are subject to discovery in legal proceedings.

18.5.8.6 {U)Y USE/DISSEMINATION

(U//FEHE6) The usc or dissemination of infermation obtained by this method must comply
with the AGG-Dom and DIOG Sccticn 14.
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18.5.9 (U) INVESTIGATIVE METHOD: GRAND JURY SUBPOENAS — TO PROVIDERS
OF ELECTRONIC COMMUNICATION SERVICES OR REMOTE COMPUTING
SERVICES FOR SUBSCRIBER OR CUSTOMER INFORMATION (ONLY IN TyPE 1
& 2 ASSESSMENTS)

(U} See AGG-Dom. Part ILA 4.1.
(U} See DIOG Section 18.6.5 [or additional information on use of Federal Grand Jury (FGJ)
subpoenas it Predicated Investigations.
18.5.9.1 {U) ScopE
(U//FOPO) During a Type 1 & 2 Assessment. an FBI employee may request from an
appropriatc USAOQ the tssuance of an FGJ subpocna for the limited purpose of obtaining
subscriber or customer information from providers of electronic communication services or
remote computing services b7E

L |A FGJ subpocna. under this provision, may not be requested for the
purposc of collecting positive foreign intelligence.

18.5.9.2 (U} APPLICATION
(U//rede] b7E

| !

18.5.9.3 (U} APPROVAL

(U/Ae0) In Type 1 & 2 Assessments., subscriber or customer information from providers
of clectronic communication services or remote computing services | |

| | may be requested through
the use ol an FGJ subpoena without supervisory approval. An agent requesting an FGJ
subpoena during an Assessment must advise the Assistant United States Attorney (AUSA),
who will issuc the subpocna, that the FBI is conducting an Asscssment. The AUSA must
determine whether there s sufficient connection between the Assessment and possible
criminal conduct to warrant issuance of an FGJ subpoena. FGJ subpoenas may not be sought
during a Type 3. 4. 5, or 6 Assessment.

18.5.9.3.1 (U} MEMBERS OF THE NEWS MEDIA

(U/FPe5Oy

(U) Note: 28 C.F.R. § 530.10(b)( 1 )(it) provides guidance on categories of individuals and
entitics not covered under the requirements sct out above.
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18.5.9.4 (U} GRAND JURY SUBPOENAS TO PROVIDERS OF ELECTRONIC
COMMUNICATION SERVICES OR REMOTE COMPUTING SERVICES FOR
SUBSCRIBER OR CUSTOMER INFORMATION (ECPA 18 U.S.C. §2703

(U/rrede) Title 18 U.S.C. Scction 2703 governs the disclosure of customer
communications or records maintained by providers of clectronic communication services or
remote computing services when sought by a government agency through legal process.
Subsection (c)2) of Section 2703 specifies the types of records that may be obtained by the
government pursuant 1o & subpoena.

(U/HEQUOY | b7E
a. (UY I b7E
b. (U] b7E
|
c. (U)[ | b7E
d. (U] b7E
e. (U] bB7E

18.59.5 {U} RESTRICTIONS ON USE AND DISSEMINATION

(U//FBY6y Because judicial districts vary as to whether subscriber records obtained through
use of an FGJ subpoena must be handled pursuant to the FGJ secrecy rules as “matters
occurring before the federal grand jury,” subscriber records obtained pursuant to an FGJ
subpocna should be protected as required by the judicial district in which the FGJ subpocna is
issued. See DIOG Scction 18.6.5 for additional guidance.

(U//FEFOT In addition. in those judicial districts in which subscriber records obtained
pursuant to an FGJ subpocna are considered to be matters occurring before the grand jury. no
documentation of the actual subscriber records should be made in the FD-71 or the
unresiricted portion of the Guardian FD-71a. Insicad, a copy of the EGJ subpoena and the

responsive subscriber records must by |
| IGuardian FD-71a[” | bTE

+ (U] bTE
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UHESHR| bTE

(Uireyes[ |

(U/FOHO) The usc or dissemination of information obtained by this method must always
comply with the AGG-Dom, DIOG Scction 14, and the Federal Rules of Criminal Procedure
(FRPC) Rule 6. FRCP 6(c). which is discussed below in DIOG subsections 18.6.5.11 and 12,
and controls the release ol mflormation obtained as part ol the FGJ proceeding.
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18.6  (U) AUTHORIZED INVESTIGATIVE METHODS IN PRELIMINARY
INVESTIGATIONS

(U} See AGG-Dom, Part II.B and Part V.A.1-10.

(U) In Preliminary Investigations the authorized methods include the following:

A) (1) The investigative methods authorized for Assessments:

6) (U) Interview or request information from the public or private entities. (Sec Section

L} (U) Polygraph examinations. (Sce Section 38.6.1 1)
M) (L)) Searches that Do Not Require & Warrant or Court Order | | b7E

I |

| hnd Inventory Searches Generally {See Section {8.6.12)

42 (1J/ /FOH6¥The use of Search Warrants to obtain this information in Preliminary Investigations is
prohibited. (See DIOG Section 18.6.8.4.2.3)
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18.6.1 (U) INVESTIGATIVE METHOD: CONSENSUAL MONITORING OF
COMMUNICATIONS, INCLUDING ELECTRONIC COMMUNICATIONS
18.6.1.1 (U} SUMMARY

(U) Monitoring of wirc. oral or clectronic communications based on the consent of one party
Lo the communication is referred o as consensual monitoring. The consent exception applies
1o the interception of wire. oral. and electronic communications. Consensual monitoring
requires review by the CDC or the OGC. (AGG-Dom. Part V.A.4)

18.6.1.2 (U} APPLICATION
(UH6HSY B7E

(U/ARRYE) Scc Adianed Electreanic Suryeiilinice god Searihes Polivye Gaide, 0626038¢ [or
additional guidance.

18.6.1.3 (U} LEGAL AUTHORITY

A) (U) The Fourth Amendment to the United States Constitution and casc law interpreting the
same;

B) (U) The Wirctap Statute, 18 U.S.C. § 2511-2522 | prohibits the intentional interception and
use of wire. voice, or electronic communications absent an exception;

C) (U) The consensual monitoring exceptions, 18 U.S.C. § 2511(2)c) & (d). require one party to
the communication to consent to monitoring; and

D) (U) The Foreign Intelligence Surveillance Act of 1978 (FISA), 50 U.S.C. §§ 1801 et seq.
providcs that if a party to the communication has consented to monitoring, a FISA court order
is not required.

18.6.1.4 {U)} DEFINITION OF INVESTIGATIVE METHOD

(U} Generally. the Wirctap Statute {also referred to as Title 111), 18 U.S.C. §§ 2510-2522.
prohibits the intentional interception of wire, oral. or electronic communications unless one of
several exceptions applies. One such exception 1s based on the consent of a party (o the
communication. Two other statutory exceptions to the general prohibition include 1) the
warrant or court order exception, and 2) the computer trespasser exception. This section
discusses the monitoring ol communications under the consent exception.

(U} Conscnsual monitoring is the monitoring of communications based on the consent of a
party to the communication. (AGG-Dorm, Part VII.A.) For purposes of this policy, at least one
of the parties to the communication must be located. or the interception of the consensual
commumication must occur. within the United States or the United States territories. The
consensual monitoring of communications s subject to legal review by the CDC or OGC, as
applicable. (AGG-Dom, Part V.A.4). Consensual monitoring includes the mterception of the
content of communications and typically falls into one of three general categories:
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A) (L) Wire communications. which include conventional telephone communications or other
meins of transmitting the human voice through cable. wire. radico frequency (RF). voice over
Internct Protocol {VolIP)., or other similar connections;

B) (U) Gral communications, typically intercepted through the use of devices that monitor and
record oral conversations {e.g.. a body transmitter or recorder or a fixed location transmitter or
recorder used during face-to-tface communications in which a person would have a reasonable
cxpectation of privacy but for the consent of the other party); and

C) (U) Electronic communications, which include any transter of signs, signals. writing, imagces,
sounds. data, or intelligence by a wire, radio. electronic, or optical system or network (e.g., e-
mail, instant message, chat sessions, text messaging, non-voice peer-to-peer communications).
as that term is defined in 18 U.S.C. § 2510(12)(14) and {17), which are intercepted and
recorded at the time of transmission. The monitoring of clectronic communications based on
one party consent is sometimes referred to as "consensual computer monitoring.” “Conscnsual
computer monitoring™ applics to “real time™ clectronic surveillanee bascd on consent and docs
not include retrieving or obtaining records of communications that have been stored on the
computer or elsewhere after the communication has oceurred.

(U} Note regarding electronic communications monitoring: Agents sceking to consensually
menitor electrenic communications (specifically, commmunications to, through. or from a
computer) must consider whether the party who has consented is a party to all of the
communications they want to monitor or whether some of the communications involve a
computer trespasser. as defined by the compulter trespasser exception. (See DIOG Section
18.6.2) The trespasser exception and the consensual monitoring of communications
cxceptions arc related. but scparate, exceptions to the Wiretap Statute. The owner. operator,
and authorized users of a protected computer or computer network can consent to the
monitoring ol only those communications they send or receive (i.¢.. o which they are a party),
which typically does not include a trespasser's communications. The trespasser exception
allows the interception of the communications transmitted to or from the trespasser.

(U) When applicable. the cxceptions to the Wiretap Statute can be used together., permitting
the interception of the communications of both authorized users and trespassers on the
protected computer. This is particularly useful when it is difficult to discern the trespasser
communications {rom other communications. I[ it is possible to obtain consent (o moenitor the
communications of the authorized users, use of both the consent and trespasser exceptions
together can mitigate the risk of over or under collection of the trespasser's communications.

18.6.1.5 {U} STANDARDS AND APPROVAL REQUIREMENTS FOR CONSENSUAL
MONITORING

18.6.1.5.1 (U} GENERAL APPROVAL REQUIREMENTS

(UH=0H6) Except as provided below. an SSA may approve the consensual menitoring of
communications if the information likely to be obtained 1s relevant to an ongoing Predicated
Investigation. SSA approval, including oral approval pursuant to DIOG subscction 3.4.2.2, 1s

documented on the ED-759 and other supporting documentation:
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18.6.1.5.1.1 {U) REASONS FOR MONITORING

(U/AOYO) The synopsis must include sufficient factual information supporting the need
for the monitoring. It must provide the relationship between the monitoring and the
Investigative purpose {e.g.. obtain evidence of drug trafficking, public corruption, etc.).

18.6.1.5.1.2 (U) DOCUMENTED CONSENT OF A PARTY TO THE COMMUNICATION
TO BE MONITORED

(U//FEH6) Consent must be obtlained from onc of the parties (o be monitored. and the
consent must be documented to the appropriate investigative ELSUR sub-file. Having the
consent of onc of the partics provides an exception to the Title 111 statute. The
requircment to obtain and document consent also applics to the monitoring of computer
communications. See DIOG Section 18.6.1.8 for specific procedures.

18.6.1.5.1.3 (U) SUBJECT

(U/Fe6) Agents conducling consensual monitoring must not intentionally intercept
third-partics who arc not of interest to the investigation except for unavoidable or
inadvertent overhears.

18.6.1.5.1.4 (U) LOCATION OF DEVICE

(U//reH0) Consensual monitoring can only be approved if appropriate saleguards are in
place to ensure that the consenting party remains a party o the communication
throughout the course of monitoring. For example, if a fixed-location monitoring device
is being used, the consenting party must be admonished and agree to be present during
the duration of the monitoring. If practicable, technical means must be used to activate
monitoring only when the consenting party 1s present.

18.6.1.5.1.5 (U) NOTICE OF CONSENSUAL MONITORING TO OTHER FIELD
OFFICES

(U/FGH6) I an employee. CHS, or non-con{idental third party is operationally tasked

to conduct consensual monitoring outside the field office’s territory, the FBI employee

requestng approval Lo conduct the monitoring must provide notice to the SSA who is

responsible [or the mvestigative program m the field office where the monitoring will

occur. This notice must be documented in the appropriate investigative fild] | b7E

(U/AFEE9| J b7E
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18.6.1.5.1.6 {U) DURATION OF APPROVAL

{(U/FOTO) The request for approval must state the Iength of time needed for monitoring.
Unless otherwise warranted, approval may be granted for the duration of the
Investigation, subject to a substantial change of circumstances. Il one or more sensitive
monitoring circumstances are present, DOJ may limit its approval to a shorter duration.
See DIOG Scction 18.6.1.6.3 below.

18.6.1.5.1.7 (1) LEGAL REVIEW

(U//FOTO) Prior to conducting consensual monitoring. the CDC or OGC must determine
that. given the facts of the investigation. the consensual monitoring is legal. This review
must be documented witl Should an employee seek oral ipproval for
the use of this method, the legal review by the CDC or OGC must be accomplished as

art of the oral request. The oral approval and legal review must be documented in
s soon as practicable, alter the oral
authorization. Although AUSA concurrence is no longer required for consensual
monitoring. providing notice to the AUSA 1s encouraged.

18.6.1.5.1.8 (1) CHANGE OF MONITORING CIRCUMSTANCES

(UAFOHO) Whenever the monitoring circumstances change substantially, a new FD-759
must be executed, and the CDC or OGC must be recontacted to obtain new legal review.
(AGG-Dom. Part V.A.4.) The following are examples ol substantial changes in
monitoring circumstances which require a new FD-759: a different consenting party, a
change in the location of a fixed monitoring device. or the addition of a new computer
system. If any of these or other monitoring circumstances substantially change, the FBI
employee must immediately contact the CDC or OGC.

18.6.1.5.1.9 (1) JOINT INVESTIGATIONS

(U/EQH6) In joint investigations, the policy and procedures for conducting any
investigative method or investigative activity by employces or CHSs arc usually
governed by FBI policy. Similarly. employces from other agencics who arc participating
in a joint investigation with the FBI are generally governed by their agencies’ policies
regarding approvals. If, however, the FBI has assumed supervision and oversight of
another agency’s employee (e.g, a full time JTTF Task Force Officer), then FBI policy
regarding investigative methods or investigative activity controls. Similarly. if another
agency has assumed supervision and oversight of a FBI employee. unless otherwise
delineated by MOU, the other agency’s policy regarding investigative methods or
investigative activily controls.

(U/AGHGy Consensual monitoring conducted by a non-conlidential party (¢.g.. wilness,
victim. ctc.) will be controlled by the agency that is primarily responsible for the non-
confidential party. In a joint investigation. the cmployecs should reach an understanding
as o which agency is responsible for the non-confidential party; that agency’s policies
will govern approval and documentation requirements for consensual monitoring.
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18.6.1.6 (U} CONSENSUAL MONITORING SITUATIONS REQUIRING ADDITIONAL
APPROVAL
18.6.1.6.1 (U} PARTY LOCATED QUTSIDE THE UNITED STATES
b7E
Uirose
U/FFeHe] | b7E
(U/FeHE6)| BIE

(U/FeH6ey bTE

[See DIOG Scction 13.
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18.6.1.6.2 (U)Y CONSENT OF MORE THAN ONE PARTY REQUIRED FOR CONSENSUAL
MONITORING

(U/A6H0) Pursuant to Attorney General Order No (3594-20135) dated 11/18/2015. the FBI
may cngage in the consensual monitoring of communications in accordance with FBI policy.
even 1[ 1L 1s considered a crime under state, local, territorial, or (ribal law that may require all-
party consent and do not sanction or provide a law enforcement exception|

18.6.1.6.3 (U} SENSITIVE MONITORING CIRCUMSTANCE

{U) Requests o monitor communications when a sensitive monitoring circumstance is
involved must be approved by the DOJ Criminal Division. or, if the investigation concerns a
threat to the national security or foreign intelligence collection, by the DOJ NSD. (AGG-
Dom, Part V.A 4) A “sensitive monitoring circumstance” is defined in the AGG-Dom. Part
VILO, to include the following:

A) (U) Investigation of & member of Congress, & federal judge. a member of the Executive
Branch at Executive Level ['V or above. or a person who his served in such capacity within
the previens two years {Executive Levels [ through [V are defined in 5 U.S.C. §§ 5312-5313);

B) (U) [nvestigation of the Governor, Licutenant Governor. or Attorney General of any state or
territory, or a judge or justice of the highest court of any statc or territory, concerning an
offense involving bribery. conflict of interest. or extortion related to the performance of
official duties;

C) (U) The Attorney General, the Deputy Attorney General, or an Assistant Attorney General has

requested that the FBI obtain prior approval for the use of consensual monitoring in a specific
investigation; or

D) (L) A party to the communication is in the custody of the Bureau of Prisons (BOP) or the
United States Marshal Service (USMS) or is being or has been afforded protection in the
Witness Security Program.

(Uyreroe] |

E) (U/retq

F) (UHRQEOS-See {HOH Appeisdiv (i lassified Provisiois for addittonal information
regarding consensual monitoring.
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18.0.1.6.3. 1 (U/EEOHEOFPROCEDURE FOR OBTAINING DOJ APPROVAL FOR A

SENSITIVE MONITORING CIRCUMSTANCE?

(U/Feuoy

15.6.1.6.3.2 (OB EMERGENCY REQUESTS INVOLVING SENSITIVE

MONITORING CIRCUMSTANCES:

(UHFeE6

A) (V/EoHe

B) (U//rete]

U/AFSE0]

(U/IFOTOY

(U/FeU)

18.6.1.7 (U) DURATION OF APPROVAL

(U//Fegey

18.6.1.8 {U) SPECIFIC PROCEDURES

(U/FOYO) The following procedures apply when obtaining consent.
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18.6.1.8.1 (U} DOCUMENTING CONSENT T0 MONITOR/RECORD

(U/EOUON- | b7E

(U/rReHo] b7E

18.6.1.8.1.1 {U) CONSENSUAL MONITORING OF COMPUTERS

(U/FeHes| J b7E

the CDC or OGC must review the document at 1ssue 1o ensure that the implied
“consent 1s legally sufficient.

18.6.1.8.2 (U} DOCUMENTING APPROVAL
{(U/AFOT6) bB7E

18.6.1.8.3 (U) RETENTION OF CONSENSUALLY MONITORED COMMUNICATIONS

(UHFOTeT b7E
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18.6.1.84 (Uy MuLTIPLE COMMUNICATIONS

(U/AeUO] b7E
[8.6.1.8.5 (U) INVESTIGATION SPECIFIC APPROVAL
(U/FOHO) bTE

18.6.1.9 (U} COMPLIANCE AND MONITORING

(ULEQUO) Case agents and supervisors must regularly monitor the use of this method to
ensure that the continued interception of communications 1s warranted and lawfully obtained
by virtue of consent. express or implied. from a party to the communication. Such monitoring
must include a review of the investigative file to ensure that consent and authorization forms
are in the appropriate investigative ELSUR sub-file and properly completed by the requesting
agent. ELSUR program personnel must review all submitted FD-759s and consent forms (FD-
472 and FD-1071) to cnsure proper approval is documented for the consensual monitoring of
communications.

18.6.1.10  (U) EVIDENCE HANDLING

(U//FOHSY b7E
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18.6.2 (U) INVESTIGATIVE METHOD: INTERCEPTING THE COMMUNICATIONS OF
A COMPUTER TRESPASSER
18.6.2.1 (U} SUMMARY

(U} The wire or clectronic communications of a computer trespasser to, from, or through a
protected computer may be intercepted and collected during a Predicated Investigation. Use of
this method requires SSA approval and review by the CDC or the OGC. (AGG-Dom. Part
V.A4)

18.6.2.2 (U} APPLICATION
(U/reye] |

18.6.2.3 {(U) LEGAL AUTHORITY

A) (1) The Fourth Amendment to the United States Constitution and case law interpreting the
same;

B) (U) The Wiretap Statute, 18 U.S.C. § 2511, prohibits the intentional interception and usc of
wire, oral, or clectronic communications absent an exception;

C) (U) Computer Trespasser Exception., 18 U.S.C. § 2511(2)i); and

D) (U) The Forcign Intelligence Surveillance Act of 1978 (FISA). 50 U.S.C. §§ 1801 ct seq..
requires court authorization for “clectronic surveillance.” FISA specifically provides,
however. that the acquisition of computer trespasser communications that would be
permissible under 18 U.S.C. § 251 1{2)1) arc not subject to the FISA court order requirement
for electronic surveillance of wire communication under section 101{H(2) of FISA. 50 US.C.

3 1801(H (2).
18.6.2.4 (U} DEFINITION OF THE COMMUNICATIONS OF A COMPUTER TRESPASSER

(U} Generally, the Wiretap Statute (alse referred to as Title IIT). 18 U.S.C. §§ 2510-2522,
prohibits the intentional interception of wire. oral, or clectronic communications unless onc of
several exceptions applies. One such exception is the interception of a computer trespasser’s
wire or electronic communications to. through or [rom a protected computer based on the
authorization of the owner or operator of that computer. Another statutory exception is based
on the consent of a party to the communication. This section relates specifically to the
compulter trespasser exception; the policy on conscnsual recording of computer
communications can be found at DIOG Section 18.6.1.

{U) The computer trespasser exception to the Wiretap Statute, 18 U.S.C. § 251 [{2)(1). permits
a person acting under color of law to intercept the wire or electronic communications ol a
compuler trespasser that are transmitled to, through, or [rom a protected computer when the
owner or operator of that computer authorizes the interception. The use of this method docs
not include retrieving or obtaining records of communications that have been stored on the
compuler or elsewhere after the communication has occurred.

{U) The statute requires:
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A) (U) The owner or operator of the protected computer to authorize the interception of the
trespasser’s communications on the protected computer:

B) (1) The person acting under color of law to be engaged in a lawful investigation;

C) (U) The person acting under color of law to have reasonable grounds to believe that the
contents of the trespasser’s communications will be relevant to the investigation: and

D) (U) The interception is limited to the communications transmitted to or from the trespasser.

(U) The case agent is responsible for documenting the basis [or the conclusion that the person
who provided authorization to intercept the trespasser’s communications is either the owner
or operator of the protected computer. The “owner or operator” must have sufficient authority
over the protected computer/computer network system to authorize access across the entire
system. This could be a corperate officer. CIO, or system administrator, il the system
administrator has authority across the entire system. In any instance in which the
tdentification of the owner or operator is not plainly evident. the casc agent must seek the
assistance of the CDC or the OGC to identify the proper owner or operator.

(U} A "protected computer.” defined in 18 U.S.C. § 1030(c). has been generally interpreted to
be any computer or computer network device connected to the Internet. although it also
mcludes moest computers used by a financial institution or the United States Government
regardless ol whether the computer is connected to the Internet.

(U) A “computer trespasser” is a person who accesses a protected computer without
authorizauion and thus has no reascnable expectation of privacy in any communication
transmitted to. from. or through the protected computer. The definition of computer trespasser
does not include a person known by the owner or operator 1o have exceeded their authority or
o have an existing contractual relationship with the owner or operator for access to all or part
of the computer. (I8 U.S.C. § 2510(21))

(U} The trespasser exception and the consensual monitoring of communications exception are
related, but separate. excepuions (o the Wiretap Statute. The owner. operator. and authorized
uscrs of a protected computer can consent to the monitoring of only those communications
they send or receive (i.c., communications to which they are a party). which do not include a
trespasser's communications. {See DIOG Section 18.6.1) In comparison. under the trespasser
exception, the owner or operator may only authorize the interception of the communications
of a trespasser transmitted to, through or from the protected computer.

(U) When applicable. the computer trespasser and consensual monitoring ol communications
cxceptions to the Wiretap Statute can be used together, permitting the interception of
communications of both authorized users and trespassers on the protected computer. This is
particularly useful when 1t is difficult to discern the trespasser communications [rom other
communications. I[ it 18 pessible to obtain consent t¢ monitor the communications of the
authorized users. using the consent and trespasscr exceptions together can mitigate the risk of
over or under collection of the trespasser's communications. Sce DIOG Section 18.6.1 for the
policy regarding consensual moniteoring of computer communications.
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18.6.2.5 (U/HEOHO) USE AND APPROVAL REQUIREMENTS FOR INTERCEPTING THE
COMMUNICATIONS OF A COMPUTER TRESPASSER

18.6.2.5.1 (U} GENERAL APPROVAL REQUIREMENTS

(U//Fe6) An SSA may approve the use of the computer trespasser exception, subject 10
CDC or OGC review. Approval is conditioned on the [ollowing criteria being met and
file:

18.6.2.5.1.1 (U) REASONS FOR THE INTERCEPTION

(U//FOH6F The synopsis portion of the FD-759 must include sufficient facts to support
the need [or the interception and o explain how the contents ol the trespasser's
communications will be relevant to the investigative purpose.

18.6.2.5.1.2 (U) OWNER OR OPERATOR AUTHORIZATION

(U/FOFO) The authorization of the owner or operator of the protected computer {who
may be the system administrator. as stated above} to a person acting under color of law to
Intercept the trespasser communications on the protected compulter system or network
must be documented using the FD-1070. Authorization to Intercept the Communications
of a Computer Trespasser. The steps the case agent takes to ensure that the person
providing the authorization is the actual or appropriate owner or operator of the protected
computer must be documented in the investigative file. See 18.6.2.6 below for specific
procedures.

18.6.2.5.1.3 (U)Y ACOUIRING ONLY TRESPASSER COMMUNICATIONS

(U/FOTO) When intercepting communications under the computer trespasscr exception
alone (i.c.. not in conjunction with conscnsual monitoring of clectronic communications),
the collection must not intentionally acquire communications other than those to or [rom
the trespasser. This can olien be technically complicated to accomplish depending on the
usc and configuration of the protected computer and the sophistication of the trespasser.
The steps to be taken to identify trespasser communications and to isolate such
communications from those ol authorized users must be considered by the approving and
reviewing oflicials and documented in the investigative file. See DIOG Section 18.6.2.6
below for specific procedures.

18.6.2.5.1.4 (U) OWNER OR OPERATOR COLLECTION

(U/FOPO) The interception of trespasser communications may be conducted by the FBI
or by the owner or operator of the protected computer at the FBI's request. In either
mstance, the mterception is being conducted under color of law. Il the collection 18 not
being conducted by the FBI, the case agent must document that he or she has informed
the person conducting the interception that it must be accomplished in conformity with
the statute.

18.0.2.5.1.5 (U} LOCATION OF INTERCEPT

(U683 11 the mntercept or collection of the trespasser communications will occur
outside ol the [ield office of the approving official, the SAC or ASAC of the field ofTice
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within which the interception will occur must be notified, and the notification must be
documented in the investigative file.

18.6.2.5.1.6 (U) DURATION

(U#BOHE) The request for approval (FD-759) must state the length of time needed for
the interception. Unless otherwise warranted. approval may be granted for the duration of
the investigation. subject to a substantial change of circumstances, as described in DIOG
Section [8.6.2.6. below.

18.6.2.5.1.7 (U) LEGAL REVIEW

(U/AOHE9 Prior to conducting the interception, the CDC or OGC must review the
request and determine that, given the facts of the investigation. the interception appears 1o
be law(ul under the computer trespasser exception. Whenever the factors surrounding the
use of the approved technique change substantially, a new FD-759 must be executed. The
newly executed FD-759 must include new legal review by the CDC or OGC. (AGG-
Dom. Part V.A.4.) The following arc examples of substantial changes in the
circumstances of the interception that require a new FD-759: a change in owner or
operator, a change in the method of collection. or the change or addition of a protected
computer system. On the other hand. technical changes in the collection system for the
purposc of improving or refining the interception arc usually not substantial changes to
the circumstances ol the interception.

18.6.2.5.1.8 (U) JOINT INVESTIGATIONS

(U/FOH In joint mvestigations, il the FBI 1s the lead mvestigating agency. FBI
policies and guidance regarding the interception of computer trespasser communications
must be followed. If the FB1is not the lead investigating agency, the policies of the lead
investigating agency must be followed and documented to the appropriate FBI
mvestigative file.

18.6.2.5.1.9 (U) EXTRATERRITORIAL CONSIDERATIONS

(U/HFeHOS |

18.6.2.6 (U) DURATION OF APPROVAL FOR INTERCEPTING THE COMMUNICATIONS OF A

COMPUTER TRESPASSER

(U//BOH65-The interception and collection ol computer trespasser communications under the
compuler trespasser cxception may be approved for a specified length of time or for the
duration of the particular investigation.

18.6.2.7 (U) SPECIFIC PROCEDURES FOR INTERCEPTING THE COMMUNICATIONS OF A

COMPUTER TRESPASSER

(U//FeHY63 The following procedures apply when obtaining authorization.

18-71

Version Dated:
< — FOROFHCERAESSEOMNY— '
UNCLASSIFIED March 3, 2016

b7E



UNCLASSIFIED —FOR-OFHEIAEUSEONEY
Domestic Investigations and Operations Guide §18

18.6.2.7.1 (U) DOCUMENTING AUTHORIZATION TO INTERCEPT

(U/AOOT Whenever possible. written authorization must be obtained from the owner or
operator of the protected computer and documented on an FD-1070, Autherization to
Intercept the Communications of a Computer Trespasser.

(U/FO563 If the authorization from the owner or operator is provided orally. at least one FBI
agent and another law enforcement or intelligence oflicer should witness the authorization,
and the authorization must be memonalized in an FD-302. The fact that the authorizing party
has declined or was unable to give written authorization must also be recorded on the FD-
1070. Authorization to Intercept the Communications of a Computer Trespasser form. This
form should then be executed 1t all respects with the exception of the authorizing party's
signature.

(U/FOH63 The case agent must decument to the file (i.e., FD-302 or EC) the facts that
establish that the person providing the authorization is a proper parly to provide authorization
for the anticipated interception.

(U//EQEOI{ the case agent 1s secking approval for the FBI to engage in both consensual
monitoring and an intereeption of the computer trespasser on the same computer system,
separate forms -| | b7E

18.6.2.7.2 (U) ACQUIRING ONLY THE TRESPASSER COMMUNICATIONS

(U/AOH6F The computer trespasser exception permits the FBI to intercept only trespasser
communications. Prior to secking approval to intercept computer trespasser communications.
the case agent must coordinate the use of the method with the Field Office Technical Advisor
by submission of an Electronic Technical Request (ETR). On receipt of the ETR. the
Technical Advisor must ensurc that the technical equipment and expertisc necessary 1o
lawfully implement the interception are timely provided following approval to use this
mvestigative method.

(U/FOTOY Many of the technical challenges and risks assoctated with accurately tsolating
the trespasser communications can be mitigated by also obtaining consent to monitor the
compuler or a court order. The possibility of using the authority to intercept trespasser
communications in conjunction with consent should be raised at the time of the ETR
submission or as soon thercafter as the case agent determines that the authorized users of the
protected computer will consent to FBI monitoring.

(U/FOE6) When intercepting trespasser communications. the case agent must preparc an
FD-302 or EC detailing the steps taken (o identily trespasser communications and to isolate
such communications {rom those of authorized users. For example: "reviewed system logs
provided by the system administrator and identified a trespasser accessing the system at the
following dates and times via [P address xxx or port xxx.” Additionally, any subsequent
review or revision of the steps needed (o identify and isolate the trespasser's communications
must also be documented to the mvestigative [ile by an EC or FD-302, as appropriate.
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18.6.2.7.3 (U} REVIEWING THE ACCURACY OF THE INTERCEPTION

(U//FOYE3-AL the initiation of the interception and collection of computer trespasscr
communications. the Technical Advisor or designated technically trained agent (TTA)
coordinating the implementation of the mterception and collection device shall ensure that
appropriate cellection parameters are implemented as required by OTD policy and
proccdures.

(U//Fe6) The case agent shall ensure a timely mitial review ol the collected information to
verify that the interception and collection are limited to communications authorized for
interception and collection under the trespass authority or other lawful exception. Following
this initial review, the case agent shall ensure that a similar review and evaluation 1s repeated
al appropriate intervals throughout the duration of the mterception to ensure that the
interception and collection remain within the scope of the trespasser or other law{ul
cxceptions. Factors that may impact the frequency of reviews include. but are not limited to:
volume of data o be reviewed, complexity and nature ol data collected. and complexity of the
trespassed system.

(U/AFeH67r Any FBI employee who identifies interception and collection of communications
that may be outside the scope of the trespasser or other law{ul exception shall immediately
notify the casc agent and the operational SSA of the possible unauthorized interception and
collection of communications. Upon the determination that communications have been
unlaw[ully intercepted or collected, the mterceptions and collection must be halted
immediately. The case agent must consult with a TTA to determine whether collection may be
resumed in a manner that assures further unlawful collections will not occur. If the SSA
determines that unlawful collection can be reliably prevented. that determination must be
documented to the [ile before lawful interceptions and collection may resume.

(U/AOBOT The content of communications determined to have been unlawfully collected
cannet be used in any manner and shall be removed prompily [rom all FBI systems and
destroyed. A memorandum documenting the removal and destruction shall be filed in the
main investigation file and the appropriate investigative ELSUR sub-file.

18.6.2.7.4 (U} REVIEWING THE RELEVANCY OF THE INTERCEPTION

(U/FOUOY The trespasser exception requires the FBI to have a reasonable belief that the
contents of the trespasser’s communications will be relevant to the investigation. Following
the intiatien of the interception and collection of the trespasser communication, the case
agent must ensurc that the collected communications arc reviewed. at appropriate intervals
throughout the duration of the interception, to determine whether the interception is and
continues Lo be relevant 1o the authorized investigation. Factors that may impact the [requency
of reviews include. but are not limited to: volume of data to be reviewed, complexity and
naturc of data collected, and complexity of the trespassed system.

18.6.2.7.5 (U} DURATION OF APPROVAL

(U//FOF6Y Authorization to intercept trespasser communications remains valid until such
time as the authorizing party. orally or in writing, revokes the authorization or on the
termination date of the authorization, whichever comes [irst.
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18.6.2.7.6 (UYELSUR REQUIREMENTS

{(UAFEHO) The information obtained from the collection must be retained in conformity with
the ELSUR Policies located in the OGC Main Law Library) or other applicable policies.

(U All ELSUR downloading, processing, and handling of original. derivative, and
copices of original or derivative ELSUR evidence must be conducted by an ELSUR operations
technician (EQT) or other designated employee (e.g. an agent who has successlully completed
ELSUR training in Virtual Academy). ELSUR evidence must not be uploaded into

I:]U) Multiple Communications. b7E

(U/AFBH6) In investigations in which various modes of communication may be intercepted
{c.g.. telephonic. non-telephonic, clectronic communications. cic., or the use of consensual
computer monitoring in conjunction with the interception of trespasser communications), onc
FD-759 may be used (o document approval, provided that cach mode of communication 1o be
monitored 1s being used in the same investigative {1le and all lacts required on the FD-759 are
the same. If the material facts on the FD-759 vary (c.g.. different periods of authority, etc.).
scparate FD-759s must be executed.

18.6.2.7.7 (U) INVESTIGATION SPECIFIC APPROVAL

(UAEGEES Approval for intercepling a computer trespasser’s communicalions is
mvestigation specific and is not transferable to any other investigation. unless the
investigative file under which the authority was granted is consolidated or reclassified.
Investigation specific approval must be obtained for any spin-off investigation(s) that arises
oul of the original investigation.

18.6.2.8 (U) COMPLIANCE AND MONITORING

(UHAFOHOF Casc agents must regularly monitor the use of this method to ensure that the
continued interception of trespasser communications is warranted and being law{ully
conducted. Such monitoring shall include a review of the investigative file to ensure that
consent and authorization forms have been properly executed and filed. ELSUR program
personnel must review all submitted FD-759s and FD-1070 ( Authorization o Intercept the
Communications of a Computer Trespasser form} to ensurc proper approval has been
documented for the interception of computer trespasser communications.

18.6.2.9 (U) EVIDENCE HANDLING

(U#AFBH6) All ELSUR downloading, processing, and handling of original, derivative, and

copics of original or derivative ELSUR evidence must be conducted by an ELSUR operations
technician (EOT) or other designated employee (e.g. an agent who has successfully completed
ELSUR training in Virtual Academy). ELSUR cvidence must not be uploaded into

b7E
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18.6.3 (U/FOE6) INVESTIGATIVE METHOD: | | b7E
[ ]Crosep-Circurr TELEVISION/VIDEO SURVEILLANCE,
DIRECTION FINDERS, AND OTHER MONITORING DEVICES

18.6.3.1 {U) SUCMMARY

(U/HeH6] | bTE

{ U#FQ-U-QF | b7E

(U/HROUEO] J b7E

18.6.3.2 (U} APPLICATION

l(U/?“FGU'Q%I ’J b7E

not othcrwise prohibited by AGG-Dom, Part 111.B.2-3] |

18.6.3.3 (U) LEGAL AUTHORITY

A)Y (L) AGG-Dom, Part V

B) (1) Rule 41 Federal Rules of Criminal Procedure

C) () Fourth Amendment to the United States Constitution
18.6.3.4 {(U) DEFINITION OF INVESTIGATIVE METHOD

A) (UAFeHErClosed Circuit Television/Video Surveillance (CCTV/Video Surveillance): a
fixed-location video camera/device that is typically concealed from view or that is placed on
or operited by & consenting party.

B) {UITFOTON Electronic Tracking Devices: Sce QG s 4
Tracking Dovices and also OTD s Furhnoiogfused §i

Progran Police Guide, (6430P6.

o for Use of Elecirome

Fyier  f oA YT F i oarpidaing
oy Fracking aned § ocating
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18.6.3.5 (U/AFOEOSTANDARDS FOR USE AND APPROVAL REQUIREMENTS FOR
INVESTIGATIVE METHOD

(U/A*086) When a video camera is physically operated as a hand-held video and is used in
an arca in which no one has a recasonable expectation of privacy, its use is cquivalent 1o using
a sull camera and does not require CDC review or SSA approval.

{(U//H0H63 Except for a hand-held video as described above, CDC or OGC review and SSA
approval is required lor the use of CCTV/Video Surveillance. CDC review and SSA approval
must be documented using the FD-759. SSA approval may be granted if the [ollowing criteria
have been met:

A) (UAFOYET Legal review from the CDC or OGC that a court order is not required for
mmstallation or use of the device because there has been lawful consent. no reasonable
cxpectation of privacy cxists, or no physical trespass 1s necessary to install the device.
Whenever circumstances change in either installation or monitoring, & new legal review must
be obtained to determine whether a separate authorization Is necessary;

B) (U/FOTE-Use of the method is reasonably likely to achieve investigative objectives;

Q) (Uireter

18.6.3.6 (U} DURATION OF APPROVAL

(u/reret

18.6.3.7 (U} SPECIFIC PROCEDURES

(U/A6463-To usc this method. the case agent must:
A)%JHF@-H-@).I

B) (U/AEU6YT

O) (U/AEHEY

18-76
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(U/FeBeq |

18.6.3

3 (Uy CCTV/VIDEO SURVEILLANCE WHERE THERE IS A REASONABLE

EXPECTATION OF PRIVACY IN THE AREA TO BE VIEWED OR FOR THE
INSTALLATION OF THE EQUIPMENT.

[18.6.3.8.1 (U} WARRANT OR COURT ORDER

(U/ESYEN A warrant/court order is required for the use of CCTV/Video Surveillance when a
reasonable expectation of privacy exists in cither the area 1o be viewed or the location where
the equipment will be installed. unless the installation and monitoring is being conducted
pursuant Lo consent. See DIOG Section 18.6.3.8.2 below [or the required consultation with the
Technical Advisor (TA) or technically Trained Agent (TTA).

A)

B)

O

D)

(Us<Yen Criminal Investigations: When there is a reasonable expectation of privicy in the
arca to be viewed and no consenting party. prior DOJ/OEO approval is required before
sceking a warrant/order. When there is a reasonable expectation of privacy only in the location
where the CCTV/Video Surveillance equipment will be installed. but not in the area to be
viewed, prior DOJ/OEO authorization is not required to seck a warrant/order for the
installation. In an emergency situation where CCTV usage is desired and a warrant/court order
would be required. but cannot be obtained within the time required. an AUSA must be
contacted to scck DOJ/OEQO s guidance on how to proceed.

(U3 National Security Investigations: The use of CCTV/Video Surveillance in
national sccurity investigations under the Foreign Intelligence Surveillance Act of 1978
{FISA) requires the filing of an appropriate FISA court order because the use of CCTV/Video
Surveillance falls within the definition of “clectronic surveillance™ under FISA. Sce DIOG
Section 18.7.3.

(UNFESy Where a warrant is required and the request is included with a Title 11 or is a
FISA request: Where the CCTV/video surveillance request is made parsuant to FISA or in
conjunction with a Title 11 request. the required supervisory approvals and CDC or QGC
review will take place as part of the larger FISA or Title Il review and approval process. No
additional reviews or approvils for the CCTV/video surveillance are required.

(UHFOHOY Where a warrant is required and the request is NOT coupled with a Title 111
reguest or made pursuant to FISA: As the FD-759 15 not used when a cowrt order is needed.
the required SSA approval and CDC or OGC review must be documented in an EC. Maintain
the original SAC approved EC in the appropriate investigative ELSUR sub-file.

18.6.3.8.2 (U/HEGHO) REQUIRED CONSULTATION WITH TECHNICAL ADVISOR (TA)

OR TECHNICALLY TRAINED AGENT (TTA)

(U/FOTO0T Prior to filing an application and affidavit for a warrant/court order under Rule
41/A11 Writs Act (in criminal law-based investigations) or under FISA (in national sccurity-
based investigations). the case agent/special agent must consult with the [1eld office TA/TTA

to:
A)
B)

(UFeE-consider any potential technical issues; and
(U//FOHreview any “technical” or “technique™ language used in the application and
aftidavit.

18-77
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(U/AeE6) This review ensures that the language used therein is accurate and does not
disclose classilied/sensitive methods and techniques.
18.6.3.9 {U} EVIDENCE HANDLING

(U/FeT6) All ELSUR downloading, processing., and handling of original, derivative. and
copies of original or derivative ELSUR cvidence must be conducted by an ELSUR operations
tlechnician (EOT) or other designated employee (e.g. an agent who has successfully completed

ELSUR training it Virtual Academy). ELSUR evidence must not be uploaded into b7E
18.6.3.10  (U) | b7E
FadTH ==

TUIITCTIL W UL T eT -

(U//FOYOL

18.6.3.11 (U CCTV/VIDEO SURVEILLANCE EQUIPMENT — TYPES, AVAILABILITY,
REPAIR AND DISPOSAL

18.6.3.11.1 (U} EQUIPMENT TYPES

(U//BEtFO7 Listed below are categories of CCTV/Video Surveillance equipment and related
methods. Since CCTV/Video Surveillance tools change with some frequency, available
cquipment and methods can be accessed via the appropriate hyperlink to the VSU Web page.

A) (UIIP‘O-U-&} | bTE

(U} Sce ¥5U nwanct s,

» wrove] ]

(U} See ¥SU Intranet site.

Q) (Um—‘eeq:| b7E

(U} See ¥3U Inwangt sue.

18.6.3.11.1.1 (U/FOUO) b7E
(UK%FQ-U-Q-I__:FS an approved, unclassified system that supports FBI special
apents and tactical groups using CCTV/Video Surveillance method bT7E
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18.6.3.11.2 (U) EQUIPMENT AVAILABILITY

(UAFBY6s If CCTV/Video Surveillance equipment is not available from the existing ficld
officc inventory, the TA/TTA must usc the Technical Management Databasc (TMD3) to
forward requests to the appropriate VSU program manager (PM).

18.6.3.11.2.1 {(U}SURVEY SHEET

(UAeH6) The TA or TTA should contact the case agent/special agent requesting the
CCTV/video surveillance to determine his/her objective and expectations of the
CCTV/Video Surveillance. The s designed to capture the
mformaton needed o maximize mvestigative and technical success when using
CCTV/Video Surveillunce equipment.

18.6.3.11.3 (U) EQUIPMENT REPAIR

(UABeHY6) Field office TAS/TTAs must consult with the appropriate VSU PM and obtain
approval prior to sending any CCTV/Video Surveillance equipment to VSU for repairs.

18.6.3.11.4  (U) EQUIPMENT DISPOSAL

(U//EGSHOS Ficld office TAS/TTAs must determine the appropriate disposition of non-
repairable equipment. Surplus property will be disposed of by [1eld offices for equipment
under its cost code.

18.6.3.12 (U} COMPLIANCE AND MONITORING

(U/FOTO) Authorization documents regarding the use of the CCTV/Video must be
documented in the appropriate investigative ELSUR sub-file and will be available for
compliance and monitoring review. See this Section and DIOG Section 18.6.1.9 (consensual
CCTV/video surveillance use) [or the requirements for using CCTV/Video Surveillance. See

18-79
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18.6.4 (U) INVESTIGATIVE METHOD: ADMINISTRATIVE SUBPOENAS
(COMPULSORY PROCESS)

18.6.4.1 (U) OVERVIEW OF COMPULSORY PROCESS

(UrFeYe) b7E

([ | BTE
l l

18.6.4.2 {U)Y APPLICATION

(U//FOHS] H7E

18.6.4.3 {U)Y ADMINISTRATIVE SUBPOENAS
186.4.3.1 (U) SUMMARY

(U} The Attorney General has the authority to issuc administrative subpocnas pursuant to two
provisions ol the United States Code. 21 U.S.C. § 876 and 18 U.S.C. § 3486. The FBI has no
Inherent authority to 1ssue administrative subpoenas but has delegated authority from the
Attorncy General to do so. The usc of administrative subpocnas is limited to three categorics
of investigations—drug program investigations, child sexual exploitation and abusc
mnvestigations, and health care fraud investigations—and may not be used for any other
purpese. The delegated authority varies depending on the federal violation being mvestigated.
The type of information that can be obtained using an administrative subpoena is also limited
by law and by policy of the Attorney General.

(U6 ) Within the FBL the authority to issuc administrative subpocnas is limited to
ositions authorized by the Attorney General; that authority may not be further redelegated.

b7E
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[18.6.4.3.2 (U) LEGAL AUTHORITY AND DELEGATION
18.6.4.3.2.1 (U) INVESTIGATIONS INVOLVING THE SALE, TRANSFER,
MANUFACTURE OR IMPORTATION OF UNLAWFUL DRUGS

(U) Authority: 21 U.S.C. § 876 and DOJ Regulation at 28 C.F.R. App to P1. 0, Subpt. R §
4.

(U) May be issued to: Any individual or business holding records relevant to the drug
mvestigation.

(U} Records to be obtained: Any rccords relevant or material 1o the investigation.

(UHFOTO) Delegated authority to issue: By DOJ regulation, the Attorney General’s
delegation includes SACs, ASACs, SSRAs and “those FBI Special Agent Squad
Supervisors who have management responsibilities over Organized Crime/Drug Program
investigations.”

(U/EOUO) Multi-offense investigations § | b7E
(U/FOYO) Confidentiality.| b7E

18.64.3.2.2 (1) INVESTIGATIONS INVOLVING TIIE SEXUAL EXPLOITATION OR
ABUSE OF CHILDREN

(U)Y Authority: 18 U.S.C. § 3486(a) and Allorney General Order 3220-2010.

(U) May be issued to: A “provider of an electronic communication service” or a “remote
computer service” {both terms defined below in DIOG Section 18.6.4.3.4.2.1} and only
for the preduction of basic subscriber or customer information. The subpocna may
requirc production as soon as possible but in no event less than 24 hours after scrvice of
the subpoena.

(U} Records to be obtained]

b7E
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B7E

(U//FOYO) Delegated authority to issue:| b7E

(U/AFOYT0) Violations to which this authority applies: These administrative subpoenas

may only be issued in investigations that involve a violation of 18 U.S.C. §§ 1201, 1591.

2241(c), 2242, 2243, 2251. 2251 A. 2252, 2252A, 2260, 2421, 2422, or 2423 in which the

victim is less than 18 ycars old. Under the Attorney General’s delegation, an

administrative subpoena in these investigations may be issued only to “providers of

electronic communication services” or to “remote computing services” to obtain the

information listed above. These administrative subpoenas may not be issued to any other

person or entity or to obtain any other information, tncluding the content of

communications| | b7E

18.6.4.3.2.3 () INVESTIGATIONS INVOLVING FEDERAL HEALTH CARE FRAUD
OFFENSES
{(U) Authority: 18 U.S.C. § 3486(a)

(U} Records to be obtained: Records relevant to an investigation relating to a “federal
health care offense.” Federal health care offense 1s defined in 18 U.S.C. § 24.

(U) May be issued to: Any public or private entity or individual with records relevant to
the federal health care offense. (These are referred to in gutdance issued by the Attorney
General as “investigative demands.”)

(UPOTOT Delegated authority to issue: The Attorney General has not delegated
signature authority to the FBI. AG authority is delegated only to personnel within DOJ’s
Criminal Division and (o United States Attorneys, who may redelegate the authority o
AUSAs. FBI employces must request an AUSA to Issuc administrative subpocnas in
health carc fraud investigations.

(U} Limitations: The Right 1o Financial Privacy Act (RFPA) limitations described in
18.6.4.3.4 of this scction apply. The provisions in ECPA govern. as discussed in
18.6.4.3.4 of this section. if the request for records is addressed to a “provider of
electronic communication service” or a “remote computing service.” The subpoena may
not require the production of records at a place more than 500 miles from the place the
subpocna is scrved.

18-82 Version Dated:
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] | b7E

(U} Restriction on use of health care information against the individual: Pursuant 1o 138
U.S.C. § 3486, health information about an individual acquired through an authorized
investigative demand may not be used in. or disclosed to any person for usc in. any
administrative, civil, or criminal action against that individual unless the action or
Investigation arises from and is directly related to receipt of health care, payment for
health care, or a fraudulent claim related to health care.

18.6.4.3.3 (U) APPROVAL REQUIREMENTS
18.6.4.3.3.1 (U) REQUIRED FORM

A% ul |in accordance with DIOG subscctigns 18.6.4.3.2.1 and b7E
18643272 above must be prepared and issued using the clectr(micl
lor th{ [The electronic form is designed to
ensure an Jis: (1) issued only in investigations where its use is
permitted; {2) used to demand imformation that can be obtained within the applicable leg:
and ﬁolicy limitations; and (3) approved by an individual with proper authority

must be electronically placed into thel in the

relevant investigative case fr ich it is 1ssued. An electronic copy ofl will
automatically be saved in th ata basc when it is electronically placed into

B) ) Thcl jallows for the gencration of an| ffor b7E
any need specified in DIOG subsections 18.6.4.3.2.1 and 18.6.4.3.21.2 above. For
| Jserved to participating providers, it also provides the ability to
receive expedited returns. as well as & means to review and ingest the return information
int(r |for storage. processing, and analysis.

—_—

) (U] pddressed to an electronic communication service b7E
provider contains an attachment explaining the meaning of various terms used in the
demand for information) |
| |1ssucd by the FBI or proposcd by the FBI Tor 1ssuance by a
DQJ att()mc% without approval from QGC or the CDC. That approval must be documented

t« le.
18.6.4.3.3.2 {U) APPROVAL AUTHORITY

(U/FEH6r Use of an administrative subpoena requires SSA approval. The subpoena
may be issued by the SSA if that SSA is among those with delegated authority to do so.
See DIOG Scctions 18.6.4.2.2.1 — 18.6.4.2.2.3 above)} Otherwise, the subpocna must be
forwarded to an individual with the proper delegated authority. Further review and
approval may be required depending on the delegation. Review by the CDC 18
appropriate if legal questions arisc in preparing and issuing the subpocna.

(U/FEBeY | b7E
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18.6.4.3.3.3 (U) REIMBURSEMENT FOR THE PRODUCTION OF TOLL RECORDS
A) (UMFBHE) Reimbursement to a telecommunications provider (¢lectronic communications
service) for toll. and other records produced, pursuant to the issuance of anf | b7E

is governed by statutory requirements and exceptions to those provisions.
Additional guidance on toll record reimbursement, specific circumstances that preclude
reimbursement. and a template telecommunications provider response letter. can be found
on the Help link within OTD'q Jh{)mc page.

B) U/AB30T An individual designated by proper authority to issue an : b7E
:lis permitted to sign and issuc a "no payment” response Ictter to a provider upon
determination that an inveice received from the telecommunications provider falls within
the statutory exceptions to reimbursement. Consultation with, and review of the letter by,
the CDC is appropriate if legal questions arise in preparing and issuing the response letter.

18.6.4.34 (U} LIMITATIONS ON USE OF ADMINISTRATIVE SUBPOENAS
18.6.4.3.4.1 (U) FINANCIAL PRIVACY LIMITATIONS
18.64.34.1.1 (L) OBTAINING RECORDS FRGM A FINANCIAL INSTITUTION

(UAFOTO) “Financial records™ are those records that pertain to a customer’s relationship
with a financial institution. The term “financial institution” 1s broadly defined as a bank,
savings bank, card issucr. industrial loan company. trust company, savings association,
building and loan or homestcad association, credit union. or consumer finance institution.
located in any state, territory. or the District of Columbia. See 12 U.S.C. § 3401. (Nofe:
The scope of the RFPA’s definition of financial institution for this purpose, which limits
the restrictions the RFPA places on federal law enforcement in using an administrative
subpocna, s narrower than the definition of financial institution that is used in connection
with NSLs. For that purpose, the RFPA refers o the broader definition found i the Bank
Secrecy Act {BSA). Among the entities included m the BSA definition are money
transmitting businesscs, car dealers, travel agencics, and persons invelved in real estate
closings. See 12 U.S.C. § 3414(d) and 31 U.S.C. § 5312 {(a} (2) and (¢} (1).} When
secking financial records [rom a [inancial mstitution, the FBI must send a certilicate of
compliance required by 12 U.S.C. § 3403 (o the {financial institution. The certificate must
indicate. among other things, that notice has been provided by the FBI to the individual
customer whose financial records arc to be obtained. The content of the notice is set out
in 12 U.S.C. § 3405. A court order may be obtained that allows for delayed notice
pursuant to 12 U.S.C. § 3409. Notice 1$ not required if the administrative subpoena is
tssued to obtain the financial records of a corporation or for records not pertaining to a
customer. Notice 1s also not required if the administrative subpocna secks only basic
account information, delined as name. address, type of account. and account number. See
[2US.C. § 3413(g).

18.64.34.1.2 (U} OBTAINING RECORDS FROM A CREDIT BUREAU

(UAFOTOT A credit burcau or consumer reporting agency may only provide name,
address, former addresses, place of employment and former place of employment in
response 1o an administrative subpoena. See 15 U.S.C. § 16811, A credit bureau or
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consumer reporling agency may net release [mancial mformation in a credit report or
consumer repoert, or the names and locations of financial institutions at which the
consumer has accounts pursuant to an administrative subpocna. A court order. a grand
jury subpocna, or. in an appropriate investigation, a national security letter may be used
to obtain this informatien. 15 U.S.C. § 1681b. Notice ol disclosure will be provided by
the credit bureau or consumer reporting agency to the consumer if the consumer requests
this information.

18.6.4.3.4.2 (U) ELECTRONIC COMMUNICATION PRIVACY ACT

{U//FOP) The ability to gather subscriber information and the content of clectronic
communications using an administrative subpoena is governed by ECPA. In
investigatiens invelving the sexual exploitation or abuse of children, only basic
subscriber or customer information may be obtained with an administrative subpocna
under the terms of the Attorney General’s delegation, as described above. No content
information may be ebtained. In drug and health care [raud mnrvestigations, an
administrative subpoena may be used (o obtain basic subscriber or customer information
and certain stored communications. under limited circumstances. from entitics that
provide clectronic communication services to the public.

18.6.4.34.2.1 (U} Score

(U/A0Eay ECPA applies 1o two types ol entities that provide electronic
communications to the public. They are:

A) (U/FOHY6y Elcctronic Communication Scrvice™ 1s defined as “any service that provides the
uscr thereof the ability to send or receive wire or clectronic communications.™ 18 U.S.C. §
2510(15)

B) (U/#Fees “Remote Computing Scrvice™ is defined as the “provision to the public of
computer storage or processing service by means of an clectronic communication system.”™ 18
U.S.C. §2711(12)

18.6.4.34.2.2 (U} SUBSCRIBER INFORMATION
{U/ b7E
A) (UMEOHO} I b7E
B) (UHFGU@[_:] b7E
o) (U/Febe b7E

L |
D) (U/FPeBey| | b7E

E) (U/EQUST— . | b7E
[ i
FY (U/rOue] ] bTE

| I

(U/FOYe; | bTE
[ |
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(UHEQUQ] | b7E
18.6.4.34.2.3 (U) SECOND GENERATION CONNECTION RECORDS
(UHFOHS) | b7E
18.6434.2.4 (U} RECORDS OR OTHER INFORMATION PERTAINING 10O A SUBSCRIBER

(U/FOEOYF b7E

18.6.434.2.5 (U) CONTENT

(U/AEGS Content is the actual substance of files stored in an account. including the
subject line of an e-mail.

A) (U) Unopened e-mail held in storage for 180 days or less may not be obtained using an
administrative subpocna. A scarch warrant is required.

B) (U} Unopened e-mail that has been held in electronic storiage for more than 180 days may be
obtained with an administrative subpocna. (In the Ninth Circuit, the opened c-mail and un-
opened e-mail must have been in storage for 180 days hefore it can be obtained with an
administrative subpoena. Sec Theofel v. Farey-Jones, 359 F.3d 1066.) The government must
provide notice to the subscriber or customer prior to obtaining such content. A limited
exception to the notice requirement is provided in 18 U.S.C. § 2705.

C) (U) E-mail that has been opened and the content of other electronically stored files held in
storage by an entity that provides storage services to the public (i.e.. a remote computing
scrvice, as defined in 18 U.S.C. § 2711). may be obtained vusing an administrative subpocna
with notice to the customer or subscriber, unless notice is delayed in accordance with 18

U.S.C. § 2705,

18-36 Version Dated:
UNCLASSIFIED - FOROSFFICIAETSEONTY March 3, 2016



UNCLASSIFIED -+FOoROFFCTAEOSEONLY
Domestic Investigations and Operations Guide §18

D) (U) E-malil that has been opened and the content of other electronically stored files held in
storage by an entity that does not provide electronic communication services to the public,
such as that on the internal network of a business, may be obtained using an administrative
subpoena. Notice to the individual is not required beciuse this demand is not restricted by
ECPA.

{U) The FD-1035 administrative subpocna is not configured to obtain c-mail content
because of developing case [aw in this area. This information may be obtained using an
order 1ssued under 18 U.S.C. § 2703(d). Sce DIGG Scction 18.6.8.3.B.

18.6.4.3.4.3 (U) MEMBERS OF THE NEWS MEDIA

(UAFOTOT Approval Requirements: An administrative subpocna directed to a provider
of clectronic communication scrvices or any other entity secking to obtain local and long
distance connection records. or records of session times of calls. made by a member of
the news media may only be issued with the specilic approval of the Attorney General.
Before proposing such a subpocna. an agent should review 28 C.F.R. § 50.10. Requests
for AG approval must bc madc by the AUSA involved in the investigation consistent
will the DOJ policies set forth in 28 C.F.R. § 50.10. Guidance on the DOJ policy may be
obtained from the Investigative Law Unit and/er the Privacy and Civil Liberties Unit,
OGC.

(U 28 C.F.R. § 50.10(b)(1)(11) provides guidance on categories of mndividuals and
entitics not covered under the requirements set out above.

18.6.4.3.5 (U) COMPLIANCE/MONITORING
18.6.4.3.5.1 (U) LIMITS ON USE

(U//EQuef

18.6.4.3.5.2 (U) OVERPRODUCTION

(U/FOUQ) If any of the information that is obtained with an administrative subpocna 1s
subject Lo statutory privacy protections (e.g., records subject to the Electronic
Communications Privacy Act (ECPA). Right to Financial Privacy Act (RFPA). the Fair
Credit Reporting Act (FCRA). Health Insurance Portability and Accountability Act
(HIPAA). or the Buckley Amendment), it must be reviewed at the time i1 1s received by
the employee who requested the 1ssuance of an administrative subpoena to ensure that the
information received from the third party provider is within the scope of the request. Any
information received from a third party provider that is beyond the scope of the
administrative subpoena and 1s subject to statutory protections must be treated as an
overproduction. Il 1t 1s determined that the overproduced material 1s subject (o statutory
protection. then all of the produced material must be sequestered with the employee’s
supervisor and may not be clectronically placed into any FBI databasc or used in the
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investigation untl one the following metheds of disposition have been completed at the
discretion of the field office or FBIHQ division that 1ssued the administrative subpoena:

A) (U) The emplovee redacts the overpreduced material. The emplovee's supervisor must
approve the scope of the redaction. If there is any question whether the information provided
1s within the scope of the administrative subpocena. the CDC or OGC must be consulted. The
method of redaction is left to the discretion of the employee, but redacted information must
not be visible, used in the investigation, or clectronically placed into any FBI database. The
method of redaction will vary depending on whether the information was provided in hard
copy or electronically. After the overproduced information has been redacted, the remainder
of properly produced information may be electronically placed into any databasc and used in
the investigation;

B b7E

) (U) The records are retumed to the entity that produced them; or

) (1) The records are destroyed.

(U) Whichever disposition is selected for the overproduction, it must be decumented in
the investigative SBP sub-file for administrative subpoenas.

(U) Any questions concerning this process. including the review or disposition ol the
responsive records. or the statutes which cover such records, should be discussed with the
CDC or OGC.

18.6.4.3.5.3 (1)) FACTORS FOR COMPLIANCE
{(U//FOFO) The following factors should be considered to ensure compliance with
applicable laws and regulations that govern the FBI’s use of administrative subpoenas:

A) (U/AROHO) The administrative subpoena must relate to a type of investigation for which the
subpocna is authorized,

B) (U/FQU8) The administrative subpoena must be directed to a recipient to whom an
administrative subpocna is autherized;

C) (U//FOTEY The administrative subpocena may request only records that are authorized under
the pertinent law;

D) (U/FSU0) The administrative subpoena must be approved by an authorized official;

E) (U/TPEO) The administrative subpoena must be clectronically placed in| |using the
SBP sub-file of the investigation for record purp()scs.l l b7E
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B7E

F) (U/BREEEs The return of service information must be completed on the back of the original
administrative subpocna. Typed signature blocks do not affeet current practices for
" ctine the return of service information. For electronically served subpoenas,
I ,satisﬁcs the “return of service™ upon the review of] |
L jthus no paper copy is required. For non-clectronically served
subpocnas, users must complete the| |
I
| [process to satisty the return of service rcquircnmntl._
This copy of the subpoena must be placed in the SBP sub-file or uploaded as a 1A to the
case file, following your office practices;

b7E

G) (U6} The original administrative subpoena and completed return of service must be
maintained in a SBP sub-filc of the investigation. Provided a copy of the approved
subpoena snd a copy of the completed return of service are electronically placed to the case
file b the SBP sub-file is not mandated. This only applies to those administrative b7E
subpoenas which are created through the pplication; and

H) (U/FOHO3 If the records provided in response to the administrative subpocena are subject to
statutory privacy protections, they must be reviewed to ensure that they are within the scope of
the request {i.e., that there is no overproduction). If an over-production has occurred, the
procedures outlined above must be followed.

18-89 Version Dated:
UNCLASSIFIED — FER-OSFHCAEHSEONEY March 3, 2016



UNCLASSIFIED —FOROFFCTAEUSEONEY
Domestic Investigations and Operations Guide

This Page 1s Intentionally Blank. This Page is Intentionally Blank

UNCLASSIFIED - FOR OFFICTAETSEONEY-



ALL TMSORLATION COMTATHED
HEREIN IS UNCLASSITIEC
CATE 05-10-2018 E'x':t-ISICC b6

UNCLASSIFIED - FOR ORFICTATHSEONA- bic
Domestic Investigations and Operations Guide §18

18.6.5 (U) INVESTIGATIVE METHOD: GRAND JURY SUBPOENAS (COMPULSORY
PROCESS)

18.6.5.1  OVERVIEW OF COMPULSORY PROCESS™®
L LEauo) B7E

18.6.5.2 (U} APPLICATION

{U) An FGJ is an independent panel charged with determining whether there 1s probable
cause to believe one or more persons commitled a particular federal offense. The FGI makes
its determination based on evidence presented by the prosecuting attorney in an ex parie
proceeding. If the FGJ believes probable cause exists, it will vote to return a “true bill” and
the person will be indicted. An indictment is the most typical way a person is charged with a
felony in federal court. The FGJ operates under the direction and guidance of the United
States Distriet Court. Generally, only witnesses [or the prosecution testify before the grand
jury.

(U} Only the United States Attorney or an AUSA, other DOJ attorneys prosecuting the matter,
the witness under examination, an interpreter (as needed), and the stenographer or operator of
a recording device may be present while the grand jury 1s in session. No judge is present
during the presentation of evidence. although the court will sometime rule on evidentiary
1ssues and will provide initial instructions to the FGJ. No person other than the grand jurors
may be present while the FGJ is deliberating or voling.

18.6.5.3 (U} LEGAL AUTHORITIES

{U) An FGJ can collect evidence through the use of an FGJ subpocna. which is governed by
Rule 6 ol the FRCP. FRCP 6(¢) controls the release ol information obtained as part of the FGJ
proceeding. FRCP 6(e) allows [ederal prosecutors o share foreign intelligence,
counterintelligence. and terrorism-related threat information, and it is the DOJ’s policy that
such information must be shared to the fullest extent permissible by law and in a manner
consistent with the rule. The Atterney General has 1ssued revised guidance [or the Disclosure

[T gt

and Use of Grand Jury Information under Rule 6(e}(3)}(D) (hereinafter “FGI Guidalings™).

b7E
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18.6.5.4 (U} ScopE

(U//FOT0) This policy applics to all FBI employees engaged in a FGJ-related investigation
who have access to FGJ information defined as “matters occurring before the grand jury” and
are involved in operational activity. This includes FBI personnel such as task lorce officers
(TEOs). task force members (TEMs). and task lorce participants (TFPs) (see DIOG subsection
3.3.2). and other government agency (OGA) personnel detailed to the FBI. FGJ subpocnas
can be used to demand documents. records. testimony of witnesses, or any other evidence
deemed relevant by a sitting grand jury. The FBI can request the issuance of an FGJ subpoena
mn coordination with the responsible USAQO in all eriminal investigative maucrs.l ,

[FGJ subpoenas are part of the investigative process. Thus. when an individual 1s

indicted, further FGJ subpocnas may not be issued that arc related to thosc offenses.
Additional FGJ subpocnas pertaining to this individual could be issued, however. only for
crimes which continue 1o be mvestigated and have not yet been indicted. FGJ subpocenas
cannot be used to gather evidence [or trial; trial subpoenas must be used for that purpose (see
Rule 17 FRCP). Sce DIOG subscction 18.6.5.14 for guidance on the usc of a FGJ subpocna in
fugitive investigations.

18.6.54.1 (U} SCoPE OF FGJ POLICY ON ADMINISTRATIVE PERSONNEL

(U]
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(UFBCTO) FBI employees who are preparing a response (o a Freedom of Information Act or
Privacy Act request may properly access grand jury material because they are considered to
be assisting the grand jury attorney by cnsuring against any improper disclosure.

18.6.5.5 {U} APPROVAL REQUIREMENTS

(U} There are no FBI supervisory approval requircments associated with issuing ¢
subpocena. but all FGJ subpoenas must be 1ssued by the USAO that is handling th

Assessment or Predicated Investigation to which the subpoenaed materials or witnesses are
rclevant.

18.6.5.6 (U} DURATION OF APPROVAL

(U) FGJ subpoenas include a “return date,” which is the date on which the subpoenaed
materials or testimony is due (o the grand jury.

18.6.5.7 MEMBERS OF THE NEWS MEDIA

(U} Approval Requirements: A FGJ subpoena directed o a provider of electronic
communication services or any other entity seeking to obtain local and long distance
connection records. or for records of session times of calls. that were made by a member
of the ncws media may only be issued with the specific approval of the Attorney General.
Before proposing such a subpoena, an agent should review 28 C.F.R. § 50.10. Requests
[or AG approval must be made by the AUSA involved in the investigation consistent
with the DOJ policies sct forth in 28 C.F.R. § 50.10. and D3} Mows Medis Policy Memo,
dated Fohruary 21, 2014, DOJ News Media Policy, and the DOJ News Media Policy
Memo, dated January 14, 2015,

(U 28 C.F.R. § 50.10(b)( 1 )(i1) provides guidance on catcgerics of individuals and entitics not
covered under the requirements set out above.

{U) Additional guidance on the DOJ policy may be obtained from the ficld office CDC, the
Investigative Law Unit and the Privacy and Civil Liberties Unit, OGC.

18.6.5.8 (U} NOTICE AND REPORTING REQUIREMENTS
(U} There is no EBI notice or reporting requirements for FGJ subpoenas.
18.6.5.9 (U} DEFINITION OF MATTERS OCCURRING BEFORE THE GRAND JURY
(U |

18.6.5.9.1 (U) EXAMPLES OF MATTERS OCCURRING BEFORE THE GRAND JURY

(U}Y As a general rule, the following constitute matters occurring before the grand jury: (1) the
names of targets of the FGJ; (2) witnesses scheduled to be called by the FGJ; (3) the original
FGJ subpocnas with any and all attachments; (4} grand jury testimony {including any and all
transcripts of such testimony); and (5) documents that reveal the intentions or direction of the
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(U]
18.6.59.2 (U) FEDERAL GRAND JURY PHYSICAL EVIDENCE AND STATEMENTS OF
WITNESSES

{U) Physical cvidence provided to the government in response to an FGJ subpoena is subject
to the seerecy rule regardless of whether such evidence is presented to the grand jury.
Physical evidence provided voluntarily or obtained by means other than grand jury process
{such as by consent or a search warrant) is not considered a matter occurring beflore the grand
Jury regardless of whether such evidence was previously or is thereafter presented to the

grand jury. The fact that the physical cvidenee was presented to the erand jury is. however,
subject (o the erand jury secrecy rules

{U) Statements of witnesses obtained as a result of grand jury process including FGJ
subpoena. such as a statement given in lieu of grand jury testimony, arc matters occurring
before the grand jury 1rrespective of whether such witnesses testilied before the grand jury or
were not required to testify. Voluntary statements of witnesses made outside of the grand jury
context (not pursuant to any grand jury process including an FGJ grand jury subpocna).
including statements made outside the grand jury by a witness who is being prepared [or
grand jury testimony, are net matters occurring before the grand jury irrespective of whether
the witness previously testified or will thereafter testify before the grand jury.
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18.6.5.9.3 (U} DOCUMENTS CREATED INDEPENDENT OF GRAND JURY BUT
OBTAINED BY GRAND JURY SUBPOENA:

{U) As described carlier. Rule 6(c) gencrally prohibits disclosing matters occurring before the
grand jury. The rule, however. docs not define that phrasc. The issuc of whether pre-existing
documents fall within that prohibition has never been settled conclusively by the Supreme
Court, although many lower courts have discussed it at length. Courts generally agree that this
prohibition docs not cover all information developed in the course of a grand jury
investigation; rather, the secrecy rule applics only to information that would reveal the
existence, strategy or direction of the grand jury investigation, the nature of the evidence
produced belore the grand jury, the views expressed by members of the grand jury, or
anything clsc that actually occurred before the grand jury. In addition, many courts have held
that Rule 6{c) docs not automatically protect third party documents from disclosure simply
becausc they were subpoenaed by the government. Those courts have focused on whether the
disclosure of the subpoenaed documents or their contents may tend to reveal the direction or
strategy of the grand jury’s investigation. Due to developing law on this issue, FBI personnel
must consult with the AUSA responsible. and if appropriate. the CDC to determine how best
to handle such documents.

18.6.5.94 (UIHEGH0) DATA EXTRACTED FROM RECORDS OBTAINED BY GRAND
JURY SUBPOENA:

(U/AeHE) Information extracted [rom business records that were obtained by grand jury
subpoena is often used (o [acilitate investigations. Some of this type ol data is. by statute or
casc law. subject to grand jury sccrecy rules. In other investigations, determination of whether
data must be considered subject to grand jury secrecy rules depends on the case law and local
practice int the federal district. Information extracted from grand jury subpoenaed [inancial
records subject to the Right to Financial Privacy Act of 1978 (12 U.S.C. § 3420) must be
treated as matters occurring before a federal grand jury “unless such record has been used in
the prosccution of a crime for which the grand jury issued an indictment or presentment or for
a purpose authorized by rule 6{c}) of the Federal Rules of Criminal Procedure” (emphasis
added).

18.6.5.10 (U} RESTRICTIONS ON DISCLOSURE

(U} As a general rule, no onc other than a grand jury witness may disclose matters occurring
before the grand jury. Government agents, cven if called as witnesses, may not disclose
matters cccurring belore the grand jury. To determine if disclosure is permitted under certain
circumstances. or if the disclosure restrictions are not applicable because the materials are not
matters occurring before the grand jury. sec DIOG subsection 18.6.5.9. above. and relevant
subscctions of 18.6.5.12 below.

(U/FOE6n 1
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18.6.5.11 (U} DISCLOSURES BY THE GOVERNMENT REQUIRING THE COURT’S
PERMISSION

(UAFSTRO) The government. through its attorney, may disclose matters occurring belore the
grand jury under certain listed conditions and with permission of the court. Petitions to make
these disclosures arc generally, but not always. filed with the court that impancled the grand
jury. Unless the hearing on the government’s petition is an ex parte hearing, the petition must
be served on all parties (o the proceeding and the parties must be afforded a reasonable period
ol time to respond.

A) (U} An attorney for the government may petition for disclosure to a foreign court or
presccutor for use in an official criminal investigation.

B) {U} An attorney for the government may petition for disclosure to a state, local, tribal, or
forcign government official, it the government attorney can show that the matter may
disclose a violation of state. tribal. or foreign criminal law. and the purpose of the disclosure
is to enforce that law.

C) {U) An attorney for the government may petition for disclosure to an appropriate military
official if the government attorney can show the matter may disclose a violation of military
criminal [aw under the Uniform Code of Military Justice, and the purpose of the disclosure
is to enforce that law.

18.6.5.11.1 (U) DISCLOSURES BY THE GOVERNMENT NOT REQUIRING THE COURT'S
PERMISSION

{(U/AEH6) The government. through 1ts atlorney. may disclose matters occurring beflore the
grand jury without prior permission of the court under the following conditions:

A) (U} Under Rule 6{c)(3}A), the government may disclosc matters occurring before the
federal grand jury to certain persons in certain situations provided the government does not
disclosc the grand jury’s deliberations or any grand juror’s votc and the government
provides the court that impancled the grand jury with the names of all persons to whomn
disclosure wis made and certifies thiat the government has advised the recetving party of the
obligation of secrecy under this rule, as sct forth below in B - D.

B} {U} Also under Rule 6{e)(3)( A}, persons eligible to receive matters occuring before the
grand jury under this subsection arc: 1} an attorney for the government for usc in
performing that attorney's duty; 2) any government personnel, including state. local. tribal.
or foreign government personncl that an attorney for the government considers necessary to
assist in performing that attorney's duty to enforce federal law; and 3) a person authorized
under 18 U.S.C. § 3322,

Y (1) For Rule 6(e)(3)(A) purposes. QGC attorneys and CDCs are not "attorneys for the
government." For purposes of the FRCP, it defines “attorney for the government™ as “the
Attorney General, an authorized assistant of the Attorney General, a United States Attorney.
land| an authorized assistant of the United States Attormey.”
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D) {U} Rule 6{c)(3)}B) zuthorizes grand jury material to be used "to assist an attorney for the
government in performing that attorney's duty to enforce federal criminal law.” With the
approval of the USAQ, information from subpocnacd telephone records may be disclosed
for use in unrelated federal eriminal investigations in those districts where such material is
not considered a matter occurring before a grand jury. If the USAO approves generally of
this procedure, such information may be used in unrelated criminal investigations without
authorization from & government attorney in each instance.

E) {U) Under Rule 6(e)}{3)}c). an attorney for the government may disclose any matter
occurring before the grand jury to another federal grand jury.

18.6.5.11.2 (U)Y RULE 6(E) EXCEPTIONS PERMITTING DISCLOSURE OF FGJ
MATERIAL

(U} Rule 6{c} allows certain exceptions permitting disclosure of matters occurring beflore the
grand jury, which arc discussed in the following sections. Rule 6(c)}(3)(B) requires a federal
prosccutor who discloses grand jury material 1o government investigators and other persons
supporting the grand jury investigation (o promptly provide the court that impaneled the grand
jury the names ol the persens to whom such disclosure has been made and (o certily that
he/she has advised such persons of their obligation of secrecy under the Rule. In order to
document the certification required by the Rule, government attorneys often exccute and
deliver to the court a form, normally referred to as a “Certification” or “Rule 6(e} letter.” A
copy of this document must be maintained with the grand jury material held in the EBI's
custody. The list of individuals authorized to access matters occurring before the grand jury.
referred to as the “6(e) list,” is drawn from the Rule 6(e) letter. Sce also DIOG subscction
18.6.5.4.1 above for Rule 6(¢) exceptions involving administrative personnel.

[8.6.5.11.3 (U) RULE 6(E}(3){D) DISCLOSURE EXCEPTION FOR INTELLIGENCE OR
NATIONAL SECURITY PURPOSES

(U) An auorney lor the government may disclose any matter occurring before the grand jury
involving forcign intelligence. counterintelligence, or foreign intelligence information to any
federal law enforcement. intelligence. protective, immigration, national defense. or national
security olficial to assist the official receiving the information in the performance of that
official’s duties. The government attorney must file, under seal, with the court that impaneled
the grand jury. a notice that such information was disclosed and the agencies or departments
that received the information. As used in Rule 6{c), foreign intelligence information is
information that relates to the ability of the United States 1o protect against actual or potential
attack or grave hostile acts by a foreign power or its agents; sabotage or international
terrorism by a foreign power or its agents or clandestine intelligence activities by an
intelligence service or network of a foreign power or its agents; or information with respect to
a foreign power or foreign territory that relates to the national defense or security of the
United States or the United States conduct of foreign affairs. An attorney for the government
may disclosc any grand jury matter invelving. cither in the United States or clsewhere. a threat
of attack or other grave hostile acts of a forcign power or its agent, a threat of domestic or
international sabotage, or clandestine intelligence gathering activities by an intelligence
service or network ol a foreign power or by its agent to any appropriate federal. state, local,
tribal. or forcign government official for the purposc of preventing or responding to such
threat or activitics.
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(U/FEB6; FRCP 6{c)}{(3)D) allows federal prosecutors (o share [oreign intelligence,
counterintelligence, and terrorism-related threat information, and it is the DOJ’s policy that
such information must be shared to the fullest extent permissible by law and in a manner
consistent with the rule. The Attorney General has issued FGJ practice guidelines for USAGs.
and the {uidehings forthe Disclosare and Llsc of Grand lury Information Under Rule

e 32 1ssued by the Deputy Attorney General on May 15, 2008. provides amplifying
guidance.

18.6.5.11.4 (U)FBI’s CoNDUIT RULE

(U/MFOHO) Only the federal prosecutor is authorized to make an initial disclosure of Rule

6(c)(3XD) foreign intelligence information. As a practical matter, such disclosures are

ordinarily accomplished through the FBI, which may have existing information-sharing

mechanisms with authorized receiving officials. If the prosecutor intends to share information

directly with another official. consultation with the FBI is required to ensure that disclosures

will be consistent with the existing policy of intelligence community agencies and (o ensure

appropriate handling of sensitive or classified information[ [ b7E

(U/AOYE) If. in cascs of emergency, the prosecutor must disclose information before
consulting with the FBI. the prosecutor must notify the FBI as soon as practicable.

[8.6.5.11.5 (U)OTHER STATUTORY DISCLOSURE RESTRICTIONS NOT AFFECTED

(U} Rule 6{e}3)}D) does not eliminate certain other information protection requirements,
such as restrictions on disclosure of tax returns and tax information, on certain financial
information under the Right to Financial Privacy Act. and on classified information, to name
only a [ew examples. Specific statutes may impose additional burdens on disclosures.

18.6.5.11.6 (U)RULE 6(E)(D) RECEIVING OFFICIAL RULES AND RESTRICTIONS

A} (U) An FBI emplovee may become a “reeciving official,” i.c., the person to whom matters
occurring betore the federal grand jury can be disclosed. if the FB1 receives federal grand
Jury information developed during investigations conducted by other agencies. A receiving
official is any federal. state, locul, tribal. or foreign government ofticizl who receives grand
Jjury information, disclosed by an attorney for the government. under any provision of Rule
6(c)H 3N D). A receiving official may only usc the disclosed material as necessary in the
conduct of his/her official duties, and in & manner consistent with its sensitivity, FGJ
guidelines. and any additional conditions placed on the use or handling of the information
by the attorney for the government. The receiving official ordinarily must consult with the
federal prosecutor before disseminating the information publicly. including in open court
proceedings

B} {UMOE6s If dissemination is necessary to the performance of his or her official duties. a
receiving official may disseminate Rule 6(c}3)(D) information outside of that official s
agency to other government officials.

18y’ {U) A receiving official, other than a forcign government official, must consult with the
attorney for the government before disseminating Rule 6{c)(3}(D} information publicly
(including through its use in a court proceeding that is open to or aceessible to the public),
unless prior disscmination is necessary to prevent harm to life or property. In such
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instances, the receiving official must notify the attomey for the government of the
dissemination as soon as practicable.

D) {U) A foreign government receiving official must obtain prior consent from the disclosing
official where possible, or if the disclosing official is unavailable, from the agency that
disseminated the information to that foreign official before dissemination of the information
to a third government or publicly. Public dissemination includes using the information in a
court procceding that is open to or accessible by the public.

{(U) A receiving official must take appropriate measures to restrict access to this
information to individuals who require access tor the performance of official duties.

{(U) A receiving official must immediately report te the disclosing attorney for the
government: any unauthorized dissemination of Rule 6(e}(3)(D) information; or any loss,
compromise, or suspected compromise of Rule 6(e)}3)(D) information.

) {U) Rule &{c}3D)(i) provides that receiving officiuls may use disclosed information only
to conduct their “official dutics subjeet to any limitation on the unauthorized disclosure of
such mformation.” This “limitation on unauthorized disclosures™ is understood to
encompass applicable statutory, regulatory, and guideline restrictions regarding
classification, privacy, or other information protection, as well as any additional restrictions
imposed by the federal prosecutor.

{(U/HFeH8) The FGI Guidelines de not require the receiving official to notify the federal
prosecutor of subsequent disclosures, except for consultation concerning public disclosures
and consent for certain disclosures by foreign officials. The receiving official 1s bound by
whatever restrictions govern his or her use and disclosure of the information as part of his
official duties. Of note. per Rule 6(e}3)(D)(ii). if the FBI is included in the initial
6(c}3)D) letter as an entity receiving disclosure, subsequent dissemination by the I~B[ 1s
permitted and no additional permission or notification to thc u)m‘t is lcquucd (i‘m'

for the Dhsclosure and Use of Grand fory nformation

Deputy Attorney General on May 15, 2008.

18.6.5.11.6.1 (U/EOBO3I DOCUMENTATION OF INTERNAL DISCLOSURE OF
GRAND JURY MATERIAL

(U} Grand jury material must be kept in such as [ashion as (¢ maintain the mtegrity ol the
material. Upon taking custody of grand jury material. the FBI employee must categorize
it in a manner to identify its production source and how it was obtained, to include the
tdentity of a custodian of record for documentary cvidence. In licu of a Rule 6(¢) letter
from the USAQ centaining an exhaustive list ol names of FBI personnel. an FBI record
of additional internal disclosures must be maintained by thie case agent in order to
establish accountability. Usc of this "internal certification” procedure must be authorized
by the appropriatc USAO. The internal certification document {c.g. EC) must record the
date of disclosure as well as the identity and position of the recipient. Such internal
disclosures may be made only in support of the same investigation in which a [ederal
prosccutor has previously issued a Rule 6{c) letter. In addition, the internal certification
document must reflect that all recipients of matters occurring before the grand jury were
advised ol the secrecy requirements of Rule 6(e). Whenever practicable, recipients must
be listed on this internal certification prior to disclosure. Local Rule 6{¢) customs must
govern the internal certification process used. See also DIOG subscction 18.6.5.4.1 above
for Rule 6(c) exceptions involving administrative personnel.
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18.6.5.11.7 (U) VIOLATIONS

A) (U} A reeciving official who knowingly violates Rule 6(e)3)(D) by using the disclosed
information outside the conduct of his or her officizl duties. or by failing to adhere to any
limitations on the dissemination of such information, may be subject to contempt of court
proceedings and to restriction on future receipt of Rule 6(c)(3)D) information.

B) (U} A state, local, tribal, or foreign government ofticial who receives Rule 6(¢)(3%D)
information, and who knowingly violates these guidelines, may be subject to contempt of
court proceedings.

) (U} An attorney for the government who knowingly violates Rule 6(e)}(3X D) may be subject
to contempt of court proceedings.

18.6.5.12  {(UYLIMITATION OF USE

A) (U) Rule 6{c){(3XD) docs not require notice to the court of subsequent dissemination of the
information by receiving officials.

B) (U/AOHE) Disclosure of material considered matters occurring before the grand jury

cannot be made within the FBI for unrelated investigations unless a government attorney

has determined that such disclosure to a particular investigator is nceded to assist that

attorney in a specific criminal investigation. The ability of government attorneys to freely

sharc grand jury material with other government attorneys for related or unrelated criminal

investigations does not extend to investigators without mvestigation specific authorization

from the government attorney and notice to the court. Therefore.] J b7E

) (U/AEGES I @ government attorney authorizes the disclosure of materizl considered
matters occwring before the grand jury in the possession of the FBI for use in an unrelated
federal criminal matter, such approval must be documented in the “GJ™ sub-tile of both the
initiated investigation file and the subsequent investigation file. That documentation will be
in addition to any nceessary supplementation to the government attorney’s Rule 6(c)
disclosure letter and/or to the internal certification disclosure list.

D} (U/MPOE6s The USAO must be consulted immediately for precautionary instructions if
material considered matters occurring before the grand jury will have application to civil
law enforcement functions {e.g.. civil RICO or civil forfeiture). There are very limited
cxceptions that allow government attorneys to usc grand jury material or information in
civil matters (e.g.. civil penzlty proceedings concerning banking law vicolations). These
exceptions do not automatically apply to investigative personnel. Therefore, any similar use
of FGJ information by the FBI must be approved in advance by the government attorney.

E) {U/PBHO) Disclosure cannot be made without a court order for use in non-¢riminal
imvestigations. such as background investigations or name checks.

F) (U//Fe"6s Government personncel who are preparing a responsc to a Freedom of
Information Act or Privacy Act request may properly access grand jury material under the
Rule because they arce considered to be assisting the grand jury attorney by ensuring against
any improper disclosure.

G) (U) Rule 6{e)(3XB) requires a federal prosccutor who discloscs material considered matters
occurring betore the grand jury to government investigators and other persons supporting
the grand jury investigation to promptly provide the court that impancled the grand jury the
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names of the persons to whom such disclosure has been made and to certify that he/she has
advised such persons of their obligation of secrecy under the Rule. In order to document the
certification required by the Rule, government attorneys often execute and deliver to the
court a form, normally referred to as a “Certification” or “Rule (¢} letter.” A copy of this
document must be maintained with the grand jury material held in the FBI's custody.

18.6.5.13 (UMAFOES) MARKING, PIIYSICAL STORAGE, AND MAILING OF GRAND JURY
MATERIAL

(U/A#e56) The EBI cannoet make or allow unautherized disclosure of matters occurring
beflore the grand jury. Il material and records obtained pursuant to the FGJ process are stored
in FBI spacc| |

process are [requently stored in FBI space. FBI employees must report any unauthorized
disclosure to the appropriate government attorney who, in turn, must notily the court. In order
to protect against unauthorized disclosure, grand jury material must be sccured in the
following manner:

1) (U/ASHO) The page cover, envelope, or container holding grand jury materials or records
that have been identified as a “matter occurring before a grand jury™ must be marked with
the warning: "MATTERS QCCURING BEFORE THE FEDERAL GRAND JURY -
DISSEMINATE ONLY PURSUANT TO RULE 6{c).” No grand jury stamp or mark
should be affixed to the original material. Agents, analysts and other authorized parties
should work from copies of such FGJ material whenever possible to ensure the original
matcrial retains its intcgrityl

2) (U/AFeTEs Access tol |mu:-;t
be limited to authorized persons {c.g., those assisting an attorney for the government in i
specific eriminal investigation). All neeessary precawtions must be taken to protec

[ Ito include maintaining the material in
a secure location when not in use. The materizal must be appropriately segregated, secured,
safeguarded and placed in the investigative GJ sub-file| |

I |
scgregate and restrict aceess to the material, or it can be entered in |

Wlltemd mto a computer database, the data must be marked with the 6(c)
warning and| frestricted within the system.
3) (U/FOUT) Registered mail or other traceable courter (such as Federal Express) approved
by the Chiet Sceurity Ofticer (CSO) must be used to mail or transmit to other field offices
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any documents containing grand jury material. Couriers and other personnel employed in
these services will not be aware of the contents of the materizl transmitted because of the
wrapping proccdures specified below, and therefore, do not require a background
imvestigation for this purpose. The names of persons who transport the material need not be
placed on a 6{c) disclosure list.

4) (U/FOT0) Material considered matters occurring before the grand jury that is to be
mailed or transmitted by traceable courier outside a facility must be enclosed in opaque
mner and outer covers. The mner cover must be & sezled wrapper or envelope that contains
the addresses of the sender and the addressee. who must be authorized to have access to the
grand jury material. The inner cover must be conspicuously marked "Grand Jury
Information To Be Opened By Addressee Only.” The outer cover must be sealed,
addressed, return addressed, and bear no indication that the envelope contains grand jury
material. When the size, weight. or nature of the grand jury material precludes the usc of
envelopes or standard packaging, the material used tor packaging or covering must be of
sufficient strength and durability to protect the information trom unauthorized disclosure or
accidental exposurc.

3) (U/FOTD) If the government attorney determines that the sensitivity of, or threats to.
such grand jury material necessitates @ more secure transmission method, the material may
be transmitted by an express mail service approved for the transmission of national security
information or be hand carried by the assigned government attorney or his or her
designated representative.

6) (U//FERT0) Material considered matters occurring before the grand jury containing
classified national security information must be handled. processed. and stored according
to 28 C.F.R. Part 17. Such FGJ material containing other types of sensitive information.
such as federal tax retumn information, witness security information, and other types of
highly sensitive information that have more stringent security requirements than that
usually required for matters occurring betore the grand jury must be stored and protected
pursuant to the security regulations governing such information and any special
dissemination requirements provided by the organization that originated the information.

[8.6.5.13.1 (U//FOEO) PHYSICAL STORAGE OF FGJ MATERIAL

(U//FeHS b7E
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(U/FEHS] 1 b7E
(U/AFSE0 ]
(UHFBUS]
(U/AeT6y
(U/rete)| ] b7E
urregey[ _
bTE
h
18.6.5.13.2 (UHEE0) ELECTRONIC STORAGE OF FGJ MATERIAL
(U//FEH63 Il inlformation identilied as matters occurring before the grand jury is entered into
a computer database. the data must be marked with the 6(c) warning and access must be
restricted within the system| | b7E
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[8.6.5.13.3 (UIFOUT) HANDLING AND STORAGE OF FGJ MATERIAL AFTER THE
CLOSURE OF A CASE

(U] |

(U/FOT0)

uiFete]_ |

_ |

18.6.5.13.4  (U/FOTO) DELETION OF ELECTRONICALLY STORED MATERIAL
IDENTIFIED AS MATTERS OCCURRING BEFORE THE GRAND JURY

(’Uf'/'FC?U'Q']:lr |
I

U/
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(U/FeH6)| ]

BTE

18.6.5.13.5 (U/HFOEE) FGJ MATERIAL CONTAINING CLASSIFIED OR OTHER
SENSITIVE INFORMATION:

(U/FOTO] |

B7E

18.6.5.14 (U} REQUESTS FOR FGJ SUBPOENAS IN FUGITIVE INVESTIGATIONS

(U/ABTT) The function of the grand jury is to decide whether a person should be charged
with a federal crime. Locating a person who has been charged 1s a task that is ancillary to.
rather than a part ol that function. As such, grand jury subpoenas cannot be used as an
investigative aid in the search for a fugitive in whose testimony the grand jury has no interest.
Absent one of the exceptions discussed below being applicable, grand jury subpocnas for
testimony or records related (o a [ugitive's whereabouts may not be requested i1 FBI [ugitive
investigations.

(U/AFe3 Il the grand jury has a [egitimate interest in the testimeny of a [ugitive regarding
another federal ongoing nvestigation, it may subpoena other witnesses and records in an
cffort 1o locate the fugitive. In this situation. the responsible Assistant Attorncy General must
approve a "target” subpocna for the fugitive before the grand jury may subpocna witnesses
and records to locate the fugitive.

(U//FOY3 When a fugitive's present location is relevant to an offense under investigation.,
the grand jury may legitimately inquire as to the [ugitive's whereabouts. Olfenses such as
harboring. misprision ol a [elony. and accessory alter the fact are examples of crimes as to
which the fugitive's location may be relevant evidence. If. however, the person who is
suspected of harboring the fugitive or being an accessory after the fact has been immunized
and compelled (o testify regarding the location of the fugitive. this will likely be viewed as
improper subterfuge.

{U/AeH63-DOJ policy generally [orbids the use ol grand jury subpoenas to locate a
defendant charged in a federal eriminal complaint with unlaw(ul light t¢ avoid prosecution
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(UFAP). UFAP mvestigations are, as a general rule, not prosecuted. Use of the grand jury in
the mvestigation of a UFAP muatter requires prior consultation with DOJ and written
authorization to prosccute from the Assistant Attorney General in charge of the Criminal
Division. Federal indictments for UFAP require prior written approval of the Attorney
General, Deputy Attorney General. or an Assistant Attorney General.

18.6.5.15 {(UYFGJ OVERPRODUCTION

(U} If any of the information received in response o an FGJ subpoena is subject 1o statutory
privacy prolections {c.g.. records subject 1o the Electronic Communications Privacy Act
(ECPA), Right to Financial Privacy Act (RFPA). the Fair Credit Reporting Act (FCRA),
Health Insurance Portability and Accountability Act (HIPAA). or the Buckley Amendment), it
must be reviewed at the time it 1s received by the employee who requested the issuance of the
FGJ subpocna to cnsure that the information received is within the scope of the subpocna’s
demand. Any information received from a third party provider that is beyond the scope of the
FGJ subpoena and 1s subject (o statutory protections must be treated as an overproduction.
Overproduced material must not be electronically placed into any FBI application. database or
uscd in any manner. Instcad, the FBI employee must promptly notify the AUSA who
authorized the issuance of the FGJ subpocna of the potential overproduction. The AUSA. in
coordination with the FBI employee. must determine whether the information exceeds the
scope ol the FGJ subpoena. and 1[ so, how to dispose of the overproduced material. The
method of disposition for the overproduction must be documented in the investigation’s

18.6.5.16 (U} FGJ MATERIAL COMPLIANCE AND MONITORING

(U/FeYS) . of
every [ield oflice must designate) [0 be
respensible for overseeing the FBI's compliance on handling. storage and labeling of FGJ
material mecting the definition of matters occurring before the federal grand jury. As part of
these duties. the designee must review the lield office pracuces [or handling, storage and
labeling such material at least once per [iscal year. This review must encompass the policy
standards set out in this section and along with any local “standing” judicial requirements. The
results of the review(s) must be reported to the ficld office Division Compliance Council

' and hr Le DCC 101 > o[ Integrity and Compliance using file number
| ,Thc field office may set its own unique b7E
inaugural fiscal ycar review date and use that datc thereafter as its basts for the annual review

peried.

(U/ASY6 All field office specific local “standing” judicial guidance must be made available
to employces assigned to that office.
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18.6.6 (U) INVESTIGATIVE METHOD: NATIONAL SECURITY LETTER
(COMPULSORY PROCESS)

18.6.6.1 (U) OVERVIEW OF COMPULSORY PROCESS
(UHFEHO

b7E

(U/FOEOY bTE

18.6.6.2 {U} APPLICATION

(UAFOTO) NSLs may be used in a national security Predicated Investigation. This method
may not be used for assistance to other government agencics, unless the information sought is
relevant to an open FBI Predicated Investigation.

18.6.6.3 {UYNATIONAL SECURITY LETTERS
18.6.6.3.1 (U} LEGAL AUTHORITY
A) (U) 12 U.S.C. § 3414)5)A);
B) {IN15U.5.C. 8% 1681uand 1681v;
) {(IN 18 1U.S5.C. § 2709,
D3 (NS0 US.C § 3162,

E) {U) AGG-Dom,. Part V; and
F) () An NSL may bc used only to request:
1) (U) Financial Records: The Right o Financial Privacy Act {BFPA), 12 US.C. §
3414(a)}5);
2) (U} Identity of Financial Institutions: Fair Credit Reporting AstdECRAL IS US.C 8
168 Tufa);

3) (U) Consumer [dentifying Information: FCRA, 15 U.S.C. § 1681u(h);

4y (W) Full Credit Reports in International Terrorism Investigations: FCRA, IS5 U.S.C. §
168 1v; and

5 (1) Telephone Subscriber Information, Toll Billing Records. Electronic Communication

Subscriber Information, and Electronic Communication Transactional Records: £
Connunicanons Privary AcU{ECPAL IRUS.C. § 2709,
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18.6.6.3.2 (U) DEFINITION OF METHOD

{U) An NSL is an administrative demand lor documents or records that are relevant 1o a
Predicated Investigation to protect against international terrerism or clandestine intelligence
aclivities

b7E

18.6.6.3.3 (U)Y APPROVAL REQUIREMENTS

(UHFBH6) Those who approve NSLs are responsible for ensuring the mvestigative and
procedural requirements have been met. They must certify that the information sought by the
NSL is relevant to an open, predicated national security investigation. For an NSL to include a
nondisclosure provision. the approver must determine that disclosure ol the NSL may
endanger the national security of the United States; interfere with a eriminal,
counterterrorism, or counterintelligence investigation: interfere with diplomatic relations; or
cndanger the life or physical safety of any person. Those who approve NSLs. as well as those
designated as acting olficials who will approve NSLs. must have completed the Virtual
Academy course on NSLs, reviewed DIOG Section 18.6.6. (National Security Letter), and 1
appropriate, received NSL training from the CDC/ADC or a National Sccurity Law Branch
{NSLB) attorney prior to approving NSLs.

(U/AOHO) The process for creating an NSL involves two documents: the NSL iiself and the
EC approving the issuance of the NSL. The Director has delegated the authority to sign NSLs
Lo the Deputy Director, Executive Assistant Director. and Associate EAD [or the National
Security Branch; Assistant Directors and all DADs for the Counterterrorism,
Counterintelligence. and Cyber Divisions. and the Weapons of Mass Destruction Directorate;
General Counscl; Deputy General Counsel for the National Sccurity Law Branch; Assistant
Directors m Charge in New York. Washingten, DC. and Los Angeles; and all SACs in all
field offices. See EC 333-HQ-A 1487720 Serial 515 (May 15, 2012). No other delegations are
permitted) |

l |
(UAFSTO)| | b7E

(U/ABeH6) In addition (o being signed by a statutorily required approver, an NSL must be
approved by a CDC. ADC (or attorncy acting in that capacity), or an NSLB attomey.

18.6.6.3.4 (U) STANDARDS FOR ISSUING NSLs
(U/FOEO) b7E
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(U/BOHO)
(UHFeTo)] H
(VAU
18.6.6.3.5 (U) SPECIAL PROCEDURES FOR REQUESTING COMMUNICATION
SUBSCRIBER INFORMATION
[ /AEaer] ]
(u/roge] Il
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(U/FeH8] [the employee should
consider whether an NSL is the least intrusive and reasonable means based upon the
circumstances of the investigation to obtain the information | ]

(UHFSHN |

18.6.6.3.6 (U} DURATION OF APPROVAL
(UHREHO)

18.6.6.3.7 (U} SPECIFIC PROCEDURES FOR CREATING NSLS
(U/FOYS

(UsEQUO|

(U/FEHOY |

A)  (U/FOUD |

B) (U/EeUey |
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C (reus] |

D) Waasiss) |

E) (U/AeBe]

F) (U/roten| I

G (Umeue| |
(U/FOUELY
(U/eo)

18-110

UNCLASSIFIED =FOR-OFHEATESE-OMNEY Version Dated:
March 3, 2016

B7E

b7E

b7E

BTE

b7E

b7E

b6
B7C



UNCLASSIFIED —EQR QEEICIAL UISEONIY
Domestic Investigations and Operations Guide §18

(U/rFeTe] |

wmpewe ]

18.6.6.3.7.1 (I CoVER EC APPROVING AN NSL

(U/Feue)| |

I |
(U/Eeuey |

A) (UITF'G-H-Q_)I I

B) (U/FoUey |

C) (urrenef |

m (ULEOHS]

E) (U//FeHey
F) (U/Fou0)| l
G) (U//EeUQ)| |
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H} {(UAFPET)
) (U//EOY I
I (UH‘G-H-Q' ,
K) (U/FOHeY |
L) (U/ESUEH |
l |
(U//FEYE) This list is not exhaustive.| |
18.6.6.3.7.2 (1) Copry OF THE NSL AND RELATED DOCUMENTS IN THE
INVESTIGATIVE FILE

[ ansizios

Wiasin) l

(UHFOHO) |
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18.6.6.3.7.3 {U) COMMUNITY OF INTEREST INFORMATION

(U/EOUE il b7E
18.6.6.3.7.4 (U) CONTACT WITH MEMBERS OF THE NEWSMEDIABY A | b7E
(U/FoTD)| | b7E

18.6.6.3.7.5 (1) EMERGENCY CIRCUMSTANCES

{U/FOHO>-ECPA protects subscriber or communications transactional information from
disclosure by providers of elecironic communication services. Generally, an NSL, grand
Jury subpoena. or another form ol legal process must be used to compel a communication
service provider to disclose subscriber or transactional information. In emergency
circumstances, however. the provider may veluntarily disclose information to the FBI if
the provider. i good faith. believes that an emergency involving danger of death or
serious physical injury o any person exists and requires disclosure without delay. As a
matter of FBI policy, when there i1s a danger of death or serious physical injury that does
not permit the proper processing of an NSL. an administrative subpocna (if permissible),
or a grand jury subpoena, then a letter to the provider citing 18 U.S.C. § 2702 may be
used o request emergency disclosure. 1[ approved by a SAC, ASAC, or FBIHQ Section
Chicf. If time docs not permit the issuance of an emergency letter that cites 18 U.S.C. §
2702, then an oral request to the provider may be made, but the oral request must be
followed-up with a letter o the provider. In either situation, ani Form. which b7E
automatically generates the letter, must be completed.

(U//FOE0) | ©7E

(U/HFOHOY b7E
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b7E

18.6.6.3.8 {U) NOTICE AND REPORTING REQUIREMENTS

UAFSHE) NSLB compiles NSL statistics for reporting to Congress. The NSL subsystem

automatically records the information needed for Congressional reporting. If the b7E
NSL is created outside the subsystem, then the NSL’s cover EC must include the information
necessary for NSLB to report NSL statistics accurately, i.¢., delineate the number of targeted
facilitics/accounts in cach NSL issued to an NSL recipient.

(U//FEH63 NSLB also reports to Congress the USPER status of the larget (as opposed to the
subject of the investigation) of all NSLs. other than NSLs that seck only subscriber
information. While the subject of the investigation is often the target of the NSL, that is not
always the case. The EC must record the USPER status of the target ol the NSL — the person
whose information the EBI is secking. If the NSL is secking information about more than one
person. the EC must record the USPER status of cach person.

18.6.6.3.9 (1) RECEIPT OF NSL INFORMATION, REVIEW FOR OVERPRODUCTION,
AND RELEASING THE INFORMATION

(U//FOTOY 1 b7E

(U/FOHe)| b7E
(U/ECHO] I g
(U/FOTUO) b7E
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(U/EQUOY |

18.6.6.3.10 (1) OVERPRODLCTION

(U/FOTOY

(U/FeEe] I

(U/ECHO)

(U//EQYR|

(U/AFOT9)|
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{ Uff-FQU-Q-j

(U/T'FGH-O* |

[18.6.6.3.11 (1) RETENTION OF NSL INFORMATION

(UHEOHON

(UAFOTOT |

18.6.6.3.12  (U) SERVICE AND RETURNS OF NSLS
(U/E6Y63|

18.6.6.3.12.1 (U//FOBHO3 ELECTRONIC SERVICE AND RETURN
(U//FeHe)

18-116

UNCLASSIFIED — ESR-CERICIAL-USE-OMNLY. Version Dated:
March 3, 2016

BTE

BTE

B7E

b7E

b7E

b7E

BTE



UNCLASSIFIED —FoR-OFACTAEYSE-ONEY-
Domestic Investigations and Operations Guide

§18

(U/Eeuay|

(UHFOTO]

(U/FIUO

A) (U/EECU6]

B) {UH/FOHY

(U/AEQLLO))|

(U/Fore]

18.6.6.3.12.2 {(U/FOBO-PERSONAL SERVICE AND RETURN

(U//FOEay
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168.6.6.3.12.3 (U/HFOUO) RESTRICTED MAIL SERVICE AND RETURN
(U//ROTOY

168.6.6.3.12.4 (U/FOBO) FAX SERVICE AND RETURN
(U/ROTU]

A) (U//Feten|
B) (U/Fee] |

C)_(u/rose] |
L

D) (U/Aeuo) ]

(U/FOBO

[ 1]

18.6.6.3.12.5 (U/HSHEO3 COMBINATION SERVICE AND RETURN
(U//reto] ll

18.6.6.3.13 {(U) DISSEMINATION OF NSL INFORMATION

(U//FOTO3 Subject to certain statutory limitations, information obtained in response to an
NSL may be dissecminated according to general dissemination standards in the AGG-Dom.
The Electronic Communications Privacy Act (ECPA) {telephone and electronic
communications transactional records) and the Right to Financial Privacy Act (RFPA)
{financial records) permit dissemination if consistent with the AGG-Dom and the information
is clearly relevant to the responsibilities of the recipient agency. The Fair Credit Reporting
Act (FCRA) permits dissemination of the identity ol financial institutions and consumer
identilying information to other federal agencies as may be necessary for the approval or
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conduct of a foreign counterintelligence investigation. FCRA imposes no special rules lor
dissemination of {ull credit reports.

(UHFOHOS| b7E
| [ciher the ]

NSL nor the return information 1s classified,

18.6.6.3.14  (U)SPECIAL PROCEDURES FOR HANDLING RIGHT TO FINANCIAL
PRIVACY ACT INFORMATION AND OTHER INFORMATION

(Uikede] — g
(U//FOTOT b7E
(U/rese] I BIE
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18.6.6.3.15  (U) PAYMENT FOR NSL-DERIVED INFORMATION

(U/FOH6) No legal obligation exists for the EBI to compensate recipients of NSLs issued
pursuant to ECPA (tclephone and clectronic communications transactional records) or FCRA,
15 U.S.C. § 1681v (full credit reports in international terrortsm investigations), and therefore
o payment should be made in connection with those NSLs. See EC 319X-HQ-A1487720-
OGC, serial 222, for a lorm letter to be sent in response Lo demands [or payment concerning
these NSLs.

(UAESHQ) Compensation for responding to NSLs 1ssued pursuant .o REPA (financial
records) and FCRA § 1681u (identity of financial institutions and consumer identifying
information) is covered by a fee schedule adopted under £ s Cost Keimmbursement
Guidange undor the BUPA,

18.6.6.3.16  (U)JubpiciaL REVIEW OF NSLS

(U/EQLIO) All NSLs should include the necessary legal notices. Specifically. an NSL 1ssued
by the FBI must inform the recipient of the right to judicial review of the NSL pursuant to 18
U.S.C. § 3511(a). See Doc v. Mukascy. 549 F.3d 861 (2d Cir. 2008). An NSL issucd by the
FBI must also inlorm the recipient of the right to judicial review of any nondisclosure
requirement impesed in connection with the NSL. See, e.g. [8 U.S.C. § 2709(d). An NSL
must specifically advise that. if the recipient wishes to have a court review a nondisclosure
requircment imposed in connection with an NSL. the recipient may notify the Government,
which must then initiate judicial review procccdings| |if Il wants o maintain b7E
nondisclosure of the NSL. If the FBI determines that nondisclosure continues 1o be necessary
{sce below paragraph for statutory standard for nondisclosure), the Government must
demonstrate to a federal judge the need for continued nondisclosure and obtain a judicial
order requiring such nondisclosure. The nondisclosure requirement will remain in effect
unless and unul there 1s a final court order holding that disclosure is permitted.

(U/HEQLIQ) In any judicial review proceeding regarding a nondisclosure requirement in
connection with an NSL. the Government will bear the burden of persuading the distriet court
that there is goed reason 1o believe that disclosure may result in at least one of the enumerated
harms sct forth in the NSL statues. e.g.. 18 U.S.C. § 2709(c). which arc: a danger to the
national security of the United States; mnterlerence with a criminal, counterterrorism, or
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counterintelligence investigation; interference with diplomatic relations; or danger to the life
or physical safety ol any person. that is related to an authorized investigation to protect
against international terrorism or clandestine intelligence activitics. Accordingly, the ficld
office or FBIHQ Division that issued the NSL, in conjunction with OGC, must coordinate
with DOJ and the United States Attorney’s Office to ensure that the FBI’s certilication is
sufficient to meet the FBI’s burden of proof.

18.6.6.3.17  (U) REVIEW OF NONDISCLOSURE REQUIREMENT IN NSLS

(U//FOE6) The USA FREEDOM Act of 20135 requires the FBI to review at certain intervals
during the investigation all National Sccurity Letters (NSL} that included a nondisclosure
requirement pursuant ¢ procedures adopted by the Attorney General. Pursuant to the Attorney
General Termination Procedures for National Security Letter Nondisclosure Requirement
(Procedures), 1ssucd November 24, 20135, the review 1s to determine whether the
nondisclosure requircment in an NSL should continue or be terminated. Under these
Procedures, the nondisclosure requirement ol an NSL shall terminate upon the closing of any
Investigation in which an NSL containing a nondisclosure provision was issued except where
the FBI makes a determination that one of the exisiting statutory standards for nondisclosure
is satisfied. Pursuant to the Procedures, starting February 21, 2016, when (i) an open

investigative file reaches its third-year anniversaryf b7E
and (i1} an investigative file 1s closed. an NSL nondisclosure review must occur.

If an investigation is closed before its third-year anniversary. then the NSL nondisclosure
review will occur once. that is. when the investigation closes. There are no NSL nondisclosure
reviews beyond the third-year anniversary and/or when the investigative lile is ¢losed.

(U/roH6) | b7E

{(U/Reyeq ] b7E
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18.6.7 (U) INVESTIGATIVE METHOD: FISA ORDER FOR BUSINESS RECORDS
(COMPULSORY PROCESS)

18.6.7.1 {U)} OVERVIEW OF COMPLLSORY PROCESS

(UROUO} l

il |

18.6.7.2 {UY APPLICATION

(U//FeE) FISA Business Records Orders may be used during authorized national security
investigations} |
[ [When collecting positive foreign
intclligence. if the subject is a non-USPER, a request for business records pursuant to 50
U.S.C. §§ [861-63 1s lawful.

18.6.7.3 {U) BUSINESS RECORDS UNDER FISA

18.6.7.3.1 (U) LEGAL AUTHORITY
(NWH50U.S.C. §% 1861-63
18.6.7.3.2 (U) DEFINITION OF METHOD

(U) A FISA order for business records. is an order for a third party to produce|

|relevant to an authorized national sccurity investigation |

(U)| |
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18.6.7.3.3 (U)APPROVAL REQUIREMENTS
(1 1A 1 b7E

(U/FOTO b7E

[8.6.7.34 (U) DURATION OF COURT APPROVAL

(U} Authority for a FISA business records order is cstablished by court order.
18.6.7.3.5 (U) NOTICE AND REPORTING REQUIREMENTS

(U} There arce no special notice or reporting requircments.
18.6.7.3.6 (U) COMPLIANCE REQUIREMENTS

(U} The empleyee who receives material produced in response (o a FISA business records
order must do the following:

A) (U/Ae€») Handle the material as required by the Standard Minimization Procedures
Adopted for Business Records Orders andl

18.6.7.3.7 (U} SEE THE CURRENT CLASSIFIED FISA BUSINESS RECORDS STANDARD
MINIMIZATION PROCEDURES:

18.6.7.3.7.1 (1) FISA OVERCOLLECTION

(U/FeTeY b7E

b7E

— |
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18.6.8 (U) INVESTIGATIVE METHOD: STORED WIRE OR ELECTRONIC
COMMUNICATIONS AND TRANSACTIONAL RECORDS =

18.6.8.1 (U} SUMMARY

(U/FEYQ) FBI cmployces may acquire the contents of stored wire or clectronic
communications and associated transactional records—including basic subscriber
information—as provided in 18 U.S.C. §§ 2701-2712 (Electronic Communications Privacy
Act {ECPA)). Requests for voluntary disclosurc under the emergency authority of 18 U.S.C. §
2702 require prior approval from the ficld office ASAC or FBIHQ Secction Chicef when
appropriate.

(U/AO10) All requests for information from clectronic communication service providers
(c.g.. lelephone companies. internet service providers) pertaining e a subscriber or customer
must comply with ECPA. As used in ECPA, the term “information pertaining to a subscriber
or customer” should be read broadly. It includes, for example, information regarding whether
a particular individual has an account with a covered provider. Thus, unless done in
accordance with ECPA, an FBI employee may not ask a telephone company or internet
service provider whether John Smith has an account with the company (1.¢., the FBI employee
may not informally scek information that is statutorily protected prior to the issuance of
appropriatc process or the existence of an exception to ECPA). In addition. based on a
November 5, 2008 mterpretation of ECPA from the Office of Legal Counsel. the FBI may not
ask a telephone company whether a given telephone number that the company services has
been assigned to an individual. In short. in order to obtain any information specific to the
subscriber from a telephone company or clectronic communication service provider, the FBI
must provide legal process pursuant to 18 U.S.C. §§ 2703 or 2709 or the request must fall
within the limited exceptions established in 18 U.S.C. § 2702, and discussed below.

(U//EQUQ) BTE

18.6.8.2 (U} APPLICATION
(U/FeHen

b7E

18.6.8.2.1 (U} STORED DATA

{U) The Electronic Communications Privacy Act (ECPA)—18 U.S.C. §§ 2701-2712—
governs the disclosure of two broad categories of information: (1) the contents of wire or
electronic communications held in “electronic storage” by providers of “electronic
communication service” or contents held by those who provide “remote computing service”
to the public; and (ii) records or other information pertaining to a subscriber 1o or customer of
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such services. The category of “records or other information” can be subdivided further into
subscriber records (listed in 18 U.8.C. § 2703(c)}2)) and stored traffic data or other records.

(U) Records covered by ECPA include all records that are related to the subscriber. including
buddy lists, “friend” lists (MySpace), and virtual property owned (Second Life). These other
sorts of records arc not subscriber records and cannot be obtained with a subpocna under 18

U.S.C. § 2703(c)(2) or an NSL under 18 U.S.C. § 2709.
18.6.8.2.2 (U) LEGAL PROCESS

(U} The legal process for obtaining disclosure will vary depending on the type of information
sought and whether the information 1s being voluntarily provided under 18 U.S.C. § 2702
{c.g.. with consent or when emergency circumstances require disclosure) or the provider is
being compelled to provide the information under 18 U.S.C. § 2703, as outlined below. The
process [or compelling production under 18 U.S.C. § 2709 is discussed in the NSL section
above.

[8.6.8.2.3 (U) RETRIEVAL

(U) Contents held in “electronic storage” by a provider of “electronic communication service”
for 180 days or less can only be obtained with a scarch warrant based on probable cause.
Accordingly. such records may only be obtained during a Full Investigation.

(U) Contents held by those who provide “remote computing service” to the public and
contents held in “electronic storage” for more than 180 days by an “electronic communication
service” provider can be obtained with: a warrant; a subpoena with prior notice to the
subscriber or customer; or an order issued by a court under 18 U.S.C. § 2703(d) when prior
notice has been provided to the customer or subscriber (unless the court has authorized
delayed notice).

(U Title 18 U.S.C. § 2705 cstablishes the standard to delay notice for an initial period of up
o 90 days. Records or other information pertaining to a subscriber to or customer ol such
services, including basic subscriber information, can be obtained with a search warrant or an
18 U.S.C. § 2703(d) order without notice.

186824 (U) BASIC SUBSCRIBER INFORMATION

(U} Basic subscriber information, as described in 18 U.S.C. § 2703(¢)(2). can be compelled
by a grand jury or administrative subpoena without notice.

18.6.8.2.5 (U) PRESERVATION OF STORED DATA

(U} The government is authorized under 18 U.S.C. § 2703({) (o direct a provider o preserve
records or other inlormation (stored records or communications) i 1is possession for 90 days
(which may be extended for an additional 90-days) pending issuance of applicable legal
process for disclosure. To make a preservation request. the FBI must believe that the records
will subsequently be sought by appropriate legal process.

[8.6.8.2.6 (U) COST REIMBURSEMENT
(Uy I8 U.S.C. § 2706 requires the government 1o reimburse for costs incured in providing the

contents of communications. records, or other information obtained under 18 U.S.C. §§ 2702,
2703. or 2704, except that reimbursement is not required for records or other information
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maintained by a conmimunications common carrier that relate to telephone toll records and
telephone listings obtained under 18 U.S.C. § 2703. In essence. the government does not have
to reimburse for the cost of producing records that the provider maintains in the ordinary
coursc of its business.

18.6.8.3 {UyLEGAL ALUTHORITY
(UYy ISU.S.C. 8§ 2701-2712
(U AGG-Dom, Part V.9

(UY ECPA—I8 U.S.C. §§ 2701-2712— creates statutory privacy rights for the contents of
communications in “electronic storage” and rccords or other information pertaining to a
subscriber Lo or customer ol an “electronic communication service” and a “remote computing
service.” The statutory protections protect the privacy of an individual’s electronic data
contained in a networked account—that may otherwise fall outside the scope of the
protections afforded by the Fourth Amendment—when such account or its service is owned or
managed by a third-party provider.

(U) ECPA generally: (1) prohibits access to the contents of wire or clectronic communications
while in “electronic storage” unless authorized (18 U.S.C. § 2701); (ii) prohibits a provider of
service to the public [rom disclosing the contents of wire or ¢lectronic communications while
held in “electronic storage,” and prohibits divulging to the government any information
pertaining 1o a subscriber 1o or customer of such service unless authorized (18 U.S.C. § 2702);
and (i11) authorizes the government to compel disclosure from a provider of stored contents of
a wire or clectronic communication and records or other information pertaining to a
subscriber to or customer (18 U.S.C. § 2703). ECPA provides for reimbursement of costs
tncurred in providing the information acquired.

(U)
I |

18.6.8.4 (U} ECPA DISCLOSURES

b7E

(U) ECPA authorities can be divided into two categories: (i) compelled disclosure
process o compel providers to disclose the contents of stored wire or electronic
communications {(including c-mail and voice mail—opened and unopened} and other
information. such as account records and basic subscriber information; and (i) voluntary
disclosure of such information [rom service providers. Each of these authorities is discussed
below.

18.6.84.1 (U} DEFINITIONS

legal

A) (U) Electronic Storage: is "any temporary. intermediate storage of a wire or clectronic
communication incidental to the electronic transmission thereof.” or "any storage of such
communication by an electronic communication service for purposes of backup protection of
such communication.” 18 U.8.C. § 2510{17}. In short, "clectronic storage” refers only to
temporary storage. made in the course of transmission, by & provider of an electronic
communication service.

B) (1) Remote Computing Service (RCS): is a scrvice that provides “to the public”™ computer
storagc or processing services by means of an clectronic communications system. 18 US.C. §
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2711(2). In essence, a remote computing service is an off-site computer that stores or
processes data for g customer.

C) (U) Electronic Communications System: is "any wire, radio. electromagnetic, photo optical
or photo clectronic facilitics for the transmission of wire or clectronic communications, and
any computer facilities or related electronic equipment for the electronic storage of such
communications.” 18 U.S.C. § 2510(14).

D) (U) Electronic Communication Service (ECS): is "any service that provides to users thereof

the ability to send or receive wire or clectronic communications.” 18 U.S.C. § 2510(15). For
cxample, telephone companics and clectronic mail companics gencrally act as providers of
electronic communication services.

18.6.8.4.2 (U)Y COMPELLED DISCLOSURE

(U 18 U.S.C. § 2703 lists five types of legal process that the government can use to compel a
provider to disclose certain kinds of information. The five mechanisms, in descending order
of required threshold showing are as follows:

A) (L) Search warrant;

B) (U) 18 U.S.C. § 2703(d) court order with priar notice to the subscriber or customer;

.

C) (U) 18 U.S.C. § 2703(d) court order without prior notice to the subseriber or customer;

.

D) (U) Subpoena with prior notice to the subscriber or customer; and
E} (U) Subpoena without prior notice to the subscriber or customer.
q0)! b7E

(L b7E

18.6.8.4.2.1 (U//FOEE) COMPELLED DISCLOSURE REGARDING MEMBERS OF
THE NEWS MEDIA

(U/FoTe] 1 b7E
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(Uy 28 C.E.R. § 50.10(b)(1){i1) provides guidance on catcgories of individuals and
entities not covered by, and therelore not entitled to the protections of the DOI policy set
out above.

18.6.8.4.2.2 (U/AOTO) NOTICE—ORDERS NOT TO DISCLOSE THE EXISTENCE
OF A WARRANT, SUBPOENA, OR COURT ORDER
{(U/A6563 FBI employces may obtain a court order directing network service providers
not to disclose the existence of compelled process if the government has no legal duty o
notily the customer or subscriber ol the process. Il an 18 U.S.C. § 2703(d) order or 18
U.S.C. § 2703(a) warrant is being used. a request for a non-disclosure order can be
included in the application and proposed order or warrant. If a subpoena is being used to

obtain the information, a separate application to a court for a non-disclosure order must
be made.

18.60.8.4.2.3 {U) LEGAL STANDARD

(U/FEHE) A court may order an electronic communications service provider or remote
computing scrvice not to disclose the existence of a warrant, subpocena, or court order for
such period as the court deems appropriate. The court must enter such an order if it
determines that there is reason to believe that notification of the existence of the warrant.
subpoena. or court order will result in:

A) (1) Endangering the life or physical safety of an individual;
B) (U) Flight from proseccution;

C) (U) Destruction of or tampering with evidence;

D) (U) Intimidation of potential witnesses; or

E) (1) Otherwise seriously jeopardizing an investigation or unduly delaying a trial. 18 U.S.C. §
2705(b).

18.6.5.4.2.4 (11) SEARCH WARRANT

(U//FeH6) Investigators can obtain the full contents of a network account with a search
warrant issued pursuant to FRCP Rule 41. However, FRCP Rule 41 search warrant may
not be issued in Preliminary Investigations. See DIOG Section 18.7.1.3.4.4.
18.6.5.4.2.5 (1) COURT ORDER WITH PRIOR NOTICE TO THE SUBSCRIBER OR
CUSTOMER

(U/AOTO) Investigators can obtain everything in a network account except for
unopencd c-mail or voice-mail stored with a provider for 180 days or less using a 18
U.S.C. § 2703(d) court order with prior notice (o the subscriber unless they have obtained
authority for delayed notice pursuant to 18 U.S.C. § 2705. ECPA distinguishes between
the contents of communications that are in "clectronic storage” (c.g.. unopened e-mail}
for less than 180 days, and those that have been in “clectronic storage” for longer or that
are no longer in "electronic storage” {e.g.. opened e-mail).

(U} FBI employces who obtain a court order under 18 U.S.C. § 2703(d), and cither give
prior notice to the subsecriber or comply with the delayed notice provisions of 18 U.S.C. §
2705(a). may obtain:
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A) (U) "The contents of a wire or clectronic communication that has been in clectronic storage in
an clectronic communications system for more than one hundred and cighty davs.”™ 18 U.S.C.
§ 2703(a).

B) () “The contents of any wire or clectronic communication” held by a provider of remote
computing service "on behalf of .. . a subscriber or customer of such remote computing
service.” 18 U.S.C. §§ 2703(bY(N(BX¥i1), 2703 (b)(2); and

C) (U) Everything that can be obtained using an 18 U.S.C. § 2703(d) court arder without notice.
(W |

18.6.8.4.2.5.1 (U} LEGAL STANDARD

{U) To order delayed notice. the court must {ind that "there is recason to believe that
notification of the existence of the court order may... endanger the life or physical safety
of an individual; [lead to] flight [rom prosecution; [lead (o] destruction ol or tampering
with evidence; [lead to] intimidation ol petential witnesses; or . . . otherwise sericusly
jeopardiz[e] an investigation or unduly delay] | a trial.” 18 U.S.C. §§ 2705(a)(1 }{(A) and
2705(a)2). The applicant must satisfy this standard ancw cach time an cxiension of the
delayed notice 1s sought.

18.6.8.42.52 (U} NATIONWIDE SCOPE

{U} Federal court orders under 18 U.S.C. § 2703(d) have elfect outside the district of the
tssuing court. Orders issued pursuant tol18 U.S.C. § 2703(d) may compel providers to
disclosc information even if the information 1s stored outside the district of the issuing
court. See 18 U.S.C. § 2703(d) ("any court that 1$ a court of competent jurisdiction” may
1ssuc a 18 U.S.C. § 2703(d) order); 18 U.S.C. § 2711(3) {court of competent jurisdiction
includes any federal court having jurisdiction over the offense being investigated without
geographic limitation).

(Uy 18 U.S.C. § 2703(d) orders may also be issued by state courts. Sce 18 U.S.C. §§
2711(3). 31272} B). Thesc orders issued by state courts, however. do not have cffect
outside the jurisdiction of the issuing state. See 18 U.S.C. §§ 2711(3).
18.6.8.4.2.6 (U) COURT ORDER WITHOUT PRIOR NOTICE TO THE SUBSCRIBER
OR CUSTOMER

(U} A court order under [8 U.S.C. § 2703(d) may compel disclosure of:
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A) () All "record(s} or other information pertaining to a subscriber to or customer of such
service {not including the contents of communications [held by providers of electronic
communications service and remote computing service()." and

B) (U) Basic subscriber information that can be obtained using a subpocna without notice. 18
U.S.C. § 2703(c)(1).

18.6.8.4.2.6.1 (U) TyPES OF TRANSACTIONAL RECORDS

(U} The broad category of transactional records includes all records held by a service
provider that pertain to the subscriber beyond the specific records listed in 2703(c}2)

b7E

(U/ESHO) | b7E

18.6.8.4.2.6.2 (U) CELL SITE AND SECTOR INFORMATION

(U) Cell site and sector information is considered “a record or other information
pertaining to a subscriber” and therefore, production of historical and prospective cell site
and sector mformation may be compelled by a court order under 18 U.S.C. § 2703(d).
Requests made pursuant to 18 U.S.C. § 2703(d) [or disclosure of prospective cell site and
sector information—which is delivered to law enforcement under Communications
Assistance for Law Enforcement Act (CALEA) at the beginning and end of calls— must
be combined with an application for pen register/trap and trace device. Some judicial
districts will require a showing ol probable cause belore authorizing the disclosure of
prospective cell site and sector information.

18.6.8.4.2.6.3 (U) | | BTE
()| | b7E

(U/fFOT0O) b7E
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V)]

(U)I ,

18684264 (U) LEGAL STANDARD

(U} A court order under 18 U.S.C. § 2703(d) 1s known as an "articulable [acts” court
order or simply a "d” order. This scction imposes an intermediate standard to protect on-
linc transactional records. It is a standard higher than a subpocna. but not a probable
cause warrant.

(U) In applying for an order pursuant to 18 U.S.C. § 2703 (d). the FBI must state
sufficient specific and articulable facts Tor the court to find that there are reasonable
grounds to believe that the contents of a wire or electronic communication. or the records
or other information s 1 : 1 1min;
investigation.

-

I el v [ Yt g o

18.6.8.4.2.7 (U) SUBPOENA WITIL PRIOR NOTICE TO THE SUBSCRIBER OR
CUSTOMER

(U/H6H6) Investigators can subpoena opened e-mail from a provider if they give prior
notice to the subscriber or comply with the delayed notice provisions of 18 U.S.C. §
2705(2) that there 18 reason
o believe notification of the existence of the subpoena may have an adverse result.

(U} FBI employces who obtain a subpocna and give prior notice to the subscriber or
comply with the delayed notice provisions of 18 U.S.C. § 2705(a) may obtain:

A) (1) "The contents of any wire or electronic communication™ held by a provider of remote
computing service “on behalt of . . . a subscriber or customer of such remote computing
service.” 18 U.S.C. § 2Z703(bY(1)XBY(i). § 2703(b)X2);

B) (1) "The contents of & wire or electronic communication that has heen in electronic storage in
an electronic communications system for more than one hundred and eighty days.” 18 U.S.C.
§ 2703(a); and
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C) (L) Basic subscriber information listed in 18 U.S.C. § 2703(c)(2).

(U) As a practical matter, this means that bTE

(U) b7E

(U} Legal standards for delaying notice: The supervisory official must certify in writing
that "there 1s reason o believe that notification of the existence of the court order may...
endanger(] the [ife or physical salety of an individual; [lead to] (light from prosccution;
[lcad to] destruction of or tampering with evidence; [lead to] intimidation of potential
witnesses; or... otherwise seriously jeopardiz|e] an investigation or unduly delay[] a
trial.” 18 U.S.C. 8§ 2705(a)(1)}(A), 2705(a)(2). This standard must be satislied anew
every time an extension of the delayed notice 1s sought. This documentation must be
placed with the subpocna in the appropriate investigative file.

18.6.5.4.2.8 (1) SUBPOENA WITHOUT PRIOR NOTICE TO THE SURSCRIBER OR
CUSTOMER

(UASHO) Without notice to the subscriber or customer, investigators can subpocna
basic subscriber information:

(U) name; address; local and long distance telephone connection records, or
records of scssion times and durations; length of service (including start date) and
types of service wsed; telephone or instrument number or other subscriber
number or identity, including any temporarily assigned network address; and
means and source of payment for such service {(including any credit card or bank
account number)].]7 18 U.S.C. § 2703(cX2).
U) b7E

18-133

Version Dated:
— FER-OFFCRAEESEONEY
UNCLASSIFIED March 3,2016



UNCLASSIFIED - FOR-OSFFICTAEOSEONREY
Domestic Investigations and Operations Guide §18

A) (U) Legal Standard: The legal threshold for issuing a subpoena is relevance to the
investigation. Courts are reluctant to revicw the “good faith™ issuance of subpocnas as long as
they satisfy the following factors™ (1) the investigation is conducted pursuant to a legitimate
purpose; (i) the information requested under the subpoena is relevant to that purpose; (iii) the
agency does not already have the information it is seeking with the subpocena; and (iv) the
agency has followed the necessary administrative steps in issuing the subpocena.

(U/A28H0) In the event that a federal grand jury subpoena is used, however, appropriate
protections against disclosure must be followed in compliance with FRCP Rule 6(e).

B) (U/OH0) | b7E

C) (U) Members of the News Media: Approval of the Attorney general must be obtained prior to
secking telephone billing records of a member of the news media. (See DIOG Section
18.6.5.8)

18.6.8.4.3 (U} VOLUNTARY DISCLOSURE
()| bTE

A) (V) Service NOT Available to the Public: ECPA does not apply to providers of services that
are not available "to the public;™ accordingly such providers may freely disclose both contents
and other records relating to stored communications. Andersen Consulting v. UOP, 991 F.
Supp. 1041 {(N.D. 1Il. 1998) (giving hired consulting firm employees access to UOP's e-mail
system is not equivalent to providing e-mail to the public).

B) (L) Services That ARE Availabie to the Public: It the provider offers services to the public,
then ECPA governs the disclosure of contents and other records.

C) () If the provider is authorized to disclosc the information to the government under 18
U.S.C. § 2702 and is willing to do so voluntarily, law enforcement does not need to obtain a
legal order or provide other legal process to compel the disclosure.

D) () If a provider voluntarily discloses under the statute. there is no follow-up legal process
required or available. If the provider, on the other hand, either may not or will not disclose the
information voluntarily, FBI employces must rely on compelled disclosure provisions and
obtain the appropriate legal ordecs.

1) (U) Yoluntary Disclosure of Stored Contents - ECPA authorizes the voluntary disclosure
of stored contents when:
a) (1) The originator, addressee. ntended recipient. or the subscriber (in the case of
opened c-mail) expressiy or impliedly consents, 18 U.S.C. § 2702(b)(3};
b) (U) The disclosure "may be necessarily incident to the rendition of the service or to the
protection of the rights or property of the provider of that service,” 18 US.C. §
2702(b)(5);

4 (U} United States v. Morton Salt Co,, 338 U.S. 632, 642-43 (1950).

18-134

Version Dated:
— FORGSFF AT ESEGRNE-



UNCLASSIFIED - FoR-eFRCHATHSE-ODEY
Domestic Investigations and Operations Guide §18

¢) (1) The provider "in good faith. believes that an emergency involving danger of death
or sericus physical injury to any person requires disclosure without delay of information

rclating to the emergeney,” 18 US.C. § 2702(b)(8):

d) (U/FSLD) An emergencey disclosure under this statutory exception is justified when
the circumstances demand action withont delay to prevent death or serious bodily
injury; the statute does not depend on the immediacy of the risk of danger itself. For
gxample. | ]

H.R Rep. No. 107-497 at 13-14 (2002) accompanying The Cyber Security
Enhancement Act of 2002, H.R. 3482, which passed as part of the comprchensive
Homeland Security Act of 2002, Pub. L. No. 107-286., § 225 116 Stat. 2135 (2002).

¢) (1) The disclosure is made to the National Center for Missing and Exploited Children,
in connection with a report submitted thereto under Section 227 of the Victims of Child

Abusc Actof 1990. (42 US.C. § 13032 and 18 U.S.C. § 2702[b{I16]); or

f} (U) The contents arc inadvertently obtained by the service provider and appear to
pertain to the commission of a crime. Such disclosures can only be made to a law
enforcement agency. 18 U.S.C. § 2702(bX7)

2) () Yoluntary Disclosure of Non-Content Customer Records - ECPA permits

provider to voluntarily disclose non-content customer records to the governiment when:

2) (U) The customer or subscriber expressly or impliedly consents, 18 U.S.C. §
2702(cH(2):

b) (U) The disclosure “may be necessarily imcident to the rendition of the service or to the
protection of the rights or property of the provider of that service.” 18 US.C. §
2702(cX3);

¢) (U) The provider "in good faith. believes that an emergency involving danger of death
or serious physical injury to any person requires disclosure without delay of information

relating to the emergeney,” 18 US.C. § 2702(c)(4): or

d) (U/Ee8) Note: An emergeney disclosure under this statutory exception 1s justified
when the circumstances demand immediate action (i.c.. obtaining/disclosing
information "withont delay™) to prevent death or serious bodily injury; the statute does
not depend on the immediacy of the risk of danger itsclf. For example, an c-mail that
discusses a planned terrorist attack but not the timing of the attack would constitute an
emergency that threatens life or limb and requires immediate action, even though the
timing of the attack is unknown. [t is the need for immediate action to prevent the
sertous harm threatened rather than the immediacy of the threat itself that provides the
justification for voluntary disclosures under this exception. H.R Rep. No. 107-497 at
13-14 (2002} accompanying The Cyber Sceurity Enhancement Act of 2002, H.R. 3482,
which passed as part of the comprehensive Homeland Security Act of 2002, Pub. L. No.
107-296, § 225 116 Stat. 2135 (2002).

e) (L)) The disclosure is to the National Center for Missing and Exploited Children. in
connection with a report submitted thercto under Section 227 of the Victims of Child
Abuse Act of 1990, (42 U.S.C. $ 13032 and 18 U.S.C. § 2702[¢)[3])
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reservation of Evidence under 18 U.S.C. § 2703(f) | |

a) (W]

| A governmental entity is authorized to dircet providers to
preserve stored records and communications pursuant to 18 U.S.C. § 2703(f). Once a
preservation request is made, ECPA requires that the provider must retain the records
for 90 days, renewable for another 90-day period upon a government request. Sce 18
U.S.C.§ 2703 (D(2).

b) (1) There is no legally prescribed format for 18 U.S.C. § 2703(D requests. I ,

¢) (U) FBI employces who send 18 U.S.C. § 2703(f) letters to network service providers
should be aware of two limitations. First, the authority to direct providers to preserve
records and other evidence is not prospective. Thus. 18 U.S.C. § 2703(f) letters can
order a provider to preserve records that have already been created but cannot order
providers to preserve records not yet made. It FBI employees want providers to record
information about future electronic communications, they must comply with the
clectronic surveillance statutes. A second limitation of 18 U.S.C. § 2703(f) 1s that some
providers may be unable to comply effectively with 18 U.S.C. § 2703(f) requests

4) (1) Video Tape Rental or Sales Records - 18 U.5.C. § 2710 makes the unauthorized
disclosurc of records by any person engaged in the rental, sale, or delivery of prerecorded
video cassctte tapes or similar audiovisual materials unlawful and provides an exclusionary
rule to prohibit personally identifiable information otherwise obtained from being
admissible as evidence in any court procceding. Personally identifiable information is
defined as "information that identifies a person as having requested or obtained specific
video material or services ... ."

a) (L) The disclosure to law enforcement of “personally identifiable information™ is
permitted only when the law enforcement agency:

(i) (1) Has the written consent of the customer;

(i) (1) Obtains a scarch warriant issued under Rule 41, FRCP or equivalent state
warrant; or

(itiy (1) Serves a grand jury subpoena;
b) (U]

18-136

Version Dated:
— FOR-OFFCIAETSEONE
UNCLASSIFIED Y March 32,2016

b7E

b7E

b7E

b7E

b7E



UNCLASSIFIED - FoR-eFHCiAEUSEONEY
Domestic Investigations and Operations Guide 318

¢) (U) This type of information was specifically not included in the definition of
"personally identifiable information” to allow law enforcement to obtain information
about individuals during routinc investigations such as neighborhood investigations.

d) (UrFOT0) The disclosurc of “personally identifiable information™ in a national
security investigation may be compelled through use of the above legal processes or
pursuant to a business records order issued under 50 U.S.C. § 1861.

18.6.8.5 {U) VOLUNTARY EMERGENCY DISCLOSURE
18.6.8.5.1 (U) SCOPE

(U/AFOE6) ECPA protects subscriber and transactional information regarding
communications from disclosure by providers of remote computing services or telephone or
other electrenic communication services to the public (remote compuling services, telephone
and other clectronic communications services are hereafter collectively referred to as

“electronic communications service providers” or “providers”). Generally, an NSL. grand jury

subpoena. or other form ol legal process must be used o compel the communication service

provider to disclose such information. |

(UTFOHe)

(U/POEE} | [
(U/ESHQ

(U//FeEe) The use of the 1s designed Lo captures all the information the EBI

neceds to satisfy statutory annual Congressional reporting requirements.

(U/EoUe)|
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18.6.8.5.2 (U) DURATION OF APPROVAL

(U} As authorized by statute {e.g.. [or as long as the emergency necessitating usage exists and
only in those circumstances when it is impracticable (o obtain other legal process such as a
subpocna or NSL) and applicable court order or warrant.

18.6.8.5.3 (U} SPECIFIC PROCEDURES
A) (UHOHO) Reguired Form:|

B) (U/PO0) Filing requirements: |

C) (U/FOW Contact with Providers:

18.6.8.5.4 (U) COST REIMBURSEMENT

(U) Policy and procedures regarding cost reimbursement are described in the following:

A) (U) Standardized payment procedures may be found in the

B) () BOJ's Cost Retnrburseaont Guidance guder the ECPA can also be found in 18 U.S.C. §
2706.
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18.6.8.5.5 (U) REPORTING YOLUNTARY EMERGENCY DISCLOSURES

(U) 18 U.S.C. § 2702(d) requires the Attorney General to report annually to Congress
information pertaining to the receipt of veluntary disclosures of the contents of stored wire or
clectronic communications in an emergency under 18 U.S.C. § 2702(b)(8), specilically:

A) (1) The number of accounts from which the FBI received voluntary emergency disclosures;
and

B) (U) A summary of the basis for the emergency disclosure in those investigations that were
closed without the filing of criminal charges.

(U) The Form will capture information required to meet these reporting requirement.

[8.6.8.5.6 (U) ROLES/RESPONSIBILITIES
(U) The that hosts Ihc:form will. when necessary. follow-

up with e-mall notifications to the 1ssuing employce to ensure that the information included in
the report to DOJ (which 1t uses to prepare the required Congressional report) 1s current. It 18
the responsibility of the FBI employee to respond to these requests for information as soen as
practicable but no later than ten {10) business days. Failure to do so may be considered
“substantial non-compliance” pursuant to Section 3.

(U OGC/ILB is assigned the administrative responsibility to complete the following by
December 31 of cach year:

A) (U) Tabulate the number of voluntary disclosures of stored contents reeeived under the
authority of 18 U.S.C. § 2702(b)8)} for the calendar year;

B) (U) Prepare a report summarizing the basis for disclosure in those instances in which the
relevant investigation was closed without the filing of eriminal charges; and

C) (L) Submit the report to the General Counsel for review and submission to DQJ according to
the statutory requirement for annuzl report by the Attorney General.
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18.6.9 (U) INVESTIGATIVE METHOD: PEN REGISTERS AND TRAP/TRACE
DEVICES (PR/TT)

18.6.9.1 (U} SUMMARY

(U} Pen register and trap and trace (PR/TT) devices enable the prospective collection of non-
content waffic information associated with wire and electronic communications, such as: the
phone numbers dialed [rom or o a particular telephone, including electronic communications;
messages sent from or to a particular telephone; or the internet protocol (IP) address of
communications on the Internet and other computer networks.

18.6.9.2 (U} APPLICATION
(U/FOTO)

18.6.9.3 {U) LEGAL AUTHORITY

(Uy 18 U.S.C. §§ 3121 ct seq. and 50 U.S.C. §§ 1842 ct seq. regulate the use of PR/TT
devices. PR/TT orders authorize the collection of phone number dialed from or to a particular
telephone, [P addresses, port numbers and the “To” and “From™ information from e-mail; they
cannet intercept the content of a communication, such as telephene conversations or the
words in the “subject line” or the body of an e-mail.

18.6.9.4 {U} DEFINITION OF INVESTIGATIVE METHOD

(U} A pen register device or process records or decodes dialing. routing. addressing or
signaling information transmitted by an instrument or facility [rom which a wire or electronic
communication is transmitied, provided that such information must not include the contents of
any communication. Scc 18 U.S.C. § 3127(3).

(U} A trap and trace device or process captures the incoming electronic or other impulses that
identify the originating number or other dialing. routing, addressing or signaling information
reasonably likely to identify the source of a wire or electronic communication. provided that

such information does not include the contents ol any communication. See 18 U.S.C. §
3127(4).

18.6.9.5 {(U) STANDARDS FOR USE AND APPROVAL REQUIREMENTS FOR INVESTIGATIVE
METHOD
18.6.9.5.1 (U} PEN REGISTER/TRAP AND TRACE UNDER FISA

(U} Applications for authority to usc a PR/TT device can be made to the FISC in national
sccurily investigations. See 50 U.S.C. § 1842.

(U//Fe6)| |
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3 b7E

(U) 28 C.E.R. § 50.10(b){1){(i1) provides guidance on categories of individuals and entities
not covered by. and therefore not entitled to the protections of the DOJ policy set out above.

18.6.9.5.1.1 (U) LEGAL STANDARD

(U) Applications to the FISC are 1o be under oath and must include:
A) (U) The identity of the federal officer making the application; and

B) (U) A certification by the applicant that the information likely to be obtained is foreign
intelligence information not concerning an USPER or is information that is relevant to an
ongoing investigation to protect the United States against international terrorism or clandestine
intelligence activities; and that such investigation, if of an USPER, is not conducted solely
upon the basis of activities protected by the First Amendment to the Constitution.

18.6.9.5.1.2 {U) PROCEDURES
(U//ESHOr) Requests for initiating or a renewal of FISA PR/TT must be made using b7E

[Routing a paper copy [or signatures is not required.

(U/FEHOTSee | |
| |for additional guidance. bTE

18.6.9.5.1.3 {U) EMERGENCY AUTHORITY—FISA: 50 U.S.C. § 1843

(U/AFH6) Under the provisions of FISA, the Attorney General may grant Emergency
Authority (EA) for PR/TT. Requests for Emergency Authority must be referred to the
appropriatc FBIHQ division.

(U/Fe0) | b7E

A) (1) The Attorney General may authorize the installation and use of a PR/TT upon 2
determination that an emergency cxists and that the factual basis exists for a court order. The
FISC must be informed at the time of the authorization and an application for a court order
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must be made to the court as soon as practicable, but no more than seven {7) days after the
authorization. [f the cowrt does not issue an order approving the use of a PR/TT, an
emergency-authorized PR/TT use must terminate at the carlicst of when the information
sought is obtained. when the FISC denies the application, or seven (7) days after the Attorney
General authorization is given.

B) (L) If the FISC denies the application after an emergency PR/TT device has been nstalled, no
information collected as a result may be used in any manner, except with the approval of the
Attorney General upon a showing that the information indicates a threat of death or serious
bodily harm to any person.

(U} Notwithstanding the forcgoing, the President. acting through the Attorncy General,
may authorize the use ol a PR/TT. without a court order, for a period not to exceed 15
calendar days. [ollowing a declaration of war by Congress. See 50 U.S.C. § 1844.

(U/AFeH6) For an emergency authorization to use a PR/TT surveillance, [ [ b7E

Jat any Time.
18.6.9.5.1.4 (1) FISA OVERCOLLECTION

(U//BOTO) In accordance with Foreign Intelligence Surveillance Court (FISC) Rule of
Procedure 15. information acquired outside of the scope of the FISA authorization
(“FISA overcollection™) will no longer be sequestered with the FISC, absent
extraordinary circumstances. Contact NSLB for further guidance regarding the handling
of any FISA overcollection.

18.6.9.5.2 (UY CRIMINAL PEN REGISTER/TRAP AND TRACE UNDER TITLE 18

(U) Applications for the installation and use of a PR/TT device may be made to a “court of
competent jurisdiction”—i €., “any district court of the United States (including a magistrate
judge of such a court) or any United States court of appeals having jurisdiction over the
offensc being investigated, or any court of general criminal jurisdiction of a State authorized
by the law of that State o enter orders autherizing the use ol a pen register or trap and trace
device.” See 18 US.C. §3127(2).

(U//EeTO) | | b7E

(U} Note: 28 C.E.R. § 50.10(b)(1)(11) provides gutdancc on categorics of individuals and
entitics not covered by. and therefore not entitled to the protections of the DOJ policy set out
above.

18.6.9.5.2.1] {U) LEGAL STANDARD

(U} Applications for authorization to install and use a PR/TT device must include:
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A) (1) The identity of the attorney for the government or the state law enforcement or
investigative officer making the application and the identity of the law enforcement agency
conducting the investigation; and

B) (U) A certification by the applicant that the information likely to be obtained is relevant to an
ongoing criminal investigation being conducted by that agency.

18.6.9.5.2.2 (//FOB6FPROCEDURES

(U/FSHO) An SSA must approve a request for initiating or renewal of PR/TT usc prior
o submission ol the request 1o an atterney [or the government. Belore approving such a
request, the SSA should consider of the lollowing:

A) (U/FOT®) The use of resources based on the investigative purpose set forth;

B) (U/AEH6) Whether there is sufficient factual basis for the certification to he made in the
application {l.e., is the information likely to be obtained relevant to an ongoing criminal
Investigation);

O) (U/Ae3y Whether the customer or subscriber has consented to the use of a PR/TT. sce 18
U.S.C.§3121(bX3); or

D) (U/FET0) Whether the use of a PR/TT is the least intrusive method if reasonable based upon
the circumstances of the investigation.

(U/FEH0) A copy of the approving EC must be maintained in the pen register sub-[ile

{\’.PENI'H

(U/BOHO) A PR/TT order is executable anywhere within the United States and, upon

service, the order applics to any person or entity providing wire or clectronic

communication scrvice in the United States whose assistance may facilitate the execution
of the order.

(U//FOTO) Sce
for additional guidance.

18.6.9.5.2.3 (U) EMERGENCY AUTHORITY—CRIMINAL: I8 U.S.C. § 3125

(U} The Aulorney General. the Deputy Attorney General, the Associate Aulorney General,
any Assistant Attorney General, any acting Assistant Attorney General, or any Deputy
Assistant Attorney General may specially designate any investigative or law enforcement
officer to reasonably determine whether an emergency sttuation exists that requires the
installation and use of a PR/TT device belore an order authorizing such installation and
use can, with due diligence, be obtained and there are grounds upen which an order could
be entered authorizing the installation and usc of a PR/TT.

(U) An emergency situation as defined 1 this section involves:

A) (1) Immediate danger of death or serious bodily injury to any person;
B) (U) Conspiratorial activitics characteristic of organized crime;

C) (U) An immediate threat to a national security interest; or

D) (U) An ongoing attack on a protected computer {as defined in 18 U.S.C. § 1030) that
constitutes a crime punishable by a term of imprisonment greater than one year.
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(U} Only DOJ oflicials have the authority to authorize the emergency installation of a
PR/TT. The FBI does not have this authority. I the DOJ authorizes the emergency
installation of a PR/TT. the government has 48 hours after the installation to apply for
and obtain a court order according to 18 U.S.C. § 3123. It is a violation of law to fail to
apply for and obtain a court order within this 48 hour period. Use of the PR/TT shall
immediately terminate when the mformation scught is obtained. when the application lor
a court order is denied, or if no court order has been obtained 48 hours after the
installation of the PR/TT device in emergency situations.

(U/AFSH9) As with requesting authorization for an emergency Title 111

Once that

approval has becn oblained. e DOJT allornicy will advise [Ne AUSA hal Ie emergency
use has been approved and that the law enforcement agency may proceed with the
installation and usc of the PR/TT. The DOJ attorney will send a verification
memerandum, signed by the authorizing official. 1o the AUSA. The AUSA will include
an authorization memorandum with the application [or the court order approving the
CIMCIEency use.

(/e [[an emersency situation arises aller regular business hours,

[Dunng regular busincss hou1‘s.|

18.6.9.6 {U} DURATION OF APPROVAL

A) (U) FISA: The use of & PR/TT device may be authorized by the FISC for 2 period of time not
to exceed 90 days in investigations targeting an USPER. Extensions may be granted for
periods not to exceed 90 days upon re-application to the court. In investigations in which the
applicant has certitied that the information likely to be obtained is foreign intelligence
information not concerning a U.S. person (USPER), an order or extension may be for a period
of time not to exceed onc year.

B) (U) Criminal: The installation and usc of a PR/TT device may be authorized by court order
under 18 U.S.C. § 3123 for a period not to exceed 60 days. which may be extended for
additional 60-day periods.

18.6.9.7 {U} SPECIFIC PROCEDURES

(U//BOTO) Prior (o installing and using a PR/TT device (whether issued 1 a criminal or
national sccurity matter). the case agent must:

A) (U/FOBS)
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B) (/=606 |

) (U/FouQ] |

D) (U/roten|

E) (U#e00[
[ |

18.6.9.8 {U} USE OF FISA DERIVED INFORMATION IN OTHER PROCEEDINGS

{U/AGT0) There are statutory (50 U.S.C. Scctions 1806. 1825, and 1843) and Attorncy
General (AG) policy restrictions on the use of mformation derived from a FISA ELSUR,
physical scarch, or PR/TT. These restrictions apply to and must be {ollowed by anyone
“who may seek to use or disclose FISA information in any trial, hearing, or other
procceding in or before any court, department, officer, agency. regulatory body. or other
authority of the United States. . . .” See DIOG Appendix E for the AG Memo, Revised
Policy on the Use or Disclosure of FISA Information. dated 01-10-2008. The guidance in
the AG’s Mcmo cstablishes notification/approval procedures which must be strictl
followed. Though not contained in the AG Memo. FBI policy requires thatli]
| | Questions concerning the FISA use policy or
requests [or assistance in obtaining FISA use authority from the AG should be directed to
NSLB’s Classified Litigation Support Unit.

(U//EQHO) The United States must, prior to the trial, hearing, or other proceeding or at a
reasonable time prior to an effort to disclose or use that information or submit it into
evidence, notify the “aggrieved person” [as defined in 50 U.S C. Sections 1801(k),
[821(2), or 1841(2}], and the court or other authority in which the information is to be
disclosed or used, that the United States intends 1o disclose or use such information. See
50 U.S.C. Scctions 1806(c), 1825(d). and 1845({c).

18.6.9.9 (U} CONGRESSIONAL NOTICE AND REPORTING REQUIREMENTS
18.6.9.9.1 (U) CRISMUINAL PEN REGISTER/TRAP AND TRACE- ANNUAL REPORT

(U} The Auorney General 1s required 1o make an annual report to Congress on the number of
criminal PR/TT orders applied for by DOJ law enflorcement agencies. See 18 U.S.C. § 3126.
The report must include the following information:

A) (U) The period of interceptions authorized by the order, and the number and duration of any
extensions;

B) (U) The offense specitied in the order or application. or extension;
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C) () The number of investigations involved;
D) (U) The number and nature of the facilities affected; and

E} (U) The identity, including the district, of the applying agency making the application and the
person authorizing the order.

(U/ESEESY DOJ. Criminal Division, OEO requires the FBI to provide quarterly reports on
pen register usage. To satis{ly DOJ data requirements and standardize and simplify field
reporting, couri-ordered pen register usage must be reported to FBIHQ

| |within five (5) workdays altcr the
expiration date ol an original order and any extensions, or denial ol an application for an
order. For all criminal PR/TT orders or extensions issued on or alter January 1, 2009. the

| [These reporting requirements
do not apply to PR/TT authorized pursuant to consent or under the provisions of FISA.

b7E

18.6.99.2 (U} NATIONAL SECURITY PEN REGISTERS AND TRAP AND TRACE — SEMI-
ANNUAL REPORT

(U} The Auorney General must inform the House Permanent Select Commitiee on
Intelligence, Senate Select Comumittee on Intelligence. Commuittee of the Judiciary of the
House Representatives, and Committee of the Judiciary of the Senate concerning all uses of
PR/TT devices pursuant to 50 U.S.C. § 1846. This report is coordinated through DOJ NSD. A
semi-annual report must be submitted that contains the [ollowing information:

A) (1) The tota] number of applications made for orders approving the use of PR/TT devices;
B) (1) The total number of such orders either granted. modified, or denied; and

Q) (U) The total number of PR/TT devices whose installation and use was authorized by the
Attorney General on an emergency basis and the totzl number of subsequent orders approving
or denying the installation and vsc of such PR/TT devices.

18.6.9.10 (U} PoST CUT-THROUGH DIALED DIGITS {PCTDD}
18.6.9.10.1 (U)Y OVERVIEW

(U//FOH65F Telecommunication networks provide users the ability to engage in extended
dialing and/or signaling (also known as "post cut-through dialed digits" or PCTDD), which in
some circumstances are simply call-routing information and, in others. are call content. For
example, non-content PCTDD may be generated when a party places a calling card, credit
card. or collect call by first dialing a long-distance carrier access number and then. after the
initial call is “cut through,” dialing the telephone number of the destination party. In other
mstances. PCTDD may represent call content, such as when a party calls an automated
banking service and enters an account number, calls a pharmacy’s automated prescription
refill service and enters prescription information. or enters a call-back number when prompted
by a voice mail service. See United States Telecom Assn v. Federal Communications
Commission, 227 F.3d 450, 462 (D.C. Cir. 2000). | | b7E

(U//FEH6) The definition of both a pen register device and a trap and trace device provides
that the information collected by these devices "shall not include the contents of any
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communication.” See 18 U.S.C. § 3127(3) and (4). In addition. 18 U.S.C. § 3121{c) makes
explicit the requirement o "use technology reasonably available” that restricts the collection
of information "so as not te include the contents of any wire or clectronic communications.”
"Content” includes any information concerning the substance. purport. or meaning of a
communication. See 18 U.S.C. § 2510(8). When the pen register definition is read in
conjunction with the limitation provision. however, it suggests that although a PR/TT device
may not be used for the express purpose of collecting content, the incidental cellection of
content may occur despite the use of "reasonably available” technology to minimize, to the
extent feasible, any possible over collection of content while still allowing the device 1o
collect all of the dialing and signaling information authorized.

(U/AFeH0) DOJ Policy: In addition to this statutory obligation. DOJ has issued a directive in
| [to all DOT agencies requiring that no
affirmative investigative usc may be made of PCTDD incidentally collected that constitutes
content, except in cases of cmergency—to prevent an immediate danger of death. serious
physical injury, or harm to the national security.

(UHFOYQ) |

18.6.9.10.2  (U) CorLLEcTtion oF PCTDD
(U/fFOESH|

A) (U/PEten]

B) (U/ABH6)

18.6.9.103  (U) Usk or PCTDD
(U/FEOHOT
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A) (L/AF

Y

2)

3)

(U/FOHS

(U/iFedes

(U//FeHe) |

4)

3)

B) (U/EGHO)

(I Aaueh

(U/EeH0) |

)

2)

(U/FeYO

(U/Feue]
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18.6.9.10.4  (U) WHAT CONSTITUTES PCTDD CONTENT

(U/FOYO) In applying the above, the term “content” is interpreted to mean “any information
concerning the substance. purport, or meaning of a communication” as defined in 18 U.S.C. §
2510. Questions concerning whether specilic PCTDD are content as opposed (o dialing,
routing, addressing. or signaling information should be addressed to the CDC or OGC for
coordination with DOJ as nccessary.

(UrFeH0)

18.6.9.11 (U/FFOHO]

(U1FeYHe)|

[(See also guidance provided in the OTD Technology-
hased | |

18.6.9.11.1 (U/FOTO) To LoCATE A KNOWN PHONE NUMBER

A) (U/FOT0) Authority: A standard PR/TT order issued pursuant to 18 US.C. § 3127 is
adequate to authorize the use of this technology to determine the location of a known targeted
phone, provided that the language authorizes FBI employees to install or cause to be installed
and usc a pen register device, without geographical limitation, at any time of day or night
within {X) days from the date the order is signed, to record or decode dialing, routing,
addressing, or signaling information transmitted by the “Subject Telephone.™ Due to varying
and often changing court interpretations of the requirements for obtaining ccell site location
mformation, agents contemplating legal process to obtain such information should consult as
necessary with their CDC and/or AUSA for the legal requirements in their particular
jurisdiction. The application and order should generally also request authority to compel
disclosure of cell site location data on an ongoing basis under 18 U.S.C. § 2703(d)—or

probable cause. if such is required by the particular district courf—as suc L

assist in determining the general location of the tareeted phone.

L |
B) (U/FOEY

18-149
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b7E
C) (U/FEHQ) | b7E
| Under Kyllo v. United States. 533 U.S. 27 (2001). the use of cquipment
not in general public use to acquire data that is not otherwise detectable that emanates from a
private premise implicates the Fourth Amendment.
D) (U/etey PR
18.6.9.11.2 (UNFOEE) TO IDENTIFY AN UNKNOWN TARGET PHONE NUMBER
(U//FOYO) Authority:| | bTE
(U//FeTes| b7E
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b7E

A) (U/FEHE) b7E

B) (U/FOO] bTE

18.6.9.11.3  (U) PR/TT ORDER LANGUAGE

(U) The language in the order should state that "the pen register will be implemented
unobtrusively and with minimum interference with the services accorded to customers of

such service.”
18.6.9.12 (U) EVIDENCE HANDLING
(U/FOH6) All ELSUR downloading, processing, and handling of original, derivative. and
copices of original or derivative ELSUR cvidence must be conducted by an ELSUR operations

technician (EOT) or other designated employee (e.g. an agent who has successlully completed
ELSUR training in Virtual Academy). ELSUR evidence must not be uploaded into[______| b7E
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18.6.10 (U) INVESTIGATIVE METHOD: MAIL COVERS
18.6.10.1 (UYSUMMARY

(U) A mail cover may be sought only in a Predicated Investigation when there are reasonable
grounds to demonstrate that the mail cover is necessary to: (i) protect the national sccurity; (if)
locate a [ugitive; (ii1) obtam evidence ol the commission or attempted commission of a
federal crime; or (1v) assist in the identilication of property, proceeds or assets forfeitable
because of a violation of criminal law. Sce 39 C.ER. § 233.3(e)(2).

(Wl b7E

O | b7E

18.6.10.2 (U} APPLICATION
(U/TFOHO) b7E

18.6.10.3 {(U}LEGAL AUTHORITY

A) (U) Postal Service Regulation 39 C.F.R. § 233.3 is the solc authority and procedure for
opening a mail cover and for processing, using and disclosing information obtained from a
mail cover;

B) (U) There is no Fourth Amendment protection for information on the outside of i piece of
mail. See, e.g.. U.S. v. Choate. 576 F.2d 165, 174 (9'h Cir.. 1978); and U.S. v. Huie, 593 F.2d
14 (5™ Cir.. 1979); and

C) (U) AGG-Dom, Part V.A 2.
18.6.10.4  (U) DEFINITION OF INVESTIGATIVE METHOD
(U) A mail cover is the non-consensual recording ol any data appearing on the outside cover
of any scaled or unsealed mail matter to obtain information in order to:
A) (U) Protect the national security;
B) (U) Locate a fugitive;
C) (U) Obtain cvidence of commission or attempted commission of a federal crime;

D) () Obtain cvidence of a violation or attempted violation of a postal statute; or

18-152 Version Dated:
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E} (1) Assist in the identification of property, proceeds or assets forfeitable under law.
See 39 C.F.R. § 233.3(c) (D).

(U) In this context, a “recording” means the transcription, photograph, photocopy, or other
[acsimile of the image of the cutside cover. envelope. or wrapper of mailed matter. A warrant
or court order is almost always required to obtain the contents ol any class ol mail, sealed or

unscaled.
18.6.10.5 (U} STANDARD FOR USE AND APPROVAL REQUIREMENTS FOR INVESTIGATIVE
METHOD
(U

(U/AEGMO} National Security Mail Cover:|

(U//FOTO)

(UHFOUO) Required Forin:

address miormation on the D106 Resources Page,

(U/Fe0) Criminal Mail Cover:

(U/PFOHO) Required Form:
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(U/HEQYe3 Review and Approval of National Security or Criminal Mail Cover Requests:
Approval ol any mail cover request or extension is conditioned on the following criteria being
mct:

A) (U/reue)| b7E

B) (U/reroe)| | b7E

QuUEeHe] . b7E

D) (U/FOTE b7E

E) (U/eraon| b7E

F) (UsEaHe)| ] b7E
[Under postal

regulations, a mail cover must not include matter mailed between the mail cover subject and
the subject’s attomey, unless the attomey is also a subject under the investigation.

G)[ (U//Foge

BTE

[
|
H)(UAEa"a) | | b7E

|
) _(UFrous) | b7E
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(U Emergency Reguests: When time 1s of the essence. the Chiel Postal Inspector (or
designee at National Headquarters) or alter delegation. in criminal mail cover requests, the
Criminal Investigations Service Center Manager (or designee), or the local Inspector in
Charge. may act upon an oral request to be confirmed by the requesting agency, in writing.
within three calendar days. Information may be released prior o receipt of the written request
only when the releasing ollicial is satisfied that an emergency situation exists. See 39 C.ER. §
233.3(c)}3).

(U) An “emergency situation” exists when the immediate release of information is required to
prevent the loss of evidence or when there is a potential for immediate physical harm to
persons or property. Sce 39 C.F.R. § 233.3(c)(10).

18.6.10.6 (U} DURATION OF APPROVAL

A) (U) National Security Mail Coyers: No national security mail cover may remain in force for
longer than 120 continuous days unless personally approved for further extension by the Chief
Postal Inspector or his/her designees at National Headquarters. Sce 39 C.F.R. § 233.3(g)(6).

B) (U) Criminal Mail Covers Except Fugitives: A mail cover in a criminal investigation is
limited to no more than 30 days, unless adequate justification is provided by the requesting
anthority. See 39 C.F.R. § 233.3(g}5). Renewals may be granted for additional 30-day
periods, up to the maximum of 120 days, under the same conditions and procedures applicable
to the original request. The requesting authority must provide a statement of the investigative
benefit of the mail cover and anticipated benefits to be derived from the extension.

C) (V) Fugitives: No mail cover instituted to locate a fugitive may remain in force for longer
than 120 continuous days unless personally approved for further extension by the Chict Postal
Inspector or his/her designees at National Headquarters. See 39 C.F.R. § 233.3(g)(6).

D) (U) Exception for Indictments and Information: Except for fugitive investigations, no mail
cover may remain in force when an information has been filed or the subject has been indicted
for the matter for which the mail cover has been requested. If the subject is under investigation
for further criminal violations. or a mail cover is required to assist in the identification of
property, proceeds or assets forfeitable because of a violation of criminal law. g new mail
cover order must be requested. See 39 C.FR. § 233.3(g)(?).]

18.6.10.7 (U} STORAGE OF MAIL COVER INFORMATION

(U//FEE0) The Postal Regulation requires that physical storage of all reports issued pursuant
to a mail cover request to be at the discretion of the Chief Postal Inspector. See 39 CF.R. §
233.3(h)(1). Accordingly. FBI employces must conduct a timely review of mail cover
documents received from the USPS. A copy of the signed mail cover request and the signed
transmittal letter must be maintained in the nvestigative file.

18.6.10.8  {U} RETURN OF MAIL COVER INFORMATION TO USPS
(/e
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b7E

18.6.10.9 (U} COMPLIANCE AND MONITORING

(U/FEE6) FBI employees must conduct a timely review ol mail cover information received
from the USPS for any potential production of data beyond the scope of the requested mail
cover (“overproduction”). Overproduced information from a mail cover must not be scrialized
into any FBI databasc or used in any manner.

A) (U/HEH8) Criminal Mail Cover — Overproduction:| | b7E

B) (U//+0HO) National Security Mail Cover — Overproduction: b7E
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18.6.11 (U) INVESTIGATIVE METHOD: POLYGRAPH EXAMINATIONS

18.6.11.1 {U)YSUMMARY

(U/FEH0) The polygraph examination 1s used in Predicated Investigations to: (i) aid in
determining whether a person has pertinent knowledge of a particular matter under
investigation or inquiry; (11) aid in determining the wruthlulness of statements made or
information [urnished by a subject, victim. witness, CHS, or an individual making allegations;
and (iii} obtain information leading 1o the location of evidence, individuals or sites of offense.

(U/AOL6

(U/ASY0) This policy does not limit other authorized uses of polygraph method outside of
Assessments or Predicated Investigations, such as the FBI's responsibilities to conduct
background checks and inquiries concerning applicants and employees under lederal
personnel security programs.

18.6.11.2 (U} APPLICATION
(U/EeBO)| 1

i
3.

|not otherwise prolubited by AGG-Dom., Part I11.B.2-

18.6.11.3 (U} LEGAL AUTHORITY
(U) AGG-Dom, Part V.A.6.

18.6.11.4 (U} STANDARDS FOR USE AND APPROVAL REQUIREMENTS FOR INVESTIGATIVE

METHOD
(U/FOYO) An SSA may approve the use of a polygraph il
Ay (Urredo) |
B)  (Unrewo) l
O (Uwere) |

(U/Eowe]

18.6.11.5  (U) DURATION OF APPROVAL
(U/FORFE] I
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18.6.11.6 (U} SPECIFIC PROCEDURES
(U/HEOES) An EC must be prepared requesting SSA approval for the polygraph. If an AUSA
1s assigned (e the investigation, an FBI employee must confler with the USAQO to discuss any
prosecutorial issues prior to the administration of a polygraph.
18.6.11.7 (U} COMPLIANCE AND MONITORING
(U//FeE) All polygraphs conducted in Predicated Investigations must be documented in the
investioative file | | b7E
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18.6.12 (U) INVESTIGATIVE METHOD: SEARCHES THAT DO NOT REQUIRE A
WARRANT OR COURT ORDER b7E

AND INVENTORY SEARCHES GENERALLY

18.6.12.1 (U} SUMMARY

{U) The Fourth Amendment to the United States Constitution prevents the FBI from
conductling unreasonable searches and seizures. It also generally requires a warrant be
obtained il the search will intrude on a reasonable expectation of privacy. To qualify as a
“reasonable expectation of privacy,” the individual must have an actual subjective expectation
of privacy and socicty must be prepared to recognize that expectation as objectively
reasonable. See Katz v. United States. 389 U.S. at 361. If an individual has a reasonable
expectation of privacy, a warrant or order 1ssued by a court of competent jurisdiction or an
cxception to the requirement for such a warrant or order s required before a scarch may be
conducted. Physical scarches of personal or real property may be conducted without a scarch
warrant or court order i there is no reascnable expectation ol privacy in the property or arca.
As a general matter, there 1s no reasenable expectation ol privacy in areas that are exposed to
public vicw or that arc otherwisc available to the public.

{(U//FOYS Note: Consent Scarches are authorized in Assessments, as well as in Predicated
Investigations.

(U} A reasonable expectation of privacy may be terminated by an individual abandoning
property, sctting trash at the edge of the curtilage or beyond for collection, or when a private
party reveals the contents of a package (Sce DIOG subscction 18.6.12.4.2. However, the
AGG-Dom and EBI policv have restricted the use of “trash covers”™ to Predicated

Investigations, b7E
18.6.12.2  {U} APPLICATION
(U/FOTOY b7E

(U// PO | bTE
(U/ESEe| | bTE

18.6.12.3 {U}LEGAL AUTHORITY
A) (U) AGG-Dom, Part V.A3,

B) (U) Fourth Amendment to the United States Constitution
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18.6.12.4  {U) DEFINITION OF INVESTIGATIVE METIHOD
18.6.12.4.1 (U) DISTINCTION BETWEEN A TRASH COVER, A SEARCH OF ABANDONED

PROPERTY IN A PUBLIC RECEPTACLE, AND ADMINISTRATIVE INVENTORY
SEARCH“ OF A LOST OR MISPLACED ITEM

A) (U/ASHCN Trash Cover:|

| | A trash cover is a targeted effort to gather information
regarding a particular person or entity by reviewing that person or entity’'s refuse. Generally, a
trash cover Is planned in advance based upon information indicating that a speceific trash
container will contain evidence or intelligence of an investigative interest within a specified
period of time.

B) (U/FOHO] I

I il

| [If, for cxample, an FBI employee

value in any public trash receptacle. the FBI employee may recover the item(s) without having
an Asscssment or Predicated Investigation open at that time.

O) (U/reue)| |

D) (U)

(U] —
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(W] | b7E

(U]

(U] |

(U

18.6.12.4.2 (U} DETERMINATION OF AN AREA OF CURTIHLAGE ARGUND A HOME

(U) Whether an arca is curtilage around a home is determined by reference to four factors: (i)
proximity of the arca in question to the home; (11) whether the area is within an enclosure
surrounding the home; (111) nature of the use to which the area 1s put; and (1v) steps taken to
protect the arca from observation by passcrs-by.

(U) An area is curtilage 1f 1t 1s so intimately tied to the home 1tself that 1t should be placed
under the home’s umbrella of Fourth Amendment protection.

18.6.12.5  {U} STANDARDS FOR USE AND APPROVAL REQUIREMENTS FOR A TRASH
COVER

(U/TFOUO) SSA approval is required for the use of a trash cover. In Type 5 Assessments.
prior 1o using a trash cover., the employee must also consult with the CDC or OGC to
determine whether the search implicates a reasonable expectation ol privacy and thus requires
a scarch warrant. During Predicated Investigations, if there 1s a doubt as to whether a person
has a reasonable expectation of privacy in the arca to be scarched, the employce must consult
with the CDC or OGC (o determine whether a scarch warrant is required. Use ol this method
must be documented in the investigative file.
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