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{U) Summary. This regulation is & consolidation of
several regulations that provide the administration
and guidance for various intelfigence collection pro-
grams. [t prescribes the policies, responsibilities, pro-
cedures for, and restrictions on, the conduct of
Human Resources Intelligence (HUMINT) collection
by members and employees of the U.S. Army. This
regulation further implements DOD Directive S-
5205.1 and prescribes the safeguarding of information
pertaining to certein HUMINT activities. Specificatly,
it establishes the Foreign Military Intelligence Collec-
tion Activities Program,| b2

b2

{U) Applicabliity. This regulation applies to members
of the Active Army, members of the U.S. Army Re-
serve on active duty, active duty for training, or spe-
cial active duty for training, and DA civitisn employ-
ees involved with Army foreign military intelligence
collection. It does not spply to the Army National
Guard (ARNG) (except when federalized) or to mem-
bers of the U.S. Army Reserve (USAR) not on active
duty.

{U) impact on New Manning System. Thiz regula-
tion does not contain information that affects the New
Manning System.

{U} internal control systems. This regulation is not
subject (o the requirements of AR 11-2. It does not
contain internal control provisions.

{U) Supplementation. Supplementation of this regu-
lation and establishment of command or local forms

val from I:m
| b2 |

{U) Interim changes. Interim changes to this regula-
tion are not official unless they are authenticated by
The Administrative Assistant to the Secretary of the
Army. Users will destroy interim changes on their ex-
piration dates unless sooner superseded or rescinded.

{U) Suggested improvements. The proponent
agency of this regulation is the Oifice of the Deputy
Chief of Staff for Intelligence. Users are invited to
send comments and suggested improvements on DA
Form 2028 (Recommended Changes to Publications

and Blank Forms) (directly tof b2

b2

(U) Distribution reatriction. This publication con-
tains sensitive operetional information which is not re-
leasable to foreign governments, Distribution is limit-
ed to U.S. Government agencies. Requests (rom out-
side the U.S. Government for release of this publica-
tion under the Freedom of Information Act or the
Foreign_Military Sales Program_must be made to
b2

*This reguiation logether with DA Pam 381-15, DA Pam 381-21, DA Pam 381-155, and DA Pam 381-18 supsrsedes AR 331-103, 1 August 1587;
AR 381-15, 1 January 197%; AR 381-21, 10 Jamuary 1988; AR 381-155, 21 October 1585; and AR 384-25, 15 March 1680,
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Chapter 1
Introduction
_1-1. {Cy-Purpose

AR 381-100

b1

1-2. (U) Refarences

Requited and related publications and referenced
forms are listed in appendix A.

1-3. (U) Explanation of abbreviations and terms
Abbreviations and special terms used in this regula-
tion are explained in the glossary.

1-4. (U) Responsibllities

a (U) Deputy Chief of Staff for Intelligence
(DCSINT) will—

(1) (U) Ensure that all HUMINT operations and
activities are conducted in accord with AR 381-10,

b1

b (1) The DCSINT has designated the Command-
ing General, Intelligence and Securily Command
(CG, INSCOM), ATTN: IAOPS-H, Arlington Hall
Station, Aslington, VA 22212, to serve as the DA
Service HUMINT Manager (SHM). The CG,
INSCOM will perform DA centralized HUMINT
Manegement functions,

1-5, {U) Authority

a. (U) Paragraph 1.12, Executive Order 12333, In-
telligence Activities, 4 Dec 81, charges the military
services with the responsibility to collect military and
military-related foreign intelligence.

o}

d (U) AR 381-]0 provides DA policy on
HUMINT activities.

1-6. (U} Pollcy

D1

_SECRET ™ -1
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Chapter 2
Human Intelligence Collectlon Operations
2-1. {U) General

SECRET

AR 381-100

b1

¢. (U) AR 381-10 implements and expands on DOD
5230.1-R ag follows:

{1} (UN) Gives overall guidance on intelligence ac-
tivities conducted by the U.S, Army.

(2) (U) Sets forth procedures for the collection,
storage, and dissemination of information about U.S.
persons.

(3} (U) Clarifies Procedure 10 about undisclosed
participation by employees of DOD intelligence com-
ponents in organizations,

(1) (U) Programming and budgeting.

(2) (U) Delineating separate procedures for ap-
proval.

(3) (U) Coordinating certain categories of
HUMINT activities.

2-2. (U} HUMINT procedures, restrictions, and
authorlties

a (U) Exccutive Order 12313, as impiemented by
AR 381-10, imposes restrictions and limitations on the
conduct of intelligence collection to ensure that estab-
lished concepts of privacy and civil liberties are re-

e

2-1

37




AR 381-100

D1

2-3. (U) Responsibllites

a. (Uy DCSINT responsibilities remain as cited in
paragraph 1-4a of this regulation.

b (U) The Service HUMINT Manager (CG,
INSCOM per para 1-4b) will provide program, oper-
ations, and technical management for DA HUMINT
activities znd organizations in support of U.S. Army
and DOD information needs. The CG, INSCOM will
perform the following in the categories designated:

(1) (U) Program management.

D2

{2) (1) Operations management.

2-2

15 May 1988

o}
b2

(/) (U) Plan and Implement a surge cepability
to satisfy high privrity information needs in crisis and
war.

{3) (U) HUMINT technical management.

o}

4 (U) Collection Support Operations of
rC('.un.mcm Concern.

b1

2
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b1

AR 381-100

D1

¢ {U) Unified commanders overseas will—

b1

b2

2-4. {U) HUMINT functlons

HUMINT collection of intelligence usually consists of

the following:

D2

b1

2-3
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Chapter 3

SECRET

AR 381-100

Foreign Military Intelligence Collection Actlvities Program (U)

| b2

D1

3-2. (U} FORMICA responsibliities

b1

{1)(U) Ensuring that all FORMICA is conducted
in accord with AR 381-10.

(2) (U) Establishing policy and procedures for
Army participation in FORMICA.

(4) (Uy Reviewing DA participation in FORMI-
CA for compliance with established policy.

o)X

b2

(5) (U) Coosdination with DIA, other U.S. intel-
ligence agencies, and all CONUS and OCONUS
Army commands and agencies concerning operational
aspects of FORMICA.

|

b2

(b) (1) & (b) (3) per CIA b1 b2

b2 |

(8)_(=2y Forwarding ptoposed Memorandums of
Understanding to ODCSINT | b1 for ap-
proval and coordination with the Army Staff and
Secretariat.

b1 b2

”

I
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1 | b 2
b 3-3. (U) FORMICA policy

¢ (U} All Army Staff elements and major Army
commands will— ;

b1
o D2

For specific procedural information on FORMICA
operations, see DA Pam 381-15.

3-2 SEGRET
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Chapter 4
L b2 |

AR 381-100

b1

b (U) Commanding General, U.S. Army Intelli-
gence and Security Command will—
(1) (U) Establish and muaintain coordination with
other Army organizatlons regarding the conduct of

(B2 vt

a3 b2 ]

a. () The Deputy Chief of Sta: i
will formulate and implement| b2
[ b2 | conduct general stall sa-

pervision of all relevant activities within DA, and |
ensure that all such activities are conducted in accord
with AR 381-10. In addition, the DCSINT will—

T 2 |
_SECRET”

3 1

D2

4-1
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b1

(8) (U) Query| b2 fannually to epsure the |

provisions of 4 below are met.

) Commander,| b2
b2 |will—

D1

—b1 b2

e (U) Commanding General, U.S. Army Forces
Commangd will—

(4) (U) Ensure that—

b2

01

4-4. (U) Additlona Information

For specific procedural information on opes-
b2

ations, see

4-2
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15 May 1988

Chapter 5

()

s-1.(uy b2

sau_ b2

e (U) The Deputy Chiel of Staff for Intelligence,
Department of the Army will establish policy and ex-
ercise General Stall supervision over all Army activi-
ties related to the| b2 |and will ensure that all such
activities are conducted in accord with AR 381-10,

b (U) The CG, U.S. Army Intelligence and Securi-

_ ty Commuand (INSCOM) will—

bz

b2

AR 381-100

b2

(49 () Issue appropriale guidance conceming
this regulation.

D1

(1) (U) Implement and coordinate| b2 _ |matters
in cooperation with INSCOM.

o}

 SECRET 51
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AR 381-100

__SEERET 18 May 1968
b._(U) Biographic policy.
b 1 §-5. (U) Additional Information
For specific procedural information on- oper-
ations, see DA Pam 381-155.
5-2 ;ECRE'(
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Chapter 6
| b2 (V)
81, [C)rb2  overview ! b1
| 6-3.(U) b2 |policy
2. (U) All designated DA eclements will use the
communications channel when transmitting
communications containing information described in
paragraph 6-2 sbove,
b. (U) Normally,| b2 | message traffic will be
dispatched between| b2 | control points by Gen-
T eral Service (GENSER) communications channels.
82 (Umoblacﬂva Special Security Office (SS0) communications chan-

b1

b. (U) The DIA established the, b2 | communi-
cations channel to handle and transmit the types of in-
formation included in, but not limited to, those listed

below. | b2

L b2 |

D1

nels may be used at the discretion of local command-
ers and as required by local communications condi-
tions. However, the use of the SSO channel is gener-
ally discourzged.

e. (U)[ b2 _ |material will be given maximum
protection under existing security regulations govern-
ing protection of| b2

d. (U) Transmission,of comrnunications in
the[ b2 khannel will—

(1) (U) Protect the integrity of the channel.
(2} (U) Ensure quick routing to the recipient.
(3) (U) Limit distribution.

e. (U) The integrity and security of the| b2 |

communications channel will be protected ot all times.

D2

k. (U) This regulation does not authorize the trans-
mittal of information if the escquisition, retention, or
dissernination of the information is otherwise con-
strained or controlled by executive order or regula-
tion.

§-4. {U) Army participation authority

b2 i

-1
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6-5. (U)[ b2  |responsibiilties
a. (U} Tbhe Deputy Chief of Staff for Intelligence
will— :
(1) (U) Establish policy and procedures for Army
use of the[ b2 communications channel,

(2) (U) Act as the[ b2 |single POC for the
Army Stafl.

£-6. {U) Additional Information

For specific procedural information on| b2 op-
erations, see DA Pam 381-16,
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Appendix A
References

Sectlon |

(U) Required Publicatlons

() AR 12-15 (Joint Security Assistance Trainlng Re ited i

b2

—(O) AK 380-5 (Department of the Army ioformation Security Program). Cited in paragraph

6-15(4).

({U) AR 381-10 (U.S. Army Intelligence Activlties). Cited in paragrephs 1-4a(1), 1-5d, 1-6a, 1-
65, 2-2a, 2-2b, 2-3e, 3-2a(1), 3-25, 3-3a, 4-a, and 5-3a.

(U) AR 381-12 {Subversion and Espionage Directed Against the U.S. Army). Cited in para-
graph 3-2¢(5).

DA Pamphlet 381-16 (Safeguarding Information Pertaining to Cerain HUMINT Activities (U)).

Cited in patagraphs 61, 634 and 6-6,

b2

(U) Defense Intelligence (Defense Human Resources Collection Management Manual). Cited In para-
;\sgc:;cy Manual (DIAM) graphs 1-6a, 2-15, 2-38(3)(a), 2-4(8), 3-28(13), 5-35(2), and 6-4.

{U) Defense Intelligence (Intelligence Callection—HUMINT Operational Coordination). Cited in para-
Agency Regulation graph 2-24.
(DIAR) 58-12 -

(U) DOD Directive 510529  (Intclligence Activities Using Human Sources). Cited in paragraphs 1-5b and 2~

{1} DCD Directive 5-5205.1  (Acquisition and Reportng of Information Relating to National Security). Cited
in paragraphs 1-5b, 1-5¢, 1-65, 2-2d, aod 3-3a)

(U) DOD Directive 5240.1-R  (Procedures Governing the Activities of DOD Intelligence Components that
Affect United States Persons), Cited in paragraphs 2-2b and 2-2c.

D2
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b2

Section 1l
{U) Retated Publications

() AR 1-40 Clearance Requirements and Procedures for Official Temporary Duty Trave!
Outside Continental United States,

(U) AR 15-6 Procedures for Investigating Officers and Boards of Officers.

() AR 10531 Record Communications,

(L) AR 140-! Mission, Organization, and Training.

() AR 310-25 Dictionary of United States Army Terms.

) AR 340-21 The Army Privacy Program.

() AR 380-13 Acquisition and Storage of Information Concerning Non-affilisted Persons and -
Organizations,

{U) AR 381-20 U.S. Army Counterintelligence Activities,

(U) AR 381-102 Intelligence Operational Support Activities.

() AR 381-141 Provisions for Administration, Supervision, Contrel, and Use of Intelligence
Contingency Funds.

{U) AR 331-143 Logistic Policies and Procedures.

(U) AR 630-5 All Ranks Personnel, Tsans 8,

{U) DOD Directive 5240.1 Activities of DOD Intelligence Components that Affected United States Per-
sons.

(U) FM 30-17A Counterintelligence Special Operations.

(U) FM 30-18 Inteillgence Collection Onerations,

b2

(U) T™ 11-490-2

Sectlon HI
(U} Referenced Forms

Army Communications Facilities: Telecommunications Center Operating Proce-
dures.

b2
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Glossary
Section |
{U} Abbreviations
(U) AHCP Army HUMINT Collection Pian
(O CIK Continuing intelligence requirement
() COMs Collection Operations Management System
(U) CONUS Continental United States
(U} DA Department of the ArmT
| b2
(U) DCI Director Central Intelligence
(U) DCSINT Deputy Chief of Staff for Intelligence
) DIA Defense Intelligence Agency
(U) DIS Defense Investigative Service
(U) DOD Department of Defense |
{U) FBI . Federal Bureau of Investigation
(U) FMA Foreign Materiel Acquisition
(U) FMPCP Foreign Military Personnel Contact Program
b2
I'(U)'FO'N.MICA Foreign Military Intelligence Collection Activities
{U) FORSCOM U.S. Army Forces Command
{U) GDIP General Defense Intelligence Progrem
(U) GENSER General Service (communications channel)
(L) HCP HUMINT Collection Plan
b2 _ o |
{(U) HUMINT Human Resources Intelligence
(U) ICR Intelligence Collection Requirement
(U) IIR Intelligence Information Repont l
b2
L(U')_INS?.‘OM U.S. Army Intelligence and Security Command
(U) 10P Intelligence Operational Proposal
(U) MAAG Military Assistance Advisory Group
(U) MACOM Major Army command
) MCR Mission Change Report
{Uy M1 military intelligence
{U) MOU Memoraadum of Understanding
(U) NOFT/C Notilication of Forei ravel Contact
b2
ONUS outside continental United States
Ll'UT'US b
Un-site operation
L bz |
Oy FOC Pouwnt of contact
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(U) RTC Request for Theater Clearnnce
( b2
(UySCH Slgnificant Change Report
(U) SDR source directed requirement
(U) SHA Service HUMINT Agency
(U) SHM Service HUMINT Manager
(U) SSN social security number
(U) SsO Special Security Office :

b2
{(U) TRADOC U.S. Amy Training and Doctrine Command
{U) USAIRR. U.S. Army Investigative Records Depository
Sectlion 1l
{U) Tarms

p2 .b°

awere, that he is providing such information to the
Department of Defense or a component thereof.

{U) Overt operations

Methods of collection where by the source of the in-

D2

formaltion being collected is advised, or is otherwise

Glossary 2
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By Order of the Secreiary of the Army:

CARL E. YUONO
General, United States Army
Chief of Staff

Official:
MILTON H. HAMILTON

Administrative Assistant to _the
Secretary of the Army
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