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g Department of Defense Supplemental Procedures -Governing 
C»oInlJlu11ications Metadata Analysis 

Sec. l: Purpose 

I 

S7TSB4.lll1ese procedures supplement the Procedures found in DoD l~?_eg;nlalion 
5240.1-R and the Classified Annex thereto. These procedures govern NSA' s 
analysis of data that it has already lawfully collected and do not authodze 
collection of additional data, These procedures also clarify that, except as stated 
in section 3 below, die Procedures in DoD Regulation 5240.1-R and the Classified 
Annex thereto do not apply to die analysis of communications metadata, 

See, 2: Defllitiolls 

-g6,L;g;9- C ozurauaications metadata means the dialing, routing, addressing, or 
signaling iufclmation associated with a coromuuicatiou, but does no 
include information concerning the substance, purport or uieaamg of the 
coxurauulcatiou. The two principal subsets of communications metadata are 
telephony metadata and elccaonic couuuunicationa :metadata 

(a) Telephony "metadata" 'includes 1113 telephotnepurlbens of the-. calling 
party, the telephone llumbar of the called party, and the date, tittle, and 
duration of The call. It does not include: the substance, pump nrt, or 
meaning of tluz cqznnnunication. a . - 

(to) For electronic corruznunications, "metadata" includes the info;nation 
appearing on the "to," "froln,sa "cc," and "hoc" lines of a standard 
e-mail or other electronic communication. For e-mail coromunications, 
die "holn" line contains the e-n1ajl address of the sender, and the "to," 
"ec," and "boo" lines contain the e-mail addresses of the recipients . 
it Metadata" 
address of die computer from which an e-rlnail or other electronic 
conrniunication was .sent and, depending DH the Circumstances, the IP 
address of routers and servers OI1 the Internet that have handled the 
cornnlunication during trans mission; (2) the exchange of so IP. address end 
e-roail address dint occurs when a user lo is into e. web-hased e~roai1 
service, and (3) for certain logins to welybased e-mail accounts, inbox 
metadata that is transmitted tO the user upon accessing the account. 
"l\/ietadala" associated with electronic cornrnunications does not include 
Mormation front the "subj e t "  or "re" line of an e-mail or information 
from the body of an e-mail. 

asp rooaxué (1) information about the llntonlot-protocol (IF) 
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T*311'SPr-Contact chain'1n.a. Contact chaining is a process by which 
eonzlrnunieations rnetaélsta is organized. It shows, for example, the telephone 
numbers or e-mail addresses that s pa1't1'eular telephone number or e-mail address 
has been in contact with, or has attempted to contact. Tbrongh this process, 
oonlputer al goritlanas automatically identify not only the Erst tier of contacts made 
by the seed telephone number or e-rnail address, but alsotbe tilrtlner contacts made 
by the first Tier of telephone numbers or e-»rnail addresses and so on, 

Sec. 3, Procedures 

(et) {S#S13) NSA will conduct contact ohajnirlg and other communications 
metadata analysis only for valid foreign 'mtolligonoo purposes. - 

A (be 'lS#S'Ij-NSA will disseminate the results of its contact chaining and other 
analysis of communications metadata in accordance with F:un'cI1t procedures 
governing disseruinaiion of iinfonzoaticn concemiiag US persons. See Secdcn 
4.A.4 of the Classified Annex to PrOcedure 5 of DoD Regulation' 5240.1-R. 

i 

(0) (U//F5UHSl_AJ1y apparent misuse: or inlpropaf diss GnlinaTioln of metadata 
shall be investigated and reported to appropriate oversight organiz2Ltion(s). See 
Procedure 15 of' DOD Regulation 5240.1-R.. 

I 

Sec, 4: Clarification, 
ul 

TSHS-I§¥or purposes of Procedure 5 ofDoD Regulation 5240.1-R and the 
Cleesifed Annex thereto, contact chaining and other inetedata analysis do not 
qualify ES the "interception" or "selection" of connnnmieetions, nor do they qualify 
es "ns[5ng] B selection term," including using a selection term "intended to 
intercept a communication on the basis Of . . . [some] aspect of the content of the 
communication." . 
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