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• The DIOG was written to implement The Attorney General’s 
Guidelines for Domestic FBI Operations (AGG-DOM) and applies to all 
domestic investigative activities and intelligence collection conducted 
by the FBI.

• The Domestic Investigations and Operations Guide (DIOG) was 
approved by FBI Director Robert Mueller on December 16,2008.

• The purpose of the DIOG is to standardize policy to ensure that 
criminal, national security, and foreign intelligence investigative 
activities are consistent throughout the FBI.

• The DIOG applies to all FBI employees, Task Force Officers, and all 
other individuals operating under FBI authority.
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The DIOG provides guidance throughout the FBI 
investigative process. Investigations progress through the 
following three phases:

• Assessment

• Preliminary Investigation

• Full Investigation
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Assessments

Prior to opening an assessment, an FBI employee must:
• determine an authorized purpose;
• follow specific work flows for management and 

documentation;
• not initiate based solely on the exercise of these First 

Amendment rights; (unless a group exercising its First 
Amendment rights also threatens or advocates 
violence or destruction of property)

• and must ensure that the assessment is an 
appropriate use of personnel and financial resources.



A Preliminary Investigation may be initiated if:
• a federal crime or a threat to the national security has, 

is or may occur, or;
• an individual, group, property or activity is or may be 

a target of federal criminal activity or threats to the 
national security; and

• the investigation may obtain information relating to 
the subject(s) involvement in such activities or protect 
against the activity or threat.
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The AGG-DOM authorizes a third level of investigative 
activity-predicated investigations. Full Investigations may 
be initiated if there is an “articulable factual basis" of 
possible criminal or national threat activity.

The three types of Full Investigations include:
• Single and Multi-subject
• Enterprise
• Positive Foreign Intelligence.
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• Policy driven by E0 12333
• AGG-Dom required a UDP policy and AG 

approval of that policy
• FBI Policy seeks uniformity in National Security 

Investigations and Criminal investigations

b2 b/E
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General Undisclosed Participation (UDP):
• General UDP occurs when an FBI employee or Confidential Human Source (CHS), 

acting on behalf of the FBI, becomes a member or participates in the activity of an 
organization without disclosing FBI affiliation to an appropriate official of the 
organization

• “Organization” means an association of two or more persons formed for any lawful 
purpose (social, political, religious, business, etc.)

b2b7E
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' r: Undisclosed Participation (UDP) 
A A Approval Levels

b2 b7E
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k.

The following charts outline Investigative Methods and 
approval requirements for these methods, as well as the 
categories of Investigations.
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Investigative Methods Summary
! ■. •■ j Authorized Methods for Assessments and Predicated Investigations
\ indicates methods not allowed under a particular operational activity ; Green indicates methods allowed
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Access and examine FBI and other DOJ records, and obtain information from any FBI or DOJ personnel

Use online services and resources (whether nonprofit or commercial)

Use and recruit human sources in conformity with AG Guidelines Regarding the Use of FBI Confidential Human Sources

Interview or request information from members of the public and private entities

Accept information voluntarily provided by governmental or private entities

Engage in observation or surveillance not requiring a court order

Polygraph examinations

Undercover operations

Use of pen registers and trap and trace devices

Electronic surveillance

Foreign Intelligence collection under Title VII of FISA
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Tf.; Investigative Methods Approval Summary

Assessments Predicated Foregnlnteligence

1 5.9A
ObtairpubfclyavailablQnfornation NoneRequired NoneRequired None Squired
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2 5.9B
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b
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FieldOfficeAppoval Field Otte Apprcal

ASACApproal ASACApproal ASACApproval
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or othesubstaiite dvisionrequiemente

7 59G
Accephfarnaion ulunirilyproided by 
goiernnentabr priateentties

NoneRequired NoneRequired NoneSquired
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Undercover operations, Group I

Administrative Subpoenas: Heal thcare Fraud

Electronic surveillance

Accessi ng stored wire and electroni c com municati ons 
and transactional records_ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _

Use of pen registers and trap and tr ace dev ices

SSA Approval SSA Approval

CDC orOGC Review 
SSA Approval

CDC orOGC Review 
SSA Approval

CDC or OGC Review, SAC Approval, DOJ 
Criminal or DOJNSD Approval

CDC or OGC Revi ew, SAC Approval, DOJ C riminal 
or DOJNSD Approval

Assessments Predicated

Not Permitted

Not Permitted

Not Permitted

U.S. Attorney's Office Approval

Not Permitted

Field Off ice: C DC Review, ADIC or SAC Appr oval.

HQ: N SIB Review, DD or EAD-NSB or AD & DADs 
CT/CD/CyD or GC or Deputy GC-NSLB Approval

FISA Court or District Court Order

Not Permitted

Not Permitted

Not Perm itted

Only Available lor Non-USPER by PlSA Court

FISA Court Order FISA Court order
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• Section 4 of the DIOG, Privacy and Civil Liberties, and Least 
Intrusive Methods outlines the FBI’s oversight, self-regulation, and 
strict adherence to the Constitution of the United States.

• Throughout section 4, the DIOG discusses the protection of First 
Amendment rights (Freedom of Speech, Freedom of the Press, 
Freedom of Peaceful Assembly and to Petition of Government for 
Redress of Grievances, and Exercise of Religion), civil liberties and 
privacy issues, and Equal Protection of all Americans under the 
Fourteenth Amendment.

• Section 4.4 of the DIOG requires FBI employees to use the “Least 
Intrusive” means or method possible to obtain intelligence or evidence.



• The DIOG reiterates Department of Justice (DOJ) 
guidance which permits the consideration of ethnic and 
racial identity information based on specific reporting (i.e. 
eyewitness accounts).

• Consideration of race or ethnicity is permitted in 
investigative or collection scenarios, if relevant. Examples 
may include investigations of ethnic-based gangs or 
terrorist organizations known to be comprised of members 
of the same ethnic grouping.
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Collecting and Analyzing
Demographics

• The DIOG also reiterates DOJ guidance permitting the 
collection and analysis of demographics if the identification 
of concentrated ethnic communities will reasonably aid in 
the analysis of potential threats and vulnerabilities or assist 
domain awareness for the purpose of performing 
intelligence analysis.

• In addition, the locations of ethnic-oriented businesses or 
other facilities may be collected if their locations will 
reasonably contribute to an awareness of threats and 
vulnerabilities and intelligence collection opportunities.
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• If the collection of ethnic/racial demographics is legally 
allowable in an investigation, it may also be “mapped” 
using sophisticated computer geo-mapping technology.

• These maps may be used for domain awareness of an 
area of responsibility, to track crime trends, or to identify 
specific communities or areas of interest to support specific 
assessments or investigations.

• Regardless of the purpose for its use, the relevance of 
the ethnic or racial information must be clearly 
demonstrated and documented.
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The FBI determined that several types of information should be redacted in the Public Release of 
the DIOG. These types of information include:

Redaction: FBI Policy Directives
Justification: These are internal FBI policies that govern administrative and operational matters not 
directly related to tie DIOG.

Redaction: Terms and Definitions
Justification: Knowledge of specific FBI terms and definitions could allow for circumvention of 
investigations and spoofing.

Redaction: Collection and/or Analysis of Information
Justification: Knowledge of these internal decision-making criteria could allow for circumvention of 
collection and analytical techniques.

Redaction: FBI Data Systems
Justification: Many data systems used by the FBI are proprietary.

Redaction: Scenarios & Examples
Justification: Many scenarios and examples used in the DIOG involve sensitive information, such 
as the names actual terrorist organizations, and provide insight into targeting, recruitment, or FBI 
assimilation of such organizations.
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...

Redaction: Surveillance and Monitoring Techniques
Justification: Knowledge of these specific criteria could allow for circumvention of the techniques.

Redaction: Time Periods
Justification: Knowledge of time period requirements for investigative techniques could damage 
the effectiveness of the technique or allow for circumvention. For example, a person who believes 
he may be under investigation may stop using his cellular phone for the specified period of time, 
thereby hindering the investigation.

Redaction: Notes
Justification: Notes in the DIOG provide internal guidance to FBI operators and Intelligence 
Analysts.

Redaction: Internal Web and E-mail Addresses
Justification: Publicly releasing contact information of FBI staff could allow for harassment, spam, 
or spoofing.
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A ' Course Overview

Overall Training Objective:

Provide an instructional foundation on the DIOG 
and then apply the knowledge gained by using 
hypothetical examples and scenarios. Upon 
completing this course of instruction you should 
have a firm grasp of the concepts and principles 
underpinning the DIOG.

■
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i- j'i,.; Course OverviewA ' . *

Participation Standards:

Questions are welcome; however, if your question is about a specific 
set of facts that may divert the training objective, please direct your 
question to one of the Training team members at a break for a 
response.

During the scenario exercises, participants will be called upon to 
provide their response to particular facts or circumstances. Each 
Unit/Section should select a representative to speak for the 
Unit/Section and rotate that responsibility among the group. The 
scenarios are meant to prompt discussion, but the presenters must 
keep the scenario moving forward. Please understand that everyone 
may not be able to voice their perspective in the group setting. Keep in 
mind there may be several avenues to reach the same justified 
conclusion. You may use your handouts and training aids to inform

UNCLASSIFIED//FOUO 3
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’’ .if Course Overview

Course Completion:

•You must complete the entire mandatory 16.5 hours of training. You 
must score an 80% or higher to pass. You will be notified of your score 
via e-mail. If you do not pass the first time, you will be permitted to 
take the test again.

•Please annotate on the attendance sheet your presence at the training 
if you pre-registered. If you did not pre-register, please print your 
name, division, and the items requested on the attendance roster.

• After the course is complete, you will be receiving a survey e-mail 
containing questions that will test your knowledge and understanding 
of the material presented. The test is open book.

UNCLASSIFIED//FOUO 4
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f if > AGG-Dom: 
. - Overview

• Provides ability to FBI authorities to be more proactive 
and preventative, and the flexibility to deal with complex 
threats that do not fall neatly into individual programs

• Provides clarity and improves compliance by combining 
several sets of guidelines into one consistent set of 
guidelines

• Removes discrepancies, sets uniform rules for criminal, 
national security, and foreign intelligence collection 
cases. Each program will have a program-specific policy 
guide (PG)

UNCLASSIFIED//FOUO 5
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’ tc ’ AGG-Dom:
. Overview

• Reduces reporting requirements, particularly in the 
national security area

• Recognizes Special Events and Domain Management as 
part of the FBI’s mission

• Recognizes the FBI’s obligation to provide investigative 
assistance and joint operational support to other 
agencies, including the U.S. intelligence community

• Creates a new category outside of predicated 
investigations named “Assessments”

UNCLASSIFIED//FOUO 6
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4 a, : Policy Environment for Domestic Operations
4'

7

Constitution, Statutes, and Executive Orders

AG GUIDELINES (AGG-Dom)
Apply to domestic national security and criminal investigative activities, including 

interagency coordination and intelligence analysis.

FBI’s Domestic Investigations and 
Operations Guide (DIOG)

Program Policy Implementation Guides

Program 
Guide

Program 
Guide

Program 
Guide

UNCLASSIFIED//FOUO
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f if > DIOG Section 1 :
• Scope & Purpose

• DIOG applies to all investigative and intelligence 
collection activities conducted by the FBI

- within the United States
- in the United States territories
- outside the territories of all countries

• DIOG does not apply to investigative and intelligence 
collection activities of the FBI in foreign countries

- governed by AGGs for Extraterritorial FBI 
Operations (national security and criminal)

UNCLASSIFIED//FOUO 8
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{■ if '■'< DIOG Section 1:
. - Scope & Purpose

• The primary purpose of the AGG-DOM and the DIOG is to 
standardize policy so that criminal, national security and foreign 
intelligence investigative activities are performed in a legal and 
consistent manner

• The DIOG replaces numerous FBI manuals, electronic 
communications, letterhead memoranda and other policy 
documents. The DIOG is located on the Corporate policy Office 
(CPO) Policy and Guidance Library web site

• The changes implemented by the DIOG better equip you to protect 
the people of the United States against crime and threats to the 
national security

• The DIOG stresses the importance of oversight and self-regulation 
to ensure compliance

UNCLASSIFIED//FOUO 9

9



. UNCLASSIFIED -'FOUO

f k ’ DIOG Section 2:
./ General Authorities & Principles

• The AGG-Dom replaces six guidelines:
- The Attorney General’s Guidelines on General Crimes, 

Racketeering Enterprise and Terrorism Enterprise Investigations 
(May 30, 2002)

- The Attorney General’s Guidelines for FBI National Security 
Investigations and Foreign Intelligence Collection (October 31, 
2003)*

- The Attorney General’s Supplemental Guidelines for Collection, 
Retention, and Dissemination of Foreign Intelligence (November 
29, 2006)

UNCLASSIFIED//FOUO 10
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■' ;n '■ DIOG Section 2:
. ■ General Authorities & Principles

• The AGG-Dom also replaces:
- The Attorney General Procedure for Reporting and Use of 

Information Concerning Violations of Law and Authorization for 
Participation in Otherwise Illegal Activity in FBI Foreign 
Intelligence, Counterintelligence or International Terrorism 
Intelligence Investigations (August 8,1988) *

- The Attorney General’s Guidelines for Reporting on Civil 
Disorders and Demonstrations Involving a Federal Interest (April 
5, 1976)

- The Attorney General’s Procedures for Lawful, Warrantless 
Monitoring of Verbal Communications (May 30, 2002) (only 
portion applicable to FBI)

UNCLASSIFIED//FOUO 11
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it ’ DIOG Section 2:
■ ■ ■■ General Authorities & Principles

Note: Regarding Extraterritorial FBI’s Operations, the 
AGG-Dom did not repeal or supersede certain portions 
of the prior guidelines (marked * in prior slides). These 
national security extraterritorial portions continue to 
remain in effect pending the approval of new Attorney 
General’s Guidelines for Extraterritorial FBI Operations 
for both national security and criminal investigations.
Additionally, the classified Attorney General Guidelines 
for Extraterritorial FBI Operations and Criminal 
Investigations (1993) continue to remain in effect 
pending approval of the new guidelines.
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•' p- DIOG Section 2:
\General Authorities & Principles

The FBI is authorized to:
• Conduct investigations and collect evidence (criminal and national 

security) and collect foreign intelligence (AGG-Dom, Part II)
• Provide investigative assistance to federal, state, local, tribal, and 

foreign agencies (AGG-Dom, Part III) and (DIOG Section 12)
• Collect information necessary for and conduct intelligence analysis & 

planning (AGG-Dom, Part II & IV) and (DIOG Section 15)
• Retain and share information (AGG-Dom, Part VI) and (DIOG Section 

14)

UNCLASSIFIED//FOUO 13
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f jr '■ DIOG Section 2:
- - • General Authorities & Principles

The word “Assessment” has two distinct meanings:
• The AGG-Dom authorizes as an investigative activity 

an “assessment” which requires an authorized 
purpose and objective as discussed in DIOG Section
5.

• The U.S. intelligence community uses the word 
“assessment” to describe written intelligence products 
as discussed in DIOG Section 15.7.B.

UNCLASSIFIED//FOUO 14
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■' it ■ DIOG Section 2:
' . - General Authorities & Principles

• The FBI is an intelligence agency as well as a law 
enforcement agency

• The FBI is authorized to engage in intelligence 
analysis and planning, using all lawful sources of 
information:
- development of overviews and analysis
- research and analysis to produce reports and 

assessments
- operate intelligence systems that facilitate and 

support investigations through ongoing compilation 
and analysis of data and information

UNCLASSIFIED//FOUO 15
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f if • DIOG Section 2:
■ . • General Authorities & Principles

• The FBI is the “lead federal agency” in the following 
areas:
- Federal Crimes of Terrorism (listed in DIOG Section

2.4. C)
- Other non-Terrorism federal crimes (listed in DIOG 

Section 2.4.D)
- Counterintelligence and Espionage (listed in DIOG 

Section 2.4.F)
- Criminal Investigations (some listed in DIOG Section

2.4. G; see also CID PGs)

UNCLASSIFIED//FOUO 16
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*, DIOG Section 2:
/ General Authorities & Principles

Departures from the AGG - Pom:
In Advance: FBI Director, Deputy Director, or EAD 

(NSB or Criminal Cyber Response and Services 
Branch) must approve with notice to the General 
Counsel.

In Emergency: Approving authority who authorizes the 
departure must give notice as soon thereafter as 
practical to Director, Deputy Director or EAD with 
notice to General Counsel - OGC must keep records 
of all departures to advise DOJ, as required.

UNCLASSIFIED//FOUO 17
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f ff DIOG Section 2:
A' V General Authorities & Principles

Departures from the DIOG:
In Advance: Appropriate substantive AD or DAD must 
approve with notice to the General Counsel or appropriate 
Deputy General Counsel (DGC).
In Emergency: Approving authority who authorizes the 
departure must give notice as soon thereafter as practical; 
SAC or HQ Section Chief must provide written notice to 
appropriate substantive AD and the General Counsel.

UNCLASSIFIED//FOUO 18
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DIOG Section 2:
General Authorities & Principles

The AGG-Dom and DIOG apply to all FBI domestic 
investigations and operations conducted by “FBI 
employees” - defined as:

• applicable support personnel
• intelligence analysts
• special agents
• task force officers (TFO)
• detailees
• FBI contractors
• confidential human sources (CHS)

UNCLASSIFIED//FOUO 19
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■ it DIOG Section 2:
' -General Authorities & Principles

Authorities of an FBI Special Agent:
1. Investigate violations of the laws, including the criminal drug laws, of 

the United States (21 U.S.C. § 871; 28 U.S.C. §§ 533, 534 and 535; 
28C.F.R. §0.85)

2. Collect evidence in cases in which the United States is or may be a 
party in interest (28 C.F.R. § 0.85 [a]) as redelegated through 
exercise of the authority contained in 28 C.F.R. § 0.138 to direct 
personnel in the FBI

3. Make arrests (18 U.S.C. §§ 3052 and 3062)
4. Serve and execute arrest warrants and seize property under warrant; 

issue and/or serve administrative subpoenas; serve subpoenas 
issued by other proper authority; and make civil investigative 
demands (18 U.S.C. §§ 3052, 3107; 21 U.S.C. § 876; 15 U.S.C. § 
1312)

UNCLASSIFIED//FOUO 20
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■' jf ; DIOG Section 2:
< ■ . ' General Authorities & Principles

Authorities of an FBI Special Agent (cont.):
5. Carry firearms (18 U.S.C. § 3052)
6. Administer oaths to witnesses attending to testify or 

depose in the course of investigations of frauds on or 
attempts to defraud the United States or irregularities or 
misconduct of employees or agents of the United States 
(5 U.S.C. § 303)

7. Seize property subject to seizure under the criminal and 
civil forfeiture laws of the United States (e.g., 18 U.S.C. §§ 
981 and 982)

8. Perform other duties imposed by law

UNCLASSIFIED//FOUO 21
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■' /n j DIOG Section 2:
- General Authorities & Principles

The AGG-Dom did not limit other authorized FBI 
activities, such as:
• Conducting background checks and inquires 

concerning applicants and employees under federal 
personnel security programs

• Maintenance and operation of national criminal 
records systems and preparation of national crime 
statistics

• Forensic assistance and administration functions of 
the FBI Laboratory

UNCLASSIFIED//FOUO 22
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■' y r DIOG Section 3:
; - ' FBI’s Core Values

The FBI’s Core Values are:
• Rigorous obedience to the U.S. Constitution
• Respect for the dignity of all those we protect
• Compassion
• Fairness
• Uncompromising personal integrity and institutional 

integrity
• Accountability by accepting responsibility for our 

actions and decisions and their consequences
• Leadership, by example, both personal and 

professional
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''{.if, ■ DIOG Section 3:
■ • ' Compliance

Everyone’s Responsibility:
• To learn and understand the laws, rules and 

regulations that govern their activities
• To fully comply with all laws, rules and regulations 

governing investigations, operations, programs and 
activities

• To report to proper authority any known or suspected 
failures to adhere to the law, rules or regulations
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■’ n • DIOG Section 3:A v i' ' " *
- Deputy Director Roles and Responsibilities

DIOG Section 3.2:
• DD is the proponent of the DIOG and subordinate 

implementing procedural directives and specific policy 
implementation guides (PGs)

• DD has oversight of DIOG compliance, monitoring 
and auditing processes

• DD has responsibility for DIOG training
• DD, through the Corporate Policy Office (CPO), will 

ensure the DIOG is updated one year from 
implementation, and every three years thereafter
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\ DIOG Section 3: Special Agent, Intelligence 
/ Analyst, Task Force Officer, FBI Contractor, 

and Others - Roles and Responsibilities

DIOG Section 3.3:
• Comply with AGG-Dom and DIOG standards for 

initiation, conducting, and closing investigative 
activity; collection activity; or use of an investigative 
method

• Obtain training on DIOG standards relevant to their 
position and perform activities consistent with those 
standards

• Ensure all investigative activity complies with all laws 
and policy

• Identify victims, offer FBI assistance, and furnish 
information to the FBI Victim Specialist
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/ , DIOG Section 3: Special Agent, Intelligence
\ / Analyst, Task Force Officer, FBI Contractor,

and Others - Roles and Responsibilities

(Continued - DIOG Section 3.3)
• Ensure civil liberties and privacy are protected 

throughout the assessment or investigative process
• Conduct no investigative activity solely on the basis of 

activities protected by the 1st Amendment or solely on 
the basis of race, ethnicity, national origin or religion 
of the subject

• Report non-compliance to the proper authority
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f' i-j ■ DIOG Section 3:
' -. - ' Supervisor Roles and Responsibilities

DIOG Section 3.4.B - Supervisor Responsibilities:
• Determine whether the DIOG standards are satisfied 

for initiating, approving, conducting and closing an 
investigative activity, collection activity, or 
investigative method

• Ensure all investigative activity complies with all laws 
and policy

• Obtain training on DIOG standards relevant to their 
position and conform their decisions to those 
standards

• Ensure civil liberties and privacy are protected 
throughout the assessment or investigative process
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f if DIOG Section 3:
- - z Supervisor Roles and Responsibilities

Continued DIOG Section 3.4.B - Supervisor
Responsibilities:
• If encountering a practice that does not 

comply with the law, rules, or regulations, the 
supervisor must:
- 1. report that compliance concern to the 

proper authority
- 2. take action to maintain compliance, 

when necessary
• Ensure no retaliation or adverse action is 

taken against persons who raise compliance 
concerns
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7f DIOG Section 3:
' . .- ' Supervisor Roles and Responsibilities

DIOG Section 3.4.C - Supervisory Delegation:
• Any DIOG requirement imposed on a Supervisor may be 

delegated/performed by a designated Actino. Primary, or Secondary Relief 
supervisor as indicated below, unless specified otherwise by federal 
statute, EO, PD, AGG, FBI Policy or any other regulafon.
- Supervisor may delegate authority to a supervisor one level junior to 

himself/herself (e.g. SAC to ASAC; or SC to Assistant/SC)
• Must identify the task delegated
• Must identify the supervisory position given approval authority
• Must be in writing
• Must be retained appropriately

- Higher level Supervisors in the same chain-of-command as the original 
supervisor may approve a particular activity without written delegation 
documentation
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it • DIOG Section 3:
<. • Supervisor Roles and Responsibilities

DIOG Section 3.4.D - Investigative File Reviews:
• Conducted by full-time supervisors or primary relief supervisors 

with subordinates
- (other relief supervisors must have written SAC authority to 

conduct)
• Conducted with all Agents, Resident Agents, TFOs, analysts, 

detailees, and FBI contractors, as appropriate
• Conducted in-person or by telephone when necessary
• Conducted in private
• Documented/noted on ACS ICMC report, FD-71 or Guardian
• Conducted at least every 60 days for Probationary Agents, 

recommended every 30 days
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■ rr ■ DIOG Section 3:
- . ■ Supervisor Roles and Responsibilities

Assessment Justification/File Reviews:
• Conducted for every 30 day period for Type 1 and 2 Assessments

- (with 10 additional days to complete and document)
• Conducted for every 90 day period for Type 3,4, and 6 Assessments

- (with 30 additional days to complete and document)
• Supervisor Must:

- Evaluate progress made toward the achievement of authorized 
purpose and objective

- Ensure activities that occurred during prior period were appropriate
- Determine whether it is reasonably likely that information may be 

obtained that is relevant to the authorized objective - thus 
warranting an extension for another 30/90 day period

- Determine whether adequate predication has been developed to 
open a predicated investigation

- Determine whether the assessment should be terminated
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f 7f DIOG Section 3:
Supervisor Roles and Responsibilities

Predicated (Preliminary and Full) Investigation File Reviews:
• Conducted for every 90 day period

- (with 30 additional days to complete and document)
• Supervisor Must:

- Evaluate progress made toward the achievement of authorized 
purpose and objective

- Ensure activities that occurred during prior period were 
appropriate

- Determine whether it is reasonably likely that information may 
be obtained that is relevant to the authorized objective - thus 
warranting an extension for another 90 day period

- Determine whether adequate predication has been developed 
to open/or continues to justify a predicated investigation

34



35



UKlCLASSlFlED'FOUO

f if ■ DIOG Section 3:
■ - ' CDC’s Role and Responsibilities
CDC’s Role and Responsibilities:
1. Must review all Assessments, Preliminary Investigations 

(PI) and Full Investigations (Fl) that involve a “Sensitive 
Investigative Matter” (SIM)

2. Must review particular investigative methods as 
mandated by DIOG Section 5 and 11

3. Requirements imposed on the CDC may be performed 
by an Associate Division Counsel, Legal Advisor, or 
designated Acting CDC. All delegations must be in 
writing and retained appropriately.
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f n • DIOG Section 3:
< ; > i 4 -1 ■ ■
y '■ y

CDC Roles and Responsibilities

CDC Determinations:
The primary purpose of the CDC’s review is to ensure the 
legality of the actions proposed. In this context, the review 
includes a determination that the:

• Investigative activity is not legally objectionable (can be overruled 
by OGC)
- Activity is not based solely on the exercise of 1st Amendment 

rights or on the race, ethnicity, national origin or religion of the 
subject

• The investigation is founded upon an “authorized purpose” 
(Assessments) or have adequate factual predication (Preliminary 
and Full)

• Advise as to the “wisdom” of the proposed action
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f n DIOG Section 3:
.. • CDC Roles and Responsibilities

Continued: CDC Determinations
The CDC’s determination is based on facts known at the 
time of the review and recommendation.

The CDC may require additional reviews or provide 
guidance as to monitoring the results of investigative 
activity to ensure that the authorized purpose and/or 
factual predication remain intact after additional facts are 
developed.
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f K DIOG Section 3:
■ . ■ OGC Rolesand Responsibilities

OGC Role: In coordination with the DOJ NSD, the OGC is responsible for 
conducting regular reviews of all aspects of FBI national security and 
foreign intelligence activities.

The primary purpose of the OGC’s review is to ensure the legality of the 
actions proposed. These reviews, conducted in the field offices and in HQ 
Units, broadly examine such activities for compliance with the AGG-Dom 
and other requirements. In this context, the review includes a determination 
that the:

• Investigative activity is not legally objectionable (Activity is not based 
solely on the exercise of 1st Amendment rights or on the race, ethnicity, 
national origin or religion of the subject)

• The investigation is founded upon an “authorized purpose” 
(Assessments) or have adequate factual predication (Preliminary and 
Full) and meets the standards in the DIOG

• Advise as to the “wisdom” of the proposed action
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f j-r ■ DIOG Section 3:
■ . • OGC Rolesand Responsibilities

Continued: OGC Determinations
• The OGC’s determination above is based on facts 

known at the time of the review and recommendation.
• The OGC may require additional reviews or provide 

guidance as to monitoring the results of investigative 
activity to ensure that the authorized purpose and/or 
factual predication remain in tact after facts are 
developed
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/ re DIOG Section 3:
' - ' Other Roles and Responsibilities

CPO = Corporate Policy Office: Oversight and Implementation of 
the DIOG; Report compliance risks to OIC (DIOG Section 3.7)

QIC = Office of Integrity and Compliance: Identify compliance risk 
areas, adequacy of policy and training programs, monitor DIOG 
compliance (DIOG Section 3.8)

DCO = Division Compliance Officer: One identified in each Field 
Office to assist the OIC to identify potential non-compliance risk 
areas and report them to proper authority and OIC (DIOG Section 
3.10)

PM = Program Manager: HQ entity that identifies, prioritizes, and 
analyzes compliance risks and takes appropriate corrective action 
(DIOG Section 3.9)
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i if DIOG Section 4: Privacy and Civil
' - . ■ ' Liberties, and Least Intrusive Methods

• Responsibility to protect the American public, not only from 
crime and terrorism, but also from incursions into their 
constitutional rights; accordingly, all investigative activities 
must fully adhere to the Constitution and the principles of 
civil liberty and privacy.

• Provisions of the AGG-Dom, other AG guidelines, and 
oversight from DOJ components, are designed to ensure 
FBI’s activities are lawful, appropriate, and ethical, as well 
as effective in protecting civil liberties and privacy.

• DOJ and FBI’s Inspection Division, Office of Integrity and 
Compliance, the OGC, other Bureau components, and 
you share responsibility for ensuring the FBI meets these 
goals.
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■' n DIOG Section 4: Privacy and Civil
- . • Liberties, and Least Intrusive Methods

• No investigation or assessment can be commenced 
based solely on race, ethnicity, national origin, religion of 
the subject or the exercise of First Amendment rights.

• Corollary to this AGG requirement is the Privacy Act, 
which states that each agency that maintains a system 
of records shall “maintain no record describing how any 
individual exercises rights guaranteed by the First 
Amendment unless expressly authorized by statute or by 
the individual about whom the record is maintained or 
unless pertinent to and within the scope of an 
authorized law enforcement activity. 5 U.S.C. 
552a(e)(7).
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Tr \ DIOG Section 4: Privacy and Civil
/ Liberties, and Least Intrusive Methods

FIRST AMENDMENT RIGHTS:
Individuals or groups who communicate with each other or with 
members of the public in any form in pursuit of social or political 
causes—such as opposing war or foreign policy, protesting government 
actions, promoting certain religious beliefs, championing particular local, 
national, or international causes, or a change in government through 
non-criminal means, and actively recruit others to join their causes— 
have a fundamental constitutional right to do so. An assessment may 
not be initiated based solely on the exercise of these First Amendment 
rights. If, however, a group exercising its First Amendment rights also 
threatens or advocates violence or destruction of property, an 
assessment would be appropriate
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n • DIOG Section 4: Privacy and Civil
' . ' Liberties, and Least Intrusive Methods

FIRST AMENDMENT RIGHTS (cont.):
• No investigative activity, including assessments, may be 

taken solely on the basis of activities that are protected by 
the First Amendment or on the race, ethnicity, national 
origin or religion of the subject.

• If an assessment or predicated investigation touches on or 
is partially motivated by First Amendment activities, race, 
ethnicity, national origin or religion, it is particularly 
important to identify and document the basis for the 
assessment with clarity
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f it • DIOG Section 4: Privacy and Civil
' Liberties, and Least Intrusive Methods

All activities must be consistent with the Attorney General’s 2003 
Guidance Regarding the Use of Race by Federal Law Enforcement 
Agencies (forbids the use of racial profiling and requires activities 
involving the investigation or prevention of threats to the national 
security to comply with the Constitution and laws of the United States) 
The DIOG stresses several points in each section:
• No investigation or assessment can be commenced based solely on 

race, ethnicity, national origin, religion, or exercise of First 
Amendment rights

• The FBI must use the least intrusive method that is feasible under 
the circumstances

• In connection with Foreign Intelligence collection, agents must 
operate openly and consensually with U.S. Persons, to the extent 
practicable

• All investigative activities must have an. “authorized purpose”
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if DIOG Section 4:
\ ' Use of Race or Ethnicity

DIOG Guidance on use of Race or Ethnicity
As to individuals:

1. Permits the consideration of ethnic and racial identity 
information based on specific reporting;

2. The race or ethnicity of suspected members,
associates, or supporters of an ethnic-based gang or criminal 
enterprise may be collected when gathering information about or 
investigating the organization; or

3. Ethnicity may be considered in evaluating whether a subject is— 
or is not—a possible associate of a criminal or terrorist group that 
is known to be comprised of members of the same ethnic 
grouping—as long as it is not the dominant factor for
focusing on a particular person
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■ DIOG Section 4:
Use of Race or Ethnicity

DIOG Guidance on use of Race or Ethnicity
As to a community:

1. Collecting and analyzing demographics - if these locations will 
reasonably aid the analysis of potential threats and vulnerabilities, 
and, overall, assist domain awareness

2. Geo-Mapping ethnic/racial demographics - if properly collected
3. General ethnic/racial behavior - cannot be collected, unless it 
bears a rational relationship to a valid investigative or analytical need
4. Specific and relevant ethnic behavior
5. Exploitive ethnic behavior - by criminal or terrorist groups
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■ *

f ii '• DIOG Section 4: Privacy and Civil Liberties, 
./ and Least Intrusive Methods

Primary factor in determining “intrusiveness”:
• The degree of procedural protection that the law and the 

AGG-DOM provide for the use of the particular method.

- Examples of “more intrusive” methods: Search 
Warrants, wiretaps, UCOs

- Examples of “less intrusive” methods: checks of 
government databases, state or local criminal record 
checks, commercial databases, interviews

UNCLASSIFIED//FOUO 53

53



UNCLASSIFIED;;F'OUO

f jf ’ DIOG Section 4: Privacy and Civil Liberties, 
V, and Least Intrusive Methods

Items to consider when determining the relative intrusiveness of 
an investigative method:

• Is method permitted prior to the initiation of an assessment?
• Is the method relevant to the assessment or investigation?
• Will the information collected or obtained likely further the 

investigative objective?
• What alternatives exist for gathering the same information?
• Are those alternatives relatively less intrusive?
• What time span is involved in using the investigative method 

(days, weeks, months)?
• What confidence level is associated with the information 

gathered using the investigative method?
• Will the method resolve a pending investigative issue quickly?
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K ■ DIOG Section 4:
• ■ Least Intrusive Investigative Method

Factors to Determine “intrusiveness”:
1. Nature of the information sought
2. Scope of the information sought
3. Scope of the use of the investigative 

method
4. Source of the information sought
5. Risk of public exposure
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As of February 20,
2009

DIOG Section 5 &11: Investigative 
Methods

UNCLASSIFIED//FOUO

' f

*

; - i /i Pr ’

; Authorized Methods for Assessments and Predicated Investigations 
Nqt4. Red indicates methods not allowed under a particular operational activity; Green indicates 
r methods allowed.

Obtain publicly available information

Access and examine FBI and other DOJ records, and obtain information from any FBI or DOJ personnel

Access and examine records maintained by, and request information from, other federal, state, local, tribal, 
or foreign governmental entities or agencies

Use online services and resources (whether nonprofit or commercial)

Use and recruit human sources in conformity with AG Guidelines Regarding the Use of FBI Confidential 
Human Sources

Interview or request information from members of the public and private entities [includes pretextual 
interviews]

Accept information voluntarily provided by governmental or private entities

Engage in observation or surveillance not requiring a court order

Mail covers

Physical searches of personal or real property where a warrant or court order is not legally required 
because there is no reasonable expectation of privacy (e.g., trash covers)

Consensual monitoring of communications, including consensual computer monitoring, is subject to legal 
review by the CDC or the FBI OGC. Where a sensitive monitoring circumstance is involved, monitoring 
must be approved by the Criminal Division or, if the investigation concerns foreign intelligence or a threat to 
the national security, by the National Security Division

Use of closed-circuit television, direction finders, and other monitoring devices, subject to legal review by 
the CDC or FBI OGC

Polygraph examinations

Undercover operations

Compulsory process as authorized by law, including Federal Grand Juryand other subpoenas and National 
Security Letters (Federal Grand Jury subpoenas for telephone and electronic mail subscriber records can 
be used during type 1 and 2 Assessments only)

Accessing stored wire and electronic communications and transactional records

Use of pen registers and trap and trace devices

Electronic surveillance

Foreign Intelligence collection under Title VII of FISA

Physical searches, including mail openings, where a warrant or court order is legally required because there 
is an expectation of privacy
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Investigative Methods/Approvals Chart

1 5SA Obtin pjBicly avalaUe irformatin

Assessments Predicated

Nore Reqiired NmeReqiired NoneReqired

Takirq aUCEd dteida rdabia aervce NotPerrrtted SS^ Aiprcvd SSAAppovei
Fhysicd surxeilanceof apersui o group 
(Coisitttte DIOG for^rdted phdoandwdeo 1 laonsut

Nene Reqiired NoneReqired

2 59B
surveilaicewth norescnsble ecpec&toncf 
orivacv) —.

DIOGfar reqiremeite

------------------------------------------------------- 1
AS^C Aprcvd ASAC Appovei

r ASAC Apro/d ASAC Apro/d ASA: Append

3 59C
Accessary ©canine FBIard otter Dpatmentof 
Justice (DOJ) word, aidcbtanhformatn from 
any FB ct otter DO-peraomd

Nore Reqiired Nene Reqiired NoneReqired

4 59D
Axssard ©canine recorct mattered ty, ard 
request information from, other federal, state, local, or 
tribal, crfcregngo/ernmetd ertiies a agencies

None (Unless such approval is required by 
MOU ootter jgreemeta)

Nane(Ur*ss ajchqopro'alisreqiredbyMDU oi 
otter ageenent^

NcnefUnbsssLChafpnyd isreqiredbyMOU 
or otter ^reemeAs)

5 59E Ue cnire senicesard resoircs (vhethar noiprofit 
or ccmrrercal) Nore Reqiired NoneReqired NoneReqired

6 5.9F
intevew a reqjeS hfcrmdicn from membes d the 
pubic andprivate aitties

None Required eccepl for ortad wth 
r^srssTted persons menbersof U.S. 
Ccngess, a tter stdfc, Wile Htuse 
perscnrel, a otter aibstaitved vision 

reqiremerts

Note Reqared exopt for ortad wth repesented 
persons, memberjof U.SCtngrss ortharSaffs 

Wile Hoise persomd, or dher sitodartive 
dvisbnreqiremete

NoneReqired ex®|l for ortad wth 
rqxesrtedpescns.membes dU.S. 

Congress, or their staffs, White House personnel, 
or dhe sibstertwe dwisicn rajuremente

7 5.9G Accqitirforrnabnwlurtarilypro'ided ty 
oovemmedal cr prvde edit ies None Reqiired NoneReqired NoneReqired

8 59H
Use Tidrecrut temansojrcs NoneReiured (utiizel | NoneReqired (utitze Delta) NoneReqiredfutfza D4t$

TaskiqaCHS tcaterda rdtqbus servce SAC A»ro«l SSA Apro/d SSAAppOval

9 5.9
Fedeal Grand! urysubpoeras for feleptereor 
electrcnc mai subscriber hfOTretion

US AtareyOffceAjpro/sl 
(Type 1 aid2Assssmerfe Or$

USAfomqtCffke Approve)
Nd Pemitfed

10 59C PattemBased DataMnng SORC SORC SCRC
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Investigative Methods/Approvals Chart

Foreign IntMHgenee
11 11.3 Mail covers r—□ j L. ~

12 11.4
Physical searches of personal or real prope rty where 
a warrant or court order is not legally required 
hwai ic.» ther* ic nn reasnnahle evnArtofmn <-rf nnvar.. I “I 1_ _ _ _ _ 1

13 11.5 Consensual monitoring of communications, including 
consensual computer monitoring Not Permitted CDC or OGC Review 

SSA Approval
CDC or OGC Review 

SSA Approve!
14 11.5

Consensual monitoring of communications, including 
consensual computer monitoring, with a sensitive 
monitoring circumstance Not Permitted CDC or OGC Review, SAC Approval, DO J Criminal 

or DOJ NSD Approval
CDC or OGC Review. SAC Approval, DOJ 

Criminal or DOJ NSD Approval
15 11.6 Use of closed-circuit television, direction finders, and 

other monitoring devices c □ 1 1 ~1-----------------------

16 11.7 Polygraph examinations r- - - - - - - - - - - - 1 SSA Approval SSA Approval
17 11.8 Undercover operations. Group II L" 1

CDC Review, SAC or ASAC with delegated 
authority; National Security caaee also require NSD CDC Review, SAC or ASAC with delegated 

authority, NSB-UnitAJACB Approval
18 11.8 Undercover operations, Group I C J CDC review. SAC. and AD and CUORC or UCRC 

(EAD/DO certain cases) Approval
CDC review, SAC and AD and UCRC (EAD/DD 

certain cases) Approval
19 11 9 Compulsory process as aulhonzed by law: Federa 1 

Grand Jury and trial subpoenas IZ----------------------------- 1 US Attorney's Office Approval L -1
20 11.9

Administrative Subpoenas Drugs

Not Permitted
SAC. ASAC. SSRA. or Drug Squad SSA

Not PermittedAdministrative Subpoenas Sexual Exploitation
Administrative Subpoenas' Healthcare Fraud U.S. Attorney's Office Approval

21 11.9 National Security Letters Not Permitted
Field Office: CDC Review, ADIC or SAC Approval. Not Permitted

HQ: NSLB Review; DDorEAD-NSB or AD & DAOs 
CT/CD/CyD or GC or Deputy GC-NSLB Approval Not Permitted

22 11.10 Accessing stored wrre and electronic communications 
and transactional records Not Permitted Statute/Court Order, Consult DIOG Not Permitted

23 11.11 Use of pen registers and trap and trace devices Not Permitted FISA Court or District Court Order Only Available for Non-USFfett by hSA Court
24 11.12 Electronic surveillance - - - - - - - - - -r j---------- r J L
25 11.13 Physical searches, where there is reasonable 

expectation of privacy, including mail openings

26 11.14
Acquisition of foreign intelligence information m 
conformity with Title VII of the Foreign Intelligence 
Surveillance Act L n FISA Court Order FISA Court order1---- ---- 1 1 □
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FEDERAL BUREAU OF INVESTIGATION

OVERALL CLASSIFICATION:

FBIHQ DIOG
Training 
Session A

IJ.-JC.l ASSIHFlCJ.'.FG’.'O
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Course Overview

Overall Training Objective:

Provide an instructional foundation on the DIOG 
and then apply the knowledge gained by using 
hypothetical examples and scenarios. Upon 
completing this course of instruction you should 
have a firm grasp of the concepts and principles 
underpinning the DIOG.

U^UASSiFO'-'FGUO 2
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Course Overview

Participation Standards:
Questions are welcome; however, if your question is about a specific 
set of facts that may divert the training objective, please direct your 
question to one of the Training team members at a break for a 
response.

During the scenario exercises, participants will be called upon to 
provide their response to particular facts or circumstances. Each 
Unit/Section should select a representative to speak for the 
Unit/Section and rotate that responsibility among the group. The 
scenarios are meant to prompt discussion, but the presenters must 
keep the scenario moving forward. Please understand that everyone 
may not be able to voice their perspective in the group setting. Keep in 
mind there, may be several avenues to reach the.same justified 
conclusion. You may use your handouts and training aids to inform 
your: decision,,.,.&

UnCUSSiFlED-FOUO
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Course Overview

Course Completion:

•You must complete the entire mandatory 16.5 hours of training. You 
must score an 80% or higher to pass. You will be notified of your score 
via e-mail. If you do not pass the first time, you will be permitted to 
take the test again.

•Please annotate on the attendance sheet your presence at the training 
if you pre-registered. If you did not pre-register, please print your 
name, division, and the items requested on the attendance roster.

• After the course is complete, you will be receiving a survey e-mail 
containing questions that will test your knowledge and understanding 
of the material presented. The test is open book.

U.VCLASSIFJEO.vFGUO 4
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AGG-Dom:
Overview

• Provides ability to FBI authorities to be more proactive 
and preventative, and the flexibility to deal with complex 
threats that do not fall neatly into individual programs

• Provides clarity and improves compliance by combining 
several sets of guidelines into one consistent set of 
guidelines

• Removes discrepancies, sets uniform rules for criminal, 
national security, and foreign intelligence collection 
cases. Each program will have a program-specific policy 
guide (PG)
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AGG-Dom:
Overview

UNCLASS:FlcD//rOUO

• Reduces reporting requirements, particularly in the 
national security area

• Recognizes Special Events and Domain Management as 
part of the FBI’s mission

• Recognizes the FBI’s obligation to provide investigative 
assistance and joint operational support to other 
agencies, including the U.S. intelligence community

• Creates a new category outside of predicated 
investigations named “Assessments"

VnCLASSIFlED/TGUO 6
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JO Policy Environment for Domestic Operations

Constitution, Statutes, and Executive Orders

AG GUIDELINES (AGG-Dom) 
Apply to domestic national security and criminal Investigative activities, including 

Interagency coordination and intelligence analysis.

FBI’s Domestic Investigations and 
Operations Guide (DIOG)

Program Policy Implementation Guides

7

Guide
Program

Program 1 | Program
Guide | | Guide

4

Teaching Point:
FBIHQ Division Program Policy Implementation Guides
(PG):

•Cannot be less restrictive than the DIOG
•Must comply with the policy contained in the DIOG
•Requests for program policy deviations from the DIOG must be reviewed by 
the OGC and approved by the Deputy Director

7
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DIOG Section 1: 
Scope & Purpose

• DIOG applies to all investigative and intelligence 
collection activities conducted by the FBI

- within the United States
- in the United States territories
- outside the territories of all countries

• DIOG does not apply to investigative and intelligence 
collection activities of the FBI in foreign countries

- governed by AGGs for Extraterritorial FBI 
Operations (national security and criminal)

UNCU'-SSi- lEC.TFCUO s
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DIOG Section 1: 
Scope & Purpose

• The primary purpose of the AGG-DOM and the DIOG is to 
standardize policy so that criminal, national security and foreign 
intelligence investigative activities are performed in a legal and 
consistent manner

• The DIOG replaces numerous FBI manuals, electronic 
communications, letterhead memoranda and other policy 
documents. The DIOG is located on the Corporate policy Office 
(CPO) Policy and Guidance Library web site

• The changes implemented by the DIOG better equip you to protect 
the people of the United States against crime and threats to the 
national security

• The DIOG stresses the importance of oversight and self-regulation 
to ensure compliance

MW

UtJCUxSSiFlEO/.'FGUO 9

9



UNCLASSTlED'/FCUO

DIOG Section 2:
General Authorities & Principles

• The AGG-Dom replaces six guidelines:
- The Attorney General’s Guidelines on General Crimes, 

Racketeering Enterprise and Terrorism Enterprise Investigations 
(May 30,2002)

- The Attorney General’s Guidelines for FBI National Security 
Investigations and Foreign Intelligence Collection (October 31, 
2003)*

- The Attorney General’s Supplemental Guidelines for Collection, 
Retention, and Dissemination of Foreign Intelligence (November 
29,2006)

10
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DIOG Section 2:
General Authorities & Principles

• The AGG-Dom also replaces:
- The Attorney General Procedure for Reporting and Use of 

Information Concerning Violations of Law and Authorization for 
Participation in Otherwise Illegal Activity in FBI Foreign 
Intelligence, Counterintelligence or International Terrorism 
Intelligence Investigations (August 8,1988) *

- The Attorney General’s Guidelines for Reporting on Civil 
Disorders and Demonstrations Involving a Federal Interest (April 
5,1976)

- The Attorney General's Procedures for Lawful, Warrantless 
Monitoring of Verbal Communications (May 30,2002) (only 
portion applicable to FBI)

UXLASSiFIED.'/FOUO II

11



ur:CLASSrriCD//rouo

DIOG Section 2:
General Authorities & Principles

Note: Regarding Extraterritorial FBI’s Operations, the 
AGG-Dom did not repeal or supersede certain portions 
of the prior guidelines (marked * in prior slides). These 
national security extraterritorial portions continue to 
remain in effect pending the approval of new Attorney 
General’s Guidelines for Extraterritorial FBI Operations 
for both national security and criminal investigations.

. Additionally, the classified Attorney General Guidelines 
for Extraterritorial FBI Operations and Criminal 
Investigations (1993) continue to remain in effect 
pending approval of the new guidelines.

12
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DIOG Section 2:
General Authorities & Principles

The FBI is authorized to:
• Conduct investigations and collect evidence (criminal and national 

security) and collect foreign intelligence (AGG-Dom, Part II)

• Provide investigative assistance to federal, state, local, tribal, and 
foreign agencies (AGG-Dom, Part III) and (DIOG Section 12)

• Collect information necessary for and conduct intelligence analysis & 
planning (AGG-Dom, Part II & IV) and (DIOG Section 15)

• Retain and share information (AGG-Dom, Part VI) and (DIOG Section 
14)

13
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DIOG Section 2:
General Authorities & Principles

The word “Assessment” has two distinct meanings:
• The AGG-Dom authorizes as an investigative activity 

an “assessment” which requires an authorized 
purpose and objective as discussed in DiOG Section 
5.

• The U.S. intelligence community uses the word 
“assessment” to describe written intelligence products 
as discussed in DIOG Section 15.7.B.

UNCLASSIFIED,VFC-UO 14
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w DIOG Section 2:
General Authorities & Principles

• The FBI is an intelligence agency as well as a law 
enforcement agency

• The FBI is authorized to engage in intelligence 
analysis and planning, using all lawful sources of 
information:
- development of overviews and analysis
- research and analysis to produce reports and 

assessments
- operate intelligence systems that facilitate and 

support investigations through ongoing compilation 
and analysis of data and information

UtH’XASGlF ED’/FGUO (5
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DIOG Section 2:
General Authorities & Principles

• The FBI is the “lead federal agency” in the following 
areas:
- Federal Crimes of Terrorism (listed in DIOG Section

2.4. C)
- Other non-Terrorism federal crimes (listed in DIOG 

Section 2.4.D)
- Counterintelligence and Espionage (listed in DIOG 

Section 2.4.F)
- Criminal Investigations (some listed in DIOG Section

2.4. G; see also CID PGs)

In
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DIOG Section 2:
General Authorities & Principles

Departures from the AGG - Pom:
In Advance: FBI Director, Deputy Director, or EAD 

(NSB or Criminal Cyber Response and Services 
Branch) must approve with notice to the General 
Counsel.

In Emergency: Approving authority who authorizes the 
departure must give notice as soon thereafter as 
practical to Director, Deputy Director or EAD with 
notice to General Counsel - OGC must keep records 
of all departures to advise DOJ, as required.

U’JCLASSIFiEO.TOUO 17
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DIOG Section 2:
General Authorities & Principles

Departures from the DIOG:
In Advance: Appropriate substantive AD or DAD must 
approve with notice to the General Counsel or appropriate 
Deputy General Counsel (DGC).
In Emergency: Approving authority who authorizes the 
departure must give notice as soon thereafter as practical: 
SAC or HQ Section Chief must provide written notice to 
appropriate substantive AD and the General Counsel.

Ur.’CU*S3!FrED/7FCUO 18
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DIOG Section 2:
General Authorities & Principles

The AGG*Dom and DIOG apply to all FBI domestic 
investigations and operations conducted by “FBI 
employees’* - defined as:

• applicable support personnel
• intelligence analysts
• special agents
• task force officers (TFO)
• detailees
• FBI contractors
• confidential human sources (CHS)

UNGLASSU-iEO/.-FCjUO 19
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DIOG Section 2:
General Authorities & Principles

Authorities of an FBI Special Agent:
1. Investigate violations of the laws, including the criminal drug laws, of 

the United States (21 U.S.C. § 871; 28 U.S.C. §§ 533,534 and 535; 
28 C.F.R. § 0.85)

2. Collect evidence in cases in which the United States is or may be a 
party in interest (28 C.F.R. § 0.85 [a]) as redelegated through 
exercise of the authority contained in 28 C.F.R. § 0.138 to direct 
personnel in the FBI

3. Make arrests (18 U.S.C. §§ 3052 and 3062)
4. Serve and execute arrest warrants and seize property under warrant; 

issue and/or serve administrative subpoenas; serve subpoenas 
issued by other proper authority; and make civil investigative 
demands (18 U.S.C. §§ 3052,3107; 21 U.S.C. § 876; 15 U.S.C. § 
1312)

UNCLASSIFIED/,FCUO 20
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f’O D|0G Section 2:
General Authorities & Principles

Authorities of an FBI Special Agent (cont.):
5. Carry firearms (18 U.S.C. § 3052)
6. Administer oaths to witnesses attending to testify or 

depose in the course of investigations of frauds on or 
attempts to defraud the United States or irregularities or 
misconduct of employees or agents of the United States 
(5 U.S.C. § 303)

7. Seize property subject to seizure under the criminal and 
civil forfeiture laws of the United States (e.g., 18 U.S.C. §§ 
981 and 982)

8. Perform other duties imposed by law

4.,

UNCLASSIr>E£?.',rCUO
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DIOG Section 2:
General Authorities & Principles ■'

The AGG-Dom did not limit other authorized FBI 
activities, such as:
• Conducting background checks and inquires 

concerning applicants and employees under federal 
personnel security programs

• Maintenance and operation of national criminal 
records systems and preparation of national crime 
statistics

• Forensic assistance and administration functions of 
the FBI Laboratory

LNC^SSinEC//FOUO 22
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DIOG Section 3: 
FBI’s Core Values

The FBI’s Core Values are:
• Rigorous obedience to the U.S. Constitution
• Respect for the dignity of ail those we protect
• Compassion
• Fairness
• Uncompromising personal integrity and institutional 

integrity
• Accountability by accepting responsibility for our 

actions and decisions and their consequences
• Leadership, by example, both personal and 

professional

UMCUASS'.FIEO'-'FOUO

Teaching Points: DIOG Section 3.1:

1. Core values must be fully understood, practice, shared, vigorously defended 
and preserved.

2. By observing core values - FBI will achieve a high level of excellence in 
performing both our national security and criminal missions.

3. Information for reporting violations is available from the Office of Integrity and 
Compliance (OIC).

23
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DIOG Section 3:
Compliance

Everyone’s Responsibility:
• To learn and understand the laws, rules and 

regulations that govern their activities
• To fully comply with all laws, rules and regulations 

governing investigations, operations, programs and 
activities

• To report to proper authority any known or suspected 
failures to adhere to the law, rules or regulations

UrJCLASSIFiED/.FOUO

Teaching Point: DIOG Section 3.1:
1. DIOG compliance applies to all FBI employees, task force officers, contractor’s 

etc.
2. May not disregard the law, rule, etc. for sake of expediency.
3. Information for reporting.

24
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[ DIOG Section 3:
Deputy Director Roles and Responsibilities

DIOG Section 3.2:
• DD is the proponent of the DIOG and subordinate 

implementing procedural directives and specific policy 
implementation guides (PGs)

• DD has oversight of DIOG compliance, monitoring 
and auditing processes

• DD has responsibility for DIOG training
• DD, through the Corporate Policy Office (CPO), will 

ensure the DIOG is updated one year from 
implementation, and every three years thereafter

Teaching Point: DD, through the CPO, will review the Program Guides (PGs) for 
all divisions to ensure compliance with DIOG standards.

25
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DIOG Section 3: Special Agent, Intelligence 
Analyst, Task Force Officer, FBI Contractor, 
and Others - Roles and Responsibilities

DIOG Section 3.3:
• Comply with AGG-Dom and DIOG standards for 

initiation, conducting, and closing investigative 
activity; collection activity; or use of an investigative 
method

• Obtain training on DIOG standards relevant to their 
position and perform activities consistent with those 
standards

• Ensure all investigative activity complies with all laws 
and policy

• Identify victims, offer FBI assistance, and furnish 
information to the FBI Victim Specialist

UhCLAS£lrlEO.-,FOUO 26

Teaching Point:
1. Laws/policy include the Constitution, federal law, Executive Orders, 

Presidential Directives, AGG-Dom, other AGGs, Treaties, MOAs/MOUs, DIOG 
and other policy. When in doubt - consult their Supervisor, the CDC or OGC.

2. Victims include those who have suffered direct physical, emotional, or financial 
harm as a result of the commission of federal crimes.

26
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DIOG Section 3: Special Agent, Intelligence 
Analyst, Task Force Officer, FBI Contractor, 
and Others - Roles and Responsibilities

(Continued - DIOG Section 3.3)
• Ensure civil liberties and privacy are protected 

throughout the assessment or investigative process
• Conduct no investigative activity solely on the basis of 

activities protected by the 1st Amendment or solely on 
the basis of race, ethnicity, national origin or religion 
of the subject

• Report non-compliance to the proper authority

Uf.'CLASSIFiEO.'TOUO
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DIOG Section 3:
Supervisor Roles and Responsibilities

DIOG Section 3.4.A - Supervisor Defined:
• Field Office or FBIHQ personnel, including: SIA, SSA, 

SSRA, UC, ASAC, ASC, SAC, DAD, AD, ADIC, and 
EAD

unclass:fiedafguo 23
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DIOG Section 3:
Supervisor Roles and Responsibilities

DIOG Section 3.4.B - Supervisor Responsibilities:
• Determine whether the DIOG standards are satisfied 

for initiating, approving, conducting and closing an 
investigative activity, collection activity, or 
investigative method

• Ensure all investigative activity complies with all laws 
and policy

• Obtain training on DIOG standards relevant to their 
position and conform their decisions to those 
standards

• Ensure civil liberties and privacy are protected 
throughout the assessment or investigative process

bhCLASSIHEOa-'CiUO 29
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DIOG Section 3:
Supervisor Roles and Responsibilities

Continued DIOG Section 3.4.B - Supervisor 
Responsibilities:
• If encountering a practice that does not 

comply with the law, rules, or regulations, the 
supervisor must:
- 1. report that compliance concern to the 

proper authority
- 2. take action to maintain compliance, 

when necessary
• Ensure no retaliation or adverse action is 

taken against persons who raise compliance 
concerns

UUCLASSIFiEO/TGUO 30

Teaching Points:
1. Should report non-compliance to immediate Supervisor and/or OIC.
2. OIC non-retaliation policy located in the CPO policy and guidance library.

30
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DIOG Section 3:
Supervisor Roles and Responsibilities

DIOG Section 3.4.C - Supervisory Delegation:
• Any DIOG requirement imposed on a Supervisor may be 

delegated/performed by a designated Acting. Primary, or Secondary Relief 
supervisor as indicated below, unless specified otherwise by federal 
statute, EO, PD, AGG, FBI Policy or any other regulation.
- Supervisor may delegate authority to a supervisor one level junior to 

himself/herself (e.g. SAC to ASAC; or SC to Assistant/SC)
• Must identify the task delegated
• Must identify the supervisory position given approval authority
• Must be in writing
• Must be retained appropriately

- Higher level Supervisors in the same chain-of-command as the original 
supervisor may approve a particular activity without written delegation 
documentation

31

Teaching Points: Question - Can SSA or SIA delegate? No, but an appropriately 
designated Acting or Relief Supervisor can assume the responsibilities in the 
absence of the SSA.
DIOG 3.4 C
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DIOG Section 3:
Supervisor Roles and Responsibilities-

DIOG Section 3.4.D - Investigative File Reviews:
• Conducted by full-time supervisors or primary relief supervisors 

with subordinates
- (other relief supervisors must have written SAC authority to 

conduct)
• Conducted with all Agents, Resident Agents, TFOs, analysts, 

detailees, and FBI contractors, as appropriate
• Conducted In-person or by telephone when necessary
• Conducted in private
• Documented/noted on ACS 1CMC report, FD-71 or Guardian
• Conducted at least every 60 days for Probationary Agents, 

recommended every 30 days

(jNClASSIFiED.'.'FC'UO 32 1

Teaching Points: ACS Investigative Case management Case Review report.
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DIOG Section 3:
Supervisor Roles and Responsibilities

Assessment Justification/File Reviews:
• Conducted for every 30 day period for Type 1 and 2 Assessments

- (with 10 additional days to complete and document)
• Conducted for every 90 day period for Type 3,4, and 6 Assessments

- (with 30 additional days to complete and document)
• Supervisor Must:

- Evaluate progress made toward the achievement of authorized 
purpose and objective

- Ensure activities that occurred during prior period were appropriate
- Determine whether it is reasonably likely that information may be 

obtained that is relevant to the authorized objective - thus 
warranting an extension for another 30/90 day period

- Determine whether adequate predication has been developed to 
open a predicated investigation

- Determine whether the assessment should be terminated

UNCLASSIFiED./FGUO 33

Teaching Points: DIOG Section 5 details file review requirements.
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DIOG Section 3:
Supervisor Roles and Responsibilities

Predicated (Preliminary and Full) Investigation File Reviews:
• Conducted for every 90 day period

- (with 30 additional days to complete and document)
* Supervisor Must:

- Evaluate progress made toward the achievement of authorized 
purpose and objective

- Ensure activities that occurred during prior period were 
appropriate

- Determine whether it is reasonably likely that information may 
be obtained that is relevant to the authorized objective - thus 
warranting an extension for another 90 day period

- Determine whether adequate predication has been developed 
to open/or continues to justify a predicated investigation

r7'
U'iCLASSiFiED/iFGUO

Teaching Points: Probationary Agent File reviews conducted at least every 60 
days, recommend 30 days
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fJO DIOG Section 3:
Unaddressed Work

b2 
b7E
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DIOG Section 3:
CDC’s Role and Responsibilities

CDC’s Role and Responsibilities:
1. Must review all Assessments, Preliminary Investigations 

(PI) and Full Investigations (Fl) that involve a "Sensitive 
Investigative Matter” (SIM)

2. Must review particular investigative methods as 
mandated by DIOG Section 5 and 11

3. Requirements imposed on the CDC may be performed 
by an Associate Division Counsel, Legal Advisor, or 
designated Acting CDC. All delegations must be in 
writing and retained appropriately.

r
UNCL/.SSIFIEDAFGUO
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DIOG Section 3:
CDC Roles and Responsibilities

CDC Determinations:
The primary purpose of the CDC's review is to ensure the 
legality of the actions proposed. In this context, the review 
includes a determination that the:

• Investigative activity Is not legally objectionable (can be overruled 
by OGC)

- Activity is not based solely on the exercise of 1sl Amendment 
rights or on the race, ethnicity, national origin or religion of the 
subject

• The investigation is founded upon an “authorized purpose" 
(Assessments) or have adequate factual predication (Preliminary 
and Full)

• Advise as to the “wisdom” of the proposed action

UhCLASSinEo.'Touo
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DIOG Section 3:
CDC Roles and Responsibilities

Continued: CDC Determinations
The CDC’s determination is based on facts known at the 
time of the review and recommendation.

The CDC may require additional reviews or provide 
guidance as to monitoring the results of investigative 
activity to ensure that the authorized purpose and/or 
factual predication remain intact after additional facts are 
developed.

tihCiJkSGIFiEO.' FOUO 33
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DIOG Section 3:
OGC Roles and Responsibilities ■

OGC Role: In coordination with the DOJ NSD, the OGC is responsible for 
conducting regular reviews of all aspects of FBI national security and 
foreign intelligence activities.

The primary purpose of the OGC's review is to ensure the legality of the 
actions proposed. These reviews, conducted in the field offices and in HQ 
Units, broadly examine such activities for compliance with the AGG-Dom 
and other requirements. In this context, the review includes a determination 
that the:

• Investigative activity is not legally objectionable (Activity is not based 
solely on the exercise of 1st Amendment rights or on the race, ethnicity, 
national origin or religion of the subject)

• The investigation Is founded upon an “authorized purpose" 
(Assessments) or have adequate factual predication (Preliminary and 
Full) and meets the standards in the DIOG

• Advise as to the “wisdom" of the proposed action

UnCLASSiFiED.^FOUO 39
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DIOG Section 3:
OGC Roles and Responsibilities

Continued: OGC Determinations
• The OGC’s determination above is based on facts 

known at the time of the review and recommendation.
• The OGC may require additional reviews or provide 

guidance as to monitoring the results of investigative 
activity to ensure that the authorized purpose and/or 
factual predication remain in tact after facts are 
developed

UfUajMIUJW JUL
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DIOG Section 3:
Other Roles and Responsibilities

CPO = Corporate Policy Office: Oversight and Implementation of 
the DIOG; Report compliance risks to OIC (DIOG Section 3.7)

QIC = Office of Integrity and Compliance: Identify compliance risk 
areas, adequacy of policy and training programs, monitor DIOG 
compliance (DiOG Section 3.8)

DCO = Division Compliance Officer. One identified in each Field 
Office to assist the OIC to identify potential non-compliance risk 
areas and report them to proper authority and OIC (DIOG Section

PM = Program Manager HQ entity that identifies, prioritizes, and 
analyzes compliance risks and takes appropriate corrective action 
(DIOG Section 3.9)

UtSClASSAEOZ/TCUO
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DIOG Section 4: Privacy and Civil 
Liberties, and Least Intrusive Methods

• Responsibility to protect the American public, not only from 
crime and terrorism, but also from incursions into their 
constitutional rights; accordingly, all investigative activities 
must fully adhere to the Constitution and the principles of 
civil liberty and privacy.

• Provisions of the AGG-Dom, other AG guidelines, and 
oversight from DOJ components, are designed to ensure 
FBI’s activities are lawful, appropriate, and ethical, as well 
as effective in protecting civil liberties and privacy.

• DOJ and FBI’s Inspection Division, Office of Integrity and 
Compliance, the OGC, other Bureau components, and 
you share responsibility for ensuring the FBI meets these 
goals.

Uhi'LASSiFlED.'.FCUO

Teaching Point:
The FBI Is a very Important agency with dedicated, highly professional, greatly disciplined 
Government servants. These words, uttered in in 1975 by then Attorney General Levi, are just as 
true today - if not more so - than they were 34 years ago. But when these words were spoken, it 
was in the context of Senate hearings on the intelligence function of the FBI and the substantial 
concerns expressed by a parade of witnesses that for the purpose of protecting the national security 
and preventing violence, the Bureau was engaging in activities that“tread[] on forbidden ground.”

Fashioning Investigative activities that navigate between Constitutional requirements and the 
imperatives of protecting the nation is often a difficult balancing act and one of the hardest issues that 
an agent or analyst can face is whether and under what circumstances a particular investigative 
activity is appropriate. The rewards when we find the right balance often go unnoticed by the general 
public, but the criticism when we don't can be heard far and wide.

The Attorney General Guidelines for Domestic Activities and the implementing Domestic 
Investigations Operations Guide are built on a history of attempting to fashion the proper balance 
between investigating crimes and collecting intelligence while protecting the civil liberties of our 
people. You are sitting here today because it is your job to help educate your colleagues on how to 
strike the right balance.
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DIOG Section 4: Privacy and Civil 
Liberties, and Least Intrusive Methods

• No investigation or assessment can be commenced 
based solely on race, ethnicity, national origin, religion of 
the subject or the exercise of First Amendment rights.

• Corollary to this AGG requirement is the Privacy Act, 
which states that each agency that maintains a system 
of records shall “maintain no record describing how any 
individual exercises rights guaranteed by the First 
Amendment unless expressly authorized by statute or by 
the individual about whom the record is maintained or 
unless pertinent to and within the scope of an 
authorized law enforcement activity. 5 U.S.C. 
552a(e)(7).

JU II I I IRRH-IUI.U.. M > W. V Wl
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Teaching Point:
The first two conditions in the Privacy Act are fairly simply and not typical. If 
Congress says we can collect and maintain records about how an individual 
exercises First Amendment rights or if the subject of the record consents, there’s no 
problem - and any resultant records would not be based solely on First Amendment 
activities.

The purpose of (e)(7) of the Privacy Act, as articulated in the limited legislative 
history that we have, is to prevent the “collection of protected information not 
immediately needed, about law-abiding Americans, on the off-chance that 
Government or the particular agency might possibly have to deal with them in the 
future." The Act does not define an “authorized law enforcement activity," but the 
courts have been generous in finding a law enforcement purpose for FBI activities
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DIOG Section 4 Scenarior.. > /f

b2 
b7E

Questions continue on next slide
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DIOG Section 4 Scenario

b2 
b7E
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Teaching Point
These are difficult issues, but it is important to understand not only what is permissible, but how to document 
what action is taken.

b2
b7E
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DIOG Section 4: Privacy and Civil 
Liberties, and Least Intrusive Methods

FIRST AMENDMENT RIGHTS:
Individuals or groups who communicate with each other or with 
members of the public in any form in pursuit of social or political 
causes—such as opposing war or foreign policy, protesting government 
actions, promoting certain religious beliefs, championing particular local, 
national, or international causes, ora change in government through 
non-criminal means, and actively recruit others to join their causes— 
have a fundamental constitutional right to do so. An assessment may 
not be initiated based solely on the exercise of these First Amendment 
rights. If, however, a group exercising its First Amendment rights also 
threatens or advocates violence or destruction of property, an 
assessment would be appropriate

WWW"-* T - mm

4f>

46



DIOG Section 4: Privacy and Civil 
Liberties, and Least Intrusive Methods

FIRST AMENDMENT RIGHTS (cont.):
• No investigative activity, including assessments, may be 

taken solely on the basis of activities that are protected by 
the First Amendment or on the race, ethnicity, national 
origin or religion of the subject.

• If an assessment or predicated investigation touches on or 
is partially motivated by First Amendment activities, race, 
ethnicity, national origin or religion, it is particularly 
important to identify and document the basis for the 
assessment with clarity

Urr.:LAS'li-;ED.-;F-GUC> 47
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DIOG Section 4: Privacy and Civil 
Liberties, and Least Intrusive Methods

All activities must be consistent with the Attorney General’s 2003 
Guidance Regarding the Use of Race by Federal Law Enforcement 
Agencies (forbids the use of racial profiling and requires activities 
involving the investigation or prevention of threats to the national 
security to comply with the Constitution and laws of the United States) 

The DIOG stresses several points in each section:
• No investigation or assessment can be commenced based solely on 

race, ethnicity, national origin, religion, or exercise of First 
Amendment rights

• The FBI must use the least intrusive method that is feasible under 
the circumstances

• In connection with Foreign Intelligence collection, agents must 
operate openly and consensually with U.S. Persons, to the extent 
practicable

• All investigative activities must have an “authorized purpose”

UNCLASSIFIED-TCUO
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DIOG Section 4:
Use of Race or Ethnicity

DIOG Guidance on use of Race or Ethnicity 

As to individuals:
1. Permits the consideration of ethnic and racial identity 

information based on specific reporting;

2. The race or ethnicity of suspected members, 
associates, or supporters of an ethnic-based gang or criminal 
enterprise may be collected when gathering information about or 
investigating the organization; or

3. Ethnicity may be considered in evaluating whether a subject is— 
or is not—a possible associate of a criminal or terrorist group that 
is known to be comprised of members of the same ethnic 
grouping—as long as it is not the dominant factor for 

focusing on a particular person

UriCLASSIFiEO'.FGUO 19
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DIOG Section 4:
Use of Race or Ethnicity

DIOG Guidance on use of Race or Ethnicity
As to a community.

1. Collecting and analyzing demographics - if these locations will 
reasonably aid the analysis of potential threats and vulnerabilities, 
and, overall, assist domain awareness

2. Geo-Mapping ethnic/racial demographics - if properly collected

3. General ethnic/racial behavior-cannot be collected, unless it 
bears a rational relationship to a valid investigative or analytical need

4. Specific and relevant ethnic behavior

5. Exploitive ethnic behavior - by criminal or terrorist groups

UNCUiSS^iEDfFOUO 50

Teaching Point:
Specific and relevant ethnic behavior: Intelligence analysis or investigative 
experience may show that individuals associated with an ethnic based terrorist 
group or criminal organization conduct activities in certain ways. For example, they 
may conduct their finances using certain systems, work in certain jobs, come from 
certain parts of the country that has links to terrorist activities. These are 
characteristics that can be used when investigating the group or assessing whether 
there is a terrorist or criminal presence.

Exploitive ethnic behavior: We can collect information that is behavioral or 
culturally oriented about ethnic or racial communities that is reasonably likely t be 
exploited by terrorist or criminal groups who hide within those communities in order 
to engage in their illegal or illicit activities undetected. For example, a cultural 
tradition of using informal money transfer systems to move money overseas may be 
exploited by criminal organizations or terrorists.
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DIOG Section 4:
Least Intrusive Investigative Method

The AGG-DOM and the DIOG require that the 
“least intrusive” means or method be 
considered and, if operationally sound and 
effective, used to obtain intelligence or 
evidence in lieu of a more intrusive method

OtiCUXSS TlCO/TGl/O 51

Teaching Point: there is a component of efficiency in being “effective”.

In some instances, a more intrusive method, i.e. use f a CHS, may be more 
operationally sound and effective for resolving an outstanding investigative need, 
than a less intrusive method such as acquiring financial records or business 
records. The totality of the circumstances surrounding the investigative activity 
plays an important role in considering the use of the least intrusive alternative for 
obtaining intelligence or evidence, it is a balancing test.
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DIOG Section 4: Privacy and Civil Liberties, 
and Least Intrusive Methods.

By emphasizing the use of less intrusive 
means, employees will be able to balance:

Our need for evidence/intelligence 
vs.

Mitigating potential negative impact on the privacy and civil 
liberties of people/public

UNClASSIFIED/'FOUO 52
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DIOG Section 4: Privacy and Civil Liberties, 
and Least Intrusive Methods

Primary factor in determining “intrusiveness”:
• The degree of procedural protection that the law and the 

AGG-DOM provide for the use of the particular method.

- Examples of “more intrusive” methods: Search 
Warrants, wiretaps, UCOs

- Examples of “less intrusive” methods: checks of 
government databases, state or local criminal record 
checks, commercial databases, interviews

OVCU'.SSiRED.’VFOUO S3
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DIOG Section 4: Privacy and Civil Liberties, 
and Least Intrusive Methods

I

Items to consider when determining the relative intrusiveness of 
an investigative method:

• Is method permitted prior to the initiation of an assessment?
• Is the method relevant to the assessment or investigation?
• Will the information collected or obtained likely further the 

investigative objective?
• What alternatives exist for gathering the same information?
• Are those alternatives relatively less intrusive?
• What time span is involved in using the investigative method 

(days, weeks, months)?
• What confidence level is associated with the Information 

gathered using the investigative method?
• Will the method resolve a pending investigative issue quickly?

54



UNCLASSIFIED/jrOUO

DIOG Section 4:
Least Intrusive Investigative Method

Factors to Determine “Intrusiveness”:
1. Nature of the information sought
2. Scope of the information sought
3. Scope of the use of the investigative 

method
4. Source of the information sought
5. Risk of public exposure

UNCLASSIFIED-FOLIO 55
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IT DIOG Section 5 &11: Investigative Methods

' indicates rrclhocts under a partlcid.nr operational activity;

As of February 20, 2009
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Investigative Methods/Approvals Chart
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X Accept Infomatton Voluntarily Provided By Governmental er Private Entities: Vototianly provided Information Includes, but ■ not Imitod to: oral as wall as documentary ewdanco and
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infonnation using this authority, care most ba token to ensure too entity concerned understands that 4 to not coorpetiedto provide such Herniation or create a ntnr record.
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b2 
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Teaching Points:
1. Mali Covers: The DIOG currently states that for national security mail covers, “after being

approved by the SSA, the Field Office must transmit the mail cover letter request by EC, with the 
draft letter as an attachment, to the National Security Law Branch (NSLB) for legal review and 
concurrence. Upon review and concurrence, the NSLB must transmit the letter request for 
signature to the EAD, National Security Branch, or, in his or her absence, to the Director.

2. CnnsansuaLManitorinn-I I
I_____________________ I Field Office must ensure that the individual who b2
approves OiA is so authorized. For example, if the SAC has delegated authority to approve OIA b 7
for consensual monitoring to the SSA, upon ODC review, the SSA can approve the consensual 
monitoring and OIA. If OIA authority was not delegated to SSA, appropriate supervisory authority 
must expressly approve OIA.

3. Administrative Subpoenas: Within the FBI, the authority to Issue administrative subpoenas is
limited to those positions holding the delegated authority from the Attorney General: that authority 
mav nnt ha redatanatarf I J

Three Types of Administrative Subpoenas Authorized: (I) drug program investigations; (ii) child 
sexual exploitation and abuse investigations; (iii) health care fraud investigations.

4. National Security Letters: Authority to sign NSLs has been delegated to the Deputy Director, 
EAD and Assistant EAD for NSB; ADs and all DADs for CT/CD/Cyber, General Counsel; DGC 
for NSLB; ADICs in NY, DC and LA; and all SACs. Every NSL must be reviewed and approved 
by a CDC or NSLB attorney.
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