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CLASSIFIED APPENDIX IN SEPPGST OX THE GO.VERNWKT^ .MOTION TO 
COMPEL COMPLIANCE WETH DIRECTIVES OF THE DIRECTOR OX 

NATIONAL INTELLIGENCE AND ATTORNEY GENERAL

DECLARATION OFI
* = Included in Classified Appendix filed 11 December SOT?,.

5= ThB NS A procedures attached to eachcertification amendment are copies qf the. NS A 
procftdurfca approved.fof use under the original qertificatforia. .These copies ware 'attacfied.tp the 
ceilmcatron amendments ..for reference purposes only.
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■GERTMCATTON OF TW DI&ECtGR OF NATIONAL INTELLIGENCE AND tS® 
ATTORNEY GENERAL PURSUANT^. SECTION 1Q5B OF THE FOREIGN 

INTELLIGENCS SURVEILLANCE ACT OF Wf AS AMENDED

2007, duly

‘4 '•• ■‘f

The Director of National Ifiiailigenca .and the Attorney General, based op-the 

repretsenfetjOnS^of Lieutonspt General' Bfeiik Bi Alexander, tMtad States Army, Dtrsctarcf the 

National Security.Agency (NSA), ih his AfBdAvitwtBctiteid ph 

bg-eby certify toatf''^’ '

(1) tharte are reasonable procedures m glace tor detoffltonpi'g 'Qjat W^4tiquisitleti tit
fj

fbrei'gn toteifigenc-e tofonnatfon. toderseptfon W5B:of the Foreign.. InteMg^pD^SyrvBilltosbqA^ 

of 197’8, as amended ("the. Aci"^ ftoncercs parsons reasonably bpltoved to be located outside thsi

Survoiliahc® Court pursuant to sectibn 3 05C of the Acte W-

(2) the acquisition dp.es slot constitute dechonic 3uhtofilance as defied to section 141(^ 

of toe Act“XT§4.

(3) the acquisition involves obtaining the foreign intelligence ihfppijation toe-mor-toih

toe assistance ci oonunuto cations .service providers, custodians, or otbcrp'Cpso’r.s

■^incluriiiig any of3cer,. aaplcjye?^ agent, bt> otow specifiedperspxi ofsticii service pf&yiderS, •

Custodians^ or otli® persons  ̂iyho have access to comtmtoicatl.cns, dfhet-aj they ate toanSnutted

I .J

or While they arc stored, or equipment that is being or may be used to htoSTnltaflstons^nch 

□ummuaioatecnsi^fS^ .

SECRET

Classified by*_ __ Atonasy- Gen
Reason:
Declassify nm 2032
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SECRET

i*4) a sigia&a^t piirposa fif tlis aoqtBBltjttn is tq-ojStsia fpjefga mteSigenpe iitriptmadbm

ffieitmTimjizgtioa procedwteB to bsused with respite sweh aecrisiscnacti idiymeet 

the detwition. of mihfcrjzation procedures under section 101(h)-of the Act,
*

Oii' the basisof She foregoing the acqjiisitfen of fareigri mteUig^sfemfotfiia.'hoa 

torisemhig a'ersetts reasonably Wteved ta.'beOutside the United States,.as described above, is 

hereby authcrizccL Anytime KSA'sesl^ ttj acquire Bteignintell^uceia&rmaitioa^ga'mstft. 

U.S, person abroad in ±3 above-rpfmemred mattery NSA must first obtain Attorney General 

autitonzalipm using the-procedures.under Execute Order 12333., septiod 2.5, Thte 

authorization expires on ^^^^j2008.>S}t

_.H

■

■ ■ -

•

r
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----- SECRET

VESIFICATION

1 declare under penalty of perjury that the rants sstfbjrth in the fotegorag- CfettitJcatfeti b.

th e Matter or

■t)JTJ7AJtj 1053 CsrtiijjcatiDn^^J ate true and .correct to

tbs best'Ofhny knowledge and belief. Executed pursuant tpTW.SyC. § 1746

2007.^ . '

tl f .4 R <5 ■) ff ) e n. a iij'Mw' v Aa m X

6 3.
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vswecatio^

I declare under penalty ijj perjury thfitf the facts set forth,in thedbfisgQing CsdrfiGatio’i

la ifjB matter e

a1?-i-jue and. eptrest ta

ihe bast of my knowledge sod belief. Executed pursuant-to.2® U.3.C. | 1745 on

2007.

MoCognea "
Director Rational Intelligence

4
C LASTS J F" 1 E t) AWmpy- rt o r> H » m.
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AFFIDAVIT OF LT GE^TTLAL-ICETTH B. ALFXANBEB, WTMy STATES 
AjW» DISF-e^OR/MATONAL.SECLTRITY AGENCY

(U//RjT5£^ Pursuant to section 1Q5B of tho. Foreign Iiitelhgeuce Siu 
and in Ruppert of Nadoiial Security Agency (NS A^ request iii&nb^r^^^  ̂
Generator the Upitec’.Stafcs and the Lfrecter efF/afionfel ihtetli^iip^e^hig

ips Apt (FISA)
3 the Adi-ainey

aTifhQma^oafoj the HSA to acquire fpraigi inteffiguiics in&rjna^op sonecming p.ejsons 
reasonably bebavedto ba outejtta of tee Vrdtad SteteB.afidfurtiisire^t'ihigteatthe 
Attorney General and die director pTbfetfciiar Ihtelligeaoe direci the W3t?rts 
aareiu t^ yrTO'da i^e required to-e^set such acqyjsid‘3us I'^Sria the following
is Wis-sisd acqurfete ib the best of my imowledge fend beli^f^

1. (LV/FdSQ) There are reasonable procedures inpfrre that-ths MSA *>’’31 Use to 
'detetrsin.^ that its acquisin on pf foreign intelligence tofotxfta,fim.pfersutiiit to tfe 
requested section 1 Dth? cj.rfgfica'Hon. concerns persons tpa^onably believed' to be 

• located outside of fire United Stated. These procedures are attached to thfe 
affidavit&s Exldbit .A Xa addition, ap/ time NSA scabs to acquire- frrNgn

- .......*«•  ...........s’ ‘•-ihtaUigeuca-iiifoijnation-aigfeuista'tl/S.persoa abix3adiaAte.aboy0Msfereuced^^.^
tesrisr,-.NSAwifi first obtain Attorney General authorizatfcn, using Ute prreedures1 

. under8x.eci?t??e Order .1 3333, Section 2.5. *

1. (LV/FiSWO) The NSA’s acquisition of foreign intelligence imfomnltkm purSiSSift to 
the requested Section 105& certification will nqtagnEtiftiteetestrctuc 
torvefoance, aS teat teOfiis defined in fite FISA, because fiio NSAhas determined 
that the svrvoillafKie.'V/ill be directed at persons reasonably beticY&ii to be Iqfeg^d- 
outside the Vailed -States.. As ahted above, the procedures used to naafce SuOh 
detemiioEtichs are attached to affidavit,as Exhibit A. •

3, X^S^^dihe. MSA's acquisition of foreign intalhgencs- ittfonnailcin pursuant 
to &e requested Sactioii. 105B certification involves parens the foreign 
Uitelligeqce iafbnnafion from or With the assistance of^J^coigmuificaticffis 
service providers and/ctf Other persons -who tiav.s access to the commutticatibns 
that sonsthtite the foreign intelligence, -and these co 
icvidcrs and/or other ufetsons include the fofio'wiogt

TOP gECRaTZ/GOME^T/T-lOFOIgt

'hese providers have-ajid will iij (he future have to utefopossession -andAfo

8
I
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control fbt&iga hSliigsnoe Ufomiathn in fbno. of '^ranyiEhatlonsto artd/qr 
from. persons rSasanatfly b^teV^to.be<SWideW-UBftecf States, as determined 
in accordance with. Sklubit A.

. 6. MS A behaves that each, of fte..p.ersons who will targeted for
collection purSiiantTo- Btis'Fcquest possesses and is like-iy to cnnaati-Jcate______
information ooncesftfo ’

<

TOP. SBCRETZ/dO^n-WTONO^OWM -
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■AUG. 9,2007 1B149PH

1,0, AoaiedingJy, a.$igdfiqani p^oipcJSe. of tile acqtositioa ebtaiti
fcrsi^Ms^gence'isfpzQaiiohihaiTslfiiea tat and if 
o0rgoa ia accessary to, the -ability'bftHa Ut±ei States to M

| The JiSA may also
m^ceiiiaily acotiirBniher types of fcoeigE .tot^^n^hforriatipii,-

11. (CfrCbGJGVith rcbneot to &e hformaHon N3A acquires, jmrstiant ■to&S'
rsqtest-ed'Section 1Q5B certification, thfe NS A will Sallow thaiMMriifetica 
Frcceduies attached. at Exhibit 3..

(U) I declare Under penalty of p&fuzy that the foregoing & tnig aa4* correct,

» •;• • •*.! !• «-f Al«» 1 Ww ,«•►«•••• «

Lieutenant: General, U.3. Army 
Director; Natiaasl $<scuriiy Agency

' •■• » 4» • « « 'a* • • * 7r«i«» I “ , <•

-TO? SEC^T//COMDaVMWO]RN
1
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TU* Sfct'017/C0MW//RBL TQTJBA

EXHIBIT A

PROCEDURES USED BY NSAIN CONNECTION WITH NSA REQUEST 
NLWES^HeOR AUTHORISATION' EROM THE ATTORNEY GENERAL 

AND THE DIRECTOR. OF NATIONAL INTELLIGENCE TQ ACQUIRE 
FOREIGN INTELLIGENCE INEOUftMTlGN I»URSL\W TO SECTION WSB: 

OF THETOREXGN £NTELUQ3^CEJSIMVEILLANCE: ACT (EiSAI

CLASSIFIED QGOGOOOi114
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8BCCTOOMOREL TO US 2052'0'10?

EXHIBIT B

MHTOlZATION PRDCEDUREg USED BY NSAIN CONNECTION WITH NgA 
REQUEST AUTHORIZATION FROM THE ATTORNEY

GENERAL AND THEDUtECTOR OF NATIONAL MEL-L-IGENCE TQ 
ACQUIRE FOREIGN INTELLIGENCE. INFORMATION PURSUANT TO 

SECTION 1&5B OR THE FOREIGN JNTE-LL1GENC® 
SURVEILLANCE ACT (HSAi

1. With respect-to the fofohmation foe'NSA acquires p.iirfttSit to foe Dqtfifinadgfl of 
foe Attorney Uenafol of lite dieted States and the Director of National 
liiibfog&ics, the HSA wall foll&v?; ■

■ (a) ths Standard Miniraizatipn Procedures for SlcUrcric Surveillance
Conducted'5y foeNahonal Security Agency (also known as -Aniiex A to United 
States Signals Intelligence Directive 18}» Which have been adpptsd by foe 
Attorney General and at* on file Wifo foe Fcrclg^fotdligeucdfoirveillauoe C-ouit.,

(fo) Certain. ©f fed mbfoffoatfons fo file standard NS A FISA iriifohiigaridn.

belawr
1. The following shall be added to the “ndcfSetofon 3(f) of fosse 
standard NSA FIS A procedures:

(7) The Ngtfoual Security Division of foe Depatintetii of foisties- •. 
shall periodically detertnine that tafbtmafitfo ©aucetniag 
corumumcatfons of or oorteernfog United States persons that Is 
retained meets the reguitetoents of.these procedures and foft 
Foreign Intelligence BifovriflarteeAct

2. Thi> foil owing shall be added to foe-end of Section 4(b) of fossa 
standard NS A FISA ptocedur^:

Wifo respect to any giber commmricrikm where it Is apparent fo 
NSA processing personnel foat foe otiEunufocafopn is between a - 
person and fop perbcd's- attorney (or semeuae actfog dej: behalf of 
ths attorney) concerning legal advice befog soiigforfhy fod-fqnner 
from foe latter, such comfomricaiions-relating to foreign 
fofsfligenoe fofonmaifoii may be retained and -dis?emlnatBd wfthfo

Derived-Frdpl: NSA/CSSM. Ns>2 
' Dated; 20070108

SECRET//CQhilNT//RRL TO USA
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the-U.S. IufellJ-genee Ccmmunity if to cornmimicapuiii are 
specifically labeled as.being pri'vilegaqi Howsve^siiall 
comiiiutoatinns m£y oaf be disseminated outside of the U.S; 
Intelligence Cprflmumty without the prior approval pfthe Assritept 
Attantey densral for to National Security Divis&m.oir his, 
designed..

3, The fallowing shall replace subsections (a), (b)t and..£c5 oftoctien S or 
fhb$E. standard H8A FISA'procedures:

NS A may disseminatenoflp;tibh'cty‘aY.ailabla identity tir personalty 
identoahlp-todiriiatian totocrrirfgUtiited State?. persona- to fajeigci 
governments provided.that such iribrmaricn. is forrign mtelligenca 
mtiitmatifar and-Ei ther (i)- to Adottity General approves to 
dk&srtoab'tol or (11} diSseza^naies the infarmafiozi und^rpjtecadm^s, 
approved by- to Attorney’GeneraL lb addition* NS A may disseminate 
toot tobi-gn mtedligp&ce irJbrns.tiori, to the hxtent antoxtod by to 
Diiector, of National Intelligpiice (PM) and in accctdatice with-DNl 
dirfeffitivesj subject to the following priitodmegt

(i)
toy be made upon the 

approval of any person designated tor such purpose by toe 
Director ofNSA.

...* ........ ...................... • .(£) Pissenmja&^MqtberT^^ . .
upon the approval of the NSA's Offices of General UotinssL 
upon ootriideration- cf to following factors: to national 
security benefit toe United States may reasonably expect to 
obtain tom making- to dissemfaartoi (fie anticipated uses in 
which to foreign goverwnant Will potto infbrmation; and 
any potential for'economic injury, physical harm, or Other 
restriction of movement to be rsasqtably expected tom 
providmgto information to to foreign government. If to 
proposed .recipients) of .to dtesenftotfah have a history of 
human fights, abused, totfusfory'should be considered fa 

i assessing to potential for econoinio fafary, physical 'harip.* ci
Other restriction of movement, and whether to dissemination 
should be made. In. cases- where tore- fre reasonable basis, to 
anticipate that the dissemination will result in economic injury, 
physical harm, cr other restriction of movement; (i) the 
approval of the NSAJs Signals inieJiigenc© Director will also 
be required; and. (if) If dissemination is approved,. NBA Will 
undertake reasonable steps to ensure that'to disseminated, 
mfbtmanon will bo used’fii manner consistent with United-

SECRET/VCOMIEnWIiL TO V3A ■W30W

classified awn ex OOODCOOI'S
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CECW//O3W WREL TQ US

States law, iualuaiiig Executive Order Ko. 12,333 and 
applieabis fadejal criminal statues.

' (3) NSA v^Ueiirsecrd dfeao^idissesiirmEoK-
appravod pursuant ta dwosmtocsdmua, and information, 
regarding such. disseminations and approvals shallbamade 
ayaijable M Avie w by ths National Security Division^ Utiitad 

’States Department bfJustice .bn fet least an .annual basis.

4. Regarding dissemination ofevidence ®r.a crime, Sections 3^)W 2nd 
6(b)(S) ciVnESo-stfindard N$A FlSu^procedcrss shall t>e superseded by th& 
following! ■

Jj^OTatirm that is not foreign Inteib'geneehfosXiatipp, but 
masauably appears to be evidence of ’.-crime that has been, j£, 
being, or iS.hbbuT to bftftgffitoitfedi may be.n£sS^inatod>(ihlSludhg 

_ United States person. to .the FBI and other ,appropri«ie
federal law euforosiEent authorities^ in aficerdsnes with 59'ILS. CL 
4 Bxecnhv- OfdefKto' 12.33'?* euic?, whirr applicable, th&
crimes jepqrti^g jocsdffitBS^set but ia feAftgus.t 15.95 
Tfemorandum of Urderstabdrig: Reporangof Infermaticn 
Concerning Federal Crime?,1 or any successor dbsUtnent,

.1.

5;.- The fpllyWing shall be-added W*U<I of SfeetjSftfi bfdiese-e'tamiujtlNSA 
FISA pr-o&sdi’r&sj • ’

NS A maydisseminate all communicatic-iis' acquired fc> thoCIA 
Which sbaU ntocass any ^ca ccmtoimiuationsia .teeorfcme with 

......—'

(b) The following additional pnpdi&ratioqs to the. standard NSA FISA, 
mimmiunuon procedm.es for electronio-sur/eiHaiioe: .

1. Nowftbstiyjding sections 5$?j(2) -and £e), 5(jb}, $(a)'Of the standard'
MSA HS A.procedures,- ccnhmunlcations ^cqiiireil tiddef tiiifi'Certification

2. Section of these standard NfA FISA miriimizatior. pmcedums
is. deleted add replaced with:

Tq. the extent masona'biy possibly NSA personnel With access to 
tile data s cquLmd pursuant to tills authority Shall query ths data A a 
manner designed to miirinrizd thereview of coinmuiticatiuns of or 
aSwenoiag U.S. persons that do not twfilfein foreign. intelligence 
iiifcrmatibn or evident; S of s crime.

SKUIE 17/uOMn IT'/RIL ID UCA,-

3
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TOAJS-

31. 3(g)C0 ^a3° sjaafiaidNSA FfSA.naiatoizatica procedures, V&’daag
ta absasoag.“fi-am precilses tmdar^urvSCl^ice" by igsqts of a. fsjeaga power,; 
shad not apery to tto sirrvefllanoe*

SEC^T//CDMINT//R5L TO US 203301153

CLASSIFIED AWMcX (^000.00.0*20
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SECRET ~

DIRECTIVE OF TH&WBCTOft OF NAWNAL INTELLIGENCE AND T&E 
ATTORNEY GENERAL FURSCaM TO SECTION W OF THE FOREIGN 

INTELLIGENCE StlftVsiLtANCX ACT OF 197^ AS A1BT1S

TO:
RE:

Yahoo Inc,
DNI,'AG 1Q3R Catrfficaiticii

The Director of Nafioisu Intelligence ■and the. Attorney GemA ex^cuii^ in writing, and 
under natfe, basedon a suppa.nir.g gfpdavif, the- above-referenced Certification pursuantij? 
section, 105B' ofths Fhri^i Intafiigetice SurycHUnpa Aft of L97S; as aatend&i (‘'.ths Adt Q. 
thereby aiifhqriSitig the •acqtdsiu'tja of foreign (ntalligeJBc# fo&rajattea c.?n.ccntting pstsoptt 
reasonably believedthe United States; The Certiificati&.n. was 6^<lsihfed 
Attorney General end by die Director: ofNational inteiligencB oa
2j00f. Scncific’hy, cf National titteihgencs and the Ahjamdy

r[l) there are rtjasonajble proftedtires (n piaoe forderemihiingfcEt the 
acqulsiuop. of foreign hiteipgsaca iptoniiBilou under section l.C'5.3 ci the 
Act concerns persons reasotiabl-y believed to be located. butsid# thaUrihcJd' 
Staled f and. such procetforeh will be sjifrjSEtip rsView of-foe Foreign 
nteUigeote Surveillance CfiiMptirsuaaitbte^PttlQ^G'df the Asti

' (2) ' ths acjjHLSiiibiti'dpes not <xspstihrte-^#tmr^c sprvdljan^. ag defined Jg_
itil.fijt-cf tfaevA^ •

(3)-  thatiQSpnSifibh involves ogteiidjig'ihe foreign inteHigs&pg Infeapaj^ 
fcm or wtith .the ■assistance of cbntittunieatiqns service 'provides, 
•custodians} of other persons (including ajiy officer, .etjipibyee, ^.gejjt, pr 
other 'specified person of Such.g^Yice prpjddbm, cttsto.di&ia. bi* odier 
persons) who have access it? communications, either as they are 
tfansttitteti fit wbii^'tfe&y acs:stored. or sSjttijjflBnt that isor maybe 
used to transmit’x>r -store such cuuimunfomforL; ’

(4) -aJsigoificMit pmpps# of the ap^nlsirfon is to bbtafo' foreign iiiteiligeiite 
infonnaifon; end'

(5) the nuniiadzation procedure,ta bnused with respect Eq: such a^uisxdoji 
activity meet the definition qf mlnintizatipn oreesdures under section

of tht.Act,

'SECRET

Clsssified by: Th# Attorney General
Reason:-
Declassify on:

THIS DOCUMENT. IS CLASSIFIED SECRET IN ITS ENTIRETY
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Ths afcqth’Siaon cf Siich-infdrtoahchp ’arsuantto i&eabave-nsferw.ctyd Carliie^to was 
authorized one year frata the date -that was exBcift^U this 'authority

coillediively Y ahoo-^.h hereby directed, pursuant to section iCzBjeXl) w .
hnmediatoly previa the ■Gpvenjnwiii-'wifh fill infpmetinm, fitbilitigs, ispd’assisijiqne hbcettsaryito' 
accQfljpilsh ’this acquisifipn to Sit^fi mamer as wijj pipwqt the secrejiytof tW^Wtfon ind 
produce a minimtopi cf'iiitterfbwnce vHth the services thftt Yahoo provides..

'iji a iteltually agp

’ alioo Inp., mclud&g lts<afallgiesf,siibMdi'Sfes, ss^gastand Sidces'sp^ find

Yahoo is fiirther directed,.puyj’Jaor to' sechpn 103^6^?) pf dye Acf, tomahiM? UddfcR 
s&eurijy 6£acednres-flJ.prr?verl by the Attorney-©eijfijaj afcfl ftfi Dit^fttor pf National 
any tsiietds cone-anting the acqtosttiprji'or the aid fiwsh'ed that Yahoo wishes to njaintsbi,

The Government -shall tompentaie Yahoo' 21 the prevailing rate fcr prpyftfc^ iihNniatioii 
facilities, dj assistance pursuant-to this DueCtiyS. 

. PfL_______ / .
F-'stor D, Ks(s}ir 
Acting Attorney General' of the. United 5-tatts

J.M. McCojinell
Dijectorof National Jhiefiigence

Signed.’

SECRET—
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4

CSRimCATLDtf OF THE-aTTO&NEY GENERAL OF THE WTKD STATES' 
PURSUANT TO 18 UiS.C. § 2511

With respect tfr the acquisition offdreisp intelligence infenaatm anthhdzM to DNI7AC? 
1.D5B Qsnifipaa^a^^^, 1 Cerpiy that no warrant of court•order Is rteptited by L&A tfhaK an 
statutory requirements foa*e bees and that'the ’ass'igtaiifiB directed vrithrsspect’to the above- 
rtfer^nosd Cerrifrestiriri is required'by the ’GdvsiajriCiai i Adder to RAb—plEMhis p.oquis'X'iJU 
This ahSistahce is required for a period of QfiS year &pth tliAdm that, CerfiflcaliDn was iEWted.

Yahtoff shall not disclose the-sxMenee of any ihtorocptioa or surveillance-orie device 
ushd' to acccfiSpfish aqy interceptioii oil surveillance uadeitakhn pursuant to the abavc-reterer>ced- 
Ceftiffcatfoa, except as prpv|dhd ip section 105 Bijh) of the Foreign Intelligence Sujveilianc? &gt 
of 'l Wfy as amehded  ̂’Ot«' may .otherwise bp required by legal process and then only efrerprio? 
aotricaiiC'n to the Aifeme$> tzeaqral. ,

ti all other respects. the .undersigned teprasetau that the Directive In the afecve-retertetjed. 
matter la' Consistent with and aiitiiorized b# the lilW of the United States.

Peter D. Kester
A<Cteg Attorney General- of the United States

■SSCR.ET 
s
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kTOffiSI T.QTHE CERTIFICATION OF THE DIRECT,ORC®' 
ESTELLZGENCE AND TSE ATTORNEY GENERAL Pi^SUAAi TO SECTON W5B 
OF THE FOWGN iMEfcMGENCEANCE ACT OF 137& £$• AMENDED

Aiaen4weiit 1

The .Director tifMatiGfial Intelligence and the. Attpm’sy General exscutod in writuig.fihd 

under path, based on a supporting- affidavit,, the abo ve-referenced Certification .^msuanc to 

section 1U5B of tha foreign lutelligeno&.Suiveillanca Act of 1$*781 as hrntind^d ■^'’thsAct'% 

thereby nufhori^ng the- accqtijsiti-cfn. of fojplgd intelligence infoqnatipii coneaciing persons 

reasonably believed to be outsida djaCMfcd■•States. Tic ■Certiffcgtioa. •Was^bxeey.ted by tic 

Attorney General on ^^^^j'2,X7,.and'by ths DizectcrofNaticnsl Itttelligenps on | 

2Q07. Specifically, the Director of Natiophl jfritelligp&csand the Attorney General certified that.

• . '

fl J there are reasonable procedures in place for determining that the acquisition of • 

foreign iqteilig^nda Infqnnatibn tinderssetfaq. 1053 of the ActcoiJceins,pers©iis reasonably 

believed to be located outside the United States, apd such procedures will be subject, tn review of 

the Foreign Intelligence Snrveifiatice Court pursuant to soctiim W5£ of the Asti^S^

(2.) the acquisition does not constitute elcctiomc surveiHntic'e as defined in, section IQl^j’ 

of the Act; (3^

(3J the acquisition involves obtaining tifo'fbraigil intelligence iafonuation ffom qr wttfa 

the assistance of cOEunupications serdee providers, custodians, or" other persons

—SECRET -

36

Classitiiad by: The Attorney General
Reason; . -
Declassify oq: 29 January 2033

CLASSIFIED' ANNEX ffdOGflCOlS



CR 0720
Approved for public release by the DNI 20140909

SECRET

(iochidiog say officer, employe!©,, agent, specified person of such service providers,

or while they arc stored, or equipment thai is being CT-may.be used/tq1 trahsihit or store s-uch 

ccahsuuicadGhs' (^) . '

■(4) a significant purpose of the acquisition is to-obtain fbreijpl intelligence iflferagatipBj

(5) fh^mimmfaatTbrt procedures to be Used Sd’-h. respect tip such ■acqidsitidjj activity meet 

tile definition of TBmfrmizaticn ■pFaqedures under section l,01(h)xsf -the Act

As explained hr the affidavit Of Robert S. Mueller, Hl, Director,. Federal Bureau, of

. Invcstigaticd (FBI) (betsinfiftep "Mueller affidavit"), the FBI seeks aUth'OdWion tp’acqdr^ 

pursuant tG’tf®’ above-'tefeifenoed 'CErdS.cati.on forsi  ̂intelligence information. J

cMcgrjibg .persons reasonably believed-to-be ours ide-he United Sums,

Attached aet-cwith as Exhibit F are ,t^e procedures that, as explained,in &e Mueller affidavit, ch$.

FBI v.illHi-e to deterafne, in conducting the .icqrdsiFtonHHHBHHHHHHHHMHHHMH

that the roahcsted acquisition cohcemS parsons

sjoimuaiqations it acquires

reasonably1 believed’ to be. located-outside the United States, TnesMuelisr affidavit also •seflj’fopdl 

the irhiimizstiod procedures that the FBt will apply to th^^^^ommuniqaqqns- it acquires 

pursuant to the requested authorization.

I
b*

SECRET
2
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-ts>-

Accoidihgly, based on the representations made in tha affidavits described herein, the 

Director of National Intelligence and the Attorney General; hereby certify

(1) tijese are reasonable prbc&dnres in plate1 for determining, that the acqmalfibn jpf 

foreign intelligence infonnaupa under section’ 105B of the Act ccacems persons reasonably

1 Tha affidavit iiiat Sss.sral AfeXandtt fctediste^^anuary 29,200S, also contains inforigaipii that- s'jjp^du&ntj die 
affidavit that General Alexander executed cn. This st^pleijjejjtel inionnacon ctofisrns:
cnitKneal-cahons sefvicaproviders £ffld7or;£>the^erepn?who haveaceess to theddiiirtianicaddns thatctastimtefiJe
fbreign iateffigencs.

—SECRET-
J
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■SEC&ET

believed to be locar.es outside foe Uhitod States, kud-SucLprooeduiBS will be subject io review of 

foa.ftoteign Intelligence Surveillance Court pursuant to section 105C of the .

£3) the-acquisition does not <©n$tituts elbcfronic-xurveinance as defined In settlors

pt ths-Act'£3$. ■

(3j foe acquisition involves obtaining tire fbrelgft intelligence, iilf&rtod'Ufoititctm or- with 

foe assistance of cations ssrVite providers, custodians, or-Other persons

(focludhig any officer, erq-ployce, agenu or other specified person of such service providsst 

fofotodiahs, Qt pfodrp^SQtts); who ijave.-acGfe$3 tp cciii:nunit.'aticcs) hither as foey ate transtniLted 

or while 'they -are stored) or egfoptnent that is being or foay b’e iised.to tian'sifot Or store- sfich 

cDtototitd^w;

(4) a sigT-ifif .'irt puprose of the acquisition is to obtairt foreign inte-lligence foformafipu? 

and

(5) foe Tninitniratinn proejefoires; tp be used with respect to $uch acquisition activity fopet

the definition.Of toinirnizatiOnprocedures under Section Ifiltfojfof the Act "jS). •

On foe bash of foe fcregoing, the, acquisition of foreign intolllgenes formation 

cGucening persons reasonably believed to ba outside foe Ultifod States, as described above, is 

haeby authorized. Any tone the acquisition. of fbteig&lntdli^SDpe information against a tJ;S. , 

pbi$djl abroad is sought pursuant to the aboverrefereticad certification, Attorney General, 

aufoorizatioti, pursuant to foe ptopedures under Executive .drdrsr I1533r, section 2.5, must first be

obtained. This, authorization expires O'
r-

~~5EeS®3fo_
4
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SECRET

VERIFlCAWN

fee Csn^fioation in fee Matter o'

*

are true' sad correct’ fe; thef test of aty and belter. Executed pursuant ® 23' U'.SC,

Michaei B.
Attorney General of fee United States'

«

5
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I declare under penalty pf perjury that,die facts, set forth, in. ths foregoing Amendment to .

|cNT/AG 1053 Certification^

aia true and Confect to the best of my kadwledgi and belief. Jizfecu'odptrsuaBt.tp 2S iLS.C.

3 174ti co January Sc* , 1008*

IM koCdtoali
Director pf Rational 'fhtelligbupfe
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SECRET// JAHVABV 23,■

AMJ'AVIT OF ROBERT S. MUELLER, IS 
DIRECTOR, FEDERAL BUREAU INVESTIGATION

AMENDMENT 1.

Pursuant to Section 105B’ df fee Foreign inteiligenfe Ac''nt 197S, as amended 
C'FISA"), aad is support Of rite Federal Bureau OffeVAStigatiofos request- to fee Attorney 
General of the United States. and the Ditectof orNatfenal Intelligence eeehvng to amend 
WAG IttoTMfertificaticm^fe!. to authorize the'Federal Bureau of Investigation (rial; 
to acqtorem^d^^^^|DQnoetnm§ persons reasonably believed to ife wsidc 
of fee Umteti Smtej,and further"questing featth® Attorney General ?3a^l^j3hjector.^ 
National Intelligence direr® the persons specified herein, to- provide the. assistance required 
to effect such acquisitions, 1 affirm fee following js true .and correct to the bart df my 
knowledge and bctipf: .

1. TST-The Director .Of National Intelligence and the Attorney General etecuted ln 
writing ahd under pafe the above-referenced Certification pursuant to sestioq 
105B of the-HSA thereby authorizing foeadquititi  on qf fcirejgp InteHigeiace • 
inforaiatioc concerning persons reasonably believed to-1;® outside die United 
States, Th®-feGye-referenced Certiticatios was executed in. writing and endsr 
oath, by the AttogewGeneral ,',n b? fee Disartor ofNtoicmal
fetelligefefe on ■■■fcCQT. rct^u^e-referenced Getfeticatipn Was based 
on a supporting affiwitofLfeuteaarit Oenedal SeffeK Alexander, United States 
Aimv^irfotcr of‘fee National ^egurity Agbh&y (NS A), which executed on

|S0Q7. " •

2. -Attached as Exhibit A to'the declarafon that General Alexander executed on 
2007,. were the proced.Lirss. by which NS A determines feat the ■

sitidn of foreign, infeiiigence Wfemfc&rti pursuant to fee, EhcTe-feferhuccd 
Gfetifteation concerns persons teasetiabry believed febeJocated Outsfdepf the' 
United States. These procedures- are attached herewith as Exhibit A. la the 
above-referenced Certification, the Director of National Intelligence and Attorney 
General detertnfeed in Writing.and under oath feat.feese procedures were 
reasonable.

Derived From: Multiple Sources
Declassify-On: lanwy 25,2033

t^CRET//JANUARY Z5>. 2033
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SEC SEW JANUARY 2S3B

4. tSsThe FBI1 s1 aaqui^rdon of
consistent wi'ii Section 1-05EHTmHS^DscafiSfc^m^e^msw^dl^o^^sdmte 
electKmip surveillance, ad defined, in FISA; the acqmsidos wid involve obtsltihig 

intelligence; ii^’oriiiaiiioa Somur. with ‘me assistance Qfthe aiso*^ 
dascrfhed.cOiiiihhiiicatiti^egic^rDwdet^hd/or  qth&jt persons, who na,va'.aooe§$ 
to .such communi'cadbC-S'^^^^^^^^^l^ and a siJnifiemt purpose of rhe 
acquisition isle hbtaifi foreign Ihlelligence infchmatica, •

5. '(S) Ih conducting the acquisition of| , . .
the-FBI "wil use the procedures attafifi&uierewie^s 
ths meuested Rcqiifsitiou. ooncerns persons reasonably believed. tQ b© located 
outside Ebe UmienBtaiUs. .

a.1

Q
Q

hgjninbtizatfcjn procedures that the FBI will use with respect to anyMStai 
it acquires pursuant to the above-referenced CerdficadunjaTtho 

_ ures ?eUort±j in the ‘Govemraefli’s Mfitioa for Amended -Girders Penntain 
Modified Minfr3iz.atioa Procedures filMin Dooket No. .02-431, as extended $id 
modified by orders of the ForeignIntsUigeuce duAeuifipm Court most recently 
on December 6, 2007. with the foil owing notifications:

icquirid ptirsUyfii th t&J ;fefd Section fif thsa. AH|_____________________ _ _
Attorney General,of the United States and the Director of Njatiotiai 
Melligeoce shall, be treated under these procedures in die same man her as

'ffiTO 3ANUASY 25, 2®33
2
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E&cMgr// jantarv a am

b. References to ’’’United States pessbn. agent of a fctsigij power" jhalJ1 be 
understood to refer to United States persons, reasonably' believed to be located- 
OdiSide file United Stetcsna^tott •A'botii toe Attorney General has authorized 
the accjipsition of foreign intelligence iMonnati.on pursuant to section 2.5 of 
Expoupve Order 11333', ■

a. References to '"nou-United States perse® agent of a. foreign power" shall be 
understood to te&t to ncal-United States persons reasonably beiittvedto be 
located outside the United States.

I declare under.penalty of, perjury that the'foregoing,^ true and correct, 

Signed this-IS* day of January 2008.

> *
ROBERT s. muet
Director, Federal Bu ?tei.bfinvestigferioa

SECRET// JAiH U Aid 25, >3J
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TOP

AiWSAVJTOF LT QBWRAt jqtiTgf & W
A&MY-, ©JOCtO^NATlONALSECSSTO’ AGENCY

AMKNThWT. 1

(lS7?Sl??t4^^.T^su2tot io. session J 859 iJae Kpreign Ini^li^sKS Sur/eSltacc A#
(FISA) aod ie support of the Federal Butesu.of InvnsijgaiiGii (FBI) request to the 
Attorney Genera] bf ift© CWsd State^W tljS jbasr^cipr c£ N auc-pal JutSdigence Sedan* ip; 
ffinefid ’pNl/A.d W5B Federal Barest of •
lirvcstlgaSoq to acquirs^U^J^H^^I^estnihgpersDHs reasonably 
ije]ieyed to be Outside pf the VhU^Si^^n^^b^port of NSA’s ednier request 
.seeking authorizatfoa to acquire foreign snteW genes .'afomato>i Ooqcsnrhg persons 
reasouefcly b,dipped &?. b&’pUtefcfe the. pursuant; rytw-refrsKM
Cernfcndorq. i effort the.: foliawiag|jftjlie nod ‘accurate to ule beta fray feowfodge and 
belief;’ '

Defied Fypxst NSA/GSSM 1<53 
, psieds W7®W
. DeclsasnyOHl 20320103.

TO? SEGS£7.'.'CQGnA’T -̂----
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<• 
direct syfveiUaBp'a-at apart}1 tp lhc cott|inunica^on.Tbasoiaably'b^fcved to be 
•■outside Uig United SU’.es.

0J) 1 dephra under penalty cfperiory that the fbregpirtg is taw and correct.

.Sigr^-i^s -j£f day Of Januitay 2(kt8.

*^jHL
KfcW

I

Lieutenant. General; 'U.3.
Director, WaiiOnai Security Agency

t j , ir z i, a. 11 i r——-—j»
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TQp SEC?cET//CO.^nNT//ElELTQ USA, review

kxth'BTT a

PROCEDURES USED B-55 NSA IN CONNKCHON WITH NSA REQUEST 
AUTHORIZATION FROM THE ATTORNEY GENERAL

AND iWBIrECTOH OS' NATIONAL INTELLIGENCE TO ACQWE 
FOREIGN INTELLIGENCE MoMLATXON PURSUANT TO SECTION 1.05B 

OS’ TSE FOREIGN INTELLIGENCE SURVEILLANCE ACT (HSAIt
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I

,Sa.

TGP SECR£T//CQMINT//RELTO US.
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^.031,0216TOP SECRET#CON1W/REL to

TOP SECRJST/7CO*CHT7/REL TO 1'203/OSTS'
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f/WMWi'RJii TB LEA 5 0320108

MINIMISATION PROCiEDUM tlW¥K& QONfJECTtGN N'SA 
REQUEST HU1SIB^JJ|AMEXDM»(T t

setkjng AUTEDBizATimfrom the-attorney general am® the 
BlRECTOa NATIONAL ACQUIRE fORMGN

iNTELLiGENCETtNFQRMAElON PURSUANT TO-SECTION tfi$8 OF THE 
FOREIGN Hfl^LLlGENCESIlRVEaLANCS ACT

i. With,respect to the dnforittaiion fc$SA- acquires pursuant to thecertification t-f 
the-Attorney Denial of ths United 5Mte and the director of Nations! 
Ihtelligcwe, .the MSA will, fdiMw:

(a)‘ the SteFjJatd ^o<^darei fcr Electrctijc Suryeulerine
Conducted by Ae National. Security Agency (also kapv^ as Annex' Atto-Ur^ted 
States Signal Inteljig^ce Bfreutive. l^wjs&hhave been adopted by-the 
Attorney G.pjjerai and '.fens 6 b M16 With figfe ^of^gn.inMy^^csSntvfeiTgttife G&nrt

fo) Certain toihe standard N§A

L The fallowing shall be added to tha end of Scctlon3{f) of these 
standard NSA -FISA prpeedtaast

W „
shs!l ipsHocdcgiiy ddt?dflth6 that infeimaiidh wadsming 
cOmnWrjrcadons of or conc^niiig United States person&l-h^t'ia 
retained meorsdhe requirements af these pracedurss and the 
Foreign Mriligchce Surveillance Act

2. Th© folknying sllail tee added to the end of Section 4(h)°f these 
standard MSA FiSAptoceduras:

Wit& respect to fifty other cqtntotaiicatusi where if Is apparent to
NS> A processing personnel that fiis Gonjmuui®itfott-is between a 
person and’the persptft attorney (br^dni'totie ^ag.nn behalf of 
the attornay) conbeusfig 'legal ad'dee being sought by the, fcrteCr 
from the latter, such communications relating to foreign

Derived Ftora; NSA/CSSM 1M2 
DatMtWlC&S 

Gm 2O3N)TQ8
SraKET-7CGH':MT.G?rL Tv US "GA27IC^
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UM

inlrilig^acejufcrtti^iGii may be rttaiacd fiad-fossarutoaied ydfom. 
the U.S. Ir.telhgajce 'CoaEnEJiiy if the cqmm'tifeCatipES. aye 
specif call y lab s l td as ’being^rivilcgcd. Howeve?, such ■ 
crtnwi’jnicaiiotis fe dissenjraated ofesida of foe' U.S,
fateiligeticfe CtHtifeiirfey ‘Afehetd fee. prior; aupreVaJ of the Austen; 
AltoifJey General fortbe Natfoaal Security pivisfon or fails

. designee.

3. The folfowfog shall stfoseetfoBs (a), 0$* aijd foj of ̂ estiotr & of
there standard NSA H9A procadnrest

i'JSA may fosssntinafe nonpqblidy-av.ai'lalalc identity or peys&j4Jy 
idefefSabfe ititbrnwiion concerning United §tafejj persons to.ibteigfi 
gpyenynents provided that Such foforffiatfon is foreigfe itiifciligKioei 
infbnr.atlQn and ether (1) fee Attorney General approves the 
•diS&euHEatiofit dr (SJKSA d|ssejCin^eS'the hxforftiatfon tindtsr pr$dedinss 
■Spptdved by the Attorney General. 'iri addition,, NS A may disseniiuate 
■s&sb foreign fc fciligenbB infonpatife^ to foe e-xtout by the
DirGctor pfflatid-nal Itii^Kgeaee^Nil and fa accordance DW 
dircqi.ives* subjccr to; the following,procedures:

j} sof che^|
Biriay bara'Aiid upon foq 

approval of any person desighateti for such purpose by fee 
Director -qfNSAv ■ ’

(2) Dissamtaalioris ‘O'OtherforeigS gpyamments may fee mfid?! 
upon fee appppyd pf fea-NSA's. QJ^As of General Counsel, 
upon consideration, nf fee f^fotvirigfoctora the Pafidiial' ' 
security benefit foo United Stefes/may reasonably expect to 
Obtaiftfeofe. making the fossentihation; .foe anticipated uses to 
■sifefdrfee foreign govermacnf ■will gpt foe information; arid 
shy potential forcC0fiDmicii^iJi%.jfoysicfal haiito, or other 
restti.ctioa of movement to be reasonably expected frori 
proyidfogfo? infoqnaticn to the fotgigq gova'istijeat, If fee 
proposed redpispi(5) of fee fessani nation Mve 4-Mstofy of 
■human rights abuses, tW history Should be. aossldered In 
assessing the poteati^l for esjnonric iftfery. physical feirpi,.^r 
other restriefitto offeovement, md whether the diBsentiitetion- 
,should ba made; la cases where there is a reasqnabib basis to 
anticipate feat, the dissentihatfon. will result in.’tecnofeibniisry; 
physical harm, or other .restriction o f mdvenaeiti (i) the 
approval of foi hiS A's Signals Intelligence QiretotprTiill.abc 
be required; end (iij ifdiSseminaticn is approved* NS A will 
undertakb te&sonabfo steps to -ensure feat fob disseminated 
information will be used io manner consistent with Uaifod

SmaTZ/COMlOT/fflBLTO USA 0?fe31tilCg
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States Wj including Executive Qrden- Nb. 12,333 and 
qjpucabje fedaral cririinai statues.

snpj-ovfeJ pursuant to procedures, aaa iafertifeCtica 
regarding Speh nissasnhattoas and approvals shteti bemade 
avn£l able far review by the National Security Division, Urtitod 
States CtepsrtgieHt ofAistice, bn Jit least an anauaJ basi^

4. fe^hrdlng.. dj'ss<®liii3iiQ0 of evidence of'? udjii& SeoliariB 5^a)^2jgnd 
6(b)(>0 ,$f these staadatd NSA; F1§A proeedares sha,tl be rupcnedei bjc flw 
foilo.Wihfc

uitamtei’ori that is nctt.^teagn. tnteili’gshdp tnft>rnpalXoia^.-but 
reasonably ■appears to “bis-efviijesiije-of a crirpu thai baa been, h 
bcirig, cr is about to.be-iXftAWj'ttod, njay fetS di<se^isia*M.Cijiciudi$g. 
United Stites petaqn identities) to thaFBI and otbet ■appropriate 
federal law enfercemeni audtorities^in'acoordarice 'twth.SS U-^Cti 
§ li&06(b), HhAritive Order W #We applicable, th*
trirrtej reporting-procedures set oiri ki the .August 1995 

of'Undentending: Reporting nflnforoatioii
■Gpri earning Ffederal Cnrnes,' or any successor document

5. "The following shall be added to fcEM-of’SerfijCtti 6-cf these- standard N.SA 
FISA procedures:

NS A may disaeinxttate all oo-r.niuaiorric-hs.dcquh'fflitc the-CIA,

(c) The following additional igtcd:fixations-tn 'tlje standard-N SA FISA 
diinfftiaaticn, procedures. for drittremyl sarvteillajice:;. ■

L Nbty.'idtstendipg.scctiorta raid fe),,5(b), and16(A) of lh§ standard

2. ’Seotimx j(fe)(a) offeese standard NBA FISA •ihiu'iiiiizatiOS: procedures 
is,, deleted and replaced.'with:

T> the extent reasonably postibtey NSA parictinel With' fleets-to. 
the data acquired jaursimat to this authority sfeal querizthe data fcfa 
glanilBf‘designed to iainimiEfe the, review of ECrmmunicatiorpj of gt 
concerning tek P<ssms that da not tiontaiii ft>fsign&telli-g^iob- 
mfbrtn&ticm dr eyictettoe tjf a crime.

ri?:a~'rTr;'j'CQ\T? rr/TJiL t0 usa
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3. Section 3-£s)(i) of these standgid M'S A F1SA 33idfoiisflk>fi JjfQc.adxea, rciaiitig 
to 'absences "ftora ctctoises under surveillance’' tty agtat$ of 'ft fortiga pG^e^ 
sljaii fiOt apply to fois Surveillance,

4. Ail informationp'drsfosatfo'-foe. 
Gastlfiwtibii or foe Attorae^euera^^S^rnt^^tateg ana the Director of 
Rational JiiteiligeijpftsbaR be treated tinder obese prKMdurts. foe same <-ti3.m^cy.- 
£S fofornlBiibn, collected through electronic gptfmilgnce:

5. The foifowiGg ifflitencte sha$ chadded tJte'dtid qf Sebsccccru $^g)
standard NSA FKA.igfoimizaMBri pracefoites .elpgttOj<o susvetllaiice,, 
be^rniit^n^sssctipn ^nypc^KjujiicatioKS acquired jhjjpiigh Ifyj
targeting q£ a person who at the &ie of targeting \3 rsasdaabiy Wished to.feef 
Ideated bfo^tte ths United States buti$ located foSid^iije.iJrdte  ̂-S&feS &' 
foe iiiiie such cjrrjnpnioadQQS'are. acquired shall be destroyed uppn fecpgairicin- 
Jfewever, fog Director .ofNSA ia$y atfihfsize jeteptiM, use, apd'fosscffifoaiioti qf 
slich wj&foaaicstio^Jf he,detentna#S fo Fritfog that'they ctyttafo
forctgH Weffigenca uiforn^don.”

BaQUWOMLWfofoL IU Lfoi

. - tr*4
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PROCEDURES USED M THE CIA IN CONNECHQfi. WTIB 
ACQUISITIONS OF FOREIGN' INTELLIGENCE!

SECTION 10SB OF IB FOREIGN EvTELLIG-ENCE- .SURVEILLANCE ACT OF 1973, 
ASAWtfW .

With'irespect to unminimized cemmunicai-Qns the Central Loielligenae Agency (ClA) 
receives froxnxhsNaiional.Security Agency (N'^A) o- tteFederalE'sreanc-finvesdgaridnthatis 
■acquired pursuant ip a 'cEirtiScaden of this Attorney Genera) cf the-Unitod SiiteS and theDitector 
of tfetidaal Intelligence (DNI) tendej Section 1Q5B pfthe Foreign Intfffigends SinveiilaBce Act 
of 1978, aS'amended (FISA)'., the CIA will foliow die "CIA. Minimization Procedures,.for
Initiation. From. FISA Blectrpnic .Surveillance Conducted by NS A11 (hereinafter- “CtA 
muiiiiiiz'dUOQ procedures.''’^ Tihich Save been aAtpted'bydse .me were fifed

. with the Foreign Jnteili^exice SdtveiUancs 'Cote? m docket auaibet^^^H(atia.ch4d
iW»l

with theTofiowing^modifidaticasj

CL B'Yt 1233.19jS
CL REA5OH-; 1.4(pl 
L2CL 0J«t 2CJ21COS
DAV COL. S-M

58
SECRET//30521Q0S

CLAS.S IF1 ED ANNEX 0 OH000 OSS



CR 0742
Approved for public release by the DNI 20140909

1

59 CLASS(Fl£p AHNSa QQ$Q0OO§&



CR 0743
Approved for public release by the DNI 20140909

60

SECRET/TWamg

3

CLASSIFIED ANNEX 00.0000057



CR 0744
Approved for public release by the DNI 20140909

*lg33

K

AMENDMENT 2

REQVEST
THE DIRECTOR OS KaTIONAL LNTElXtOW^E TO AGQVlRE FOMglOBt 

mELLl^E^CE-lWWRMATlON  WRSUAXT TO SECTION 1Q5B OF THE FOREIGN 
IWHXIGENOE SURVEILLANCE ACT (F®y ■

oversight.

^§k These procedures: address $) the process th^edera^ureu^fli^esdgitiG^TBlMvuhise 
in acquiring £<jr?igd inielJigence

aflt>icati<>ns! accbunts/'acdressesAaentiHcrsI 
'Designated Accounts’’)'3d beingusedby peRoSSbSoi^eSev^^^^

"fed Stales, Hi) iho FBI’s documentsEon of.jhAt process, arid pH) cbi&$laDce and

Classified By. PSCO
ReasoiU EQ. 12953 Stolen L4((ej) 
Declassify On: OCTOBER i(,2032
SECRET// JANUARY^ 2033-
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JjWAM 23-7933.

10. faiaiizari&Q procedures t&ttfteEBT, Will Usewkfrrcspeci' tip 
it acquires, pursuant to.th$ a&Qve-jefctsOCed Certffiqa 

procedures sei forth in the Goswiffietii.’s Motion fot Ag Orders Perntihing
Modified Mirdfouzarion Jrocedqres .filed in Doqketyio as extended .and' utpdidoi
by■orders, of’tfee Foreign foteHigetfos Surveilltoicb Cod , after "FtSC*^ most 
recently on December 2'007, with rhe: following .modifications;

b. References to "United States person agent ef a foreign power'* shail ba understood, to 
refer'to United States persons reasonably believed to be .Ideated outside the United 
States against whofii-fott Attorney General has authorized the acquisition pf foceitfo- 
Lteiligenoe information pursuant1 to section 2.5 of Execmiv© Order 12333.

c. References to "iidii-UniliM States pdr&oii agchf of a fofelgff power" Shall be 
understood to refer to1 non-Untied States persons reasonably believed fa be located 
outside the United States.

SECgW JANUARY 25,2'):C
.- 3
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H. (ti) fiOCUMEWTAWM

oversight

1The FBI (nspecflcij Division 'will conduct -OTfc^ighf of FBVs exercise of the$d 
procedures. ITus overdglU will iiicltite-periodic rers^’bj- FBI Inspection Division 
personfiel to evaluate the impjementatioji of deprocedures and the ttaitiing, given io 
relevant personnel. The first such review; shall -tj&e place within thirty days qf th^- 
in?plenient&uon of these prexiedures, and subseqiteflt reviews shall occur on a quarterly 
basia..

I

IS.^S^The Dqjartuwnt of/ustjcefpCXJlaMtbi .Office of theDirfCSorof Hatfonal; ■ ■
fatelliggnce (ODNT). will conduct Oversight of FEtf's exetcfse of the authority tlndefi 
Seotiofl 1&5B of the FISA, ^hiiab^U include periodic reviews by DO J and QDM 
personnel. to SVahiale die1 ifSplerrientatjori ®f these '*Mtoeedures4 The first review shall 
take place within fourteen days of the implementation of this .acquisiti-on, .and subsequent ^l;
visits shall pccsit at least’oncB every sixty -days..

FBI will report to DOJ. through (the Deputy AxsisifiotAttpritey General in the 
SJatJonal Security Division with respcr-sibdity for ifttedligeaaos operations aid Oversight, 

. to ihe-QDNl Office of Genety! iCbiffisei, andtOdhe CDNI Civil LibeiilesPivtectiort " 
Officer any incidents of nGracoftipliance with these prixjgdurS^lsy FBI personnel Within • 
7'2 hours of learning ofthe incident.

-gSCRET/f JAJWA^y 15,
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CERTWiCATlON Qj THE ATT.0 WW GENERAL 0$ THE USiTEB'STATES
FU WANT TO IS U.S.C. § 2511

iirecdve to Yahoo, ta-.j (Yahoo) signed by the'Acting,Atteto^
^h&Piiasrtor of ShrftohM.1ntelTgenofe.ett- 2W’fe

piirsuaiit to the abovc-referencsd CertiMaitoiL- A tone., 
;e is toac had. hereto and incorporated. bytsfersiic&correct and comp tote copy 

herein.

yyfto respect to of fcreign
htfeiligfiiic? ir/ohr&tia^.aU^or^ed'm DNrAG i.05B-CertiScatio£HB|'arid. ihi'asEQrd^s-^tii' 
'sgetfen 6(c)^d) of the Protect America Act of 2067, aa ax&dded, I csrd^Wha warrant or 
court prdtois required by Law,that idU. Statutory toctojemexits have btefi trier, atoi that ths 
totostitooc ciiuqtadwith tespeot tvth9tobov.e->refercncsd CertifiCaYtn is teptorsd by the-- 
Gtfveftttbdnt; in order to accompflish Ms ad^to^ti'bn, This aasistojee is required fbt s pyeritod of 
site year from, the date that Cerftficattoii was- executed..

Yahoo shall noLdisctoss the existence of any iriter.'csptic'xi or surveillance or tbe-dgvi.ee 
used to accomplish any ifatextBpdonot sapfcilitoto3- itodednken.pur5paut.to the.uewve-rei^repe?!! 
Cerdficatidrii axbept as provided to seertian' 1 Q?B(fty of the Foreign Ipteljigsncs SiteseillanBe Ato 
of 3$ amended, ar as may ofemvise 'H required -bylegai prodgss. tftjd'tfien puly^er prior 
uctificrticp..tn the Attorney GetreraL ■

tn all otMr respects the utideSsigdqd represents toatthq DituciiVa in thcabotte-tefetonced 
maSer'is consistent with and aqthqrtoed by the laws of the United States.

Paul, D, Clement
Attong Attompy General df tlto United States

Signed: February 16A 2 60S

." SECRET
1
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SECRET

DIRECTIVE DP TSE DIRECTOR OP NATIONAL ANDTEE
ATTORNEY GENEPLALTURSVaNT TO SECTION 105B OF 

INTELLIGENCE SURV’ElLLA^rCE' ACT OF AS AMENDED

TO: Yfehob Bic, '
RE; DNI7AG LOSE Cariffitatl D.

(1)

ThdDL^Wt &f National Intelligence arid the Attesney General assented in. wrteing .and 
under oeth, based tei a supporting ffiidayit, ^e^p^e^itfpr^iGed.'Certificatibijplifcsuaiit'te 
section 1Q5B of the Foreign tnteiligKiGft SprteUlfntte Act df l?724AS aipejtd^d 
thereby prizing flie atGuisitten of forage, inteffi^pncc irtf orsnatidfr conc-Kiihig perspha
leaatHja.bly’belisvbti teb^Mtehie the tloited, $tafes... The CeriificatiDa was executed by the- 

nndby tha Director of blteitaai Inteilige-ncs emJ
2 0'07 . &p0c£n.qaljyk f oS^or of National Intehigtiicte.and tfte Attente-y that;

th era are reasonable prortedtites 14 pistols' for detgrnriT’ng that the- 
acquisition: af {brags Intelligence initeiuutiau inndaf sedtlon 105$ c^t-te
Apt ponperns persons reasonably behuvad'-is be located ojftfcftfc the United- ■ 
States, sed stub pfotettres viil b? subject tp review cf the Foreign 
Intelligsac-e Suryinlluces Court plitBjxad.1 to secdttl 105C of tbs Ast;

the actyhsittoh does-aof coa&tifeite.electrcniE survedhance $$ defined in. 
secliotL 1 Qlffjof jire Act;

d» acquisition involves obtaining ihe -fbteigd mtelfigsnce infBjmahdp 
from or nith T-fe BSsishffiiM of ffiptenrunications service providers, 
Gustodiwiii or-o$cf persons (hqludjJig-i&y officer^ anpjoye^ agent,ror 
other specified person of soct s«--dce ptovi,dprs,.cu5todteps} nr Other 
psAons) who nafa auebss. to. cunnmuneaMcns^ either te they sra 
transmitted or while theyiarp ?teied» ct .eqtiipxntnt that Is being' or may’be 
lasedto-transmit or store sUSh (Whhwidqa&?iis.i ’

0)

C*J
(5)

a sigijif q£t$t’pU£p6se of ther ac^alsiUca is to obtain- fbreign jnfeUigsHcg 
infcrmciicr:; afid .

&.$• minimization procedures to'be used1 yritii respect tp stibU actjldsitioh;' 
activity ropbf the definition., of adjifcnfeatibnprocefluiM. under section. 
With) of the Adj.

Glassified- byr That Artarney General 
Reasrm:
Declassify
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5ECPJET-

The aoqmsffioii of such, infbraidtich purstaht to abpvd-refeeriC^d.QertiS<?afc?iiwps
aafhcdzed fedawriodar one year OTTn’fhe data that Cerdtkadori. was e&ecufetL This tojtfeity 
’syj.teqais qh^^^^B,Q0A

al a mutua&y -afera&d. upon fennel.

r
lac,, isiflSdSs its. affiliates, subsician&s, assigns ana b 

yicLudlngiany offer, employee, agwik Pt other spearSed personfaercof^hereinaftirzefniradit) 
collectively as Yahoo^ is hereby directed, pursuant tfj sc cron W5E(«X1; of ths Act, to 
irtnftediately provide the Govsrament’a'ith all. infonnafic^, farSlifies, Slid dssijtafe necessary to 
•^ocomplislrttiis feerftiisidptt in Bilcii a, itiajiQep $4* will, protect the secrecy of tfeacgufeltioa and 
produce a minimum of irtterretencs ‘with the ccrv'fe AatYahijo provides^

Yahoo is further directed.ptffsliani-to •seoti&B lC3B(e?|p) of the Act, to. maintain udder 
securiiy’jjipcMuiss. approved, by the. Atlofey General and die director of National intelligence 
any records conccmingthe acquisition or the aid furnished that Y«$ioq wi&hed to WfefidS'*

The tidVsrtnfietit shtfl.Wmpetis.ate Yahoo 'at the prevailing,rate for providing,infoimatk®, 
feoUitiES; or assistance jn^atadt to this Directive.

Pa lu___ ’___ _
Teter p, Keister 
Acting. Attorney General of the United States

Signed; 2007

J’M IvicQpnneil
Director of National Intelligence

Signed'

SZC'gXT'
•« » .-'i

2.
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CSWtUW OF W ATTO-KNEY GENERAL OF T^& VhWDSTATES 
?L*RSlANT TO 13’§2311

With. jsspest^ta tofajsttfan elf'fbre^.fatajligencfi fafajmjfaontafahdrikai fa DM/AG 
105B owiaj^ feat no .waxcant'm courf.ordarisua<pfeMby<M^yth^Afi
statatcry^jfaefaeat?.havshKai  fast, ^fafat^agpistapSte diluted MS0j3-iflis^r tp-fae abo^Br 
i3feEenc®a Certff’catlsuis ©qfafsd by the: CiQvtjnraea't faordw taaexiap'nsh fids ac^u^tHi. 
This' assistance!? requiredfar a, period of one ye®.fara the-date-fast O^jsWteawsf esW«4.

Yaifft> shall jiot'ifecJos^fae'&xfatadce erf fay jntexfai:on,ar farteillfa^ortbe deyfaa 
used to aocoELplisii spy fatersepticn Qt sutveSlaiBce undertakenpursuant tn fap aboye^se^saced 
CemnCfaifa, sxfle.pt <$■ Urcfaded fa section ISSSB^ of the jn'rdgfi fatefli^fi^^Safa/eiilfajQe;  Aqt 
(sf 197S; as faafadafa 01 as mayofafa'ViSeberacub'M'byl.egzl pjijpsSg fad thfaoulyafar fa'to 
norigsatibn to fae Atfafas/- Gen&tal • ,'

fa all nfa&rsigfad .nfaestton fajjt fas Ot^iftiyS fa fae faofa-t^fefancfa
fastfar’is- oodsistEtft wifaai5d%ufaoii!$d b? fasten pfflfe tfai&d States'.

♦

v

src&eT^- • ■
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