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INSPECTOR GENERAL 
DEPARTMENT OF DEFENSE 

400 ARMY NAVY DRIVE 
ARLINGTON, VIRGINIA 22202-4704 

MEMORANDUM FOR SECRETARY OF DEFENSE 

June 26, 2009 

SUBJECT: (U) Report on Review of the President's Surveillance Program 
Report No.: 09-INTEL-08 (U) 

(U) We are providing this report for your information . This report fulfills the DoD Inspector General's requirement pursuant to Section 30 I of Public Law 110-261, the Foreign Intelligence Surveillance Act (FISA) Amendments Act of 2008 (the Act). This report, along with reports prepared by the Inspectors General of the Department of Justice (DoJ), the Office of the Director of National Intelligence (DNI), Central Intelligence Agency (CIA), the National Security Agency (NSA), will be summarized in a comprehensive report as required by the Act. 
(TSMSTLWtfSIIIOCffNF) Results. The DSD role in the establishment and implementation of the PSP was limited, with the burden of program execution residing with the NSA. We determined that there were six OSD officials with access to the PSP. These individuals bad limited involvement, and did not make any additional tasking decisions beyond those directed for NSA implementation. We are aware of no other OSD involvement in the PSP. 
(U) Background. The Act requires the !Gs of the DoJ, DNI, NSA, the DoD, and any other e lement of the intelligence community that participated in the President's Surveillance Program (PSP)1 , to complete a comprehensive revie,,v of, with respect to the oversight authority and responsibility of each such IG: • All facts necessary to describe establishment, implementation, product and use of the product in the program • Access to legal reviews and access to information about the Program • Communications and participation of individuals/entities related to the Program 
1 (lJ) Tue Ptesident's SurvcillBnce Program is defined ill lhe Act as the inlelligence activity involving 
communications tnat was authorized by the President during the period beginning on September 11, 2001, 
nnd ending on Janual)' 17, 2007, including the program referred to by the President in a radio address on 
December 17, 2005 (commonly known as the Terrorist Surveillance Program). 
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o Interaction with the Foreign Intelligence Surveillance Court and 
o Any other matters identified by the !Gs 

(fSllSTLW/./.SU!OCl� Scope and Methodology. We conducted this review to ex.amine the involvement of the Office of the Secretary of Defense (OSD), Department of Defense (DoD), in  the establishment and implementation of the .President's Surveillance Program (PSP). We interviewed current and former officials within OSD th.at bad access to the PSP. We withdrew our request to interview Secretary of Defense Gates because he was provided access to the PSP after the program ended. The former Deputy Secretary of Defense Dr. Wolfowitz declined our request for an interview. We reviewed all relevant documentation within OSD and NSA related to OSD's involvement in the PSP, We also reviewed documentation at DoJ related to the PSP, 
(U) The I Gs of the DoJ, DoD, DNI, NSA, and CIA issued an interim report on September 10, 2008. In the interim report, the DoD IG stated that he would examine the involvement of the Office of the Secretary of Defense (OSD) in the establishment and implementation of the PSP. The NSA, as an agency within DoD performed the requirements of the PS.P. As  such, the NSA IG is conducting a review ofNSA involvement with the PSP separate from this memorandum report. 
(TSN6TLWH61/JOC/INF) Implementation and Establishment of the PSP. The OSD access to the PSP was limited to six individua!s.2 Those individuals are Secretary of Defense Robert Gates; fonner Secretary of Defense Donald Rumsfeld; former Deputy Secretary of Defense Paul Wolfowitz; Under Secretary of Defense for InteUigence (USD(I)) James Clapper3; former USD(I) Stephen Cambone; and Principal Deputy General Counsel Daniel Dell 'Orto. 
(TSlfSTLVIHSll/OCI/NF) The PSP was an extremely sensitive counterterrorism program focused on detecting and preventing terrorist attacks within the United States. The PSP was authorized by the President every 30 to 45 days and was initially directed against international terrorism; after March 2004, the PSP focused specifically agaiust al-Qaeda and its affiliates. The Director of Central futelligence (DCI), and later the DNI, would prepare a Threat Assessment 

1 ffSilS'ffNl/fSYIOC/fUF) 3�ewy Gal.es and Under Secretary Clapper were provided access to lhe PSP 
o.fier the PSP was lransfe1Ted lo Foreign Intelligence Surveillance Court supervision. 
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Memorandum, which validated the current threat to the United States. The Secretary of Defense would review and sign the Threat Assessment Memorandum. On three occasions, Dr. Wolfowitz , the former Deputy Secretary of Defense, signed the Threat Assessment Memoranda in the Secretary's absence. On twq occasions, Dr. Carnbone, the former USD(I), signed the Threat Assessment Memoranda when Secretary Rurnsfeld and Dr. Wolfowitz were unavailable. 
(TS//STLWHSf//00'/Mf') Once the Threat Assessment Memorandum was signed, the President would then sign a Presidential Authorization with the Threat Memorandwn attached. The President would task the Secretary of Defense to employ DoD resources to execute the requirements set forth in the Presidential Authorization. The Attorney General, or his designee, would certify the Presidential Authorization for form and legality. The Secretary of Defense would then direct the actions authorized by the Presidential Authorization to the NSA for implementation. On one occasion, Dr. Wolfowitz, the former Deputy Secretary of Defense, directed the Director of NSA to implement the Presidential Authorization, .in the Secretary's absence. On a separate occasion, Dr. Cambone, the former USD(I), directed the Director of NSA to implement the Presidential Authorization. 
(TSh'Sl/tNF} Interaction with the Foreign Intelligence Surveillance Court. Dr. Wolfowitz also executed two declarations� Intelligence Surveillance Court. The first, executed o�was ih support of the Government's Application seeking renewal, in part, of the authority to install and use en re • ster and tra and trace devices, in order to obtain information pursuant to the Foreign Intelligence Surveillance Act o (.fl�AJ, :.mu:s:C. sections 1801-1811, 1841-1846, as amended. The initial authority under FISA to install and use pen register and trap and trace devices for that purpo�oreign Intelligence Surveillance Court on July 14, 2004-

-1/,'NFJ Dr. Wolfow itz's second declaration was executed o� That declarati-· response to the Foreign Intelligence Surveillance Court's Order requiring the Government to submit a declaration from the Deputy Secretary of Defense discussing NSA' violations of the Court's July 14 Order authorizing NSA to install �ap and trace devices in order to obtain infonnation about-In that declaration, Dr. Wolfowitz stated the circumstances surrounding unauthorized collection that occurred, the disposition of information collected without authorization, steps NSA took to remedy the violation, and measures NSA implemented to prevent recurrence of such violations. 
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APPENDIX (U) 
REPORT DISTRIBUTION LIST {U) 

(U) 

OFFlCE OF THE SECRETARY OF DEFENSE Secretary of Defense Under Secretary of Defense for Intelligence Deputy General Counsel, Intelligence 
OTHER DEFENSE ORGANIZATION Inspector General, National Security Agency 
NON-DEFENSE FEDERAL ORGANIZATIONS Inspector General, Director of National Intelligence Inspector General, Department of Justice Inspector General, Central Intelligence Agency 
CONGRESSIONAL COMMITTEES Senate Judiciary Committee Senate Select Committee on Intelligence House Judiciary Committee House Permanent Select Committee on Intelligence 
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iSffNF) CIA Participation in the 
President's Surveillance Program 

(U) EXECUTIVE SUMMARY 

(SIi.NF}-Title ill of the Foreign Intelligence Surveillance Act (FISA) Amendments Act of2008 requires the Inspectors General (!Gs) of the elements of the Intelligence Community (IC) that participated in the President's Surveillance Program (PSP) to conduct a comprehensive review of the program. The results of our review of CIA participation in the PSP are presented in this report, and will be included in the comprehensive report required to be provided to the appropriate committees of Congress 
by 10 July 2009. 

(TSl,ISTLWNSY/OCINF) The C[A prepared the threat assessment memorandums that were used to support Presidential authorization and periodic reauthorizations of the PSP. The threat assessment memorandums were prepared by personnel from the CIA Each ofthe memorandums focused on the current threat situation and did not prov1 e an assessment of the PSP's utility in addressing previously reported threats. The threat assessment memorandums were signed by the Director of Central Intelligence (DCI) and forwarded to the Secretary of Defense to be co-signed. Responsibility for drafting 
the threat assessment memore.ndurns was transferred to the newly-established Terrorist Threat Integration Center in May 2003 and retained by mC's successor organization, NCTC (the National Counterterrorism Center). The DCI continued to sign the threat 
assessment memorB.ildums through 15 April 2005. Subsequent memorandums were signed by the Director of National Intelligence. 

(TSIISTLW/,'SI/fOCli'W) CIA analysts and targeters, as PSP consumers, tasked and utilized the reduct from the rogram in their analyses. 
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" • ,, , , o e n uec , other senior CIA officials e • ate ie ed to· d that t essed a ap in 

However, collection of such communications required authorization under FISA, and there was widespread belief among senior IC and CIA officials that the process for obtaining FISA authorization was too cumbersome and time consuming to address the current threat. Current and former CIA officials emphasized the increased timeliness, flexibility, and access provided by the PSP as compared to the process for obtaining a warrant under 
FISA 

(TS//STLW//SY/OG'NF) The CIA did not implement procedures to assess the usefulness of the product of the PSP and did not routinely document whether particular PSP reporting had contributed to successful counterterrorism operations. CIA officials told us that PSP reporting was used in conjunction with reporting from other 
• • 

,1.,,...,.�----· 

officers, even those read into the program, would have been unaware of the full extent of PSP reporting. Consequently, there is no means to comprehensively track how PSP information was used. CIA officials were able to provide Only limited infonnation on how program reporting contributed to successful operations, and therefore, we were unable to independently draw any conclusion on the overall usefulness of the program to CIA. 
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(3#1.W, Several factors hindered the CIA in making full use of the capabilities of the PSP. Many CIA of�ld us that too few CIA personnel at the working level 
were read into the PSP. -officials told us that CIA analysts and targeting officers who were read in had too many competing priorities and too many other available information sources and analytic tools-many of which were more easily accessed and 
timely-to fully utilize the PSP. CIA officers also told us that the PSP would have been more fully utilized if analysts and targeting officers had obtained a better understanding of the program's capabilities. Many CIA officers noted that there was 
insufficient training and legal guidance concerning the program's capabilities and the 
use of PSP-derived information The factors that hindered tho CIA in making full use 
of the PSP might have been mitigated if the CIA had designated an individual at 811 appropriate level of managerial authority, who possessedlrnowledge ofboththe PSP and CIA counterterrorism activities, to be responsible end accountable for overseeing 
CIA participation in tha program. 

(TSflSTLVJliSYIOChff) There is no indication that personnel from the CIA 
Office of General Counsel or other CIA components were involved in preparing the legal memorandums supporting the PSP that were produced by the Department of Justice, Office of Legal Counsel (OLC). CIA OGC personnel bad very limited access to these memorandwns. 

(Snl'W) Seoior CIA officials participated in meetings with a New York T;mes 
editor and reporter and senior Administration officials concerning an article the newspaper was preparing concerning the PSP. 

Assistanl Inspl!ctor General for A.utlit 
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(U) BACKGROUND 

(U) Origin and Scope of the Review 

(U) Title ill of the Foreign Intelligence Surveillance Act Amendments Act of 
2008., whlcb was signed into law on 10 July 2008, requires the !Gs of the elements of the Intelligence Community that participated in the PSP to conduct a comprehensive review of the program. ' The review required to be conducted under the Act is to 
examine: 

(A) a.11 of the facts necessary to describe the establishment1 implementation., product, and use of the product of the Program; 
(B) access to legal reviews of the program and access to infonnation about the Program; 
(C) communications with, and participation of, individuals and entities in the private sector related to the Program; 
(D) internction with the Foreign Intelligence SllrveilJance Court and transition to court orders related to the Program; and 
(E) any other matters identified by any such Inspector General that 
would enable that Inspector General to complete a review of the Program, with respect to such Department or element. 

(TSf/STLV✓/fSfllOC/NF) The interim report required under the Act was submitted to the committees of Congress prescribed in the Act on 10 September 2008. That report described the scope of the work to be conducted by each of the participating I Gs, which include the Inspectors General of the Department of Justice, the Office of the Director of National Intelligence1 the National Security Agency, the Department of Defense, and the CIA. Our review of CIA participation in the PSP examined CIA's : 
• Role in preparing the threat assessments and legal certifications supporting periodic reauthorization of the PSP. 
a Role in identifying targets for the PSP. 

I � The President's Surveillance Program is defined in tbe Act as the intelligence activity involving 
communications that was authorized by the President during the period begiMing on 11 September 2001, and 
ending on 17 Jaouary 2007, including the program referred to by the President in a radio address on 
17 December 2005 (commooly known as lhe Terrorist S\Jrveillance Program). The classified name for tbe 
President's Surveillance Program is "STELLARWIND." 
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The results of our review of CIA participation in the PSP are presented in this 
report, and will be included in the comprehensive final report required to be provided 
to the appropriate committees of Congress by 10 July 2009. 

(U) The President's Surveillance Program 

(TSI/STL\W/Sf,L/OGLNP) According to former Director of the NSA and fonner 
Director of the CIA (DCIA) Michael V. Hayden, initial discussions concerning the 
activities that would become the PSP occurred less than two weeks after 
the 11 September 2001 terrorist attacks in a meeting between DC! George J. Tenet and 
Vice President Richard B. Cheney. Although Hayden did not attend the meeting, he 
was told by Tenet that Cheney asked if the IntelLigence Community was doing 
everything possible to prevent another terrorist attack. In response, Tenet described 

_ Cheney then asked if there was more that NSA could do. 
This led to discussions between Cheney, Hayden. Cheney.'s legal counsel 
David S. Addington. and senior NSA officials. It was determined that the NSA had the 
capability to collect additional wire communications that could enhance the I C's 
cou.nterterrorism efforts, but that new authority was needed to employ the capability. 
The determination led to the authorization of the PSP by President George W. Bush on 
4 October 2001. 

(TS/ISTLVl/lSitfOCINF) The PSP was intended to help prevent additional 
terrorist attacks against the US Homeland. Although the authorized collection 
activities changed over the life of the program, in genera], the program authorized the 
NSA to acquire content and/or metadata concerning telephone and e-mail 
communications for which there were reasonable grounds to believe that at least one of 
the participants in the communication was located outside the US and that a party to 
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the communication was affiliated with a group engaged in international terrorism. The collection activities conducted under the PSP were brought under Foreign Intelligence Surveillance Court oversight in stages between July 2004 and January 2007.2 

(T&'/STVN/fSJ/IOS'NF) Under the PSP, the NSA collected three sets of data. The first set included the content of individually targeted telephone and e-mail communications. The second set consisted of telephone dialing information-the date, time, and duration of calls; the telep one number of the caller; and the number receiving the call-collected in bulk The third data - • ansactional 

(U) REVIEW RESULTS 

fSNNF) CIA Participation in the 
President's Surveillance Program 

2 (U) The Foreign I.atelligeace Surveillance Act of 1978 established the Foreign Intelligi:nce Survei1111Dce Court 
to oversee requests for survciUance warrants by federal a�ncics against suspected foreign intelligeace agents 
inside the US. 
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�Cli'fF) CIA personnel prepared the threat assessment .memorandums. 
that were used to support the initia r • • • • 
reauthorizations of the PSP. 

(TSl.!8Tl'.if.W&l#.l0C/Nf) CIA Prepared 
the Threat Assessment Memorandums 
Supporting Authorization of the 
PresJdent's Surveillance Program 

(TS/.fSTI.W/{SWOC/NE) The CIA initially prepared the threat assessment memorandums that were used to support Presidential authorization and periodic reauthorizations of the PSP. The memorandums documented the current threat to the US homeland and to US interests abroad from al-Qa'ida and affiliated terrorist organizations. The first threat assessment memorandum-The Continuing Near-Term 
Threat from Usama Bin Ladin-was signed by DCI Tenet on 4 October 2001.1 

Subsequent threat assessment memorandums were prepared every 30 to 60 days to correspond with the President's reauthorizations of the PSP. 
(TSIISTLW//Sf/l{)CiN.F:) The DCI Chief of Staff, John H. Moseman, was the CIA focal point for preparing the threat assess ent memo According to 

Moseman, he directed th to prepare objective 
appraisals of the current terronst t eat, ocusing primarily on thr.ats t the homeland, and to document those appraisals in a memorandum. Initially, th analysts who prepared the threat assessments w. read into the PSP and did not know how the 
threat assessments would be used. analysts drew upon all sources of intelligence in preparing their threat assessments. Each of the memorandums focused on the current threat situation and did not provide an assessment of the PSP1s utility in addressing previously reported threats. 

3 '(Sf,'Nr} The title of tbc threat assessment memorandums was changed to The Global Wor Against Terrorism in 
June 2002. 

7 

TOP SEGRET#STLYJHHCS!GOMINTNORGONINOFORN 

fOf) SECRIET//SiLW,'-n �CSfCOWHNfHORCON/NOFORN 



TOP SEGRETNSTlWHIHICSICOMINT#OR�Q�ELEASE 

TOP SECRET#STL'IJl!HCSJGOMINTHORCON,<NQFORN 

{'fSNSTLWIISI/IOCINF) Afte-comp leted its portion of the memorandums, the DCI's Chief of Staff added a paragraph at the end of the memorandums stating that the individuals and organizations involved in global terrorism (and discussed in the memorandums) possessed the capability and intention to undertake further terrorist a ttacks within the US. Moseman recalled that the paragraph was provided to him initially by either White House Counsel Alberto R Gonzales or Addington. The paragraph recommended tbatthe President authorize the Secretary of Defense to employ within the US the capabilities of the Department of Defense, including but not limited to NSA's signals intelligence capabilities, to collect foreign intelligence by electronic surveillance. Tbe paragraph also described the types of communica tion and data that would be collected and the circums tances under which they could be collected. 4 The draft threat assessme�orandums were then reviewed by Office of General Counsel attorneys assigned t�and Acting General Counsel (Sea.ior Deputy General Colll'.l5el) John A. Rizzo. Rizzo told us that the draft memoraa.dums were generally sufficient, but that there were occasions when, based on his experience with previous memorandums, he thought that draft memorandums contained insufficient threat inforrnation or did not present a com� case  for reauthorization of the PSP. In such instances, Rizzo would request tha-provide additional available threat information or make revisions to the draft memorandums. 
(TSNSTVlH/SE//OCfHF) The threat assessment memorandwns were then signed by DCI Tenet and fmwarded to the Secretary of Defense to be co-signed. Tenet signed most of the threat memorandums prepared during his tenure as DCI. On the few occasions when he was unavailable, the Deputy Director of Central Intelligence (DDCI), John E. McLaughlin, signed the memorandums on behalf of Tenet. McLaughlin also signed the memorandums in the capacity of Acting DCI in August and September 2004. In November 2004, Porter J. Goss became DCI and assumed responsibility for signing the memorandums. There were no occasions when the DCI or Acting DCI withheld his signature from the threat assessment memorandum. After they were signed by the Secretary of Defense, the memorandums were reviewed by the Attorney General and delivered to the White House to be attached to the PSP reauthoriza tion memorandums signed by the President. 
(TS//STLVl/lSf!i'OCNF) Resp�ity for drafting the threat assessment memoraa.dums was transferred froaallllto the newly established Terrorist Threat Integration Center in May 2003. This responsibility was retained by TIIC's successor organization, NCTC. The DCI continued to sign the threat assessment memorandums 

4 {U) fahibit B presents the conclusion and recommendation paragraph included in the threat assessment 
memorandum dal.ed l O January 200S. Similar languege was included in each of the memoran�s. 
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through 15 April 2005. Subsequent memorandums were signed by the Director of National .Intelligence.s 
(U/IF800) CIA Tasked and Received Reporting 
From the President's Surveillance Program 

{U/IF8Y8) Procedures and Standards 
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(U//Fef;f8) Reporting Provided In 
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(Uf.!FOl:JO� Primary CIA Users of the 
President's Surveillance Program 
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(U//FOUO) Senior CIA Officials Believe 
That the President's Surveillance Program 
Filled an Intelligence Gap 

{TS//Sl'LWI/Sf/lOCINF) Former Directors Hayden and Goss, fonner Acting Director McLaughlin, and other senior CIA officials we interviewed told us that the PSP addressed a gap in intelligence collection. Following the terrorist attacks on 11 September 2001, there was concern that additional acts of terrorism would be perpetrated by terrorist cells already inside the US. 

owever, co ection o sue commumcat1ons require au onzat1on unaer 1' l:SA, and there was widespread belief among senior IC and CIA officials that the process for obtaining FISA authorization was too cumbersome and time consuming to address the current threat. 

13 
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(U//FOOQ} The CIA Did Not Assess 
the Effectiveness of the 
President's Surveillance Program 

(TSl/8TLWNSI//OC/NF) :r'he CIA did not implement procedures to assess the usefulness of the product ofthe PSP and did not routinely document whether particular PSP reporting had contributed to successful counterterrorism operations. CIA officials1 including DCIA HaydenJ told us that PSP reporting was used in conjunction with reporting from other intelligence sources; consequently, it is difficult to attribute the success o f  particular counterterrorism operations exclusively to the PSP. In a May 2006 bri�o the Senate Select Committee on Intelligence (SSCI), the Deputy Director .. said that PSP reporting was rarely the sole basis for an intelligence success, but that it frequently played a supporting role. He went on to state that the program was an additional resource to enhance the CIA's understandin�terrorist networks and to help identify potential threats to tl1e homeland. Othei:all officials we interviewed said that the PSP was one of many tools available to them, and that the tools were often used in combination. 

15 

TOP SECRETh'STLWNHCS/COMINTHORCON>'NOFORN 

TOP SECRETNSTlWf/i iCS{COM�NTJJORCON!NOfORIM 



TOP SiCRETJJSTLWIJHCSfCOMINTHORG�Q�!1'ELEASE 

TOP SECRETf,'STLW#HCSfC0�INTHORC0N/N0F0RN 

(U) Counterterrorlsm Successes Supported 
by the President's Surveillance Program 

(8//NP) Despite the fact that CIA officials we interviewed did not provide much specific information onPSP-derived counterterrorism successes, some key counterterrorism operations supported by the PSP were cited in briefings presented by CIA officials . In March 2004, the CIA provided a series of three briefings at the White House to senior Administration officials and Congressional leaders . These briefings included operational details concerning the.PSP as well as examples of program successes. In Ma�06, the Deputy Director,.briefed SSCI members and staff on the usefulness to- of the PSP. 
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(SftNF) Several Factors Hindered CIA 
Utilization of the President's Surveillance Program 

(i/lNF} Several factors hindered the CIA in making full use of the capabilities of the PSP. Many CIA officials told us that too few CIA personnel at the working level were read into the PSP. At the program's inception, a disproportionate number of the 
17 
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(SI/UF) .officials also told us  that working-level CIA analysts and targeting officers who were read into the PSP had too many competing priorities, and too man the information sources and anal ·c tools available to them, to fully utilize PSP. 
officials also told us that much of the PSP reporting was vague or without context, which led analysts and targeting officers to rely more heavily on other information sources and analytic tools. which were more easily accessed and timely than the PSP. 

(S//NF) CIA officers also told us that the PSP would have been more fully utilized if analysts and targeting officers had obtained a better understanding of the program's capabilities. There was no formal training on the use of the PSP beyond the initial read in to the program. Many CIA officers we interviewed said that the instruction provided in the read-in briefmg was not sufficient and that they were surprised and :frustrated by the lack of additional guidance. Some officers to ien le al idance on the use of PSP-derived information. 

(Slim) The factors that hindered the CIA in making full use of the PSP might have been. mitigated if the CIA had designated an individual at an appropriate level of managerial authority, who possessed knowledge of both the PSP and CIA counterterrorism activities, to be res onsible and accountable for overseein artici ation in the ro 
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(U) CIA Had Limited Access 
to Legal Reviews of the 
President's Surveillance Program 

(TSI/STLWf/SIHOffifF) There is no indication that personnel from the C IA Office of General Counsel or other C IA components were involved in preparing the legal memorandums supporting the PSP that were produced by the Department of Justice, Office ofLegal Counsel (OLC). At the time of the initial authorization of the PSP (4 October 2001), Robert M. McNamara, Jr_ was the CIA General Counsel. There is no record that McNamara was ever read into PSP, and he retired from the C IA on 15 November 2001. Acting Geaeral Counsel John Rizzo was read into the program on 21 December 2001, but, at that time, he was not provided access to the OLC legal opinions. Rizzo told us that by working through Addington, with whom Rizzo was acquainted, he eventually was allowed to read the OLC legal memorandums at Addington's office in July 2004. 
(TS//STLVl/fSWOCINF) Scott W. Muller became the C IA General Counsel on 24 October 2002. Although NSA records do not indicate that Muller was read into PSP, during our interview with Muller, he acknowledged having been read into the program and having read the OLC legal memorandums supporting the program. After JackL. Goldsmith became the Assistant Attorney General for the Office of Legal CoUD..'lel in October 2003, the OLC undertook a reassessment of the legal rationale for the PSP. Muller recounted discussions with Deputy Attorney General James B. Corney around March 2004 concerning the legal basis 

! 

Several of the senior CIA managers we interviewed said that, although they were concerned that the PSP operate within legal authorities, they believed that it was important to continue CIA 
1 9  
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participation in the program because CIA analysts and targeters had told them that the program was a useful counterterrorism tool. 
iS#NF-) CIA Officials Sought to 
Delay Exposure of the President's 
Surveillance Program by the New York Times 

(S,IINF) In October 2004, James Risen, a reporter for The New York Times, contacted the CIA Office of Public Affairs seeking an interview with DCI Goss concerning an article the newspaper was planning on the PSP. Senior officials from the CIA, NSA, Office of the Vice President, and the Office of the Secretary of Defense met to discuss a response. On 20 October 2004, DDCI McLaughlin and DCI Chief of Staff Moseman met with the Washington, DC editor of The New York Times, Philip Taubmaa, and Risen. According to a memorandum for the record prepared by Moseman, McLaughlin did not provide any details regarding the PSP or comment on the legal basis for the program, but he stressed that publication of tbe article would ex.pose, and potentially compromise, effective counterterrorisrn tools. 

Ultimately, based on assurances from Hayden that he would advise them of inqu111es om other news organizations concerning the PSP, Taubman and Risen agreed to hold the article and publish it only when it became apparent that other news organizations were preparing their own stories on the PSP. On 16 December 2005, The New York Times published its first article on the PSP: 11Bush Lets U.S. Spy on Callers Without Courts.11 On 17 December 2005, President Bush publicly confirmed in a radio address the existence of the disclosed portion of the PSP. 

20 
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Exhibit A 

(U) Methodology 

(U/fFOUO) During our review, we conducted 50 interviews of current and former CIA personnel who had been involved with the President1a Surveillance Program (PSP). Among the senior CIA officials we interviewed were former Director of the National Security Agency (NSA) and former Director of the CIA (DCIA) Michael V. Hayden, former Director of Central Intelligence (DCI) and former DCIA Porter J. Goss, and former Acting DCI John E. McLaughlin. We contacted former DCI George J. Tenet for an interview. Tenet suggested that we first interview his former Chief of Staff, John H. Moseman, and then contact him if we still had a need to interview him. Following our interview with Moseman, we contacted Tenet's office several times to request an interview, but he did not return our telephone calls. 
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(Uh'FOU� Management comments were r. from Michaeiil)il . Muller; John H. Moseman; the Director and the Chie lliiiiiii Their comments were considered in preparation of the al report. 
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Exhibit B 
(U) Threat Assessment Memorandum Concluding Paragraph 

[Excetpt from tho Global War Against Terrorism memorandum dated 10 January 2005.] 
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Exhibit C 

(U) Example of a Link Diagram From August 2002 
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Exhibit D 

(U) Review Team 

(U/tFOUO) This report was prepared by th.e Operations Division, Audit Staff, Office of Inspector General. 

This Exhibit is UNGLASSIFIED{fFOUO 
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(U) OFFICE OF THE INSPECTOR GENERAL 

(U) Chartered by the Director, NSA/Chief, CSS, the Office of the Inspector General (OIG) 
conducts inspections, audits, and investigations. Its mission is to ensure the integrity, efficiency, 
and effectiveness ofNSA/CSS operations; to provide inteJligence oversight; to protect against 
fraud, waste, and mismanagement of resources; and to ensure that NSA/CSS activities are 
conducted in compliance with the Constitution, laws, executive orders, regulations, and 
directives. The OIG also serves as ombudsman, assisting all NSA/CSS employees and affiliates. 
civilian and military. 

(U) INSPECTIONS 

{U) The inspection function conducts management and program evaluations in the form of 
organizational and functional reviews, undertaken either as part of the OIG' s annual plan or by 
management request. The inspection team's findings are designed to yield accurate and up-to­
date information on the effectiveness and efficiency of entities and programs, along with an 
assessment of compliance with laws and regulations; the recommendations for corrections or 
improvements are subject to followup. The inspection office also partners with the Inspectors 
General of the Service Cryptologic Elements to conduct joint inspections of the consolidated 
cryptologic facilities. 

(U) AUDITS 

(U) The internal audit fimction is designed to provide an independent assessment of programs 
and organizations. Performance audits evaluate the economy and efficiency of an entity or 

. program, as well as whether program objectives are being met and operations are in compliance 
with regulations. Financial audits detennine the accuracy of an entity's .financial statements. All 
audits are conducted in accordance with standards established by the Comptroller General of the 
United States. 

(U) INVESTIGATIONS AND SPECIAL INQUIRIES 

(U) THE OIG administers a system for receiving and acting upon requests for assistance or 
complaints (including anonymous tips) about fraud, waste and mismanagement. Investigations 
and Special Inquiries may be undertaken as a result or irregularities that surface during an 
inspection or audit; or at the initiative of the Inspector General. 
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(U) OVERVIEW 

(U) EXECUTIVE SUMMARY 

('fS//Sf//NF) For over a decade before the terrorist attacks 
on 1 1  September 2001, NSA used its SIGINT authorities ta 
provide infonnation in response to Intelligence Community 
requirements on terrorism targets. In late September 2001, 
when the Vice President asked the Director of Central 
Intelligence what more NSA could do with additional 
authority, NSA's Dil'ector identified impediments to 
enhancing SIGINT collection under existing authorities. He 
said that in most instances NSA could not collect 
communications on a wire in the United States without a 
court order. As a result, NSA's ability to quickly collect and 
report on a large volume of communications from foreign 
countries to the United States was impeded by the time­
consuming court orde�ess. Attempting to 
obtain court orders fo ....... foreign telephone 
numbers and Internet addresses was impractical for 
collecting terrorist communications with speed and agility. 

('PS//S'fLW//Sf//6C/NFj Counsel to the Vice President 
drafted the 4 October 2001 Authorization that established 
the President's Surveillance Program (PSP), under which NSA 
could routinely collect on a wil'e, for counterlerrorism 
purposes, foreign communications originating or terminating 
in the United States. Under the PSP, NSA did not target 
communications with both ends in the United States, 
although some of these communications were incidentally 
collected. 

(TS//STI»ll/Sf//00/PfF) The PSP gave NSA a capabilily to 
loit a ke vulnerability in terrorist communications. 

According to senior NSA leaders, the value of the program 
was that this SIGINT coverage provided confidence that 
someone was looking at the seam between foreign and 
domestic intelligence domains to detect and prevent attacks 
in the United States. 
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(TB/,'STIJ}.'//SE/fOC/NF) NSA's Director said that SIGINT 
re ortin on an extremist linked 

'[fSflSW.1/,'/8£/;'0C/PW) Knowledge of the Program was 
strictly limited at the express direction of the White House, 
and NSA's Director needed White House approval to inform 
members of Congress about Progrwn activity. Between 
25 October 2001 and 17 Januruy �007, General Micha.el V. 
Hayden �ieutenant General Keith B. Alexander 
conducted. PSP briefings for members of Congress and 
staff. 

ffB//S'FV.'l/fSI/fOG/NF) NSA activity conducted under the 
PSP was authorized by Foreign Intelligence Surveillance 
Court (FISC) orders by 17 January 2007, when NSA stopped 
operating under PSP authority. The NSA Office of the 
Inspector General (OIG) detected no intentional misuse of 
Program authority. 

(U) HIGHLIGHTS 

D (U) PSP establishment, Implementation, and product 

(TS//STIN-/lfSif/OO/PfFi NSA began PSP operations on 
6 October 2001. Although the Director ofNSA was 
"comfortable" exercising the new authority and believed that 
it was lawful, he realized that it .be controversial. 
Under the PSP, NSA issued over reports. This included 

-reports based on coUected metadata which was 
defined in the Authorization as 

ffS//S'fLW//Sf//OC/NF) NSA's PSP products, all of which 
were sent to CIA and FBI, were intended for intelligence 
purposes to develop investi ative leads and were not to be 
used for judicial purposes. 
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and NSA had no 
mechanism to track and assess the effectiveness of PSP 
reporting. 

" (U) Access to legal reviews and program information 

(C//MF) NSA's General Counsel and Inspector General were 
not permitted to read the 2001 DoJ, Office of Legal Counsel 
opinion on the PSP, but they were given access to draft 2004 
Office of Legal Counsel opinions. Knowledge of the PSP was 
strictly controlled by the White House. Between 4 October 
200 I and 17 January 2007,.people were cleared for 
access to PSP information. 

o (U) NSA·F15C interaction and transition to court order:. 

t'f8//3'fU.Y//Slf/O6/NF) NSA's PSP-related interaction with 
the FISC wru1 primarily ·briefings to presiding judges, 
beginning in January 2002. Interaction increased when NSA 
and the DoJ began to transition PSP activities to FISC orders. 
After parts of the program had been publicly revealed in 
December 2005, all members of the FISC were briefed. NSA's 
PSP authorized collection of bulk Internet metadata, 
telephony business records, and the content of 
communications transitioned to FISC orders on 14 July 
2004, 24 May 2006, and 10 January 2007, respectively. 

o (U} Program oversight at NSA 

(GI/NF} NSA's Office of General Counsel and Signals 
Intelligence Directorate provided oversight ofNSA PSP 
activities from October 2001 to January 2007. NSA OIG 
oversight began after the IG was cleared for PSP infonnation 
in August 2002. 
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fEW,\\,..) For years before the 11 September 2001 terrorist attacks in the 
United states, NSA had been using its authorities to focus the Un;ted 
States Signals Intelligence (SIG/NT} System on foreign inteffigence 
targets, including terrorism, in response to f ntelligence Community 
requirements. After the attacks, NSA adjusted SIG/NT co/fection, in 
accordance with its_ authorities, to counter the terrorist threat within the 
Unff.ed States. In late September, the Vice President asked the Director of 
Central Intelligence (DC/) if NSA could do more to prevent another attack. 
NSA's Director responded by describing impediments to SIGINT collection 
of terrorist-refated communications to the Vice President. Counsel to the 
Vice President used the information about impediments to draft the 
Presidential Authorization that established the PSP. 

(U) SIGINT Efforts against Terrorists before 11 September 2001 

(G//NF} For over a decade before terrorists attacked the 
United States in September 2001, NSA was applying SIGINT 
assets against terrorist targets in response to Intelligence 
Community requirements. The Signals Intelligence 
Directo:rate (SID) Counterterrorism {CT) Product Line led 
these efforts in accordance with SIGINT authorities, which 
defined what NSA could and could not do against SIGINT 
targets. 

(U) Authorized SIGINT activity in September 2001 

(U} NSA was authorized by Executive Order (E.O.) 12333, 
United States Intelligence Activities, 4 December 1981, as 
amended, to collect, process, and disseminate SIGINT 
information for foreign intelligence and counterintelligence 
purposes in accordance with DCI guidance and to support 
the conduct of militazy operations under the guidance of the 
Secretary of Defense. NSA and other Intelligence Community 
agencies were required by E.0. 12333 to conduct intelligence 
activities in accordance with U.S. law and other E.0. 12333 
provisions. 

(U) Both DoD regulation and NSA/Central Security Service 
(CSS) policy implemented NSA's authorities under E.O. 
12333 and specified procedures governing activities that 
affect U. S. persons (DoD Regulation 5240.1-R, December 

TOP 8f CRE'.WS'ff.�'tWC'OMlN'f#ORC0N/f•.tOFOR:N 
3 



ST-09-0002 'ffJf' S£CRE'f#STLWWCO!vffH1WORCONINOfO&'J 

1982, Procedures Goueming the Activities of DoD Intelligence 
Components that Affect United States Persons and NSA/ CSS 
Policy 1-23, 11 March 2004, Procedures Governing NSA/CSS 
Activities that Affect U. S. Persons). 

{S/ISI//PW) The policy of the U.S. SIGINT System is to 
collect, retain, and disseminate only foreign communications, 
which, in September 2001, were defined in NSA's legal 
compliance procedures (described below) as cornmurucations 
having at least one communicant outside the United States 
or entirely among foreign powers or between a foreign power 
and officers or employees of a foreign power. All other 
communications were considered domestic communications. 
NSA could not collect communications from a wire in the 
United States without a court order unless they originated 
and terminated outside the United States. 

(S//81//NF) In 2001, NSA's authority to collect foreign 
communications included the Director of NSA's authority to 
approve targeting communications with one co�

. -
U • d St ·r technical devices (such as ......... 

) could be employed to limit acquisition of 
commumcations to those in which the target is a non-U.S. 

erson located outside the United States 

(9//Sf//Nf?) NSA's Director could exercise this authority, 
except when the collection was otherwise regulated, for 
example, under FISA for communications collected from a 
wire in the United States. 

{U) NSA safeguards to protect U.S. persons' Constitutional 
rights 

(U) The Fourth Amendment to the U.S. Constitution protects 
all U.S. persons anywhere in the world and all persons within 
the United Ste.tes from unreasonable searches and seizures 
by any person or agency acting on behalf of the U.S. 
Government.I United States Signals Intelligence Directive 
(USSID) SP0O 18, Legal Compliance and Minimization 

1(61/�fF} USSID SP0018 defines a U.S. person !13 a citizen of the United Stales, an alien lawfully admitted for 
pennancnt residence in the United Slates, unincoiporated groups or associations a substantial number of the 
i::ru:mber.. of which constitute eilhcr of the first two groups, or coiponitions incorporaled in the United States, 
including U.S. flagnon-govcmrncntn! aircraft or vessels, but not including those entities openly acknowledged 
by a foreign government to be directed and controlle<l by them. 
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Procedures, 27 July 1993, prescribes policies and 
minimization procedures and assigns responsibilities to 
ensure that United States SIG INT System missions and 
activities are conducted in a manner that safeguards U.S. 
persons' Constitutional rights. (See Appendix G.) 

(Sf/8f//ffli'.) During the course of normal operations, NSA 
personnel sometimes inadvertently encounter information to, 
from, or about U.S. persons. When that happens, they must 
apply standard minimization procedures approved by the 
Attorney General in accordance with E.O. 12333 and defined 
in USSID SPD018. These procedures implement the 
constitutional principle of reasonableness by giving different 
categories of individuals and entities different levels of 
protection. They ensure that U.S. person information is 
minimized during collection, processing, dissemination, and 
retention of SIGINT by, for example, strictly controlling 
collection with a high risk of encountering U.S. person 
information and focusing all reporting solely on the activities 
of foreign entities and persons and their agents. 

(U) NSA Director Used Existing Authorities to Enhance SIGINT 
Collection after Terrorist Attacks 

5 
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(&!!NF) In Oval Office Meeting, DCI Explained NSA Director's 
Decision to Expand Operations under Existing SIGINT Authorities 

(U / /fi:OUO) General Hayden recalled that in late September 
2001, he told Mr. Tenet about NSA actions under E.0. 12333 
to counter the terrorist threat. Mr. Tenet shared that 
information with the White House in an Oval Office meeting. 

(U / /FOUOI We did not interview Mr. Tenet oc White House 
personnel during this review. We asked the White House to 
provide documentation of meetings at which General Hayden 
or NSA employees discussed the PSP or the Terrorist 
Surveillance Program with the President, Vice President, or 
White House personnel, but we did not receive a response 
before this report was published. Therefore, information 
about the sequence of events leading up to the establishment 
of the PSP comes from interviews of NSA personnel. 

(U) Vice President Asked What Other Authorities NSA Needed 
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(SH,','F) NSA Options to Improve SIG/NT Collection Could Not Fill 
Intelligence Gaps on Terrorist Targets 

(U) FISA Amendments Considered 

(�/;�IF) General Hayden said that, in his professional 
judgment, NSA could not get the needed collection using the 
F1SA. The process for obtaining court orders was slow, and it 
involved extensive coordination and separate legal and policy 
reviews by several agencies. Although an emergency 
authorization provision permitted 72 hours of surveillance 
without a court order, it did not allow the government to 
undertake surveillance immediately. Rather, the Attorney 
General had to ensure that emergency surveillance would 
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acceptable to the FISC. 

ST-09-0002 

(S//61//PfF} Under its authorities, NSA had no other options 
for the timely collection of communications of suspected 
terrorists when one end of those communications was in the 
United States and the communications could only be 
collected from a wire or cahle in the United States. 

(U/JFOUO) NSA Director Described to the Vice President the Impediments 
to Improved SIG/NT Collection against Terrorist Targets 

'(T:SffflfflNF) According to NSA OGC, DoJ has since agreed with NSA that simply processing 
communications metadah1 in this manner does not co11Stitute electronic surveillance under the FJSA. 
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(U/ /FOUO) After two additional meetings, the Vice President 
asked General Hayden to work with his Counsel, David 
Addington. Because early discussions about expanding NSA 
authority were not documented, we do not have records of 
attendees or specific topics discussed at General Hayden's 
meetings with White House representatives. 
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RBll .. (tU) THE PRESIDENTIAL AUTHORIZATIONS 

(TS/fe-FJ,JN{;'SI//OC/MF) Between 4 October 2001 and 
8 December 2006, President George W. Bush signed 
43 Authorizations two modifications, and one document 
described a The authorizations were 
based on the President's determination that after the 
11 September 2001 terrorist attacks in the United States, an 
extraordinruy emergency existed for national defense 
purposes. The Authorization documents contained the terms 
under which NSA executed special Presidential authority and 
were titled Presidential Authorization far Specified Electronic 
Surveillance Activities during a Limited Period to Detect and 
PreventActs a/Terrorism within the United States. They were 
addressed to the Secretaxy of Defense. 

(U) SIGINT Activity Permitted under the PSP 
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ffS//S'fL'Nf/Sif/OO/NFl The authorizations changed over 
time, first elimlnating the possibility that the Authority could 
be interpreted to permit collection of communications with 
both ends in the United States and adding an additional 
qualification that metadata could be collected for 
communications related to international terrorism or 
activities in preparation for international terrorism.1 

(TS 11STV" 11811 'OC 'NF) Starting m· March 2004 the Ir «ff Ir I 
authorizations underwent several adjustments related to 

c arm.cations were added o e 
subsequent authorizations, an accompanying statement 
added that these clarifications had been previously 
understood and implemented by NSA and that they applied 
to past and future activities. Al-Qa'ida (also s a) 

(TS//STI»I//SI//OC/NF) The definition of "terrorist groups" 
within the authorities was also refined, and, for a limited 

'(U) See Appendix B for information about the types of collection permitted. 
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(TS//SE//OO/NF) According to General Hayden, the 
Authorization, for the most part, did not change the 
communications that NSA could collect, but did change the 
location from which the A enc could collect them by 
permitting collectio 
States. Without tha 

(U) NSA Diseusslons about the Lawfulness of the Authorization 

(TS//SI//WF-) NSA leaders believed that they could lawfully 
cany out the President's authorizations. However, they also 
recognized that the Program would be controversial and 
politically sensitive. This section describes how key NSA 
leaders-the Director, the NSA General Counsel, Deputy 
General Counsel, and Associate General Counsel for 
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Operations-concluded that the Program was legally 
defensible. 

(U} Director of NSA 

{TB//91//HF) Generals Hayden and Alexander stated that 
they believed the Authorization was lawful. 

(U) General Hayden 

{TS//Sl//NFJ When asked how he had decided to execute an 
Authorization that some would consider legally and politically 
controversial, General Hayden said that NSA's highest 
ranking lawyers had advised him, collectively and 
individually, that the Program was lawful under the 
President's Article II powers. He said that three factors 
influenced his decision to implement the Authority. First, 
NSA would do exactly what the Authorization stated and "not 
one electron or photon more." Second, the Program was 
simply an expansion of existing NSA collection activities. 
Third, the periodic renewal of the Authorization would ensure 
that the threat continued to justify the Program. 

{'PS//Sf//NF} General Hayden said that as time passed, he 
determined that the Program was still needed. Specifically, 
he and NSA's Deputy Director reviewed the DCI threat 
memorandum for each reauthorization and judged that the 
threats continued to justify the Program. 

('f8//SE//PH'1 General Hayden said that no one at NSA 
expressed concerns to him or the NSA IG that the 
Authorization was not lawful. Most importantly, General 
Hayden said that no one outside NSA asserted that he should 
stop the Program. He occasionally heard concerns from 
members of Congress, but he sensed general support for the 
Program from those he briefed outside NSA. He emphasized 
that he did not just ".tllp through slides" during briefings. He 
wanted to ensure that attendees understood the Program; 
consequently, briefings lasted as long es the attendees 
wanted. 

(U) General Alexander 

(T'a//STLW//SIJ/OC/NF) When Lieutenant General Keith B. 
Alexander became NSA/CSS Director in mid-2005, some of 
the more controversial legal que • 
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reviewed its initial opinion and determined that the 
remaining three types of collection were legally supportable, 

(U) NSA Off/ca of General Counsel 

(TS//8£//PiFi After the Authorization was signed on 
4 October 2001 ,  NSA's highe!ilt ranking attorneys, the NSA 
General Connsel and Deputy General Counsel, as well as the 
Associate General Counsel for Operations, orally advised 
General Hayden that the Authorization was legal 

(U} General Counsel 

(1'6//61//:HF) After having received the Authorization on 
4 October 2001,  General Hayden asked NSA General Coilllsel 
Robert Deitz ifit was lawful. Mr. Deitz said that General 
Hayden understood that the Attorney General had already 
certified its legality by signing the Authorization, but General 
Hayden wanted Mr. Deitz's view. Mr. Deitz said that on 
5 October he told General Hayden that he believed the 
Authorization ta be lawful. He added that he emphasized to 
General Hayden that if this issue were before the Supreme 
Court, it would likely rule, although not unanimously, that 
the Authorization was legal. 

(U) Associate General Counsel for Operations 

(TS//Sf//HF) On S October 2001, the General Counsel 
consulted the Associate General Counsel for Operations at 
his home by secure telephone. The Associate General 
CoW1sel for Operations was responsible for all legal matters 
related to NSA SIGINT activities. According to the General 
CoW1sel, he had not yet been authorized to tell the Associate 
General Counsel about the PSP, so he «talked around" it and 
did not divulge details. The Associate General Counsel was 
given enough information to assess the lawfulness of the 
concept described, but records show that he was not officially 
cleared for the PSP until 1 1  October 2001. On Tuesday, 
9 October, he told Mr. Deitz that he believed the 
Authorization was lawful, and he began planning for its 
implementation. 

(U) Deputy General Counsel 

(T5/fSI//NF) The Deputy General Counsel was cleared for 
the PSP on 1 1  October 2001. He reviewed the Authorization 
with Mr. Deitz and the Associate General Counsel for 
Operations and also concluded that it was lawful. 
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(U) Discussions on Legality 

(T8/JSl//flF} OGC attorneys said that their discussions 
about the Progre.m's lawfulness took into account the severity 
of the 11 September attacks and the fear that foreign persons 
were in the United States planning attacks. The NSA 
attorneys concluded that the Authorization was lawful. 
Given the following factors, the General Counsel said the 
Authorization was constitutional and did not violate FISA. 

0 l8//NP; FISA was not a realistic means of addressing 
the terrorist threat inside the United States because 
the process lacked speed and agility. 

0 (U / /BQOO) The Authorization was a temporary 30-day 
grant of authority. 

o (U / /FOUS, The statute al lowed such an exception, or, 
to the extent that it did not, it was unconstitutional. 

(TS//SI//PfF) The NSA attorneys determined that the 
President could issue the Authorization through his authority 
under Article Il of the Constitution to perform warrantless 
electronic surveillance for foreign intelligence purposes 
outside a.nd inside the United States. This conclusion, they 
said, was supported by the concurring opinion in 
Youngstown Sheet & Tube Co. "· Sawyer, 343 U.S. 579 
(1952), and appellate cases.a 

(TS,'/SI//NFj The Congressional Authorization of Use of 
Mt1itary Force and the ca.non of constitutional avoidance, 
which requires a court to attempt to interpret issues so as to 
avoid constitutional questions, cemented OGC's belief that 
the President's interpretation of Article II authority had legal 
merit. 

5(U) United Stales v. Trvo11g Dini, Hung, 629 P.2d908 (411, Cir. 19B0); United States v 8IJck, 548 F.2d 871 (9"' 

Cir. 1977); ZIVflibo11 v. Mitchell, S 16 F.2d 594 (DC Cir. 1975); Uniled Stfl.tes 11. Brown 484 F,2d 418 (51h Cir. 
1973), cert. denied, 41S U.S. 960 (1974); United States v. Bule11lco, 494 F.2d 593 (3nl Cir. 1974), cert. de11ied, 
419 U.S. 881 (1974). 
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ffS//Sf//Nfi') The Associate General Counsel for Operations 
described his position: 

rrQ/J'i!JI//NF) Does Congress have the authority to 
limit Presidential Article II authority in foreign 
intelligence collection? Given the threat, this was a 
perfect storm of events-3,000 people killed, 
airplanes and buildings destroyed byforeign 
terrorists, an attack. in the United States by a 
foreign terrorist organization. No one knew where 
the terrorists were or if there were more terrorists, 
and NSA had a collection capability unable to 

� because with the FJSA, you cannot get 
�ISA orders needed to cover what you 
needed covered at that time ta look. for the 
terrorists. You go to the President and tell him 
that there is a statute that prevents you from doing 
something from a collection standpoint that may 
protect the United States from a future attack. and 
that while the country is in danger, I ha.ve to 
adhere with a statute and can't get the amount of 
warrants I need, Any president is going to say 
there has got to be a way to do this -a federal law 
can't let me stand here and watch the country go 
down the tubes. Does the President have to abide 
by a statute depriving him of his authority and 
watch the country go down the tubes? Given the 
case law of five different circuits with the Supreme 
Court denying certiorari in two ca5e3, there was 
goad basis for deciding this. 

(Ts.i/{SI//NF) NSA OGC attorneys said that they did not 
prepare a formal written legal opinion because it was not 
necessary. The Attorney General had already certified the 
legality of the Program, and General Hayden had not asked 
for a written legal opinion. The attorneys also said that they 
did not have time to prepare a written legal opinion given the 
pace of operations. 

ffS//81//NF) After having concluded that the Authorization 
was lawful, NSA attorneys believed it was important to 
ensure that NSA's implementation cf the Program complied 
with the Authorization, that processes were well documented, 
and that strict controls and due diligence were embedded 
into the execution cf the Program. Recognizing that the legal 
basis of the Program might become controversial, they said 
that they wanted to ensure that NSA's execution of the 
Authority would withstand scrutiny. 
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(TS/lSTLW/fSfllOCl,\'-F) NSA PSP operations began an 6 October 2001 
and ended on 17 January 2007 and involved the collection, analysis, and 
reporting of two types of information: metadata and content. NSA 
assumed that the PSP was temporary and did not immediately formalize 
processes and procedures for operations, which were quickly set up ta 
provide SIG/NT on terrorist targets. As the Authorization continued to be 
renewed, NSA implemented special procedures to ensure that selectors 
used for metadata analysis and domestic selectors tasked for content 
collection were linked to al-Qa'ida, its associates, or international terrorism 
and that ref a tad decisions were documented. NSA did not target 
communications with both ends in the United States under PSP authon·ty, 
although some of these communications were incidentally collected, and 
the O/G found no intentional violations �uthorization. Over the life 
of the Program, NSA issued more than-products based an PSP 
data. According to senior NSA leaders, the value of the PSP was that 
SIG/NT coverage provided confidence that someone was looking at the 
seam between the foreign and domestic intelligence domains to detect 
and prevent attecks ;n the United States. 

(U) NSA Begins PSP Operations 

fS/fNF) On 4 October 2001, General Hayden received the 
initial Authorization and informed the SIGINT Director and 
other key personnel. 
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(TS1'fSh'fNF) Authorization Renewed 

tB/fJJF-) NSA leaders assumed the PSP would be temporary, 
so they did not establish processes end procedures for a 
long-term program, and they had plans to cease operations if 
the Authorization was not renewed. However, the President 
continued to renew the Authorization, and General Hayden 
stated that the DCI threat memoranda accompanying each 
renewal continued to justify the Program. 
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(U) FISA Authority Still not an Option In 2002 

{TS//SI//NF) In Januazy 2002, senior NSA leaders still 
thought that neither the FISA court order process nor the . . 

-
<NF) NSA's First Attempt to Obtain FISA Authority o� 
Failed. 

(TS//Slf/NF) In September 2002, NSA attempted to obtain 
FISA authority to c nic wire 
communications o 

or 
ers an foreign agents. 

Before preparing an application, NS 
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ffS//SI//NF) The request was prompted by a CT Product 
Lin e  staff member, who explained that technical problems 

' receipt of s 

FBI order listed only 
NSA. 

(U) NSA Structure for PSP Operations 

In one case, an  
terrorist agents of interest to 
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(UI/Fet:Hij NSA Organizational Structure for PSP Activity 
November 2004 

{'fS ' 'S't'L ... ' 'SI ' 'OC 'Nfi') ff �'<11 1T I 

lnspeclor General 
General Counsel 

Customer 
RalaUom;hlps 

STLW Program 
Manag"1 

(SlDPra­
�a,fotCT 

Speclll! fmjeclsf 

PSP Operations 

(U) Chain of Command 

Director 
Deputy Director 

Signals lnlalllgem:e 
DI recto rate 

(SID) 

SID Dvunlght l!i 
Campll•noo 

Data, Acqulstuan 

t:4leelle• GI 
oont.nl arid 
mo!1da1,. 

(TS' 18=ftm 1 1811 'OC 'NF) I t •• I 

f S,'/�HZ) NS A's Director and Deputy Director exercised senior 
operational control and authority over the Program. 
According to NSA's Deputy Director, General Hayden handled 
«downtown" and the Deputy Director managed everything 
within NSA. The SIGINT Director at the start of the Program 
stated that once she was confident that the Program bad 
appropriate checks and balances, she left direct management 
to the Director, Deputy Director, and the OGC. She noted 
that General Hayden took personal responsibility for the 
Program and managed it carefully. By 2004, specific roles 
related to collection, analysis, and reporting had been 
delegated to the SIGINT Director, who delegated management 
responsibilities to the Program Manager and mission 
execution responsibilities to the Chief of the CT Product Line 
and subordinate leaders. 
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(U) Coordination with FBI 

('fS//STLW//SI//OC/NF) On 24 January 2003, NSA, SID, 
and the FB[ agreed to detail FBI ersonnel working under 
NSA SIGINT authorities to SID' 
Under the agreement, detailees assisted with terrorism­
related SIGJNT metadata analysis, identified and 
disseminated terrorism-related S[GINT information meeting 
FBI foreign intelligence information needs, and facilitated 
NSA analyst access to FBI terrorism-related information. 
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(T&ffSIMNF) Minimization Procedures and Additional Controls on PSP 

Operatians12 

(TS//�//Sl//OC/NFJ Management emphasized that the 
minimization rules required under non-PSP authorities also 
a lied to PSP. The Authorization s ecificall directed NSA 

12(U) Internal control, or management conlrol, comprises the plans, methods, and procedures used to meet 
missions, goals, and objectives. Ct provides reasonable assurance thal an entity is effective and efficient in ils 
operetio11s, reliable in its reporting, and compliant with applicable laws and regulations. 
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NSA complied by 
applying USSID SP00 18 minimization procedures. For 
example, and as described in the following sections: 

0 

o When analysts encountered U.S. person information, 
they handled it in accordance with minimization 
guidance, which included reporting violations or 
incidents. 

o Dissemination of U.S. person information was 
minimized by requiring pre-release verification that the 
information was related to counterterrorism and 
necessary to understand the foreign intelligence or 
assess its importance. 

iCf/l'i:lq In addition, as PSP operations stabilized and the 
Authorization continued to be renewed, NSA management 
designed processes and procedures to implement the 
Program effectively while ensuring compliance with the 
Authorization and protecting U.S. person information. By 
April 2004, formal procedures were in place, many of which 
were more stringent than those used for non-PSP SIGINT 
operations. One analyst commented that the PSP "had more 
documentation than anything else [shej had ever been 
involved with." Examples of controls, some of which will be 
explained in more detail in the following sections of this 
report, include: 

• (TS 11S�"' 118I' 'OC 'NF) "pprovals-Shift r1 .rr1 r ,, r 1� 
Coordinators approved foreign and domestic target 
selectors for metadata analysis. The Chief or Deputy 
of CT Product Line Chief or the Program Manager 
approved domestic selectors for content collection 
under the PSP. 

,. {TS' 'STU"' 'SI' 'OC 'NF) Documentation-RFis r, •vrr , r r , 
leads, tasked tippers were 
tracked in the Justifications for 
contact chaining were recorded, and justification 
packages and approvals for tasking domestic selectors 
for content collection were formally documented. 
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o (TS//81//l'fF) Monitoring-Statistics on content 
tasking and reports were maintained and reviewed by 
SID, Oversight and Compliance by 2003. A CT 
Product Line employee stated: " . . .  [N]owhere else did 
NSA have to report on selectors and how many 
selectors were rolled off [detasked] and why." 

o (U//li'OUO) OGC involvement-Personnel working 
under PSP authority noted that they had a continuous 
dialogue with the OGC on what was pennissible under 
the Authorization. The Associate General Counsel for 
Operations confirmed that the OGC "was involved with 
the operations people day in and day out." 

o (U/ /F<:ffle) Due Diligence Meetings-The PSP Program 
Manager chaired due-diligence meetings attended by 
operational, OIG, and OGC personnel. They discussed 
OIG and OGC reviews and Program challenges, 
processes, procedures, and documentation. 

(TS#&IHNFJ PSP Operations: Metadata 

For example, e-mail 
message metadata includes the sender and recipient e-mail 
addresses. It does not include the subject line or the text of 
the e-mail, which are considered content. Telephony 
metada.ta includes such information as the calling and called 
telephone numbers, b�t not spoken words. 
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-(TSl!Sl/f.MI:) Process to Conduct Metadata Analysis 

(TS#lillNNF} Standards for Conducting Metadata Analysis 

(TSf/Sllf P1FJ During an OIG review in 2006, the Associate 
General Counsel for Operations described OGC's standards 
for complying with the terms of the Authorization when 
conducting metadata analysis and contact chaining. 

ffS//61//N� To conduct contact chaining under the PSP, 
the Authorization required that NSA meet one of the following 
conditions: 1) at least one party to the communication had 
to be outside the United States, 2) no party to the 
communication could be known to he a U.S. citizen, or 3) 
based on the factual and practical considerations of everyday 
life on which reasonable and prudent persons act, there were 
specific and articulable facts giving reason to believe that the 
communication relates to international terrorism or activities 
in preparation therefor. The Associate General Counsel for 
Operations said that OGC's guidance was more stringent 
than the Authorization in that the OGC always required that 
the third condition be met before contact chaining began. 
Analysts were required to establish a link with designated 
groups related to international terrorism, al-Qa'ida, or al­
Qa'ida affiliates.14 

ffis//NFJ The Associate General Counsel for Operations said 
that establishing a link to international terrorist groups or al­
Qa'ida and its affiliates met the Authorization's requirement 
that all activities conducted under the PSP be for the purpose 
of detecting and preventing terrorist acts within the United 
States. He expl� because the President had 

-determined that--international terrorist groups 
al-Qa'ida presented a threat within the United States, 
regardless of where members were located, linking a target 
selector to such groups established that the collection was for 
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the purpose of detection and prevention of terrorist acts 
within the United States. 

ffSI/Glf/Nlq-In a 2005 Program memorandum, NSA OGC 
defined the NSA standard for establishing a link to al-Qa'ida 
under the PSP. NSA could target selectors when "based on 
the factual and practical considerations of everyday life on 
which reasonable and prudent persons act, there are 
reasonable grounds to believe a party to such communication 
is an agent of al-Qa'ida, or a group affiliated with al-Qa'ida." 

(iS-/iO'PL'.Yf/61//OC,'m:) Facts giving rise to 
"reasonable grounds for belief" means reliable facts 
in NSA's possession, either derived from its signals 
intelligence activity, or facts provided to NSA by 
another government department or agency, or facts 
reliably in the public record. (e.g., a newspaper 
article). Whatever the source of information, the 
key is that NSA is basing its determination on 
articulable facts, not on bare assertions made by 
someone else. We need evidence, rather than 
conclusions. Thus a mere statement that person X 
is a member of al Qaeda, without more 
information, will not suffice as ajuslification for 
chaining or for content tasking. Instead we need to 
know what facts have led NSA, or another agency, 
or the press, etc., to that conclusion. Focus on the 
facts and determine whether they lead to a 
conclusion, rather than accepting someone else's 
conclusion. If you don't have enough facts to make 
a determination, ask for them. 

('FSf / FJfbW/ / SI//OG,'�IF} In addition, the 
standiml does not require certain knowledge, or 
even necessarily a better than 50/50 chance that 
the user of a phone or e-mail is a member of al 
Qaeda or an affiliated organization. It requires 
only that a reasonable and prudent person 
exercising good judgment would conclude that 
there arc growids for believing the thing to be 
proved. It is not mere hunch or mere suspicion, 
nor is it proof beyond a reasonable doubt or even a 
preponderance of the evidence; rather, the 
standard requires some degree of concrete and 
articulable evidence or information on which to 
base a conclusion. 

(U) Approvals for Metadata Analysis 
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(TS//SI//NF) If the standard far establishing a link to al­
Qa'ida could not be met based solely on the information 
provided in the RFI or lead, analysts could search NSA and 
lntelligence Community databases and chain under non-PSP 
authorities to find additional facts to substantiate the link. 

(TS/JB{//�F) Shift coordinators were not req� 
all alert-list selectors that might have generate­
chaining. One individual, the equivalent of a shift 
coordinator, managed and monitored the alert process. 

('XS//8[//NFJ When NSA personnel identified erroneous 
metadata collection, usually caused by technical collection 
system problems or inappropriate application of the 
Authorization, minimization procedures required them to 
report the violation or incident through appropriate channels 
and to delete the collection from all NSA databases. Early in 
the Program, NSA reported three violations in which the 
Authorization was not properly applied and took measures to 
correct them. 

In this case, the target was foreign, but there was no 
link to terrorism. 
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" rrs/fS'fL¥l//SI//OC/NF} �NSA 
chained on a domestic telep ded by 
the FBI that was related to 
investigation. In this case, the target posed a terrorist 
threat inside the United States, but the.re was no 
known link to international terrorism. 

o ff,S,'/'i;l;ff..JJl//'al{/OC/NF) In-NSA chained 
on meta.data based on 
provided by FBI related 
While the iiliiiiiii'�_re associated Wl mtemational 
terrorism, �d not pose a threat of terrorist 
attacks inside the united States. 

(TS#Sl.'JMF) 811Jk Metadata Needed for Effective Contact 
Chaining 

(TS,'/l!!TI.1H//Sl,'/OC/NE) Effective contact chaining requires 
ounts of data, some • 

Fffi//S'ff/N//61{/OG/NF) Under PSP authori 
obtained a daily average of approximate! 
telephony metadata records and an estimate 
Internet meta.data records. Metadata obtained un er 
authorities was stored in a protected database, to which only 
cleared and trained personnel were given access. NSA 
analysts were able to access and chain through metadata 
records, but they could view only records associated with an 
approved foreign intelligence target. This was a small 
fraction of the meta.data available. For example, in August 
2006, NSA estimated that only 0.000025 percent or one in 
every four million archived bulk telephony records was 
expected to be viewed by trained SIGINT analysts.15 

15
{TSI/SL'�U9 This estimate was presented in the August 2006 11pplicalion for the Business Records Order, the 

FISC Order that permitted NSA 's collection of call detail records. Although this estimate applies to collection 
and 111111lysis of telephony rnetadata conducl.ed under the Business Records Order, the same processes Bild 
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(T&#&l!JNF) IPSP Operations: Content 

operations involved three separate activities: tasking selectors 
for content collection, collecting the content of 
colll.munications associated with tased selectors, and 
analyzing the content collected. To comply with the 
Authorization, NSA management combined standard 
minimization procedures and specially designed procedures 
to task domestic selectors, collect the resulting 
communications, and analyze and report the foreign 
intelligence they contained. Over the life of the Program, NSA 
tasked approximatel�foreign and domestic selectors 
for content collection. 

(Tst/81f/NF) Tasking Selectors for Content Collection 

(TS//STIJ.1///SI/{OC/�F) "Tasking" is the direct levying of 
SIGINT collection requirements on designated collectors. 
Analysts must task selectors to obtain a target's 
communications. 

collection, the Authorization required that target selectors 

as described in guidance issued by OGC in 
2005. Second, the purpose of the collection bad to be the 
prevention and detection of terrorist attacks in the United 
States. The OGC provided the same guidance for tasking 
selectors for content collection as it had for contact chaining. 
Specifically, because the President had determined that al­
Qa'ida presented a threat within the United States, regardless 
of where its members were located, linking a target selector to 
designated intemational terrorist groups or al-Qa'ida and its 
affiliates, established that the coUectian was for the purpose 
of detection and prevention of terrorist acts within the United 
States. 

tecbruques were used under the PSP, making lnis n reasonable comparison. This estimate was based on data 
available in August 2006 and cannot be replicated. 

TOP SECR£T#STLWl/€01rffNT#ORCONfNOfflltlv' 
34 

1FO? SIECRIEfHS7FLifv'WHCSlCOM�N'fNOIRCONJNOFORN 



TOP SECRETNSTL\¥,'IHGSJGOMINTIIOR�MQf,Qlt�ELEASE 

TOP BECRET#ST1.VM'£0i\,fH'v'TnVRC0N/NOFORN ST-09--0002 

(l=ShtslffNF) Approvals to Task Domestic Selectors for Content 
Collection 

(TS//SI//l\Uq NSA analysts detennined whether foreign 
selectors met the Authorization criteria and tasked them 
without further approval. However, because NSA leadership 
considered selectors located in the United States to be 
extremely sensitive, the associated tasking process required 
extra documentation, reviews, and approvals than foreign 
selector tasking under the PSP. 

IG(U) From 2005 to 2007, SID, Analysis andProductioa leadership Litles changed The Primacy Production 
Ceoter Manager became the primacy approval authority for tasking packag�. 
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(TSJISL\1N�Most Selectors Tasked for Content Collection Were 
Foreign. 

-ffirn�ttiwv+if-8:IHOO�-Ft In 2008, NSA reported to a 
member of Congress that domestic telephone numbers 
and-domestic Internet a dresses were tasked for PSP 
content collection from October 2001 to January 2007. 
Domestic selectors were located in the United States and 
associated with al-Qa'ida or international terrorism and were 
not necessarily used by U.S. citizens. In a 008 Attorney 
General Certification, NSA reported tha foreign 
telephone numbers and in excess o oreign Internet 
addresses had been targeted from October 2001 through 
December 2006, which spans all but one month of the 
Program. NSA could not precisely estimate the number of 
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foreign Internet addresses targeted because the tools used by 
analysts before September 2005 did not accurately account 
for the number of individual addresses targeted. 

(TSUSl?fNP) In 2006, the OIG Found that Justifications for 
Tasking Domestic Selectors Met Authorization Criteria. 

(TS 1 1 STI,11T 1 18[ ' 1 QC 'NY) During a 2006 review the OIG fl -.•77 fl t , 
found that all items in a randomly selected sample of tasked 
domestic selectors met Authorization criteria. Based on a 
statistically valid sampling methodology, the OIG was able to 
conclude with 95 percent confidence that 95 percent or more 
of domestic selectors tasked for PSP content collection could 
be linked to al-Qa'ida, its associates, or international terrorist 
threats inside the United States. Justification packages for 
all sample items tested were supported by one or more of the 
following types of information: 

" Information associated with or obtained through FBI 
investigations. 
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(TS//Sf/lNF) In 2005, the OIG found that the largely manual 
process to task and de task selectors for co�t collection 
was unreliable. Specifically, the OIG founc-errors when 
comparing records of domestic telephone numbers and 
Internet identifiers approved for PSP content collection as of 
November 2004 with those actually on collection. The errors 
consisted of selectors that had not been removed from 
collection after being detasked, had not been put on 
collection after having been approved, had been put on 
collection because of a typofaphical error

! 
or had not been 

accurately recorded in the In response 
to the OIG finding, management took immediate steps to 
correct the errors and set up a process to reconcile approved 
tasked selectors: with selectors actually on collection. 

(TSHSMWFJ Collecting the Content of Communications 

(U/ /FOOO) Collection refers to the process of obtaining 
communications after selectors associated with intelligence 
targets are tasked for collection at designated sites. Data 
collected under the PSP was stored in protected partitions in 
NSA databases. Access to the partitions was restricted to 
PSP-cleared personnel. 

(TG{/EH/,'NV) The Authorization required that a collected 
communication originate or terminate outside the United 
States. NSA did not intentionall 
communications under the PSP. 

Its purpose was to collect international commumcations. 
However, management stated that: 

lutions 
within th to 
guarantee that no [domesttcJ caHs -wilf6e collected. 
Issues of this kind inevitably arise from time to 
time in other SIGINT operations, as foreseen by 
Ex:ecutive Order 12333, and are thus not peculiar 
to (the PSPJ. 
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-{6//ffli") The Program Management Office identified four ways 
that NSA might have unintentionally collected non-target 
data: 

., A target could have been correctly tasked using valid 
selectors, but, in addition to collecting the desired 
target communications, non-target communications 
were inadvertenUy coUected . 

., A valid target selector could have generated target­
specific collection that ultimately proved the target not 
to be related to al-Qa'ida. 

" A technical, human, or procedural error in the target 
identification or tasking process could have resulted in 
unintentional collection of communications not related 
to al-Qa'ida. 

• Technical collection system problems could have 
resulted in unintentional collection of non-al-Qa'ida 
related targets, even when all steps in the target 
identification and taskmg process had been properly 
executed 

...mt/fffi', Over the life of the Program, NSA reported 
-ncidents of unintentional collection of domestic 

communications ancallllincidents in which the wrong 
selector had been tas'm. (See Appendix F for details.} In 
those cases, personnel followed USSID SP0018 procedures 
and were given detailed instructions to report the violations 
or incidents, adjust tasking, and delete collection records 
from NSA and other databases. 

(TSIISl/fNF} Analyzing the Content of Collected Communications 

(TS/f SI//NF) Analysis of content collected under the PSP 
involved the same practices and techniques used in non-PSP 
operations. One NSA manager des • the PSP as "·ust one 

o in the an sts' tool kit." 

communications were en transcnbe , necessary, and 
processed to make them useful for intelligence analysis and 
reporting. Analysis included not only listening to or reading 
the contents of a communication, but drawing on target 
knowledge, coordinating and collaborating with other 
analysts, and integrating collateral information, metadata, 
and infonnation from databases and published intelligence 
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reports to determine whether the communications included 
foreign intelligence that was timely, unique, actionable, and 
reportable. 

17(U/� Aseriatized report is a fonnaltcd in1clligence product produced pursuant to USSID CR1400 that 
UIIS II reference serial number, coolairui foreign intelligence information derived from SIGINT, e.nd goes to 
approved mers of intelligence. 

L 1�S/J/.STl.Wlf6YIOC.'tff) NSA issued ditional n:ports between 17 JanullfY 2007 and December 2008 
that were besed on analysis of dam previously collected under PSP authority. 
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(TSflSWNF) Metadata Analysis Reports (Tippers) 

(TS/,'STLW/fSI//OO/NFj Reports b d on metadata . . 

(TS//STVN{/81//OG/'PWJ NSA retained documentation of 
the analysis, supporting customer request or lead 
information, and a description of the link to terrorism for 
tippers based on PSP collection. Documentation of analysis 
was not retained unless a tipper was written. 
Counterterrorism personnel updated information in a 
computer tracking system to reflect the disposition of all 
meta.data analysis requests. From October 2001 through 
January 2007, NSA issued- tippers to FBI and CIA: 

• tippers were based on Internet metadata analysis . 

• -tippers were based on telephony metadata 
analysis when telephone numbers had only direct 
contact (one degree of separation} with a known 
terrorist as defined by the Authorization. 
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o -ippers were based on mace detailed telephony 
metadata analysis that included contacts with two 
degrees of separation from known terrorists. 

o ■tippers were based on telephony and Internet 
metadata analysis. 

(TS1/8f!JNF) Content Reports 

(U//l'OtfO) Protection of U.S. Person Information In Reporting 

l[fS//91//NF) Before sending PSP reports to customers, NSA 
removed unnecessary U.S. person information, as required 
by minimization procedures in USSID SPOOlB. The CT 
Product Line .reviewed PSP reports to ensure that they had 
been written in accordance with these procedures. SID's 
Oversight and Compliance office then reviewed PSP reports 
containing U.S. person information. Oversight and 
Compliance personnel reviewed U.S. person information in 
reports, determined ifit was necessary to understand the 
foreign intelligence in the reports, and submitted 
recommendations for the inclusion of U.S. person 
information to SID, Chief of fnfonnation Sharing Services for 
final approval. For example, if an individual's name was not 
necessary to understand the foreign intelligence in the report, 
the name was deleted or changed to "a U.S. person." 
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{TS//S1//NF) Oversight and Compliance did not review 
tippers based on metadata analysis. When NSA began to 
issue tippers based on the content of communications, SID 
adapted its procedures for the dissemination of U.S. person 
information. Additional Oversight and Compliance personnel 
were cleared for the Program to assist with reviews. They 
gave PSP and other terrorism reporting priority for review 
over other Agency reporting. 

(U) Use of SIGINT Product 

This information is provided only for intelligence 
purposes In an effort to develop potential 
investigative leads. It cannot be used in court 
proceedings, subpoenas, or for other legal or 
judicial purposes. 

(U//FOUO) Value of the PSP 

tTS//Slf/ffP) Referring to portions of the PSP in 2005, 
General Hayden said there were probably no communications 
more important to NSA efforts to defend the nation than 
those involving al-Qa'ida. NSA collected communications 
when one end was inside the United States and one end was 
associated with al-Qa'ida or international terrorism 1n order 
to detect and prevent attacks inside the United States. 
General Hayden stated that "the program in this regard has 
been successful." During the May 2006 Senate hearing on 
his nomination to be CIA Director, General Hayden said that, 
had the PSP been in place before the September 2001 
attacks, hijackers Khalid Almihdhar and Nawaf Alhazmi 
almost certainly would have been identified and located. 

(TS//81/f NFJ In May 2009, General Hayden told us that the 
value of the Program was in knowing that NSA SIGINT 
activities under the PSP covered an important "quadrant" 
(terrorist communications between foreign countries and the 
United States). This coverage provided confidence that there 
were "not additional terrorist cells in the United States." 
NSA's Deputy Director, who was the SID Deputy Director for 
Analysis and Production on 11 September 2001, echoed 
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General Hayden's comment: "The value of the PSP was in the 
confidence it provided that someone was looking at the seam 
between the foreign and domestic intelligence domains." 

(TS//Sl//N� The former SID Deputy Director for Data 
Acqwsition said that the pos • • • 

(T'ii//STI»lf/'al/lOC/NF) Current -
-der cited SIGINT reporting on 

as the most important SIGINT success of the PSP. 
J �  � • ::  • ; 1 1  I t - • • - • •  • _ � .  

Alexander said, "probably saved more lives" than any other 

(TS/!Sff/flFj From an operational standpoint, the PSP 
enabled NSA to: 

• Support customers 

• Provide S[GINT that contributed to customers' 
investigative work 

n 

{U!/FOUO) Support to Customers 

A 
began to use an automated tracking system in April 2002. 

{TS/f 0f//NFj Based on infor 
authority, NSA sen 
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and FBI. In the early days of the Program, the FBI said that 
the large number of tippers from NSA was causing them 
unnecessary work because agents treated each tipper as a 
lead requiring action. General Hayden said that NSA's 
intention was that SIGINT information be added to FBI's 
knowledge base, not that the FBI act on each piece of 
information. When NSA realized that it was sending too 
much data to the FBI, the Agency made appropriate 
adjustments. 

(UIIFOIJQ} PSP Reporting Contributed to Customers' Investigative Work. 

_ or examp e, an 
FBI briefing dated 4 May 2006 stated that "STELLARWIND 
continues to provide timely and carefully vetted in

.
em ence 

to support FBI's investigations in connection with 
operations}." 

(TB//STENl,'/61,'/0C/NF)-FB[ did not routinely 
provide feedback on NSA reporting under the PSP, and NSA 
had no mechwrlsm to track and assess the effectiveness of 
SIGINT reporting in general or PSP reporting in particular.19 
Tracking PSP contributions was also difficult because 
customers did not know tha 

General Hayden 
noted that success stories decrease over time as intelligence 
became more integrated and it became more difficult to 
attribute success to any one activity. 

'(fS//'MLW//SI//OC/NF} The Program Management Office 
provided the following am Jes of PSP re ortin that helped 
redirect FBI resources 

...... viewed as vu era e to terronsm targe g. The 
�so include cases in which NSA provided reporting 

that contributed to FBI investigations, FBI confidential 
human sources, FISA warrants, arrests, and convictions. 

19te/R,lF) [n July 2007, SID ioiliated n fonnal effort to ass�s the effectiveness of its CT efforts. By the fall of 
2007, chat effort was struggling. 
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ffS//Bl//NF) On 12 March, the President directed DoJ to 
continue working on the legal issues, and on 15 March OLC 
issued a three page memorandum to the Deputy Attorney 
General stating that, while it had only begun to analyze the 
issues and w�ed to issue a fmal opinion, it 
believed that---types of collection authorized 
under the PSP were legally supportable. OLC had not et 
develo ed a su ortable argument to justify 

2�
(TS/,' ' • I for OLC issued a m 004 concluding that 

opera e 6 May 
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(U / / FOUO} The OIG issued a report for each of the 
13 investigations and reviews described above. Ten 
reports on PSP activity resulted in 1 1  recommendations to 
management; 10 have been closed, and one remains open. 
Three reports on FISC-approved activity previously 
authorized by the PSP contained nine recommendations to 
management; three have been closed and six remain open. 

(TS 1 1 STL"" 'SI 1 'OG 'NF) Beginning in January 2007 ii W"Jf Jf i , 
violations tha.t had occurred under the Authorization and 
violations related to PSP activity transitioned to court orders 
were reported quarterly to the President's Intelligence 
Oversight Board (through the Assistant to the Secretary of 
Defense for Intelligence Oversight). 
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(U) Recently Reported Incidents 

All related records 
were purged from NSA databases in 2004; therefore, it was 
not possible to determine the exact nature and extent of that 
collection. The NSA OIG will close out this incident in an 
upcoming report to the President's Intelligence Oversight 
Board. 

(TS//SI//MF) On 15 Jam.lBIY 2009, the Department of 
Justice reported to the FISC that NSA had been using an 
"alert list'' to compare incoming business records FISA 
metadata against telephone numbers associated with 
counterterrorisrn targets tasked by NSA for SIGINT collection. 
NSA had reported to the Court that the alert list consisted of 
numbers for which NSA had determined that a reasonable 
articulable suspicion existed that the numbers were related 

�tion associated 
-----flowever, the majority of selectors on the 
alert list had not been subjected to a reasonable articulable 
suspicion detennination. The NSA OIG has reported this 
incident to the President's Intelligence Oversight Board and 
has .filed updates as required. The alert list and a detailed 
NSA 60-day review of processes related to the Business 
Records FISC order were the subject of several recent 
submissions to the FISC and of NSA briefings to 
Congressional oversight committees. 
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(U/ /F'eOO) Other IO Program concerns were documented in 
the 2003-2008 reports. Presidential Notifications are listed 
and described in Appendix F. The 2008 report described the 
adequacy of Program decompartmentation plans. · 
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(U) ACRONYMS AND ABBREVIATIONS 

(TSI/Sf/ /NF) 
Bps Bits per Second 
BR Business Records 

CDR 

CIA 

COMINT 
CT 
DCI 
DNI 

DoD 
DoJ 
EO 
FAA 

FBI 

FISA 
FISC 

GC 
Gbps 
HPSCI 

IG 
LAN 

-
NSA 
NSA/CSS 
O&C 
ODNI 
OGC 
OJG 
OIPR 

OLC 

Call Detail Records 

Central Intelligence Agency 
Communications Intelligence 

Counterterrorism 
Director of Central Intelligence 
Director of National Intelligence 

Department of Defense 
Department of Justice 

Executive Order 

FISA Amendments Act 
Federal Bureau of Investigation 

Foreign Intelligence Surveillance Act 
Foreign Intelligence Surveillance Court 
General Counsel 

Gigabits per Second 
House Permanent Select Committee on Intelligence 
Inspector General 

Local Area Network 

National Security Agency 
National Security Agency/Central Security Service 
Oversight and Compliance 
Office of the Director of National Intelligence 
Office of the General Counsel 

Office of the Inspector General 
Office of Intelligence Policy and Review (now the Office of 
Intelligence, National Security Division) 

Office of Legal Counsel 
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PM 
PR/TI 

PSP 
RFI 
SID 
SIGINT 
SSCI 
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Program Manager 
Pen Register/Trap & Trace 
President's Surveillance Program 
Request for Information 
Signals Intelligence Directorate 
Signals Intelligence 
Senate Select Committee on Intelligence 

TS/SCI Top Secret/Sensitive Compartmented Information 
f[S//SI//NF) 

• 
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(U) GLOSSARY OF TERMS 

(U) Communications Intelligence - technical 
and intelligence information derived from 
foreign communications by someone other 
than the intended recipients 

(U) E.O. 12333 (U) Executive Order 12333 - United States 
Intelligence Activities - provides goals, duties, 
and responsibilities with respect to the 
national intelligence effort. It mandates that 
certain activities of U.S. intelligence 
components are to be governed by 
procedures issued by agency heads and 
approved by the Attorney General. 

(U) FISA 

(U) 

(TS//SI//NF) METADATA 

(U) 

(U) SANITIZATION 

{U) The Foreign Intelligence Surveillance Act 
of 1978, as amended, governs the conduct of 
certain electronic surveillance activities 
within the United States to collect foreign 
intelligence information. 

(Sf/SI/INF) Analytic tool for contact 
chaining used by analysts to do target 
discovery by quickly and easily navigating 
global communications metadata 

(TS//Sl//NFJ Header, router, and 
addressing-type infonnation, including 
telecommunications dialing-type data, but 
not the contents of the comm.unication 

{Sf/NF) NSA's primary storage, search, and 
retrieval mechanism for SIGINT text 

(U) The process of disguising COMINT to 
protect sensitive intelligence sources, 
methods, capabilities, and analytical 
procedures in order to cli.sseminate the 
infonnation outside COMINT channels. 
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(U} SIGNALS INTELLIGENCE 

{U) TEAR LINE REPORTS 

(U) TELEPHONY 

(U} TIPPERS 

(U) A category of intelligence comprising 
individually or in combination all 
communications intelligence (COMINT}, 
electronic intelligence (ELINT) and foreign 
instrumentation intelligence (FISINT), 
however transmitted. 
(U} Reports used to disseminate SIGINT­
derived information and sanitized 
information in the same record. The 
sanitized tear line conveys the same facts as 
the COMINT-controlled information, while 
hiding COMINT as the source. 

(U) The technology associated with the 
electronic transmission of voice, fax, and 
othe, information between parties using 
systems historically associated with the 
tele hone 
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APPENDIX A 

(U) About the Review 
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(U) Objectives 
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(U) About the Review 

(U) The Foreign Intelligence Swveillance Act {FISA) 
Amendments Act of 2008, which was signed into law on 
10 July 2008. requires that the Inspectors General of 
Intelligence Community elements that participated in the 
President's Swveillance Progrwn (PSP) conduct a 
comprehensive review of the Program. The NSA Office of the 
Inspector General (OIG) reviewed NSA's participation in the 
PSP. The specific review objectives were to examine: 

o (U) The establishment and evolution of the PSP as it 
affected NSA 

o (U) NSA implementation of the PSP, including 
preparation and dissemination of product under the 
PSP 

o (U) NSA access to legal reviews of the PSP and access 
to information about the Program 

o (U) NSA communications with and representations 
made to private sector entities and private sector 
participation 

o (U) NSA interaction with the Foreign Intelligence 
Swveillance Court {FISC} and transition of PSP­
authorized collection to court orders 

o [U) Oversight of PSP activities at NSA. 

(U) Scope and Methodology 

fU) This review was conducted in accordance with generally 
accepted government auditing standards, as set forth by the 
Comptroller General of the United States and implemented by 
the audit manuals of the Do□ and NSA/CSS Inspectors 
General. 

{U) The review was conducted from 10 July 2008 to 15 May 
20D9 in coordination with the Inspectors General of the 
Department of Defense, Office of the Director of National 
Intelligence, CIA, and DoJ. 
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(U / /FOUOt The scope of this review was limited to NSA's 
participation in the PSP from 4 October 2001 to 17 January 
2007. The review included NSA activities before and after 
the terrorist attacks of 1 1  September 200 1  that led to the 
Presidential Authorization on 4 October 2001. It also 
incluq.ed the transition of PSP-authorized activity to FISC 
orders 

• //NF) To sat.isfy review objectives, we interviewed 
current and former NSA personnel who participated in the 

PSP including NSA Directors and Deputy Director, General 
Counsels, Deputy General Counsels, Associate General 
Counsels for Operations, and the Inspector General 
responsible for Program oversight from A 
August 2006. We also inte ·ewed fo 
as well as leadership 
Signals lntel ligence Directorate. 

ffS//Sl//NFj Interviews of the former Director of NSA, 
General Hayde ,,.., • .,......,,r • neral Counsel 
for Operations, were conducted 
with other IG offices involved in the joint PSP review. 

(U / /fi'OUOJ We requested White House documentation of 
meetings at which General Hayden or NSA employees 
discussed the PSP or the Terrorist Surveillance Program with 
the President, Vice President, or White House personnel, but 
did not receive a response before publication or this report. 

(U//�) We reviewed NSA records dated '27 July 1993 to 
1 0 July '2008 that pertained to review objectives. Records 
included NSA policies and regulations, correspondence, 
e-mail, briefings, notes, reports, calendars, and database 
reports, 

!S//Nrz� Numbers or selectors tasked and reports issued 
were based on information provided by the PSP Program 
Management Office and were not independently verified 
dur ing this review. 
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(U) Prior Coverage 

(U/ /FOUOj Information about individuals cleared for access 
to Program information was based on records provided by the 
PSP Project Security Officer and were not independently 
verified during this review. 

(U / /FOUO) The OIG began oversight of the PSP and related 
activities in August 2002 and issued twelve reports dated 
21 February 2003 through 30 June 2008 (Appendix E.) The 
OIG also issued 14 Presidential notifications from 
March 2003 to October 2006 (Appendix F). Detailed 
discussion of the OIG's oversight of the PSP is included in 
Section VIII of this report. 

(T:,;;.//SI//NFJ As portions of the Program were transitioned 
to FISC orders for the collection of internet metadata and 
telephony business records, the OIG reviewed the execution 
and adequacy of controls in ensuring compliance with the 
orders. The OIG did not test the efficacy of controls for 
metadata collected under the authority of the PSP or court 
orders. Three reports summarized OIG investigations into 
possible misuse of the Authority or violations of FISC orders. 
One report summarized the OIG's oversight of the PSP, and 
the la.st report reviewed the adequacy of Program 
decompartmentation plans. 
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(U) The Presidential Authorizations 
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(U) The Presidentlal Authorizations 

(TS//STLU[//SI//OC/b!F) The Authorization documents that contained the terms 
under which NSA executed special Presidential authority were addressed to the 
Secretary of Defense and were titled "Presidential Authorization for Specified 
Electronic Suroeillance Activities during a Limited Period to Detect and Prevent Acts 
-S'"'----'· 

• • • es." The first Authorization consisted o� 
There 
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(U/IFSOO) Signature of President 

(TS//STV.V//81//0C/NF} The Authorizations were signed by 
the President, followed by a place and date of signature. All 
but one authorization was signed in Washington, D.C. 

(U) Other Signatures 

(TS//'i?JID.tl//81/fOC/NF} Under the phrase "approved for 
form and legality," the Attorney General signed all but one of 
the Authorizations. The other authorization and the two 
modifications were signed by the Counsel to the President. 
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(U) Timeline of Key Events 
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(U) Timeline of Key Events 

{U//FOUOj This timeline includes key events that occurred during NSA's 
implementation of the President's Surveillance Program (PSP}. In addition to 
issuances of the Authorization, the timeline includes selected commwl.ications 

Con ess the Foreign Intelligence Surveillance Court (FISC), 
Because the timeline fa limited to documented 

events and communications; it is not all-inclusive. 

2001 
4-Oct-01 
4-Oct-01 

-

1st Presidential Authorization signed 

General Hayden briefs White House (President, Vice President [VPJ, 
VP Counsel, VP Chief of Staff, White House Counsel) 

25-Oct-01 NSA briefs Chair and Ranking Member of House Permanent Select 
Committee on Intelligence (HPSCI), Chair and Vice Chair of Senate Select 
Committee on Intelligence (SSCI) 

2-Nov-01 2nd Presidential Authorization signed 

14-Nov-01 NSA briefs Chair and Ranking Member, HPSCI, Chair and Vice Chair, 
SSCI 

30-Nov-01 3rd Presidential Authorization signed 
4-Dec-01 NSA briefs Chair, Senate Defense Approprfations Subcommittee, and 

Ranking Member, Senate Defense Appropriations Subcommittee 

5 Dec 01 NSA briefs FBI Director Mueller 

-.. - .. � - -- � -

2002 

1 1  ✓an-02 NSA briefs Department of Justice, Office of Intelligence Policy and Review 
(DoJ, OIPR), James Baker 

31..Jan-02 NSA briefs FlSC Presiding Judge Lamberth 

5-Mar-02 NSA briefs Chair and Ranking Member, HPSCI, and Vice Chair, SSCI 

14-Mar-02 
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' I I 

10-Apr-02 NSA br1efs Chair SSCI 
18-A r-02 

17-May-02 NSA bf1efs incumbent FISC Presiding Judge Kollar-Kotelly 
I • .  • - •  • ;,  1 •  : • •  • • · • 

12-Jun-02 NSA briefs Chair, HPSCI, and Ranking Member HPSCI 
24-Jun-02 

-
8.Jul-02 NSA briefs Chair and Ranking Member SSCI 

' • • •  , • •  � ! • •  ♦ • • • •  - .  

12-Aug-02 NSA briefs FISC Presiding Judge Kollar-Kotelly at the White House 
13-Aug-02 NSA Inspector General (JG) cleared for the PSP 
10-Sep-02 10th Presidentral Authorization signed 
1 1-Sep-02 NSA GC, Deputy General Counsel (GC), Associate GC for Operations, 

and IG meet to discuss PSP oversi ht 

-
1 B-Sep-02 1st NSA Due DIiigence Meeting 
30-Sep-02 Chair HPSCI visits NSA for briefing 

1 8-Nov-02 I � 1 _ I • .. • I • • I - I 

16-Dec-02 NSA IG advises General Hayden to issue "Delegation of Authority Letters" 
to "units that administer the project" 

2003 

8-Jan-03 13th Presidential Authorization signed 
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13-Jan-03 FBI □!rector visits NSA for briefing 
29-Jan-03 NSA brfefs Chair and Ranking Member, HPSCI, Chair and Vice Chair, 

SSCI 
7-Feb-03 14th Presidential Authorization signed 

4-Mar-03 General Hayden issues nrst Delegation of Authority letter to key Signals 
Intelligence (SIGINT) Directorate operational personnel 

17-Mar-03 15th Presldentlal Authorizatiori signed 

11-Jun-03 17th Presidential Authorization signed 

14.Jul-03 18th Presidential Authorization signed 

17-Jul-03 NSA briefs Chair and Ranking Member, HPSCI, Chair and Vice Chair, 
SSCI 

10-Sep-03 • I • - • � • 
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B-Oct-03 NSA-FBI-CIA conference at NSA to discuss PSP operaUons and cuslomer 
needs 

15-OcHJJ 20th Presidential Authorization signed 

1-Dec-03 
8-Dec--03 

9-Dec-03 
9-Dec-03 

2004 

6-Jan-04 

8-Jan-04 

14-Jan-04 

-

NSA IG announces a review of NSA PSP operalions 
NSA IG asks VP Counsel for access to PSP legal opinions and Is told that 
a request should came from General Hayden 
21st Presidential Authorization signed 
IG memo asks General Hayden to ask VP Counsel's permission for NSA 
IG and GC to obtain copies of, or view, PSP le a l  ·ustification 

NSA brlenng to DoJ Mr. Philbin, Mr. Goldsm!lh for Mr. Goldsmith's 
orientation to the PSP and other NSA Signals lntelllgence efforts against 
terrorism 
NSA and FB meet to discuss the PSP 
and recent changes at NSA 

9-Mar-04 General Hayden briefs Director of Central lntell!gence (DCI) on value of 
the PSP 

10-Mar-04 General Hayden briefs White House Counsel and Chief of Slaff, Deputy 
DCI, Deputy AG, and FBI Director on value of the PSP 

1 0-Mar-04 General Hayden briefs Speaker of the House, Senate Majority and 
Minority leaders, House Minority leader, Chairman and Ranking Member. 
HPSCJ, and Chair and Vice Chair, SSCI 

10-Mar-D4 General Hayden briefs Secretary of Defense, DoD Principal Deputy GC 
11-Mar-04 23rd Presldentlal Authorization signed 
11  -Mar--04 NSA IG and Acting GC discuss new Authorization signed by Presldent's 

Counsel rather than the AG 
1 1-Mar-04 NSA briefs House Majority Leader 

-
1 2-Mar-04 General Hayden briers House Majority Leader 
19-Mar-04 Revision to 23rd Presidential Authorization signed 

.. - • - 1  - 1 •  - l �  • Ji.. • I :, • •  " •  - ■ .. I I � 
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2-Apr•D4 
4-Apr-04 

2nd Revision to 23rd Presidential Authorlzatton signed 
General Hayden briefs DoD Princlpal Deputy GC 
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_ _ _ _____ _ __ _ _ _ _  . .  _ _ _ _ _ 
20-May-04 NSA briefs the Minority Leader of the Senate 

23..Jun-04 25th Presidential Authorization signed 

14-Jul-04 Initial PRITT Order approved by FISC 

9-Aug-04 26th Presidential Authorization signed 

23-Aug-04 General Hayden briefs National Security Advisor and Homeland Security 
Advisor 

... 
27th Presidential Authorization signed 

23-Sep-04 

23-Sep-04 

17-Nov-04 

2005 

Presidential "further direction" of 9 August 2004 expires 

NSA briefs Chair, HPSCI 

28th Presidential Authorization signed 

5-Jan-05 NSA briefs National Security Advisor and White House Counsel 

11..Jan-05 29th Presidential Authorization signed 
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3-Feb-05 NSA briefs Chau-and Ranking-Member, HPSCI, Chair and Vfce Chair, 
SSCI 

25-Feb-05 General Hayden briefs White House Counsel and Counsel lo Deputy AG 
1-Mar-05 30th Presidential Authorfzatlan signed 

22-Apr-05 General Hayden briefs Director of National Intelligence (DNI) 
23-May-05 Two-level PSP clearance structure discontinued 
1-Jun-05 Discussions to seek FISC orders to authorize content collection begin with 

DoJ OLC 

26.J I 05 33 d P id ti I Auth • ti I ned ' 

- - - -- - -- - --

- - - -- ------ --- - - - - - - - - -

3-Aug-05 

10-Sep-05 
14-Sep-05 

13-Dec-05 
16-Dec-05 

-
20-Dec-□5 

21-Dec-05 

Principal Deputy DNI Hayden briefs new NSA/CSS Director General 
Alexander on the PSP 
34th Presidential Authorization sfgned 
NSA briefs Chair and Ranking Member, HPSCI, Chair and Vice Chair, 

S I 

36th Presidential Authorization signed 
New York Times says that President secretly authorized NSA 

d 
• A I • • • 

' 

DoD IG receives letter, signed by 39 Congressmen, requesting a review of 
the PSP. DoD IG faxes the letter to the NSA IG on 10 Jan 06 
NSA briefs DNI 
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2006 

3..Jan-06 

9-Jan-08 

11-Jan-06 

20-Jan-06 

27-Jan-06 
31-Jan-06 

-
1 1-Feb-06 

16-Feb-06 

28-Feb-OB 

3-Mar--06 

9-Mar-06 

1 0-Mar-06 

13-Mar-06 

14-Mar-06 

21-Mar-06 

21-Mar-06 

-
27-Mar-06 

29-Mer-06 

NSA IG and DoD IG discuss ratter from 39 Congressmen requesting 
DoD IG review of Iha PSP 

NSA briefs nine FlSC judges and three FISC legal advisors 

NSA briefs Speaker of the House, Senate Majority Leader, Chair of 
HPSCI, Chair and Vice Chair, SSCI 

NSA briefs Senate Minority Leader, House Minority Leader, Chair SSCI, 
and Ranking Member HPSCI 

37th Presidential Authorization signed 

NSA briefs Chair $SCI 

NSA briefs Speaker of the House and Chair, HPSCI 

NSA briefs Chair and Ranking Member, House Appropriations 
I . •  11 11 ' ;,_; 4 I I • • I -

NSA briefs Vice Chair, SSC! 

NSA briefs Chair and Vice Chair, SSCI, and Members of SSCI Terrorist 
Surveillance Program (TSP) Subcommittee (Roberts, Rockefeller, Hatch, 
DeWine, Feinstein, Levin, Bond) wllh SSC) Minority and Majority Staff 
Directors, Senior Director for Legislative Affairs, NaUonal Security 
Counsel, VP, AG, While House Counsel, and VP Chief of Staff 

NSA briefs Mr. Bond, Member, sscr TSP Subcommittee 

NSA briefs Chair, SSCI TSP Subcommittee, Members SSCI TSP 
Subcommittee (Roberts, Feinstein, and Hatch), SSCI Majority and Minority 
Staff Directors, and SSCt Counsel at NSA 

NSA briefs Mr. DeWine, Member, $SCI TSP Subcommittee at NSA 

38th Presidential Authorization signed 

NSA briefs FISC Judge Bates 

NSA briefs Mr. Levin, Member, SSCI TSP Subcommittee and Minority 
Staff Director at NSA 

NSA briefs Chairman and Ranking Member HPSCI TSP Subcommittee, 
TSP Subcommittee Members (Hoekstra, Harman, McHugh, Rogers, 
Thombeny, Wilson, Davis, Holt, Cremer, Eshoo, and Boswell), Majority 
General Counsel, Staff Member, and Minority General Counsel 
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7-Apr-06 

28-Apr-06 

1 1-May-06 

16-May-06 
17-May-06 

17-May-06 

24-May-06 
5-Jun-06 
7-Jun-06 

7-Jun-OB 
9-Jun-06 

15-Jun-06 

26-Jun-OB 

30-Jun-06 
6.Jul-06 

1 0-Jul-06 
1B-Jul-06 

6..Sep-06 

NSA briefs Chairman of the HPSCI TSP Subcommittee, HPSCI TSP 
Subcommittee Members {Hoekstra, McHugh, Rogers, Thornberry, Wilson, 
and Holt), Majority General Counsel, Staff Member, and Minority General 
Counsel at NSA 

NSA briefs Rankfng Member, HPSCI TSP Subcommittee, Members of 
HPSCI TSP Subcommittee {Harman, Wilson, and Eshoo), Majority 

Counsel at NSA 

NSA briefs Chair and Ranking Member House Appropriations Committee 
Defense Subcommittee 
39th Presldentlal Authorization signed 
Chair SSCI, Members, SSCI {Roberts, Hagel, Mikulski, Snowe, DeWine, 
Bayh, Chambliss, Lott, Bond, Levin, Feingold, Feinstein, Wyden, Warner}, 
SSCI Staff Member, SSCI Majority Slaff Director, and SSCI Counsel 
HPSCI Chair, HPSCI Members (Hoekstra, Harman, Wilson, Eshoo, 
Rogers, Thornberry, Holt, Boswell, Cramer, LaHood, Everett, Gallegly, 
Davis, Tiahrt, Reyes, Ruppersberger, and Tierney), Majority General 
Counsel Staff □lreclor and Minori General Counsel 

First Business Records Order approved by the FISC 
NSA briefs Ms. Feingold, SSCI Member at NSA 
NSA briefs Ranking Member, Senate Defense Appropriations 
Subcommittee, and SSCI Slaff Director 
NSA briefs Presidenl's Privacy and Civil Liberties Oversight Board 
NSA briefs Chair, SSC!, SSCI Members (Mikulski, Wyden, and Hagel), 
SSC] Minority Staff Director, SSCI Counsel, and SSCI Staff Director 
NSA briefs Chair, SSCI and SSCI Members (Roberts, Mikulski, Feingold, 
Bayh, Snowe, Hatch, Lott, and Bond), and Minority Staff Director 
NSA briefs Chair, Senate Defense Appropriations Subcommittee, and 
House Minority Leader 
NSA briefs Mr. Bayh, SSCI Member at NSA 
40th Presldentlal Authorization signed 

NSA briefs Ms. Snowe, SSCI Member and SSC[ Counsel at NSA 
NSA briefs Mr. Chambllss, SSCI Member at NSA 

41st Presldentlal Authorization signed 
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24-Oct-06 42nd Presldentlal Authorization signed 

-
20-Nov-06 
8-Dec-06 

-

2007 

10-Jan-07 
1 7-Jan--07 
1-Feb-07 
1-Feb-07 

NSA briefs President's Privacy and Civil Liberties Oversight Board 
43rd and final Presldentlal Authorization signed 

Content orders approved by the FISC 
AG letter to Congress: Presidential program brought under the FISC 
NSA briefs President's Privacy and Civil Liberties Oversight Board 
PresldenUal Authorization expires 

(TS, 1swu 1 'SI, 10c 11'JF) , r v. rr rr 1 
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APPENDIX D 

(U) Cumulative Number of Clearances for the 

President's Surveillance Program 
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(U) Cumulative Number of Clearances for the 
President's· Surveillance Program4 
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(U) NSA Office of the Inspector General Reports on the 

President's Surveillance Program and Related Activities 
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(U) NSA Office of the Rnapactor General Reports on the 
President's Sunrelllance Program and Related Activities 

(TS/;'SI//NFI Titls appendix lists and describes OIG investigation and review 
reports of activity conducted nnder the PSP, also referred to as the STELLARWIND 
Program, and related activities such as the Pen Register Trap and Trace (PR/IT) 
Order- and the Business Records Order. These reports are limited to activity 
conducted between 4 October 2001 and 17 Januazy 2007. 

(U) OIG Investigations 

(U) Report of Investigation of Two Violations 

fS//NF) 0� the OIG issued a report on 
what it believed to he the first two violations of Authorization, 
both of which were unintentional. 

(Slf NFt NSA OIG found that in neither- incident had NSA 
personnel acted with intent to disregard their authority. 
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Both incidents occurred, at least in part, because early in the 
Program the terms of the Authorization were so closely held 
that few, if any, operational personnel working under the 
Authority were permitted to see the Authorization or its 
operative provisions. Ct was unreasonable to hold person� 
accountable for violating an order that they had not seen, 
when the order was too complex to be easily committed to 
memory. Accordingly, the OIG did not recommend 
disciplinary action, but did recommend that the NSA Director 
issue formal written delegations of authority to the Signals 
Intelligence Director and specified subordinates so that 
personnel working the Program would know the precise 
terms of the Authorization. Management concurred with the 
recommendations and made appropriate notifications. 

(U / / FOUO) This report was sent to SSCI on 3 1  May 2006 
and HPSCI on 2 January 2008. 

register/ trap-and-
trace provisions of the ity to 

Material acquired under the Order 
continued to be protected in PSP channels. 

(TS' 'STI.l"' 'Sf' 'QC 'PlF} On rr .r1 r 11 , NSA O[G 
issued a report on an investigation ot' a management 
breakdown that had resulted in unintentional filtering 
violations of the FISC Order. The Order permitted NSA to 

t ta from co • ations inv • 

However, no 
violations resulted from the collection of domestic 
communications. An NSA collection manager discovered the 
violations on . The following day, the 
questionable collection was stopped and reported to the OIG 
and the OGC. With the exception o the OIG 
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found no reason to believe that any violations resulted in the 
collection of • ormation. The OIG resexved 
iud5enton 

The OIG evaluation of responsibility or e m dent 
led directly to the replacement of the Program Manager and 
to changes in Program management, leadership, and chain of 
command. 

(U / /ffiUBt This report was sent to sscr on 31 May 2006 
and HPSCI on 2 Januw:y 2008 and was redacted at the 
request of the White House. 

" - ·  , ,  , 

up investigation of the 
'tlonal 

messages had been mtentionauy 
collected, none had een analyzed, and none had been 
reported outside NSA. 

(U) OIG Reviews 

(U/ /FOUO) This report was sent to SSC! on 31 May 2006 
and HPSCI on 2 January 2008. 

14 May 2004 •(U) Need for Documentation and Development of Key 
Processes (ST-04-0024) 

fPS//Of//NF} This OIG report concluded that a continuing 
deficiency in clear, written procedures governing the 
collection, processing, and dissemination of PSP material 
created undue risk of unintentional violations of the 
Authorization. The report noted that Program officials had 
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made progress in addressing some or these deficiencies, but 
found that processes had not been fully documented in the 
form of management directives, administrative policies, or 
operating manuals. The NSA OIG recommended that 
Program officials formally adopt rigorous, written operating 
procedures for the following key processes: 

o Approvals for content collection by the appropriate 
named officials 

o Reporting of violations of the Authority, similar to 
procedures for documenting violations of Legal 
Compliance and Minimization Procedures5 

o Evaluation of dual FISA end PSP content collection 

o Systematic identification and evaluation of telephone 
numbers and Internet identifiers for detasking. 6 

(U//POUOJ Corrective action was taken in response to the 
four recommendations. 

{U/ �l This report was sent to SSCI on 3 1  May 06 and 
HPSCI on 2 January 2008. 

(S,WfF) Need for Increased Attention to Security-Related 
Aspects of the STELLARWIND Program (ST-04-0025) 

(U / /FUUO} This OIG report disclosed wealmesses in Program 
security. The Program was particularly vulnerable to 
exposure because it involved numerous organizations inside 
and outside N SA. 

(U//FOUOl While the Program Manager placed a strong 
emphasis on personnel security, he did not talce a proactive 
and strategic approach to physical and operational security. 
In particular, better use of the Program Security Officer 
would have helped to improve special security practices for 
handling Program material wid strengthen operations 
security (OPSEC). 

(U/ /¥000) The Program Manager and the Associate Director 
for Security and Counterintelligence concurred with the 
findings and implemented corrective measures. In particular, 
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the Staff Security Officer was freed from other responsibilities 
and took a more active and effective role in Program security. 
Management did not conduct a formal OPSEC survey as 
recommended; however, steps talren by management to 
implement OPSEC practices met the intent of the original 
recommendation. 

(U / /FOUO) This report was sent to SSCI on 31 May 2006 
and HPSCI on 2 January 2008. 

(TS/l$VINF} Review of the Tasking Process for 
STELLARWIND U.S. Content Collection (ST-04-0026) 

('.CS//STI W//SI//OC/NF) This report identified material 
weaknesses in the tasking and detasking process under the 
PSP. The process to task and detask telephone numbers for 
content collection under the Program was inherently fragile 
because it was based on e-mail exchanges and was not 
automated or monitored. 

(TS//SWN//SI//OC/NF) The OCG exarnined.celephone 
numbers and Internet identifiers approved for content 
collection on the date in November 2004 when the audit 
began and identified the following types of errors: 

• - involved under-collection; identifiers were 
not put on collection quickly enough or were not put 
on collection until the OIG discovered the errors. 

• -involved unauthorized collection caused by a 
typographical error. 

• -involved over-collection; they were not 
�om collection quickly enough. 

• ■ record-keeping errors in the Program's tracking 
database 

('fS//'crfLW//61,'/OG/NFJ In th of 
unauthorized collection caused by a typographical error, NSA 
personnel did not review the collected information before 
destroying it, nor did NSA issue any report based on, or . .  - -�, - . -seminate, any information from the 

of untimely de tasking. However, without a 
robust and reliable collection and tracking process , NSA 
increased its risk of unintentionally violating the 
Authorization. NSA also increased the risk of missing 
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valuable foreign intelligence by failing to task telephone 
numbers and Internet identifiers in a timely manner. 

(U//FOUO) NSA DIG recommended that all errors be swiftly 
resolved, that specific procedures be adopted to prevent 
recurrences, and that identifiers tasked for collection be 
promptly reconciled with identifiers approved for tasking, and 
repeated every 90 days. Management implemented the 
recommendations. 

(U//P:O:YO) This report was sent to SSCI on 31 May 2006 
and HPSCr on 2 January 2008 and was redacted at the 
request of the White House. 

{T3f/Sf,Y,YF) Review of Compliance with Authorization 
Requirements for STELLARWIND U.S. Content Collection 
{ST-04-0027) 

(TS//STUlll/Sf//O€/NF) Tltis report determined that, based 
on a statistical sample, Progran1 officials were adhering to the 
terms of the Authorization and the Director's delegation 
thereunder; that tasking was appropriately approved and 
duly recorded under the Authorization; and that tasking was 
justified as linked to al-Qa'ida or affiliates of al-Qa'ida. The 
report recommended improvements in record-keeping 
practices. 

!S//Nr:t Due to a lack of sufficient and reliable data, the NSA 
DIG could not reach a conclusion on the tasking approval 
process for two PSP-related collection programs. The OIG 
recommended that management responsible for the affected 
programs, design and implement a tasking and tracking 
process to allow managers to audit, assess timeliness, and 
validate the sequencing of tasking activities. Management 
agreed to install automated tracking of tasking and 
detasking. 

(TSf/SI/f PfFJ Although the collection architecture was 
designed to produce one-end-foreign communications, 
inadvertent collection of domestic communications occurred 
and was addressed. The OIG recommended changes in 
management reporting to improve the tracking and resolution 
of inadvertent collection issues. 

(U / /-FOUO, Corrective action has been completed for one of 
the two recommendations. 
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(U / /FOUO} This report was sent to SSCI on 31 May 2006 
and HPSCI on 2 Janumy 2008 and was redacted at the 
request of the White House. 

(TSHstl/NFj Supplemental Report to Review of Compliance 
with Authorization Requirements for STELLARWIND U.S. 
Content Collection (ST-04-0027.01) 

ffS//&FilN//Sl//O€/NFJ After issuing the original report, 
the NSA OIG conducted further research to determine 
whether Program officials were approving content tasking 
requests based solely on metadata analysis. Using the 
statistical sample in the original audit, the OlG found no 
instances of metadata analysis as the sole justification for 
content tasking. In all cases tested, there was corroborating 
evidence to support the tasking decision. 

(U/ il'OtfOrThis report was sent to SSC[ on 13 Februmy 
2007 and HPSCI on 2 Janua.cy 2008. 

(1SIISIIINF} Report on the Assessment of Management 
Controls for Implementing the Foreign lntel/lgence 
Surveillance Court Order: Telephony Business Records 
(ST-06-0018) 

ff3//8Tf.:Nj/8I/,'OC/NF) On 24 May 2006, the telephony 
metadata portion of the PSP was transferred to FlSC Order 
BR-06-05, In re Application of the Federal Bureau of 
Inuestigationfor an Order Requiring the Production of Ta 

lati to 

retain telephony metadata to protect against international 
�. , . .. ;, , , ,  : 

ffSI/SI//NFj On 10 July 2006, in a memorandum with the 
subject FISA Court Order: Telephony Business Records (ST-06-
0018), the NSA OIG issued "a report to the Director ofNSA 
45 days after the initiation of the activity [permitted by the 
Order] assessing the adequacy of the management controls 
for the processing and dissemination of U.S. person 
information." This report was issued with the Office of the 
General Counsel's concurrence as mandated by the Order. 

(TS//SI//NF.} The "Report on the Assessment of Management 
Controls for Implementing the Foreign Intelligence Surveillance 
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Court Order: Telephony Business Records {ST-06-0018)," 
5 September 2006, provided the details of the findings of the 
10 July memorandum and made formal recommendations to 
management. 

t'ffil/Sf//NF) Management controls governing the 
processing, dissemination, data security, and oversight of 
telephony metadata and U.S. person information obtained 
under the Order were adequate and in several aspects 
exceeded the terms of the Order. However, due to the risk 
associated with the collection and processing of telephony 
metadata involving U.S. person information, the NSA OIG 
recommended three additional controls regarding collection 
procedures, reconciliation of audit logs, and segregation of 
duties. 

(TS,f/Stf#NF) Collection Procedures 

ff9//6l//HFJ During an OIG review of collection procedu� 
Pro ram management discovered that NSA was obtaining­

data that mi ht not have been in kee in with the 

a vised 
data should have been suppressed from 

the incoming data flow. Immediately, management blocked 
the data from analysts' view. Further, working with the 
providers, Program management completed suppression of 
the suspect data on 1 1  October 2006 and agreed to 
implement additional procedures to prevent the collection of 
unauthorized data. 

(TSHSINNF) Reconciliation of Audit Logs 

(TS//SI//NF) Management controls were not in place to 
verify that telephone numbers approved for querying were the 
only numbers queried. Although audit logs documented the 
queries of the archived metadata, the logs were not in a 
usable format, and Program management did not routinely 
use them to audit telephone numbers queried. Management 
concurred with the recommendation to conduct periodic 
reconciliations; however, action was contingent on the 
approval of a Program management request for two additional 
computer Programmers. 

-- - - lll"".a'i"iYUJ.-J•"lollil,lll.riiMiii----rY7T/aJ'a"i�a"'l"i7•...,..-Ji. - . - ., . ... . . . .. ., . . 
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{C/JNF) Lack of Segregation of Duties 

(O//PlF) The seven individuals with the authority to approve 
queries also had the ability to conduct queries under the 
Order. Standard internal control practices require that key 
duties and responsibilities be divided among different people 
to reduce the risk of error and fraud. Although Program 
management concurred with the finding, it could nat 
implement the recommendation due to staffing and 
operational needs. As an alternative, Program management 
agreed to develop a process to monitor independently the 
queries of the seven individuals. This action plan was 
contingent on the development of usable audit logs 
recommended above. 

(U / /FOUO) Corrective action has been completed for one of 
the three recommendations, 

(U / fFOUO) This report was sent to SSCI on 13 February 
2007 and HPSCI on 2 January 2008. 

(Sllh'F) Summary of DIG Oversight 2001-2006 
STELLARWIND Program Activities (ST•07-0011) 

!S//NF¾ On 20 December 2006, the DIG issued a report 
summarizing OIG's oversight of the STELLARWIND Program 
after five years of implementation. 

(U//fflOOl This report was sent to SSCI on 13 February 
2007 and HPSCI on 2 January 2008 and was redacted at the 
request of the White House. 

(TS#SIIINF) Assessment of Management Controls to 
Implement the FJSC Order Authorizing NSA to Collect 
Information Using Pen Register and Trap and Trace 
Devices (ST-06-0020) 

rfSi / SI//NF) O�e OIG reported that the 
management controls govemmgthe collection, 
dissemination, and data security of electronic 
com.mW1ications mete.data and U.S. person information 
obtained under the FISC Order authorizing NSA to collect 
Internet metadata using PR/IT devices were adequate and in 
several aspects exceeded the terms of the Order. Due to the 
risk associated with the processing of electronic 
communications metadata involving U.S. person information, 
additional controls were needed for processing and 
monitoring queries made against PR/TT data, documenting 
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oversight activities, and providing annual refresher training 
on the terms of the Order. 

(U / /�) Corrective action has been completed for two of 
the six recommendations. 

(U/ /FSOO) T 
and HPSC[ o 

to SSCI o 

(TSf/SlllN'F) Domestic Selector Tasking Justification Review 
(ST-07-0017) 

(U / /FGUO) The OIG conducted this review to determine 
whether tasking justification statements were supported with 
intelligence information consistent with sources cited in the 
justifications. The OIG identified some justifications 
containing errors, hut there was no pattern of errors or 
exaggeration of facts or intentional misstatements. 

(U//FOUO) This report was sent to SSCI on 28 January 2008 
and HPSCI on 28 January 2008. 

30 June 2008 (J:SHSl!l.trJ.'"9 Advisory Report on the Adequacy of 
STELLARWIND Decompartmentation Plans (ST-08-0018) 

,-tTS/f Sl/fN�) At the request of the SID Program Mwiager for 
CT Special Projects, the OIG assessed the adequacy of NSA's 
plans to remove data from the STELLARWIND compartment, 
as authorized hy the Director of National Intelligence. On 
30 June 2008, the OIG reported that NSA management had a 
solid foundation of planning for decompartmentation. In 
particular, the content, commwi.ication, and assignment of 
supporting plans were adequate to provide reasonable 
assurance of successfully removing data from the 
sn;LLARWIND compartment, while complying with laws and 
authorities . Management was also diligent in assessing the 
scope and complexity of this undertaking. Although the OIG 
made no formal recommendations, it suggested 
improvements to develop more detailed plans, set firm 
milestones, and establish a feedback system to ensure that 
plans were successfully implemented. 

(U / /P:OUO) This report was not sent to SSCI or HPSCI. 
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(U) Presidential Notifications 

(TS/,'F!iFV.\'f/Bf,'/OG/NF) Executive Orders 12333 and 12863 require intelligence 
agencies to report to the President, through the President's Intelligence Oversight 
Board, activities they have reason to believe may be unlawful or contrary to 
executive order or presidential directive. Knowing that Board members were not 
cleared, however, the NSA Director or Deputy Director reported the following 
violations of the Presidential Authorization and related authorities to the President 
through his Counsel, rather than through the Board. Each notification was 
approved if not actually drafted hy OIG. Some of the notifications were not the 
subject of the OIG reviews or investigations discussed in Appendix. E. 

(U) Summary of Notification 

e 
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rrB/f'iffV.l/f/iH//OC/NF!J Describes one instance of 
inadvertent collection of a call with both ends in the U.S. - a 
fact. • own until it was Ii 

fra//SE//NF) Describes three incidents: The first involved a 
one-digit typo resulting in one incorrectly tasked number. The 
second involved a number improperly tasked for meta.data 
analysis. The operator discovered it almost immediatelv and 
promptly removed it from tasking. The third involvc>d 
numbers that were not detasked in a timely fashion. 

ctice that may have resulted in over­
efers to NSA's work in developing 

ffS//STLWflSlflOC/NF, Although most ofth� • ro erl collected was also properly acquire� 
pursuant to statute, the datallow was 

terminated immediately upon discovery. Also, because the 
improperly collected meta.data. had been forwarded to non­
STELLARWIN D databases, the Agency removed non-compliant 
metadata from all affected databases, including those in which 
STELLARWIND data is normally stored. 
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{U) Data 

-

(U) Summary of Notification 

ffS//FrFEJ.l///SI//QC/�� Descri 
authorized targeting o erly t 

{TS{/S'FV.V// SI// 0C/NF) Describe 
authorized targeting of properly tasked 
telephone numbers resu 

[TSOSTLJlC//S!//0C/NF) A second incident was reported in 
which a typographical error res�ntact chaining on a 
U.S. telephone number with nolllllllllllltufiliation. The 
telephone number was rechecked, and the error was corrected. 
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SP001 B, Legal Compliance and Minimization 

Procedures 
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NATlONAL SECURITY AGENCY 
CENTRAL SECURITY SERVICE 

Fort George G .. Meade, Maryland 

27 July 1993 

UNlTED STATES SIGNALS INTELLIGENCE DIRECT�\/E 

(USSID) 

18 

LEGAL COMPLIANCE AND MIN�MIZATION 
PROCEDURES (FOLIO) 

LETTER OF PROMULGAT�ON 

(U} This USSID prescr;bes policies ar,d procedures �nd assigns resp-0nsIbllilies to ensure lhat the 
missions and furicUons of the United States SIGINT system \USSS) are conducted In a m,r,r:ar thal 
sM�gua1ds the conslituli{inal ri�hts ol U.S. persons. 

(UJ This USSID has been comple!�ly rewritten to mak� it shorter afld '!Mier lo und�r�icirn:t It 
,;:,ws!Jtut-as a summary or I/Hl. laws and ragulation:s. directly affecting USSS operallons. All USSS o�isannel 
w)Ki cell-eel, process, retain, or dissarnlnale infarlli�tiion to, from, or �bout U.S. person� ar perronai, in the 
United St�le!li must be. ramili-ar wllh its contents. 

(FOUO7 Tliis USSID Sllpersf3i:les USSID ltl, ,�Jld U$S1O 18, Annex A rdlslributcd separately lo 
selected raciplenls), both of which are dated 20 O�tober t 9ii0, and must now be c�lroye.d. Notify 
DIRNSNCHCSS {USSID fJanag;;r) ir this edition of USS! D 1 !J is destroyed b-Jcaus� ar an �m-ergency aciio,i; 
otherwise, request appro•,al from DIRNSA/CHGSS l)efore destroying this USSJD. 

(FOUOJ Releas-:i oe a��asum of this docume.r,t lo contractors and ci,nsultant s  wi1houl apprm,·a:I rrcrn 
the ussm Managar Is prohil)it��. lntitrvclfons app!reabls lo rete;ise er exposure of USSID to con!ractors and 
consul!Mts may be found in USS!O 19. 

(i;.QUO➔ Questions and comrmmls ccnce�out<J be addressed 10 lhe omce of the 
General Counsel, NS1VCS$, NSTS 9d3...:J 121  o� 

OLASSIFJED El¥ NSA/OSSM 1.ee :2 

J.M.McCONNELL 
Vic� Admiral, U.S. Navy 

Director 
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LEGAL COMPLIANCE AND 
MINIMIZATION PROCEDURES (U) 

SECTION 1 - PREFACE 

27 July 1993 

t .1. (U) Thai Fourtn Amendment to !he Uni:ad S!ates CcnstituUon protecis ai:I U.S. persons an� here 
in the •,vorld and all persons withln !he Unlled St;gtes rrom unreasonable searches i.'lnd seizures Dy any pe!son 
or ager.cy aclir,g on behalf of !he U.S. Governmenl. The Supreme Court has rulod that Iha interc�plion o! 
eh�.c1rcnic eomrnunicatlons is a search and seizure- within Iha meaning of the Fourth Ameno"mer.t, It rs 
there Jere mandatory that slgm�ls inielligence (SIQINT) operations be condutierl pursuant lo prc,ce21.1res 
which mee-t the? rear;onabl-an*sg raquiremsnts of the Four1h Amendment. 

1.2. (U} In de(ermlning whether United Slates S!GINT System (USSSJ operations are "reasonob1e." 
it is necessary to b.ilanca !he U.S. Government's need for foreign inlelligenoa rnformation and the pri'lacy 
interests of �rsons protected by the Fourth Amendment. Striking that balance has consumed much; time 
and effort by all branches of the United Stal�s Governm:3nt. The (�suits of !hat effor1 ,are reflec:ed Ir, Iha 
retereru;:es listed [n Seclion 2 below. Together, tnese references require llle minimlzaUon ol U.S. person 
fnlormat,on col!ec!ed, plC'..e.ssed, retained or diss�mlnat�d by the USSS. The purpose of this document is 
to impfemenl lhesa mitiirn,zalion requirements. 

1.3. {U) Sevecaf !hemes rr.Jn lhroughout lhis USSID. Tha most important is that jitel�gence ope�t!ons 
rtnd the protec\lon of constitu:ional rights are not incompalib!e. II is not necessary ta deny legilimate !o:e:gn 
rnlsll:�ence colfection or suppress l<igitirn-ate foreign int�mgence rnformation to pro�ect the. Fourth Arner.C:ment 
righls of U.S. persons. 

1.4. {U) rinally, these minimiz�tlan procedures implemanl the constituHonal prlncipl-!! of 
"r�asonablenass" ay giving difterent categories ot lndi'lldtJals and entities different levels of protection. These 
levels ranga from the stringent protection accorded U.S. citrz,3ns and permanent resident aliens in the. U nitsd 
States to provrslona relatlng lo foreign diplomats :11 the U.S. Thsse differences re!!ect yel ,mother main ineme 
of lhesa procedc.1res, that is, :hat th� focus or all lor�i!]n int1:11ligooce operations is on forai!ln er,:ities end 
persons, 

SECTION 2 -REFERENCES 

.2., L (lJ) R91erer.ces 

a. 50 u.s.c. 180 1 .  et seq .. Foreign Intelligence Surveilfanca Act (FJSA) or 1978, Public Law 
No. 95•5H. 

b. E:<ei::ulive: OrG'er 12333, ·•Unitad States. tntelllgenee Activities," da1sd 4 Ds:c:c:mber 1931.  
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c. DoD Directive 5240. r. "Activiti�s o/ DoD lntelltg�nce Components that Alfect U.S. Persons,'' 
dated 25 April 1988. 

d. NSAJCSS Dlcectiva No. 10-30, "Procedutes Governing Activities or NSA/CSS !hat AHect 
u.s. Parsol'ls," dated 20 Sepfember 1990. 

SECTION 3 - POLICY 

3.1. (UJ The policy of lhe USSS is I� TARGET of COLLECT only FOREIGN COMMUNICATIONS.· 
The USSS will not intentionally COLLECT co111fl1Unlcalians lo, from or about U.S. PERSONS or perscn:i or 
en1ities in the U.S. etcept as set forth In this USSID. tr the Usss lnadvertenlly COLLECTS such 
comm\Jnioaiions, It will process, retain and disseminate them only in .iccordat1ce wi1h !his USSID. 

5,1:CTtON 4 -COLLECTION 

• • " ·,. arc known lo be lo. from or about a U.S. PERSO�­
will not be lntentionaJl�•inleicepted, or selected through lhe use 

, . except in !he lollowlng instances: 

a. With !he approval or the United Stales Foreign lnlelligenca Surv-alllance Court under the 
conditrcns outlined ii' Anr.e.< A o! !his USSID. 

t>. Wl!h the ar:proval ol tile Attorney G-i!neral ol the Untied States. if: 

(1 l Tna COLLECTION is dired�d against the following: 

(aj Commu�ic:a1ions ta er rrorn U.S. PZASONS outsfc:a the UNITED STATES. or 

I 'P. natlonal ccmmunicalions to, from, 
, or 

(wherever local.sd). 
(c) Communications wnfch me not to or rcom but rnete[y about U.S. PERSONS 

i11lom1a1lon. 

(2) rtie i::erson rs Jn AGcNl OF A FOREIGN POWER. end 

(31 Th� purpo�e of the COLLECTION is ta acquire sigrliITcant FOREIGN INTELUGEr ICE 

c. With lhc approval of :he 01rector, National Security AgencyiChief, Ccnlcal Securily Ser,:c=e 
(DIRNSAlCr!CSS}, so long as !he COLLECTION need m;t be approved by 1he Forei,;;,n lnielligenoo 
SJivelrance Court e< the Allorney General, ar.d 

( 1 )  The person has CONSENTED lo !he COLLECTION b1 exec1Jtln•3 one of 1h1;t 
CONSENT lorm:;; contained i:l -�nn�x H. or 

HANDLE V(A COMlNT CILA�"ELS OP..LY 
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• CapilaUze.d word$ In Si;ii;lions 3 lhrough 9 are defined terms in Sectiirn 9. 

(2) The parson is reasonably believed to be he!d captive by El FOREIGN POWEFI c,r gmllp 
engaged ln INTERNATIONAL TERRORISM, or 

and the OIRN"SA/CHCSS has approved ths COLLECTION In accotdanca witll Ann2-x 
I. or 

(4) The: COLLEGTION ls directed against between a U.S. 
PERSON in the UNITED STAT�S and a forBign entity oulsicf& thf! UNITED STATES, the 'fARGEr i$' the 
foreign entity, and the OIRNSNCHCSS has approved the COI.LECTION in accordance wi,h Anna>: !<. rir 

(5) 'technical devices (e.g. are employed to 
Jirnil acq1Jlsl1fon b:1 th� USS$ to communic Jons specif:c fllrrns of 
comrnunic:ations IJ:.i;d by th� TARGET (�. .. 1 and 
tne COLLECTION is directed ag.ainst voice and la-csi:nlle 
comnlunica1ions with one COMMUNICANT in the NffED STATES, and the TARGl:;T of ths COLLECTlON 
isllllll: 

(a) A non-U.S. PERSON [OCcJled oulsida the UNILEO STATE. 

{b) 

(6) Copies of a_oprov?IS granted by Iha DIRNSA..'CHCSS undar ln�s.e- provisions will bci 
reta n�d in the Office of Genera! Counsel for rnvi.!W by the A:tcrn,ey Gene,al. 

ct Em!!roency Snualioml. 

(1) In emllrgency situaticns. OIRNSA/CHCSS may authoriw the GOLLECTTOti or 
Information to. fro;n, or a,l:oul a U.S. PER.SON who is cJ1Jlslde the'! UNITEO STATES when ;,:'!curing lhe prior 
approval of lhe Altcrney Gener2l ls not practical becaus�: 

(a} The time requil'ed to obtain sucll approval wot.Id result In th"' loss of s�r.iiicant 
FOREIGN INTELLIGENCE and would cau:;e !iUtJstantlal harm to lh.e.natianal se-:umy. 

(bl A person's life or physical safet,1 Is reasonably believed \o be in lr:im�dial,j 
danger. 

(c} Th-a physical socuril�• o{ a derense instaUa,tion or govBrr.rnent pro�erty ls 
re.asonat:>ly b'llieved lo be In immediate danger. 

(2) In U,ose cases where the DIRNSNCHCSS authorizes en-ergency COLLEG1,0i'.J, 
except for actions taken under paragraph d.{1)(o) above, DIANSAfCHCSS shall !ind that lheni is probable 
cause that the TARGET meets one o! me following criteria: 

(a) A person who, lor er on behalf of a FOREIGN POWER, is engaged in ci2:r.c'estioo 
intem�c-ru.e a1;tivities (Including co·,ert ac!l'lities Intended to affe,cl the political or governrnental pr-0cess) . 
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sabolage, or INTERNATIONAL TERRORIST acllvitles, or activities in preparation for INTE;RNAT(ONAL 
TERRORIST a�Uvlllos; or who conspires with, or knowingly aids and abets a person engaging ir. such 
acfM1ies. 

(b) A person who Is an otliceror employee ol a FOREIGN POWER. 

(c) A parson unlawfully acting (ot, or pursuant to the direction ol, a FOREIGN 
POWER. The mera lact that a person's acti..,itles may benefit or furth.ar the alms of a FOREIGN Pm\- ER is 
not enough to bring that persot'I under this subsection, absent evidence that Iha person ls taking direction 
front er acting in knowing concert wi1h, the FOREIGN POWER. 

(d) A CORPORATION or other entity that Is owned or controlle-d d:reclly or indireclly 
by a FOREIGN POWER. 

(e) A pe,!lon in cor.tacl with, o, acting rn collaboration wltn, an intellfge,,c� or security 
$er/lee of a 1or�ign power for lhe purpose of providing acces:; to information or material Ci,'\$Siiied ty the 
United St;i:r,s to which such �ersc,o has a.ct:.?Ss. 

started, 

{J) In all cases \'1he•e emergency collecllon I� autllorlied, ihe lo!fowing steps sh:asl ca 

M The Gen�ral Counsel will be. notllied immediately that the COLLECT\Ot-. has 

(b) The Genaral Cour.sel will initiate Immediate effcrts lo obtain Auorney Ge,,eral 
�pi:;roval Lo cori!inue Iha co!lcciion If Altom�, General appro-,,al Is not obtained within seventy hvC> hours. tr.e 
COLLECTION will o-:: terrninaled. If !he At1orney General approves lh0 COLLECTION, it ITii'tY corilinL e for 
lhe p,;;ric-d spgcified In the approval. 

e. AnrlUal reports to the Aitorney General are re-Quired for COLLECTION conducti!d u11der 
paragraphs 4. t.c.(3) and (4). R!:!spoos:bte ana!yt:c ofiicas will provide such (<3ports through the Depiity 
Oirec!or tar Op�ta:ioos (ODO) and !he General Counsel to the DIRNSA!CHCSS fot transmittal to the Attc cC\ey 
General b� 31 January of each year. 

4.3. (U} 1nctden1a1 A�ulsi!ion of U.S. PERSON lnforma!lon. Information lo, from or about U.S. 
PERSONS a�quired incid�ntal!y as a result of COLLECTION directed against appropdate FORE! GM 
INTELLIGENCE TARGETS may ce retained and processed iri ar.cordanca wilt, 5.!ction 5 �nd S.iction 3 of 
iltls USSIO. 
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4,4. {S SGO) Nonresldent Aliim TARGETS Enleting lhe UNITED S'rATES. 

a. JI the communlcalions of an on resident alfen located abroad are being TARGETED and toe 
USSS learns that the individual has entered lhe UNITED STATES, COLLECTION may continue tor a period 
of 72 hours provfc:led that lhe OIANSNCHCSS Is advised Immediately and: 

-

(1) lmmediat& el'fcrts ar'1 fnlliatsd lo obtain Attomey General appcaval, cl 

(21 A determination rs made willlln the 72 hour petlod that th 

b. If Attorney General appro•1al is obtained, the COLLECTION may continue !or the teng(h or 
time specified !n the appro•,aJ. 

c. If ;l ls determined tha 
al th� discretion of the operat:onal el'ement. 

ct l! 
hours, COLLgCTION must be terminated 
obiaJned, or th� Individual leaves the UNITED STATES. 

COLLECTtml may oontlr.lle 

rovaJ ls not Qblained within 72 
Attomey General approval is 

4.5. � GG()J U.S. PERSON TARGETS Entarlog t11e UNITED STATES. 

a. 11 communico2iions io, from or aocut a U.S.. PERSON located oulsida ltla UNITED ST.4TES 
a:e being COLU:CTED under Attorney General approvil.l descrfbed in Secllon 4. l .b. abovo. the 
COUECTION must Sl:>f} when Iha usss learns tnat lhe lr.dividual has ontered tile UNITE;D STATES. 

\J. Whire !he indivicfl.!al is in \he UNITED SfATES. COLlECTION may be resumed onty 1•11111 the 
approval of 111� Uniteo Stales r=oraign Intelligence SuMillanca Court as described In Annex A.. 

4.6-. 
PE;RSONS 

COLLECTION aga:ast U.S. 
, must be subrnited lhrot.gh 

the DDO and tha General Counsel to ne □ 

4.7. (0 OO0:I Direction Finding. Us� ol oirectlnn lir.dlng solely to determine th� lccati011 ot a 
transmlfler loeated cu!slda or tha UNITED STATES <Y.Jes not constih.1ls ElECTRONIC SURVEILLANCE 01 
COlLECnoN ;;;veri if dirt3Cli!d 31 transmitte�s believed to be ussc:I by U.S. PERSONS. IJn/ess COLlECTfON 
oi thJ communicat:ons is o!hel"ov!se. authorized uml'�r these ptocedures. 1he contents of oommunic.:tions 10 
whi(;h a U.S. PERSON is a party mo11itQ1ed In the coursd of dire1;tion !lndTng may only be used lo lden:ify the 
transmitter. 

4.8. (U) Otslress Sig11ats. Ois:rl?ss signals may ba int�ntionally collected, prcto:'iSse!i, retained, ar.d 
dissominat!<d without regard to th, restrictlo11s can!alned in tn1:1 USSIO. 

4.9. jU) COMSEC Monitoring and Security T�sling of Automated lnrormatfon Systems. Monitoring 
lor commun:catlons security purposes fflUSt be conducte<f with lne consent of the person being monitored 
and i:t ac�ordancewith the procer:turgs establistie-::1 in National Ta!acarnmunicallolis aod lnlormalion Systt?ms 
Sec11rity Dir�!i•,e 600, C�mmur,ic:a.tions Security (COMSEC) Moniioring, dated to April i990. �l:i;,:to:ir1g !or 
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communicatlons securily purp-os'9S rs not gaverned by this USSID. Intrusive security tesling to ,Bsess 
s1:1curity vu!nerobi!iliasin automated fnformat!on systems likewise Is not governed by this ussm. 

SECTION 5 - PROCESSING 

5. L tB OCO) Use ol Sele.eden Terms During Processing. 
When a SELECT[ON TERM Is (ntended to. INTERCEPT a communw:�tion on the basis of the con!ent of th� 
communication, ot bi:cause a communication Is er.ciptierecr, (3ther than on the basis ol lhe Identity of the 
COMMUNICANT or the fact lhai the communication m e111ions a particular ino1vld1Jal, the following rules apply: 

a. No SELEC110N TERM lhat is reasonably li!<el lo resul io the I 
�RSON (wherever local�) 

may be used unless there1 is reason to belfeve that FOA�rGN 
INTELLIGENCE will ba obtained by use ol su,:h SELECTION TERM. 

b, No SELECTION TE�M :hat has resulted in lhi! INTERCEPTION of a significant number of 
communications to or lrorn such persons or  ent:1ies may bei used un:ess there is ri:!ason to bf.lie'Je, that 
FOREIGN H'-JTEI..UGE'NCE will ba obt2ined. 

c:. SELECTION TERMS lh.at have resulted or  are reascnab[y like1y la rijsuh ir 1he 
INTERCEPTION of comrnunicat1cns ta ar rrom such i;orsons or enli!ies sha11 te deslgrted to defeat, I) !hs 
greatest exter.i praciicabla unaer 1he circumstances, th9 INTERCEPTION of those ccmmu11lca1ions '.'lil:ch 
do n::itc:int.iln FOREIGN !�JTELUG:=NCE_ 

5.2 (S CGOj Annual Review b•; ODO. 

a. -�ll SELECTION TERMS Ill.st ar� reason;:;blv like['.,' (o resua In the INTERCEPTICJ'J of 
ccn11nunlcalior.s ta or lrcm a U.S. PERSON or terr.is that haYe rcsulle<l in the INTERCEPTION or(] sigrnrr.:ant 
number of such commun:cations shall be reviewed ar.nually l;,y tM D00 or a desrgnee. 

b. T.1::i purposi2 of the review shall ba lo delerrnlna wh.at11ar !here is reason lo bellgve thaf 
FORE/GN INTELLIGENCE wfll bG obtained, or will cominue !o b-3 obta!ned, by lhe use of lh-;!S-3 SELECTION 
TEAMS 

Counsel. 
c. A copy of the resttlls or ths revii!�v wil! bs pro\/lcec t{l the Jnspectot General and Iha Gen=1ral 

5,3. (C•OGOJ Forwarding ol lritgrcepted t-.1aterial. FOREIGN COMMUNICATIOMS collected by the 
IJSSS may L-.e rorwMder/ as !r.!�rcepted to NSA. inl�rrneaiate processin!} (acilhies. and collabcra1ing cen'.ers. 

5A. (S•OCOj Mcnrcref9n Cornrnunicahans. 

a. communications bel\•reen persons In lhe UNITED STATES. Privala rac'ia c.ommunical oris 
solely oatween persons in the UN11ED STATES Inadvertently imarcepted during the COLLECTJOi� al 
rOREIGN COMMUNICATIONS will be promp!ly destroya:l unless the Attorney Gac1er3I determines !hal the 
conten:s 1rdrC3!e � threat o/ death or seri�us bodi.y harm 10 any person. 
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b. Communl�tions between U.S. PERSONS. Communications sol€(y betweM U.S. 
PE;RSONS will bs lrea!ed as foflows: 

(1) ComniunicaUons solet� between U.S. PERSONS inadlle-rtan11y interc�!ed during the 
COLLEc;moN or FORErGN COMMUNICATIONS Will be deslroyed upon recognition, if technfcally possible. 
except as ptovided In paragraph 5.4.d, below. 

(2} Notwithstanding the preceding p�avls!on, cryp!olcgic dala (e.g., signal and 
enclpherment infcirm�liori) and technical communications data (e.g., ci:cult usage) may be e-:ittracted and 
retained from those comrnunicaUons if necessary lo: 

(a) Eslablisl'I or maintain intercept, or 

(b) Minimize unwante<l fntercept. or 

cc, Support c;;ryplolo,;Jic aperaliO/lS related !o: FOREIGN COMMU�llC.A.TiO/llS. 

c. Communications lrwolvi11g an Officer or Employee of the U.S. Govecnmenl. 
Communicalions to or from any officer of employee of ltie U.S. Government, or an;, stale or local 1.0•1ernmeci.t, 
wn1 not be Tn:entio11ally intercepted. Inadvertent INTERCEPTIONS or sucti communtcalicns jincluding those­
be1ween !Qre!gn TAAGEiS and U.S. Qfflcials) will ba treated as Indicated in paragraphs 5Aa. and tl,, abo·�e. 

c;i. Excaplions: Nolw1thsti1r1cling the- pravlsfons of paragraphs 5.4.b. and c., th.:i 
DIRNSA/CHCSS may waive 1he destruction requirement fot int�matlonal ccmmunicalions coot3inioo. Inter 
affa, th!3 loilowlng lypss a l  Information: 

(1) Significant FOREIGN INTELLIGENCE, or 

{2) Evldenca of a ctim-: or lhreat or death or serious bodily harm !o any p�rson, er 

(:J) Anomali�$ that reveal a patsntial wlnerability lo U.S. communications secu-rily. 
Communications for which 1ha Attorney General or DIRNStVGHCSS's waiver is sought should be roiwarded 
to NSAJCSS, Attn: P02'. 

5.5. {S CCC� Radio Gornmunicatlom: with a Terminal In Iha UNITED STATES. 

a. NI radio communlcatlcns :hat pass over channefs with a terminat !n ln9 UNITED STATES 
rnusl be pmcassed :hrough a carr.pular scan dict:onilry or similar dsvic-3 unreS$ lhose c:omrnunlca!lor.s oxur 
011er channels used eKclusively by a FOREIGN POWER. 

b. Intern t pass over channsfs w\th a lerm1n al 
in IM UNITED STATES r:omn,unfcatl□ns, may be processed 
without U,e use of a compuler scan d1c1,ona:y or s1ttu1ardevtce if necessary to determine whethet 3 r,hannel 
contains comrnunicattcns ol FOREIGN INTELLJGEMCE interest which NSA msy wlsti 10 collect. Suc1'1 
processing may not exceed two hours without tl'le specilic prior written appto\'al of Ina DDO and. in ,my e-ven1. 
shall be limited to the rninlmum am□unl of tim/J riccessar/ lo determine the natura □r communicaUons on the 
chanr.e1 and the �mount of such cornmwiications that include FOREIGN INTELLIGENCE. Onc::1 ii i!i 
delermined that tr10 channel contains sufficient communications of FOAE!GN INTELLIGENCE Jntef.est to 
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warrant COLLECTION and eicploitatior1 to produca FOREIGN INiE::WGENCE, a computer scan dicliona,y 
or simllar d11vico must be used ror adcfitio['.al processing. 

c. Copies □( aH ODO written approvals ma�e pur�uant lo 5.5.b. must ba providad to tne General 
ccunseJ and lha !nspector General. 

SECTION 6 - RETENTION 

6.1. (S SSOj Re!antian or CommuniC.'.!.liOl'lS lo, from or About U.S. PERSONS. 

a. Except as □ther",•/i:.e ptovided in Anns;r,; A, Appendi;r,; 1, Sectfon 4, communications lo, from 
or ti bout U.S. PERSONS that i\re int.:rcopted by Iha USSS m�:,t be retained in their original or Cranscr;beo 
form only as fallows: 

(1} Uncnciphered communicalion$ no! lhouQhl !a contain seem\ meaning may b� reta·necJ 
fer live �rears ud�ss lhc D00 ;:folermines in writir;g lhal rotenlicn fer a fong,ar petiod Is t�(juir;;:cJ to respond 
!o authorized FOREIGN INTELLIG EMCE rr;quiremon\s. 

(2) Communications riecessa,y lo maintain technical cJala bases fatCI"/ptanafytJc or traific 
ana lyti� purposes may be retained fo.- a perfod suN!c.iant to allow a tho1oi:gh e:(ploilaUori and to permit gccess: 
k> dala tnat arij, or are reasonably b-;1lieved r,kaly to oeccme, relavont to a current or lulure FOREiGN 
INTELLIGENCE requirement. Sufficien1 dwra.JlaCJ ma:: vary with the nalure of the exp!ollat!cn and may consist 
of any paricd 01 time du1lr.g which the technical dat;:i base is subject lo, or of use rn. cryp1anaIysis, I I  a U.S. 
PEflSON'S identity Is not necs'Jssary (o m;;'ntaining technical data b�es, it should bs ds1eteo or repla,;ed by 
a generic l�rm when pracliccb!c. 

b. C:':lmmunieclions whlc!1 coul<l be dissgminatad vnder Section 7, be:ow (i.e., withoul 
elimlnallon or refetencos to U.S. PERSONS) ma� bs retained In theiI original or transcribaci form. 

6.2. (S·CCO� Ac-:tiss. Access to raw lr2.ftic storage systems whict, contairi Identities <Jr U.S. 
PERSONS must be lim!lecJ to SIGINr pr.::nfuct:on Ferso11ncl, 

SECTION 7 - DISSEMINATION 

7. 1 .  �C•C GO) Focus of SIG] NT Repar.s. All SIG INT repor1 s will be written so as :o locus sol;:ily on 
tha acw1U1::s of foreign e.r.,i11es and persons ar.d ti1.?1r ag:ints. Exci,;:il as provided In Section 7.2 .. FOREIGN 
tr•JTELLIGENCE inlorma;io!l concernl1\g U.S. PERSONS must be dlssemir.2led in a manner which dces not 
identify 1he U.S. PERSON. Generic or gener2! Ierms or phrases must be substitul�cJ for Iha idsntity (e.g., 
''U.S. firm'' fi;Jr I.ht' specific na.mil of a U.S. CORPORATION or �u.S. PERSON� l<lr lh!! specific nama of a U.S. 
PEA SON), Files conla,ning the idirnlities of U.S. p,;irsons deieled rrom SIGINT repor1s will be maintained fer 
a ma.dmllm p�riod of 011e ·tear and any requgsls frc-m SIGINT customers rcr such ldenliljes should be referred 
1-0 P02. 

7.'J.. EC GCO� Diss-eminatil)n o l  U.S. PERSON Identities. SIGINT reports may fnclude the 
id�nlificatia1l of a U.S. PERSOM only ii om! ol the !ol!owirig conditions is met and a d�!arm:n:t:ion ,s rnac'e 
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by the- appropr1ale approval authattly !hat lha_rgclpienl has a ne,ed fot the identity- for the performance of h/s 
glficial dulles: 

ei. The U.S. PERSON has CONSENTED to lhe disseminalion of communications of, <lr about, 
him or her and has executed the CONS ENT rcm11. found rn Annex H of t/1.i!J USSID, or 

b. Th!:! information ls PUBLICLY AVAILABLi; {i.e., the information is derlvel1 from uncJ.tssiliec 
Information avalrable to the general public}, or 

c, TM Identity at Iha ll.S, PERSON Is necessar/ Jo undersland Iha FOREIGN IN7cLL1GENCE 
Information or assess its importance. The followini;i nonexdusive 11st conlalns examples Of Iha typa ol 
inf a miation that meet this standard: 

{1) FOREIGN POWER or AGENT OF A FOREIGN POWER. Tna fnlorma!lon Indicates 
!hat tne U.S. PERSON Is a FOREIGN POWE.Fl or an AGENT OF A FOREIGN POWER. 

(2) Unau1'1ori2.ed Disctosure of C1assifled lnforma;ion. Th� lnformatron indicates that ihe 
U.S. PERSON may be engagf!d in the unilulhorized disclosure of classilled Information. 

(3) lnlemalional Narcotic& Aclivity. The lnrormatron Jndi�ate.s that tile indivldual ma)' ba 
engagw tn lntematlonal narrolics lrallicking ac!ivilies. {See Annex J of this USSID rar further lnforma'.io:i 
co nce-rnlng Individual� invotved Jr. f�lamal.ional narcotics It arncking). 

(4J Crimine! Acti11ity. The information isev!denca that lhe indlvidual may be involvad :n a 
crime 1ha1 has been, is being, or Is about to be cornmitted, ptovid":;d that the dis11emim:ition is ior ;aw 
enfor�nmnt purpo5es. 

{5) tntellii;;enc-a TARGET. Thi:! lnlorma.tion· indicates that ihe U.S. PEA SON may be the 
TARGET of hostiti? in!el!iganc-:1 activities of a FOREIGN POWER. 

(6) Threal \o SaJaly. The iolormation indicates thill tM idanlity of lh3 U.S. PERSON is 
pattinent lo a possiblCJ \hrnat to :ha safely of as1y p�rson or organlzalion, incl�ding those wi10 ore TARGETS. 
11ic:tirn.s or hostag,;zs of INTER�JATIONA!.. TER�ORIS1 org;miz;itforis. Reporting units $hall identify' to PD2 
any r�port containing Iha identity or a U,S. PERSON repcrtel.! ur:-cfor this st)bsec;lon (6). Fleld reporifng to 
P02 shoufd be in the :arrn of a CRIT[COMM message (DOI X.O.O) and includ� lhe repOJt da1e-time,grcup 
(DTG), p:oduct serial n!Jmber and Iha raason for ir.cl•Jslon of Iha U.S. PERSON'S !denli!y, 

(7} Senior Execuii•:a Brar.ch Officials. Th� :den�i!y is that of a senior otiiciaf of the E.-ceculive 
Branch ol the U.S. GavemrMrit. In this case only u,� omcia!'s ti�le will o� o'iss<Jrninatecf. Domestic po*l'.ce, 
or pe<sar.s.l inlormaUon on such {ndivlduals will be neither dissemin�tei:s Mr retained. 

7.3. (S GOO! Approval AuthOrities. Approvill aulhorities for the (elease of id9nlilics of U.S. pen.ens 
urider section 7 are es fallows: 

n. DIRNS.J.iCHCSS. D!ANSNCHCSS must approve cii5Seniination or: 

(t) The Identities o: any senator, congressrn.'.ln, officer. or employ�e or Iha Legislalive 
Brarich of iha U.S. Go\lernmenl. 
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b. Field Units and NSA. Head'quar1ers Elements. r'\11 SIGINT pmductlon organizations are 
authorized to d!sseminate the Identities of U.S. PERSONS whan: 

(1) The identily Is pertinent to the safety or any person or organization. 

(2) lne ld'enlit-/ rs that of a senior official of the Exec1..1Hve Branch. 

{3) The U.S. PEASON has CONSENTED under paragraph 7.2.a. above. 

c. ODO and Designees. 

( 1 J lri all other ca,ses, U.S. PERSON id�n!itie.s may ba releasecJ oniy wilh 1he prior appn:ivaJ 
of the Depu1·1 Director tor Opdl'a\ions, tna As�is!ant Oaputy Ditector for Operatlom. the Critef, P02, lh� 
Daput/ Chfaf. P02, or. In their �bsenr.e, tM Senior Oparatloos omcer or Iha Na!ivnal S1GJNT Ope rat ens 
G�ntcr. The DCO er ADDO shall revl1;:w all U.S. :demlt:es released by these designecs as soon as p1aciicable 
.tfta:- the relP.asg is made. 

(1) For law eniorcernent purposes Involving narcotics related information, □IRNSA has 
granted l'l lhe ODO authority to dissernina,e U.S. icrenl:iias. This authority may not tie further delegatad. 

7.4. (U) Pri•.rileged Ccrnrnunications and Criminal Activity. All proposed disseminations ol 
lnlo(rnaiion consti:uling U.S. PERSON pri•✓rleg�d commun:ca1:ons (�.g., a:tomey/cllent. dcctor/padant) a.nel 
a:1 1nlo1ma!fon concemi�g ctirr.inaJ aclivities or crirr,inal or jud;cial proceedi'ngs in the UNITED STA.TES must 
be r,=wiawed by ttie Office of Gene,at Counsol prior 10 o.sseminallon. 

7.5. (U) Improper DiS!remir1ailon. II the 03tl1i! ol a U.S. PERSON is Improperly disseminated, trm 
fncident should bo reported !o P02 within 2,1 houts or d;v.;ovf.lry o.l the error. 

SECTION 8 - RESPONSIBILITIES 

6, 1. lUJ lnspec!or General. 
Th:, lnspec:or Getieral sh3ll: 

a. Conduct r.;i;;ular inspections and pa11orrn !)eneral oversight of NSA/CSS 2clivitie� to ensuca 
aomplianca with tr.is USSID. 

b. Establish proceci--.:r� for rep•Jrllng by t<ey Component and Field Chfefs of the:r activitio\'. and' 
prac:,c�$ for oversight purpos-es, 

,:;. R"l.Port lo !he DIRNSA/CHCSS, aonvally by 31  October, conc�roing NSA/CSS compiiar.ce 
wilh ,his USSID. 

ll. R�port quar:erly with lhe DIRNSPiCHCSS i:ll'ld Gene<al Counsel to lhe Pres;d�nt's 
!n!«l!igence 0,11;1sioht Boa(d lhrougil lr,e 1\ssisrant to !ht? Secrelary of OeSense (lnte!ligenc� Ovsrslghl}. 
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a. Provide legal advica and assistance to all e!emenl3 of the USSS regarding SfGINT activitles. 
Requests- for legal advice on any aspect or th-u e Sant by CRITICOMM ta DOI XDI, or 
by NSA/CSS secure telephone 96J..312t, or 

b. Prepare ancf process all applications lor Foreign l11tell1gence Sur,eillanca Courl orders ar.d 
requests for Attorne.y General apptovals raquired by these procedures. 

c. Advise the Inspector General in lnspeclions and O'letsfgf1t or usss a�Uvities. 

d. fieview and assess for legal lrnpficaUons as r-aquesled by lh9 DIRNSNCHCSS, Depul� 
Director, Inspector General or Kay Cornp;,nents Chief, all ne.w major requirements and lntemallyg-anerated 
USSS activities. 

a. Ad-visa usss personn�I of ngw leg,1.slaHon arid c-asa raw 1hat may alfect USSS missions, 
n.:r.ction.s, operations, act[vilia!¾, or practices. 

I. Report· as required to the Altowey General and the- Prm;:denl's Intelligence Ov�r::.ight Board 
and pm'llde copies or such r�ports to !he, DIRNSAJCHCSS and affected agency e!emen�. 

g, Process requests from any DoD lntelllgance component for awthorily !o- use signers �s 
described in Procedure 5, Part 5, ot D!l□ 52J0.1·A, rcr r,erioda In excess gf 90 tlays in Ilia oevelopment. tesJ, 
or calibration of ELECTRONIC SURVEILLANCE equipment and olner equlpmi!nt lh:\t can lntarc;:ipt 
comm 1.IOicallons. 

8.3. (lJ) Deputy Oirector ior Operations (ODO). 
The ODO sl1.tlf: 

a. Ensure that all SIGINT pccdt.:cti-cn i:w�cnr.el u11ce.-s1c1nd and maintain a high degree of 
a.warer1ess and seositMty to tha r2quirementsof this USS!D. 

b. Apply tt:o provfsions oi 1hi!> USS!□ io a.If SIGJNT production activities. Tn� ODO stalf lccaf 
poini :or U SSLD 1 B matters Is P02 (use CRITICOMM DD I XAO). 

c. Conduct necessary reviews o1 SIGINT production activities an.cf praciicas ta ensure 
consistency wiltl this USSID. 

d. Er.sure that a.II new rna!cr requirerrents levied on the USSS or irHerna1�/ g,enecated ac;1,v'.;i� 
are consider,!d rot review by the Ger.eral Counsel. All actfYitles that raise questions of law ct the pre per 
it11erpretalion of th/$ USSI□ must be revtewtld by the Genera( Counsel p�ior to acceptance or oxecution. 

8.4. (U) All 8aments of the USSS. All elements ol t�a USSS shill!: 

a. lmprement this dit�cti�a upon r,aceipt. 

b. Prepare new procedur�s or amend or $Upp!e-ment exfsting procedures ns rilqulr'i!d to ensure 
adhersnw ta !his USSID. A copy ot such i:rccedures shall i)a forwarded to NSAJCSS, -�tn: F02. 
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c. Immediately Inform tM ODO of any tasking or rn$tl:1JCffC"ns that appear lo require actic ns at 
variance wiU1 lhls USSID. 

d. Promptly report to lh!9 NSA lnspeclot O.eneiral and consult w�h !he NSA Ger.era! Counsel 
on all ae:.ivilies that may ,afse a questiort al cornpliance wi\h !hfs USSID. 

SeCTION 9 - DEFINITIONS 

9. \. lC 600t AGENT OF A FOREIGN POWER means: 

a. Any person, other than a U.S. PErlSDN, who: 

{1) Atls irt ttle UN!TED STATES as an officer or employee or a FOREIGN POWER, '1r as 
a o11em:ier ci a \;tOuf) c?ngag-=d In INTERM.�l'IONAL tERAORISM or activilie::: in preparation lherefor, or 

(21 Acts tor. or on behalf or. a FOREIGN ?OWEA trrnt an�agElS In clande.stlne lntelllg 3nce 
acii,• i!ies :n the· UNITED S1'ATi:S contrar; IQ I.he inlt'!!asts al lne UNITED STATES. when the circumsta 1cas 
of such person's presence !11 the UNITED STATES indicate lhat such person may engage in such acti\'ities 
in the UNITED STATES, or when such petson knowingly aids or abets any person In lhe conduct of .=;uc::11 
activities or irnowingly consp[res with any person to enoaso In such actl'litres; or 

b. Any person, including a U.S. PERSON, wno: 

( t) l<nowir.Gt'l' e ngag� in cl;'lndestin a intelligance ga IMring �ctivities for, or 011 be�a ll ot 
a FOREIGN POWER, which activi1ia� fmoi•11,. or may lnvolva, a •/iolallon of the crimlna( s:atutes o· the. 
UNITED STATES: er 

(2) Pursuant 10 the direction oi an intell!gence service o, nerwork of il FOS,EIGN POWER. 
knowing:y enga9es in any othe., cla,,de�tine lntcmgence actrvilies for, or on tehalr 01. si;ch FORE!GN 
POWER. which act.vilies: invol•1e or ara: aoout to lnvo!v�, a violation oC the criminal :;ta1utes cf the UNITED 
STATES; or 

j3) l<nowingly engagas in sabotage or INTERNATIONAL TERRORISM, o: activities Iha! 
a,e in prepilrabon lhereror, for !)f on behalf of a FOREIGN POWER: or 

(4) Kf'lov,h'lgly aid.3 or !:!b.?ls any j'.:erson 111 thc ::onClu�t of aclivitle� c;tescrib;;d in p-aragrc.phs 
�.1.b.(1) throegh (3) or knQwln[.IY conspfres with an1 cerson to engage in 1hosa activities. 

c. For alt purposes other 1han th!3 conduct of elEGTRONIC SURVElLLANCE as defined by 
lhe Foro?ign lmelligenc� Sur1eil�2nce Act (sec Anne-1: A}, :he ptuase "/\GENT OF A FORBGN POWER" 3fso 
mews any pec$ort. Including U.S. PERSONS auts:c!e the UNIT GD STATES, who are oilicers or employ ees 
of a fOREIGM POWER. or who act Ulllawlully rar or pursu.int to the direction of a FOREIGN PO'NEF, or 
wilo are in Conte.ct wi1h er acting in codaboralion wilh an intet!igeric1;1 or security service of a FORE GN 
POWER for 11,e plJrpose ol providing access lo in1ormaUon or m:lteclal classiHed b'/ (he UNITED STA'="ES 
Gcvemment and to whlcti the person ha.!:i or has had access. The rnere lact that a per.son's activi!les r,ay 
tenialil or fl!r\her the alms of a FORE!GN POWER is not enc-ugh to brtng that person und�r this provis·on, 
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absent 8'Jldence thaL tne �arsori is tak:Ing direcilon from or acting in knowing concert witn a FOREIGN 
POWER. 

92. � COLLECTION means lntentiooar laskirtg or SELECTION of identified nonpublic 
cornmun!cations for sub�equent processing aimed at repofling or rete11!ion as'=' fife record. 

9.3, (U) COMMUNICANT means a sender or lntendild recipient of a communication. 

9.4. (IJ} COMMUNICATIONS ABOUT A U.S. PERSON a,e those fn which the- U.S. PERSmJ is 
Identified in the communication. A U.S. PERSON is !denlifted wt\en the person's name, unique lilre1 addfess, 
or other personal lcfenllliar Is revealed in the cornrnun/catlon in lhe context of aclivilles conducted by that 
person or activities conducted by others and re!ated to !hat parson. A rnera refete nee lo a product b'/ trand 
nama or manuracturer's name, e.g .. "Soefng 707' is not an 1danllfication of a 1.t.s, pe,son. 

9.5_ (U) CONSeNi, for SIG.INT purp¢ses, means an agreement by a p�rson o( organizatiori to !l�rmil 
the USSS to lake partlcurar actions that affect Iha person or organization . .-"n agreement by an organi;;al/on 
'Nilh !he National Secutity Ag9r:cy to perm ii COUECTION of Information sh all be deemed vaJ;d CONS EMT 
if !iiven or1 behalf of SIJ(;h crqanizallon by an official or governing br,dy determrned by lhi:t Goneral Cou:isel, 
N.tlio11<1I Security Agency. lo have actual or ai:-pareru authority to ma!c& such an agreement 

9.6. (U} CORPORATIONS, for purposes or this ussio. ate enuttes legally re<!ognized as separat� 
from Iha persons who formed, own, or run them. CORPOAAllONS hava the natlonalit:,, of the nation Si.:it·� 
unclerwhose laws :hay were formed. Thus, CORPD�ATIONS incorpotaleij vnder UNITED STATES fecetGI 
or �lllle law are U.S. PERSONS, 

V. (Ul ELECTRONIC SURVEILLANCE rneanr.: 

a. In Ina casa or an electronic commur.ica:ion, til,;i 2cqUl.$1Uori or a nonpublk: communicatior, 
!:ly �tec!n�nic means wi:hout :he CONSENT ol a person 1•.•ho Ts a party to Ille cammunicatlan. 

b. In tne case or a Mnelectran!c commt1nicatian, the.acquisition of a ncnpublit:: communicatron 
b1 electronic mecins withaut :he CONSENT ol a i;:erscm wl1a i!ii vis:b[y p,aseot at the place of commun1.:atfoo. 

c. Tna term ELECTRONIC SlJR\/EllLANCE does. riOI in�l\lce thEI use of tatliQ dlteclion fir.ding 
equipment solely lo cetarmin.> tha loca!ian of a 1ransrni11er. 

9.8, "i6J... FOREIGN COMMUNICATION means a communlcatron U1al has at least Ort9 
COMMUNICANT outside of the UMTED STATES, or that is emi(e!y amor.g FOREIGN POWERS or be�nean 
a FOREIGN POWER .l!ild ort:c!als of a FOREIGN PQ\.·VER, but dces not include communications int�tc;�\'.)ted 
by ELE:CTRONIC SURVEILLANCE dltected al premises hl !ho UNliE□ STATES used predomina11lf'/ fa, 
residential purposes. 

9.9. lU) FOREIGN INTELLIGENCE means fnloimatlon relaHng 10 the capabilitie-s, fnle;itl1rns, anrJ 
acti',ities of FOREIGN POWERS. arganlza.tians, or person!!=, anct for purposes of this USSID lnc!tideis :J0lh 
pcsi;ive FOREIGN INTELLIGENCE. and coum�rinte;Ulgt!nce. 

9,l0. (U) FOREIGN POWER means: 
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�- A foreign government or any ccmponel\t tl1ereol, whether er not ,eccgnized by \he UNiTED 

b. A taction of a fcratgn nati,;m Qr nations, nol substantially compQsad of UNITED STATES 
PERSONS, 

c-. An entity th31 rs ope11ly acknowledged by a fcceign government er governmen:.s l•J be 
c!ire.cted ar.d controlled by sueh loreign government or governments, 

d. A group engaged In INTERNATCONAL TERRORISM or acli'Jities in ptepara.lloo tnerel.1r, 

e. A foreign-based political Qrganlzatlon, not substantially composed o! UNITED STATES 
PERSONS.or 

,. /in enlily that is cirected and conlrol!ed by a rore.ign gcwernmant or governments. 

9.1 L (U) INTERCEPTION m�ans the acquisillon by ;ha USSS lhfough electronic means Jf a 
nonpubdc communicalicn to which It Is not an Jnt�r.ded party, and tha processing of 1r.e ccntents o/ !hat 
comn,unicallcn irito an Intelligible form, but doall, nol ir.c;lude lne di.splay of slglic'.lls on visc:al cisplay c!e•1 ices 
Intended to permit the examination or tile technical ch«racterlst:cs or Iha signals wlthoui rafarenca !c the 
rnlormation cement carried by !he. signal. 

9.12. (U) INTERN>\TICMAL iERRORIS,\1 means acli'llties tha,!; 

a. lnvol'/-3 vlole0t aces or a�s dangerous to tvJmen lrfe that aro a 1'iolat:oo ol lhe crlr,,inet I !iWS 
oi tne UNliED STATES or of iny Slate, or ttlat w!lu:d be c1 criminal ·.1:cla1ion If committed withi11 1ha jurisdiction 
of rhe UNITED STATES or any Slata. and 

b. A��ear to i:Je Inter.Ced: 

{I) to io:imfdata or ooerc� a dvillall population, 

(2) to lnltuance ll':e policy o! a gu11e1nment b'.I intimidation or coercion, or 

{3) to aH<acl the conduct ol a g0'lt!rnment by assassinaticn or kidnapping. and 

c. Occur totally ovtsitJs the UNITED STATES, or 1ra11scer1d national boundarfos in terms ol 0i,;i 
mean� by which I.hey ace accomp:ished, the persqn$ they appaat intended to coorco or Intimidate, ¢r lhe 
rocafe i11 which their perpetrate.rs operate or stiek as�lurn. 

9.13. (U) PUBLICLY :WAILABLE INFORMAilON rnaans lnforma!lan that has bei?n r;ubli:;t,ec or 
llroad'ca:st to, :J,=ner.il i;ublic c:oi-,$Umptiort, rs avaifa!lle o.i rr;1qi.est to a member of the g�neral _ouclic, has b 3en 
sco3n or heard by a casual obsel'ler. or is made a•,ailabl& at a meeting open to Iha genetal publrc. 

9.14. ctivities, means 1h13 
telephone number,■ 

__ . _ _  .. _ _ _ _  _ _ _ _  1nco acompu er st";an d c ional'/ or manual scan !)u!de foe the purpose of'.dentil, ing 
mc?$Sages or imerest sntl isolating lhem for furlller processir1g. 
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9.15, -4Cj,. SELECTION TERM means lhe composite af individual terms u�d la etlect or dafea1 
$ELECTION of partlcular c:ommunicalions for 1'11) purpose of INTERCEPTION. It comprises the enlir� term 
or series al lermi so used, but not any segregable term contained therein. It opPlioes to t:olh electronic and' 
manual processing. 

9.16. (U) TARGET, OR TARGETING: See COLLECTION. 

9. 17. (UI UNITED STATES, when used geographicarfy, incruces the 50 slates and the D!slrict of 
Columbia, Puerta Rico, Guam, Arnerican Samoa, ths U.S. Virgin lslands. the Nonhem Mariana ls!andsc, ;;r.d 
any other territory or pass:e�ion oYer whict, tho UN !TED STATES e:ici;ircises sovereignty. 

9.18. -tet-UNITED STATES PERSON: 

a. A citizen af lhe UNITE□ STATES, 

b. An atien li.1.wfully admi!led for p:1ma11eo1 rcsfdenc.3 ln the UNl"n:;D STATeS, 

r;;:, Unincorpor�L;!d groups ar:d assccfa;ions: a substanlial number 0l lhe rnambers cf wt,ich 
�onslltute a. otb. above, ar 

d. CORPORATIONS ir.corporaled In Lhe UNfiEO STATES, including U.S. ftug 
nongov:irnm.ental aircralt or vessels, but nut including ;hcse entities which are openly acknowtedg�c by e 
foreign government or gavemmenrs lo b� dir8tted and controlled by !hem. 

a. The following guidelines apply In delermin(ng whether a persoo is a U.S. !)ERSON: 

( I )  A i:;erson known It> be currentry in the Ur.itc!d Stales will be treated n:. c1 U.S. PERS OM 
u11l�s� lh�C p�rson is reasonab:y ldan1ilied a:i an alien wi'lo has Mt been admitted ro, p':lrmaneni co?sic!1rnc;� 
or ii lne lli!.lure of the pernan's -::ommur,ications or other lnd:cia in the con:enls or clrcum:!.!ances of such 
communicaH□ns giva rise to a reasonable b.e'rdf that such person is nol :1 U.S. PERSON. 

{2) A persoo known to be cur(�ntly outside the UNITED STATES, er whosa !�cation is r:cl 
known, •1;i!I nOI 0::1 tr!!al'.7d a3 a U.S. PERSON unless such pe,son Is ralsonabiy identified a� :;uch □r the 
na:ure ol lhe person's communications or other lndicla in ille center.ts or cireumstaoces of sucn 
cornrnurifcations give rise to a reaso11abfe belid that suc;h p::rS0r'\ ls a U.S. PERSON. 

{3) A i:erson know11 to be an atlen admitted for permanent t.esidence fllilY b,a 2.$-Sun-:ed to 
h;;l'/C. lost sfa1us as a U.S. PERSON ii !he p�rson ll!avas Ille UNITED STATES and ii is known lri·al lh9 pE(SOrt 
l3 l'l0I in corr:plianca with IM administr;i!i11<1 fcrmal;!lss ;::,:ovicJe<i by law (0 U.S.C. Section 1203} triac er'labl,1 
such per.sons ta reenter tha l,JNITE:□ STATES withou! regard to the proYisions o/ law ,hat would otoemis9 
r{:stn'ct an alien's enlr/ lolo tM UNITED srA1Es. Tna fai:ur� to follow !he stalUlory procedures p1011i jes a 
reasonab!e basis to c�nciude tnat such ah,m has abandoned any intention of maintaining status a:s a 
i:erman�nl resldent al1e11. 

(4) An unrncorpora\ecl association wMsa M.;:dquacters ar� located outside !he: UNl1'ED 
STATES may be presurned not ta bo:1 3 U.S. PERS OM unless the USSS has lnlormalion ind.lcating :M1 a 
substuniial number of members are citizens of lhs UNITED STATES er al!ens la•:;fu!ty admitted f�r pem,3.nent 
raside�ce. 
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(5) CORPORATIONS hav0 lhe natlon.aiity of the nallon�slale in which \hr;,y are 
lncorpcrared. CORPORATIONS formed under U.S. fedal'al or slate law are thus U.S. persons. even ,r the 
corpora1a stoc� Is foreign-awned. n,� only excaptiori set forth above i:;; CORPORATIONS v.hlch are, openly 
acknowledged lo be directed ar.d controlled by foreign governrnents. Corwers-eiy, CORPORATIONS 
incatporal� 111 forelgn countries are nol U.S. PERSONS even ir !hat C08POAA110N Is a SYbs!dlary of a 
U.S. COf,POAATION. 

(o} Nangov1:1rnmental ships "'1d afrcraft are legal enlilfas aI\d have the nati□nall\y of :ha 
counlr1 In wnicn lhey are regisl�red. Ships and aircraft lly Iha Ha� and are subfec:t to the law of their � laca 
of realsitalion. 
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""tS)NJ!+ REVIEW OF THE PARTICIPATION OF THE 
OFFICE OF THE DIRECTOR OF NATIONAL INTELLIGENCE 

IN THE PRESIDENT'S SURVEILLANCE PROGRAM 

(V) EXECUTIVE SUMMARY 

(TSh'S'fLW/ISI/IOCfNF) The Office of [nspector General (OIG), Office of the 
Director of National Intelligence (ODNI), was one of five [ntelligence Community 
Inspectors General that conducted a review of their agency's participation in the 
President's Surveillance Program (hereafter "the Program"), a top secret National 
Security Agency (NSA) electronic surveillance activity undertaken at the direction of the 
President. The Pro gram became operational on October 4, 2001, three weeks after the 
deadly terrorist attacks of September 11 ,  2001. The review examined the ODNI's 
involvement in the Program from the period beginning with the stand-up of the ODN[ in 
April 2005 lhrough the termination of the Program in January 2007. 

(TSf.£STLV/ffS£/IOCfNF) The ODNI's primary role in the Program was the 
preparation of the threat assessments that summarized the al Qaeda terrorist threat to the 
United States and were w;ed to support the periodic reauthorization of the Program. That 
role began in April 2005, shortly after the ODNI stand-up and contemporaneous with the 
arrival of General Michael Hayden as the first Principal Deputy Director of National 
Intelligence (PDDNI). Prior to his ODNI appointment, Hayden was Director of NSA. 
In April 2005, ODNI personnel in the National Counterterrorism Center (NCTC) began 
to prepare the first of 12 Program threat assessments. In coordination with the 
Department of Justice (DOJ), then Director of National Intelligence (DNI) John 
Negroponte or PDDNI Hayden approved 12 ODNC-prepared threat assessments over an 
18-rnonth period. Once approved by the DNI or PDDNI, the Program threat assessments 
were reviewed and approved b"y the Secretary of Defense, and were subsequently used by 
DOJ, NSA, and White House personnel in support of the Program reauthorization. In 
addition to the preparation of the threat assessments, we found that NCTC used Program 
informatio in producing analyt • l roducts that dist ibuted to s • or IC I 
I U U  t Ii • . I I  ; 1 :  

(TS/fS'fLVHISY/OC/NP) During the review, we made several related findings 
and ohservations. We learned !hat the ODNI usage of Program-derived information in 
ODNI intelligence products was consiste11t with the standard rules and procedures for 
handling NSA intelligence. We learned that ODNI personnel were not involved in 
nominating specific targets for c ile ODNI personnel 
were identified as having contac regarding the 
Program. we found that those communications were limited in frequency and scope. We 
also found that the ODNI intelligence oversight components -- tbe Civil Liberties 
Protection Officer (CLPO), Office of General Counsel (OGC), and the OIG -- had little 
involvement in oversight of the Program and had limited opportunity to participate in 
Program oversight due to delays in ODNI oversight personnel being granted access to the 
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Program and temporary resource limitations attendant to the stand-up of the ODNl. 
Finally, we found that the 2008 amendments to Executive Order 12333 and the current 
ODNI staffing levels provide the ODNI oversight components with sufficient resources 
and authority to fulfill their current oversight responsibilities, assuming timely 
notification. 

II. (U) INTRODUCTION 

ffSHSTLVl/lSf/fOCfNFJ The Foreign Tntellige11ce Surveillance Act Amendments 
Act of 2008, Pub L. No. 110-261, 122 Stat. 2438 (hereafter "FISA Amendments Act") 
required the IGs of the DOI, ODNl, NSA, Department of Defenses (DOD), and any other 
element of the intelligence community that participated in the President's Surveillance 
Program to conduct a comprehensive review of the Program.1 The FISA Amend men ts 
Act defined the "President's Surveillance Program" as the "intelligence activity involving 
communications authorized by the President during the period beginning on September 
1 1 , 200 l ,  and ending on January 17, 2007, including the program refen-ed to by the 
President in a radio address on December 17, 2005." In response to this tasking, the lGs 
of the following five agencies were identified as having a role in Program review: DOJ, 
ODNI, NSA, DOD, and the Central Intelligence Agency (CIA). 

ESi'f�W) The participating IGs organized the review in a manner where each OIG 
conducted a review of its own agency's involvement in the Program. CIA IG John 
Helgerson was initially designated by the IGs to coordinate the review and oversee the 
preparation ofan interim report due within 60 days ufter the enactment of the Act, and a 
later final report due not later than l year after the enactment of the Act. 2 Because of IG 
Helgerson's recent retirement, DOJ IG Glenn Fine was selected to coordinate the 
preparation of the final report. This report contains the resu Its of the ODNI OIG review. 

III. {U) SCOPE AND METHODOLOGY 

(TS//STL\VHSYIO�W) We sought to identify the role oftlie ODNI in 
implementing the Program beginning with the stand-up of the ODNI in April 2005 
through the Program's tennination in January 2007, This review ex:amined the: 

A. Role of the ODNI and its component the National Counterterrorism Center 
(NCTC) in drafting and coordinating the threat assessments that supported the 
periodic reauthorization of the Program; 

1 €5/fl./F) lhe Progr.1m is ulso known within the fntelligcnci: Community by 1he cover term SlELLAR WIND. 
The Program is a Top Secrel/Sensitive Compartmeu�d fnfonnation (SCI) program. 

2 (U) The participating !Gs submillcd an interim report. dated September JO, 2008, lo the Chairman and Ranking 
member of the Senate Seleet Committee on fntclligcncc (SSC!) illld a revised inlErim report. dated November 24, 200B, 
to the Chairman 1111d Ranking member of tbe House of Representatives Permanent Select Committee on Intelligence 
(HPSCI). 
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B. NCTC's use of Program information to support counterterroriscn analysis; 

C. NCTC's role in identifying Program targets and tasking Program collection; 

D. and 

F. Role oflhe ODNI in providing compliance oversight of the Program. 

(TS/tSTLlvt/SWOCtwP) During the review, we interviewed 23 current or 
former ODNI officials and employees involved in the Program. The ODNI personnel we 
interviewed were cooperative and helpful. Ow interviews included the following ODNI 
senior officials: 

John Negroponte, former Director of National Intelligence 
Michael McConnell, former Director of National Intelligence 
Michael V. Hayden, funner Principal Deputy Director of National Intelligence 
Ronald Burgess, former Acting Principal Deputy Director of National Intelligence 
David R. Shedd, Deputy Director ofNational Intelligence for 

Policy, Plans, and Requirements 
Alexander W. Joel, Civil Liberties Protection Officer 
Edward Maguire, former Inspector General 
Benjamin Powell, former General Co\lllsel 
Corin Stone, Deputy General Counsel and Acting General Counsel 
Joel Brenner, former National Counterintelligence Executive3 

Jolm Scott Redd, former NCTC Director 
Michael Leiter, NCTC Director 

(Sl�W) rn addition to tbe interviews noted above, we reviewed Program-related 
documents made available by the NSA OIG, the DOI OIG, and the ODNI OGC. 

IV. (U} DISCUSSION OF FINDINGS 

(TS{/STUtV/i'Sf/tOONIT) Tbe following discussion contains our findings 
regarding tbe topics identified above. First, we briefly describe the terrorist attacks of 
September 11, 2001, and the initial government response to the attacks, including the 
authorization of the President's Surveillance Program. Next, we discuss the ODNI and 
NCTC role in implementing the Program. Finally, we set forth our conclusions and 
observations. 

A. (U} Initial Response by the President and Congress 
to the Terrorist Attacks of September 11, 2001 

(U) The devastating al Qaeda terrorist attacks against the United States quickly 
triggered an unprecedented military and intelligence community response to protect the 

l (U) Brenner Wll.5 the NSA lnspa:tor General bdoro::joiniog lhe ODNf. 
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country from additional attacks. The following quote describes the initial terrorist attacks 
and the intended al Qaeda goal to deliver a decapitating strike against our political 
institutions. 

('U) On September 11 ,  2001, the al Qaeda terrorist network launched a set of 
coordinated attacks along the East Coast of the United States. Four commercial 
airliners, each carefully selected to be fully loaded with jet fuel for a 
transcontinental flight, were hijacked by al Qaeda operatives. Two of the jetliners 
were targeted at the Nation's financial center in New York and were deliberately 
flown into the Twin Towers of the World Trade Center. The third was targeted at 
the headquarters of the Nation's Anned Forces, the Pentagon.. The fourth was 
apparently headed toward Washington, D.C., whea.passengers struggled with the 
hijackers and the plane crashed in Shanksville, Pennsylvania. The intended target 
of th.is fourth jetliner was evidently the White House or the Capitol, strongly 
suggesting that its intended mission was to strike a decapitation blow 011 the 
Government of the United States - to kill the President, the Vice President, or 
Members of Congress. The attacks of September 1 1th resulted in approximately 
3,000 deaths - the highest single-day death toll from hostile foreign attacks in the 
Nation's history.4 

(U) On September 14, 2001, in response to the attacks, the President issued a 
Declaration of National Emergency by Reason of Certain Terrorist Attacks stating that 
"(a) national emergency exists by reason of the terrorist attacks at the World Trade 
Center, New York, New York, and the Pentagon, and continuing immediate threat of 
further attacks on the United States."s 

(U) On September 18, 200 l, by an overwhelming majority in both the Senate 
and House ofRepresentatives, a joint resolution was passed that authorized the use of 
United States military force against those responsible for the terrorist attacks launched 
against the United States. The joint resolution, also known as the Authorization for Use 
of Military Force (AUMF), is often cited by White House and DOJ officials as one oftbe 
principal legal authorities upon which the Program is based. In relevant part, the AUMF 
provides:6 

(a) IN GENERAL -That the President is authorized to use all 
necessary and appropriate force against those nations, 
organizations, or persons he detennines planned, authorized, 
committed or aided the terrorist attacks that occurred on September 
1 1 ,  2001,  or harbored such organization or persons, in order to 

4 (U) This summaiy of the events of September 1 1, 200 I, IV!l51 prepared by DOJ pe!lonnel and is set forth in the 
unclassified DOJ "Whit(! Paper" entitled legr,{ ,luthorities Supporting tire Activili.!5 of the Notionol Security ;lge11ey 
DeJOibed by 1hr: Preside11t, dated Janw11y l9, 2006. 

s (U) Proclamation 7463, 66 fed. Reg. No. 18 I, Seplcmbcr l4, 2001. 

6 (U) Alllhorirotionfor Use of Military F'r,1u, Section 2{a), Pub. L. No. 170-40, I IS Slat. 224, September 18, 2001 .  
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prevent any future acts of international terrorism against the United 
States by such nations, organizations or persons. 

(TS//STLWNSYIOCtNF) On October 4, 2001, three days before the start ofovert 
military action against the al Qaeda and Taliban terrorist camps, the President authorized 
the Secretary of Defense to implement the President's Surveillance Program.7 The 
Program. a closely held top-secret NSA electronic surveillance project, authorized the 
Secretary of Defense to employ within the United States the capabilities of the DOD, 
including but not limited to the signals intelligence capabilities of the NSA, to collect 
international terrorism-related foreign intelligence infonnation under certain specified 
circumstances. Each Program reauthorization was supported by a written threat 
assessment, approved by a senior Intelligence Community official, that described the 
threat of a terrorist attack against the United States. 

(U) 011 October 7, 2001, in a mitional television broadcast, the President 
announced the start of military operations against al Qaeda and Taliban terrorist camps in 
Afghanistan. 3 

fFSMS'fLWHSJf/OQ'NF) On April 22, 2005, the ODNI began operations as the 
newest member of the Intelligence Community. The ODN[ was created, in part, in 
response to the findings of the Independent National Commission on Terrorist Attacks 
Upon the United States (hereafter 9/11 Commission) that recommended the creation of a 
national "Director ofNational Intelligence" to oversee and coordinate the planning, 
policy, and budgets of the Intelligence Cornmunity.9 In late April 2005, ODNI personnel 
began to prepare the threat assessments used in the periodic reauthorization of the 
Program. In June 2005, ODNI officials began to approve the threat assessments. 

B. (TSNSTL'li/JSIHOCINF) ODNI Role in Preparing Threat Assessments 
in Support of the Program Reauthorizations 

('fSf/STLVIHSY/OCflW:} Prior to the ODNI's tnvolvement in the Program, the 
Program was periodically reauthorized approximately every 30 to 45 days pursuant to a 
reauthorization process overseen by DOJ, NSA, and White House personnel. Each 
reauthorization relied, in part, on a written threat assessment approved by a senior 
Intelligence Community official that described the current threat of a terrorist attack 
against the United States and contained the approving official's recommendation 
regarding the need to reauthorize the Program. Before the ODNl's involvement in the 

7 (Hi!/STU.WJSL'/et=ill'lf) The NSA materials we revicw�d identified October 4, 2001, 11s the dale of the lirst Program 
authorualioIL 

1 CU) The CNN.com webpage article entitled Preslrlenl announces openingofallac/r. dated, Octobt:r7. 2001, provides 
a summary of the Pct:sidcnt's awtounccmcnt and describes lhc national televi.5lon broadrost. 

9 (U) While the lnteflig,mr:e Reform and Terrorism Prevetrllon Acl of 1004 (IRTPA) that cn:ated the ODNI was 
signed by the President 011 December 17, 2004, the actual ODNI stand-up occurred mootlls later. The official ODNI 
history, A Brief History of tire ODNl '.r Poundin�. sets April 22, 2005, as the date when the ODNI commenced 
ope111tio1U. 
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Program, every threat assessment prepared by the Intelligence Community in support of 
the Program reauthorization identified the threat of a terrorist attack a.gains t the United 
States and recommended that the Progrnm be reauthorized. Accordingly, the Program 
was regularly reauthorized during the approximately 3-year period prior to the 
involvement of the 0DNI. During that period, the Director of Central Intelligence or his 
designee approved 3 1  threat assessments in support of the reauthorization of the Pro gram. 

(T8/1'8'fLVtNSL'IOC'MP) In reviewing the circumstances that led to the decision 
to trnnsfer responsibility for preparing the Program threat assessments to the 0DNI, we 
found that the 0DNI does not have identifiable records regarding that decision. Senior 
0DN1 officials involved wilh the Program told us that after the merger of the Terrorist 
Threat Integration Center (TfIC) into the NCTC, and the later incorporation ofNCTC 
into the 0DNI, it made sense for the 0DNI to take responsibil ity for preparing the 
Program threat assessments as both TIIC and NCTC previously handled that task. 
Fonner PDDNI Hayden told us that the primary reason that the 0DNI become involved 
in the Program was the statutory creation or the new DNI position as the senior 
Intelligence Community advisor to the President. When Ambassador Negroponte was 
confirmed as the first DNI, Hayden and other senior intelligence officials believed that 
DNI Negroponte, as the President's new senior intelligence advisor, should make the 
Intelligence Community's recommendation to the President regarding the need to renew 
the Program. Hayden commented that the new DNI's involvement in this important 
intelligence program enhanced the DNI's role os the leader of the Intelligence 
Community and gave immediate credibility to the ODNI as a new intelligence agency. 

(TS!/STLWIISUIOC/NF:) Once the 0DNI became involved in the Program, the 
preparation and approval of the threat assessments became the 0DNI's primary Program 
role.10 Beginning in April 2005, and continuing at about 30 to 45 day intervals until the 
Program's termination in January 2007, 0DN1 personnel prepared and approved 12 
written threat assessments in support of the _periodic reauthorization of the Program. We 
found that the 0DNI threat assessments were drafted hy experienced NCTC personnel 
who prepared the documents following a11 established DOJ format used in earlier 
Program reauthorizations. NCTC analysts prepared the threat assessments in a 
memorandum format, usually 12 to 14 pages in length. Senior 0DNI and NCTC officials 
told us that each threat assessment was intended to set forth the 0DNl's view regarding 
the current threat of an al Qaeda attack against the United States and to provide the DNI's 
recommendation whether to continue the Program. NCTC personnel involved in 
preparing the threat assessments told us that the danger ofa terrorist attack described in 
the threat 11SSessmentll ww sobering and "scary," resulting in the threat assessments 
becoming known by 0DNI and Intelligence Community personnel involved in the 
Program as the "scnry memos." 

1 • ('ff.lf/STLWJfSff/OCfl'{F) The joint interim report prepared by the participating lGs notified congressional 
over. ight cornrni� that the review would ex!lmi ne lhc OD NI' s in vol vcm cnt in preparing ''threat assessmcn ls :ind 
legal certifications,. submilled in support orthe Program. Because we did not identify' any ODNI officials executing a 
legal certification. we 1rentcd our review oflhc legal certifications to be the same as the .n:view of lh.: threat 
assessments. The Attorney General made !egfll certifications in support of the Program that are addressed in the OOJ 
OlG report. 
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(TS/ISTL\1///SL'/OilllF) During interviews, ODNI personnel said they were 
aware that the threat assessments were relied upon by DOJ and the White House as the 
basis for continuing the Program and further understood that if a threat assessment 
identified a threat against the United States, the Program was likely to be reauthorized. 
NCTC analysts also said that on a less frequent basis they prepared a related document 
that set forth a list of al Qaeda-affiliated groups that they understood were targets of the 
Program Both the threat assessments and the less frequent list of al Qaeda-affiliated. 
groups underwent the same ODNI approval process. 

(TSttsTLW,l/.SLIJOCtNE) We e;,ca.mined the ODNI process for preparing the 
Program documents, particularly the threat assessments, and found that the documents 
were drafted by experienced NCTC analysts under the supervision of the NCTC Director 
and his management staff, who were ultimately responsible for the accuracy of the 
information in the documents. We detennined that the ODNI threat assessments were 
prepared using evaluated intelligence information chosen from a wide-variety of 
Intelligence Community sources. ODNI personnel told us that during the period when 
the ODNI prepared the threat assessments, the Intelligence Community had access to 
fully evaluated intelligence that readily supported the ODNI assessments that al Qaeda 
terrorists remained a significant threat to the United St.ates. 

(TSILSUWt/Sl//QCLNE) Once the ODNI threat assessments were approved 
within NCTC and by the NCTC Director, the documents were forwarded through an 
established approval chain to senior ODNI personnel who independently satisfied 
themselves that the documents were accurate, properly prepared, and in the appropriate 
format. Throughout the ODNI preparation and approval process, the threat assessments 
were a Isa subject lo varying degrees of review and comment by DOJ and OGC attorneys, 
including then General Counsel Benjamin Powell and Deputy General Counsel Corin 
Stone. Powell said his review of the threat assessments was not a legal review, but was 
focused on spotting issues that might merit fhrther review or analysis. Powell said he 
relied on DOJ to conduct the legal review. Once the draft threat assessments were 
subjected to this systematic and multi-layered management and legal review, the 
documents were provided to the ONT or PDDNI for consideration and, if appropriate, 
approval. Overall, we found the process used by the ODNI to prepare and obtain 
approval of the threat assessments was straightforward, reasonable, and consistent with 
the preparation of other documents requiring DNI or POONI approval. 

(TS{}STVNNSIHOGf.NF) Negroponte told us that because oftime�sensitive 
issues present in 2005 relating to the ongoing ODNI start-up as a new agency and other 
Intelligence Community matters requiring his attention, he tasked bis deputy, then 
PDDNI Hayden, to oversee the ODNI approval of the threat assessments and related 
documents. Negroponte told us that when making this decision, he was aware of 
Hayden's prior experience with the Program during Hayden's earlier assignment as 
Director ofNSA. In June 2005, shortly after his arrival at ODNI, Hayden received and 
approved the first ODNI threat assessment. Hayden later approved the next six ODNI 
threat assessments. After Hayden left the ODNI in May 2006 to become Director of 
ClA, Negroponte approved the next five ODNI threat assessments. including a December 
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2006 threat assessment used in the final reauthorization of the Program. In total, 
Negroponte and Hayden afiproved 12 ODNI ti.treat assessments prepared in support of the 
Program reauthorizations. 1 

(TSit8'f'LW/t5J110Ci�F) In discussing the ODNI process used to prepare and 
approve the threat assessments, Negroponte told us he was "extremely satisfied" with the 
quality and content of the threat ossessments provided for his approval. He did not recall 
any inaccuracies or problems relating to preparation of the ODNI threat assessments. 
Negroponte said the al Qaeda threat info1mation described in the Program threat 
assessments was consistent with the terrorism threat infonnation found in The President's 
Daily Briefing and other senior-level Intelligence Community products he had read. 
Hayden had a similar view. Negroponte ond Hayden separately told us that when they 
approved the threat assessments, credible intelligence was readily available to the 
Intelligence Community that demonstrated the ongoing and dangerous al Qaeda terrorist 
threat to the United States. Similarly, Negroponte and Hayden each told us that the 
nature and scope of the al Qaeda terrorist ti.treat to the United States was well 
documented and easily supported the ODNI threat assessments used in the Program 
reauthorizations. 

(T0lfSTLW/18:Y/OCtwF) Because of questions raised in the media about the 
legal basis for the Program, we asked the ODNI personnel involved in the preparation or 
approval of the threat assessments about their concerns, if any, regarding the legal basis 
for the Program We found that ODNI personnel involved in the Pm gram generally 
understood that the Program had been in operation for several years and was approved by 
senior rntelligence Community and DOJ officials. During our interviews, ODNI officials 
told us they were satisfied with the legal basis for the Program, primarily because of their 
knowledge that the Attorney Genernl and senior DOJ attorneys had personally approved 
the Program and remoi.ned directly involved in the Program reauthorization process. We 
did not identify any ODNI personnel who believed that the program was unlawful. 

(TS/ISTLVlltSI/IOC/N'f') Former ODNI General Counsel Powell told us that after 
his Program briefings in early 2006, he had questions regarding the DOJ description of 
the legal authority for the Program but lacked the time to conduct his own legal review of 
!he issue given the many time-sensitive ODNI legal issues that required his attention. 
Powell said he understood the rationale ofDOJ's legal opinion that the Program was 
lawful and described the DOJ opinion as a "deeply complex issue'' with "legal 
scholarship on both sides," Powell said he recognized that he was a latecomer to a 
complex legal issue that was previously and continuously approved by DOJ, personally 
supported by the Attorney General, and was being transitioned to judicial oversight - an 
idea he strongly supported. Powell said he relied on the DOJ legal opinion regarding the 
Program and directed his efforts to supporting the Program's transition to judicial 
oversight under traditional FISA, the 2007 Protect America Act, and the subsequent FISA 
Amendments Act of2008. 

1 1  (TSI/STV.W18WO@lf) The DNI and PDDNl togelhcr approved 12 of the 43 ihreat messmcnts used in suppo1t 
of the Program reauthorizations. CIA officials approved lhe olher 31 IW""eat assessments. 
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(TSNSTf.J.¥,l/SYtornrF) Negroponte recalled having regular contact with senior 
NSA and DOJ officials who raised no legal concerns to him about the Progrem. He said 
he remembered attending a Program-re lated meeting that included members of the F ISA 
Court who did not raise any legal concerns to him about the authority fur the Program 
and seemed generally supportive of the Progrem. Negroponte also recalled attending 
meetings in which the Program was briefed to congressional leadership who not did raise 
legal concerns to him. Overall, the direct involvement of DOJ and other senior 
Intelligence Community officials in the Program resulted in Negroponte and other ODNI 
personnel having few, if any, concerns about the legal basis for the Program. 

C. {fSn'STL'l/HSJ/fOCf.NF) NCTC Use of Program Information to Support 
Counterterrorism Analysis 

(T�W&TVNNSYfOCIN:P) The Program information was closely held within the 
ODNI and was made available to no more than 15 NCTC analysts fur review and, if 
appropriate, use in preparing NCTC analytical products.12 Generally, the NCTC analysts 

I • • I • 
• •  I - ' , !.l • II Lfl l •  

- -
The NCTC analysts told us they received training regarding proper 

handling ofNSA intelligence. They said they handled the NSA intelligence, including 
Program information, consistent with the standard rules and procedures for handling NSA 
intelligence information, including the minimization of U.S. person identities. 

(TSI/STLW#SY/OGn-1F) Hayden told us that during his tenure as Director of 
NS e to disseminate as uch ro am • formation as ossible to the 

(TS#BTINlNSf//OCfl'ff} During om· review, NCTC analysts told us they often 
did not know if the NSA intelli ence available to them was derived from the Program. 

11(TSl}8TL1,W/SYIOCfNf) Tlie number ofNCTC analysis read into the Program ranged from 5 to 15 anal>-5ts. 
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On those occasions when the NCTC analysts 
knew that a particular NSA intelligence product was derived from the Program, the 
analysts said they reviewed the Program information in the same manner as other NSA 
intelligence products and, if appropriate, incorporated the Program infoTTT1ation into 
analytical products being prepared for the DNI and other senior intelligence officials. 
They identified the President's Terrorism Threat Report and the Senior Executlve 
Terrorism Report as examples of the types of finished intelligence products that would, at 
times, contain Program information. 

(TS/tSTLW//Sf/fOCiNF) NCTC analysts with Program access said they had 
broad access to a wide variety of high quality and fully evaluated terrorism related 
intelligence. In particular, NCTC analysts to Id us that by virtue of their NCTC 
assignments, they had access to some of the most sensitive and valuable terrorism 
intelligence available to the Intelligence Community. NCTC analysts characterized lhe 
Program infomJ.ation as being a useful tool, but also noted that the Program infoTTT1ation 
was only one of several valuable sources of information available to them from numerous 
collection sources and methods. During interviews, NCTC analysts and other ODNI 
personnel described the Program information as "one tool in the tool box," "one arrow in 
the quiver," or in other similar phrases to connote that the Program infomJ.ation was not 
of greater value than otber sources of intelligence. TI1e NCTC analysts we interviewed 
said they could t1ot identify specific examples where the Program infonnation provided 
what they considered time-sensitive or actionable intelligence, but they II recalled 
attend·n m e • • • ,._ ____ ,,._ 

The NCTC analysts uniformly told us that during 
the period when NCTC prepared the threat assessment memoranda, the intelligence 
demonstrating tbe al Qaeda threat to the United States was overwhelming and readily 
available to the Intelligence Community. 

(TS,l/S'll,W/l�(.l/OClNl-) When asked about the value of the Program, Hayden 
said "without the Program as a skirmish line you wouldn't lmow what you don't know." 
He explained thnt by using the Program to look at a "quadrant of communications" the 
Intelligence Community was able to assess the threat arising from those communications, 
which allowed Intelligence Community leaders to make valuable judgments regarding the 
allocation of national security resources. He said looking at the terrorist threat in this 
mrumer was similar to soldiers on a combat patrol who look in all directions for the threat 
aad assign resources based on what they learn. Hayden said that NSA General Counsel 
Vito Potenzn often described the Program as an "early warning system" for terrorist 
threats, which Hayden thought was an accurate description of the Program. Hayden told 
us tbe Program was extreme da � - · - • • • •  • '  • • • •  :, - • • 11 ; 1 #  •♦ 

terrorist attack. Hayden cite I 

TOP SECRET//STLW//SI//ORCON/NOFOrul 1 1  

l'OP SECRET!-/STlt:6J//HCS.'COMINTh'ORCONJNOFORN 



APPROVED FOR PUBLIC RELEASE 

1FOP SIECRli:THSTlW#HCSrCOMH�fflO�CCNJNCf ORINI 

TOP Si:C�ET/ / STI.W/ /eI//0:i;:\CON/NOFOffir 

as exam�les where 
the Program infonnation was effectively used to disrupt al Qaeda operatives. 3 
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E. ('FSI/STL�1lHSI//OC,'NF} No NCTC Role iR Identifying Program Targets 
and Tasking Collection 

fFS//S'FLWHSf/fOCff4P} We did not identify any information that indicated that 
ODNI or NCTC personnel were involved in identifying or nominating targets for 
collection within the Program. ODNI personnel told us that ODNl and NCTC nre non­
operational elements of  the Intelligence Community and were not involved in nominating 
targets for Program collection. 

F. (S�F) ODNI Oversight of the Program 

(TS//STLWSY/G�W) We eJCamined the role of the ODN[ oversight 
components -- CLPO, OIG, and OGC -- in providing compliance oversight for the 
Program. We found that while the Program was subject to oversight by the NSA OIG, 
the ODNI oversight components I1ad a limited role i11 providing oversight for the 
Program. During the review, we learned that within the first year of the Program, then 
NSA Director Hayden obtained White House approval allowing the NSA IG and 
designated NSA OIG officials to be read into the Program to provide compliance 
oversight for the Program, In furtherance of the NSA oversight program, the NSA IG 
provided compliance reports and briefings to the NSA Director, NSA General Counsel, 
and cleared White House personnel, including the Counsel to the President. 16 

(TS.t/STLW://Sfl/OCfNF) In reviewing the ODNI oversight role regarding the 
Program, we found that the ODNI oversight components bad limited involvement in 
oversight of the Program. We found that the opportunity for the ODNI to participate in 
Program oversight wo.s limited by the fact that ODNI oversight personnel were not 

. . - . -
--••-••-:.i.••-1uia•i•,111.,·,�1 

. . .. - . .. .  · · ---- - - -
1 � fSffl'ff) According to lhe General Counsel to the President's fntdligence Oversight Board (10B), the 108 members 
and s!Dff were not read irito the Program and did not receive compliance reports from the NSA IG. 
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granted timely access to the Program by the White House personnel responsible for 
approving access. In addition, we found that the newly formed ODNI oversight offices 
were in vacying stages of agency stand-up and lacked the necessary experienced staff and 
resources to effectively participate in oversight of the Program. 

(TSfiSl'LW/fS:Ih'OCfMF) For example, General Counsel Powell received 
Program access after his arrival in January 2006, but his predecessor, then Acting 
General Counsel Corin Stone, was not read into the Program until a few days before 
Powell in Januacy 2006, several months after the Program became operational within 
ODNI and only after she had read about the Program in a December 2005 newspaper 
article. 17 Similarly, CLPO Alexander Joel, who is responsible for reviewing the privacy 
and civil liberties implications of intelligence activities, requested but did not receive 
Program access until October 2006, shortly before the Program terminated. 18 Joel told us 
that Negroponte and Hayden supported his request for Program access, but White House 
staff delayed approval for several months. Joel said that while waiting for approval of his 
Program access, Hayden gave him some insight about the Program that did not require 
the disclosure of compartmented infonnation. Joel found this infonnation helpful in 
planning his later review. Finally, then ODNI Inspector General Edward Maguire and 
his oversight staff did not obtain Program access until 2008, long after the Program had 
tenninated.19 

{l'Sf/STLWHSI/IOC/N'F) Once read into the Program, Powell and Joel were 
provided with reasonable access to NSA compliance reports and briefings relating to the 
NSA OIG oversight program. Powell told us that he was satisfied that the NSA 1G 
provided a reasonable degree of Program oversight. Similarly, Joel said he believed that 
he had received full disclosure regarding the NSA overnight program and found the NSA 
oversight effort to be reasonable. 

(TS/tSTLW//SI,l,lOC/NF) We also learned that the members of the President's 
Privacy and Civil Liberties Oversight Board (PCLOB) reviewed the Program, in part, in 
association with Joel. 20 The PCLOB review was contemporaneous with Joel's review 

17 (U/tret:ffi) Powell was appointed General Counsel in Ji!!luai:y 2006 and served in tbat position as a recess 
appointmenl until his Sc011tc confirmation in April 2006. Prior 10 his appointmcn� Powell was an Associate Counsel lo 
the Pmsident and Special Assistant to the President where he worked on initiatives related to the Intelligence 
Community. Howcvi:r, Powell was not read into die Program while serving at the White House. 

18 (U/� Joel is the Civil Liberties Protection Offacr (CLPO) with the responsibility for ensuring that the 
pro�ction of pri yaey and ci vi t Jibe rties is incorporated in the policies and procedures of the Intelligence Community. 
The CLPO re15ponsibilities ace set rortlt in the Section 103d of !11telligence Refonn and Tenvrism Prevent/an Act of 
lO(U. 

Jg (Slll'IF) 1,Vnile DIG pecsonnel were 1101 mid into !he ?rogram until 2008, OlG officials were alerted lo lhe cxii;tcnce 
of the NSA collection progrom through a December 2005 newspaper report. Shortly ancr that report, the NS/\ IG told 
ODN[OJG officials that !he NSA OJG was conducting oversight of that NSA program. POONI Hayden also told IG 
Maguire that the NSA program was subject lo NSA OJG oversight 

10 (U) The PCLOB was created by the fnttlligem:e Refom, and Terrorism Prevention Act of20a4 (IRTPA), which 
requires the Board to "ensure that concerns with respect to privacy and civil liberties are appropriately considcied in the 
implementation of laws, regulatiol13, Rnd cxeculi\'e branch policies related lo e£for1s to p1Utcct the Nation against 
lerrorism (P.L. IOS-458, 2004). 
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and resulted in an independent and generally favorable finding regarding the NSA 
implementation of the Program. After the PCLOB review, a PCLOB board member 
published an editorial article, in part, quoted below, that summarized his observations 
regarding the NSA effort in implementing the Program. 

There were times, including when Lhe Board was "read into" and given 
complete access to the operation of the Terrorist Surveillance Program that 
I wondered whether the individuals doing this difficult job on L>ehalf of all 
ofus were not being too careful, too concerned, about going over the 
privacy and liberties lines -so concerned, with so many internal checks 
and balances, that they could miss catching or preventing the bad guys 
from another attack. And I remember walking out of these briefing 
sessions in some dark and super.secret agency with the thought: I wish the 
American people could meet these people and observe what they are 
doing.21 

(SffHF) In sum, the ODNI oversight components had limited and belated 
involvement in the oversight of the Program. However, once read into the Program, 
Powell and Joel determined that the Program was subject to reasonal>!e oversight by the 
NSA OIG. Moreover, the initial White House delay in granting ODNI oversight 
personnel access to the Program occurred prior to the 2008 revision to Executive Order 
(EO) 12333, which expressly grants ODNI oversight components broad access to any 
information necessary to per;-fom1ing their oversight duties, In particular, EO 12333 
provides in relevant part that: 

Section 1.6 Heads of Elements oftlte /11telligence Community. The heads 
of elements of the fntelligence Community shall: 

(h) Ensure that the inspectors general, general counsels, and agency 
officials responsible for privacy and civil liberties protection for their 
respective organizations have access to any information or intelligence 
necessary to perfonn their duties. 

(TSf,'STLVl/lSf/fO� EO 12333, as amended, clarifies and strengthens the 
ODNI's ability to provide compliance oversight. In light of the recent change to EO 
12333, and with current staffing, we believe that ODNI's oversigl>t components have 
sufficient resources and authority to perfonn their responsibilities to conduct oversight of 
closely held intelligence activities, assuming timely notification. 

21 (U) The quoll!: is taken from a May S, 2007, article by former PCWB member Lenny Davis, entitled, uwhy l 
Resigned frorrr The President'., Privacy an,J Civil Liberties Oversight Boord -And Wher-e We Go From H�re. "The 
article: was published on webpage of The Huffitigton Post, www.liutrmg!onpostcom. 
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V. (U) CONCLUSION 

(TS/JSTLVIIISE/fOO'MF) We found that the ODNI's primary role in the Program 
was the preparation of 12 ODNI threat assessments approved by the DNI or PDDNI for 
use in the Program reauthorizations. The OD NI-prepared threat assessments set furth the 
ODNI's view regarding the existing threat of an al Qaeda terrorist attack against the 
United States and provided the DNI's recommendation regarding the need to reauthorize 
the Program. We found that the ODNI threat assessments were drafted by experienced 
NCTC personnel under the supervision of knowledgeable NCTC supervisors. We noted 
that the threat assessments were subject to review by OGC and DOJ attorneys before 
approval. Additionally. we found that the process used by the ODNI to prepare and 
obtain approval of the threat assessments was straightforward, reasonable, and consistent 
with the preparation of other documents requiring DNI approval. Overall, we found the 
ODNI process for the preparation and approval of the threat assessments was responsible 
and effective. 

(TS/tSH,WIJSI//GCflifF) We also found that the ODNI oversight components 
played a limited role in oversight of the Program. The limited ODNI oversight role was 
due to delays in obtaining Program access for ODNI oversight personnel and to 
temporary resource limitations related to the stand-up of the agency. However, we 
believe that the 2008 amendments to EO 12333 and improved staffing levels provide the 
ODNI oversight components with sufficient resources and authority to fulfill their current 
oversight responsibilities, assuming timely notification. 
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