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INSPECTOR GENERAL
DEPARTMENT OF DEFENSE
400 ARMY NAVY DRIVE
ARLINGTON, VIRGINIA 22202-4704

June 26, 2009

MEMORANDUM FOR SECRETARY OF DEFENSE

SUBJECT: (U) Report on Review of the President’s Surveillance Program
Report No.: 09-INTEL-08 (U)

(U) We are providing this repot for your information. This report fulfills the
DoD Inspector General's requirement pursuant to Section 301 of Public Law 110-
261, the Foreign Intelligence Surveillance Act (FISA) Amendments Act of 2008
(the Act). This repoit, along with reporis prepared by the Inspectors General of
the Department of Justice (DoJ), the Office of the Director of National Intelligence
(DNI), Central Intelligence Agency (CIA), the National Security Agency (NSA),
will be summarized in a comprehensive report as required by the Act.

“(FSHSTEWSSHHOE/ANF) Results. The OSD role in the establishment and

implementation of the PSP was limited, with the burden of program execution
residing withthe NSA. We determined that there were six OSD officials with
access to the PSP. These individuals had limited involvement, and did not make
any additional tasking decisions beyond those directed for NSA implementation.
We are aware of no other OSD involvement in the PSP.

(U) Background. The Act requires the IGs of the DoJ, DNI, NSA, the DoD, and
any other element of the intelligence community that participated in the
President’s Surveillance Program (PSP)', to complete a comprehensive review of,
with respect to the oversight authority and responsibility of each such IG:
e All facts necessary to describe establishment, implementation, product
and use of the product in the program
e Access to legal reviews and access to information ahout the Program
o Communicakons and participation of individuals/entities related to the
Program

!(UJ) The President’s Surveillance Program is defined il the Act as the intelligence activity involving
communications that was authorized by the President during the period beginning on September 11, 2001,
nnd ending on Januaiy 17, 2007, including the program refecred to by Lhe President in a radio address on
December 17, 2005 (commonly known as the Terrorist Surveillance Program).

-FOP-SEEREF/STEW//SHORECONANOFORN—

TOP SECRET/STLW/HCS/COMINT//ORCON/NOFORN—



—FOP-SEERETASTEWAHSIYORCONAIOEORN —

o Interaction with the Foreign Intelligence Surveillance Court and
o Any other matters identified by the IGs

—FSHSTLWA/STHOCHNE).- Scope and Methodology. We conducted this review

to examine the involvement of the Office of the Secretary of Defense (OSD),
Department of Defense (DoD), in the establishment and implementation of the
President’s Surveillance Program (PSP). We interviewed current and former
officials within OSD that had access to the PSP. We withdrew our request to
interview Secretary of Defense Gates because he was provided access to the PSP
after the program ended. The former Deputy Secretary of Defense Dr. Wolfowitz
declined our request for an interview. We reviewed all relevant documentation
within OSD and NSA related to OSD’s involvement in the PSP. We also
reviewed documentation at DoJ related to the PSP.

(U) The IGs of the DoJ, DoD, DNI, NSA, and CIA issued an interim report on
September 10,2008. In the interim report, the DoD IG stated that he would
examine thé involvement of the Office of the Secretary of Defense (OSD) in the
establishment and implementation of the PSP. The NSA, as an agency within
DoD performed the requirements of the PSP. Assuch, the NSA IG is conducting
areview of NSA involvement with the PSP separate from this memorandum

report.

—(FSHSTRWHSH/OC/ANE)- Implementation and Establishment of the PSP.

The OSD access to the PSP was limited to six individuals.® Those individuals are
Secretary of Defense Robert Gates; foriner Secretary of Defense Donald
Rumsfeld; former Deputy Secretary of Defense Paul Wolfowitz; Under Secretary
of Defense for Intelligence (USD()) James Clapper’; former USD(T) Stephen
Cambone; and Principal Deputy General Counsel Daniel Dell ‘Orto.

—CFSHSTEWHSH/OEHNE)-The PSP was an extremely sensitive counterterrorism

program focused on detecting and preventing terrorist attacks within the United
States. The PSP was authorized by the President every 30 to 45 days and was
initially directed against international terrorism; after March 2004, the PSP
focused specifically agaiust al-Qaeda and its affiliates. The Director of Central
futelligence (DCI), and later the DNI, would prepare a Threat Assessment

3 FYSTEWHSHBEHNE Secretary Gales and Under Secretary Clapper were provided access to the PSP
afrertire PSP-wastremsferred to Foreign Intelligence Surveillance Court supervision.




e

Memorandum, which validated the current threat to the United States. The
Secretary of Defense would review and sign the Threat Assessment Memorandum.
On three occasions, Dr. Wolfowitz, the former Deputy Secretary of Defense,
signed the Threat Assessment Memoranda in the Secretary’s absence. On twag
occasions, Dr. Cambone, the former USD(]), signed the Threat Assessment
Memoranda when Secretary Rumsfeld and Dr. Wolfowitz were unavailable.

= Once the Threat Assessment Memorandum was signed,
the President would then sign a Presidential Authorization with the Threat
Memorandurn attached. The President would task the Secretary of Defense to
employ DoD resources to execute the requirements set forth in the Presidential
Authorization. The Attorney General, or his designee, would certify the
Presidential Authorization for form and legality. The Secretary of Defense would
then direct the actions authorized by the Presidential Authorization to the NSA for
implementation. On one occasion, Dr. Wolfowitz, the former Deputy Secretary of
Defense, directed the Director of NSA to implement the Presidential
Authorization, in the Secretary’s absence. On a separate occasion, Dr. Cambone,
the former USD(]), directed the Director of NSA to implement the Presidential
Authorization.

“(XS#SHMNEY- Interaction with the Foreign Intelligence Surveillance Court. Dr.
Wolfowitz also executed two declarations ign Intelligence
Surveillance Court. The first, executed o was ih support of the
Government’s Application seeking renewal, in part, of the authority to install and
use pen register and trap and trace devices, in order to obtain information

pursuant to the Foreign
Intelligence Surveillance Act of (FISA), 50 U.S.C. sections 1801-1811,
1841-1846, as amended. The initial authority under FISA to install and use pen
register and trap and trace devices for that purpo

Se was d by the Foreign
Intelligence Surveillance Court on July 14, 2004

- Dr. Wolfowitz’s second declaration was executed on
%edarati in response to the Foreign Intelligence
Surveillance Court’s Order requiring the Government to submit a
declaration from the Deputy Secretary of Defense discussing NSA’ violations of
the Court’s July 14 Order authorizing NSA to install ani uie ien rci'ster and trap
and trace devices in order to obtain information about
In that declaration, Dr. Wolfowitz stated the
circumstances surrounding unauthorized collection that occurred, the disposition
of information collected without authorization, steps NSA took to remedy the
violation, and measures NSA implemented to prevent recurrence of such
violations.

3
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1SHNF)- CIA Participation in the
President’s Surveillance Program

(U) EXECUTIVE SUMMARY

—S/AVE)- Title III of the Foreign Intelligence Surveillance Act (FISA) Amendments
Act 0f 2008 requires the Inspectors General (IGs) of the elements of the Intelligence
Community (IC) that participated in the President’s Surveillance Program (PSP) to
conduct a comprehensive review of the program. The results of our review of CIA
participation in the PSP are presented in this report, and will be included in the
comprehensive report required to be provided to the appropriate committees of Congress
by 10 July 2009.

B SHSTLWHSHOCANE)-The CIA prepared the threat assessment memorandums
that were used to support Presidential authorization and periodic reauthorizations of the

PSP. The threat assessment memorandums were prepared by personnel from the CIA
ach of the

qli
memorandums focused on the current threat situation and did not provide an
assessment of the PSP's utility in addressing previously reported threats. The threat
assessment memorandums were signad by the Director of Cenfral Intelligence (DCI)
and forwarded to the Secretary of Defense to be co-signed. Responsibility for diafting
the threat assessment memorandurns was traosferred to the newly-established Terrorist
Threat [ntegration Center in May 2003 and retained by TTIC's successor organization,
NCTC (the National Counterterrorism Center). The DCI continued to sign the threat
assessment memorandums through 15 April 2005. Subsequent memorandums were
signed by the Director of National Intelligence.

-(?S#SWSWQGR{F) CIA analysts and targeters, as PSP consumers, tasked
and utilized the product from the program in their analyses.

1
~“FOP-SECRETHSTLEW/HE S/COMINT/ORCON/NOFORN—
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(ESHSTEWHSHHOCANE) Two former Directors, a former Acting Director, and
other senior CIA officials we interviewed told us that the PSP addressed a gap in

intellipence collection.

However, collection of
such communications required authorization under FISA, and there was widespread
belief among senior IC and CIA officials that the process for obtaining FISA
authorization was too cumbersome and &me consuming to address the current threat.
Current and former CIA officials emphasized the increased timeliness, flexibility, and
access provided by the PSP as compared to the process for obtaining a warrant under

FISA.

-(ES/YSTEWAHSHOEAT)- The CIA did not implement procedures to assess the
usefirioessof theproductof the PSP and did not routinely document whether particular
PSP reporting had contributed to successful counterterrorism operations. CIA officials

told us that PSP reporting was used in conjunction with reporting from other

tasvbavenry

officers, even those read into the program, would have been unaware of the fill extent of
PSP reporting. Consequently, there is no means to comprehensively track how PSP
information was used. CIA officials were able to provide 6nly limited information on
how program reporting contributed to successful operations, and therefore, we were
unable to independently draw any conclusion on the overall use fulness of the program
to CIA.

-TOP-SECRETHSTLW/HCS/COMINTHORCONINOFORN-
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~¢8/AFY Several factors hindered the CIA in making full use of the capabilities of
the PSP. Many CIA offi¢jals fold us that too few CIA personnel atthe working level
were read into the PSP.Wofﬁcials told us that CIA analysts and targeting officers
who were read in had too many competing priorities and too many other available
information sources and analytic tools—many of which were more easily accessed and
timely—to fully utilize the PSP. CIA officers also told us that the PSP would have
beenm ore fully utilized if analysts and targeting officers had obtained a better
understanding of the program's capabilities. Many CIA officers noted that there was
insufficient training and legal guidance conceming the program’s capabilities end the
use of PSP-derived information. The factors that hindered the CIA in malang full use
of the PSP might have been mitigated ifthe CIA had designated an individual at an
appropriate level of managerial authority, who possessed knowledge of both the PSP
and CIA counterterrorism activities, to be responsible and accountable for overseeing

CIA parscipation in the program.

{TSHSTEWASH/OEATE)- There is no indication that personnel from the CIA
Office of General Counsel or other CTA components were involvedin preparing the

legal memorandums supporting the PSP that were produced by the Department of
Justice, Office of Legal Couasel (OLC). CIA OGC personnel had very limited access
to these memorandums.

{SHAE)- Senior CIA officials participated in meetings with a New York Times
editor and reporter and senior Adininistratioa officials concerning an article the
newspaper was preparing conceming the PSP,

Asxistant Inspietor General for Audit
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(U) BACKGROUND

(U) Originand Scope of the Review

(U) Title IIX of the Foreign Intelligence Surveillance Act Amendments Act of
2008, which was signedintolaw on 10 July 2008, requires the IGs ofthe elements of
the Intelligence Community that participated in the PSP to conduct a comprehensive
review of the program.' The review required to be conducted under the Act is to

examine:

(A) all of the facts necessary to describe the establishment,
implementation, product, and use of the product of the Program,;

(B) access to legal reviews of the progiam and access to information
about the Program,;

(C) communications with, and participation of, individuals and
entities in the private sector related to the Program,;

(D) interaction with the Foreign Intelligence Surveillance Cowt and
transition to court orders related to the Program; and

(E) any other matters identified by any such Inspector General that
would enable that Inspector General to complete a review of the
Program, with respect to such Department or element.

ESHSTEWASHOEAYF) The interim report required under the Act was submitted
to thecommittees of Congress prescribed in the Act on 10 September 2008. That

report descrihed the scope of the work to be conducted by each of the participating IGs,
whichinclude the Inspectors General of the Department of Justice, the Office of the
Director of National Intelligence, the National Security Agency, the Department of
Defense, and the CIA. Our review of CIA participation in the PSP examined CIA's :

¢ Rolein preparing the threat assessments and legal certifications
supporting periodic reauthosization of the PSP.

e Role in identifying targets for the PSP.

! (SN The President’s Surveillance Prugram is defined in the Act as the intelligence activity involving
communieations that was authorized by the President during the period beginning on 11 September 2001, and
ending an 17 January 2007, including the progiam referred to by the President in a radio address on

17 December 2005 {commoaly known as (he Teirorist Surveillance Program). The classified name for the
President’s Surveillance Program is “"STELLARWIND.”

4
“FOP-SECREF/STEWM{ESICOMINF/ORCONMNOFORN—
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The results of our review of CIA participation in the PSP are presented in this
report, and will be included in the comprehensive final report required to be provided
to the appropriate committees of Congress by 10 July 2009.

(U) The President’s Surveillance Program

(FSHSTLWHSIHOGANE) According to former Director of the NSA and former
Director of the CIA (DCIA) Michael V. Hayden, initial discussions concerning the
activities that would become the PSP occurred less than two weeks after
the 11 September 2001 terrorist attacks in a meeting between DCI George J. Tenet and
Vice President Richard B. Cheney. Although Hayden did not attend the meeting, he
was told by Tenet that Cheney asked if the Intelligence Community was doing
everything possible to prevent another terrorist attack. In response. Tenet described

Cheney then asked if there was more that NSA could do.
This led to discussions between Cheney, Hayden, Cheney!'s legal counsel
David S. Addington, and senior NSA officials. It was determined that the NSA had the
capability to collect additional wire communications that could enhance the IC's
counterterrorism efforts, but that new authority was needed to employ the capability.
The determination led to the authorization of the PSP by President George W. Bush on
4 QOctober 2001.

—(ESHSTEWASI/OEANTE) The PSP was intended to help prevent additional
terrorist attacks against the US Homeland. Although the authorized collection
activities changed over the life of the program, in general, the program authorized the
NSA to acquire content and/or metadata concerning telephone and e-mail
communications for which there were reasonahle grounds to believe that at least one of
the participants in the communication was located outside the US and that a party to

TOP-SECRETHSTLWHHCS/C OMHNT/ORCON/NOFORN—
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the communication was affiliated with a group engaged in international terrorism. The
collection activities conducted under the PSP werebroughtunder Foreign Intelligence
Surveillance Coutt oversight in stages between July 2004 and January 2007.2

-CISHSTLWAHSH/GEGANT) Under the PSP, the NSA collected three sets of data.

The first set included the content of individually targeted telephone and e-mail

communications. The second set consisted of telephone dialing information—the date,

time, and duration of calls; the telephone number of the caller; and the number

receiving the call-—collected in bulk The third data
i >-mail transactional data

collected in

(V) REVIEW RESULTS

{6H#NF) CIA Participation in the
“President’s Surveillance Program

2 (U) The Foreign Inteltigence Surveillence Act oF 1978 established the Foreign Intelligence Surveillance Court
to oversee requests for surveillance wanants by federal agencies against suspected foreign intelligence agents
inside the US.

&
FTOP-SECREFH/STLWIHHC S/ICOMINT/HORCON/NOFORN-
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) —___
MSWMI prepared the threat assessment memorandums
that were used to support the initial Presidenti izati

reauthorizations of the PSP.

{FSHSTLWHSIWLOGNE) CIA Prepared
the Threat Assessnrent Memorandums
Supporting Authorization of the
President's Surveillance Program

4TSUSTILW//SI/OCINF) The CIA initially prepared the threat assessment

memorandums that were used to support Presidential authorization and periodic
reauthorizations of the PSP. The memorandums documented the cuirent threat to the
US homeland and to US interests abroad from al-Qa’ida and affiliated terrorist
organizations. The first threat assessment memorandum—7he Continuing Near-Term
Tkreat from Usama Bin Ladin—was signed by DCI Tenet on 4 October 2001.3
Subsequent threat assessment memorandums were prepared every 30 to 60 days to
correspond with the President's reauthorizations of the PSP.

-(FSHSTEWHSHYOEANE) The DCI Chief of Staff, Jobn H. Moseman, was the CTA

focalpornt-for preparing thethreat assessment memo According to
Moseman, he directed th to prepare objective
appraisals of the cuirent terronst threat, focusing primarily on threats to the homeland,

and to document those appraisals in a memorandum. Initially, th analysts who
prepared the threat assessments wi tead into the PSP and did not kmow how the
threat assessments would be used.ﬂanalysts drew upon all sources of intelligence
in preparing their threat assessments. Each of the memorandums focused on the
current threat situation and did not provide an assessment of the PSP's utility in
addressing previously reported threats,

3¢S The title of the threat assessment memorandums was chenged to The Glabal War Against Terrorism in
Tune 2002.

7
TOP-SECGRETHSTLWHHCES/IGOMINTHORGON/NOFORN-
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FSHSTFEWASHGEAR Aﬁe-comp leted its portion of the memorandums,

the DCI’s Chief of Staff added a paragraph at the end of the memorandums stating that
the individuals and organizations involved in global terrorism (and discussed in the
memorandums) possessed the capability and intention to undertake further terrorist
attacks within the US. Moseman recalled that the paragraph was provided to him
initially by either White House Counsel Alberto R. Gonzales or Addington. The
paragraph recommended that the President authorize the Secretary of Defense to
employ within the US the capabilities of the Department of De fense, including but not
limited to NSA’s signals intelligence capabilities, to collect foreign intelligence by
electronic surveillance. The paragraph also described the types of communication and
data that would be collected and the circumstances under which they could be
collected.* The draft threat assessme orandums were then reviewed by Office of
General Counsel attorneys assigned tmud Acting General Counsel (Senior
Deputy General Counsel) John A. Rizzo. Rizzo told us that the draft memorandums
were generally sufficient, but that there were occasions when, based on his experience
with previous memorandums, he thought that draft memorandums contained
insufficient threat information or did not present a compelling case for reauthorization
of the PSP. In such instances, Rizzo would request tha{jjjjiflilprovide additional
available threat information or make revisions to the draft memorandums.

{FSHSTEW/SHOEMNT) The threat assessment memorandumns were then signed
by DCI Tenet and forwarded to the Secretary of Defense to be co-signed. Tenet signed
most of the threat memorandums pre pared during his tenure as DCI. On the few
occasions when he was unavailable, the De puty Director of Central Intelligence
(DDCI), John E. McLaughlin, signed the memorandums on behalf of Tenet.

Mc Laughlin also signed the memorandums in the capacity of Acting DCI in August
and September 2004. In November 2004, Porter J. Goss became DCI and assumed
responsibility for signing the memorandums. There were no occasions when the DCI
or Acting DCI withheld his signature from the threat assessment memorandum. After
they were signed by the Secretary of Defense, the memorandums were reviewed by the
Attormey General and delivered to the White House to be attached to the PSP
reauthorization memorandums signed by the President.

(FSHSTEWHSTHOEANTFY Resgmity for drafting the threat assessment

memorandums was transferred fio to the newly established Terrorist Threat
Integration Center in May 2003. This responsibility was retained by TTIC's successor
orgaaization, NCTC. The DCI continued to sign the threat assessment memorandums

4(U) Exhibit B presents the conclusion and recommendation paragiaph included inthe threat assessment
memorandum dated 10 Janvary 2005. Similar languege was included in each of the memerandums.
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through 15 April 2005. Subsequent memorandums were signed by the Director of
National Intelligence.’

(U//FEYO) CIA Tasked and Received Reporting
From the President's Surveillance Program

(UIlFGHe) Procedures and Standards
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(U/IFO8) Reporting Provided in
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(U/HF0H404} Primary CIA Users of the
President's Surveillance Program
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(U/iFed6) Senior CIA Officials Believe
ThatthePresident’s Surveillance Program
Filled an Intelligence Gap

-(ESH#STEWASH/OEANT) Former Directors Hayden and Goss, fonner Acting
Director McEaughtin;amd other senior CIA officials we interviewed told us that the
PSP addressed a gap in intelligence collection. Following the terrorist attacks on
11 Septemnber 2001, there was concern that additional acts of terrorism would be

trated by terrorist cells already inside the US.

wever, collection of such commumications require
auilionzation unaer FISA, and there was widespread belief among senior IC and CIA
officials that the process for obtaining FISA authorization was too cumbersome and
time consuming to address the current threat.

' 13
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(U/'FOHQ) The CIA Did Not Assess
the Effectiveness of the
President’s Surveillance Program

~FSHSTEWHSHOEAT)-The CIA did not implement procedures to assess the
usefiilness of the product ofthe PSP and did not routinely document whether particular
PSP reporting had contributed to successful counterterrorism operations. CIA officials,
including DCTA Hayden, told us that PSP reporting was used in conjunction with
reporting from other iantelligence sources; consequently, it is difficult to attribute the
success of particular counter terrorism operations exclusively to the PSP. Ina May
2006 bri o the Senate Select Committee on Intelligence (SSCI), the Deputy
Directorﬂsaid that PSP reporting was rarely the sole basis for an intelligence
success, but that it fiequently played a supporting role. He went on to state that the
program was an additional resource to enhance the CIA’s understanding of terrorist
networks and to help identify potential threats to tlie homeland. Othe:i officials

we interviewed said that the PSP was one of many tools available to them, and that the
tools were often used in combination.

15
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(U) Counterterrorlsm Successes Supported
by the President’s Surveillance Program

~(SANEY Despite the fact that CIA oflcials we interviewed did not provide much
specific information on PSP-derived counterterrorism successes, some key
counterterrorism operations supported by the PSP were cited in brie fings presented by
CIA officials. In March 2004, the CIA provided a series of three briefings at the White
House to senior Administration officials and Congressional leaders. These briefings
included operational details conce ming the PSP as well as e xamples of program
successes. In May 2006, the Deputy Director,-brieﬁed SSCImembers and staff on
the usefulness to of the PSP.

16
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~{S#!NF} Several Factors Hindered CIA
dtitization of the President’s Surveillance Program

-(S/NE) Several factors hindered the CIA in making firll use of the capabilities of
the PSP. Maay CIA officials told us that too few CIA personnel at the workiog level
were read into the PSP. At the program's inception, a disproportionate number of the

17
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—(S#N?)--otﬁcials also told us that working-level CIA analysts and targeting
ofticers who were read into the PSP had too many competing priorities, and too man
information sources and analytic tools available to them, to fully utilize PSP,

officials also told us that much of the PSP reporting was vague or
without context, which led analysts and targeting officers to rely more heavily on other
information sources and analytic tools, which were more easily accessed and timely

than the PSP.

{SINE). CIA officers also told us that the PSP would have been more fully
utilized if analysts and targeting officers had obtained a better understanding of the
program's capabilities. There was no formal training on the use of the PSP beyond the
initial read in to the program. Many CIA officers we interviewed said that the
instruction provided in the read-in briefmg was not sufficient and that they were
surprised and frustrated by the lack of additional guidance. Some officers to that

i ient legal guidance on the use of PSP-derived information.

~¢S/A¥E). The factors that hindered the CIA in making full use of the PSP might
have been mitigated if the CIA had designated an individual at an appropriate level of
managerial authority, who possessed knowledge of both the PSP and CIA
counterterrorism activities, to be responsible and accountable for overseeing CIA.

articipation in the pro

18
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(U) CIA Had Limited Access
to Legal Reviews of the
President's Surveillance Program

-(ESHSTEW#SIHOERMS: There is no indication that personnel from the CIA
Office of General Counsel or other CIA components were involved in preparing the
legal memorandums supporting the PSP that were produced by the Department of
Justice, Office of Legal Counsel (OLC). At the time of the initial authorization of the
PSP (4 October 2001), Robert M. McNamare, Jr. was the CIA General Counsel. There
is no record that McNamara was ever read into PSP, and he retired from the CIA on
15 Novemher 2001. Acting General Counsel John Rizzo was read into the program on
21 December 2001, but, at that time, he was not provided access to the OLC legal
opinions. Rizzo told us that by working through Addington, with whom Rizzo was
acquainted, he eventually was allowed to read the OLC legal memorandums at
Addington's office in July 2004.

~(ESHSTEWHSIHOEANE) Scott W. Muller became the CIA General Counsel on
24 October 2002. Although NSA records do not indicate that Muller was read into
PSP, during our interview with Muller, he acknowledged having been read into the
program and having read the OLC legal memorandums supporting the program. After
JackL. Goldsmith became the Assistant Attorney General for the Office of Legal
Counsel in October 2003, the OLC undertook a reassessment of the legal rationale for
the PSP. Muller recounted discussions with De puty Attorney General .T ames B. Comey
around March 2004 concermng the legal bas:s or certa i

e S < ve rel of the senior CIA
managers we interviewed said that, although they were conce med that the PSP operate
within legal authorities, they believed that it was important to continue CIA

19

-TOP-SEGRETHSTLW/HGCS/ICOMINT/ORGON/NOEORN-

34 -FOP-SECREHISTHWIHGS/ICOMINTHORECONMNOFORN—



FOP-SECREFISTLWHHE S/C OMINTHORE

-FOP SECRETHSTLWHHES/COMINT/OREON/NOFORN—

patrticipation in the program because CIA analysts and targeters had told them that the
program was a usefill counterterrorism tool.

<S#NF) CIA Officials Sought to
—Delay-Exposure of the President's
Surveillance Program by the New York Times

~(S/AVE) In October 2004, James Risen, a reporter for The New York Times,
contacted the CIA Office of Public Affairs seeking an interview with DCI Goss
concermning an atticle the newspaper was planning on the PSP. Senior officials from
the CIA, NSA, Office of the Vice President, and the Office of the Secretary of Defense
met to discuss a response. On 20 October 2004, DDCI Mc Laughlin and DCI Chief of
Staff Moseman met with the Washington, DC editor of The New York Times, Philip
Taubmanp, and Risen. According to a memorandum for the record prepared by
Moseman, McLaughlin did not provide any details regarding the PSP or comment on
the legal basis for the program, but he stressed that publication of tbe article would
expose, and potentially com promise, effective counterterrorism tools.

Ultimately, based on assurances from Hayden that he would advise
them of inquiries from other news organizations concerning the PSP, Taubman and
Risen agreed to hold the article and publish it only when it became apparent that other
news organi zations were preparing their own stories on the PSP. On 16 December
2005, The New York Times published its first article on the PSP: "Bush Lets U.S. Spy
on Callers Without Courts." On 17 December 2005, President Bush publicly
confirmed in a radio address the existence of the disclosed portion of the PSP.

20
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Exhibit A

(U) Methodology

(YA6HO) During our review, we conducted 50 interviews of current and former
CIA personnel who had been involved with the President’s Surveillance Program
(PSP). Among the senior CIA officials we interviewed were former Director of the
National Security Agency (NSA) and former Director of the CIA (DCIA)
Michael V. Hayden, former Director of Central Intelligence (DCI) and former DCIA
Porter J. Goss, and former Acting DCI John E. McLaughlin. We contacted former DCI
GeorgeJ. Tenet for an interview. Tenet suggested that we first interview his former
Chief of Staff, John H. Moseman, and then contact him if we still had a need to
interview him. Following our interview with Moseman, we contacted Tenet’s office
several times to request an interview, but be did not return our telephone calls.
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(U/FBH06) Management comments were r f1 ‘om Michae
and the Chie

, Muller; John H. Moseman; the Director m
Their comments were considered in preparation of the hoal report.
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! Exhibit B

(U) Threat Assessment Memorandum Concluding Paragraph
[Excetpt from the Global War Against Terrorism memorandum dated 10 January 2005.]
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Exhibit C
(U) Example of a Link Diagram From August 2002
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Exhibit D

(U) Review Team

(U//FOFO) This report was prepared by the Operations Division, Audit Staff,
Office of Inspector General.

Division Chief
Project Manager
Auditor
Auditor
Auditor
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(U) OFFICE Of THE INSPECTOR GENERAL

(U) Chartered by the Director, NSA/Chief, CSS, the Office of the Inspector General (OIG)
conducts inspections, audits, and investigations. Its mission is to ensure the integrity, efficiency,
and effectiveness of NSA/CSS operations; to provide intelligence oversight; to protect against
fraud, waste, and mismanagement of resources; and to ensure that NSA/CSS activities are
conducted in compliance with the Constitution, laws, executive orders, regulations, and
directives. The OIG also serves as ombudsman, assisting all NSA/CSS employees and affiliates,
civilian and military.

(U) INSPECTIONS

(U) The inspection finction conducts management and program evaluations in the form of
organizational and finctional reviews, undertaken either as part of the OIG’s annual plan or by
management request. The inspection team’s findings are designed to yield accurate and up-to-
date information on the effiectiveness and efficiency of entities and programs, along with an
assessment of compliance with laws and regulations; the recommendations for corrections or
improvements are subject to followup. The inspection office also partners with the Inspectors
General of the Service Cryptologic Elements to conduct joint inspections of the consolidated
cryptologic facilities.

(U) AUDITS

(U) The internal audit fiinction is designed to provide an independent assessment of programs
and organizations. Performance audits evaluate the economy and efficiency of an entity or

_ program, as well as whether program objectives are heing met and operations are in compliance
with regulations. Financial audits deterrnine the accuracy of an entity’s financial statements. All
audits are conducted in accordance with standards established by the Comptroller General of the
United States.

(U) INVESTIGATIONS AND SPECIAL INQUIRIES

(U) THE OIG administers a system for receiving and acting upon requests for assistance or
complaints (including anonymous tips) about fraud, waste and mismanagement. Investigations
and Special Inquiries may be undertaken as a result or irregularities that surface during an
inspection or audit; or at the initiative of the Inspector General.
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L. U/ A=6H6} This reporl sumniarizes our réview of the Presider’s
Surveillance Program, as mandatec by the Foreign Inteligence Surveillance
Act Amenduments Act of 2008

2. (U/AFEE® For adkditional inlurmnidion, please contact my nlfice on

301-6388-6666. \Ve appreciale the courtesy and cooperation exlended Lo our
stalt throughout the review.
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(U) OVERVIEW

ST-09-0002

(U) EXECUTIVE SUMMARY

~(¥S#481//NF) For over a decade before the terrorist attacks
o t1-September 2001, NSA used its SIGINT authorities to
provide infortnation in response to Intelligence Community
requirements on terrorism targets. Inlate September 2001,
when the Vice President asked the Director of Central
Intelligence what more NSA could do with additional
authority, NSA’s Director identified impediments to
enhancing SIGINT collection under existing authorities. He
said that in most instances NSA could not collect
communications on a wire in the United States without a
court order. As a result, NSA’s ability to quickly collect and
report on a large volume of communications from foreign
countries to the United States was impeded by the time-

consuming court order approval process, Attempting to
obtain court orders fo#foreign telephone
numbers and Intermet addresses was impractical for

collecting terrorist communications with speed and agility.

1 Authorization that established
the President’s Surveillance Program (PSP), under which NSA
could routinely collect on a wire, for counterterrorism
purposes, foreign communications originating or terminating
in the United States. Under the PSP, NSA did not target
communications with both ends in the United States,
although some of these communications were incidentally
collected.

~(F3#1STEW/SH1OE€NF] Counsel to the Vice President
drafted-thre4October 266

{TS//STLW£E1/18€/P¥F) The PSP gave NSA a capability to
i itity in texrorist communications.

According to senior NSA leaders, the value of the program
was that this SIGINT coverage provided confidence that
someone was looling at the seam between foreign and
domestic intelligence domains to detect and prevent attacks
in the United States.

“FOP SECRET/STEW//COMINT/ORECON/NOFORN —

i

“TOP-SECRETHSTLWHHESICOMINTHORCON/NOFORN:



-FOP SECRET/STEWHHESICOMINTHORGOAMMEEORM:c. case
ST-09-0002 FOPSEERET/STEW//COMINTE/OREONNOFORN -

(ES/STLW1SHOCNF) NSA’s Director said that SIGINT

“probably saved
an any other PSP information and is, therefore,
the most important SIGINT success of the PSP. NSA analysis

-(GSHSMHS{HQG-}NE) Knowledge of the Program was

ess direction of the White House,
and NSA's Director needed White House approval to inform
members of Congress about Programn activity. Between

25 October 2001 and 17 January 2007, General Michael V.
Hayden arﬁieutenant General Keith B. Alexander

conducted S PSP briefings for members of Congress and
staff.

—t‘FSffEr'H:WffSHfGGfNF)—N SA activity conducted under the
eign Intelligence Surveillance

Court (FISC) orders by 17 January 2007, when NSA stopped
operating under PSP authority. The NSA Office of the
Inspector General (OIG) detected no intentional misuse of
Program authority.

(U) HIGHLIGHTS

s (U) PSP establishment, Implementation, and product

-tF5776TFEW /#6141 OE7/NF)-NSA began PSP operations on
&Gctoberﬂﬁﬁ‘l—klﬁmugh the Director of NSA was

“comfortable” exercising the new authority and believed that
it was lawful, he realized that it be controversial.
Undcr the PSP, NSA issued over reports. This included

reports based on collected metadata, which was
defined in the Authorization as

included

6/ STEW/#31/#OENF) NSA’s PSP products, all of which
were sent to CIA and FBI, were intended for intelligence
purposes to develop invest

i igative leads and were not to be

FOP-SECREF/STE WA COMINTHORCONNOEORN -
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and NSA had no
mechanism to track and assess the effectiveness of PSP
reporting.

(U) Access to legal reviews and program information

1€//1F}-NSA's General Counsel and Inspector General were
mrot-permitted to read the 2001 DoJ, Office of Legal Counsel
opinion on the PSP, but they were given access to draft 2004
Office of Legal Counsel opinions. Knowledge of the PSP was
strictly controlled by the White House. Between 4 October
2001 and 17 January 2007, people were cleared for
access to PSP information.

o_

(U) NSA-FISC interaction and transition to court orders

-(¥87/7/8TLW//8i/7OC/NF)-NSA’s PSP-related interaction with
thc-FfSe-was-prmraTdy—bneﬁngs to presiding judges,
beginning in January 2002. Interaction increased when NSA
and the DoJ began to transition PSP activities to FISC orders.
After parts of the program had been publicliy revealed in
December 2005, all members of the FISC were briefed. NSA’s
PSP authorized collection of bulk Internet metadata,
telephony business records, and the content of
communications transitioned to FISC orders on 14 July
2004, 24 May 2006, and 10 January 2007, respectively.

(U) Program oversight at NSA

{S//NE)-NSA’s Office of General Counsel and Signals
InteHigence Directorate provided oversight of NSA PSP
activities from October 2001 to January 2007. NSA OIG
oversight began after the IG was cleared for PSP inforination
in August 2002.
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(S#NFF) For years before the 11 September 2001 terrorist attacks in the
United States, NSA had been using its authorities to focus the United
States Signals Intelligence (SIGINT) System on foreign intelligence
targets, including terrorism, in rasponse to Intelligence Community
requirements. After the attacks, NSA adjusted SIGINT collection, in
accordance with its authorities, to counter the terrorist threat within the
United States. Inlate September, the Vice President asked the Director of
Central Intelligence (DCI) if NSA could do more to prevent another attack.
NSA's Director responded by desciibing impediments to SIGINT collection
of terroiist-related communications to the Vice Piesident. Counsel to the
Vice Prasident used the information about impediments to draft the
Presidential Authorization that established the PSP.

(U) SIGINT Efforts against Terrorists before 11 September 2001

{&/#NF)-For over a decade before terrorists attacked the
Ymited-States in September 2001, NSA was applying SIGINT
assets against terrorist targets in response to Intelligence
Community requirements. The Signals Intelligence
Directorate (SID) Counterterrorism {CT) Product Line led
these efforts in accordance with SIGINT authorities, which
defined what NSA could and could not do against SIGINT
targets.

(U) Authorized SIGINT activity in September 2001

(U} NSA was authorized by Executive Order (E.O.) 12333,
United States Intelligence Activities, 4 December 1981, as
amended, to collect, process, and disseminate SIGINT
information for foreign intelligence and counterintelligence
purposes in accordance with DCI guidance and to support
the conduct of military operaions under the guidance of the
Secretary of Defense. NSA and other Intelligence Community
agencies were required by E.O. 12333 to conduct intelligence
activities in accordance with U.S. law and other E.O. 12333
provisions.

(U) Both DoD regulation and NSA/Central Security Service
(CSS) policy implemented NSA’s authorities under E.O.
12333 and specified procedures governing activities that
afliect U. S. persons (DoD Regulation 5240.,1-R, December

“FOP SEERET/STEW//EOMINT/ORECON/NOFORN-
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1982, Procedures Govemning the Activities of DoD Intelligence
Components that Affect United States Persons and NSA/CSS
Policy 1-23, 11 March 2004, Procedures Governing NSA/CSS
Activities that Affect U. S. Persons).

-{S7#8%42H5- The policy of the U.S. SIGINT System is to
coltect; Tetain, and disseminate only foreign communications,
which, in September 2001, were defined in NSA’s legal
compliance procedures (described below) as commurtjcations
having at least one communicant outside the United States
or entirely among foreign powers or between a foreign power
and officers or employees of a foreign power. All other
communications were considered domestic communications.
NSA could not collect communications from a wire in the
United States without a court order unless they originated
and terminated outside the United States.

{84481/4NH-In 2001, NSA’s authority to collect foreign
commmormications included the Director of NSA'’s authority to

approve targeting communications with one oom
f technical devices (such as

the United Stale
ﬂ could be employed to limit acquisition of
communications to those in which the target is a non-U.S.

erson located outside the United States

—{8#48t/#NF}-NSA’s Director could exercise this authority,
exceptwhen the collection was otherwise regulated, for
example, under FISA for communications collected from a

wire in the United States.

{U) NSA safeguards to protect U.S. persons’ Constitutional
rights

(U) The Fourth Amendment to the U.S. Constitution protects
all U.S. persons anywhere in the world and all persons within
the United Stetes from unreasonable searches and seizures
by any person or agency acting on behalf of the U.S.
Government.! United States Signals Intelligence Directive
(USSID) SP0018, Legal Compliance and Minimization

L¢e#aFE) USSID SPOOL8 defines a U.S. person as a citizen of the United Stales, an alien lawfully admitted for
permatrent residence in the United States, unincorporated groups or associatious a substaatial number of the
members of which constitete cilher of the first two groups, or corporations incorporaled in the United States,
including U.S. flagnon-govemmentz! aircraft or vessels, but not including those entities openly acknowledged
by a foreign govermment to be directed and controlled by them.
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Procedures, 27 July 1993, prescribes policies and
minimization procedures and assigns responsibilities to
ensure that United States SIGINT System missions and
activities are condticted in a manner that safeguards U.S.
persons’ Constitutional rights. (See Appendix G.)

~{8778t77N¥F)-During the course of notmal operations, NSA
personmnel-sometimes inadvertently encounter information to,
from, or about U.S. persons. When that happens, they must
apply standard minimization procedurea approved by the
Attorney General in accordance with E.O, 12333 and defined
in USSID SP0018. These procedures implement the
constitutional principle of reasonableness by giving different
categories of individuals and entities different levels of
protection. They ensure that U.S. person information is
minimized during collection, processing, dissemination, and
retention of SIGINT by, for example, strictly controlling
collection with a high risk of encountering U.S. person
information and focusing all reporting solely on the activities
of foreign entities and persons and their agents.

(U) NSA Director Used Existing Authorities to Enhance SIGINT
Collection after Terrorist Attacks

TOPR SECRET/STEW/CONMINT//ORCON/NOFORN
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—¢(84NE)-In Oval Office Meeting, DCI Explained NSA Director’s
Decision to Expand Operations under Existing SIGINT Authorities

(U/ 4#2aH8) General Hayden recalled that in late September
2001, he told Mr. Tenet about NSA actions under E.O. 12333
to counter the terrorist threat. Mr. Tenet shared that
information with the White House in an Oval Office meeting.

(U/ /EQUY8) We did not interview Mr. Tenet or White House
personnel during this review. We asked the White House to
provide documentation of meetings at which General Hayden
or NSA employees discussed the PSP or the Terrorist
Surveillance Program with the President, Vice President, or
White House personnel, but we did not receive a response
before this report was published. Therefore, information
about the sequence of events leadingup to the establishment
of the PSP comes from interviews of NSA personnel.

(U) Vice President Asked What Other Authorities NSA Needed




—(S5#MF)-NSA Options to Improve SIGINT Collection Could Not Fill
Intetfigence Gaps on Terrorist Targets

(U) FISA Amendments Considered

-{S44ME}-General Hayden said that, in his professional
judgmrent, NSA could not get the needed collection using the
FISA. The process for obtaining court orders was slow, and it
involved extensive coordination and separate legal and policy
reviews by several agencies. Although an emergency
authorization provision permitted 72 hours of surveillance
without a court order, it did not allow the government to
undertake surveillance immediately. Rather, the Attorney
General had to ensure that emnergency surveillance would

—FOP-SECRET/ASTEWHCONINTHOREONNOFORN—
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satisfy the standards articulated in the FISA and be
acceptable to the FISC.

—(87#St/#NF} Under its authorities, NSA had no other options
for the timely collection of communications of suspected
terrorists when one end ol those communications was in the
United States and the communications could only be
collected from a wire or cahle in the United States.

(U/FOHO) NSA Director Described to the Vice President the Impediments
to Improved SIGINT Collection against Terrorist Targets

XTSHSHAFY Accoiding to NSA OGC, Do has since agreed with NSA that simply processing
communications metadata in this manner does not coastitute electronic surveillance under the FISA.

FOP SEERET/STEW/EOMINT/ORCON/NOFORN
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(U/ /EeH0O) After two additional meetings, the Vice President
asked-Gemreral Hayden to work with his Counsel, David
Addington. Because early discussions about expanding NSA
authority were not documented, we do not have records of
attendees or specific topics discussed at General Hayden'’s
meetings with White House representatives.

‘FOP SEERET/STEWW/CONMNT//ORCONNOFORN—
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i8l. () THE PRESIDENTIAL AUTHORIZATIONS

FSHSHAWHSHLOC/NE)-Between 4 October 2001 and
8-Becember2606;, President George W. Bush signed

43 Authorizations, two modifications, and one document
described a The authorizations were
based on the President’s determination that after the

11 September 2001 terrorist attacks in the United States, an
extraordinary emergency existed for national defense
purposes. The Authorization documents contained the terms
under which NSA executed special Presidential authority and
were titled Presidential Authorization for Specified Electronic
Surveillance Activities during a Limited Period to Detect and
Prevent Acts of Terrorism within the United States. They were
addressed to the Secretary of Defense.

(U) SIGINT Activity Permitted under the PSP

65



_t‘fSﬁS‘Pi:WﬁSiﬁeey‘NF) The authorizations changed over
ossibility that the Authority could

be mterpxeted to permit collection of communications with
both ends in the United States and adding an additional
qualification that metadata could be collected for
communications related to international terrorism or
activities in preparation for international terrorism.?

~(TS/ASTLW/4SH-1OE4NPY Starting in March 2004, the

guthorizationsonderwent several adJusbnents related to
Dod’s Office of Legal Counsel’s review of the Authority.

arch 2004 and

subsequent authorizations, an accompanying statement
added that these clarifications had been previously

understood and implemented by NSA and that they apphed
to past and future acthtles Al- Qa ida (also SpE

-("PSffS%‘LWHSiHQGfNF%— The definition of “terrorist groups”
withimrtheauathoritieswas

alsorefined, and, for a limited

Metadata, as defined by the Authorization. i
'(U) See Appendix B for infiormation about the types of collection permitted.
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eriod in 2004, NSA analysts were permitted to query

-(FS+#/5144+0ENF)-According to General Hayden, the
Authorizatiorn;for the most part, did not change the
communications that NSA could collect, but did change the
location from which the Agency could collect them by
permitting collectio i i
States. Without that authorization

(U) NSA Discusslons about the Lawfulness of the Authorization

-{¥67/51/4NE) NSA leaders believed that they could lawfully
carryout-the President’s authorizations. However, they also
recognized that the Program would be controversial and
politically sensitive. This section describes how key NSA
leaders—the Director, the NSA General Counsel, Deputy
General Counsel, and Associate General Counsel for

- FOPRSECRETASTIWAHECOARNTHORCONANOFORN—
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Operations-—concluded that the Program was legally
defensible.

(U) Director of NSA

-(¥8¢/81//¥F) Generals Hayden and Alexander stated that
tirey-betieved-the Authorization was lawful.

(U) General Hayden

{¥5/4/81/#NF) When asked how he had decided to execute an
Authorization that some would consider legally and politically
controversial, General Hayden said that NSA’s highest
ranking lawyers had advised him, collectively and
individually, that the Program was lawful under the
President’s Article II powers. He said that three factors
influenced his decision to implement the Authority. First,
NSA would do exactly what the Authorization stated and “not
one electron or photon more.” Second, the Program was
simply an expansion of existing NSA collection activities.
Third, the periodic renewal of the Authorization would ensure
that the threat continued to justify the Program.

{FS#751#7NF) General Hayden said that as time passed, he
determmimred that the Program was still needed. Specifically,
he and NSA’s Deputy Director reviewed the DCI threat
memorandum for each reauthorization and judged that the
threats continued to justify the Program.

{78775t/ General Hayden said that no one at NSA

cerns to him or the NSA IG that the
Authorization was not lawfiil, Most importantly, General
Hayden said that no one outside NSA asserted that he should
stop the Program. He occasionally heard concerns from
members of Congress, but he sensed general support for the
Program from those he briefed outside NSA. He emphasized
that he did not just "flip through slides” during briefings. He
wanted to ensure that attendees understood the Program;
consequently, briefings lasted as long es the attendees
wanted.

(U) General Alexander

~(TS{ASTLW//SIAOC/NE) When Lieutenant General Keith B.
Alexander became NSA/ESS Dxrector in mid- 2005 some of

the more controversial legal que

the Office of Legal Counsel had
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reviewed its initial opinion and determined that the
remaining three types of collection were legally supportable,

(U) NSA Office of General Counsel

-(FTS//SH#2iF) After the Authorization was signed on
4-October-2601, NSA’s highest ranking attormeys, the NSA
General Counsel and Deputy General Counsel, as well as the
Associate General Counsel for Operations, orally advised
General Hayden that the Authorization was legal

(U) General Counsel

-{¥57 /63/+NF}) After having received the Authorization on
4October-20801, General Hayden asked NSA General Counsel
Robert Deitz ifit was lawful. Mr. Deitz said that General
Hayden understood that the Attorney General had already
certified its legality by signing the Authorization, but General
Hayden wanted Mr. Deitz’s view. Mr, Deitz said that on
5 October he told General Hayden that he believed the
Authorization to be lawful. He added that he emphasized to
General Hayden that if this issue were before the Supreme
Court, it would likely rule, although not unanimously, that
the Authorization was legal.

(U) Associase General Counsel for Operations

-(FS/#SH//N¥F)- On S October 2001, the General Counsel
consulted-thre Associate General Counsel for Operations at
his home by secure telephone. The Associate General
Couusel for Operations was responsible for all legal matters
related to NSA SIGINT activities. According to the General
Couusel, he had not yet been authorized to tell the Associate
General Counsel about the PSP, so he “talked around” it and
did not divulge details. The Associate General Counsel was
given enough information to assess the lawfulness of the
concept described, but records show that he was not officially
cleared for the PSP until 11 October 2001. On Tuesday,

9 October, he told Mr. Deitz that he believed the
Authorization was lawful, and he began planning for its
implementation.

(U) Deputy General Counsel
~{TS77817/7/%F) The Deputy General Counsel was cleared for
the PSP on 11 October 2001. He reviewed the Authorization

with Mr. Deitz and the Associate General Counsel for
Operations and also concluded that it was lawful,

FOP SECREFATEWHCONINTHORCONNOLORN —
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(U) Discussions on Legatity

~(FS/461 NF)-OGC attorneys said that their discussions
s lawfulness took into account the severity
ofthe 11 September attacks and the fear that foreign persons
were in the United States planning attacks. The NSA
attorneys concluded that the Authorization was lawful.
Given the following factors, the General Counsel said the
Authorization was constitutional and did not violate FISA.

o {S/fNP} FISA was not a realistic means of addressing
theterrorist threat inside the United States because
the process lacked speed and agility.

« (U//BOYO) The Authorization was a temporary 30-day
grant of authority.

o (U//BOUYE) The statute al lowed such an exception, or,
to tireextent that it did not, it was unconstitutional.

-(TS//S1/4¥¥F) The NSA attorneys determined that the
Presiderttould issue the Authorization through his authority
under Article !l of the Constitution to perform warrantless
electronic surveillance for foreign intelligence purposes
outside and inside the United States. This conclusion, they
said, was supported by the concurring opinion in
Youngstown Sheet & Tube Co. v. Sawyer, 343 U.S. 579
(1952), and appellate cases.®

{¥64/ /61, /NE) The Congressional Authorization of Use of
Mititarg Force and the canon of constitutional avoidance,
which requires a court to attempt to interpret issues so as to
avoid constitutional questions, cemented OGC'’s belief that
the President’s interpretation of Article II authority had legal
merit.

5(U) United States v. Tirvong Dinh Hung, 629 F.2d908 (4" Cir. 1980); United States v Buck, 548 F.2d 871 (9"
Cir. 1977); Zweibon v. Mitchell, 516 F.2d 594 (DC Cir. 1975); United States v. Brown 484 F.2d 418 (5" Cir.
1973), cert. denied, 415 U.S. 960 (1974); United States v. Butenko, 494 F.2d 593 (3" Cir. 1974), cert. denied,
419 U.S. B81 (1974).

-TOR SECRET/STLWACOMINT/ORCONMNQEQRN
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{#87178177NF) The Associate General Counsel for Operations
described-his position:

-(IS44L81/+NF) Does Congress have the authority to
imitPresidential Article Il authority in foreign
intelligence collecion? Given the threat, this was a
perfiect storm of events--3,000 people kiilled,
airplanes and buildings destroyed byforeign
terrorists, an attack in the United States by a
foreign terroriet organization. Noone knew where
the terrorists were or if there were more terrorists,
and NSA had a collection capability unable to
ion because with the FISA, you cannot get

mISA orders needed to cover what you
needed covered at that time to look for the
terrorists. You go to the President and tell him
that there is a statute that prevents you from daing
something from a collection standpoint that may
protect the United States from a future attack and
that while the country is in danger, I have to
adhere with a statute and can't get the amount of
warrants | need. Any president is going to say
there has got to be a way to do this —a federal law
can't let me stand here and watch the country go
down the tubes. Does the President have to abide
by a statute depriving him of his authority and
watch the country go down the tubes? Given the
case law of five different circuits with the Supreme
Court denying certiorari in two cases, there was
good basis for deciding this.

ATS4LSIH+NF) NSA OGC attorneys said that they did not
prepare a formal written legal opinion because it was not
necessary. The Attorney General had already cectified the
legality of the Program, and General Hayden had not asked
for a written legal opinion. The attorneys also said that they
did not have time to prepare a written legal opinion given the
pace of operations.

(£6//5t/ 189 After having concluded that the Authorization
waslawiul,-NSA attorneys believed it was important to
ensure that NSA’s implementation of the Program complied
with the Authorization, that processes were well documented,
and that strict controls and due diligence were embedded
into the execution of the Program. Recognizing that the legal
basis of the Program might become controversial, they said
that they wanted to ensure that NSA’s execution of the
Authority would withstand scrutiny.

—TOPR SECRET/ASTEWHCOMINT/H/ORCONANIOFORN
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—(FSHSTWHSHOEHNF)-NS A PSP operations began on 6 October 2001
and ended on 17 January 2007 and involved the collection, analysis, and

repoiting of two types of information: metadata and content. NSA
assumed that the PSP was temporary and did not immediately formalize
processes and piocedures for operations, which were quickly set up to
provide SIGINT on tenvrist targets. As the Authorization continued to be
renewed, NSA implemented special procedures to ensure that selectors
used for metadata analysis and domestic selectors tasked for content
collection wers linked to al-Qa'ida, its associates, or international terrorism
and that relatad decisions were documented. NSA did not target
communications with both ends in the United States under PSP authonty,
although some of these communications were incidentally collected, and
the OIG found no intentional violations uthorization. Over the life
of the Piogram, NSA issued more thanw:roducts based on PSP
data. According to senior NSA leaders, the value of the PSP was that
SIGINT coverage provided confidence that someone was looking at the
seam between the foreign and domestic intelligence domains to detect
and prevent altecks in the United States.

(U) NSA Begins PSP Operations

{S7/NF) On 4 October 2001, General Hayden received the
inttiatAuthorization and mformed the SIGINT Director and
other key personnel.
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XS#ANE) A pennanent cover term, STELLARWIND, wes assigned to Program infonnalion on
31 Octob
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—({¥S//SHiNF)-Authorization Renewed

{87/3¥F}; NSA leaders assumed the PSP would be temporary,
so-they-did not establish processes and procedures for a
long-term program, and they had plans to cease operations if
the Authorization was not renewed, However, the President
continued to renew the Authorization, and General Hayden
stated that the DCI threat memoranda accompanying each
renewal continued to justify the Program.
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(U) FISA Authority Still not an Option in 2002

TS84 NH-In January 2002, senior NSA leaders still
thuugh’t—tlmtnelther the FlSA court order process nor the

WNF}NSA’S First Attempt to Obtain FISA Authority or-

'(?SHS!#NF) In September 2002, NSA attempted to obtain

€ standard process for
seeldng authority on foreign powers and foreign agents.
Before preparing an application, NSA submitted a

“Memorandum of Justification” to th
11
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-{£8/4SI//NE) The request was prompted by a CT Product

Lin e staff member, who explained that technical problems
delayed NSA’s receipt of e-mail collected through FISC orders
FBI[ had obtained.

Y In one case, an
FBI order listed only terrorist agents of interest to

NSA.

(U) NSA Structure for PSP Operations

23
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(U//FGYO) NSA Organizational Structure for PSP Activity

November 2004
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iz wrd report content and
PSP Operations Amdysia snd reposting. metadata.

S STLW /S OGN —

(U) Chain of Command

—+45/4#) NSA’s Director and Deputy Director exercised senior
-operational control and authority over the Program.
According to NSA’s Deputy Director, General Hayden handled
“downtown” and the Deputy Director managed everything
within NSA. The SIGINT Director at the start of the Program
stated that once she was confident that the Program had
appropriate checks and balances, she left direct management
to the Director, Deputy Director, and the OGC. She noted
that General Hayden took personal responsibility for the
Program and managed it carefully. By 2004, specific roles
related to collection, analysis, and reporting had been
delegated to the SIGINT Director, who delegated management
responsibilities to the Program Manager and mission
execution responsibilities to the Chief of the CT Product Line
and subordinate leaders.

24
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(U) Coordination with FBI

-{TS7//STLW//5H/O€/NF) On 24 January 2003, NSA, SID,
and-the-FBlagreed-todetail FBI personnel working under
NSA SIGINT authorities to SID’H

Under the agreement, detailees assisted with terrorism-
related SIGINT metadata. analysis, identified and
disseminated terrorism-related SIGINT information meeting
FBI foreign intelligence information needs, and facilitated
NSA analyst access to FBI terrorism-related information.
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-{F6/#51NF) Minimization Procedures and Additional Controls on PSP
Operations?

(PS4 SFLWSLSHLOE/NE) Management emphasized that the

ired under non-PSP authorities also

mrimimmization Tates Tequire
aiilied to PSP. The Authorization sieciﬁcalli directed NSA

1(U) Internal control, or management control, comprises the plans, methods, and procedures used to meet
missions, gozals, and ob jectives. [t provides ressonable assutance that an entity is cffective and efticient in ils
operations, reliable in its reporting, and compliant with applicable laws and reguiations.

FOP SECRET/STEW ' COMINT//OREONINOTFORN
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NSA complied by
applying USSID SP0O 18 minimization procedures. For
example, and as described in the following sections:

o The collectio

» When analysts encountered U.S. person information,
they handled it in accordance with minimization
guidance, which included reporting violations or
incidents.

o Dissemination of U.S. person information was
minimized by requiring pre-release verification that the
information was related to counterterrorism and
necessary to understand the [oreign intelligence or
assess its importance.

‘{€//ANE) In addition, as PSP operations stabilized and the
Authorization continued to be renewed, NSA management
designed processes and procedures to implement the
Program effectively while ensuring compliance with the
Authorization and protecting U.S. person information. By
April 2004, formal procedures were in place, many of which
were more stringent than those used for non-PSP SIGINT
operations. One analyst commented that the PSP “had more
documentation than anything else [she] had ever been
involved with.” Examples of controls, some of which will be
explained in more detail in the following sections of this
report, include:

o (TS STLW/SIHOSNF)-Approvals-—Shift
Coordinatorsapproved-foreigmand-domestic target

selectors for metadata analysis. The Chief or Deputy
of CT Product Line Chief or the Program Manager
approved domestic selectors for content collection
under the PSP.

o ~{FSLFSFEWHSHAOE6/NE- Documentation—RFIs,

) tippers were
tracked in the Justifications for
contact chaining were recorded, and justification
packages and approvals for tasking domestic selectors
for content collection were formally documented.
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o —{TS}+SH+NF)Monitoring-—Statistics on content
taskingandreports were maintained and reviewed by
SID, Oversight and Compliance by 2003. A CT
Product Line employee stated: “... [NJowhere else did
NSA have to report on selectors and how many
selectors were rolled off [detasked] and why.”

e (U//POSYOE)J OGC involvement—Personnel working
urrder PSPauthority noted that they had a continuous
dialogue with the OGC on what was permissible under
the Authocrization. The Associate General Counselfor
Operations confirmed that the OGC “was involved with
the operations people day in and day out.”

o (U//FOYHO) Due Diligence Meetings—The PSP Program
Manager chaired due-diligence meetings attended by
operational, OIG, and OGC personnel. They discussed
OIG and OGC reviews and Program challenges,
processes, procedures, and documentation.

(¥ SHEHNF)- PSP Operations: Metadata

(TS//STLW/
“metadata” as

For example, e-mail
message metadata includes the sender and recipient e-mail
addresses, It does not include the subject line or the text of
the e-mail, which are considered content. Telephony
metadata includes such information as the calling and called
telephone numbers, but not spoken words.

_TOP SECRET/STLWHCOMINTHORCON/NOEORN.
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—(FSHSHYHE) Process to Conduct WWetadata Analysis

::(U) Smith v,

—(TSHS8HINF)-Standards for Conducting Metadata Analysis

—T8448H2F-During an OIG review in 2006, the Associate
Gerreral-€ounsel for Operations described OGC's standards
for complying with the terms of the Authorization when
conducting metadata analysis and contact chaining.

—t¥5##61/#NH-To conduct contact chaining under the PSP,
the-Authorization required that NSA meet one of the following
conditions: 1) at least one party to the communication had
to be outside the United States, 2) no party to the
communication could be known to he a U.S. citizen, or 3)
based on the factual and practical considerations of everyday
life on which reasonable and prudent persons act, there were
specific and articulable facts giving reason to believe that the
communication relates to international terrorism or activities
in preparation therefor. The Associate General Counsel for
Operations said that OGC’s guidance was more stringent
than the Authorization in that the OGC always required that
the third condition be met before contact chaining began.
Analysts were required to establish a link with designated
groups related to international terrorism, al-Qa’ida, or al-
Qa'ida affiliates.14

-{8/#NH-The Associate General Counsel for Operations said
tiatestablishing a link to international terrorist groups or al-
Qa'ida and its afhliates met the Authorization’s requirement
that all activities conducted under the PSP be for the purpose
of detecting and preventing terrorist acts within the United
States. He explai because the President had
determined thaw international terrorist groups-
al-Qa’ida presented a threat within the United States,
regardless of where members were located, linking a target
selector to such groups established that the collection was for
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the purpose of detection and prevention of terrorist acts
within the United States.

1¥37454/4NE} In a 2005 Program memorandum, NSA OGC
defined the NSA standard for establishing a link to al-Qa’ida
under the PSP. NSA could target selectors when “based on
the factual and practical considerations of everyday life on
which reasonable and prudent persons act, there are
reasonable grounds to believe a party to such communication
is an agent of al-Qa’ida, or a group affiliated with al-Qa’ida.”

eans reliable facts
in NSA’s possession, either derived from its signals
intelligence activity, or facts provided to NSA by
another govemnment department or agency, or facts
reliably in the public record {e.g., a newspaper
article). Whatever the source of information, the
key is that NSA is basing its determination on
articulable facts, not on bare assertions made by
someone else. We need evidence, rather than
conclusions. Thus a mere statement that person X
is a member of al Qaeda, without more
information, will not suffice as a justificaton for
chaining or for content tasking. Instead we need to
know what facts have led NSA, or another agency,
or the press, etc., to that conclusion. Focus on the
facts and determine whether theylead to a
conclusion, rather than accepting someone else’s
conclusion. Ifyou don’t have enough facts to make
a determination, ask for them.

—(FEHEFEWAAEHAOG/NF) In addition, the
standard-does-nrot-reqtiire certain knowledge, or
even necessalrily a better than 50/50 chance that
the user of a phone or e-mail is a member of al
Qaeda or an affiliated organization. It requires
onty that a reasonable and prudent person
exercising good judgment would conclude that
there are grounds for believing the thing to be
proved. Itis not mere hunch or mere suspicion,
noris it proof beyond a reasonable doubt or even a
preponderance of the evidence; rather, the
standard requires some degree of concrete and
articulable evidence or information on which to
base a conclusion.

(FIH/STEW//5L/+OES/NF)-Facts giving rise to
“reasorrablegrounds—for-betief-m

(U) Approvals for Metadata Analysis
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1¥86/#61/#NF) If the standard for establishing a link to al-

i ot be met based solely on the information
provided in the RFI or lead, analysts could searich NSA and
Intelligence Community databases and chain under non-PSP
authorities to find additional facts to substantiate the link.

(FS7/81/4/HF) Shift coordinators were not reqi
altatert=listselectors that might have generat:m
chaining. One individual, the equivalent of a shi

coordinator, managed and monitored the alert process.

&S {/SHHNF) When NSA personnel identified erroneous
metadatacollection, usually caused by technical collection
system problems or inappropriate application of the
Authorization, minimization procedures required them to
report the violation or incident through appropriate channels
and to delete the collection from all NSA databases. Earlyin
the Program, NSA reported three violations in which the
Authorization was not properly applied and fook measures to
correct them.

In this case, the target was foreign, but there was no
link to terrorism.

- TOR SECRET/STEW//COMNTH/ORCONAIOTORN -
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umber provided by

the FBIthatwas related to
investigation. In this case, the target posed a terrorist
threat inside the United States, but there was no
known link to international terrorism.

o —(TSHSTLW/ISIOGCINE) In-NSA chained

While the ere associated witlr mternational
m{d not pose a threat of terrorist
attacks inside the United States.

terrorism,

-FSUSUINE) Bulk Metadata Needed for Effective Contact
Chaining

—&S/STLW//SI/LOC /NE). Effective contact chaining requires
rarge amountsof meradata, sometimes called bulle metadata,
se more data vields more complete chains.

FS/HEFEW51/+O664NE}- Under PSP authori
btertrechade f

approximatel
telephony metadata records and an estimate
Internet metadata records. Metadata obtained under
authorities was stored in a protected database, to which only
cleared and trained personnel were given access. NSA
analysts were able to atcess and chain through metadata
records, but they could view only records associated with an
approved foreign intelligence target. This was a small
fraction of the metadata available. For example, in August
2006, NSA estimated that only 0.000025 percent or one in
every four million archived bulk telephony records was
expected to be viewed by trained SIGINT analysts.!S

SEESASIZANE) This estitnate was presented in the Augnst 2006 application for the Business Records Order, the
FISC Order that permitted NSA's collection of call detail records. Altbough this estimate applies o collection
and enalysis of telephony metadata conducled wider the Business Records Order, the same processes and

817
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(FSH8HINF)-PSP Operations: Content

PSP content
operations involved three separate activities: tasking selectors
for content collection, collecting the content of
communications associated with tasked selectors, and
analyzing the content collected. To comply with the
Authorization, NSA management combined standard
minimization procedures and specially designed procedures
to task domestic selectors, collect the resulting
communications, and analyze and report the foreign
intelligence they contained. Over the life of the Program, NSA
tasked app roximatel_f'oreign and domestic selectors
for content collection.

“(FSy/St/Nf) Tasking Selectors for Content Collection

(SS#S‘«PLWH-SWGG*NE)—‘TaSkmg is the direct levying of

SiGINT coltectionrequirernents on designated collectors.
Analysts must task selectors to obtain a target's
communications.

elore NoA personnel tasked target selectors for
collection, the Authorization required that target selectors
comply with two criteria. First, th

as described in guidance issued by OGC in
2005. Second, the purpose of the collection bad to be the
prevention and detection of terrorist attacks in the United
States. The OGC provided the same guidance for tasking
selectors for content collection es it had for coneact chaining.
Specifically, because the President had determined that al-
Qa'ida presented a threat within the United States, regardless
of where its members were located, linking a target selector to
designated intemational tercorist groups or al-Qa'ida and its
affiliates, established that the collecton was for the purpose
of detection and prevention of terrorist acts within the United
States.

tecbriques were used undecthe PSP, making this a reasonable comparison. This estimate was based on data
available in August 2006 and cannat be replicated.

TOP-SECREHSTEW/EOMINTHOREON/NOPORN
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-ESHSHINFY Approvals to Task Domestic Selectors for Content
Collection

—(TS84481//NE).NSA analysts deterinined whether foreign
selectors met the Authorization criteria and tasked them
without further approval. However, because NSA leadership
considered selectors located in the United States to be
extremely sensitive, the associated tasking process required
extra decumentation, reviews, and approvals than foreign
selector tasking under the PSP.

15(U) From 2005 to 2007, SID, Analysis and Production leadership litles changed. The Primary Production
Center Manager becamethe primaty approval authority for tasking packages.

“TOP SECREY//STLW//CONIINTJORCON/NOFORN -
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~(TS#/SHNE)Most Selectors Tasked for Content Collection Were
Foreign.

AFSAASTEWL FSHOESNE} In 2008, NSA reported to a

member of Congress that domestic telephone numbers
and domestic Internet addresses were tasked for PSP
content collection from October 2001 to Januaiy 2007.
Domestic selectors were located in the United States and
associated with al-Qa’ida or international terrorism and were
not necessarily used by U.S. citizens. In a 2008 Attorney
General Certification, NSA reported rtha*foreign
telephone numbers and in excess o oreign Internet
addresses had been targeted from October 2001 through

December 2006, which spans all but one month of the
Program. NSA could not precisely estimate the number of

"TOP SEERET/STEW/COMINT/ORCON/NOFORN -
36

90 -FOR-SEGRETHSTFLEWHHES/COMINT//ORCON/NOFORN-



=, TOP SECRET/fSTLW/HES/C OMIN THOR &

“TOPSECRET/STEW/COMINT/ORCONANOFORN—  ST-09-0002

foreign Internet addresses targeted because the tools used by
| analysts before September 2005 did not accurately account
! for the number of individual addresses targeted.

“{TS#811MF) In 2006, the OIG Found that Justifications for
Tasking Domestic Selectors Met Authorization Criteria.

AFSAFSHARS4 SO GHNE-During a 2006 review, the OIG
fourrd-thatattitemsina randomly selected sample of tasked
domestic selectors met Authonzation criteria. Based on a

statistically valid sampling methodology, the OIG was able to

conclude with 95 percent confidence that 95 percent or more
of domestic selectors tasked for PSP content collection could
be linked to al-Qa’ida, its associates, or international terrorist
threats inside the United States. Justification packages for
all sample items tested were supported by one or more of the
following types of information:

e Information associated with or obtained through FBI
investigations.

U} Process to Task Selectors

g1
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~($S77S8t/#NF) in 2005, the OIG found that the largely manual

processtotaskand detask selectors for co t collection
was unreliable. Specilfically, the OIG founc errors when
comparing records of domestic telephone numbers and
Internet identifiers approved for PSP content collection as of
November 2004 with those actually on collection. The errors
consisted of selectors that had not been removed from
collection after being detasked, had not been put on
collection after having been approved, had been put on
collection because of a typographical error, or had not been
accurately recorded in thii—'- In response
to the OIG finding, management took immediate steps to

correct the errors and set up a process to reconcile approved
tasked selectors with selectors actually on collection.

(FS5#5H##NE) Collecting the Content of Communications

(U/ fEQUOYJ Collection refers to the process of obtaining
commmmications after selectors associated with intelligence
targets are tasked for collection at designated sites. Data
collected under the PSP was stored in protected partitions in
NSA databases. Access to the partitions was restricted to
PSP-cleared personnel.

=(F6+#S~#NE-The Authorization required that a collected
commurication originate or terminate outside the United

States. NSA did not intentionall

communications under the PSP.
I - i C rodct L o

B ¢

nsure that collected data was as intende zed.
According to PSP program officials, NSA's

Its purpose was to collect international communications.
However, management stated that:

guarantee that no [dom estic] callswill be collected.
Issues of this kind inevitably arise from time to
time in other SIGINT operations, as foreseen by
Executive Order 12333, and are thus not peculiar
to [the PSP},

-FOP-SEERET//STEW//CONMINT/ORCON/NOFORN —
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-4{6877NFj The Program Management Office identified four ways
’ —thatiNSA might have unintentionally collected non-target
data:

v A target could have been correctly tasked using valid
selectors, but, in addition to cdlecting the desired
target communications, non-target communications
were inadvertently cotlected.

o Avalid target selector coudd have generated target-
specific collection that ultimately proved the target not
to berelated to al-Qa’da.

s A technical, human, or procedural error in the target
identification or tasking process could have resulted in
uninsentional collection of communica¥ons not related
to al-Qa’ida.

¢ Technical collection systemn problems could have
resulted in unintentional collection of non-al-Qa'ida
related targets, even when all stepa in the target
identification and tasking process had been properly
executed.

-Over the life of the Program, NSA reported

mf unintentional collection of domestic
communications an incidents in which the wrong
selector had been tasked. (See Appendix F for details.}) In
those cases, personnel followed USSID SPD018 procedures
and were given detailed instructions to report the violations
orincidents, adjust tasking, and delete collection recards
from NSA and other databases.

-(FS/HSH#NF) Analyzing the Content of Collected Communications

—(F84481/4NE)-Analysis of content collected under the PSP
involved-tlre-same practices and techmques used in non-PSP
operations. One NSA manager des the PSP as “just one

gl in the analysts’ tool kit.”

llecte
communications were then transcribed, if necessary, and
processed to make them useful for intelligence analysis and
reporting. Analysis included not only listening to or reading
the contents of a communication, but drawing on target
knowledge, coordinating and collaborating with other
analysts, and integrating collateral information, metadata,
and inforination from databases and published intelligence

~FO P SEERET//STEW/C OMINT/OREON/NOFORN —
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reports to determine whether the communications included
foreign intelligence that was timely, unique, actionable, and

reportable.

"(U/AFOEO) A scrialized repott is a formatted iniclligence product produced pursuant to USSID CR1400 that
has a reference serial number, conlains foreign intelligence information detived from SIGINT, exid goes to

a}aptoved users of intelligence.
: issuedlddilional reports between 17 January 2007 and December 2008

LTSUISTLWHSHHOERT) NSA
that-were-besedon-anatysis of data previously collectedunder PSP authority.

-FORSECREF/STWACOMNTYORCON/NOFORN
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—@SHSHINF)}Metadata Analysis Reports (Tippers)

(5FS1‘7‘S¥LW7‘7‘S{ﬁeefNF) Reports b
oas “tippers.”

—f?S#S?I:WﬁS!ﬁQG}NF) NSA retained documentation of
er request or lead

mformatwn, and a description of the link to terrorism for
tippers based on PSP collection. Documentation of analysis
was not retained unless a tipper was written.
Counterterrorism personnel updated information in a
computer tracking system to reflect the disposition of all
metadata analysis requests. From October 2001 through
January 2007, NSA issued tippers to FBI and CIA:

. . tippers were based on Internet metadata analysis.

. -tippers were based on telephony metadata
analysis when telephone numbers had only direct
contact (one degree of separation} with a known
terrorist as defined by the Authonzation.

“TOPSEEREY//STEW/€C OMINT/ORCONNOFORN-
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o -ippers were based on meore detailed telephony
metadata analysis that included contacts with two
degrees of separation from ¥nown terrorists.

® -ﬁppers were based on telephony and Internet
metadata analysis.

~(FSISINF) Content Reports
TS STLW/BHFOERF PSP co

NSA's analysis of

(U//POB0) Protection of U.S. Person Information in Reporting

—¥5/{8t/NF) Before sending PSP reports to customers, NSA
removedunmecessary U.S. person information, as required
by minimization procedures in USSID SP0018. The CT
Product Line reviewed PSP reports to ensure that they had
been written in accordance with these procedures. SID’s
Oversight and Compliance office then reviewed PSP reports
containing U.S. person information. Oversight and
Compliance personnel reviewed U.S. person information in
reports, determined ifit was necessary to understand the
foreign intelligence in the reports, and submitted
recommendations for the inclusion of U.S. paxrson
infiormation to SID, Chief of Inforination Sharing Services for
final approval. For example, if an individual's name was not
necessary to understand the foreign intelligence in the report,
the name wes deleted or changed to “a U.S. person.”

“TOP SECRET/STEW/COMINT/ORCONNOFORN —
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_41‘S.¢,LSI,L,£NE).Over31ght and Compliance did not review

ta analysis. When NSA began to
issue Hppers based on the content of communications, SID
adapted its procedures for the dissemination of U.S. person
information. Additional Oversight and Compliance personnel
were cleared for the Program to assist with reviews. They
gave PSP and other terrorism reporting priority for review
over other Agency reporting.

(U) Use of SIGINT Product

customers for PSP

All preducts included this statement:

This information is provided only for intelligence
purposes ia an effart to develop petential
investigative leads. It cennot be used in court
proceedings, subpoenas, or far other legal or
judicial purposes.

(U/FOYB) Value of the PSP

—{¥6/51#/1F}) Referring to portions of the PSP in 2005,
Gernrerat Hayden said there were probably no communications
more important to NSA efforts to defend the nation than
those involving al-Qa’ida. NSA collected communications
when one end was inside the United States and one end was
associated with al-Qa’ida or international terrotism in order
to detect and prevent attacks inside the United States.
General Hayden stated that “the program in this regard has
been successful.” During the May 2006 Senate hearing on
his nomination to be CIA Director, General Hayden said that,
had the PSP been in place before the September 2001
attacks, hijackers Khalid Almihdhar and Nawaf Alhazmi
almost certainly would have been identified and located.

{¥64451/1 8- In May 2009, General Hayden told usthat the
valueof the Program was in knowing that NSA SIGINT
activities under the PSP covered an important “quad rant”
(terrorist communications between foreign countries and the
United States). This coverage provided confidence that there
were “not additional terrorist cells in the United States.”
NSA'’s Deputy Director, who was the SID Deputy Director for
Analysis and Production on 11 September 2001, echoed

TOP SECRET/STL WHEOMINT//ORCON/NOFOTRIV
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General Hayden’s comment: “The value of the PSP was in the
confidence it provided that someone was looking at the seam
between the foreign and domestic intelligence domains.”

(?S#SI-H&E) The former SID Deputy Director for Data

The PSP gave NSA a capability to
exploit a key vulnerability in terrorists’ cormmunications:
With PSP

authority, NSA could jnati tween
al-Qa’ida

~(TS44STLWNLLSI/LOGCLNE)- Current
der cited SIGINT reporting on

as the most important SIGINT success of the PSP.
{ PSP

Alexander sald “probably saved more lives” than’any other

—~{F67¢61#7/#F} From an operational standpoint, the PSP
o:

* Support customers

¢ Provide SIGINT that contributed to customers’
investigative work

(U/FOHO) Support to Customers

mymbers do not account for requests submitted before NSA
began to use an automated tracking system in April 2002.

-{FS# 464 fNF)-Based on mforﬂ' iibta.ined under PSP
authority;, NSA sen

TOP SECRET/STE W CONMMNT/ORCONNCFORN
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and FBI, In the early days of the Program, the FBI said that
the large number of tippers from NSA was causing them
unnecessary work because agents treated each tipper as a
lead requiring action. General Hayden said that NSA’s
intention was that SIGINT information be added to FBI's
knowledge base, not that the FBI act on each piece of
information. When NSA realized that it was sending too
much data to the FBI, the Agency made appropriate

ad justments.

(WiFOUB) PSP Reporting Contributed to Customers’ Investigative Work.

or example, an
FBI briefing dated 4 May 2006 stated that "STELLARWIND
continues to provide timety and carefully vetted intelligence
to support FBI's investigations in connection withﬁ
operations}.”

-(ZFSHSLPLWﬁSWBef*F)-F BI did not routinely
provide feedbackomrNSATeportingurnder the PSP, and NSA

had no mechanism to track and assess the eflectiveness of
SIGINT reporting in general or PSP reporting in particular.!?
Tracking PSP contributions was also difficult because
customers did not know tha

P - 25
noted that success stories decreased over time as intelligence

became more integrated and it became more difficult to
attribute success to any one activity.

-{FS/+SFLW /ST OCHNE) The Program Management Office

les of PSP reporting that helped
redirect FBI resources
_viewed as vulnerable to terrorism targeting. The

examples also include cases in which NSA provided reporting
that contributed to FBI investigations, FBI confidential
human sources, FISA warrants, arrests, and convictions.

1%E/NF) In July 2007, SID inifiated o formal effiort to assess the effiecliveness of its CT effoils. By the fall of
2007, that effort was shruppling.
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-(¥67#78H#NK-On 12 March, the President directed DoJ to
continte-working on the legal issues, and on 15 March OLC
issued a three page memorandum to the Deputy Attorney
General stating that, while it had only begun to analyze the

issues and was not yet prepared to issue a final opinion, it
believed thatﬂtypes of collection authorized

under the PSP were legally supportable. OLC had not Vet

developed a supportable argument to justify,

YEFSHRIYNFY The Assistant Attorney General for OLC issued a memorandum on 6 May 2004 concluding that

operati ribed in the opinion was lawful, A 16 July memorandum upheld the 6 May
opinion
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{(U/ /FOY6) The OIG issued a report for each of the
13 investigations and reviews described above. Ten

reports on PSP activity resulted in 11 recommendations to
management; 10 have been closed, and one remains open.
Three reports on FISC-approved activity previously

authorized by the PSP contained nine recommendations to
management; three have been closed and six remain open.

—{FSHSTLWASHHOCENF) Beginning in January 2007,
viotationstimathad-occarredurder the Authorization and
violations related to PSP activity transitioned to court orders
were reported quarterly to the President’s Intelligence
Oversight Board {through the Assistant to the Secretary ol
Defense for Intelligence Oversight).
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(U) Recently Reported Incidents

All related records
were purged from NSA databases in 2004; therefore, it was
not possible to determine the exact nature and extent of that
collection. The NSA OIG will close out this incident in an
upcoming report to the President’s Intelligence Oversight
Board.

-{¥&445H+NF) On 15 January 2009, the Department of
Justicereported to the FISC that NSA had been using an
“alert list” to compare incoming business records FISA
metadata against telephone numbers associated with
counterterrorism targets tasked by NSA for SIGINT collection.
NSA had reported to the Court that the alert list consisted of
numbers for which NSA had determined that a reasonable
articulable suspicion existed that the numbers were related

to a terrorist organization associated—
iﬁowever, the ma jority of selectors on the
alertlist had not been subjected to a reasonable articulable
suspicion detertnination. The NSA OIG has reported this
incident to the President’s Intelligence Oversight Board and
has filed updates as required. The alert list and a detailed
NSA 60-day review of processes related to the Business
Records FISC order were the subject of several recent
submissions to the FISC and of NSA briefings to
Congressional oversight committees.
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[U/ ./iT-‘GUG)]. Other IG Program concerns were documented in
the 2003-2008 reports. Presidential Notifications are listed

and described in Appendix F. The 2008 report described the
adequacy of Program decompartmentation plans.’
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(U) ACRONYMS AND ABBREVIATIONS

(P S 1MF)-
Bps Bits per Second
BR Business Records
CDR Call Detail Records
(TR |
CIA Central Intelligence Agency
COMINT Communications Intelligence
CT Counterterrorism
DCI Director of Central Intelligence
DNI Director of National Intelligence
DoD Department of Defense
DoJ Department of Justice
EO Executive Order
FAA FISA Amendments Act
FBI Federal Bureau of Investigation
FISA Foreign Intelligence Surveillance Act
FISC Foreign Intelligence Surveillance Court
GC General Counsel
Gbps Gigabits per Second
HPSCI House Permanent Select Committee on Intelligence
1G Inspector General
LAN Local Area Network
[ Ao
NSA National Security Agency
NSA/CSS National Security Agency/Central Security Service
O&C Oversight and Compliance
ODNI Office of the Director of National Intelligence
OGC Ofiice of the General Counsel
OIG Office of the Inspector General
OIPR Office of Intelligence Policy and Review (now the Office of
Intelligence, Nasional Security Division)
OLC Office of Legal Counsel
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PM Program Manager

PR/TT Pen Repgister/Trap & Trace

PSP President’s Surveillance Program

RFI Request for Information

SID Signals Intelligence Directorate

SIGINT Signals Intelligence

SSCI Senate Select Committee on Intelligence

TS/SCI Top Secret/Sensitive Compartmented Information
-{ESHSHNR—
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(U) GLOSSARY OF TERMS

(U) COMINT

(U) E.O. 12333

(U) FISA

E=

-(FS+/SH/NE)} METADATA

ol
o

(U) SANITIZATION

(U) Communications Intelligence — technical
and intelligence information derived from
foreign communications by someone other
than the intended recipients

(U) Executive Order 12333 - United States
Intelligence Aclivities - provides goals, duties,
and responsibilities with respect to the
national intelligence effort. It mandates that
certain activities of U.S. intelligence
components are to be governed by
procedures issued by agency heads and
approved by the Attorney General.

{U) The Foreign Intelligence Surveillance Act
of 1978, as amended, governs the conduct of
certain electronic surveillance activities
within the United States to collect foreign
intelligence information.

{84+81//N¥F) Analytic tool for contact

chaimingused by analysts to do target
discovery by quickly and easily navigating

global communications metadata

{FS44S1/4{NE) Header, router, and
addressing=type inforination, including

telecommunications dialing-type data, but
not the contents of the communication

-{S4+MNP) NSA's primary storage, search, and
retrieval mechanism for SIGINT text

(U) The process of disguising COMINT to
protect sensitive intelligence sources,
methods, capabilities, and anallytical
procedures in order to disseminate the
infortnation outside COMINT channels.
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(U) SIGNALS INTELLIGENCE (U) A category of intelligence comprising
individually or in combination all
communications intelligence (COMINT]),
electronic intelligence (ELINT) and foreign
instrumentation intelligence {FISINT),
however transmitted.

(U) TEAR LINE REPORTS (U} Reports used to disseminate SIGINT-
derived information and sanitized
information in the same record. The
sanitized tear line conveys the same facts as
the COMINT-controlled information, while
hiding COMINT as the source.

(U) TELEPHONY (U) The technology associated with the
electronic transmission of voice, fax, and
other information between parties using
systems historically associated with the
telephone

(U) TIPPERS
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e

() About the Review

(V) Objectives

(U) The Foreign Intelligence Surveillance Act (FISA)
| Amendments Act of 2008, which was signed into law on
| 10 July 2008, requires that the Inspectora General of
Intelligence Community elements that participated in the
President’s Surveillance Prograin (PSP) conduct a
comprehensive review of the Program. The NSA Office of the
Inspector General (OIG) reviewed NSA's participation in the
PSP. The specific review objectives were to examine:

o (U)The establishment and evolution of the PSP as it
affected NSA

o (U) NSA implementation of the PSP, including
preparation and dissemination of product under the
PSP

! o (U) NSA access to legal reviews of the PSP and access
to information about the Program

o (U) NSA communications with and representations
made to private sector entities and private sector
participation

o (U) NSA interaction with the Foreign Intelligence
Surveillance Court (FISC} and trensition of PSP-
I authorized collection to court orders

o (U) Oversight of PSP activities at NSA.

{U) Scope and Methodology

(U) This review was conducted in accordance with generally
accepted government auditing standards, as set forth by the
Comptroller General of the United States and implemented by
the audit manuals of the DoD and NSA/CSS Inspectors
General.

(U) The review was conducted from 10 July 2008 to 15 May
2009 in coordination with the Inspectors General of the
Department of Defense, Office of the Director of National
Intelligence, CIA, and DoJ.

e m—



(U/ /FoH6) The scope of this review was limited to NSA's

per Hcipation in the PSP from 4 October 2001 to 17 January
2007. The review included NSA activities before and after
the terrorist attacks of 1} September 2001 that led to the
Presidential Authorization on 4 October 2001. It also
included the transition of PSP-authorized activity to FISC
orders.

ﬁé-}b@) To satisfy review objectives, we interviewed
t and former NSA personnel who participated in the

PSP including NSA Directors and Deputy Director, General
Counsels, Deputy General Counsels, Associate General
Counsels for Operations, and the Inspector General

responsible for Program oversight from At i
August 2006. We also interviewed forme
as well as leadership| within the

Signals Intel ligence Directorate.

1¥6/+8L//NF) Interviews of the former Director of NSA,
Genrerat-Hayde formmer i eral Counsel

for Operations, were conducted
with other IG offices involved in the joint PSP review.

(U/ /rE6H8) We requested White House documentation of
meetingsat which General Hayden or NSA employees
discussed the PSP or the Terrorist Surveillance Program with
the President, Vice President, or White House personnel, but
did not receive a response before publication of this report.

(U//#688) We reviewed NSA recards dated 27 July 1993 to
10 July 2008 that pertained to review objectives, Records
included NSA policies and regulations, correspondence,
e-mail, briefings, notes, reports, calendars, and database
reports,

S/ - Numbers of selectors tasked and reports issued
were-based on information provided by the PSP Program

Management Office and were not independently verified
during this review.

-FOP-SEERET/STEW/COMINT/ORCONNOFORN—
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(V) Prior Coverage

(U/ /#0Y9) Information about individuals cleared for access

to Prograor information was based on records provided by the

PSP Project Security Officer and were not independently
verified during this review,

(U/ /FBBQ) The OIG began oversight of the PSP and related
activities—in August 2002 and issued twelve reports dated
21 February 2003 through 30 June 2008 (Appendix E.) The
OIG also issued 14 Presidential notifications from

March 2003 to October 2006 (Appendix F). Detailed
discussion of the OIG’s oversight of the PSP is included in
Section VIII of this report.

—{TS/4S1//NE). As portions of the Program were transitioned
toFIS€-orders for the collection of internet metadata and
telephony business records, the OIG reviewed the execution
and adequacy of controls in ensuring compliance with the
orders. The OIG did not test the efficacy of controls for
metadata collected under the authority of the PSP or court
orders. Three reports summarized OIG investigations into

possible misuse of the Authority or violations of FISC orders.

One report summarized the OIG’s oversight of the PSP, and
the last report reviewed the adequacy of Program
decompartmentation plans.

ST-09-0002
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(U) The Presidential Authorizations
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(Y) The Presidentlai Authorizations

—(FS/ASTLW L/ ST /QCANE) The Authorization documents that contained the terms

under which NSA executed special Presidential authority were addressed to the
Secretary of Defense and were titled “Presidential Authorization for Specified
Electronic Surveillance Activities during a Limited Period to Detect and Prevent Acts
of = [thi [ es.” The first Authorization consisted o

were 43 Authorizations, two mo
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(U/FEYHO) Signature of President

~(FSHSTLW/+81/064NE The Authorizationa were signed by
the President, followed by a place and date of signature. All

but one authorization was signed in Washington, D.C.
{U) Other Signatures

—(TSHSTLW/8HOE/NF) Under the phrase “approved for
form and legality,” the Attorney General signed all but one of
the Authorizations. The other authorization and the two
modifications were signed by the Counsel to the President.

~“FOP SECRET/STE W/ COMINT//ORCON/NOFORN
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(U) Timeline of Key Events

{U//FeHe) This timeline includes key events that occurred during NSA’s
implementation of the President’s Surveillance Program (PSP). In addition to
issuances of the Authorization, the timeline includes selected communications
Congress, the Foreign Intelligence Surveillance Court (FISC),
Because the timeline is limited to documented
events and communications, it is not all-inclusive.

2001

4-Oct-01 1st Presidential Authorization signed

4-Oct-01 General Hayden briefs White House (President, Vice President [VP),
VP Counsel, VP Chief of Staff, White House Counset)

25-Oct-01 NSA briefs Chair and Ranking Member of House Permanent Select
Committee on Intelligence (HPSCI), Chair and Vice Chair of Senate Select
Committee on Intelligence (SSCI)

2-Nov-01 2nd Presidential Authorization signed

14-Nov-01 NSA briefs Chair and Ranking Member, HPSCI, Chair and Vice Chair,
SSCI

30-Nov-01 3rd Presidential Authorization signed

4-Dec-01 NSA briefs Chair, Senate Defense Appropsfations Subcommittee, and
Ranking Member, Senate Defense Appropriations Subcommittee

5 Dec 01 NSA briefs FBI Director Mueller

2002
9-Jan-02 4th Presidential Authorization signed

11-Jan-02 NSA briefs Department of Justice, Office of Intelligence Policy and Review
(DoJ, OIPR), James Baker

31-Jan-02 NSA briefs FISC Presiding Judge Lamberth

5-Mar-02 NSA briefs Chair and Ranking Member, HPSCI, and Vice Chair, SSCI

14-Mar-02 5th Presidential Authorization signed

~-FOP SEERET/STEW//EOMINT/OR CON/NOFORN —
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10-Apr-02 NSA briefs Chair SSCI

18-Aih02 6th Presidentlal Authorization siinad

17-May-02  NSA brlefs incumbent FISC Presiding Judge Kollar-Kotelly

12-Jun-02  NSA briefs Chair, HPSCI, and Ranking Member HPSCI

8-Jul-02 NSA biiefs Chair and Ranking Member SSCI
30-Jul-02

12-Aug-02  NSA brlefs FISC Presiding Judge Kollar-Kctelly at the White House
13-Aug-02  NSA Inspector General (IG) cleaied for the PSP

10-Sep-02 10th Presidential Authorization signed

11-Sep-02  NSA GC, Deputy General Counsel (GC), Associate GC for Operations,

and IG meet to discuss PSP oversiiht

18-Sep-02  1st NSA Due Dlligence Meeting
30- Sep -02  Chair HPSCI visits NSA for bneﬂlng

b, h

18 Nov-02 12tk Presidential

18-Dec-02 NSA IG advises General Hayden to issue "Delegation of Authority Letters*”
to "units that administer the project”

2003
8-Jan-03 13th Presidential Authorization signed

~FOP SEERET/STEWHEONINTH/ORECONNOFORN -
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13-Jan-03 FBI Director visits NSA [or biiefing

29-Jan-03 NSA bifefs Chair and Ranking Member, HPSCI, Chair and Vice Chair,
SSCI

7-Feb-03 14th Presidential Authorization signed

4-Mar-03 General Hayden issues first Delegation of Authority letter to key Signals
Intelligence (SIGINT) Direclorate operational personnel

17-Mar-03  15th Presldential Authorization signed

16th Presidential Authorization signed

11-Jun-03  17th Presidentlal Authorization signed

14-Jul-03 18th Presidential Authorization signed

17-Jul-03 NSA briefs Chair and Ranking Member, HPSCI, Chairand Vice Chair,
SSClI

10-Sep-03

_TOP_SECRET/STLW/HCS/COMINTHORGON/NOFORN—
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8-Oct-03 NSA-FBI-CIA conference at NSA to discuss PSP operations and cusfomer
needs

15-Oct-03  20th Presidential Authorization signed -
1-Dec-03  NSA IG announces a review of NSA PSP operations

8-Dec-03 NSA IG asks VP Counsel for access to PSP legal opinions and is told that
a request should came from General Hayden

9-Dec-03 21st Presidential Authorization signed
9-Dec-03 G memo asks General Hayden to ask VP Counsel's permission for NSA

IG and GC to obtain copies of, or view, PSP Ieial ‘Iustiﬁcation

2004

6-Jan-04 NSA briefind to DoJ Mr. Philbin, Mr. Goldsmilh for Mr. Goldsmith's
orientation to the PSP and other NSA Signals Inteliigence efforts against

terrolism

8-Jan-04 NSA and FB_ meet to discuss the PSP
and recent changes at NSA

14-Jan-04 22nd Presidential Authorization siined

9-Mar-04 General Hayden briefs Director of Central Intelligence {DCI) on value of
the PSP

10-Mar-04 General Hayden briefs White House Counsel and Chief of Staff, Deputy
DCI, Deputy AG, and FBI Directoron value of the PSP

10-Mar-04  General Hayden briefs Speaker of the House, Senate Majority and
Minority leaders, House Minority Leader, Chairman and Ranking Member,
HPSCI, and Chair and Vice Chair, SSCI

10-Mar-0¢  General Hayden briefs Secretary of Defense, DoD Principal Deputy GC
11-Mar-04  23rd Presldential Authorization signed

11-Mar-04 NSA IG and Acting GC discuss new Authorization sigried by President's
Counsel rather than the AG

11-Mar-04  NSA briefs House Majority Leader
12-Mar-04  General Hayden briefs House Majority Leader
19-Mar-04  Revision to 23rd Presidential Authorization signed
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2-Apr-04 2nd Revision to 23rd Presidential Authorlzation signed
4-Apr-04 General Hayden hriefs DoD Princlpal Deputy GC
24th Presidential Authorization sicined

S5-May-04
O 0

20-May-04  NSA briefs the Minority Leader of the Senate

23-Jun-04 25th Presidential Authorization signed

14-Jul-04  Initial PRITT Order approved by FISC
9-Aug-04 26th Presidential Authorization signed

23-Aug-04  General Hayden briefs National Security Advisor and Homeland Security
Advisor

17-Sep-04  27th Presidential Authorization signed

23-Sep-04  Presidential “further direction” of 9 August 2004 expires
23-Sep-04 NSA briefs Chair, HPSC!

17-Nov-04  2Bth Presidential Authorization signed

2005
5-Jan-05 NSA briefs National Security Advisor and White House Counsel

11-Jan05 29th Presidential Authorization signed

~FOP SEEREFASTEN/EOMINT/OR CON/NOFORN-
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3-Feb-05  NSA biiefs Chair and Ranking Member, HPSCI, Chair and Vice Chair,
SsCl

25-Feb-05  General Hayden briefs White House Counsel and Counsel fo Deputy AG
1-Mar-05 30th Presidential Authorizatlon signed
2-Mar-05

19-Apr-05 31st Presidential Authorization siined

22-Apr-05 General Hayden briefs Director of National Inteligence (DNI)
23-May-05  Two-level PSP clearance stnicture discontinued

1-Jun-05 Discussions to seek FISC orders to authorize content collection begin with
DoJ OLC

14-Jun-05 32nd Presidential Authorization signed

26-Jul-05 33rd Presidential Authorizatlon slgned

3-Aug-05 Pn‘ncipl Deputy DNI Hayden briefs new NSAJ/CSS Director General
Alexander on the PSP

10-Sep-05  34th Presidential Authorization signed
14-Sep-05 NSA briefs Chair and Ranking Member, HPSCI, Chair and Vice Chair,

S5Cl

26-Oct-05 35th Presidential Authorization signed

13-Dec-05 36th Presidential Authorization signed
16-Dec-05 New York Times says that President secretly authorized NSA

- eavesdmiiini on Ameilcans

20-Dec-05 DoD IG receives fetter, signed by 39 Congressmen, requesting a review of
the PSP. DoD IG faxes the letter to the NSA IG on 10 Jan 06

21-Dec-05  NSA briefs DNI
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2006

3-~Jan-06 NSA IG and DoD IG discuss letter flom 39 Congressmen requesting
DoD IG review of the PSP

9-Jan-08 NSA briefs nine FISC judges and three FISC legal advisors

11-Jan-06 NSA briefs Speaker of the House, Senate Majority Leader, Chair of
HPSCI, Chair and Vice Chair, SSCI

20-Jan-06 NSA briefs Senate Minority Leader, House Minority Leader, Chair SSCI,
and Ranking Member HPSCI

27-Jan-06  37th Presidential Authorization signed
31-Jan-06 _NSA briefs FISC Judge Scullin
11-Feb-06  NSA briefs Chair SSCI

16-Feb-06  NSA biiefs Speaker of the House and Chair, HPSCI
28-Feb-08 = NSA briefs Chair and Ranking Member, House Appropriations

3-Mar-06 NSA briefs Vice Chair, SSCI

9-Mar-06 NSA briefs Chair and Vice Chair, SSCI, and Members of SSCI Terrorist
Surveillance Program (TSP) Subcommittee (Robeits, Rockefeller, Hatch,
DeWine, Feinstein, Levin, 8ond) with SSCI Minority and Majority Staff
Directors, Senior Director for Legislative Affairs, National Security
Counsel, VP, AG, White House Counsel, and VP Chief of Staff

10-Mar-06 NSA briefs Mr. Bond, Member, SSCI TSP Subcommittee

13-Mar-06 NSA brlefs Chair, SSC} TSP Subcommittee, Members SSCI| TSP
Subcommittee (Roberts, Feinsteln, and Hatch), SSCI Majority and Minority
Staff Directors, and SSCi Counsel at NSA

14-Mar-06 NSA briefs Mr. DeWine, Member, SSCI TSP Subcommittee at NSA
21-Mar06  38th Presidentiat Authorization signed
21-Mar-06  NSA briefs FISC Judge Bates

27-Mar-06  NSA briefs Mr. Levin, Member, SSCI TSP Subcommittee and Minority
Staff Director at NSA

[ 29-Mer-06 NSA briefs Chairman and Ranking Member HPSCI TSP Subcommittee,
TSP Subcommittee Members (Hoekstra, Harman, McHugh, Rogers,
Thombeny, Wilson, Davis, Holt, Cremer, Eshoo, and Boswell), Majority
General Counsel, Staff Member, and Minoiity General Counsel

~-FOP SEERET/STEW/EOMINT/OREONNOFORN—
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7-Apr-06 NSA briefs Chairman of the HPSCI TSP Subcommittee, HPSCI TSP

Subcommittee Members {(Hoekstra, McHugh, Rogers, Thornberry, Wilson,
and Holt), Majority General Counsel, Staff Member, and Minority General
Counsel at NSA

28-Apr-06 NSA briefs Ranking Member, HPSCI TSP Subcommittee, Members of
HPSCI TSP Subcommittee {Harman, Wilson, and Eshoo), Majority

General Counsell Staff Member| and Minorii General Counsel at NSA

11-May-06  NSA briefs Chair and Ranking Member House Appropriations Committee
Defense Subcommittes

16-May-06  39th Presidentlal Authorization signed

17-May-06  Chair SSCI, Members, SSCI {Roberts, Hagel, Mikulski, Snowe, DeWine,
Bayh, Chambliss, Lott, Bond, Levin, Feingold, Feinstein, Wyden, Warner),
SSCI Staff Member, SSCI Majority Staff Director, and SSCI Counsel

17-May-06 HPSCI Chair, HPSCI Members {(Hoekstra, Harman, Wilson, Eshoo,
Rogers, Thomberry, Holt, Boswell, Cramer, LaHood, Everett, Gallegly,
Davis, Tiahrt, Reyes, Ruppersberger, and Tiemey), Majority General

- Counsell Staff Dlrectorl and Minoxii General Counsel

24-May-06  First Business Records Order approved by the FISC
5-Jun-06 NSA briefs Ms. Feingold, SSCI Member at NSA

7-Jun-06 NSA briefs Ranking Member, Senate Defense Appropriations
Subcommittee, and SSCI Slaff Director

7-Jun-06 NSA biiefs President’s Privacy and Civil Liberties Oversight Board

9-Jun-06 NSA briefs Chair, SSCI, SSCt Members {Mikulski, Wyden, and Hagel),
SSCI Minority Staff Director, SSCI Counsel, and SSCI Staff Director

15-Jun-06  NSA briefs Chair, SSCI and SSCI Members (Robeits, Mikulski, Feingold,
Bayh, Snowe, Hatch, Lott, and Bond), and Minority Staff Director

26-Jun06 NSA briefs Chair, Senate Defense Appropriations Subcommittee, and
House Minority Leader

30-Jun-06 NSA briefs Mr. Bayh, SSCI Member at NSA
6~Jul-06 40th Presldentlal Authorization signed

10-Jul-06 NSA briefs Ms. Snowe, SSCI Member and SSCI Counsel at NSA
18-Jul-06 NSA briefs Mr. Chambliss, SSCI Member at NSA

6-Sep-06 41st Presldentlal Authorization signed
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24-0ct-06  42nd Prestdentlal Authorization signed
20-Nov-06  NSA biiefa President's Privacy and Civil Liberties Oversight Board
8-Dec-06 43rd and final Presldentlal Authorization signed

2007
10-Jan-07 Content orders approved by the FISC
17-Jan07 AG letterto Congress: Presidential program brought under the FISC
1-Feb-07 NSA briefs President's Privacy and Civil Liberties Oversight Board
1-Feb-07 Presldential Authorization expires
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APPENDIX D

(U) Cumulative Number of Clearances for the
President’s Surveillance Program
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(U) Cumulative Number of Clearances for the
President’s Surveillance Program*
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APPENDIX E

{U) NSA Office of the Inspector General Reports on the
President’s Surveillance Program and Related Activities
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(U) NSA Office of the inspactor General Reports on the
President’s Survelllance Program and Related Activities

~(FS4463/¥F)-This appendix lists and describes OIG investigation and review
reports of activity conducted under the PSP, also referred to as the STELLARWIND
Program, and related activities such as the Pen Register Trap and Trace (PR/TT)
Order and the Business Records Order. These reports are limited to activity
conducted between 4 October 2001 and 17 January 2007.

(V) OIG Investigations

- (U) Report of Investigation of Two Violations

(S8 0_ the OIG issued a report on
what it believed to be the first two violations of Authorization,
both of which were unintentional.

S STEWSH S5O0/ NFY The first incident occurred on

NSA analyst misguidedly
communications between

commmunications were foreign witl
uthorization, but they were not terrorist related.

The second incident occurred on
when NSA inappropriately performed

2k

This query was requeated by an
FBI official during the investigation o&

—{S{£NER) NSA OIG found that in neither incident had NSA
persommel acted with intent to disregard their authority.

18¢
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Both incidents occurred, at least in part, because early in the
Program the terms of the Authorization were so closely held
that few, if any, operational personnel working under the
Authority were permitted to see the Authorization or its
operative provisions. It was unreasonable to hold persons
accountable for violating an order that they had not seen,
when the order was too complex to be easily committed to
memory. Accordingly, the OIG did not recommend
disciplinary action, but did recommend that the NSA Director
issue formal written delegations of authority to the Signals
Intelligence Director and specified subordinates so that
personnel working the Program would know the precise
terms of the Authorization. Management concurred with the
recommendations and made appropriate notifications.

(U/ /FOYO) This report was sent to SSCI on 31 May 2006
and HPSCT on 2 January 2008.

e OUrder permifted NSA to

COLeCE Internet metadatd under the pen register/trap-and

trace provisions of the FISA (§§ 1841-1846). The authority to
tad

Material acquired under the Order
continued to be protected in PSP channels.

{FEH-ETLWABHAOE/NFOn NSA OIG
issuedrareportomarrinve

frrvestigation ot a management
breakdown that had resulted in unintentional filtering
violations of the FISC Order. The Order permitted NSA to
collect Internet metadata from communications involving
The violations occurred because

However, no
violations resulted from the collection of domestic
communications. An NSA collection manager discovered the

violations on—. The following day, the
questionable collection was stopped and reported to the OIG
and the OGC. With the exception o_the OIG

-?QP-SEGRWEGN‘NSPGRN—
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found no reason to believe that any violations resulted in the

collection of information. The OIG resexrved
judgmenton
m—T-hLOIG evaluation of responsibility for the mcident

led directty to the replacement of the Program Manager and
to changes in Program management, leadership, and chain of

command.

(U//PSY6} This report was sent to SSCI on 31 May 2006
and HPSClon 2 January 2008 and was redacted at the
request of the White House.

Supplemental Report on Violations of Court

A follow-up invesfigation of the
questionable revealed no additional
vioclations. On 1G issued a
iling its examination o

that the OIG suspected
ginated or terminated outside the United

collected, none had been aralyzed, and none had been
reported outside NSA.

(U//FOUO) This report was sent to SSCI on 31 May 2006
and HPSCI on 2 January 2008.

(U) OIG Reviows

74 May 2004  -(U) Need for Documentation and Development of Key
Processes (ST-04-0024)

—FS#+48t/#NF)-This OIG report concluded that a continuing
deficiency-in—clear; written procedures governing the

collection, processing, and dissemination of PSP material
created undue risk of unintentional violations of the
Authorization. The report noted that Program officials had

—FOPSEERET/STEW/CONANT//ORCON/NOFORN
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made progress in addressing some of these deficiencies, but
found that processes had not been fully documented in the
form of management directives, administrative policies, or
operating manuals. The NSA OIG recommended that
Program officials formally adopt rigorous, written operating
procedures for the following key processea:

o Approvals for content collection by the appropriate
named officials

o Reporting of violations of the Authority, similar to
procedures for documenting violations of Legal
Compliance and Minimization Procedures’

o Evaluation of dual FISA end PSP content collection

¢ Systematic identification and evaluation of tele?hone
numbers and Internet identifiers for detasking.

(U/ #F6Y0O) Corrective action was taken in response to the
fourrecormmendations.

{U/ A~8YO) This report was sent to SSCI on 31 May 06 and
HPSCI on 2 January 2008.

13Sep 2004  -{S#MF} Need for Increased Attention to Security-Related
Aspects of the STELLARWIND Program (S T-04-0025)

(U/ /FOUU0) This OIG report disclosed weaknesses in Program
security. The Program was particularly vulnerable to
exposure because it involved numerous organizations inside
and outside NSA.

(U//FE6H6] While the Program Manager placed a strong
emphasison personnel security, he did not talce a proactive
and strategic approach to physical and operational security.
In particular, better use of the Program Security Officer
would have helped to improve special security practices for
handling Program material and strengthen operations
security (OPSEC).

(U/ /¥OH0) The Program Manager and the Associate Director
for Security and Counterintelligence concurred with the
findings and implemented corrective measures. In particular,

i

(W US.Si elli irecti -

SFSHSHAND
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the Staff Security Officer was freed from other responsibilities
and teok a more active and effective role in Program security.
Management did not conduct a formal OPSEC survey as
recommended; however, steps taken by management to
implement OPSEC practices met the intent of the original
recommendation.

(U/ /FOY06) This report was sent to SSCI on 31 May 2006
and HPSCI on 2 January 2008.

21 Nov2005 -(FSH#SU/NE) Review of the Tasking Process for
‘STELLARWIND US. Content Colflection (ST-04-0026)

_{TS//STI. WA{Sk/{O€4NF)-This report identified material
detasking process under the

PSP. The process to task and detask telephone numbers for
content collection under the Program was inherently firagile
because it was based on e-mail exchanges and was not
automated or monitored.

~-(E6/A STV //ST/AOCLNE) The OIG exarm'ned‘clephonc
rmmumbersand-interetidentifiers approved for content
collection on the date in November 2004 when the audit

began and idenified the following types of errors:

. - involved under-collection; identifiers were
not put on collection quickly enough or were not put
on collection until the OIG discovered the errors.

] involved unauthorized collection caused by a
fypographical error.

. -&nvolved over-collection; they were not
removed from collection quickly enough.

° - record-kee ping errors in the Program’s tracking
database

d hy a typographical error, NSA
personnel did not review the collected information before
desiroying it, nor did NSA issue any report based on, or
Wseminate, any information ffom the

of untimely detasking. However, without a
robust and reliable collection and tracking process, NSA

increased its risk of unintentionelly violating the
Authorization. NSA also increased the risk of missing

—tTS//STEW//5H//06/NF)-n th _Of
ummauthorized—cotltectioncause
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valuable foreign intelligence by failing to task telephone
numbers and Internet identifiers in a timely manner.

(U//FOHE6) NSA OIG recommended that all errors be swiftly
resuoived; that specific procedures be adopted to prevent
recurrences, and that identifiers tasked for collection be
promptly reconciled with identifiers approved for tasking, and
repeated every 90 days. Management implemented the
recommendations.

(U/ H28BQ) This report was sent to SSCI on 31 May 2006
and HPSCI on 2 Januaiy 2008 and was redacted at the
request of the White House.

31 May 2006 —{FS/HSH/NF) Review of Compliance with Authorization
Requirerments for STELLARWIND U.S. Content Collection
(S 7-04-0027)

(?SﬁSiFBWffSerefNF) This report determined that, based

A 1 officials were adhering to the
terms of the Authorization and the Director’s delegation
thereunder; that tasking was appropriately approved and
duly recorded under the Authorization; and that tasking was
justified as linked to al-Qa”ida or affiliates of al-Qa’ida. The
report recommended improvements in record-keeping
practices.

~{84/NF)-Due to a lack of sufficient and reliable data, the NSA
OIG could not reach a conclusion on the tasking approval
process lor two PSP-related collection programs. The OIG
recommended that management responsible for the affected
programs, design and implement a tasking and tracking
process to allow managers to audit, assess timeliness, and
validate the sequencing of tasking activities. Management
agreed to install automated tracking of tasking and
detasking.

—(TS#+SH#NF- Although the collection architecture was
desigrred to produce one-end-foreign communications,
inadvertent collection of domestic communications occurred
and was addressed. The OIG recommended changes in
management reporting to improve the tracking and resolution
of inadvertent collection issues.

(U/ /EBHE6) Corrective action has been completed for one of
the twotecommendations.

ﬁ?ﬂﬁmmmﬁfémﬁﬁm“
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(U/ /FOU0O) This report was sent to SSCI on 31 May 2006
and HPSCT on 2 January 2008 and was redacted at the
request of the White House.

11 Jul 2006 -fFS#SWF)—Supplemenlal Report to Review of Compliance
ments for STELLARWIND USS.

Content Collection (ST-04-0027.01)
~(£5/ /STEWS 181/ /O6/NH- Alter issuing the original report,
the NSA©1Gconductedn

rther research to determine
whether Program officials were approving content tasking
requests based solely on metadata analysis. Using the
statistical sample in the original audit, the OIG found no
instances of metadata analysis as the sole justification for
content tasking. In all cases tested, there was corroborating
evidence to support the tasking decision.

{U/ /ROt O6)-This report was sent to SSCI on 13 February
2007 and HPSCI on 2 January 2008.

5 Sep 2006 —(FSHSHNF)-Report on the Assessment of Management
Controfsfor Implementing the Foreign Intelllgence
Surveillance Court Order: Telephony Business Records

(ST-06-0018}
(?SﬁS‘PﬁWﬁSi‘ﬁﬂefNF) On 24 May 2006, the telephony

P was transferred to FISC Order
BR-06-05, In re Application of the Federal Bureau of
Investi: ‘gation for an Order Requxrmg the Production of Ta

The Order authorized NSA to collect an
retain telephony metadata to protect against international

ﬂii i iiss and disseminate this data reidmg

—{TS7/48H#NF)-On 10 July 2006, in a memorandum with the
subject FISA Court Order: Telephony Business Records (ST-06-
0018), the NSA OIG issued “a report to the Director of NSA
45 days after the initiation of the activity [permitted by the
Order] assessing the adequacy of the management controls
for the processing and dissemination of U.S. person
information.” This report was issued with the Office of the
General Counsel’s concurrence as mandated by the Order.

—{FS}£LS1£/NE).The “Report on the Assessment of Management
€ontrolsforfmplementing the Foreign Intelligence Surveillance

—TOP SECRET/STEW/COMINT/ORCONNUFORN —
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Court Order: Telephony Business Records (ST-06-0018),
5 September 2006, provided the details of the findings of the
10 July memorandum and made formal recommendations to

management.

~{¥S77/81//NF) Management controls governing the
‘processing, dissemination, data security, and oversight of
telephony metadata and U.S. person information obtained
under the Order were adequate and in several aspects
exceeded the terms of the Order. However, due to therisk
associated with the collection and processing of telephony
metadata involving U.S. person infiormation, the NSA OIG
recommended three additional controls regarding collection
procedures, reconciliation of audit logs, and segregation of
duties.

—(XSHSHNF}-Collection Procedures

{"‘E‘SﬁSHfNF-] Durmg an OIG review of collection procedu
ertt discovered that NSA was obtammg

___________ data should have been suppressed from
the incoming data flow. Immedxately, management blocked
the data from analysts’ view. Further, working with the
providers, Program management completed suppression of
the suspect data on 11 October 2006 and agreed to
implement additional procedures to prevent the collection of
unauthorized data.

—{F¥S#SHNF) Reconciliation of Audit Logs

—('TSffSH-fNF) Management controls were not in place to
phone numbers approved for querying were the

only numbers queried. Although audit logs documented the
queries of the archived metadata, the logs were not in a
usable format, and Program management did not routinely
use them to audit telephone numbers queried. Management
concuired with the recommendation to conduct periodic
reconciliations; however, action was contingent on the
approval of a Program management request for two additional
computer Programmers.

176



“TOP-SECRETHSTLW/HESICOMINT/HORCOMINOFQRN: case
-FOP SEERET/STEW/COMINT/ORCON/NOFORN-  ST-09-0002

-{CHNE)-Lack of Segregatlon of Dutles

-{€f#¥#F) The seven individuals with the authority to approve
queries-also had the ability to conduct queries under the
Order. Standard internal control practices require that key
duties and responsibilities be divided among different people
to reduce the risk of error and fraud. Although Program
management concurred with the finding, it could not
implement the recommendation due to staffing and
operational needs. As an alternative, Program management
agreed to develop a process to monitor independently the
queries of the seven individuals. This action plan was
contingent on the development of usable audit logs
recommended above.

(U/ /FOYO) Corrective action has been completed for one of
the three recommendations.

(U/ £E8HO) This report was sent to SSCI on 13 February
2007 and HPSCI on 2 January 2008.

20 Dec 2006  -(S#NF)-Summary of OIG Oversight 2001-2006
STELLARWIND Program Activities (ST-07-0011)

—{5#7NF) On 20 December 2006, the OIG issued a report
surmmarizing OIG’s oversight of the STELLARWIND Program
after five years of implementation.

(U//FOYO) This report was sent to SSCI on 13 February
2007 and HPSCI on 2 January 2008 and was redacted at the
request of the White House.

_ ~EESHSHNE) Assessment of Management Controls to
Implement the FISC Order Authorizing NSA to Collect
Information Using Pen Register and Trap and Trace
Devices (ST-06-0020)

—F6//51/42) Or_be OIG reported that the
mmarragernent-con¥ols governinig the collection,

dissemination, and data security of electronic
communications metadata and U.S. person information
obtained under the FISC Order authorizing NSA to collect
Internet metadata using PR/TT devices were adequate and in
several aspects exceeded the terms of the Order. Due to the
risk associated with the processing of electronic
communications metadata involving U.S. person information,
additional controls were needed for processing and
monitoring queries made against PR/TT data, documenting
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oversight activities, and providing annual refresher training
on the terms of the Order.

(U/ /&688Q) Corrective action has been completed for two of
the six recommendations.

(U/ /FE80) W to SSCI o-

and HPSCl o

5 Jut 2007 -(F5/#5H/fNF)-Domestic Selector Tasking Justification Review
{(ST-07-0077)

(U//FEHO) The OIG conducted this review to determine
whethrertasking justification statements were supported with
intelligence information consistent with sources cited in the
justifications. The OIG identified some justifications
containing errors, hut there was no pattern of errors or
exaggeration of facts or intentional misstatements.

(U/ /FOY0) This report was sent to SSCI on 28 January 2008
and HPSCI on 28 Januery 2008.

30 June 2008 -{FSHSH/NE)-Advisory Report on the Adequacy of
STELLARWIND Decompartmentation Plans (ST-08-0018)

&S/ /814 4NF) At the request of the SID Program Manager for
CT Special Projects, the OIG assessed the adequacy of NSA’s
Plans to remove data from the STELLARWIND compartment,
as authorized by the Director of National Intelligence. On
30 June 2008, the OIG reported that NSA management had a
solid foundation of planning for decompartmentation. In
particular, the content, communication, and assignment of
supporting plans were adequate to provide reasonable
assurance of successfully removing data {rom the
STELLARWIND compartment, while complying with laws and
authorities. Management was also diligent in assessing the
scope and complexity of this undertaking. Although the OIG
made no formal recommendations, it supgested
improvements to develop more detailed plans, set firm
milestones, and establish a feedback system to ensure that
plans were successfilly implemented.

(U/ f#©U66)-This report was not sent to SSCI or HPSCL
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(U) Presidential Notifications

~(F6+4/STEW/18H+O6#NF)-Executive Orders 12333 and 12863 require intelligence
agencies to report tothe President, through the President’s Intelligence Oversight
Board, aclivities they have reason to believe may be unlawful or contrary to
executive order or presidential directive. Knowing that Board members were not
cleared, however, the NSA Director or Deputy Director reported the following
violations of the Presidential Authorization and related authorities to the President
through his Counsel, rather than through the Board. Each notification was
approved if not actually drafted hy OIG. Some of the notifications were not the
subject of the OIG reviews or investigations discussed in Appendix E.

(U} Date (U) Summary of Notification

g (1) the
and {2

-(TS#S{#HF-} Describes

alysts mistakenly accesse

- T8 5P Describes the investigation mentioned above
regarding metadata collection violations that occurred under
C

instance, a report based on such data went out, but if was not
cancelled because the same information was available
athe instances, no reports were issued.
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(U} Date {U) Summary of Notiflcation

FS#/STLW 481410 /NE) Describes one instance of

imadvertentcotliecHormrof & call with both ends in the U.S. - a
kmown until it was listened to
showed the call as having a forei

(IS /4814 /WF Describes three incidents: The first involved a

ore-digittypo resulting in one incorrectly tasked number. The
second involved a number improperly tasked for metadata
analysis. The operator discovered it almost immediately and
promptly removed it from tasking. The thirda.uxn.l.\md_i

numbers that were not detasked in a timely fashion.

2 Aug 2005 (PS4 EHLE) Describes the evolving

a practlce that may have resulted in over-

collection, T efers to NSA's work in developing
MOre rigoraus
- (R £SR 51/ OO Describes an ncident g

The error was not discavered

ior 18 months,

-G?S#S@LW}*SI-HQG-/N-F} Although most of thj iiiﬁiiii

so properly acquire:
pursuant to statute, the dataflow was
terminated immediately upon discovery. Also, because the
improperly collected metadata had been forwarded to non-
STELLARWIND databases, the Agency removed non-complient
metadata from all affected databases, including those in which
STELLARWIND data is noimally stored.

“TOP SECRET/STEW//COMINT/ORCONNOTFORN
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(U) Summary of Notification
(FESESTEWLLSI/AOC /M Describe instances in which
Eruttronzed-ta-rgehng-orpmperly taske

telephone numbers resulted in inadvertent collection of U.5.-to-

No reporting was generated, and

collechon was deleted.

Describes an ingident in which an

discovered within hours, when personnel responsible for
monitoring %m error
was corrected, and all inadvertently collected records were

deleted.
(ES1/STEW/ SHHOE/NF) Describe s in which
a'uﬁrumed-ta-rgctmg-of-pmperly tasked

telephone numbers resu llection of U.S.-to-

No reporting was generated, an

collection was deleted.

T BTN BHH O8N Describe i in which
authorized targeting of pmpcrly tasked

telephone numbers res vertent collection of U.S.-to-

No reporting was generated, and

collection was deleted.

Describes an instance where a

Although no reports were generated,
and there was no evidence that U.5.-to-U. 5. communications
were collected, we could not certi
end foreign without reviewin
files were deleted, and procedures used

were being reviewed.

A second incident was reported in
which a typographical error res ntact chainingona
U.S. telephone number with no iliation. The
telephone number was rechecked, and the error was corrected.
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APPENDIX G

(U) United States Signals Intelligence Directive
SP0018, Legal Compliance and Minimization
Procedures
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NATIONAL SECURITY AGENCY
CENTRAL SECURITY SERVICE

Fort George G. Meade, Maryland

27 July 1893

',-. UNITED STATES SIGNALS INTELLIGENCE DIRECTIVE
(USSID)
18

LEGAL COMPLIANCE AND MINIMIZATION
PROCEDURES {FBUO}

LETTER OF PROMULGATION

{U} This USSID grescribes policies ard procedures and assigns resp-onsiblliliss o ensure that the
missions and lurictions of the United States SIGINT Systam (USSS) are congucled In a ma~sar thal
safaguards the conslitulicnal rights o1 U.S. persans.

{U) This USSID has ge2n completaly rewritten to make it shaster and 2asicr lo undarsiand, It
canstiulas a summery of thalaws and regufations. dirgclly affecling USSS operallons, AllUSSS og:sannel
v celi=cl, process, ratain, ar dissaminale infanmatiion to, from, or about U.S. persons ar personz in the
Unitad States must be framfliar with its contents.

«Febey This USSID supersedes USSID 18, and USSID 18, Annaex A (distributed separatsly to
selectedTaciplents), toth of which are dated 20 O¢tober 19840, and must now be ceslfoyed. Notify
DIRNSA/CHCSS (USSID Manager) Ilthis edition of USS!D 18 is destroyed bscause of an émsacgency action;
otherwise, raquest approval fram DIRNSA/CHGSS helore destroying this USSIO,

-{~EH9) Releasa ot avpasurs of Ihis docurnzsit 10 contraclors and consutiant s viithoul amprowad from
the USS:ID Maragsr is prohiiled. Insiructions appiicabls lo retease cr exposure of USSID to conlractors and
conauitants may be found in USS!D 19.

=-tEQU0)- Questions and cominsnis ceniceing J1is USSIO shoukl be addressed 10 Ihe Oiflicz ol the
Geaneral Ceunse!, NSA/CSS, NSTS 853--3521 0

JM.McCONNELL
¥ice Admiral, U.S. Navy
Director

-OLASSHAED-BY-NSA/ESSM-128-2—
-BECLASSIFY O - ORIGINATING AGENCYS DETERMINATION REQURED"
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USSID 18

LEGAL COMPLIANCE AND
MINIMIZATION PROCEDURES (V)

SECTION 1 - PREFACE

1.1, (U) Tha Fourth Amendment to the United States Censtitullon pratects afl U.S. persons anyw here
inthe world and all persons within the Unlted States (rom unreasonable s2arches and seizures by any pa:son
or ager:cy actirig on behalf of the U.S. Govarriment, The Supreme Court has rulad that tha interception of
glactronic communications is a search and selzure within the meaning of the Fourth Amenomerit, It is
theseler2 mandatery thas sign:ais inielligance (SIGINT) gperations be condutigd pursuant lo prececures
which meet tha réaconabten2ss raquiramsnis of the Fourih Amendment.

1.2. (U} In determining whether United States SIGINT System (UUSSS) operations are "reasonabte.”
it is necessary to balinca the U.S. Government's need for foraign inlzlligence Informaticn and the privacy
interests af persons protected by the Fourth Amendment. Striking that balanca has consumed much: time
and eflerl by all branches of tha United States Governmant. The eesults of Jhat effort 2ra reflecied In tha
reterenices listed in Section 2 below. Together, these references require i}ie minimlzation of U.S. person
informatian celiecied, procassed. refained or diss2minated by the USSS. The purpose of this document is
to impfement these minimizalion requiremeints.

1.3, {U) Several themas mn throughaut this USSID. Tha most important is that wizlligence operzlions
and the protection of constituiional eights are not incompatite, It is not necessary to dany legitimate {o:e’an
wrisltigence colfection or suppress legitimats torelgn inleliigance mformation to protect tha Feudh Amercmant

rights of U.S, persons.

1.4. (U) Flnally, thase minimization procedures implemeni the constitutionzl penciplz of
“reasonablenass” Oy oiving difter2nt cateqaries of Individiials and sntities different levels of protection, These
levels ranga from the $tring2at pratection accorded U.S. citizans and permanent resident aliens in the Unitad
States to provislons relating to foreign diplomats it the U.S, These differences rafiect yel anéther main ineme
of thes2 procedures, that is, that the focus ol all for2ign intzligence operations is on forainn 2niities end

persons,

SECTION 2 — REFERENCES

2,1. (L)} Rafererces

a. 50 U.S.C. 1801, et ¢eq.. Foreign intelligence Surveillanca Act (FISA) of (978, Puhlic Law
No. 95-51t,

b. Exesufive Orcer 12333, "Unitad States Intelligence Activities,” catad 4 Dzcember 1931.

FANDGE- Vi COMINT-CHANNELS- OMNEY—
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c. DaU Diractive 5240. {, “Activitids of DoD Intelligence Components that Aifect U.S, Persons,”
dated 35 April 1988,

d. NSAJ/CSS Directiva No. 10-30, “Procedures Goveining Activities of NSAJCSS thal Aifect
U.S. Parsoris," dated 20 September 1990.

SECTION 3 - POLICY

3.1 (U) The policy of the USSS i 1o TARGET or COLLECT only FOREIGN GOMMUNICATIONS.:
The USSS wiltnot intentionally COLLECT comimwnications lo, érom or about U.S. PERSOMS or perscns or
enlities in the U.S. except as sat forth In this USSID. If the USSS Inadvertenlly COLLECTS such
communications, ft will process, retain and disseminale them only in accordance with this USSID,

SECTION 4 —COLLECTION

i ar¢ known to be to, from or about a LS. PERSON-
will nol b2 Intentionallyinteccepted, or selected through tha use
01a SELzUTION TERM, exceptin g lollowind instarces:

a. \Vith the approval of the Uanited States Fareign Inteligence Survalifarice Caurt under the
conditens outlined i Ances A of this USSID.

b, With the ariproval olthe Attarney Gan2ral 6l the United Stalss, if:
{1) Tna COLLECTION s directed against the follawing:

{a) Commuricelicns ta cr rom U.S. PERSONS owssicia the UNITED STATES, or

, O

(¢) Communications which are not to or ftom but merely akout U.S. PERSONS
(whzrever localer).

(21 The person (s an AGEMT OF A FORZIGN POWER, end

{3) The purpose ofthe COLLECTION is ko acquira signilicant FOREIGN INTELLIGENCE
ieslormigiion.

c. With the app:oval of the Director, National Security Agency/Chief, Centeal Securily Sersce
(DIRNSA/CHGSS), 83 losig as the GOLLECTION need nit be approved by the Foreign Inieliganco
Suivaifance Couyrt o the Allorney General, ard

(1) Tha persan nas CONSENTED lo the COLLECTION by exacuting on3 of Ihe
COMSENT!orms contained in Aapnsx H, or

HANDEE-¥IX COMINT-CHEANNELS O EY
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* Capilalized words In Sections 3 throuah 9 ara definad terms in S2¢lion 9.

(2) The person is reasonably betieved to be held captive by o F OREIGN POWER cr group
engaged in INTERNATIONAL TERRORISM, or

and the DIRNSA/GHCSS has approved tha COLLECTION In accordance with Annex
| or

(4) Tha COLLECTION Is directed against —between a s,
PERSON in the UNITED STATES and a foreign entity outside the UNITED STATES, the TARGET i$ tha
foreign entity, and the DIRNSA/CHCSS has approved the COI.LECTIOM in accordance wiith Annay: ¥, «ir

{5) ‘Technical devices (e.g. are employsd lo
timi{ acqulsliion by the USSS to communicatlans fo o from the TARGET ¢r (o specific forms of
communications wsed by tha TARGET (8.9.. I and
the COLLECTION is direcled zgainst voicg and lacsinile
comnwunicationa with ane COMMUNICANT in the UNITED STATES, andtha TARGET of tha COLLECTION

| H

(@) Anon-U.S. PERSON tocated oulsida tha UNITEO STATE'

- R =i |

(6) Copies of aporovals granted by tha OIRNSA/CHCSS undar [n2se provisions wilt ba
rata ned in tha Olfice of Genera! Counsel for raview by the Aitcrnay Genaral,

d. Emerfency Situations.

{t) In emorgency situaticns, DIRNSA/CHCSS may authorize the COLLECTiOH ol
information to. fro:n, or akoul a U.S. PEASON whais gutsldatha UNITED STATES when sacuring e prior
approva! of Ihe Alicrney General is not practical because:

(a) The time requirad to obtain such approval world result In tha Ioss of sigriiicant
FCREIGNINTELLIGENCE and would cause sutstantial harm to the national sacursiy.

(b) A person's lifg Or physical safety Is reasonably befieved o ke in :im=diaia
danger.

(c} Tha physical securily of a defense installation or governmant orocerty Is
tzasondbly bejievad lo ba in immediate danger.

(2) In lhase cases whera the DIRNSA/CHCSS autharizes enargency COLLECT:ON,
except for actions taksn under paragraph d.{1}(k} 2dove, DIRNSA/CHCSS shall tind that the:a is probable
cause that the TARGET meels one ot the following ctiteria:

{8) A persan who, lor ¢r on behali of 3 FOREIGN POWER, is engaged in ciarnicestina
irdeligence activilies (Including cowert activilies Intended to affect the political or govemmantal process).

TRANDEE VX COMINT CHANNEES-ONEY—
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sabotage, or INTERNATIONAL TERRORIST aclivitles, or activities in preparation for INTERNATIONAL
TERRORIST aclivilies; or who conspises with, or knowingly aids and abels a person engaging ir: such
activitles.

(b) A person who Is an otliceror employee ol a FOREIGN POWER,

{c) A paison unlawfully acting for, or gursuant to the directlon of, a FOREIGN
POWER, The rngara fact that a person’s activitlas may benefit or further the almsof a FOREIGN POW ERis
rot enough to bring that gerson undertnis subsection, absent gvidence that tha person is taking dinaction
from, cr acting in knowing concer with, the FOREIGN POWER.

(d) A CORPORATION orother entity that is awned or conlrolled direclly or indirecily
by a FORZIGN POWER.

{8) A psison in contact with: of acting i1 collabaration with, an inteligencs or secusity
service of a foreign pavsar for tha purpose of providing access 1o0informatian ar material Cixssitied ty the
United Stains to which such garsen has access.

{3) In alf casas wiltere amergency collzction is awthorized, the (oYowing steps shal &o
[akany;

{a} The Genar3l Counsel will be notiiied immeciately that tha COLLECTIO®b. has
sfarted,

(B) 7he Genaral Coudgel will initlale Immadiate eflcrts lo obtain Altornay Ge.terat
aperovalto continue g colieciion 1f Altomay G2neral approwal ls not obtainad within seventy bvo nours:, tn2
COLLECTION will b2 terminated. If the Altorney General 2gproves ihe COLLECTION, # hay continu e for
Ihe pzricd spacified In the aggraval.

e. Annual reporis to the Aitorney Ganearal are required lor COLLECTION conducted urider
paragraphs 4.1.¢.(3) and (4), Raspoasible znalytie cfiicas will provide such reporis through the Deptity
Oiractar fac Og2tasions {0DQ) and ¥1e Gzueral Courisel to fhe DIRNSACHCSS {of ransmittal to the Alle ey
General by 31 January of each yaar,

4.3. {U) Incidental Azquisition of U.S. PERSON Information. Infarmalion to, from cr about U.S.
PERSONS acquired incidentally as a resul® of COLLECTION directed against appropriale SOREIGM
INTELLIQENCE TARGETS may te ratained and procassed in accordanca with Saction 5 2nd Saction 3 of
ilis USSED,

~HANDLE- ¥ COMINT-CHANNELS-ONEY
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4.4, -£5.660). Nonresident Alien TARGETS Entering the UNITED STATES,
a. [f the communicadions of anonresident affen located abroad are being TARGETED and ths
USSS t2arns that the individvathas entered Ihe UNITED STATES, COLLECTION may contirsee for a periad
of 72 hours provided thal Ihe DISNSA/CHCSS ks advised Immediately and:

(1) Immediata efonts are Inivatsdlo obtain Attomey General appeaval, of
(2 Adetermination {s mada wilttin the 72 hour period thal lh_

b. [f Attorney General apgroval is obtained, the COLLECTION may continue fortha tengih of
time specified In the approval,

c. lfit Isdetermined tha COULLECTIOM may contintie

al the discretion of the gperational 2fement.

d. It ar if Attorney Genaral approval Is not ebidined viillhin 72
hours. COLLECTION must be terminated| Attorney General approval is
obtained, or tha Indiviidual lgavas the UNITED STATES,

45. 16666 U.S, PERSON TARGETS Entaring the UNITED STATES.

A. [ communications to, from Or abcul aU.S. PERSON located ouiside the UNITED STATES
ara being COLLECTED under Attorney General approval described in Section 4.1.b. aoovo, ih=
COLLECTION most stap when the USSS learnsthat the Irdivid yal has aniered the UNITED STATES.

. \Whie the individual is in the UNITED STATES, COLLECTION may be tesumad oniy vitn the
apprevai of lhe United States Forzign Intelligence Survaiflanca Court as describ2d i Annex A.

4.6, ET U.S5. PERSONS. All pioposals for COLLECTION against U.S.
PZRSONS must be sugmitied lhrovishs
the DDO and tha General Counsel to tne B ' 107 raviaw.

47, e~ Direclion Finding. Usz of directien linding solely to determing the jccation ot a
transmiiter logatedtutsida of the UNITED STATES daes nat constitiita ELECTROMIC SURVEILLANCE a1
COLLECTION zverif direclad at transmittass bekievéd to ba ussd by U.G. PEASONS. Unless COLLECTION
of the: communications is othenvise authorized uncd2r thase droceduras, ihe conténts of communisitions o
vehich a U.S. PEASON is a parly monitored In the cours2 of diraclion tinding may anly be used to fdentify the
transaiigter. .

48, {U) Distress Signals. Disiress signals may ba intzntionally collectsd, proesss ea, retained, zrd
dissominated without rzgard 19 ths restrictions confainad in kus USSID.

4.9, {U) COMSEC Kionitoiing and Security Tasting of Automated information Systems. Menitoring
for communications security purposes inust be canducted with the consent of {he person belng monitored
and ia accardanzewith the procetfures established in National Talzcommunications and Information Systems
Secuuity Diractive 500, Commurications Security (COMSEG) Manitoring, dated 10 April 1980, Maaitasing tar

—HANDEE VA -CONMINT CHANNELS ONEY —
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communications security purposas is not gaverned by this USSID. Inlrusive securily tesling to 23sess
security vuinerabiiiliasin automated [nformatlon systems likewise s not governed by this USSID.

SECTION § — PROCESSING

5.1. -t8€€6}- Use ol Selection Terms During Procassing.
When a SELCECTION TERM Is isitended to.INTERCEPT a communication on tha basis af the cantent of the
communication, of because a communication Is er.ciphered, rather than on the basis of the Idantity of tha
COMMUNICANT orthe fact [hai the ccmmunication menlions a particular inoividual, the follawing rutes apply:

3. No SELECTION TERM Ihat is reasonably likely to result in th ERC
i ZRSON (wherever localed)
may be used unless thera is reason ta befieve that FORZIGN
INTELLIGEMGCE wilt ba obtainec] by use oi such SELECTION TER!NM.

b. ™o SELECTION TEAM that has resultad in the INTERCZPTION of a significanl number of
comraunications 10 G Irom such parsons or entities may ba used uniess there is r2ason to geliswé that
FOREIGN INTELLIGENCE will bs obtained.

c. SELECTION TERMS Ihal have resulted or are reascnably likely la rgsuh ir the
INTERCEPTION af communicaticns ta ar from such corsons or entities shail te deslgned to defeat, t3 ths
gr23test éxterit practicabla under ihe circusslances. the INTERCEPTION of those ccmmunicalions fich
do notcantaln FOREIGN IMTELLIGENCE.

5.2 -+48668} Annual Ravigw by DCO.

a. Alt SELECTION TEAMS Inhat ar2 reasonzably likeiy (o resuil In the INTERCEPTICN of
ccmmunlcations la or [rem a .S, PERSON or terms that hav2 resulted in the INTERCEPTIONM of g significant
number of such communications shall be reviewed annually by the DDO or a designee.

b. Tinz purposz of the review shall ba to determina whather there is reason to bellave haf
FORENEM INTELLIGENCE will ba cbtained, or vill cominue to b3 obtalned, by the use of thasa SELECTION
TERMS

c. Acopy of the restlls aof the raviawy will ba provided tathe inspectar General and the Genaral
Counsel.

3.3. —{&E€€6) Forwarding of Iritercepied Material. FOREIGN COMMUNICATIOMS collecied by the
[JSSS may tie lonwarderl as Irtarcepied ta NSA. intarmediate processing facilities. =nd collabersling centers.

5.4, -t5C€6J Menforeign Communications.

3. Communications belvveen parsons In the UNITED STATES. Privata racio communical ons
solely batvizen persans in tha UNITED STATES [nadvertently nierc2pted during the COLLECTIOIN of
FOREIGN COMMUNICATIOMS will be promplly destroyad unless thg Altamey General delermines that the

contents ¥*dicate a threat ol death or serisus bodiy harm 1o any person.
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b. Communications betwaen U.S. PERSONS. Communications solety botweerr U.S.
PERSONS will ba Irealed as oflows:

{t) Communications solely between U.S. PERSONS inadvertenlly intercepted during the
COLLECTION of FORE{GN COMMUNICATIONS willbe destroyad upon recagnition, if technically possible.
excopt as provided In paragraph 5.4.d, balow.

{2} Notwithstanding the preceding provision, cryptolcgic data (e.g.. signal and
encipherment informition) and technical communications data (e.g., cizcult usage) may he extracted and
retained Irom thosa communicalions if necessary lo:

(a) Establish or maintain intercept, or
(B) Minimize unwanted intercept. or

(c) Suppoit ciyplojogic aperaticas relaied o FOREIGMN COMMUMICATIONS.

¢. Communications lhvolving an Officer or Employee of the U.S. Government.
Communications to or [rom any ollicer or employee of (e U.S. Government, or any stale or local govecrnmentt,
wilnot be Intentionally intercepted. Inadvertent INTERCEPTIONS of such communicaliens (including thase
batwesen lorelgn TARGETS and U.S. olllcials} will ba {reated as Indicated in paragraphs 5.4.a. and b., above.

d. Excapltions: Nolwithstanding the pravisions of paragraphs 54b. and c., tha
DIRNSA/CHCSS may waive 1ha destruction requirement for inlemational ccmmunications containing, inter
alla, tha loitovring types ol information:

(1) Signilicant FOKEIGN INTELLIGENCE, or
(2) Evldenca df acrimi2 or Inceat of death or sgrious bodily harm o any parson, cr

(3) Anoralizs that reveal a patential vulnorability to U.S. communications secuiiy.
Communi¢ations for which tha Attorney Genearal or DIRNSA/CHCSS's vraiver is sought should be rarwarded
to NSA/CSS, Atin: P02,

5.5, -4+8-6€8) Radio C-ammunications: with = Termnal jn tha UNITED STATES,

a. Al radio communlcalicns that pass over channals witlh: a terminal in tho GMITED STATES
musl be prccessed shrough a camputer scan dictionary or simitar devica unless those comsnunicatlors o-ocur
over channels used exclusively by a FOREIGN POWER,

b. Interni - 3 3d Hat:H t pass sver channsls with a terminal
in tha UNITED STATES comnwnlcatlans, may be processed
without the use of a compuler scan dictionary or sinilardevica i necessary to deteimine whether a channei

contains communications of SOREIGM INTEILIGEMCE interest which NSA msay wlish lo collect. Such
processing may not 2xceed two flours without the specitic ptior written appraval of tha DDO and, in any event.
shall be fimited to the minimum amoual of tim# necessary fo deteimine the natura of ceammunications on taz
chanr:el and 1iv¢ 2mount of such communications that in¢lude FOREIGN INTELLIGEMCE. Onca i is
delermined that tre channel contains sufficiant communications of FORE!GN INTELLIGENGE interest to

—FANDEE Vi COMINT-CHANNELS ONEY—
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warrant COLLECTION and exploilatios to produce FOREIGN INTELLIGENCE, a computer scan diglicnaiy
or similar device must be usad for additior:al processing.

¢. Copies af ali DDO writlen approvals made pursuant lo 5.5.b. must ba provided ta the General
Counsel and tha Inspector General,

SECTION 6 -~ RETENTION

6.1. -{5-6€64 Retantion of Communicallans to, from or Akout U,S. PEASONS.

a. Except as otherwise providzdin Annax A, Appendix 1, Seclion 4, communications lo, irom
or 8bout U.S. PERSONS that ar= intercopted by tha USSS may te retained in their original or transcribed
form only as fallows:

(1} Uncnciphered communications naf though! ta contaln secral meaning may be rela'ned
ter live years unlass the DOO delermines in writitig thal rol2anticn for aiongae petiod Is requin:d lo respond
ta authorized FOREIGN INTELLIGEMCE raquirsmanis.

{2) Communications rniecessaiy 1o maintain technical dala bases {or eryplanalytic or trailic
analylic purgoses may be retalned [o: a per{od suticiant to aflow a therough exploilatior and to permit 2ccess
ts data tna2l ara, or are reasenably balieved nkaly to beccme, relavont to a current or luture FOREIGN
INTELLIGENCE rzquirement. Sulicient duratlon may: vary with Lthe nalure of the exptohiaticn and may coansist
aof any paricd of time durirg which the technical data base is sutiject lo, or of use in. ciyptanalysis. 11a U.S.
PERSON'S idsntity Is not necassary to ma‘niaining tecanical data bases, it should be deleted or replased by

a gzaneric lerm when praclicabte.

b. Cammunications whiehh couldl be disszminated under Section 7, below (2. without
eliminatlon of refzrencas to U.S. PERSONS) may be rztained In their originat or transcribed {orm.

E£2. T(S:CESY Access. Access lo raw fraflic slorage systems which contain Identities af U.S.
PERSONS musttatimitec] to SIGINT praguction persannel,

SECTION 7 - DISSEMINATION

7.1, —{€-€€6Y Focus of SIGINT Reparis. All SIGINT regoris will Ee written sa as to focus solely an
tha aclivilesotferergn eriifles and persons and liveir agants. Excent as provicded In Section 7.2, FOREIGN
IMTELLIGENCE inlormation congerning U.S. PERSONS musl be disseminaied in 4 mannerwhich dces nel
identify the U.S. PERSON. Generic or genera!terms o¢ phrases must be substituled for the idantity {a.g.,
“U.8. firrn™ far the sgecitic nama of a U.S. COAPORATION or “U.S. PERSON" lar tha specific name afa U.S.
PERASON), Files conlaining the idenlities ofU.S. persons deieled from SIGIMT reports will be maintained {cr
a maximum period of ang year and any requasls frome SIGINT custamers for such idenlilizs should be refesred

0 PO2,

7.3. t6-666) Dissaminatiin ol U.S. PERSON Idantties. SIGINT reparts may [nciude the
idzntification of a U.S. PERSON only if gne ol the {gliowing conditzons is met and a d=termin:tiion is macea
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by the appropriate approval authatily that tha racipient has a ne2d for the identity for the performance of hi's
clficial duties:

a. The U,S. PERSON has CONSENTED ¢o the disseminalioa of communicalions of, or abaut,
him or her and has executed the CONSENT form found n Annex H of this USSID, ar

b. ‘fheinformation is PUBLICLY AVAILABLE {.e., the information is derlved from unclassified
Information availatie ta the general public}, or

¢, Tha Identity af the L1.S. PERSON Is necessary {0 understand Iha FOREIGN INTELLIGENCE
Information or assess #s imporiance. The [olloving nonexclusive Eisl confalns examples ¢f tha typa ol
infarmation that meet this standard:

(1) FOREIGN POWER or AGENT OF A FOREIGN POWER. Tna fnfoimatlon Indicates
that the U.S. PERSON Is 2 FOREIGM POWER or an AGENT OF A FOREIGN POWER,

(2) Unauihorized Disclosure of Classilied Infarmaiion. Tha infornration indicates that :he
U.S. P=RSON may be engagad in tha unauthiorized disclosure of classilled Information.

(3) Inlemalonal Narcotics Aclivity. The Inlermation Indicates that the individual may ba
engags:d In Internatlonal nar<olics lratlicking aciivities. (Sea Annex J of this USSID far furthar nformation
cancerning Individuals invotved in Intamational narcotics teafiicking).

(a) Criminel Activity. The informationisevidenca that the indlvidual may be involvad ‘n a
crime thai fas been, Is being, or I about to be commiited, provided that the dissemination is for iaw
enforcement purposes.

(5) tntelicenca TARGET. The Informatian indicates that the U.S. PEASON may te thz
TARGET of hostite intelfiganc= aclivitics of a FOREIGN POWER.

(6) Threatto Salfaly. The information indicates thal tha idenlity of tha U.S. PERSOM is
padinentlo a possibla thezat ta tha salely of arty p2rson or organlzalion, including thase o are TARGETS,
victirns or hostages of INTERMATIONAL TERAORIST organizations. Reporling units shall identily to P02
any reporl containing the {dentity of a U.S, PEASON regorted uider this siubsecilon {5). Fleld reporifng to
P02 shoutd be in the farn of a CRITICOMM message {DDI XAO) and inclu#a 1k repon date-lime-group
(DTG), product serial number and tha raasan {or ircluslon of tha U.S. PERSON'S identity,

(7) Senior Executive Brarich Officials. Tha idantity is that of a senior aliicizf of the Execulive
Branch of tha U.S. Gavemrnent, In this case only the official's title vill b2 oissaminated. Domestic po¥t'ce:
or persanal intormation on such individuals il be neither disseminated nor retained.

7.3. —t=-€864} Approval Authorities. Approva? authorities for the releass of idanlilies of U.S. perscis
urider Section 7 are as lollows:

a. DIBNSAJCHCSS. DIANSA/CHCSS must approve cilsseniination of:

{1) The Identities of 2ny senator, congressman, officar. or employ2a of Iha Legislative
Brarich of the U.S. Government.

-HANDEE- A CONENT-CHANNELS-ONEY-
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(2 ‘Theidentity of any person for law enforcement pucposes.

b. Field Units and NS4 Headquarters Elements. All SIGINT peoduction organizations are
authorized lo cisseminate tha !dentities of U.S. PERSONS when:

(1) The idenfity Is pertinen) to the safely of any person or organization.
(2) ‘The Identity s hat of a senlor ofliclal of the Exectiive Branch.
(3) The U.S.PEASON has CONSEMTED under paragraph 7.2.3. 2bove,
¢. 0ODOand Designees.
() Itrr ait other cases, U.S. PERSON identities may ba released oniy swith 1he prior agpraval
of the Deputy Director for Operalions, the Assistant Daputy Direclor for Oparations, the Criel, P02, tha
Ceouty Chief, PO2, or, In their 2bsenc:e, tha Secnior Operatlans Officer of the National SIGINT Qparat cas

Canter. The RLO cr ADDO shall revisw all U.S. ‘dentides released by these designees @s soon as praciicable
alter the releassis made.

(1 For law enforcemnant purposes Invalving nar¢atics relatad information, DIRMSA has
graritad tathe 0DO authority ta disseminate U.5.identiias. This authority may not te jurther delegated.

74, (U) Privileged Cerpmunications and Criminal Activity, Al proposed disseminations ol
fnlormation constituting U.S. PERSON privnlegad communications {e.q.. aitomey/cllent. dector/patiant} and
al inlarmation concerning crirtinal activities or crirminal ar judicial preceedings in the UNITED STATES must
ba raviewed bylhe Ofice of Genacal Counsal priar Yo gsseminallon,

75. U} Improger Dissemniration, ftthe aame of a U.S. PERSON is Imgroparly disseminated, tho
Incident skould be reporied to FO2 within 2:4 hours af diezovery of Ihe error.

SECTION 8 - RESPONSIBILITIES

8.1. {U) Inspectar Genaral,
Ths Inspecior Geaeral shall:

a. Conduct recularinspections and garfonn teneral oversight of MSAYCSS aclivities 10 ensuca
comdliance with tisis USSID.

b, Esiablizh pracedaras ler reparing by X2y Camponent 3nd Field Chief s of their activitiss and
pracices for oversight aurgases,

¢. R2port lo (he QIRNSA/CHCSS, annually by 3t Oclaier, concerning NSASCSS compiiar:ice
with this USSIO.

u. Report quarierly with the DIRNSA/CHCSS and Genaral Counzed la tha Presidart's
Intelligence Cversight Soard througi tie Assistant te the Seeretacy of Oelense (latelligence Ovarsight).

—LANDLE VIA- COMBE-CINNELS-OREY—
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8.2. {U)Generai Counsel, The General Ccunsel shaif:

a. Provide Jegal advica and assislaace toall elements of tha USSS regarding SIGINT activilles.
Requests for {egal advice on any aspect of th puld e sent by CRITICOMM ta DOI XDI, ar
by NSA/CSS secure telephone 963-3121, of

h, Prepare and process all applications lor Foreign Irtetligance Surveilianca Gourt orders ard
requesits for Attorney General approvals raquired by these procadures.

c. Advise the Insgector Generalin Inspaections and oversight of USSS activities.

d. Review and assess {or legal impficallons as raquasted by tha DIRNSA/CHCSS, Depuly
Director, Inspector General or Kay Comgonents Chiaf, ail new maor requirements and Intarnaily g=neratad
USSS activities.

e, Advisa USSS persennel of new legislation ar:d case law that may alfect USSS missions,
fur:clions, pparations, aclivitiag, or practices.

§. Repoitas required to the Altorcely General and the Prasident's Intelligence Cversight Board
and pra'/de copies of such r2posts to the DIRNSA/CHCSS and affeclad agency afements.

g. Pracess requesis {rom any DaoD Intelligance companant for authority o use signals as
describad in Procedure 3, Part S, ot QoD 5240.1-S, lor periods In excess of 90 days in I davelopment. tesi,
or calbration of ELECTRONIC SURVEILLANCE equipment and other equipmant hat can intarcedt
commuinicallons.

8.3. (1)) Deputy Director for Oparations {DBO).
The DDOQ shail:

2. Ensure that alf SIGINT preduetion parscnreel unesestand and maintaln a righ dagre2 of
awareriess and sensilivily lo tha requirements of this USSID.

b. Apply ttig provisions of this USSID ia 2if SIGINT greduction activities. Tne DDO stalf local
poini {or USSID 18 matters is P02 (use CRITICOMM DDI XAQ).

c. Conduct nacessary reviews of SIGINT production activities and craclices la ensure
censistency with this USSID.

¢. Ensurethatallnew malcr requiramrents levied on the USSS or internafy genecatad activiiies
are considerad for revievs by the Ger:aral Counsel. All achivitles that raise quastions of iaw or the preper
fawarpretation of this USSID must be reviewad by the General Counsel grior to acceptance or axecution.
3.4, (U) AliElements af the USSS. All elements of tha USSS shafi:
a. Implement this diractive upan receipt.

b. Prepare new proceduras or amand or supplement existing precedures as :aqulrad to ensure
adheren<e to this USSID. A copy of such precedures shall pa forvarded to NSA/CSS, Atin: FO2.
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c. mmediately Inform tha DEO of any tasking or instauclitns that appear lo requice actic ns at
variance with this USSID.

d. Promptly reportlo the NSA Inspecler General and consult with the NSA General Counsel
on all attivilies that may ralse a question af compliance with this USSID.

SECTION 9 -DEFINITIONS

9.1. 486666} AGENT OF A FOREIGN POVER means:
a. Any person, other than a U.S, PEASON, vsho:

{1} Acts inthe UMNITED STATES as an ofiicer or employee of a FOREIGN POWER, ar as
a member o agrouf aengaged n INTERN.ATIONAL TERRAORISM ar activilies in preparaticn iherefar; or

(2)  Agts for. or on behall of. a FOREIGN 2O'ER tnat cnzages In clandestine Intellig 2nce
activities in tha UN'TED STATES contrary (0 tha int2rasts of the UNMITED STATES. when the circumsia 1cas
of such gerson's greserce i the UNITED STATES indlcate that such person may engage in such 2ctivities
in the UNITED STATES, or when such person knowingly aids or abets any person In the conduct of such
activities or xnowingly consgires withany gerson to ¢ngage in such activitfes; or

b. Any person, including 3 U.S. PERSCON, who:

{1) Knowirgly 2ngages in clandsstin s Intelligance gatharing activities for, or on behail of.
a FOPRE!GN POWER, which aclivitias (nvaivi2, or may lavolve, a violatlon @f the ciiminad stalttes o the
UMITED STATES: or

(2) Pursuart (o the dirzclion ol an intelligence sedvice of network of 3 FORSIGM POWER,
knowingly engages in any qlhe# clardestine irtcligencs activities for, or on kehall ¢i, sich FORE!GN
POYWER. which actvilies involve or ara atout ko Invalva, a vialation of ilve criminal stalutes of the UNITED
STATES: or

{3) Knowingly engagasin Saboiage o¢ INTERNATIOMAL TERRQORISM, o« activities that
ace in preparattoslherefor, for pron behall of a FOREIGN FOWER; or

{4)  Knowvringly aids cr 2bels assy person in the conduct of activitles described in paragregchs
9.1.5.01) through (3) or knowlngly conspires with any gerson to engaqe in thosa activitivs,

c. For ak purposes other thas tha conduct of ELEGTRONIC SURVENLLANCE as defined by
tha Foraign Intelligéence Surseiliance Act {see Anaex A} the phrasz “AGEMT OF A FOPREIGN POWER™ afso
means any peson. including U.S. PERSOMS autsice the UNITSD STATES, who are oificers ar emgloy ees
of a FOREIGMN POWER. or who act wilawiully for os purswant to the directionof a FOREIGM POWEF, ar
wi are in contact with cr gctinoin cadaborafion with an intettigerca or securily service ol a FORE GM
POWER for the purpose ol praviding access o information or material classilied by the UMITED STAYES
Geverpmentand 19 which the pessenhas or has had access. The mera fagt that a persen's aclivities rmay
tanefis or furthar the alms of @ FORELGN PO'WER is not éncugh to bring that parson under this provis on,
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absent evidence thal the garson is laking direcilon from or acling in knowing concest with a FOREIGHM
POWER.

92, €y COLLECTION means Intentionat tasking or SELECTION of identifed nongpublic
communications for subsequent processing aimed at reporting or retenlion asa (fe recand,

93, (U) COMMUNICANT means a sender or intendzd reciplent of 2 communicalien.

9.4, (U) COMMUNICATIONS ABOUT A U.S. PERSON are thoss in which the U.S. PERSOM is
Identitied in the communication. A U.S. PERSON is idealified wtien tha person's name, unique litfe, address,
or other personal [denfitiar Is revealed in the communication in the context of activilles conducied by that
person or activilies conducted by others and related ta that parsan. A mera reference 1o a product tyy trand
namg or manufacturer's nama, .g.. “Seeing 707" is nat an idantificatian of a 1J.S, person.

9.5. (U) CONSENT, for SIGINT gurposes. maans an agragment by 2 parson of organizatior to g2rmil
the USSS to fake particutar actions thai affect tha passon or organization, An agraement by an organizaticn
with 1the National Security Agerccy ta permit COLLECTION af information shall be deeméd vakd COMSEMT
if given on behaif of six¢h organizailon by an eflicial or governing bedy determined by the Ganeral Causel,
Natiorisl Security Agency, 1o have actual or ap-parart authorily to maa such an agreement.

9.6. {U) CORPORATIONS, for purposes of this USSID, are entitles legally recagnized as separals
from tha persons who {ormed, own, or run {them. CORPORATIONS have tha natlonality af the nation stat-2
underwhose laws thay were formed. Thus, CORPORATIONS ‘ncorporaled ynder UNITED STATES feceral

or slate law are U.S, PERSONS,
9.7. (U] ELECTRONIC SURVEILLANCE rneans:

a. Ivtha casa of 2n elzctronic commuriicasion, thie acqulsilian of a nonpublic communicatin
Wy 2tectrenic means without the CONSEMT of a perscn v.ho Is 2 party Lo the cammunicatlan.

b. Intne case of a nonelzctronic communication, theacquisilien of a ncnpublie communicaticn
by electronic meaans withaut the CONSENT of a persan wha is vis:bly prasent al the place of communication.

¢. Tnalerm ELECTRONIC SURVEILLANCE doas rict include tha use of radie diteclion firding
gquigient solely to cetarming the locatian af a iransmitter.

0.8, {6k FOREIGN COMMUNICATION means a communlcation Ihat has at least eas
COMMUMICANT ouiside of the UMITEO STATES, or that is efititely amorg FOREIGM POWERS or betean
a FOAEIGN POWER aad ofticlals of a FOREIG POWER, bul dees not include camenunications intsecedled
by ELEECTRONIC SURVEILLANCE direcled at premtisas in thg UNITEQ STATES used predominasitfy foe

residential purposes.

9.9. {U) FORZIGN INTELLIGENCE means [nio:malion relaling to the ¢apabilities, inteitfons, anrt
activities of FOREIGN POWERS. arganizatians, or persons, anct for purposes of this USSIO incltidas 30In
positive FOREIGN INTELLIGENCE and counterintelligernce.

9.10. (U) FOREIGN POWER means:

~HANDEE VA COMBNT CHANNEGS ONEY—
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a. Alforeign govemment or any componesit thareal, whether er not reccgnized by ihe UNITED
STATES,

b. A {action of a ferefgn nalicn 9r nations, not substantially compesed of UMITED STATES
PERSONS,

c. An entity that [s openty acknoveledged by a fceeign government cr governments &3 te
cirecled and controlled by such foreign government of governments,

d. Agroup engaged In INTERNATIONAL TERROQRISM or acliities in praparation therelar,

e. A foreign-based political organization, nol substantiaiy composed of UNITED STATES
PERSQONS.or

1. Awenlity thatis cirecledand conirolled by a loreign gevernment or govemmenits.

a.11. {U) INTERCEPTION means ha acquisition by sha USSS through electronic means f a
nangulkic communicalien te which il is not an Iner.ded parly, and the pracessing of 1t:e centents o! that
communicallen into an Intelliditte ferm, but does nol ixcluds the display of slgnals on visual Cisplay devices
Int2ndied to permit the examination of the technical characterlstics of tha signals «without refarenca ¢ tha
migrmation content carried by 1he signal.

9.12, (V) INTERNATICHAL TERRCRISM means aclivities that;

a. Invaolv2 viclant aces or acts dangerous to teumen §if2 that ara a wiolation ol the criingt |s\wws
of e UNITED STATES ar of 2ny State, or ¥1at vauld be a criminal elglion i committed wilhia 1ha jurisdiction
of the UNITED STATES or any Stata. and

D. Aggear 10 oe Intanded:

(1) icieimidate or coerca = civiiian population,
(2) teinkuznce e policy of a govatnment by inlimidaion or caercign, or
{3) loaflact the conduct of a govarnmer by assasainalicn or kidnappini. and

c. Occur totally owtsiea the UMITED STATES, or transcerid naticnal bountfarizs in terms of the
means by whigh they are accompiisaed, the parsensliney appadr intended (0 coarce or Intimidate, et D2
lccafa in which their perpetraters cperale or seek asylum.

9.33. (V) PUBLICLY AVAILABLE INFORMATION rnaans infownaflan that has bean gublishec or

lireadcast for g2neral public corsumgtion, is avalabla o raquest to a mamber of the ganeral putlic, has o 2en
szenorheard by a casual obserser, of is made awvailabl® at a meeticd apen teliva Ganesal public.

clivities, means ha
telephong numgar,
into acorduler sgan dictonzey or manual scan yuide [ar the purpose of identify ing
messages al inzerest snd isolating Ihem {or further precassing.

9_ta. —tej-SELFGT! p a
intentional i
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9.15, 4} SELECTION TERM meana lthe tompasite df individual terms vsed lo etfect or defeat
SELECTION of paiticutar communicalions for the puipose of INTERCEPTION. It comgrises the enlira term
or series of lerms so used. but not any segregable term contained therein. |1 applies to telh eféctranic and
manual processing.

9.16. (U) TARGET, OR TARGETING: See COLLECTION.

9.17. (U) UNITED STATES, when used geodraphically, inctudes the 50 states and tite Disirict of
Columbia, Puerta Rice, Giram, Aingrican Samoa, tha U.S. Virgin Islands. the Noahem Mariana lstands, zrd
any other territry or passession overwhich tha UNITED STATES exercises sovereignty.

9.13. -6 UMITED STATES PERSON:
a. Acilizen of lhe UMITED STATES,
b. An atien fawiully admitted for p2:marnient rasidenca in the UNITIZD STATES,

¢. Unincorporalzd groups and asscciations a substanlial number of the mambers of which
conslitute a. o7 ©. above, ar

d. CORPORATIONS ircorporaled In (he UNITED STATES, including U.S. flag
nongovarnmantal aircrait or vessuls, bul not incldding thcse @ntities which are openly acknowtedged by g
foreign government or gavesnments lo b diracted and controlled By them.

8. Tha follovsing guidelines apply In determiniag whether a person is a U.S. PE3SON:

(1) Agersenknown 1o be current'y in the Ucitad States will be treated as a U.S. PERSOM
ualess that parson is reascnaoiy Idaniilied ax; an alien «ito has nat been admitted tar parmanent t2sidence
or if Ina nature of the persan's commurications or other indicia in the con'enls or circumstances of such
conwnunications give risa to a reasonable b&if that sush person i5 not a U.S. PERSON.

{3} A persdn known to be cureeitly outside tha URITED STATES, cr whosa iccatian is riol
known, il not B3 trealsd as a U.S. PERSON unless such person s reasonably identilied as such or the
nature ol lhe person’s communicaliens or other indicla in ihe conterts or circumstances of suen
commurii¢ations give rise fo a reasoriabl belial that such parsertis a U.S. PERSON.

{3) A cerson known tobe an a'len admitted {or parmanent tesidence may o2 assun:ed to
have last sialus as a U.S. PERSCN i the parsonleavss Ihe UNITED STATES andit is known Iiial tha pecsort
i3 notin corspliance with Ine administrative lcrmaliies provided by law (8 U.S.C. Section 1203} that enable
such persons o reanter tha LINITED STATES +«ithout ragard to tia provisions ot lawy that would otnerwiss
restrict an alien's entey Inio the UNITED STATES. Tha faitwia to lollow the statutory procedures pravides a
r2asonable basis to concitde tnat such alen has abandoned any intention of maintaining status as a
germananlt resident alien.

1

(4) Anunincorporaled associatien whosa hezdquarters ara located qutside the UNITED
STATES may be presumed ngt ta b2 3 U.5. PERSON unless the USSS has informalios indicating :nat 9
subslaniial number of memoers are citizens of ths UNITED STATES ¢r allens lawifully admitted {for namanen|

rasidanca,
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(5) CORPORATIONS have the nationaiity of the nalion-siale in which thsy are
Incorperated, CORPORATIONS formed under U.S. fedaral or state law are thus U.S. persens, even if the
corperalg stock Is foreign-owned. The only excaplion setforth ebove is COAPORATIONS wihich are opanly
acknowledged lo ba directed ard contralied by (orelgn govarnments. Cenveesely, CORPORATIONS
incorporalza in foreldn countries are not U.S. PERSONS even if that COAPORATION ks a subsidiary of a

U.S. CORPORATION.

{6} Nongavernmental ships zad aircraft ara legal enlities a,1d have the naticnallly o tha
gotnlr, in which they ara registzred, Ships and aircraft fly {ha fiaq and ase subject lo the fawv: of their placa

of reqlsirelion.
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~(S/AE). REVIEW OF THE PARTICIPATION OF THE
OFFICE OF THE DIRECTOR OF NATIONAL INTELLIGENCE
IN THE PRESIDENT’S SURVEILLANCE PROGRAM

1. (U) EXECUTIVE SUMMARY

(TSHSTEWFSHHOEANE) The Office of [nspector General (OIG), Office of the
Director of National Intelligence (ODNI), was one of five [ntelligence Community
Inspectors General that conducted a review of their agency’s participation in the
President’s Surveillance Program (hereafter “the Program™), a top secret National
Security Agency (NSA) electronic surveillance activity undertaken atthe direction of the
President. The Program became operational on October 4, 2001, three weeks after the
deadly terrorist attacks of September 11, 2001. The review examined the ODNI’s
involvement in the Program from the period beginning with the stand-up ofthe ODNI in
April 2005 through the termination of the Program in January 2007.

—(FSHSTFLWHSHOEANTF)~ The ODNI’s primary role in the Program was the
preparation of the threat assessments that summarized the al Qaeda terrorist threat to the
United States and were used to support the periodic reauthorization of the Program. That
role began in April 20085, shortly after the ODNI stand-up and contemporaneous with the
arrival of General Michael Hayden as the first Principal Deputy Director of National
Intelligence (PDDNI). Prior to his ODNI appointment, Hayden was Director of NSA.

In April 2005, ODNI personnel in the National Counterterrorism Center (NCTC) began
to prepare the first of 12 Program threat assessments. In coordination with the
Department of Justice (DOJ), then Director of National Intelligence (DNI) John
Negroponte or PDDNT Hayden approved 12 ODNI-prepared threat assessments over an
18-month period. Once approved by the DNI or PDDNI, the Program threat assessments
were reviewed and approved by the Secretary of Defense, and were subsequently used by
DOI, NSA, and White House personnel in support of the Program reauthorization. In
addition to the preparation of the threat assessments, we found that NCTC used Program
information in producing analytical products that were distributed to senior IC

—(FSHSTEWHSHOEANF) During the review, we made several related findings
and ohservations. We learned 1hat the ODNI usage of Program-derived information in
ODNI intelligence products was consistent with the standard rules and procedures for
handling NSA intelligence. We learned that ODNT personnel were not involved in
nominating specific targets forc ile ODNI personnel
were identified as having contac regarding the
Program, we found that those communications were limited in frequency and scope. We
also found that the ODNI intelligence oversight components -- tbe Civil Liberties
Protection Officer (CL.PO), Office of General Counsel (OGC), and the OIG -- had little
involvement in oversight of the Program and had limited opportunity to participate in
Program oversight due to delays in ODNI oversight personnel being granted access to the

~POP-SECRBE/ASTLNAA5 4 FOREDN/ HOFORN— 2
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Program and temporary resource limitations attendant to the stand-up of the ODNI.
Finally, we found that the 2008 amendments to Executive Order 12333 and the current
ODNI staffing levels provide the ODNI oversight components with sufficient resources
and autharity to fulfill their cuccent oversight responsibilities, assuming timely
notification.

IT. (U) INTRODUCTION

-CFSHSTEWASHOEMANF) The Foreign Intelligence Surveillance Act Amendments
Act of 2008, Pub L. No. 110-261, 122 Stat. 2438 (hereafter “FISA Amendments Act”)
required the IGs of the DOJ, ODNI, NSA, Department of Defenses (DOD), and any other
element of the intelligence community that participated in the President’s Surveillance
Programto conduct a comprehensive review of the Program.! The FISA Amendments
Act defined the “President’s Surveillance Program” as the “intelligence activity involving
communications authorized by the President during the period beginning on September
11,2001, and ending on January 17, 2007, including the program refen-ed to by the
President in a radio address on December 17, 2005.” Inresponse to this tasking, the [Gs
of the following five agencies were identified as having a role in Program review: DOJ,
ODNI, NSA, DOD, and the Central Intelligence Agency (CIA).

—{5/2H)- The participating [Gs organized the review in a manner where each OIG
conductedareview of its own agency’s involvement in the Program. CIA [G John
Helgerson was initially designated by the IGs to coordinate the review and oversee the
preparation of an interim report due within 60 days after the enactment of the Act, and a
later final report due not later than 1 yearafter the enactment of the Act.> Because of [G
Helgerson’s recent retirement, DOJ IG Glenn Fine was selected to coordinate the
preparation of the final report. This report contains the results of the ODNI OIG review.

II.  (U) SCOPE AND METHODOLOGY

—(¥SHSTEWHSHH/OCAIE)- We sought to identify the role of the ODNI in

implementingtheProgramrbeginning with the stand-up of the ODNIin April 2005
through the Program’s tennination in January 2007, This review examined the:

A. Role ofthe ODNI and its component the National Counterterrorism Center
(NCTC) in drafting and coordinating the threat assessments that supported the
periodic reauthorization of the Program;

'-fS#Nﬁ'The Progrum is also known within the [ntelligence Community by the cover term STELLARWIND.
FreProgram is a Top Secrel/Sensitive Compattmeuted Inforination (SCI) progtam.

% (U) The participating [Gs submilted an interim report, dated September 10, 2008, to the Chairman and Ranking

member of the Senate Select Comunittee on [ntelligence (SSCI) and a revised inteiim report, dated November 24, 2008,
to the Chairman aitd Ranking member of the House of Representatives Permanent Select Couvnittee on Intelligence

(HPSCI).

—ROR-SECRET/ASERNAS I /ORCONANOECRN 3

TOP-SECRETHSTEWAHHE S/COMINT/ORCON/NOFORN-



APPROVED FOR PUBLIC RELEASE

TOB-SECRET/LLSTLNLLSI/AORCONANOFORN-

B. NCTC'’s use of Program information to support counterterrorisa analysis;
C. NCTC's role in identifying Program targets and tasking Program collection;

D. and

F. Role ofthe ODNI in providing compliance oversight of the Program.

- — During the review, we interviewed 23 curtent or
former ODNI officials and employees involved in the Program. The ODNI personnel we
interviewed were cooperative and helpful. Our interviews included the following ODNI
senior officials:

John Negroponte, former Director of National Intelligence
Michael McConnell, former Director of National Intelligence
Michael V. Hayden, fonner Principal Deputy Director of National Intelligence
Ronald Burgess, former Acting Principal Deputy Director of National Intelligence
David R. Shedd, Deputy Director of National Intelligence for
Policy, Plans, and Requirements
Alexander W. Joel, Civil Liberties Protection Officer
Edward Maguire, former Inspector General
Benjamin Powell, former General Couusel
Corin Stone, Deputy General Counsel and Acting General Counsel
Joel Brenner, former National Counterintelligence Executive®
John Scott Redd, former NCTC Director
Michael Leiter, NCTC Director

—(SAH3- [n addition to the interviews noted above, we reviewed Program-related
documents made available by the NSA OIG, the DOJ OIG, and the ODNI OGC.

IV. (U) DISCUSSION OF FINDINGS

—~(FSHSFEW/H/SHOEINT)™ The following discussion contains our findings

regarding the topics identified above. First, we briefly describe the terrorist attacks of
September 11, 2001, and the initial govemment response to the attacks, including the
authorization of the President’s Surveillance Program. Next, we discuss the ODNI and
NCTC role in implementing the Program. Finally, we set forth our conclusions and
observations.

A. (U) Initial Response by the President and Congress
to the Terrorist Attacks of September 11, 2001

(U) The devastating al Qaeda terrorist attacks against the United States quickly
triggered an unprecedented military and intelligence community response to protect the

. (U) Brenner was the NSA [nspector General before joiniog the ODNI,
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country from additional attacks. The following quote describes the initial terrorist attacks
and the intended al Qaeda goal to deliver a decapitating stiike against our political
institutions.

(U) On September 11, 2001, the al Qaeda terrorist network launched a set of
coordinated attacksalong the East Coast of the United States. Four commercial
airliners, each carefiilly selected to be fully loaded with jet fuiel for a
transcontinental flight, were hijacked by al Qaeda operatives. Two of the jetliners
were targeted at the Nation’s financial center in New York and were deliberately
flown into the Twin Towers of the World Trade Center. The third was targeted at
the headquarters ofthe Nation’s Anned Forces, the Pentagon. The fourth was
apparently headed toward Washington, D.C., whenpassengers struggled with the
hijackers and the plane crashed in Shanksville, Pennsylvania. The intended target
of this fourth jetliner was evidently the White House or the Capitol, strongly
suggesting that its intended mission was to strike a decapitation blow on the
Govemnment of the United States — to kill the President, the Vice President, or
Members of Congress. The attacks of September 11™ resuited in approximately
3,000 deaths — the highest single-day death toll firom hostile foreign attacks in the
Nation’s history.*

(U) On September 14, 2001, in response tothe attacks, the President issued a
Declaration of National Emergency by Reason of Certain Terrorist Attacks stating that
“(a) national emergency exists by reason of the terrorist attacks at the World Trade
Center, New York, New York, and the Pentagon, and continuing immediate threat of
further attacks on the United States.™

(U) On September 18, 2001, by an overwhelming majority in both the Senate
and House of Representatives, a joint resolution was passed that authorized the use of
United States military force against those responsible for the terrorist attacks launched
against the United States. The joint resolution, also known as the Authorization for Use
of Military Force (AUMEF}, is often cited by White House and DOJ officials as one ofthe
principal legal authorities upon which the Program is based. Inrelevant part, the AUMF
provides:®

(a) IN GENERAL - That the President is authorized to use all
necessary and appropriate force against those nations,
organizations, or persons he deternines planned, authorized,
committed or aided the terrorist attacks that occurred on September
11, 2001, or harbored such organization or persons, in order to

N (U) This summary of the events of September 11,2001, was prepared by DOJ personnel and is set forth in the
unclassified DOJ *White Paper” enlitled Legn! Authorities Supporting the Activities of the National Security Agency
Described by the President, dated January 19, 2006.

3(U) Proclamation 7463, 66 Fed. Reg. No. 181, September 14, 2001,

§ (UY Anthorizotion for Use of Military Force, Seclion 2(2), Pub. L. No. 17040, 115 Stat, 224, September i8, 2001.
SIOR-SECREL/LSSTLUL LSS /ORCONLNOEORY- 5
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prevent any future acts of international terrorism against the United
States by such nations, organizations or persons.

—(FSHSTEWHSHOBEARY)— On October 4, 2001, three days before the start of overt
military action against the al Qaeda and Taliban terrorist camps, the President authorized
the Secretary of Defense to implement the President’s Surveillance Program.” The
Program, a closely held top-secret NSA electronic surveillance project, authorized the
Secretary of Defense to employ within the United States the capabilities of the DOD,
including but not limited to the signals intelligence capabilities of the NSA, to collect
international terrorism-related foreign intelligence infornnation under certain specified
circumstances. Each Program reauthorization was supported by a written threat
assessment, approved by a senior Intelligence Community official, that described the
threat of a terrorist attack against the United States.

(U) On October 7, 2001, in a national television broadcast, the President
announced the start of military operations against al Qaeda and Taliban terrorist camps in
Afghanistan.®

—{ESHSTEWH/SHFOERT)- On April 22, 2005, the ODNI began operations as the
newest member of the Intelligence Community. The ODNI was created, in part, in
response to the findings of the /ndependent National Commission on Terrorist Attacks
Upon the United States (hereafter 9/11 Commission) thatrecommended the creation of a
national “Director of National Intelligence” to oversee and coordinate the planning,
policy, and budgets of the Intelligence Community.’ Inlate April 2005, ODNI personnel
began to prepare the threat assessments used in the periodic reauthorization of the
Program. In June 2005, ODNI officials began to approve the thieat assessments.

B. -¢(¥FSHSTEWHSH/OE/NTEF) ODNI Role in Preparing Threat Assessments
in Support of the Program Reauthorizations

—(ESHSTEWH/SH/OEAYE)— Prior to the ODNTI's involvement in the Program, the
Program was periodically reauthorized approximately every 30 to 45 days pursuant to a
reauthorization process overseen by DOJ, NSA, and White House personnel. Each
reauthorization relied, in part, on a written threat assessment approved by a senior
Intelligence Community official that described the current threat of a terrorist attack
against the United States and contained the approving official’s recommendation
regarding the need to reauthorize the Program. Before the ODNI’s involvement in the

Loc/STOWISEIOCRE) The NSA materials we teviewed identified October 4, 2001, as the date of the first Program
authorization.

# (U) The CtN.com webpage article entitled President announces openingo f attack, dated, Octaber 7, 2001, piovides
a summary of the President's anmmouncement and describes the natioaal television broadeast.

? (U) While the Intelligence Reform and Terrorism Prevention Act of 2004 (IRTPAY) that created the ODNI was
signed by ihe President on December (7, 2004, the actual ODNI standup occurred months later. The official ODNI
histoty, A BriefHistory of the ODN!{ s Founding, sets April 22, 2005, as the dztz when the ODNI commenced
operations.

-FOP-SRERBT/FSTHI/ 73/ ORCONT/ NOFERN- 6
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Program, every threat assessment prepared by the [ntelligence Community in support of
the Programreauthorization identified the threat of a terrorist attack against the United
States and recommended that the Program be reauthorized. Accordingly, the Program
was regularly reauthorized during the approximately 3-year period prior to the
involvement of the ODN1. During that pericd, the Director of Central [ntelligence or his
designee approved 31 threat assessments in support of the reauthorization of the Program.

T{TSHSTEW#SIH#OSNE)- In reviewing the circumstances that led to the decision
to tranrsferresponsibitity for preparing the Program threat assessments to the ODNI, we
found that the ODNI does not have identifiable records regarding that decision. Senior
ODNI officials involved with the Program told us that after the merger of the Terrorist
Threat Integration Center (TTIC) into the NCTC, and the later incorporation of NCTC
into the ODNI, it made sense for the ODNI to take responsibil ity for preparing the
Program threat assessments as both TTIC and NCTC previously handled that task.
Fonner PDDNI Hayden told us that the primary reason that the ODNI become involved
in the Program was the statutory creation of the new DNI position as the senior
Intelligence Community advisor to the President. When Ambassador Negroponte was
confirmed as the first DNI, Hayden and other senior intelligence officials believed that
DNI Negroponte, as the President’s new senior intelligence advisor, should make the
Intelligence Community’s recommendation to the President regarding the need to renew
the Program. Hayden commented that the new DNI’s involvement in this important
intelligence program enhanced the DNI’s role as the leader of the Intelligence
Community and gave immediate credibility to the ODNI as a new intelligence agency.

—(ESHSTEWHSHHOEANT)— Once the ODNI became involved in the Program, the

preparatiomand-approvat of thethreat assessments became the ODNI’s primary Program
role.” Beginning in April 2005, and continuing at about 30 to 45 day intervals until the

Program’s termination in January 2007, ODNI personnel prepared and approved 12
written threat assessments in support of the periodic reauthorization of the Program. We
found that the ODNI threat assessments were drafted hy experienced NCTC personnel
who prepared the documents following an established DOJ format used in earlier
Program reauthorizations. NCTC analysts prepared the threat assessments in a
memorandum format, usually 12 to 14 pagesin length. Senior ODNI and NCTC officials
told us that each threatassessment was intended to set forth the ODNI’s view regarding
the current threat of an al Qaeda attack against the United States and to provide the DNT’s
recommendation whether to continue the Program. NCTC personnel involved in
preparing the threat assessinents told us that the danger of a terrorist attack described in
the threat essessments was sobering and “scary,” resulting in the threat assessments
becoming known by ODNI and Intelligence Community personnel involved in the
Program as the “scary memos.”

'LﬁSﬁSﬁ"\‘WfS{:‘fBGRJF)' The jointinterim report prepared by the participating |Gs notified congressional
oversight commiees that the review would examine lhe ODNI's involvement in prepating “threat assessmenis and
legal certifications” submitied in support oFthe Program. Because we did not identify any ODNI ofTicials executinga
legal certification, we trented our review ofthe legal certifications to be the same as the review of the threat
assessments. The Attomey Gene:ral made legal certifications in support ofthe Program that are addressed in the DOJ

OIGeport.
-FOP-5SEERERAASPEN A 5F/+OREON/NOFORN— 7
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—FSHSTEWHSHOCHIE)— During interviews, ODNI personnel said they were

aware that the threat assessments were relied upon by DOJ and the White House as the
basis for continuing the Program and further understood thatif a threat assessment
identified a threat against the United States, the Program was likely to be reauthorized.
NCTC analysts also said that on a less frequent basis they prepared a related document
that set forth a list of al Qaeda-affiliated groups that they understood were targets of the
Program. Both the threat assessments and the less frequent list of al Qaeda-affiliated
groups underwent the same ODNI approval process.

—(FSHSTLWUSIHOCNE). We examined the ODNI process for preparing the

Program documents, particularly the threat assessments, and found that the documents
were diafted by experienced NCTC analysts under the supervision of the NCTC Director
and his management staff, who were ultimately responsible for the accuracy ofthe
information in the documents. We detennined that the ODNI threat assessments were
prepared using evaluated intelligence information chosen from a wide-variety of
Intelligence Community sources. ODNI personnel told us that during the period when
the ODNI prepared the threat assessments, the Intelligence Community had access to
fully evaluated intelligence that readily supported the ODNI assessments that al Qaeda
terrorists remained a significant threat to the United States.

. Once the ODNI threat assessments were approved
within NCTC and by the NCTC Director, the documents were forwarded through an
established approval chain to senior ODNI personnel who independently satisfied
themselves that the documents were accurate, properly prepared, and in the appropriate
format, Throughout the ODNI preparation and approval process, the threat assessments
were also subject to varying degrees of review and comment by DOJ and OGC attorneys,
including then General Counsel Benjamin Powell and Deputy General Counsel Corin
Stone. Powell said his review ofthe threat assessments was not a legal review, but was
focused on spotting issues that might merit further review or analysis. Powell said he
relied on DOJ to conduct the legal review. Once the draft threat assessments were
subjected to this systematic and multi-layered management and legal review, the
documents were provided to the DNT or PDDNI for consideration and, if appropriate,
approval. Overall, we found the process used by the ODNI to prepare and obtain
approval of the threat assessments was straightforward, reasonable, and consistent with
the preparation of other documents requiring DNI or PDDNI approval.

~(ESHSTENWH/STHOCINE)- Negroponte told us that because of time-sensitive

issues present in 2005 relating to the ongoing ODNI start-up as a new agency and other
Intelligence Community matters requiring his attention, he tasked his deputy, then
PDDNI Hayden, to oversee the ODNI approval of the threat assessments and related
documents. Negroponte told us that when making this decision, he was aware of
Hayden’s prior experience with the Program during Hayden’s earlier assignment as
Director of NSA. In June 2005, shortly after his arrival at ODNI, Hayden received and
approved the first ODNI threat assessment. Hayden later approved the next six ODNI
threat assessments. After Hayden left the ODNI in May 2006 to become Director of
CIA, Negroponte approved the next five ODNI threat assessments, including a December

PP -SEEREF/ASTENA/S5E// ORCONANOFORN- 8
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2006 threat assessment used in the final ceanthorization of the Program. In total,
Negroponte and Hayden aPproved 12 ODNI threat assessments prepaced in support of the
Program reauthorizations.

~(TSHSTEW//SI/OCINE) In discussing the ODNI process used to prepare and
approve the threatassessments, Negroponte told us he was “extremely satisfied”” with the
quality and content of the threat assessments provided for his approval. He did not cecall
any inaccuracies or problems relating to preparation of the ODNI threat assessments,
Negroponte said the al Qaeda thceat information described in the Program threat
assessments was consistent with the terrorism threat information found in The President's
Duaily Briefing and other senior-level Intelligence Community products he had cead.
Hayden had a similar view. Negroponte and Hayden separately told us that when they
approved the threat assessments, credible intelligence was readily available to the
Intelligence Community that demonstrated the ongoing and dangerous al Qaeda tercorist
threat to the United States. Similarly, Negroponte and Hayden each told us that the
nature and scope of the al Qaeda terrorist tlireat to the United States was well
documented and easily supported the ODNI threat assessments used in the Program
reauthorizations.

—(FSHSTEVWHSHOCAIE).. Because of questions raised in the media about the
legal basis for the Program, we asked the ODNI personnel involved in the prepacation oc
approval of the threat assessments about their concerus, if any, regarding the legal basis
for the Program. We found that ODNI personnel involved in the Program generally
understood that the Program had been in operation for several years and was approved by
senioc Intelligence Community and DOJ ofticials. During our interviews, ODNI ofTicials
told us they were satisfied with the legal basis for the Program, primarily because of theic
knowledge that the Attorney General and senior DOJ attorneys had pecsonally approved
the Program and remained directly involved in the Pcogram reauthorization process. We
did not identify any ODNI personnel who believed that the program was unlaswful.

—(ESHITEWHSHOEAFE)- Former ODNI General Counsel Powell told us that aftec

his Progranmbriefingsimrearty 2006, he had questions cegarding the DOJ description of
the legal authority for the Program but lacked the time to conduct his own legal review of

theissuegiven the many time-sensitive OD NI legal issues thatrequiced his attention.
Powell said he understood the rationale of DOJ’s legal opinion that the Program was
lawful and described the DOJ opinion as a “deeply complex issue” with “legal
scholarship on both sides.”” Powell said he cecognized that he was a latecomer to a
complex legal issue that was previously and continuously approved by DOJ, personally
supported by the Attorney General, and was being transitioned to judicial oversight — an
idea he strongly supported. Powell said he relied on the DOJ legal opinion regarding the
Program and directed his efforts to supporting the Program’s transition to judicial
oversight under traditional FISA, the 2007 Protect America Act, and the subsequent FISA
Amendments Act of 2008.

' FSHSTEWATHOCAIE) The DNIand PDDNI together approved 12 of the 43 tireat assessments used in suppozt
of the-Programrreanthorizations. CIA officials approved the olher 31 threat assessments.
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~EESHSTLAMUSIHOCANE) Negroponte recalled having regular contact with senior
NSA and DOT officials who raised no legal concemns to him about the Program. He said
he remembered attending a Program-related meeting that included members of the FISA
Court who did not raise any legal concemns to him about the authority for the Program
and seemed generally supportive of the Program. Negroponte also recalled attending
meetings in which the Program was briefed to congressional leadership who not did raise
legal concems to him. Overall, the direct involvement of DOJ and other senior
Intelligence Community officials in the Program resulted in Negroponte and other ODNI
personnel having few, ifany, concermns about the legal basis for the Program.

C. (XSHSTEW/SIHOEARI-NCTC Use of Program Information to Support

Counterterrorism Analysis

—(ESASTEWHSIHOEANT)~ The Program information was closely held within the
ODNI and was made available to no more than 1S NCTC analysts forreview and, if
appropriate, use in preparing NCTC analytical products.'* Generally, the NCTC analysts
approved {or access regei tion in the form of finished NSA

The NCTC analysts told us they received training regarding proper
handling of NSA intelligence. They said they handled the NSA intelligence, including
Program information, consistent with the standard rules and procedures for handling NSA
intelligence information, including the minimization of U.S. person identities.

ESHSTEWHSHIOCNE)- Hayden told us that during his tenure as Director of

NSA, he sought to disseminate as much Pr0ﬁam information as possible to the
Intellipence i

—CFSHSTRWHSIHOERYF)- During our review, NCTC analysts told us they often
did not know if the NSA intellizence available to them was derived from the Program.

‘A SHETENWHSHHOEANFY The nurnber of NCTC analysts read into the Program ranged from § b 15 analysts.

~“FOP-SEERET77/STLW/7ST7/7ORCON/NOFORN" 10
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_ On those occasions when the NCTC analysts

knew that a particular NSA intelligence product was derived from the Program, the
analysts said they reviewed the Program information in the same manner as other NSA
intelligence products and, i€ appropriate, incorporated the Program information into
analytical products being prepared for the DNI and other senior intelligence officials.
They identified the President’s Terrorism Threat Report and the Senior Executive
Terrorism Report as examples of the types of finished intelligence products that would, at
times, contain Program information.

—EESHSTEWASHFEEATF)~ NCTC analysts with Program access said they had

broad accesstoawide varietyof high quality and fully evaluated terrorism related
intelligence. In particular, NCTC analysts told us that by virtue of their NCTC

assignments, they had access to some of the most sensitive and valuable terrorism
intelligence available to the Intelligence Community. NCTC analysts characterized the
Program information as being a useful tool, but also noted that the Program information
was only one of several valuable sources of information available to them from nuinerous
collection sources and methods. During interviews, NCTC analysts and other ODNI
personnel described the Program information as “one tool in the tool box,” “one arrow in
the quiver,” or in other similar phrases to connote that the Program information was not
of greater value than otber sources of intelligence. The NCTC analysts we interviewed
said they could not identify specific exainples where the Program infonnation provided
what they considered time-sensitive or actionable intelligence, but they lly recalled
attending meetings i i hepefits i

The NCTC analysts uniformly told us that during
the period when NCTC prepared the threat assessment memoranda, the intelligence
demonstrating the al Qaeda threat to the United States was overwhelming and readily
available to the Intelligence Community.

-SESHSTLWAUSIHOCANE). When asked about the value of the Program, Hayden
said “without-the Programasaskirmish line you wouldn’t Icnow what you don’t know.”
He explained that by using the Program to look at a ““quadrant of communications the
Intelligence Community was able to assess the threat arising from those cominunications,
which allowed Intelligence Community leaders to make valuable judgments regarding the
allocation of national security resources. He said looking at the terrorist threat in this
manner was similar to soldiers on a combat patrol who look in all directions for the threat
and assign resources based on what they leam. Hayden said that NSA General Counsel
Vito Potenza often described the Program as an “early waming system” for terrorist
threats, which Hayden thought was an accurate description of the Program. Hayden told
us the Program was extremel i i i zda
tercorist attack. Hayden cite

-20B-SECREPAASTHWAA S/ /ORECON/NOFORI L\
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the Program infornation was effectively used to disru pt al Qaeda operatives. 3
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E.-CSHSTEWHSIHHOEMANT) No NCTC Role in Identifying Program Targets
+ Forskine-Cottectt

-CESHSTEWASIHOEAYT We did not identify any information that indicated that
ODNI orNETEpersommetwere involved in identifying or nominating targets for
collection within the Program. ODNI personnel told us that ODNI and NCTC nre non-
operational elements of the Intelligence Community and were not involved in nominating
tacgets for Program collection.

F.—¢(SANF)- ODNI Oversight of the Program

~EFSHSTLWHSIHOC/NE)- We examined the role of the ODNI oversight
components -- CLPO, OIG, and OGC -- in providing compliance oversight for the
Program. We found that while the Program was subject to oversight by the NSA OIG,
the ODNT oversight components ad a limited role in providing oversight for the
Program. During the review, we learned that within the ficst year of the Program, then
NSA Director Hayden obtained White House approval allowing the NSA [G and
designated NSA OIG officials to be read into the Program to provide compliance
oversight for the Program. In furtherance of the NSA oversight program, the NSA IG
provided compliance reports and briefings to the NSA Director, NSA General Counsel,
and cleared White House personnel, including the Counsel to the President.'®

-(FSHSTEWHHSHOEANTE)~ In reviewing the ODNI oversight role regacding the
Program, we found that the ODNI oversight components bad limited involvement in
oversight ofthe Program. We found that the opportunity for the ODNI to participate in
Program oversight was limited by the fact that ODNI oversight personnel were not

'5'(51’@&')- According to the General Counsel to the President's Intzligence Oversight Board (IOB), the 10B members
amd-staffwere not read into the Program and did not receive compliance reports from the NSA [G.

-TOP_SECRETZ/STLWLLSILLORCON/NOEQRN- 13
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granted timely access to the Program by the White House personnel responsible for
approving access. [naddition, we found that the newly formed ODNI oversight offices
were in varying stages of agency stand-up and lacked the necessary experienced staff and
resources to effiectively participate in oversight of the Program.

—(ESHSFEWHSIHOEANF) For example, General Counsel Powell received

Programaccess after his arrival in January 2006, but his predecessor, then Acting
General Counsel Corin Stone, was not read into the Program until a few days before
Powell in January 2006, several months after the Program became operational within
ODNI and only after she had read about the Program in a December 2005 newspaper
article." Similarly, CLPO Alexander Joel, who is responsible for reviewing the privacy
and civil liberties implications of intelligence activities, requested but did not receive
Program access until October 2006, shortly hefore the Program terminated.'® Joel told us
that Negroponte and Hayden supported his request for Program access, but White House
staff delayed approval for several months. Joel said that while waiting for approval of his
Program access, Hayden gave him some insight about the Program that did not require
the disclosure of compartmented inforination. Joel found this inforination helpful in
planning his later review. Finally, then ODNI Inspector General Edward Maguire and
his oversight stafF did not obtain Program access until 2008, long after the Program had
termninated. '’

—tESASTESHSIAOEANEY- Once read into the Program, Powell and Joel were

provided with reasonable access to NSA compliance reports and briefings relating to the
NSA OIG oversight program. Powell told us that he was satisfied that the NSA IG
provided a reasonable degree of Program oversight. Similarly, Joel said he believed that
he had received full disclosure regarding the NSA oversight programand found the NSA
oversight effiort to be reasonable.

- - We also learned that the members of the President’s
Privacy and Civil Liberties Oversight Board (PCL.OB) reviewed the Program, in part, in
association with Joel.*> The PCLOB review was contemporaneous with Joel’s review

1 (U/HFOHO) Poweil was appointed General Counsel in January 2006 and served in that position asa recess
appeintment until his Senate confirmation in April 2006. Priorto his appointment, Pawetl was an Associate Counsel lo
the President and Special Assistznt to the President where he worked on initintives related io the Intelligence
Community. Howcver, Powell was not read into the Program while setving at the White House.

" (U/AFGHO) Iocl is the Civil Liberties Protection OfTicer {CLPO) with the responsibility for ensuring that the
protection of privaey and civi! liberties is incorporated in the policies and procedures of the [ntelligence Community.
The CLPO responsibilities ace set forth in the Section 103d of fivtelligence Refirm and Terrvrism Prevention Act of
2004.

12 (S/IFy 4N hile OIG personnel were 1ot reed inta the Progiam until 2008, OLG officials were alerted to the existence
of the NSA collect'on program through a December 2005 newspaper repoit. Shortly after thatrepot, the NSA IG told
ODNILOIG officials that the NSA OIG was conducting oversight of that NSA program. PDDNI Hayden also told IG
Maguire lhatthe NSA program was subject to NSA OIG oversight.

P (U) The PCLOB was created by (he /ntelligence Reform and Terrorism Prevention Act of 2004 (IRTPA), which
requires the Board to "ensuce that concerns with respect lo privacy and civil liberties are appropriately considcicd in the
implementation of laws, tegulations, and cxeculive branch policies related lo efforls to protect the Nation against
lertorism (P.L. 108-458, 2004).
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and resulted in an independent and generally favorable finding regarding the NSA
implementation of the Program. After the PCLOB review, a PCLOB board member
published an editorial article, in part, quoted below, that summarized his observations
regarding the NSA effioit in implementing the Program.

There were times, including when the Board was “read into” and given
complete access to the operation of the Terrorist Surveillance Program that
I wondered whether the individuals doing this difficult job on behalf of all
of us were not being too carefiil, too concemed, about going over the
privacy and liberties lines — so concemed, with so many internal checks
and balances, that they could miss catching or preventing the bad guys
from another attack. AndI remember walking out of these briefing
sessions in some dark and super-secret agency with the thought: [ wish the
Amerig:lan people could meet these people and observe what they are
doing.

—(S#™F)- In sum, the ODNI oversight components had limited and belated
involverrerttimr the oversight of the Program. However, once readinto the Program,
Powell and Joel determined that the Program was sub ject to reasonalyle oversight by the
NSA OIG. Moreover, the initial White House delay in granting ODNTI oversight
personnel access to the Program occurred prior to the 2008 revision to Executive Order
(EO) 12333, which expressly grants ODNI oversight components broad access to any
information necessary to performing their oversight dutics. In particular, EO 12333
provides in relevant part that:

Section 1.6 Head’s of Elements of the Intelligence Community. The heads
of elements of the Intelligence Community shall:

(h) Ensure that the inspectors general, general counsels, and agency
officials responsible for privacy and civil liberties protection for their
respective organizations have access to any information or intelligence
necessary to perfonn their duties.

—(ESHSTEWASIfOEANT) EO 12333, as amended, clarifies and strengthens the
ODNTI’s-abitity-toprovidetompliance oversight. In light of the recent change to EO
12333, and with current staffing, we believe that ODNI’s oversight components have

sufficient resources and authority to perfonn their responsibilities to conduct oversight of
closely held intelligence activities, assuming timely notification.

3! (U) The quotz is 1aken from a May 5, 2007, article by Former PCLOB member Lanny Davis, entitled, “ ¥y [
Resigned From The President's Privacy and Civil Liberties Oversight Boord — And Where We Go From Here." The
article was published on webpage of The Huffington Post, www.huffingtonpost.com.
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V.  (U) CONCLUSION

~(FSHEFEWHSHOEA)- We found that the ODNI’s primary role inthe Program
was thepreparatiomof 12-ODNF threat assessments approved by the DNI or PDDNT for
uge in the Program reauthorizations. The ODNI-prepared threat assessment set forth the

ODNTI's view regarding the existing threat of an al Qaeda terrorist attack against the
United States and provided the DNI's recommendation regarding the need to reauthorize
the Program. We found that the ODNI threat assessments were drafted by expenenced
NCTC personnel under the supervision of knowledgeable NCTC supervisors. We noted
that the threat assessments were subject to review by OGC and DOJ attomeys before
approval. Additionally, we found that the process used by the ODNI to prepare and
obtain approval of the threat assessments was straightforward, reasonable, and consistent
with the preparation of other documents requiring DNI approval. Overall, we found the
ODNI process for the preparation and approval of the threat assessments was responsible
and effective.

—(TSHSTILWAHSTHOEATE)—We also found that the ODNI oversight components

played atimritedrotetroversight of the Program. The limited ODNI oversight role was
due to delays in ohtaining Program access for ODNI oversight personnel and to

temporarty resource limitations related to the stand-up of the agency. However, we
believe that the 2008 amendments to EO 12333 and improved staffing levels provide the
ODNI oversight components with sufficient resources and authority to fitlfill their current
oversight responsibilities, assurming timely notification.
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VI. (U) APPENDIX - STRUCTURE OF THE ODNI - 2005
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