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Washington, D.C. 20001

Dear Judge:

It was a pleasure to meet you today. 1 am writing this letter, at the direction of the Attorney
General and in the interests of cormty between the executive and legislative branches, to follow up on your
questions concerning the scope ofthe President’s authority to conduct warrantless searches. In particular,
this letter discusses the President’s power to deploy expanded electronic surveillance techniques in
response to the terrorist attacks against the United States on September 11, 2001. Thss letter outlines the
legal justifications for such surveillance, which could be conducted without a warrant for national secunty
purposcs. Under the current circumnstances, in which international terrorist groups continue to pose an
immediate thrcat, we have concluded that such surveillance would be reasonable under tbe Fourth
Amendment because it advances the compelling government interest of protecting the Nation fromdirect
attack. '

Part I of this memorandumdiscusses therelevant factual background. Part Il examines the legal
framework that governs the collection of electronic commmnications in the United States, and whether
warrantless electronic surveillance is consistent with it. Part III reviews different doctrines that affect the
legality of different types of survellance. Part IV discusses the application of the Fourth Amendment in light
of the September 11 attacks. '

L
Four coordmated terronst attacks took place m rapid succession on the moming of Septemmber 11,
2001, aimed at aritical Government buildings inthe Nation’s capital and landmark tuildings m its fmancial

center. Terronsts bijacked four airplanes: one then crashed into the Pentagon and two in the World Trade
Center towers in New York City; the fourth, which was headed towards Washington, D.C., crashed in
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Pennsylvania after passengers attempted to regain control of the aircraft. The attacks caused about five
thousand deaths and thousands more injunies. Airtraftic and cormmunications within the United States have
been disrupted; national stock exchanges were shut for several days; damage from the attack has been
estimated to runinto the billions of dollars. The President has foundthat these attacks are part ofa violent
terrorist campaign against the United States by groups affiliated with Al-Qaeda, an organization headed
by Usama bin Laden, thatincludes the suicide bornbing attack onthe U.S S Cole in2000, the bombing
ofourembassiesinKenyaand Tanzaniain 1998, the attack on a U.S. military housing complex in Saudi
Arabiain 1996, and the bombing ofthe World Trade Centerin 1993. The nationhas undergone anattack
using biological weapons, in which unknown tcrrorists have sent letters containing anthrax to government
and media facilities, and which haveresulted inthe closure of executive, legislative, and judicial branch
buildings. :

In response, the Government has engaged in a broad effort at home and abroad to counter
terrorism. Pursuant to his authorities as Comunander-in-Chief and Chief Executive, the President has
orderedthe Armed Forces to attack al-Qaedapersonnel and assets in Afghanistan, and the Taliban militia
that harbors them. Congress has provided its support for the use of force against those linked to the
September 11, 2001 attacks, and has recognized the President’s constitutional power to use force to
preventand deter future attacks both within andoutsidethe United States. S.J. Res 23, Pub. L. No. 107-
40, 115 Stat. 224 (2001). The mlitary has also been deployed domestically to protect sensitive
govermnment buildmgs and public places firomfurtherterroristattack. The Justice Deparament andthe FB1
have launched a sweeping investigation in response to the September 11 attacks. In October, 2001,
Congress enacted legislation to expand the Justice Department’s powers of surveillance againstterrorists.
By executive order, the President has created a new office for homeland security within the White House
to coordinate the domestic program against terrorism.

Electronic surveillance techniques would be past of this effort. The President would order
‘warrantless surveillance in order to gather intelligencethat would be used to prevent and deter future
attacks op the United States. Given that the Septeiber 11 attacks werelaunched and carried out from
withip the United States itself, an effective surveillance program might include individuals and
communications withm the continental United States. This would be novelintwo respects. Without access
to any non-public sources, itis ourundestanding that generally the National Security Agency (NSA) only
conducts electronic sut veillance of counmnications outside the United States that do not involve United
States persons. Usually, surveillance ofcormmunications by United States persons withmthe United States
is conducted by the FBI pursuant to a warrant obtained under the ForeignIntelligence Surveillance Act
(“FISA”). Second, mterception couldinclude electionicmessages carried through the internet, which again
couldinclude communications within the United States involving United States persons. Currently, itis our
understanding that neither the NSA nor law enforcement conducts broad monitoring of electronic
communications in this manner within the United States, without specific authorization under FISA.
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IL

This Part discusses the legal authorities that govern the intelligence agencies, and whether
warrantless electronic surveillance is consistent withthem. Section A concludes that while certainaspects
of such electronic surveillance might beinconsistent with earlier executive order, a presidential decisionto
conduct the surveillance constitutes a legitimate waiver to the order and is not unlawful. Section B
concludes that the Foreign Intelligence Surveillance Act (“FISA”) does not restrict the constitutional
authority of the executive branch to conduct surveillance of the type at issue here.

A

The NSA was formed in 1952 by President Truman as part ofthe Defense Department. Under
Executive Order 12333, 46 Fed. Reg. 59941 (1981), the NSA is solely responsible for “signals
intelligence activities [“SIGINT”].” Id. § 1.12(b)(1). It provides mtelligence mformation acquired through
the interception of connnunications to the White House, executive branch agencies, the intelligence
conmmmity, and the armed forces for intelligence, counter-intelligence, andmilitarypurposes. Clearly,the
basic anthority for the establishment o fthe NS A is coastitutional: the collections of SIGINT is an mportant
part of the Commander-in-Chiefand ChiefBxecutive powers, which enable the President to defend the
national security both athome and abroad While Congress has enacted statutes authorizingthe funding
andorganizanon ofthe NS A, it has never established any detailed statutory charter governing the NSA'’s
activities. See Intelligence Authorization Act for FY 1993, Pub. L. No. 102-496, sec. 705 (giving
Secretary of Defenseresponsibility to ensure, throughthe NS A, the “continued operation of aneffective
unified organization for the conduct of signals intelligence activities”).

TheNSA generallyhaslimited its operations to the interception of international comurmnications
mwhichno United States person(a United States citizen, permanent resident alien, a U.S. corporation,
oranunmcorporated association with a substantial number of ernbers who are U.S. citizens or permanent
resident aliens) is a participant. Accordingto publicly-avaiable information, the NSA pulls in a greatmass
of imtemational telephone, 1adio, computer, and other electronic conmmunications, and then filters themusing
powerful computer systems for certamwords or phrases. See, e.g., Halkinv. Helms,690F.2d977,983-
84(D.C.Crr. 1982). Congress, however,has not mposed amy express statutor yrestnctions onthe NSA’s
ahility to mtercept commmamicationstbat nvolve United States citizens or that occur domestically. This lack
oflimitations can be further infeired fiom the National Security Act of 1947. The Act places a clear
prohibition, for exanple, uponthe Central Intefligence Agency’s domestic activities. While Section 103
ofthe National Secunty Act commands the Director of Central Intelligence to “collect mtelligence through
humansources and by other appropmiate means,” italso adds “except that the Agency shallhaveno police,
subpoena, or law enforcement powers or internalsecurity fiinctons.” S0 U.S.C. § 403-3(d)(1) (1994 &
Supp. V 1999). There is no similar provisionthat applies to the NSA, which implies that the NSA can
conduct SIGINT operations domestically.
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Rather than fromstatute, the limitation on the NSA ’s domestic SIGINT capabilities degives from
executive order. Executive Order 12,333 requires that any [ c}ollcction within the United States of foreign
intelligence not otherwise obtainable shall be undertaken by the FBI ** Executive Order 12,333, at § 2.3(b).
If “significant foreign intelligcncee is sought,” the Executive Order permits other agencies within the
intelligence community to collect information “provided that no foreign intelligence collection by such
agencies may be undertaken for the purpose of acquiring information concerning the domestic activities of
United States persons.” /d. Section 2.4 further makes clear that the intelligence community cannot use
elecwronic survellance, among other techniques, “within the United Statcsor directed against United States
persons abroad” uniess thcyarcaccording to procedures established by the age ncy head and approved
by the Attomey General. In its own internal regulations, the NSA apparently has interpreted these
provision as limiting its SIGINT opcrations only to international communications that donot involve United
States persons.

Thus, the yuestion arises whether a presidential decision to conduct warrantless electronic
surveillance, for national security pui poses, violates Executive Order 12,333, if suchsurveillance isnot
limited only to foreign communications that do not involve U S. citizens. Thus, for example, all

B1 ications between United States persons, whetha i the United States or not, and individuals in
B3 Wight be intercepted. The President might direct the NSA to intercept commmunications
between suspected tarrorists, even if one of the parties is a United Statcs person and the coermunication
takes place between the United States and abroad. The non-content portion of electronic mail
conmmumications also might be intercepted, even ifone of parties is withon the United States, or one or both
of the parties arc non-cftizen U.S. persons (i.e., a permanent resident alien). Such operations would
expand the NSA ’s functions beyond the monitoring only of intemational commuaications of non-U.S.

persons.

While such survellance may go wellbeyond the NSA’s current operafions, & would not violate the
text of the Executive Order. Executive Order 12,333 states that “when significant foreign intelligence is
sought,” the NS A and otheragencies of the mtelligence coomunity may collect foreign intelligence withio
the United States. The only qualificationon domestic coflection is that it cannot be undertaken to acquire
information about the domestic activitiesof United States persons. If United States persons were ed
interrorist activities, either by commmnicating with members of Al Q r
by coommunicating with foreign terrorists even within the United States, they are not engaging in purely
“dommestic” activities. Instead, theyare participating in foreign tesroristactivities that have acomponent
within the United States. We do not believe that Executive Order 12,333 was intended to prohibit
intelligence agenaies fromtracking mternational terrorist acvities, solely because teryorists conduct those
activities within the United States. This would create the odd incentive of providing international terrorists
with more freedom to conduct their illegal activities inside the United States than outeide of it. Rather, the
Executive Order wasmeant to protect the privacy of United States persons where foreign Ueats were not
involved. Fusther, Section 2.4 of Executive Order 12,333 contemplates that the NSA and other
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intelligence agencies can collect intelligence within the United States, so long as the Attorney General
approves the procedures.

Evenifsurveillance were to conflicts with Executive Order 12,333, it couldnot be said to be illegal.
Anexecutive order is only the expression of the President’s exercise of his inherent constitutional powers.
Thus, anexecutive order cannot hrnit a President, just asone President cannot legally bind firture Presidents
in areas of the executive’s Article II authority. Further, there is no constitutional requirement that a
President issue anew executiveorder wheneverhe wishes to depart from the terns of a previous executive
order. In exercising his constitutional or delegated statutory powers, the President often must issue
instructions to his subordinates in the executive branch, which takes the form ofan executive order. An
executive order, in no sense then, represents acomrmand fromthe President to himself, and therefore an
executive order does not comnrmt the President himselfto a certain course of action. Ratherthan “violate”
anexecutive order, the President in authorizing a departure from an executive order has instead modified
or waived it. Memorandurn for the Attomey General, From: Charles J. Cooper, Assistant Attomey
General, Re: Legal Authority for Recent Coveri Arms Transfersto [ran(Dec. 17, 1986). In doing so,
he neednot issue a new executive order, rescind the previous order, or evenmakehis waiver or suspension
of the order publicly known. Thus, bere, the October 4, 2001 Authorization, even if m tension with
Executive Order 12,333, only represents aone-time modification or waiver of the executive order, rather
than a “violation” that is in some way illegal. '

B.

Although it would not violate either the statutor y authority for the NSA’s operabions or Bxecutive
Order 12,333, warrantless electronic survedlance within the United States, fornational security pur poses,
would be in tension with PISA. FISA generally requires that the Justice Department obtain a warrant
before engagingin electronic sur veillance withi the Unit edStates, albeit according to Jower standards than
apply to normal law enforoement warrants. Indeed, some elements of an electronic surveillance program
—such as intercepting the commmunications of individuals for which probable cause exists to believe are
terrorists —could probably be conducted pursuant to a FISA warrant. Here, however, a national security
sur veillance program could be inconsistent with the need for secrecy, nor would it be likely that a court
could grant a warrant for other elements of asurveillance program, such asthemonitormg of all calls to and
froma foreign nation, or the general collection of communication addressing information. Nonetheless, as
our Officehas advised before, and as the Justice Department represented to Congress during passage of
the Patriot Act of 2001, which resulted in several amendment to FISA, FISA only provides asafe harbor
forelectronic surveillance, and cannot restrict the President’s ability to engagein warrantless searches that
protectthe national security. Memorandum for David S. Kris, Associate Deputy Attomey General, from
John C. Yoo, Deputy Assistant Attorney General, Re: Constitutionality of Amending Foreign
Intelligence Surveillance Act to Change the “Purpose ™ Standard for Searches (Sept. 25,2001). The
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ultimate test of the October 4 Authornization, therefore, is not FISA but the Fourth Amendment itself.

FISA requires thatinorder to conduct electronicsurveillance for foreign intelligence purposes, the
Attomey Generalmust approvean application for a warrant, whichis thenpresented to aspecial Article
IIT court. If the target of the surveillance is a foreign power, the application need not detail the
communications sought or the methodsto beused. Ifthetarget isanagent ofa foreignpower, which the
statute defines to include someone who engages ininternational terrorism, SOU.S.C. § 1801(b)(2)(C)
(1994 & Supp. V 1999), the application must containdet ailed mformation concemmg the tar get ’s identity,
the places to be monitored, the conrnunications sought, and the methods to be used. /d. at § 1804 (a)(3)-
(11). After passageofthe FISA amendments as part of the Patriot Act, the National Security Adviser must
certifythat a “significant” purpose ofthe sur'veillance is toobtain foreign intelli gence information that cannot
be obtained throughnomnalinvestigativetechniques. I'ISA defines forcign intelligence informationto
mclude infonnation that relatesto “actual or potential attack or other gravehostileacts of a foreign power”
orits agent, or information concerning “ssbotage orinternational terrorism” by a foreign power or its agent,
or inforrmaiion that, if aUnited States person is involved, is necessary for the national security or conduct
of foreign affairs. /d. at § 1801(e).

FISA provides more secrecy and a lower level of proof for warrants. FISA creates a lesser
standardthan requiredbyth e Fourth Amendment for dome stic law enforcement warrants, because the
Attorney Generalneed not demoastrate probable causeof a crime. Hervmst only show that there isreason
to believe that the target is a foreign power or an agent of a foreign power, and that the places to be
monitored will be used by them. 7d. at § 1804(a)(4)(A)-(B). Ifthe target is a United States person,
however, the Court must find that the National Security A dviser’s certification is not clearly erroneous.

We do not believe an electronic survellanceprogram, undertak eninresponse to the September
11, 2001 attacks, could fully satisfy FISA standards. Such a program could scek to intercept all
communications between the United States and certain countries whereterrorist groups areknown to
operate, or conrmmwnications that involve terrorisi as parficipants. Aneffective surveillance programmight
not beableto enforc ea distinction between United Statesp ersons or aliens, or to require that therebe any
actualknowledge oftheidentity of thetargets of thesearch. FISA, however,requir esthatthe warrant
application identify the target w ithsome particularity, probably either byname or by pseudonym. /d. at
§ 1804(a) (3); cf. United States v. Principie, 531 F.2d 1132 (2d Cir. 1976). To the extent that a
presidential order would require probable cause to believe that a participant in a communication is a
terrorist, this wouldmore than meet FISA standards that the Justice Department show thatthe subjectof
asearch isanagent of a foreign power. A standard based on reasonable grounds also would proba bly
meet FISA standards. This, however, would not save a surveillance program'’s interception of all
comrmunications between the United States and another country from statutory difficulties.

Further problemns are presented by FISA’s requirement that the application describe the “places’
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or “facilities™ that are to bc used by the foreign agent. While this requirement clearly extends beyond
specific corrmnunication nodes, such as phones, to include facibities, we believe it unlkelythat FISA would
allowsuwcillanc*[ itleIllof the 1968 Act, for example, aksorequires
the specification of “facilities” in addition to “places,” and defines them as devices that transrmt
communications betweentwo points. The courtshaveread “facilities™ to allow surveillance of rmultiple

telephone lines, rather than just an individual phooc. We ver,inwhich
a coust has granted a Title 111 warrantthat would cover which is the
object of the surv eillance program conternplated here. Thus, it 1s unhkely that the court would grant

awarrant that could authorize an effective surveillance programundcrtakea in response to the September
11 attacks.

FISA purparts tobethe exclusrve statutory rrams for conductmg electronicsurveillance for foreign
intelligence, just as Title I} of the Ommwbus Crisne Controland Safe Streets Act of 1968, Pub. L. No. 90-
351,82 Stat. 197, claims to be the exclusive method for authorizing domestic electronic sur veillance for
law eaforcement purposes. FISA establishes cnmmal and civil sanctions for anyone who engages in
clectronic surveillance, under color of law, except as authorized by statute, warrant, or court order. 50
U.S.C. § 1809-10. It might be thought, therefore, that a warrantless survedlance program, even if

undertaken to protect the national security, would violate FISA’s criminal and civil liability provisious.

Such a reading of FISA would be an unconstitutional infingemcnt onthe President’s Article II
authorities. FISA can regulate foreign intelligence surveillance only to the extent permitted by the
Coustitution’s cnwneration of congressional autbonty and the separationofpowets. FISA itselfis not
required by the Constitution, nor does it necessanly estabhishstandards and procedures that exactly match
thoserequired by the Fourth Amendment. Memorandum for David S. Knis, Associate Deputy Attorey
General, from John C. Yoo, Deputy Assistant Attomcy Geaeral,Re: Constitutionality of Amending
Foreign Intelligence Surveillance Act to Change the “Pwpose” Standard for Searches (Sept. 25,
2001); - Mamorandum for Michael Vatis, Deputy Director, Executive Office for National Security, from
Walter Dellinger, Assistant Attomey General, Re: Standards for Searches Under Foreign Intelligence
Surveillance Act (Feb. 14, 1995). Instead, like the warrant process in the normal crirmnal context, FISA
Teprescnts a statutory procedurethat creates a safeharbor for surveillance for foreign intelligence purposes.
Ifthe government obtains a FISA wairant, its surveillance will be presumptively reasonable under the
Fourth Amendment. Nonetheless, as we explained to Congress during passage of the Patriot Act, the
ultimate test of whether the goveramet may engage in foreign surveilance is whether the govermment’s
conduct is consisteut with the Fourth Amendment, not whether it meets FISA

‘This is especially the case where, as here, the executive branch possess the mherent coastitutional
power 10 conduct warrantless searches for national security purposes. Well befiore FISA’s enactsment,
Presidents have consistently asserted—and exercised - their constitutional authority to conduct warrantless
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searches necessary to protect the national security.'! This Office has maintained, across different
admunistrations controlled by different political partics, that the President’s constitutional responsibility to
defend the nation from foreign attack implies an inherent power to conduct warrantless searches. In 1995,
wejustified warrantless national security searches by recognizing that the executive branch needed flexabality
n conducting foreign intelligence operations. Memorandum for Michael Vatis, Deputy Director, Executive
Office for National Security, from Walter Dellinger, Assistant Attomey General, Re: Standards for
Searches Under Foreign Intelligence Surveillance Act (Feb. 14, 1995). In 1980, we also said that “the
lower courts — as well as this Department — have frequently concluded that authority does exist in the
President to authorize such searches regardless of whether the courts also have the power to issue warrants
for those searches. Memorandum for the Attorney General, from John M. Harmon, Assistant Attorney
General, Re: Inherent Authority at 1 (Oct. 10, 1980).? FISA cannot infringe the President’s inherent
power under the Constitution to conduct national security searches, just as Congress cannot enact
legislation that would interfere with the President’s Coaunander-in-Chief power to conduct military
hostilitics. Ineither case, congressional efforts to regulate the exercise of an inherent executive power
would violate the separation of powers by allowing the legislative branch to usurp the powers of the
executive. See Memorandum for Timothy E. Flanigan, Deputy Counselto the President, from John C.
Yoo, Deputy Assistant Attorney General, Re: The President’s Constitutional Authority to Conduct
Military Operations Against Terrorists and Nations Supporting Them (Sept. 25,2001) (War Powers
Resolution cannot constitutionally define or regulate the President 's Commander-in-Chief authority).
Indecd, as we will see i Part IV, the Fourth Amendment’s structure and Supreme Court case law
demonstrate that the executive may engage in warrantless searches so long as the search is reasonable.

The federal courts have recognized the President's constitutional authority to conduct warrantiess
searches for national security purposes. To be sure, the Supreme Court has held that the warrant
requirement should apply in cases of terrorism by purely domestic groups, see United States v. United
States District Court for the Eastern District of Michigan, 407 U.S. 297, 299 (1972) (“Keith”), and
bas explicitly bas notreached the scope of the President’s surveillance powers with respect to the activities
of foreign powers, id. at 308; see also Katz. v. United States, 389 U.S. 347, 358 n.23 (1967); Mitchell

!A short description of this history is attached to this letter.

?Based on similar reasoning, this Office has concluded that the President could receive
matenials, for national defense purposes, acquired through Title 1II surveillance methods or grand juries.
Memorandum for Frances Fragos Townsend, Counsel, Office of Intelligence Policy and Review, from
Randolph D. Moss, Assistant Attorney General, Re: T¥tle ITI Electronic Surveillance Material and
the Intelligence Community (Oct. 17, 2000); Memorandum for Gerald A. Schroeder, Actmg
Counsel, Office of Intelligence Policy and Review, from Richard L. Shiffrin, Deputy Assistant Attorney
General, Re: Grand Jury Material and the Intelligence Community (Aug. 14, 1997); Disclosure of
Grand Jwry Matters to the President and Other Officials, 17 Op. O.L.C. 59 (1993).

8
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v. Forsyth,472U.S. 511,531 (1985). Neveitheless, even after XKeith the lower courts have continued
to find that when the government conducts a search for national secutityreasons, of a foreign power or its
agents, it need not meet the same requirements that wouldnormally apply in the context of criminal law
enforcement, such as obtaining a judicial warrant pursuant to a showing of probable cause. See, e.g.,
Upnited States v. Truong Dinh Hung, 629 F.2d 908 (4th Cir. 1980); United States v. Brown, 484 F.2d
418 (5th Cir. 1973), cert. denied,415U.S. 960 (1974), United States v. Buck, 548 F.2d 871 (9th Cir.),
cert. denied 434 U.S. 890 (1977), United States v. Butenko, 494 ¥.2d 593 (enbanc), cert. denied, 419
U.S. 881 (1974); United States v. Clay, 430 F.2d 165 (5th Cir. 1970), rev’d on other grounds, 403
U.S.698(1971). Indeed, evenFISA—whichdoes notrequireashowing of probablecause—represents
congressional agreement with the notion that surveillance conducted for national security purposes is not
subject to the saime Fourth Amendment standards that apply in domestic criminal cases.

Truong Dinh Hung exemplifies the considerations that have led the federal courts to recognize the
President’s constitutional authority to conduct warrantless national security searches. Unlike the domestic
law enforcementcontext, the President’s enhanced constitutional authority innational security and foreign
affars justifies a fieer hand in conducting searches without ex antejudicial oversight. As the Fourth Circuit
found, “the needs ofthe executive are so conpelling in the area of foreign intelligence, unlike the areaof
domestic security, that auniformwarrant requirement would . . . ‘unduly éustrate’ the President in carrying
out his foreign affairs responsibilities.” Truong Dinh Hung, 629 F.2dat 913. A warrant requirement
wouldbe inappropriate, the court observed, because it wouldlimit the executive branch’s flexibility in
foreign intelligence, delayresponses to foreignintelligencethreats, and create the chance for leaks. /d.
Further, m the area of foreign intelligence, the executive branch is paramount in its expexrtise and knowledge,
while the courts would have little competence in reviewing the government’s need for the intelligence
mfiormation. /d. at913-14. Inordertoprotect mdividual privacy interests, however, the court limmited the
national security exceptionto the warrant requirement to cases in which the object of the searchis a foreign
power, its agents, or collaboratots, and whenthe sur veillance is conducted primemnity for foreign intelligence
reasons. Id.at 915. The other lower courts to have considered this question similarly have limited the
scope of warrantless national security searches to those circumstances.

Here, it seems clear that the current environment falls within the exception to the warrant
requirerrent fior national Security searches. Foreign terroristshavesucceeded inlaunching a direct attack
onimportant rmlitary and civilian targets within the United States. The President may findthat terrorists
constitute an ongoing threat against the people of the United States and their national government, and he
may find that protecting against this threat is acompelling government interest: The government would be
conducting warrantless searchesin orderto discoverinfiormationthat will prevent fiture attacks onthe
Unnited States and its citizens. This survellancemay provide informtion on the strength ofterrorist groups,
the timnng and methods oftheir attack, andthetarget. The factthat the foreignterrorists bave operated,
andmay continue to operate, within the domestic United States, does not clothe their operations in the
coastituional protections that apply to domestic crininal investigations. See Memorandumfor Alberto R.
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Gonzalez, Counsel to the President and William J. Haynes, 11, General Counsel, Department of Defense,
fromJohn C. Yoo, Deputy Assistant Attorney General and RobertJ. Delahunty, Special Counsel, Re:
Authority for Use of Military Force to Combat Terrorist Activities Within the United States (Oct.
23,2001). While some mfonmation might prove useful to law enforcement, the purpose of the surveillance
programremains that of protecting thenational security. As wehave advised in aseparate memorandum,
a secondary iaw enforcement use of information, which was originally gathered for national security
purposes, doesnot suddenlyrender the search subject to the ordinary Fourth Amend ment standards that
govern domestic crimnal investigations. See Memorandum for David S. Kris, Associate Deputy Attorney
General, from John C. Yoo, Deputy Assistant Attorney General, Re: Constitutionality of Amending
Foreign Intelligence Surveillance Act to Change the “Purpose” Standard for Searches (Sept. 25,
2001).

Due to the President's paramount constitutional authortty in the field of national se curity, a subject
which we will discuss in more detail below, reading FISA to prohibit the President from retaining the
power to engage in warraotless national security searches would raise themost se vere of constitutional
conflicts. Generally, courts will construe stat utes to avoid such constifutional problems, onthe assumption
that Congress does not wish to violate the Constitution, unless a statute clearly demands a diferent
construction. See, e.g., Edward J. DeBartolo Corp. v. Florida Gulf Coast Building & Construction
Trades Council,485U.S. 568, 575(1988). Unless Congress signals a clear intention otherwise, a statute
niust be read to preserve the President’s inherent constitutional power, so as to avoid any potential
constitutional problems. Cf. Public Citizen v. Department of Justice, 491 U.S. 440, 466 (1989)
(coastrumg Federal Ad visory Coammitiee Act to avoid unc oastitutio nal mfringernent on executive powers);
Association of American Physicians & Surgeons v. Clinton, 997 F.2d 898, 906-11 (D.C. Cir. 1993)
(same). Thus, unless Congress made a clear statement in FISA that it sought torestrict presidential
authorityto conduct warrantless searches in the national securityarea— which it hasnot —thenthe statute
must be construedto avoid suchareading. Even if FISA’sliahility provisions werethought to apply, we
also believe that for a variety of reasopsthey could not be enfor cedagainst surveiliance conducted on direct
presidential order to defiend the nation fromattack. Thisissue canbe discussed in more detail, if desired.

1L

Having established that the President has the authority to order the conduct of electronic
surveillancew ithout a wariant for national secusfty purposes, wenow examme thejustificationunder the
Fourth Amendrrent for the speaific searches that nmght arise. The Fourth Amendmentdeclares that “the
right of the people to be secure intheir persons, houses, papers, and effects, against unreasonable
searches and seizures, shall not be violated.” U.S. Const. amendIV. TheAmendment also declares that
“no Warrants shall issue, but upon probable cause, supported by Oath or affirmation, and particularly
describing the place to be searched andthe personsor things to beseized.” Id. This Part willdiscuss the
reasons why se ver al elements of a possible survellance pro gramwould not even tngger Fourth Amendment

10
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scrutiny because they would not constitute a “search” for constitutional purposes.
A.

Aspects of surveillance thatdonot mvolve United States persons and that occur extratermtorially
do not raisc Fourth Amendroent concems. As the Supremce Court has found, the Fourth Amendment does
not apply to military or intelligence operations conducted against aliens overseas. United States v.
Verdugo-Urquidez, 494 U S. 259 (1990). InVerdugo-Urquidez, the Court found that the purpose of
the Fourth Ammendment "was to restrict searches and seizurcs which might be conducted by the United
States ;n domesticmatters. /d. at 266. AstheCourt concluded, the Fourth Amendment’s design was “to
protect the people of the United States against arbitrary action by their own govemment, it was never
suggested that theprowvision was intended to restrain the actions of the Federal Governnxent against aliens
outside ofthe United Statestesritory.” /d. Indeed, the Court reversed a court of appeals’ holding that the
Fourth Amendmeaot applied extratcrtorialty because of its concem that such arule would interfiere with
the nation’s mlitary operations abroad:

The rule adopted by the Court of Appeals would apply not only to law enforcement
operatious abroad, but also to other foreign policy opcrations which might result in
“searches or seizures.” The United States frequently employs Armed Forces outside this
country—over200tmesinour history —fiorthe protectionof Amencan ctozens ornational
security . . . . Application of the Fourth Amendment to those circumstances could
significantly disrupt the ability of the political brancbes to respond to foreign situations
involving our nationalinterest. Were respondent to prevail, aliens with no attachmentto
this country might well bring actions for damages to remedy clamed violations of the
Fourth Amendment m foreign countries or in international waters. . . . [T]be Court of
Appeals’ global view of[the Fourth Amendment’s] applicabilitywould plunge [the political
branches] into aseaofuncertamty as to what mightbc reasonable in the way of searches
and seizurcs conducted abroad.

Id. at273-74 (citations omitted). Here, the Court made clears thataliens hadno I'owth Amendmentrights
to challenge activity by the United States conducted abroad.

Thus, as applied, elements of a surveillance program would not even raise Fourth Amendment

concerns, because much of the coramumcations that the NS A would int wouldbe those of non-U.S.
themselves d onot ternunate or onginate in the Um esand do not mvolvea U.S. person, do not

mvolve a “scarch or seizure” under the Fourth Amendment. Further, any communications between
terrorists that occur whollyabroad, and in which none of the terrorist participants are U.S. pessoms, also
donot trigger Fowth Amendment sciutiny. An even narrower program, which would kit the interception
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of convrunications nvolving terrorists to those that originate or terminate outside the United States, further
narrows the likelihood that communications between U.S. persons within the United States will be
intercepted.

B.

Second, intercepting certain comrnunications that move internationally may not raise a Fourth
Amendment issue because of what is known as the “border search exception.” A survetllance program
could direct the interception of all communications to or from another country in which terrorists are
operating, which by definition would be international cornmunication. Therefore, muchifnot all ofthe
communications to be intercepted would cross the borders of the United States.

Under the border search exception to the Fourth Amendment, the federal government has the
constitutional authority to search anything or anyone crossing the borders ofthe United States without
violating any individual rights. In United States v. Ramsey,431 U.S. 606 (1977), the Supreme Court
upheld the constitutionality of searching incomring international rmail based onreasonable cause to suspect
that such mail contained illegally importedmerchandise. Recognizing what it characterized as a “border
search exception” to the Fourth Amendment’s warrant and probable cause requircments, the Court
observadthat “searches made at the border, pursuant to the long-standing right of the sovereign to protect
itselfby stopping and examining persons and property crossing into this country, are reasonable staply by
virtue of the fact that they occur at the border.”” /d. at 616. The Court made clear that the manner in which
something or someone crossed the border made no difference. “It is clear that there is nothing in the
rationale behind the border search exception which suggests that themode of entry will be critical ™ /d. at
620. The Court also observed that there was no distinction to be drawn in what crossed the border; “[ijt
istheir entry into this country fromwithout it that makes aresulting search ‘reasonable.”” /d. Althoughthe
Supreme Court has not examined the issue, the lower courts have unanimously found that the border search
exception also applies to the exit search of outgoing #raffic as well.*

Based on this doctrine, the interception of intemnational comrmunications could be justified by
analogizing to the border search of mtevnational mail. Although electronic mail is, n some sense, mtangible,
it is also a message that begms at a physical server computer and then, though the movement of digital
s\gnals across wires, is transmmitted to another server computer in a different location. Electronic mailis just

3See, e.g., United States v. Oriakhi, 57 F.3d 1290 (4th Cir. 1995); United States v.
Berisha, 925 F.2d 791 (5th Cir. 1991); United States v. Ezeiruaku, 936 F.2d 136 (3d Cir. 1991);
United States v. Nates, 831 F.2d 860 (9th Cir. 1987), cert. denied, 487 U.S. 1205 (1988); United
States v. Hernandez-Salazar, 813 F.2d 1126 (11th Cir. 1987); United States v. Benevento, 836
F.2d 60 (2d Cir. 1987), cert. denied, 486 U.S. 1043 (1988); United States v. Udofot, 711 F.2d
831 (8th Cir.), cert. denied, 464 U.S. 896 (1983).
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adiffierent method of transportinga cormnunication acrossthe border of the United States. As the Court
emphasized in Ramsey, “{t]he critical fact is that the envelopes cross the border andenter this country, not
that they are brought inbyonemode oftransportationrather thananother.” /d. at 620. The fact that the
method of transportation is electronic, rather than physical, shovld not make a difference, norshould it
matter that the search does not occur precisely whenthe message crosses the nation’s borders. Indeed,
searches of outboundorinbound international mail or luggagetake place at facilities within the nation’s
borders, after they have arrived by air, just as searches of electronic messages could occur once an
international message appears on a server withinthe United States after transrmission across our borders.
It should be admitted that we have not found any cases applying Ramsey in this manner, although we also
have not found any reported case$ in which a court was confronted with asearch effort of all international
communications either-

Thereare three further caveats to raise inregard to the border search exception theory. First, it
is altogether unclear whether Ramsey would apply at all to telephone conversations. While telephone
conversations are like letters inthat they convey messages, they are also ongoing, real-timetransactions
which do not contain discrete, self-contained chunks of comrminication. Second, and related to the first
point, the Court has cautioned that examination of int ernational mail for its content would raise serious
consstutional questions. In Ramsey,the government opened outgoing mailthat it suspected contained
legal drugs; regulations specifically forbade custorms officials fromreading any correspondence. Thus, the
crime there was not the content ofthe commmunicationitself, althoughthe content could have beearelated
tothe transportation of the illegal substance. First Amendment issues wouldbe raised ifthe very purpose
of opening correspondence was to examine its content. /d. at 623-24. Third, the Court observed that
serious consttutional problems in Ram.seywere avoided due to a probable causerequirement. While this
Office has advised that areasonableness standard might still be constitutional if appliedt o intcrnational mail
searches, we also acknowledged that our conclusion was not free from doubt. See Memorandum for
GeoffreyR. Greiveldinger, Counsel for Nadional Security Matters, Criminal Division, from Teresa Wynn
Roseborough and Richard L. Shifinn, Deputy Assistant Attomeys General, Customs Service Proposal

for Outbound Mail Search Authority, Amendment of Titles 31 US.C. § 5317(b) and 39 U.S.C. §

3623(d) (Oct. 31, 1995). Inlight of these caveats, we can conclude that the border search exception
would apply most squarely to the acquisition o fcormmmunication addressing mfiormmation, which forreasons
we discuss below is not content, but might notreachthe interception ofthe contents oftelephone or other
electronic comrmnication.

C.

Third, the mterceptionofelectronic mail for its non-content information should not raise Fourth
Amendment concerns. Captunng only the non-content addressing mformation of electronic
commmaications may be analogized to a “penregister.” A penregisteris a device that recordsthe numbers
dialed fromatelephone. InSmithv. Maryland, 442U S. 735 (1979), the Supreme Court foundthatthe
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warrantless installation of a pen register for a defendant’s home phone line did not violate the Fourth
Amendment because use of a pen register was not a “search” within the meaning of the Amendment.
Applying the test set out in Katzv. United States, 389 U.S. 347 (1967), the Court evaluated whether a
peison could claim a “legitamate empectation of privacy’” in the phone nunbers dialed. It found thata person
couldnot have a legitimate expectation of privacy, bec ause they should know that they numbers dialed are
recorded by the phone company for legitimate business purposes, andthat a reasonablepersoncould not
expect that the numerical information he voluntarily conveyed to the phone conpany would not be
“exposed.” /d. at 741-46. Because pen registers do not acquire the contents of communication, and
becausea personhas no legitimate expetation of privacy inthenumbers dialed, the Court concluded, use
of a pen register does not constitute a search for Fourth Amendment purposes.

The Court’s blessmg of penregisters suggests that asurveillance programthat sought only non-
content information fromelectronic messages would be smularly constitutional. Aninterceptionprogram
for electronic mail, for exarmple, could capture only non-content mfocamtion mregardto whicha reasonable
personmight not have a legitimate expectation of privacy. E-mail addresses, like phone numbers, are
voluntarilyprovided bythe sender to theinternet service provider (ISP) in order to allow the company to
properly route the commmunication. A reasonable person could be expected to know that an ISP would
record such message information for their own business purposes, just as telephone companiesrecord
phone numbers dialed Fuwrthermore, other information suchas routing andserver information is not even
part of the content of amessage written by the sender. Rather, suchinformation is generatedby the ISP
itself, aspart of its routine business operations, to help it send the electronic messagethroughits network
to thecorrect recipient. A sender couldhaveno legitimate expectation of grivacy over information he did
noteven include in his message, but instead is created by the ISP aspartofits own business processes.
A person would have no more privacy interest in that information than be would have in a postrnark
stamped onto the outside of an envelope containing his letter.

Whethera sur veillance programinvolving electronic mail would sweep incontent poses a more
difficult question. FromSmith, itappearsthat apenregister does not effectuate a Fourth Amendment
search, inpart, because itdoes not capture content froma coammnication. “Indeed, alaw enforccment
official could not even determine from the use of a penregister whether a comrmunication existed.” Smith,
442U.S at74]. Here, it isno doubx true that electroaic mail addressmg mfonmabon, crested by the author
of acanmmunication, couldcontamsomecontent. Variationsofanaddressee’sname are commmonly used
to create e-mail addresses, and elements of the address can reveal other inforration, such asthe mstitution
or place someone works — hence, oty e-mail address, assigned to me by the Justice Department, is
John.c.yoo@usdoj.gov. This, bowever, does not render such information wholly subject to the Fourth
Amendment. Bven phone numbers canprovide information that contains content. Phone numbers, for
example, are sometimes used to spell words (such as {-800-CALL -ATT), phone numbers can provide
some location information, such asif someone calls a well-known hotel’s number, and keypunches can
even send messages, such as through pager systemms. We believe that an individual’s willimgnessto convey
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toan ISP addressing information, whichthie ISP thenuses for its ownbusiness purposes, suggests that an
individual has no legitimate expectation of privacy in the limited content that could be mfierred from e-mail
addresses. We also note, however, that the courts have yet to encounter this issue in any meaningful
manner, and so we cannot predict with certainty whether the judiciary would agree with our approach.

It should be noted that Congress has recognized the analogy between electronic mail routing
information and penregjsters. It recently enactedlegislation authorizing penregister orders for non-content
information from electronic mail. See USA Patriot Act of 2001, Pub L. No. 107-56, § 216. While
Congress extended penregister authority to surveillance of electronic mail, it also subjected that authority
to the generalrestrictions of Title [IT and FISA, whichrequirethe Justice Department to obtain an ex parte
court order before using such devices. While the requirements for such an order are minimal, see 18
U.S.C. § 3122 (govermment attorney must certify only that information likely to be gained frompenregister
“Isrelevant t oan ongoing crimunal investigation bemg conducted by that agency”), awanantless survellance
programwould not seek ajudicial order for the surveillance programhere. Title IH attempts to forbid the
useofpenregisters or,now, electronic mai trapandtrace devices, without acourt under Title [IorFISA.
Id. at § 3121(a). Aswith our analysis of FISA, however, we do not believe that Congress may restrict
thePresident’s mherent constitutional powers, whichallow himto gather intelligence necessary to defiend
the nation fromdirect attack. Seesupra. Inanyevent, Congress’sbeliefthat a court order is necessary
before using a penregister does not afftect the constitutional analysis underthe Fourth Amendment, which
sermaims that an individual has no Fourth Amendment right m addressing information. Indeed,the fact that
use of pen register and electronic trap and trace devices can be authorized without ashowing of probable
cause demonstrates that Congress agrees that such information is without constitutional protections.

D.

Fourth, mtelligence gathcring i direct support of rmlitary operations does not trigger consttutional
rights againstillegal searches and setzures. Our Office has recently undertakena detailed examination of
whether the use of the military donestically in order to cormbat terrorismwould be restricted by the Fourth
Amendment. See Memocandurm for Alberto R. Gonzzalez, Counselto the President and WiliamJ. Haynes,
II, General Counsel, Departrment of Defiense, from John C. Yoo, Deputy Assistant Attorney General and
Robert J. Delahunty, Special Counsel, Re: Authority for Use of Military Force to Combat Terrorist
Activities Within the United States(Oct. 23,2001). While we will only surrrnanzehere ourreasoning,
it should be clear that to the extent that a surveillance programis aimed at gathering intelligence for the
mlitary purpose of usingthe Ammed Forces to prevent €urther attacks onthe United States, that activity in
our view is not resiricted by the Fourth Amendment.

As a matter ofthe ongmal understanding, the Fourth Amend ment was aimed pnmanly at curbing

law enforcement atmses. Althoughthe Fourth Amendmenthas beeninterpreted to applytogovernmental
actions other than criminal law enforcement, the central concerns ofthe Amendment are focused on police
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activity. See, e.g., South Dakota v. Opperman, 428 U.S. 364,370 n.5 (1976). As we will explain in
further detail in Part IV below, the Court has racognized this by identifying a“special needs” exception to
theFourthAmendment’swarrantandprobable causerequirements. See, e.g., Vernonia School Dist. 477
v. Acton, 515U.S. 646 (1995); Indianapolis v. Edmond, 531 U.S.32 (2000). However wellsuited the
warrant and probable causerequirements may be as applied to criminal investigation and law enforcement,
they are unsuited to the demands of wartime and the military necessity to successfully prosecute a war
against an enemy. Inthe circumstances created by the September 11 attacks, the Constitution provides
the Government with expanded powers and reduces the restrictions created byindividual civilt liberties.
As the Supreme Court has held, for example, in wartime the government may sunmarily requisition
property, seize enemy property, and “even the personal liberty of the citizen may be tempor arilyrestrained
as ameasure of public safety.” Yakusv. United States, 321 U.S. 414, 443 (1944) (citations omitted).
“In times of war or insurrection, when society’s interest is at its peak, the Government may detain
individuals whomethe Govemrment believes to be dangerous.” United States v. Salerno, 481 U.S. 739,
748 (1987); see also Moyer v. Peabody, 212 U.S. 78 (1909) (upholding detention without probable
cause during time of insurrection) (Holmes, J.).

Because of the exigencies of war and mulitary necessity, the Fourth Amendment shouldnot be read
as applying to military operations. In Verdugo-Urquidez, discussed in Part I1I, the Courtmade clear that
the Fourth Amendment does not apply to mulitary operations overseas. 494 U .S. at 273-274. Asthe
Court observed, ifthmgs were otherwise, botb political leaders and mahtary conwnandets would be severely
constrained by having to assess the “reasonableness” of amy military action beforehand, thereby interfering
with mmlitary effectiveness and the President’s constitutional responsitalites as Coaxmnder -in-Chief. It also
seerns clear that the Fowrth Amendment would not restrict military operations within the United States
against aninvasion or rebellion. See, e.g., 24 Op. Att’y Gen. 570 (1903) (American territory held by
enemy forces is considered hostile territory where civil laws do not apply). Were the United States
homeland invaded by foreign military forces, our arined forces would have to take whatever steps
necessary to repel them, which would mclude the “seizure” of enemty personnel and the “search” of enemy
papers andmessages, it is difficult tobelie ve that our government would need to show that these actions
were “reasonable” underthe Fourth Amendment. The actionsof ourmiditary, which might canse collateral
damage to United States per sons, woul d no more be constrained by the Fourth Amendment thaniftheir
operations occurred overseas. Norisit necessarythat the military forces on oursoilbe foreign. Evenif
the enemies ofthe Nation came from within, such as occurred during the Civil War, the federal Armed
Forces must be fiee to use force to respond to such an insurrection or rebellion withoutthe coustramnts of
the Fourth Amendment. Indeed, this was the undeistanding that prevailed during the Civil War.

These considerations could justify much of a warrantless electronic sur veillance program. Alibough
theterrorists who stagedthe Septemnber 11,2001 events operated clandestinely and have not occupied
part of ourterritory, they havelaunched adirect attack on both the American homeland and our assets
overseas that have caused massive casualties. The ir attacks were launched and carried out fromwithinthe
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United States itself. Pursuantto his authority as Commmander-in-Chief and Chief Executive, the President
has ordered the use of military force against the terrorists both at home and abroad, andhehasfound that
they present a continuing threat of farther attacks on the United States. Application of the Fourth
Amendment could, inmany cases, prevent the President from fulfilling his highest constitutional duty of
protecting and preserving the Nation fromdirectattack. Indeed, the opposite rule would create the bizarre
situation in which the President would encounter less constitutional freedom inusing the military when the
Nation is directly attacked at home, where the greatest threatto American civiltan casualties lies, than we
use force abroad.

Thus, the Fourth Amendment should not limit military operations to prevent attacks that take place
within the American homeland, just as it would not limit the President’s power to respond to attacks
launched abroad. A surveillance program, undertaken for nationalsecurity purposes, would be a necessary
element in the effective exercise of the President’s authority to prosecute the current war successfully.
Intelligence gathered through surveillance allows the Conmnander-in-Chief to determine how best to
positionanddeploythe Armed Forces. Itseems clearthat the prirpary purposeof thesurveitlanceprogram
is to defiend the national security, rather than for law enforcement purposes, which might trigger Fourth
Armendment concems. In thisrespect, itissignificantthat the President would be ordering the Secretary
of Defiense (who supervises the NSA ), rather than the Justice Deparunent, to conduct thesurveillance, and
that enndence would not be preserved for later usein cruranal investigations. Whilesuchsecondaryuse of
suchinformation for law enfiorcernent does not undermmine the parary nationalseaity purpose motivating
the surveillance program, it is also clear that such intelligence material, once developed, can be made
available to the Justice Department for domestic use.

Iv.

Even if a surveillance program, or elements of it, were still thought to be subject to Fourth
Amendment scrutiny, we think that compelling arguments can justify its constitutionality. This Part will
review whether wairantless electronic surveillance, undertaken for national security purposes, is
constitutional under the Fourth Amendment. It shouldbe clear at the outset that the Fourth Amendment
does not require a warrant for every search, butrather that a searchbe “reasonable” to be constitutional.
In light of the current secunty environment, the govermment can claim a compell ing interest in protecting the
nation fiom attack sufficient to outweigh any intrusion into privacy interests.

A
The touchstone for review ofa goverument search is whetheritis “reasonable.” Accordingtothe
Supreme Court, “fa}s the text of the Fourth Amendment indicates the ultimate measure of the

constitutionality of a governmental search is ‘reasonableness.” Vernonia School Dist. 47Jv. Acton, 515
U.S. 646, 652 (1995). When law enforcement undertakes a search to discover evidence o f crirmipal
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wrongdoing, the Supreme Court has said that reasonableness generally requircs a judictal warrant on a
showing of probable cause that acrime has been oris being committed. /d. at 653. But the Courthas also
recognized that a warrant is not required forall government searches, especially those that fall outside the
ordinary criminalinvestigation context. A warrantless search can be constitutional “when special needs,
beyond the normal need for law enforcement, make the warrant and probable-cause requirement
impracticable.” /d.

A variety of govermnment searches, therefore, have met the Fourth Amendment’s requirement of
reasonableness without obtaining a judicial warrant. The Supreme Court, for example, has upheld
warrantless searches that involved the drug testing of high school athletes, id., certain searches of
automobiles, Pennsylvania v. Labron, 518 U.S. 938 (1996) (per curiam), drunk driver checkpoints,
Michigan v. Dep't of State Police v. Sitz, 496 U S. 444 (1990), drug testing of railroad personnel,
Skinner v. Raitwey Labor Executives’ Ass’n, 489 U.S. 602 (1989), drug testing of federal customs
officers, Treasury Employees v. Von Raab, 489 U.S. 656 (1989), administrative inspection of closely
regulated businesses, New York v. Burger, 482 U S. 691 (1987); temporary baggage seizures, United
Statesv. Place, 462 U.S. 696 (1983), detentionto prevent flight and to protect law enforcement officers,
Michigan v. Summers, 452 U.S. 692 (1981), checkpoints to search for illegal aliens, United States v.
Martinez-Fuerte, 428 U.S. 543 (1976), andtemporary stops and limited searches for weapons, Terry
v. Ohio,392U.S. 1 (1968). TheCourthas cautioned, however, thatarandom searchprogramcannot
be designed 10 promote a general interest in crime control. See /ndianapolis v. Edmond, 531 U.S. 32,
41 (2000); Delaware v. Prouse, 440 U.S. 648, 659 n.18 (1979).

Reasonableness does not lenditsclfto precise tests or formulations. Nonetheless, inreviewing
warrantless search programs, the Court generally has balanced the government’s interest against intrusion
into privacy mterests. “When faced with special law enfiorcement needs, diminished expectations of
privacy, minirnal intrusions, or the ke, the Court has fioundthat certam general, or individual, circurrstances
may render a warrantless search or seizure reasonable.” Qlinois v. McArthur, 121 S. Ct. 946, 949
(2001). Or, asthe Court has describedit, warrantless searches may be justified if the government has
“specialneeds” that areunrelated to normal law enforcement. Inthesesituations, the Court has found a
searchreasonable when, under the totality of the circumstances, the “importance of the governmeantal
interests” has outweighedthe “nature and quality ofthe intrusion onthe mdividual’s Fourth Amendment
interests.” Tennessee v. Garner,471 U.S. 1, 8 (1985).

B.
This analysis suggests that the Fourth Ammendment would permmt warrantless electionic surveillance
if the government’s interest outweighs intrusions into privacy interests. It should be clear that the

President’s dmrective falls within the “specialneeds” exception tothe warrant cequirement that calls for such
abalancing test. The survetllance programisnot designed to advance a “generalinterest in crime control,”
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Edmond, 531 U.S. at44,but instead seeks to protect the national security by preventing terrorist attacks
upon the United States. Asthe national security search cases discussed inPart Il recogruze, defending the
nation from foreign threats is a wholly different enterprise thanordinary crime control, and this difference
Justifies examination of the government’s action solely for its reasonableness. Indeed, as the Supreme
Courtrecognizedin Edmond, warrantless, randomsearches undert aken for national security purposes,
suchas forestalling aterroristattack on an American city, wouldbe constitutional evenifthe same search
technique, when undertaken for general crime control, would fail Fourth Amendment standards.

Applying this standard, we find that the go vernment 's interest here is perhaps of the highest order
~that of protecting the nation fromattack. Indeed, the factors justifyang warrantless searches for national
security reasons aremore compelling now thanat the time ofthe earlier lower court decisions discussed
in Part I1. While upholding warrantlesssearches for national security purposes, those earlier decisions had
not taken place during a time of actual hiostilities prompted by asurprise, direct attack upon civilian and
military targets within the United States. A direct attack onthe United Stateshas placed the Nationin a
state ofarmed conflict; defiending the nation is perhaps the most important function of government. Asthe
Supreme Court has observed, “It is “‘obvious and unarguable’ that no governmental interest is more
compelling than the secucity of the Nation.” Haig v. Agee, 453 U.S. 280,307 (1981). As Alexander
Hamlton observedin The Federalist, “there can beno limitation of that authority, whichistoprovide for
the defence and protectionofthe community, in any matter essential to its efficacy.” The FederalistNo.
23, at 147-48 (Alexander Hamilton) (Jacob E. Cooke ed., 1961). If the situation warrants, the
Constitution recogniaes that the federal government, andindeed the President, niust have the maxamum
power permissible under the Constitution to prevent and defieat attacks upon the Nation.

In authorizing an electronic surveillance program, the President shouldlay out the proper factual
predicates for finding that the terrorist attacks had created a compelling governmental interest. The
September 11, 2001 attacks caused thousands of deaths and even more casualties, and damaged both
the central cormmmand and control facility for the Nation’s military establishiment and the center of the
country’s private financial system. Inlight of information that would be provided by the intelligence
community andthe aulitary, the President could further conclude that terronsts contmue to have the ability
and the intention to undertake further attacks on the United States. Given the damage caused by the
attacks on September 11,2001, the President could judge that fature terrorist attacks could cause massive
damage and casualfies and threatens the continuity of the federal government. He could concludethat such
circumstances justify a cornpelling interest on the part of the government toprotectthe United States and
its citizens from €urther terrorist attack. It seems certam that the federal courts would defier to the
President’s determination on whether the United States isthreatened by attack and what measuresare
necessary to respond. See, e.g., The Prize Cases, 67 U.S. 635, 670 (1862) (decision whether to
consider rebellion a war is a questionto be decided by the President). These determinations rest at the
core of the President’s power as Commmander-in-Chief and his role as representative o fthe Nation in its
foreign affairs. See United States v. Curtiss-Wright Export Corp., 299 U.S. 304 (1936).
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Under the Constitution’s design, it is the President who is primanlyresponsible for advancing that
compelling intcrest. The text, structure, and history of the Constitutionestablishthat the President bears
the constitutional duty, and therefore the power, to ensure the securityofthc United States in situations of
graveandunforesecnemergency. See generally Memorandum for Timothy E. Flanigan, Deputy Counsel
to the President, fiom John C. Yoo, Deputy Assistant Attorney General, Re: The President’s
Constitutional Authority to Conduct Military Operations Against Terrorists and Nations Supporting
Them (Sept. 25, 2001). Both the Vesting Clause, U.S. Const. art. 11, § 1, cl. 1, and the Coenmander in
Chief Clause, id., § 2,cl. 1, vest in the President the power to deploy military ferce inthe defense of the
United States. The Constitution makes explicit the President’s obligation to safeguard the nation’s security
by whatever law ful means are available by imposing on him the duty to “take Care that the Laws be
faithfully executed™ Id., § 3. The constitutional text and structure are confirmed by the practical
consideration that national security decisions require a unity in purpose and energy in action that
charactenze the Presidency ratherthan Congress. As Alexander Hamilton explained, “[o]falithe cares
or concerns of goverrmment, the direction of w ar most peculiarly demands those qualities which distinguish
the exericise of power byasinglehand.” The Federalist No. 74, at 500 (Alexander Hamilton) (Jacob E.
Cooke ed. 1961).

Surveillance initiated inresponse to the September 11 attacks would clearly advance this interest.
The President would be exercising his powers as Commander-in-Chief and Chief Executive to direct
military action against Al Qaeda and Taliban forces m Afghantstan, and to use the armed forces to protect
United Statcs citizens at home. Congress has approved the use of military force m response to the
September 11 attacks. Pub. L. No. 107-40, 115 Stat. 224 (2001). Itis well established that the President
hastheindependent constitutional authority as Commander-in-Chiefto gather intelligence in support of
mulitary andnational security operations, and to enploy covertmeans, if neccssary, to doso. See Totten
v. United States, 92 U.S. 105, 106 (1876). The President’s “constitutional power to gather foreign
intelligence,” Warrantless Foreign Intelligence Surveillonce — Use of Television — Beepers, 2 Op.
0.L.C. 14, 15(1978), mcludes the dsaretion to use themost effective mcans of obtaming information, and
to safeguard those means. Intelligence gathering is anecessary function that enables the President to carry
outthese authorities effiectively. The Cormsnander-in-Chiefneeds accurate and comprehensi ve mtelligence
on enemy movements, plans, and threats in order to best deploy the United States anned forces andto
successfully execute nmltary plans. Warrantless searches could provide the most effectivemethod, in the
President’s judgment, to obtam imformation necessary for himto carry out his constitutional responsibility
to defend the Nation from attack.

By contrast, the intrusion into an individual citzen’s frivacy interests may not beseen as so serious
as outweighing the government’s most compeling of interests. The searches that wouldtake place are as
Dot as intrusive as those which occur when the govermment monitots the communications of atargetinthe 51

nonmnal Title IIT or FISA context. These often require an agent to consciously and actively listen in to W
telephone conversations. Here, as we understand it
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If privacy interests are vicwed as intruded upon only by t is Jikely that
Fourth Amendment interests wouldnot outweigh the compelling governmental interest present here. Inthe
context of roadblocks to stop drunken dnivers, another arca of “special neceds” under the Fourth
Amendment, the Court has permitted warrantless searches. See Michigan Dep’t of State Police v. Sitz,
496 U.S. 444 (1950). There, the Court found that a roadblock constituted a “rcasonable” search dueto
the magnitude of the drunken driver problem and the deaths it causes — in fact, the court compared the
death toll from drunk drivers to the casualties on a battlefield. /d. at 451. H found that this interest
outweighed the intrusion into pri ' which it characterized as “brief” in terms of
duration and intensity. Similar

m the case of arpadblock, where a aw coforcement ofbicer stops each driver to exarrune
whether they arc incbriated. It scems that if the Supreme Court were willing to uphold drunk driver
checkpoints, it would be equally or even more willing to aﬂo*‘

Therestriction of a surveiltance programonly (o those compamicahans which ongmate or termmnate
in a foreign country or whichinvolve terronists further reduces aay possibie intrusioninto mdividual privacy
intercsts. If probable cause s required, it scems that DOD would need specific evidence before deciding
whichmessagcstointercept. Thus, for example, DOD must have some information that a certain person
mught be a terrorist, or that a certain phone lme might be used by a terrorist, before it can capture the
commmnications. This means that the NSA cannol intercept commmnications for which it hasno such
evidence. This would be the case even if the President were to require that there be reasonable grounds
tobelievethat the commmunications involve the relevant foreign country or terrorisw. This bas theeffect of
exchuding communications for which DOD bas no reason to suspect contain texrronst cormmunications or
commmunications with the foreign country, meaning that most mnocent commamnications will not be

‘Another factor examined by the Court was effectivencss of the warrantless search. The Court
has cautioned that searches pot be random and discretionless because of a lack of empincal evidence
that the means would promote the govanment's interest. It should be made clear, however, that the
standard employed by the Court has been low. In the roadblock context, for cxample, the Court has
found reasonable roadblocles for drunk drivers that detaioed only 1.6 percent of all drivers stopped,
and checkpoints for illegal aliens that detained only 0.12 percent of all vehicles detained.
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intercepted.

Further, limiting the search parametets to intemational comamunications could further alleviate any
intrusion into individual privacyinterests. As our discussionofthe border search exception m Part [I] made
clear, the government has the constitutional authorityto search anything that crosses the Nation’s borders
without violating the Fourth Amendment. To besure, there issubstantial doubt about whether this power
could apply to searches involving the content of the communications. Nonetheless, United States v.
Ramsey,431U.S.606 (1977) (warrantless search of incoming international mail does not violate Fourth
Amendment), suggests strongly that individuals have reduced privacy interests when they or their
possessions and letters cross the borders of the United States. Ifindividuals have reduced privacy interests
in international max, as Ramsey held, then it seems logicalto assume that they also have areduced pnivacy
interest in international electronic conmunications as well. As Ramseyheld, the method by which anitem
entered the country is irrelevant for Fourth Amendment purposes.

Just to be clear in conclusion. We are not claimingthat the government has an unrestricted right
to exanmme the contents of all intcrnational letters and other forms of cormmunicat ion. Rather, we are only
suggesting that an individual has areduced privacy interest m mternational cormmmunications Therefore, in
applying the balancing test called for by the Fourth Amendment’s reasonableness analysis, we face a
situation here where the government’s interest on one side — that of protecting the Nation from direct attack
—is the highest known to the Constitution. On the other side of the scale, the intrusion into individual
privacy mterestsis greatlyreduced due to theinternational nature ofthe cormmmications. Thus, we believe
there to be substamaljustification for a warrantless electronic surveillance program, undertakeni nresponse
to the September 11, 2001 attacks, that would be reasonable under the Fourth Amendment.

I'would welcome the opportunify to discuss these issues mmore detail. Please contactme, at202-
514-2069, or john.c yoo@usdoj.gov, if you have any forther questions.

Sincerely,

ojin C. ¥Oo
eputy Assistant Attorney General
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AUTHORITY FOR WARRANTLESS NATIONAL SECURITY SEARCHES

Presidents have long asserted the constitutional authority to order searches, even without
judicial warrants, where necessary to protect the national security against foreign powers and their
agents. The courts have repeatedly upheld the exercise of this authority.

A memorandum fiom President Franklin D. Roosevelt to Attorney General Robert H. Jackson,
dated May 21, 1940, authorized the use of wiretaps in matters “involving the defense of the nation.”
See United States v. United States District Court for the Eastern District of Michigan, 407 U.S.
297,311 n.10 (1972) (“Keith ). The President directed the Attorney General “to secure infiormation
by listening devices [directed at] the conversation or other communications of persons suspected of
subversive activities against the government of the United States, including suspected spies,” while
asking the Attorney General “to limit these investigations so conducted to a minimum and to limit them
insofar as possible as to aliens.” See Electronic Surveillance Within the United States for Foreign
Intelligence Purposes: Hearings Before the Subcomm. on Intelligence and the Rights of Americans of
the Select Comm on Intelligence, 94th Cong., 2d Sess. 24 (1976) (statement of Attorney General
Edward H. Levi) (“Levi Statement”). President Roosevelt issued the memorandum after the House of
Representatives passed a joint resolution to sanction wiretapping by the FBI for national security
purposes, but the Senate failed to act. See Americo R. Cinquegrana, The Walls and Wires Have
Ears: The Background and First Ten Years of the Foreign Intelligence Surveillance Act of 1978,

137 U. Pa. L. Rev. 793, 797-98 (1989).

By a letter dated July 17, 1946, Attorney General Tom C. Clark reminded President Truman of
the 1940 directive, which had been followed by Attormeys General Jackson and Francis Biddle. At
Attomey General Clark’s request, the President approved the continuation of the authority, see Levi
Statement at 24, and even broadened it to reach “internal security cases.” Keith, 407 U.S at 311 and
n.10. Inthe Eisenhower Administration, Attorney General Herbert Brownell, as the Supreme Court
noted i Keith, advocated the use electronic surveillance both in internal and international security
matters. 407 US. at 311.

In 1965, President Johnson announced a policy under which warrantless wiretaps would be
limited to national security matters. Levi Statement at 26. Attorney General Katzenbach then wrote
that he saw “no need to curtail any such activities in the national securnity field.” /d. Attorney General
Richardson stated in 1973 that, to approve a warrantless surveillance, he would need to be convinced
that it was necessary “(1) to protect the nation against actual or potential attack or other hostile acts of
a foreign power, (2) to obtain foreign intelligence infiormation deemed essential to the security of the
United States, or (3) to protect national security infiormation against foreign intelligence activities.” Id.
at 27. When Attorney General Levi testified in 1976, he gave a similar list, adding that a warrantless
surveillance could also be used “to obtain information certified as necessary for the conduct of foreign



affairs matters important to the national security of the United States.” Jd.

Warrantless electronic surveillance of agents of foreign powers thus continued until the passage
in 1978 of the Foreign Intelligence Surveillance Act, 18 U.S.C. §§ 1801-29. Although the Supreme
Court never ruled on the legality of warrantless searches as to agents of foreign powers, see Keith, 407
U.S. at 321-22 (requiring a warrant in domestic security cases but reserving issue where a foreign
power or its agents were involved), the courts of appeals repeatedly sustained the lawfulness of such
searches. United States v. Truong Dinh Hung, 629 F.2d 908, 914 (4th Cir. 1980), United States
v. Buck, 548 F.2d 871, 875 (9th Cir. 1977); United States v. Brown, 484 F.2d 418 (S5th Cir. 1973);
United States v. Butenko, 494 F 2d 593, 606 (3d Cir. 1974), United States v. Clay, 430 F.2d 165
(5th Cir. 1970), rev'd on other grounds, 403 U.S. 698 (1971); but see Zweibon v. Mitchell, 516
F.2d 594, 651 (D.C. Cir. 1975) (dictum in plurality opinion). The Fourth Circuit held, for example,
that “because of the need of the executive branch for flexibility, its practical experience, and its
constitutional competence, the courts should not require the executive to secure a warrant each time it
conducts foreign intelligence surveillance.” Truong, 629 F.2d at 914. As the court elaborated,
“attempts to counter foreign threats to the national security require the utmost stealth, speed, and
secrecy,” and a “warrant requirement would add a procedural hurdle that would reduce the flexibility of
executive foreign intelligence initiatives, in some cases delay executive response to foreign intelligence
threats, and increase the chance of leaks regarding sensitive executive operations.” /d. at 913 (citations
and footnote omitted). Furthermore, “the executive possesses unparalleled expertise to make the
decisions whether to conduct foreign intelligence surveillance.” Id. (citations omitted). And “[pJerhaps
most crucially, the executive branch not only has superior expertise in the area of foreign intelligence, it
is also constitutionally designated as the pre-eminent authority in foreign affairs.” Id. at 914 (citations
omitted). In this pre-statutory context, two courts of appeals, the Fourth Circuit in 7ruong (id. at 915)
and the Third Circuit in Butenko (494 F.2d at 606), would have limited the authority to instances
where the primary purpose o f the search was to obtain foreign intelligence.”

The passage of FISA created an effiective means for issuance of judicial orders for electronic
surveillance in national security matters. Congress, however, had not given the Foreign Intelligence
Surveillance Court the power to issue orders for physical searches. After nevertheless granting orders
in three instances during the Carter Administration, the court ruled early in the Reagan Administration,
as the Justice Departinent then argued, that it lacked jurisdiction to approve physical searches. See S.
Rep. 103-296, at.36-37 (1994). Thus, physical searches after the ruling had to approved by the
Attorney General without a judicial warrant. /d. at 37. In 1994, after the use of warrantless physical
searches in the Aldrich Ames case, Congress concluded that “from the standpoint of protecting the
constitutional rights of Americans, from the standpoint of bringing greater legal certainty to this area,
from the standpoint ofavoiding problems with future espionage prosecutions, and from the standpoint
of protecting federal officers and employees from potential civil liability,” id., FISA should be amended
to cover physical searches. /d. at 40.





